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(ancient Greek)

KvPepvntng

(cool naming)

Cyberspace
(syn. Information network)
(e.g., the Internet)

I cybernetics

(synonym)

automaton

(logical)

Artificial Intelligence (Al)

(a classification or nomenclature)

(academic area)

Cyberspace Law
(Law of the Horse?)
(e.g., Lawrence Lessig)

Internet Law
(e.g., Chris Reed)

(law enforcement area)

CoE Cybercrime Convention
1st Additional Protocol
2 Additional Protocol

(practical applications)

Generative Al
(e.g. GPT applications)

Robots
(e.g., network agents, mutants, Cyber
physical objects in EU legislation)

Robotics
(see, ISO/TC 299 standards)
(syn. Industrial Robots)
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* 6 U.S. Code Part A § 651- § 655: Cybersecurity and Infrastructure Security
6 U.S. Code § 146: Cybersecurity workforce assessment and strategy

10 U.S. Code § 391: Reporting on cyber incidents with respect to networks and
Information systems of operationally critical contractors and certain other contractors

6 U.S. Code § 1503: Authorizations for preventing, detecting, analyzing, and mitigating
cybersecurity threats

10 U.S. Code § 394: Authorities concerning military cyber operations

10 U.S. Code § 167b: Unified combatant command for cyber operations
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Examples of current and future Cyber legal issues

* Cyberspace law * Cybernetics law (non-Cyberspace law)

* NIS: * non-NIS:

* connected automatic vehicle; * non-connected automatic driving vehicle;

* cyber security of NIS; * cyber security of independent devices;

* liability of provider of online platform, etc. * liability of non-human autonomous entity, etc.

Examples of common legal issues (Cyber or not)
* Processing of mixture of personal data and non-personal data; mixture of real data and virtual data;
* Autonomous M2M communication; Internal communication within a device or digital-chip implanted,;

* ldentification, authentication, especially of mixture of human and one or more non-human entities.
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o A /\—ILIEE# (CoE Cybercrime Convention) [ZFE &5 H A /\—IL5E
* NISZWEDEREHERET HILE

o &;%{E= (illegal interception) — 3%
* NISZLADEREHFERELGILSE
o EXT7YtX(illegal Access) —F 25
e REI:2TODAATDAVEL—3ERRET S,
o BlHt KR, DO E1—FEEHEINOVE 1 —RITHRERETES,
o T—Au5E (data interference) — 5545
* NISZWLBEDIERERET DIGEEVWEDERERLELEWVMGEDMAZEIE
o U RTLIHE (system interference) —F5%
e OVE1—%BE:E#HE (computer-related forgery) — 5575
o OVEa1—%#EESEHA (computer-related fraud) — 5585
o IRERJL/ (Offences related to child pornography) — 5595&
o ZEERUBEEMENDEE (Offences related to infringements of copyright and related rights) — 55105
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