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Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on
addressing the dissemination of terrorist content online (OJ L 172, 17.5.2021, p. 79-109) ®7 3 AR (5
FERR) I ZHDE, ZOFIRREFAATZ,

FHIEU) 20217784 DJFLDTHF AN AFTEL Y ARD URL 1L, FREDLFBVTHD,

http://data.europa.eu/eli/reg/2021/784/0j
[2021 411 H 26 HffEEd

HIHI(EU) 2021/784 1%, 2021 4F-4 H 29 HIZHHR S, 202146 H 6 BITwszh L=, HHl
(EV) 2021/784 1%, 2022 4F-6 H 7 H Dl &4,

—fig B
1. FAIEV) 2021/784

FAEV) 2021784 1%, AT A DT YAz 7k (terrorist content) O 5= 2
(dissemination) DR 114 FEhAN 2 29 H7=8 D EU OERZE TEL EOFAN 2 )7 5% % ED
HIERTHD, TOTROPIZIX, TRIANI T U bOAREDBYRL7201GHHRAT 17
P —E AT S FEEDPTHORERR A TSR EE DI TBEE S G TD,

T rYARra T MR DL EOXS, FRZEOMENZEEL T, 585 (EV)
2017/541(0J L 88, 31.3.2017, p.6-21) ANEHSI5,

T RUAMT 2 (terrorist offence) & B2k E DO TEE THEESE D23 1T A IE A
(ZBEILCI, BT 2005/671/JHA (O L 253, 29.9.2005, p.22-24) A3 S5, VIS (2
x5 7 Y AMEROBESICEAL T, BlESPE 2008/633/JHA (OJ L 218, 13.8.2008,
p.129-136) 7N IS,
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FHLO A R OVERRESO A EBR T DRTEE AUV D ThD,
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A4 OTAYR MU TUIDEEEADRLIZBET S
FriEa R UEESRD 2021 £ 4 A 29 BO#RAI(EU) 2021/784

Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on addressing
the dissemination of terrorist content online

BRI M OB S OB,

RRMEE ORSREIZ BT 255K, L1, Z05 114 K7,
PN =Ex Rt e Sha -

SHEZRZEINRERI DA LR,

BRINEEF AT B RO R T,
WBHEOSIEFHRHANE THEL?,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114
thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee @,

Acting in accordance with the ordinary legislative procedure @,

Whereas:

Q) AL, TrUAND HIIDTZODRAT 47— AOERIRLTHZEI2E- T,
ZLTC, BINEA ST A DR CEIR T HZ8IC L~ T, B - R st
DRI DT VXV BB M D LA IHNEL QD T UV
TROBEN L, AT BREECIITDRAT (27— 27 1 & LRI E OIEED
1= DEIZEEN AT LT 52 L2~ T, WS, Bz RETEFEOHRITBTE
TR T, AT DEHNOAT AT O ERESITEEFE G, FHOBHDOT-H O
LM L3 A2 L2l o T, A &L RETHD,

This Regulation aims to ensure the smooth functioning of the digital single market in an open and
democratic society, by addressing the misuse of hosting services for terrorist purposes and

1 0J C110,22.3.2019, p. 67.
2 NGRS 2019 4 4 H 17 AARTERE (EHAHEE) M OPEEEOF —HisllisT 5 2021 44 3
A 16 AfHFIERE(0J C 135, 16.4.2021, p. 1), WMGESD 2021 4F 4 H 28 AfHT B E (B
#H).
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contributing to public security across the Union. The functioning of the digital single market should
be improved by reinforcing legal certainty for hosting service providers and users’ trust in the online
environment, as well as by strengthening safeguards to the freedom of expression, including the
freedom to receive and impart information and ideas in an open and democratic society and the
freedom and pluralism of the media.

A TA DT aYANA T MR RLT BT DIES EOHET, fEaoiig b
DEHGH B Z B D720, AT 4 TVT I SR BB Zi 52 L, (REETT
747&(»@# FIT AT DB, FLTC, A TAL DT aY AN T UMD RN N

IR DHEH RIS B 5720 O _ DA O BRI, AN, HATEE~DORE,
*ié»x Frea 2 =T LOBGEE LD BT EZ DUEFE G, T X LIHUT DT
DO ORERIEI DB - J> THISESN D RETHD,

Regulatory measures to address the dissemination of terrorist content online should be
complemented by Member State strategies to address terrorism, including the strengthening of
media literacy and critical thinking, the development of alternative and counter narratives, and other
initiatives to reduce the impact of and vulnerability to terrorist content online, as well as investment
in social work, deradicalisation initiatives and engagement with affected communities, in order to
achieve the sustained prevention of radicalisation in society.

Ao TA L DEE AT N IV IRE e RO —E Ch DA T A DT RY AR
T UMK DN, SERAE, FETIERE, KO, AT MR A2 e 508
R LA TR L TR AT L 7 —E AT A 7 L OO i ke A EE O HE
DOFRAEDOEENTELT D,

Addressing terrorist content online, which is part of a broader problem of illegal content online,
requires a combination of legislative, non-legislative and voluntary measures based on collaboration
between authorities and hosting service providers, in a manner that fully respects fundamental rights.

AL H—F b EICRBOW TRV AR AT 42 7 —E A7 3213, EFEETTREERED
DIFHZETEST, 2L T, AROFEREED L, 1GH, BRI OO REE 02
G, BRINEGNIZ I T DA, Bk OVE A RESE BT 528128
T, T VR CIAEDREZ RT- L CD, LIRS, IRAT (7 —E A
TENAE DY —E R, —TEDLAIZEBNT, A TA L OEE G Z T B
DI=DIFE =FI I TEHAZIL WD, ZDOHTHEF dt%fot'%fﬁ X, TRUARN L—
TR OFDOIAEE LD, FIHDED At — %8 5720, W bS, BieE %
ERf 5720, 2L C, TRUANERERHIL, fHET D720, AT/ DTl Aka
TUNAREET DI D, TNHD—E ADMEHTH D,
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Hosting service providers active on the internet play an essential role in the digital economy by
connecting business and citizens and by facilitating public debate and the distribution and receipt of
information, opinions and ideas, contributing significantly to innovation, economic growth and job
creation in the Union. However, the services of hosting service providers are in certain cases abused
by third parties for the purpose of carrying out illegal activities online. Of particular concern is the
misuse of those services by terrorist groups and their supporters to disseminate terrorist content
online in order to spread their message, to radicalise and recruit followers, and to facilitate and direct
terrorist activity.

ZNDME—DFER LG TIIZROD, A2 TA DT BUARNI T hOIFEL, TrUAR
{TH~EEXIG5, HANDIEE LD T DL CHAHZENRIALNTHY, Ziudz, FIH
FH, TERMOMEDORZHIZLE ST, WNS, ZOT - (F OFFHZEOEFEA K TS,
ZDOTARAE DEVRAET NEARRDLLD THLDT, TDXHa T U Nt RAT ¢
VT FBA LT AT U FN ST, AR ADTEREL D, TRAT (L7 —
E AT S DA DY — AL BR T DE DT 1A X O E K O
FRELEENTBLL, AT 47— 27 0 (3, Bl BB ROz
THFREEAEA T, [nE T2 HBE2ED, O B O 2 EEABEICAND
D, TRYANZEAHERICKIL TEO T A F OV —E A& ET 57280, ZL T, £
TRAE DAL TAL DY —EREN U URES T RUAR L T hA~DXAVE B
DI DRI AR TA A>T,

While not the only factor, the presence of terrorist content online has proven to be a catalyst for the
radicalisation of individuals which can lead to terrorist acts, and therefore has serious negative
consequences for users, citizens and society at large as well as for the online service providers hosting
such content, since it undermines the trust of their users and damages their business models. In light
of their central role and the technological means and capabilities associated with the services they
provide, hosting service providers have particular societal responsibilities to protect their services
from misuse by terrorists and to help address terrorist content disseminated through their services
online, while taking into account the fundamental importance of the freedom of expression,
including the freedom to receive and impart information and ideas in an open and democratic society.

HLTA DT RY AN T NIRRT BT DERINES L~V DEZT1X, #ERREERA
TAL TP —E AT 0 H LOMDATED ) 1DORAA %8 T, 2015 BRIV,
FNEDEINL, A TAL DT VAN T DT 72 e VT % BRSS9l
LT DRI LT D728, B TIER A Lo TRISES N DB 3D, D
STHEREEAN L, ZEESEE(EV) 2018/3343 2 k> T bSIIATE DS A SRt 58 0

3 F LT DEE LT U R DI DT OHYEIZ 95 2018 £ 3 H 1 A DZERBSE)
#5(EU) 2018/334 (OJ L 63, 6.3.2018, p. 50).

265



LEIEHMMERE 6 565 (2021412 A)

T“EE)E):& ZLTC, BGES M OPRFSOFES 2000BYECHZ L TrITHAL 7 AfikmY7e
PEAIMZIR> CEE TIEBZR 72 MO 2728 D T LS AU HEE A KD W M3
z:kcl:ofﬁzbzmiguﬁ, WNZ, THYAMT & FRE T 23> T4 DA 7 Ok
EHIBRDM) 23RO DERMNEFFS DO EREI IR HTEZ RO TUND,

Efforts at Union level to counter terrorist content online commenced in 2015 through a framework
of voluntary cooperation between Member States and hosting service providers. Those efforts need
to be complemented by a clear legislative framework in order to further reduce the accessibility of
terrorist content online and adequately address a rapidly evolving problem. The legislative
framework seeks to build on voluntary efforts, which were reinforced by Commission
Recommendation (EU) 2018/334®), and responds to calls made by the European Parliament to
strengthen measures to address illegal and harmful content online in line with the horizontal
framework established by Directive 2000/31/EC of the European Parliament and of the Council®,
as well as by the European Council to improve the detection and removal of content online that
incites terrorist acts.

(7) ZOFKANZ, 54 20008VEC D 528 A 52 TI7bian, Eobid, [EplofiEz =
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This Regulation should not affect the application of Directive 2000/31/EC. In particular, any
measures taken by a hosting service provider in compliance with this Regulation, including any
specific measures, should not in themselves lead to that hosting service provider losing the benefit
of the liability exemption provided for in that Directive. Moreover, this Regulation does not affect
the powers of national authorities and courts to establish the liability of hosting service providers
where the conditions set out in that Directive for liability exemption are not met.

(8) ZOOHIHILFRINGES N OFIFEEDOFES 2010/13/EUPE DT, FFESOH 1 4545 1 (@I
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4 IRNTHIHC BT AIERAES Y — B AO—EOIER A, L0 E IS (2R8I DM S &
OR300 2000 4 6 A 8 HDOFET 2000/31/EC (['EE-p4HEs \ZBI9-5H845) (OJ L 178, 17.7.2000, p.
1).
5 *ﬁﬂ%ﬁ%x?“ﬁ#—exma (ZRAL, HERRE R, HAR O TBAEEN - TED OIS —E
STEDFPHR B DRSS M OB 20D 2010 4F 3 H 10 HOFE4 2010/13/EU RRBER AT ¢
ﬂ‘—t 2647 (0J L 95, 15.4.2010, p. 1).
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4 2010/13/EU AMESET 2, 20zl kh, ZOHBNCEESLFERS, LoblT, © 55 4dg~
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In the event of a conflict between this Regulation and Directive 2010/13/EU of the European
Parliament and of the Council® in relation to provisions governing audiovisual media services as
defined in point (a) of Article 1(1) of that Directive, Directive 2010/13/EU should prevail. This
should leave the obligations under this Regulation, in particular with regard to video-sharing
platform providers, unaffected.

ZOBANZ, BTG O MR SBE A RGET 570, AT DT Y ANDIRED T8
DIRAT 2 7P —E AN LS DI DREZ ED D, THODHIENL, FMES
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This Regulation should set out rules to address the misuse of hosting services for the dissemination
of terrorist content online in order to guarantee the smooth functioning of the internal market. Those
rules should fully respect the fundamental rights protected in the Union and, in particular, those
guaranteed by the Charter of Fundamental Rights of the European Union (the ‘Charter’).

ZOHANE, FVAETSOBEOHER, [HANT —XORFEDOHER, 15 RE=T, InETHHH
ZEhFERO B, FEEEEEE e B, WONS, FEIRIRROE OMERZ-Eh, HARY
MERN DR A TR DT DY DB IR BRI A B DD, NIEDIREDRH#
WCHBKT DI E2RDD, IS, WD 2R ES I END, SR TRETZROASD
WIRDFIEAARRL, BRIEA DS 2 AT DM CH D, FHEEHRIZED B
KORAT 47 O HHEESITEERITGZ O RRIO EEMA BB AN EC, TESHRR
DB ONHRAT L T —E AT A2 E, REFEROHEZOHFIZEBWTHLET
BV, WEITHY, 7>, WHIAEEO AT T RETH S, KILHFRIEEO BB
W 5. DRENY, WEAICTERE ST, (ZET DHEREZEEL 2o, IEHIIE-T, A%
Ot LY, FE, BREOEEAREL, 2D RIHTT D ETORAT 17
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R RS 5 Z SR D _ETH D, AT DT Y AR T NI
DI DIZNeA L TA L DFFEL R ONFHRIAED B HORFELL, B2 550
T, M2l D THY, ENTHFRLAHRIERETHD,

This Regulation seeks to contribute to the protection of public security while establishing appropriate
and robust safeguards to ensure the protection of fundamental rights, including the right to respect
for private life, to the protection of personal data, to freedom of expression, including the freedom to
receive and impart information, the freedom to conduct a business, and to an effective remedy.

Moreover, any discrimination is prohibited. Competent authorities and hosting service providers
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should only adopt measures which are necessary, appropriate and proportionate within a democratic
society, taking into account the particular importance accorded to the freedom of expression and
information and the freedom and pluralism of the media, which constitute the essential foundations
of a pluralist and democratic society and are values on which the Union is founded. Measures
affecting the freedom of expression and information should be strictly targeted to address the
dissemination of terrorist content online, while respecting the right to lawfully receive and impart
information, taking into account the central role of hosting service providers in facilitating public
debate and the distribution and receipt of facts, opinions and ideas, in accordance with the law.
Effective online measures to address terrorist content online and the protection of freedom of
expression and information are not conflicting but complementary and mutually reinforcing goals.
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In order to provide clarity about the actions that both hosting service providers and competent
authorities are to take to address the dissemination of terrorist content online, this Regulation should

6 TRURLEOBINNIET S, WONS, BEFSHHAARE 20024750HA ZiEEiiz, KON, Bifs
IRTE 2005/67LIHA Z B iET 2RNEES R OS2 2017 45 3 A 15 H D4 (EV) 2017/541 (OJ L
88, 31.3.2017, p. 6).
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establish a definition of ‘terrorist content’ for preventative purposes, consistent with the definitions
of relevant offences under Directive (EU) 2017/541 of the European Parliament and of the Council®©).
Given the need to address the most harmful terrorist propaganda online, that definition should cover
material that incites or solicits someone to commit, or to contribute to the commission of, terrorist
offences, solicits someone to participate in activities of a terrorist group, or glorifies terrorist activities
including by disseminating material depicting a terrorist attack. The definition should also include
material that provides instruction on the making or use of explosives, firearms or other weapons or
noxious or hazardous substances, as well as chemical, biological, radiological and nuclear (CBRN)
substances, or on other specific methods or techniques, including the selection of targets, for the
purpose of committing or contributing to the commission of terrorist offences. Such material
includes text, images, sound recordings and videos, as well as live transmissions of terrorist offences,
that cause a danger of further such offences being committed. When assessing whether material
constitutes terrorist content within the meaning of this Regulation, competent authorities and hosting
service providers should take into account factors such as the nature and wording of statements, the
context in which the statements were made and their potential to lead to harmful consequences in
respect of the security and safety of persons. The fact that the material was produced by, is
attributable to or is disseminated on behalf of a person, group or entity included in the Union list of
persons, groups and entities involved in terrorist acts and subject to restrictive measures should
constitute an important factor in the assessment.
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Material disseminated for educational, journalistic, artistic or research purposes or for awareness-
raising purposes against terrorist activity should not be considered to be terrorist content. \WWhen
determining whether the material provided by a content provider constitutes ‘terrorist content’ as
defined in this Regulation, account should be taken, in particular, of the right to freedom of
expression and information, including the freedom and pluralism of the media, and the freedom of
the arts and sciences. Especially in cases where the content provider holds editorial responsibility,
any decision as to the removal of the disseminated material should take into account the journalistic
standards established by press or media regulation in accordance with Union law, including the
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Charter. Furthermore, the expression of radical, polemic or controversial views in the public debate
on sensitive political questions should not be considered to be terrorist content.
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In order to effectively address the dissemination of terrorist content online, while ensuring respect
for the private life of individuals, this Regulation should apply to providers of information society
services which store and disseminate to the public information and material provided by a user of
the service on request, irrespective of whether the storing and dissemination to the public of such
information and material is of a mere technical, automatic and passive nature. The concept of
‘storage’ should be understood as holding data in the memory of a physical or virtual server.
Providers of “‘mere conduit’ or ‘caching’ services, as well as of other services provided in other layers
of the internet infrastructure, which do not involve storage, such as registries and registrars, as well
as providers of domain name systems (DNS), payment or distributed denial of service (DdoS)
protection services, should therefore fall outside the scope of this Regulation.

ISR TR DAGIE | OBEES, ITERNCARRFER O L CEREFIH 545107
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T ERMNEE B B 1A D DR N B ORS00 2018 4F-12 A 11 H DF543(EU) 2018/1972 (OJ
L 321, 17.12.2018, p. 36).
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The concept of “dissemination to the public’ should entail the making available of information to a
potentially unlimited number of persons, namely making the information easily accessible to users
in general, without requiring further action by the content provider, irrespective of whether those
persons actually access the information in question. Accordingly, where access to information
requires registration or admittance to a group of users, that information should be considered to be
disseminated to the public only where users seeking to access the information are automatically
registered or admitted without a human decision or selection of whom to grant access. Interpersonal
communication services, as defined in point (5) of Article 2 of Directive (EU) 2018/1972 of the
European Parliament and of the Council(7), such as emails or private messaging services, should
fall outside the scope of this Regulation. Information should be considered to be stored and
disseminated to the public within the meaning of this Regulation only where such activities are
performed upon direct request of the content provider. Consequently, providers of services, such as
cloud infrastructure, which are provided at the request of parties other than the content providers and
only indirectly benefit the latter, should not be covered by this Regulation. This Regulation should
cover, for example, providers of social media, video, image and audio-sharing services, as well as
file-sharing services and other cloud services, insofar as those services are used to make the stored
information available to the public at the direct request of the content provider. Where a hosting
service provider offers several services, this Regulation should apply only to the services that fall
within its scope.
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Terrorist content is often disseminated to the public through services provided by hosting service
providers established in third countries. In order to protect users in the Union and to ensure that all
hosting service providers operating in the digital single market are subject to the same requirements,
this Regulation should apply to all providers of relevant services offered in the Union, irrespective
of the country of their main establishment. A hosting service provider should be considered offering
services in the Union if it enables natural or legal persons in one or more Member States to use its
services and has a substantial connection to that Member State or those Member States.
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A substantial connection to the Union should exist where the hosting service provider has an
establishment in the Union, its services are used by a significant number of users in one or more
Member States, or its activities are targeted towards one or more Member States. The targeting of
activities towards one or more Member States should be determined on the basis of all relevant

8 RFLORGFICIT DHEEEEHEN ONHIR O 7GR O T B9 DR GR S K R0
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2018/302 (OJ L601,2.3.2018, p. 1).
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circumstances, including factors such as the use of a language or a currency generally used in the
Member State concerned, or the possibility of ordering goods or services from such Member State.
Such targeting could also be derived from the availability of an application in the relevant national
application store, from providing local advertising or advertising in a language generally used in the
Member State concerned, or from the handling of customer relations such as by providing customer
service in a language generally used in that Member State. A substantial connection should also be
assumed where a hosting service provider directs its activities towards one or more Member States
as set out in point (c) of Article 17(1) of Regulation (EU) No 1215/2012 of the European Parliament
and of the Council®. The mere accessibility of a hosting service provider’s website, of an email
address or of other contact details in one or more Member States, taken in isolation, should not be
sufficient to constitute a substantial connection. Moreover, the provision of a service with a view to
mere compliance with the prohibition of discrimination laid down in Regulation (EU) 2018/302 of
the European Parliament and of the Council® should not, on that ground alone, be considered to
constitute a substantial connection to the Union.
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The procedure and obligations resulting from removal orders requiring hosting service providers to
remove or disable access to terrorist content, following an assessment by the competent authorities,

should be harmonised. Given the speed at which terrorist content is disseminated across online
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services, an obligation should be imposed on hosting service providers to ensure that the terrorist
content identified in the removal order is removed or access to it is disabled in all Member States
within one hour of receipt of the removal order. Except for in duly justified cases of emergency, the
competent authority should provide the hosting service provider with information on procedures and
applicable deadlines at least 12 hours in advance of issuing for the first time a removal order to that
hosting service provider. Duly justified cases of emergency occur where the removal of or disabling
of access to the terrorist content later than one hour after receipt of the removal order would result in
serious harm, such as in situations of an imminent threat to the life or physical integrity of a person,
or when such content depicts ongoing events resulting in harm to the life or physical integrity of a
person. The competent authority should determine whether cases constitute emergency cases and
duly justify its decision in the removal order. Where the hosting service provider cannot comply with
the removal order within one hour of its receipt, on grounds of force majeure or de facto impossibility,
including for objectively justifiable technical or operational reasons, it should inform the issuing
competent authority as soon as possible and comply with the removal order as soon as the situation
is resolved.
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The removal order should contain a statement of reasons qualifying the material to be removed or
access to which is to be disabled as terrorist content and provide sufficient information for the
location of that content, by indicating the exact URL and, where necessary, any other additional
information, such as a screenshot of the content in question. That statement of reasons should allow
the hosting service provider and, ultimately, the content provider to effectively exercise their right to
judicial redress. The reasons provided should not imply the disclosure of sensitive information which
could jeopardise ongoing investigations.
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The competent authority should submit the removal order directly to the contact point designated or
established by the hosting service provider for the purposes of this Regulation by any electronic
means capable of producing a written record under conditions that allow the hosting service provider
to establish the authenticity of the order, including the accuracy of the date and the time of sending
and receipt thereof, such as by secured email or platforms or other secured channels, including those
made available by the hosting service provider, in accordance with Union law on the protection of
personal data. It should be possible for that requirement to be met through the use of, inter alia,
qualified electronic registered delivery services as provided for by Regulation (EU) No 910/2014 of
the European Parliament and of the Council®™. Where the hosting service provider’s main
establishment is or its legal representative resides or is established in a Member State other than that
of the issuing competent authority, a copy of the removal order should be submitted simultaneously
to the competent authority of that Member State.
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It should be possible for the competent authority of the Member State where the hosting service
provider has its main establishment or where its legal representative resides or is established to

W IEN TS IBIT HEAAI00 LV DT80 D EA T80 M OEHE—E RT3 5, NS, 55
1999/93/EC % B 1L-3- DRI K OSFRE220D 2014 4 7 A 23 HOMFHI(EU) No 910/2014 (OJ L 257,
28.8.2014,p. 73).
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scrutinise the removal order issued by competent authorities of another Member State to determine
whether it seriously or manifestly infringes this Regulation or the fundamental rights enshrined in
the Charter. Both the content provider and the hosting service provider should have the right to
request such scrutiny by the competent authority in the Member State where the hosting service
provider has its main establishment or where its legal representative resides or is established. Where
such a request is made, that competent authority should adopt a decision on whether the removal
order comprises such an infringement. Where that decision finds such an infringement, the removal
order should cease to have legal effects. The scrutiny should be carried out swiftly so as to ensure
that erroneously removed or disabled content is reinstated as soon as possible.
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Hosting service providers that are exposed to terrorist content should, where they have terms and
conditions, include therein provisions to address the misuse of their services for the dissemination to
the public of terrorist content. They should apply those provisions in a diligent, transparent,
proportionate and non-discriminatory manner.
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Given the scale of the problem and the speed necessary to effectively identify and remove terrorist
content, effective and proportionate specific measures are an essential element in addressing terrorist
content online. With a view to reducing the accessibility of terrorist content on their services, hosting

service providers exposed to terrorist content should put in place specific measures taking into
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account the risks and level of exposure to terrorist content as well as the effects on the rights of third
parties and the public interest to information. Hosting service providers should determine what
appropriate, effective and proportionate specific measure should be put in place to identify and
remove terrorist content. Specific measures could include appropriate technical or operational
measures or capacities such as staffing or technical means to identify and expeditiously remove or
disable access to terrorist content, mechanisms for users to report or flag alleged terrorist content, or
any other measures the hosting service provider considers appropriate and effective to address the
availability of terrorist content on its services.
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‘When putting in place specific measures, hosting service providers should ensure that users’ right to
freedom of expression and information as well as the freedom and pluralism of the media as
protected under the Charter are preserved. In addition to any requirement laid down in the law,
including legislation on the protection of personal data, hosting service providers should act with due
diligence and implement safeguards, where appropriate, including human oversight and
verifications, to avoid any unintended or erroneous decision leading to the removal of or disabling
of access to content that is not terrorist content.
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The hosting service provider should report to the competent authority on the specific measures in
place in order to allow that authority to determine whether the measures are effective and

proportionate and whether, if automated means are used, the hosting service provider has the
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necessary capacity for human oversight and verification. In assessing the effectiveness and
proportionality of the measures, competent authorities should take into account relevant parameters,
including the number of removal orders issued to the hosting service provider, the size and economic
capacity of the hosting service provider and the impact of its services in disseminating terrorist
content, for example on the basis of the number of users in the Union, as well as the safeguards put
in place to address the misuse of its services for the dissemination of terrorist content online.
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Where the competent authority considers that the specific measures put in place are insufficient to
address the risks, it should be able to require the adoption of additional appropriate, effective and
proportionate specific measures. The requirement to implement such additional specific measures
should not lead to a general obligation to monitor or to engage in active fact-finding within the
meaning of Article 15(1) of Directive 2000/31/EC or to an obligation to use automated tools.
However, it should be possible for hosting service providers to use automated tools if they consider
this to be appropriate and necessary to effectively address the misuse of their services for the
dissemination of terrorist content.
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The obligation on hosting service providers to preserve removed content and related data should be
laid down for specific purposes and limited to the period necessary. There is a need to extend the
preservation requirement to related data to the extent that any such data would otherwise be lost as

a consequence of the removal of the terrorist content in question. Related data can include data such
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as subscriber data, in particular data pertaining to the identity of the content provider, as well as access
data, including data about the date and time of use by the content provider and the log-in to and log-
off from the service, together with the IP address allocated by the internet access service provider to
the content provider.
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The obligation to preserve the content for administrative or judicial review proceedings is necessary
and justified in view of the need to ensure that effective remedies are in place for content providers
whose content has been removed or access to which has been disabled, as well as to ensure the
reinstatement of that content, depending on the outcome of those proceedings. The obligation to
preserve material for investigative or prosecutorial purposes is justified and necessary in view of the
value the material could have for the purpose of disrupting or preventing terrorist activity. Therefore,
the preservation of removed terrorist content for the purposes of prevention, detection, investigation
and prosecution of terrorist offences should also be considered to be justified. The terrorist content
and the related data should be stored only for the period necessary to allow the law enforcement
authorities to check that terrorist content and decide whether it would be needed for those purposes.
For the purposes of the prevention, detection, investigation and prosecution of terrorist offences, the
required preservation of data should be limited to data that are likely to have a link with terrorist
offences, and could therefore contribute to prosecuting terrorist offences or to preventing serious
risks to public security. Where hosting service providers remove or disable access to material, in
particular through their own specific measures, they should inform the competent authorities

promptly of content that contains information involving an imminent threat to life or a suspected
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To ensure proportionality, the period of preservation should be limited to six months to allow content
providers sufficient time to initiate administrative or judicial review proceedings and to enable access
by law enforcement authorities to relevant data for the investigation and prosecution of terrorist
offences. However, upon the request of the competent authority or court, it should be possible to
extend that period for as long as necessary in cases where those proceedings are initiated but not
finalised within that six-month period. The duration of the period of preservation should be sufficient
to allow law enforcement authorities to preserve the necessary material in relation to investigations
and prosecutions, while ensuring the balance with the fundamental rights.
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This Regulation should not affect the procedural guarantees or procedural investigation measures
related to access to content and related data preserved for the purposes of the investigation and
prosecution of terrorist offences, as regulated under Union or national law.
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The transparency of hosting service providers’ policies in relation to terrorist content is essential to
enhance their accountability towards their users and to reinforce trust of citizens in the digital single
market. Hosting service providers that have taken action or were required to take action pursuant to

this Regulation in a given calendar year should make publicly available annual transparency reports
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containing information about action taken in relation to the identification and removal of terrorist
content.
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The competent authorities should publish annual transparency reports containing information on the
number of removal orders, the number of cases where an order was not executed, the number of
decisions concerning specific measures, the number of cases subject to administrative or judicial
review proceedings and the number of decisions imposing penalties.
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The right to an effective remedy is enshrined in Article 19 of the Treaty on European Union (TEU)
and in Article 47 of the Charter. Each natural or legal person has the right to an effective remedy
before the competent national court against any of the measures taken pursuant to this Regulation
which can adversely affect the rights of that person. That right should include, in particular, the
possibility for hosting service providers and content providers to effectively challenge the removal
orders or any decisions resulting from the scrutiny of removal orders under this Regulation before a
court of the Member State whose competent authority issued the removal order or took the decision,
as well as for hosting service providers to effectively challenge a decision relating to specific
measures or penalties before a court of the Member State whose competent authority took that
decision.
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Complaint procedures constitute a necessary safeguard against the erroneous removal of or disabling
of access to content online where such content is protected under the freedom of expression and
information. Hosting service providers should therefore establish user-friendly complaint
mechanisms and ensure that complaints are dealt with expeditiously and in full transparency towards
the content provider. The requirement for the hosting service provider to reinstate content that has
been removed or access to which has been disabled in error should not affect the possibility for the
hosting service provider to enforce its own terms and conditions.
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Effective legal protection in accordance with Article 19 TEU and Article 47 of the Charter requires
that content providers are able to ascertain the reasons upon which the content they provide has been
removed or access to which has been disabled. For that purpose, the hosting service provider should
make available to the content provider information for challenging the removal or the disabling.
Depending on the circumstances, hosting service providers could replace content which has been
removed or access to which has been disabled with a message indicating that the content has been
removed or access to it has been disabled in accordance with this Regulation. Further information
about the reasons for the removal or disabling as well as the remedies for the removal or disabling
should be provided upon request of the content provider. Where the competent authorities decide
that for reasons of public security, including in the context of an investigation, it is inappropriate or
counterproductive to directly notify the content provider of the removal or disabling, they should
inform the hosting service provider accordingly.
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For the purposes of this Regulation, Member States should designate competent authorities. This
should not necessarily imply the establishment of a new authority and it should be possible to entrust
an existing body with the functions provided for in this Regulation. This Regulation should require
the designation of authorities competent for issuing removal orders, scrutinising removal orders,
overseeing specific measures and imposing penalties, while it should be possible for each Member
State to decide on the number of competent authorities to be designated and whether they are
administrative, law enforcement or judicial. Member States should ensure that the competent
authorities fulfil their tasks in an objective and non-discriminatory manner and do not seek or take
instructions from any other body in relation to the exercise of the tasks under this Regulation. This
should not prevent supervision in accordance with national constitutional law. Member States should
communicate the competent authorities designated under this Regulation to the Commission, which
should publish online a register listing the competent authorities. That online register should be easily
accessible to facilitate the swift verification of the authenticity of removal orders by the hosting
service providers.
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In order to avoid duplication of effort and possible interferences with investigations and to minimise
283



37)

(38)

(39)

LEIEHMMERE 6 565 (2021412 A)

the burden to the hosting service providers affected, the competent authorities should exchange
information, coordinate and cooperate with each other and, where appropriate, with Europol, before
issuing removal orders. When deciding whether to issue a removal order, the competent authority
should give due consideration to any notification of an interference with an investigative interest
(deconfliction). Where a competent authority is informed by a competent authority of another
Member State of an existing removal order, it should not issue a removal order concerning the same
subject matter. In implementing the provisions of this Regulation, Europol could provide support in
line with its current mandate and existing legal framework.
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In order to ensure the effective and sufficiently coherent implementation of specific measures taken
by hosting service providers, competent authorities should coordinate and cooperate with each other
with regard to the exchanges with hosting service providers as to removal orders and the
identification, implementation and assessment of specific measures. Coordination and cooperation
are also needed in relation to other measures to implement this Regulation, including with respect to
the adoption of rules on penalties and the imposition of penalties. The Commission should facilitate
such coordination and cooperation.
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It is essential that the competent authority of the Member State responsible for imposing penalties is
fully informed of the issuing of removal orders and of the subsequent exchanges between the hosting
service provider and the competent authorities in other Member States. For that purpose, Member
States should ensure appropriate and secure communication channels and mechanisms allowing the
sharing of relevant information in a timely manner.
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To facilitate the swift exchanges between competent authorities as well as with hosting service
providers, and to avoid duplication of effort, Member States should be encouraged to make use of
the dedicated tools developed by Europol, such as the current internet Referral Management
application or its successors.
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Referrals by Member States and Europol have proven to be an effective and swift means of
increasing hosting service providers’ awareness of specific content available through their services
and enabling them to take swift action. Such referrals, which are a mechanism for alerting hosting
service providers of information that could be considered to be terrorist content for the provider’s
voluntary consideration of the compatibility of that content with its own terms and conditions, should
remain available in addition to removal orders. The final decision on whether to remove the content
because it is incompatible with its terms and conditions remains with the hosting service provider.
This Regulation should not affect the mandate of Europol as laid down in Regulation (EU) 2016/794
of the European Parliament and of the Council®™. Therefore, nothing in this Regulation should be
understood as precluding the Member States and Europol from using referrals as an instrument to
address terrorist content online.
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T AT, BT DRERREORRERERA L, X, TOT TN LEEL D, b

DB T 10 T=50 ORRINEA R (Europol) |ZB89°5, WONZ, BEFAIRTE 2000/371IHA, BEFAR:
TE 2009/934/1JHA, FLEEIRIE 2009/935/JHA, BEFAILE 2009/936/0HA K UFLEIRTE 2009/968/
JHA Z @&z CBRIET DRGSR K OFEEA00 2016 4£5 H 11 H O#IHIEU) 2016/794 (OJ L 135,
2452016, p. 53).
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LI, 1B EOREEE 2 SR EOBISHEROH OBEBNXIL, [BHIT, AmlTkd 5
ZEUBS TR E T 13T Y AM T ADERNE G LT B AR T Mo _&ETh D,
R g D750, TOFEHE, F8H(EU) 2017/541 O 3 54665 1 THICEFE T 57 1Y
AMTAIZBRESNDRETH D, ZOEIET REFRFIL, DI Amicxi3 57018
STBETNTT BY AM TR RO ORIV R R N ERAT 4 7 —E X
A H DFHEBRTDHLOLL U720, BRTDIERENL, INEEOEEE, BE
B SR E R DEEE £ 137 o) AM T A ChH DT L LT, ThbnT )
AMT 2O K OFRBIC BT D H A ETEHEZ S DR E CTh O LIS H & THD,
SERDDLYE, RAT A7 —E A7 (X1, Europol | 23U CiEatet <& T
&Y, Europol I, BREEPERI R CURLIEHAIRE T A LI AYE%E, Europol
DI TERE T HFHRAVRITE AR T R ETh D, WRKEOMISHERDH HHER
1, BROIMEAIEE I ZEPNEIC ST AIaE e A E 25 5720, D157l
WEFHTEHRETHD,

Given the particular serious consequences of certain terrorist content online, hosting service
providers should promptly inform the relevant authorities in the Member State concerned or the
competent authorities of the Member State where they are established or have a legal representative
of terrorist content involving an imminent threat to life or a suspected terrorist offence. In order to
ensure proportionality, that obligation should be limited to terrorist offences as defined in Article 3(1)
of Directive (EU) 2017/541. That obligation to inform should not imply an obligation on hosting
service providers to actively seek any evidence of such imminent threat to life or a suspected terrorist
offence. The Member State concerned should be understood to be the Member State with
jurisdiction over the investigation and prosecution of those terrorist offences based on the nationality
of the offender or of the potential victim of the offence or the target location of the terrorist act. In the
case of doubt, hosting service providers should submit the information to Europol, which should
provide the relevant follow-up action in accordance with its mandate, including by forwarding that
information to the relevant national authorities. The competent authorities of the Member States
should be allowed to use such information to take investigatory measures available under Union or
national law.

RAT A TP —ERT B KT, BB S OTHR NI D7D DEES;
TR FI I TGRE T & ThD, ORI, EBEITO BIIDTZDIZDIH I
RETHD, WEGATIL, HIBRMDOE I % fTREE T DAL T AE LT TR
—AZNT-BEHADOTEE, KO, ZOH RS ORSE/LE A FTREE T2 HAM 72 R LL
IZ AR TR Lo TSN D R ETH D, EOEKIGHTHRINEEPIZITTEL TVD
ZUIMETIIR, IRAT A T —E AT A Z T, OGN Z OIRAN &)
DREBER - T ZENTEDZLASAE LT, ZOHBID BT I A D EA& %
TEHTAZENHBETRETHD, HIFRMDOZME% 1 FHLNICT v ARa 7 b3
HIBREINTT 7 B AR LSNDZ LR T D720, TRUART T2 hOfERRICAE 41T
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WDIRAT L 7 —E A7 A X OEFEGINE, WD THT 7 EARREE T RETHD,
HFEATIC B2 IE, C OGS R AL ATRE R SR BT A ME E D H & T
BD, RAT AL T —E AT A H LGSR O S DB DRIDBEE R AT 5T
B, IRAT AL T —E AT ONAKE, DT 0 AKX ORI CRIH RTRETH
0, WEDT-OIZHIH rTREZRIIME S ORBID AREEF D 1 OHFIH AligbshaZe%
HELES D,

Hosting service providers should designate or establish contact points to facilitate the expeditious
handling of removal orders. The contact point should serve only for operational purposes. The
contact point should consist of any dedicated means, in-house or outsourced, allowing for the
electronic submission of removal orders and of technical or personal means allowing for the
expeditious processing thereof. It is not necessary that the contact point be located in the Union. The
hosting service provider should be free to make use of an existing contact point for the purpose of
this Regulation, provided that the contact point is able to fulfil the functions provided for in this
Regulation. With a view to ensuring that terrorist content is removed or that access thereto is disabled
within one hour of receipt of a removal order, the contact points of hosting service providers exposed
to terrorist content should be accessible at any time. The information on the contact point should
include information about the language in which it can be addressed. In order to facilitate the
communication between the hosting service providers and the competent authorities, hosting service
providers are encouraged to allow for communication in one of the official languages of the Union
institutions in which their terms and conditions are available.

(43) BRIEEOFE LT DY AT IR T DEVIRAT (L T —E AT /A4
DB EEDAFAEL 2O LA L, BRNESN T —E AT DR AT 17—
AT SAL INE OFERREID B AEREMED N2 E WM Z 3 DT LA i3 D2k
DD, —MIFHIEL T, IRAT 47— AT NAHFX, DT A X PE DL
b ORERIE 72137 OIEE EORBEE O JE L U TS S DA RE O R & TEME
D FZdD, 2D LT, HibRmD L OZOHANIEASHIFRM B ORED DA T HHED
HEIDT= DI ED HIVTIRGHERRI Z BET 2 BUEA T ClIzebrau, RMEEPI LG A
BT, A EOMRBEEZAREL QUVRWVRAT 47— 27 A Z 2L T,
—HAHFOFHIZEE T AL A5 LT, HAEN, TAUChh T, SellEtEiEs
L5, o, ZIdx, HlEAERLASS,

In the absence of a general requirement for hosting service providers to ensure a physical presence
within the territory of the Union, there is a need to ensure clarity under which Member State’s
jurisdiction the hosting service provider offering services within the Union falls. As a general rule,
the hosting service provider falls under the jurisdiction of the Member State in which it has its main
establishment or in which its legal representative resides or is established. That should be without

prejudice to the rules on competence established for the purpose of removal orders and decisions
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resulting from the scrutiny of removal orders under this Regulation. With regard to a hosting service
provider which has no establishment in the Union and does not designate a legal representative, any
Member State should, nevertheless, have jurisdiction and therefore be able to impose penalties,
provided that the principle of ne bis in idem is respected.

(44) FRINEAPICHLSZS 7272V VAT 47— 27 A 2%, ZORAINCEE S50
ST K OB TR T2 HROODT-012, EIZEY, HE EORBEEZIRE T & ThHD,
RAT AL T —E AT A, YiEA EORBEE D ZORANED HiEEA L
DT EEFFELT, B0 BIOT-DIZBRIHRES IV OSSR EOREEEZ, ZOHIH]
D BRIDT=DITHRE TEDRETHD, I EOREEL, TORAT 7Y —E A7 1
P DRIONATEI T DHERRZ 52 5D RETHD,

Hosting service providers that are not established in the Union should designate in writing a legal
representative in order to ensure compliance with and the enforcement of the obligations under this
Regulation. It should be possible for hosting service providers to designate, for the purposes of this
Regulation, a legal representative already designated for other purposes, provided that that legal
representative is able to fulfil the functions provided for in this Regulation. The legal representative
should be empowered to act on behalf of the hosting service provider.

(45) TRAT 4L 7Y —E AT A ZN LB Z ORI I FEE e R BT, il
BChD, HRRIENE, HIEICBITAHE, KO, TamEel s, flEsEREEEER
FTRETHD, TORENL, 178 EF3FH EOMWEDOLOTHVED, % DR
THRESAY, — S RO R OHBEDFRIZEEL, 230, ZDOIH7aHilHA
B AT A Z B ANA LR MR, HIEICIRLASS, T, s mnE N D3
BB DERA Y, FT21E, LOEKRRER] TAET RS8R T AL ORFRICE
TARIEEE G, BIpDIERER L0ISD, IRAT 4L T —E A7 0 A Z 70, FRRRIE-
HEFRO, BB OZREE 1 RFTEILINIC T BY AR T el EIX T 7 B AREE
{ELZ2WGAITB W TR, BRSO RSN D RETH D, T AR
B8, ZOHANE, EDI7BERATADREIC IR 20>, LY, EOIH7RnED L
2D AT B O~V D FHIEEBENZ DhE EDHRE THD, HEEER )
EIDEHITT DS, EDRAT 47— AT 0/ A X OEEDEIEIZBEIIANLI
HRETHD, BT, BEHEROHMEBNL, TORAT 47— AT S H PR —
N7 E I RE RS 2003/36 /ECRIZEFR T D~ A/, /INRREEEL LR
FRSETHONEINEEBEBIIINNDRETHD, TORAT 47— AT AKX DT
BN BB TSR E T I AT DB D THh -T2 EI7D, T2, FOERATA) N
FAZ KO FATENTD, BN FEATENT DLW ST IOk L, ZIEIC AN

2 < a3l NN OISO ERICEETS 2003 /£ 5 A 6 AOEXEESEE
2003/361/EC (OJ L 124, 20.5.2003, p. 36).
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DNDHRETHD, RKENL, ZOHRIDERA TAITRT U TRESNDHIED, TrUARN=
T RTIER S DH| [&%’i}?ﬁ@@bfib\ LA RETHD,

Penalties are necessary to ensure the effective implementation of this Regulation by hosting service
providers. Member States should adopt rules on penalties, which can be of an administrative or
criminal nature, as well as, where appropriate, fining guidelines. Non-compliance in individual cases
could be subject to penalties while respecting the principles of ne bis in idem and of proportionality
and ensuring that such penalties take account of systematic failure. Penalties could take different
forms, including formal warnings in the case of minor infringements or financial penalties in relation
to more severe or systematic infringements. Particularly severe penalties should be imposed in the
event that the hosting service provider systematically or persistently fails to remove or disable access
to terrorist content within one hour of receipt of a removal order. In order to ensure legal certainty,
this Regulation should set out which infringements are subject to penalties and which circumstances
are relevant for assessing the type and level of such penalties. When determining whether to impose
financial penalties, due account should be taken of the financial resources of the hosting service
provider. Moreover, the competent authority should take into account whether the hosting service
provider is a start-up or a micro, small or medium-sized enterprise as defined in Commission
Recommendation 2003/361/EC™2. Additional circumstances, such as whether the conduct of the
hosting service provider was objectively imprudent or reprehensible or whether the infringement has
been committed negligently or intentionally, should be taken into account. Member States should
ensure that penalties imposed for the infringement of this Regulation do not encourage the removal
of material which is not terrorist content.

(@6) HEHE(LSI=T o 7 — ORI, WaSHEROT- DR AT 4 7 — AT g
v &@F'ﬁO)%ﬁHﬁ&@ﬁ%ﬁ%c:L, FIHDHEINIOITGED D TN IBIETEHLD
W95, HIFRMA BT RO A TRV MR T D281, EODITEETHD, T
L—hg, RCVEVOERZHIKL, 70, JOEE/RBIE CETRT 5, 74— o7
VU — N, B LS ROAMAE FTREE L, 03D, TRAT 47— AT /(4
DSR2 S F CERWE A IRHCEE TH D, FRaES- R, Zomao
PEZAED H SO IEHEMEZ 2, BIbRa S OB A RFELASD,

The use of standardised templates facilitates cooperation and the exchange of information between
competent authorities and hosting service providers, allowing them to communicate more quickly
and effectively. It is particularly important to ensure expeditious action following the receipt of a
removal order. Templates reduce translation costs and contribute to a higher standard of the process.
Feedback templates allow for a standardised exchange of information and are particularly important
where hosting service providers are unable to comply with removal orders. Authenticated
submission channels can guarantee the authenticity of the removal order, including the accuracy of

the date and the time of sending and receipt of the order.
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(47) TR REE T, ZOHAID BHIOT- DI RSN ATV 7 L — DN R G T
TELHINNTT D720, ZOHRIOBHRROUGETIZEAL T, BRMEEOMEEIZ BT 25505
290 SRATHES T TAEBHR T DHEBRIL, FRMNEERITHL TSN RETHD, Hiffid
FEIE N OB DIEAIFS A DT A BB ANDZ LA FREL 5720, RNEE R,
HIBRA S DIEE DT DI IR D H DR Z Lo TSN A B TRV TR B A8
B Lo CCOHANEHRET 572, TATLSND TRAZEIRT DHERL 5.2 Hivd, %
DHEHIEEDR], HFEL L OLOEED, BINEES @Y ea Y rr—ra %
EfadHzL, KO, I RVWHAIZE S 2016 4F 4 F 13 HOMEIMAERBICED A HA
RN TENSLDTL VT —2 a A TONAZEPRHIEE ThD, L0, FT:
SNDA TAD U A~D T2 BNVl 3D, BN M OSBRSS T, RS E DR
FERIFFCATOEEZMEL, 1o, THHLOEMZFIL, BEINIC, BESNDTADYE
(i BOFOBINE B SO RHZ S N—T DR E~DT 7B A% D,

In order to allow for a swift amendment, where necessary, of the content of the templates to be used
for the purposes of this Regulation, the power to adopt acts in accordance with Article 290 of the
Treaty on the Functioning of the European Union should be delegated to the Commission in respect
of amending the annexes to this Regulation. In order to be able to take into account the development
of technology and of the related legal framework, the Commission should also be empowered to
adopt delegated acts to supplement this Regulation with technical requirements for the electronic
means to be used by competent authorities for the transmission of removal orders. It is of particular
importance that the Commission carry out appropriate consultations during its preparatory work,
including at expert level, and that those consultations be conducted in accordance with the principles
laid down in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making(13). In
particular, to ensure equal participation in the preparation of delegated acts, the European Parliament
and the Council receive all documents at the same time as Member States’ experts, and their experts
systematically have access to meetings of Commission expert groups dealing with the preparation
of delegated acts.

(48) HERIENS, ZO RO IZE BT DIERANET & THD, MREY, Tl nEialE
1%, ZORANZEDZORERKE B G OBINMEREED L7, JOFEFREIEC, ~AT
AT —ERT S, F OB ER O OFEAE R TEH_ETHD, ZORHI
DOFEEOFHUMOTERIEILDT=, ZOBANDHT), FEF K OFEOALD T OFEHI7R
FHEREDHNDHRETHD,

Member States should collect information on the implementation of this Regulation. It should be
possible for Member States to make use of the hosting service providers’ transparency reports and
complement them, where necessary, with more detailed information, such as their own transparency

18 0JL123,125.2016,p. 1.
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reports pursuant to this Regulation. A detailed programme for monitoring the outputs, results and
impacts of this Regulation should be established in order to inform an evaluation of the
implementation of this Regulation.

SHEREFO R O, WO, BEtHOFATRIRZ L L T, IINERERIE, 2o
BRNDFERNG 3 LN, ZOMAIDGHIZ 2T <& ThD, LORHENL, b, &
TIE, S, PRI, B, — B OV NE S O IMEE SHfEE I~ & TH D, BR
MEERT, AT DT rY A= T U O, #HlFEE N ORI 57200
P, LERROMFAAOIZNNE, WO, AT 47 D HHELILERE D, KL
THdmZED A |, SRS ETe 0, FVEROHER S OMENT —2 ORgn I o7,
TERN SRS D BRI S HER N X9 2808 50D, ZOBIANC > TED bSO IR
DHIEEAT LOREN OB EOEDOBBE Tl ~&ThD, BINEERIT, 1B
\ZRB ST D8 = A OMERN IR DB R,

Based on the findings and conclusions in the implementation report and the outcome of the
monitoring exercise, the Commission should carry out an evaluation of this Regulation within three
years of the date of its entry into force. The evaluation should be based on the criteria of efficiency,
necessity, effectiveness, proportionality, relevance, coherence and Union added value. It should
assess the functioning of the different operational and technical measures provided for by this
Regulation, including the effectiveness of measures to enhance the detection, identification and
removal of terrorist content online, the effectiveness of safeguard mechanisms as well as the impacts
on potentially affected fundamental rights, such as the freedom of expression and information,
including the freedom and pluralism of the media, the freedom to conduct a business, the right to
private life and the protection of personal data. The Commission should also assess the impact on
potentially affected interests of third parties.

ZORADOAM, T70bb, AT DT Y AN T U AR LT DB I T
UHVE—THEGO I BB FE R A 28T, AERENC Lo T TS g,
F O OEEDWD 212, FINEAL ~ULCL) BERSNEDDT, FONEAL,
TEU D5 5 ST EDAMTEEDIFANIRE Y, FEBEAEHR TX5, [RSIIED D EAFIED
HNZHE, ZORANZ, 20 HIEERR T DI=OINE L2 DL AR BZ DT EDTR,

Since the objective of this Regulation, namely ensuring the smooth functioning of the digital single
market by addressing the dissemination of terrorist content online, cannot be sufficiently achieved
by the Member States but can rather, by reason of its scale and effects, be better achieved at Union
level, the Union may adopt measures, in accordance with the principle of subsidiarity as set out in
Article 5 TEU. In accordance with the principle of proportionality, as set out in that Article, this
Regulation does not go beyond what is necessary in order to achieve that objective,
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S 1E RARGIRE

Section | General Provisions

815 *RBERRUERTE

Article 1 Subject matter and scope

1

ZOHRNL, AT DT a) AaL T MO ST AARIED T8O DIRAT 47
—E DB RALT D7D DORE—BIRE, L0, LUFIZEELC, EH5:

(@)

()

DT AL DY —E A& HT Y AN T U OB DRI T AL

5128, KON, ZRRMEREXT, 205573 T U MeEIRRL, HLLIE, £oar

TUNDT TR T DI EE IR T BT, IRAT A7 —E AT /A4

(& TSN A RS BB O EFIR 2 BB

LIFDT=DIZ, BRINEAIEIZHEST, 230, FARRMER], Lubl), Binni-REE

FARTHBITHRBLL ONEFRIGIED B MRS D70 Ot e 2 R RICARL T,

FERLENC L > CRRIT DN HEE :

() FATALTH—ERIZIY, TrYANa T U NEERIRE T 58 & ONHide
HIBRZARLR D28 TN,

(i) FEREORFESHEROH MBS, TRAT 4L 7 —E AT MK O, ZH0n
WYX, Europol DD HE BT 5L,

This Regulation lays down uniform rules to address the misuse of hosting services for the
dissemination to the public of terrorist content online, in particular on:

@

()

reasonable and proportionate duties of care to be applied by hosting service providers in order

to address the dissemination to the public of terrorist content through their services and ensure,

where necessary, the expeditious removal of or disabling of access to such content;

the measures to be put in place by Member States, in accordance with Union law and subject

to suitable safeguards to protect fundamental rights, in particular the freedom of expression and

information in an open and democratic society, in order to:

(i) identify and ensure the expeditious removal of terrorist content by hosting service
providers; and

(i) facilitate cooperation among the competent authorities of Member States, hosting service
providers and, where appropriate, Europol.

ZOBANT, ZOT AL OEEPROFHEHM I, ZDT r AL BYARITHL
TIEHAARET B, FONEANIZIRNT—E 2R i DR AT (7 — 27 1
AR CEAS N,

This Regulation applies to hosting service providers offering services in the Union, irrespective of
their place of main establishment, insofar as they disseminate information to the public.

293



LEIEHMMERE 6 565 (2021412 A)

3. B, B0, ENEIITEIIZED BIIDT-0D12, F21%, AROBEECIST DR A,
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BIRVY, fHINE, MREBEOED B, KO, ZH0 BIIDOTZDITH I AL
TURESNDNEINERTET D,

Material disseminated to the public for educational, journalistic, artistic or research purposes or for
the purposes of preventing or countering terrorism, including material which represents an
expression of polemic or controversial views in the course of public debate, shall not be considered
to be terrorist content. An assessment shall determine the true purpose of that dissemination and
whether material is disseminated to the public for those purposes.

4 OBRNE, TEU OF 6 TR HER], B OSARE MR & RHAETTS
A TIARDT, 730, A7 4T O LStk Ew, KB ONEEED i
LIS BRI B L, SN,

This Regulation shall not have the effect of modifying the obligation to respect the rights, freedoms
and principles referred to in Article 6 TEU and shall apply without prejudice to fundamental
principles relating to freedom of expression and information, including freedom and pluralism of the
media.

5. ZOMHNE, ¥57 2000/83LEC AT 7\, $545 2010/13/EU D 1 5555 1 H@IZEFERT S
PRI AT 47— RAICBIL T, F545 2010/13/EU M5,

This Regulation shall be without prejudice to Directives 2000/31/EC and 2010/13/EU. For
audiovisual media services as defined in point (a) of Article 1(1) of Directive 2010/13/EU, Directive
2010/13/EU shall prevail.

F2E& B
Avrticle 2 Definitions

ZOMRD BIIOT-012, LLFOEFEDSHEHSIND:

() HRAT 7P —E 2T MK | LT, BRNGES L OB OFR4(EU) 2015/15354
D 1 FRONEFRT D, 2T MEIEEDD, ZOERICIDIRIES - IF RO T
(RAFA KR T AV —EAD T I SAE D LA B ;

() T T UMEEEE 181X, IRAT AL T —E AT S Z L d o CREGE L OVAR

W HARRRID 238 L OE St — e ABREED B B DRI e O RN GEE M
VR0 2015 429 A 9 HOFE4(EV) 2015/1535 (0J L 241, 17.9.2015, p. 1).
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For the purposes of this Regulation, the following definitions apply:
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‘hosting service provider’ means a provider of services as defined in point (b) of Article 1 of
Directive (EU) 2015/1535 of the European Parliament and of the Council @4, consisting of the
storage of information provided by and at the request of a content provider;

‘content provider’ means a user that has provided information that is, or that has been, stored

and disseminated to the public by a hosting service provider;

‘dissemination to the public’ means the making available of information, at the request of a

content provider, to a potentially unlimited number of persons;

“offering services in the Union’ means enabling natural or legal persons in one or more

Member States to use the services of a hosting service provider which has a substantial

connection to that Member State or those Member States;

‘substantial connection’ means the connection of a hosting service provider with one or more

Member States resulting either from its establishment in the Union or from specific factual

criteria, such as:

(@ having a significant number of users of its services in one or more Member States; or

(b) the targeting of its activities to one or more Member States;

‘terrorist offences’ means offences as defined in Article 3 of Directive (EU) 2017/541;

‘terrorist content’ means one or more of the following types of material, namely material that:

(@ incites the commission of one of the offences referred to in points (a) to (i) of Article 3(1)
of Directive (EU) 2017/541, where such material, directly or indirectly, such as by the
glorification of terrorist acts, advocates the commission of terrorist offences, thereby
causing a danger that one or more such offences may be committed;

(b) solicits a person or a group of persons to commit or contribute to the commission of one
of the offences referred to in points (a) to (i) of Article 3(1) of Directive (EU) 2017/541;

(c) solicits a person or a group of persons to participate in the activities of a terrorist group,
within the meaning of point (b) of Article 4 of Directive (EU) 2017/541,

(d) provides instruction on the making or use of explosives, firearms or other weapons or
noxious or hazardous substances, or on other specific methods or techniques for the
purpose of committing or contributing to the commission of one of the terrorist offences
referred to in points (a) to (i) of Article 3(1) of Directive (EU) 2017/541;

(e) constitutes a threat to commit one of the offences referred to in points (a) to (i) of Article
3(1) of Directive (EU) 2017/541;

‘terms and conditions’ means all terms, conditions and clauses, irrespective of their name or

form, which govern the contractual relationship between a hosting service provider and its

users;

‘main establishment’ means the head office or registered office of the hosting service provider

within which the principal financial functions and operational control are exercised.
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SECTION Il Measures to Address the Dissemination of Terrorist Content Online

3% HiRRS

Atrticle 3 Removal orders

1. BAERREOREHEROH AR L, RAT 47— A7 /A Z 5L, TrY A=y
TUNRHIRT D28, F201E, ETOMREICRBWTT ) ANa 7o hA~D T 7 A% AR
AL T D2 BRI DHIBRM DA IS T DHERE S D,

The competent authority of each Member State shall have the power to issue a removal order
requiring hosting service providers to remove terrorist content or to disable access to terrorist content
in all Member States.

2. WRGSHERRODHOMEREDS AT 4 7 —E AT 0 A 2 U CHIBR R B2 S L7 Z L8
IRNGE, ZORGHEIROHOMEEANL, HiEARAT A2 7P —E X7 A ZITHL, ZD
HIBR D238 9247 &b 12 BRI, WM ATREZR Fhe e BRI B DA st
S-S

Where a competent authority has not previously issued a removal order to a hosting service provider,

it shall provide that hosting service provider with information on the applicable procedures and
deadlines, at least 12 hours before issuing the removal order.

PELE, B IECIEA SN DB ROS AN T, WAL TIabeuy,

E[Hl

w1
The first subparagraph shall not apply in duly justified cases of emergency.

3. BRARTALTH—ERT T RAHFNL, ATREIRRRDIESCHNT, D3, WIIVRDGAIZBW T
ZOHBRMAEZE L% 1 REELNIZ, TDJZI\:/T/%%M%L, F-1L, BTORE
RENCBWTTaY R T N T 7B ARG T 5,

Hosting service providers shall remove terrorist content or disable access to terrorist content in all
Member States as soon as possible and in any event within one hour of receipt of the removal order.

4, TRBEHEROBOMEENL, B IZEDD T 7L — e AW CHIBRM S Z RS D, HbRa
BE, LI OESEE G5
@ HIBRAEZ I DIEHEIRD S HEEREDTENN AL DFE & OV HE R DI S
B LD DN IBRAT T OFEAIE;
() FDOaTURNTEYARAL T U NTHLE RIS DT LA A+ SRR
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FORA, KON, 55 2 555 7 BATRT RSO BEL A7 DR,
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Competent authorities shall issue removal orders using the template set out in Annex I. Removal
orders shall contain the following elements:

@)
()

©

(d)
©

(f)

)

identification details of the competent authority issuing the removal order and authentication
of the removal order by that competent authority;

a sufficiently detailed statement of reasons explaining why the content is considered to be
terrorist content, and a reference to the relevant type of material referred to in point (7) of Article
2;

an exact uniform resource locator (URL) and, where necessary, additional information for the
identification of the terrorist content;

a reference to this Regulation as the legal basis for the removal order;

the date, time stamp and electronic signature of the competent authority issuing the removal
order;

easily understandable information about the redress available to the hosting service provider
and to the content provider, including information about redress to the competent authority,
recourse to a court, as well as the deadlines for appeal;

where necessary and proportionate, the decision not to disclose information about the removal
of or disabling of access to terrorist content in accordance with Article 11(3).

WHHERODIEPANT, ZDOHRAT 42 T —EAT 0 A Z O HWN, F2iT, 5 17
KT THRESNIZE DT 1 A 2 DOIEHE EOREE 50 TTHIBRM B2 IET 2.

The competent authority shall address the removal order to the main establishment of the hosting
service provider or to its legal representative designated in accordance with Article 17.

LSHEROD LIS, ZDMBOEZIZED AROIERM R S, PAEHOEIEN
TR CEDLEMD T T, ERIZL Dk LR TRE R TE T TENCLY, 45 15 5555 1 1]
(R EAEIGAT R L CE DR IR S E 595,
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That competent authority shall transmit the removal order to the contact point referred to in Article
15(1) by electronic means capable of producing a written record under conditions that allow to
establish the authentication of the sender, including the accuracy of the date and the time of sending
and receipt of the order.

RAT AL TP —E AT AL, AN 7272, BSHERRD BB, B NI
WZEDDT T —Re VT, E0blT, YHIRE LT 7 EARR LD E &8, D
TRYAN T U RDOBIBRENTZ DT RIARNA T U DL TORREICBIT 5T 7'
ADAFE LA E D,

The hosting service provider shall, without undue delay, inform the competent authority, using the
template set out in Annex |1, of the removal of the terrorist content or the disabling of access to the
terrorist content in all Member States, indicating, in particular, the time of that removal or disabling.

RAT ALY —E R AE I, BRI IE S UG EMT EoF R £ 3 35%4 T
DEMEED, TORAT A2 7P —E AT O AE DEIIRSINR AU FE -3 FE L
RATBETHHZEZARMEL T, ZOHIFRMBZE T CEIRWGE, TOT AKX, il
ERE 72, EOHIBRMDE RS LT IRESHEIROSH MBI TR, BIHE NI (ZEDDH T
T —Fe VT, ZNOORIEERE T2,

If the hosting service provider cannot comply with the removal order on grounds of force majeure
or de facto impossibility not attributable to the hosting service provider, including for objectively
justifiable technical or operational reasons, it shall, without undue delay, inform the competent
authority that issued the removal order of those grounds, using the template set out in Annex I11.

55 3 T ED DM, AT 1 BIMEI R IR MFEL 2220, £ O TaPlhhs
T2,

The deadline set out in paragraph 3 shall start to run as soon as the grounds referred to in the first
subparagraph of this paragraph have ceased to exist.

FOMBENHBAZRDEZ G TWDTD, T3, TOMBEBITT 520 D+73740E
WA D TNRUN D, TRAT 47— 27 TS A2 N DY S Al X7\
By FORAT 47— AT \AZ X, R el e, ZOHIBRMBERSUT
BHETRD BRI CGEAEL, 2>, BIK I ZEDLT 7L —Ne VT, 37250
HHZZRT 2,

If the hosting service provider cannot comply with the removal order because it contains manifest

errors or does not contain sufficient information for its execution, it shall, without undue delay;,
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inform the competent authority that issued the removal order and request the necessary clarification,
using the template set out in Annex III.

# 3 HTEDDWIIRIE, ZORAT AL 7Y — AT T N H LB LA IR,
T OEITZBIRS D,

The deadline set out in paragraph 3 shall start to run as soon as the hosting service provider has
received the necessary clarification.

9. HIERAAIE, EPNIEIHES TRIRBS S COIVRD TS5, EDRARFANEHIFO 112
K0, F203, NIRESEEO IR ZOHEE T2,

Aremoval order shall become final upon the expiry of the deadline for appeal where no appeal has
been lodged in accordance with national law or upon confirmation following an appeal.

HIBRM B DMEE T D6, TOHBRMBERT LTGRO H OB L, ZDHRAT ¢
VT ERTSAH PO F T HPRES ORRIE E I 2O 7 m A2 OIER LD
REEEDEAEHL LIS OMRE DS 12 557 1 T T TRESHEBR O SRR

\ZXL, ZDZEaERET D,

When the removal order becomes final, the competent authority that issued the removal order shall
inform the competent authority referred to in point (c) of Article 12(1) of the Member State where
the hosting service provider has its main establishment or where its legal representative resides or is
established of that fact.

B 4K EREEA SHIRRTICEET SF6

Article 4 Procedure for cross-border removal orders

1. 5 3 KRLT, RAT AL TP —E AT AN, ZOHIRM S %235 LTS hERR D
HOBEBADRERRIEINIZZ DO F7- DR N TEA EORBEEZL 172 GG, Masikiai
[FIRELZ, EDRAT 47— AT /A X 3D FT- D55 O RREE71 :;c%@7
1A X DR EORBEE O JEFH LTSS S DR E DO RS HETR D S OHEA 2t
L, ZDOHI S ORIAZ &5,

Subject to Article 3, where the hosting service provider does not have its main establishment or legal
representative in the Member State of the competent authority that issued the removal order, that
authority shall, simultaneously, submit a copy of the removal order to the competent authority of the
Member State where the hosting service provider has its main establishment or where its legal

representative resides or is established.
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RAT AL T —E AT TR E PARSKI R T BB S EZHLI- X1, £D7 A%
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Where a hosting service provider receives a removal order as referred to in this Avrticle, it shall take
the measures provided for in Article 3 and take the necessary measures to be able to reinstate the
content or access thereto, in accordance with paragraph 7 of this Article.

FDIRAT AL T —E AT TNAEPNEDTT= DR %t AR EE - ITF DT oA
DOIEAE EORBE O JEAHE LTRSS DA RIE ORGESHER DS RN T, Z DORERI
HEDOFEIZRY, 5 1 BT HIBRM T ORIARDS 8RS 72 RFRILINIZ, ZDH R
BN OIRANET TR Lo TIRBES I QDA HER L OV A N BRI TE =
FHENSER L QODDEIDE T 57280, DRI SRS 2,

The competent authority of the Member State where the hosting service provider has its main
establishment or where its legal representative resides or is established may, on its own initiative,
within 72 hours of receiving the copy of the removal order in accordance with paragraph 1, scrutinise
the removal order to determine whether it seriously or manifestly infringes this Regulation or the
fundamental rights and freedoms guaranteed by the Charter.

ZORERAN, B TODEHIWTT D&, 2O, R—0HENIC, 0 50N
AATUTRE TR 2,

Where it finds an infringement, it shall, within the same period, adopt a reasoned decision to that
effect.

RAT AL TP —E 2T SAZ R O T MEEET, iR E2135 11 5556 2 TAIC
FDITHFRDOWT IINDOZEND 48 IHHLANIZ, ZDRAT A T —E AT a2 3%
DFT= B0 b AERLE T D7 A Z DA EONRFRE O JEEHE LT
D DNERIEI DB HENRD B DHEBARIL, ARG 3 B 1 R~ T HIFRM S OR A%
RO AT B EA TR OHER A D,

Hosting service providers and content providers shall have the right to submit, within 48 hours of
receiving either a removal order or information pursuant to Article 11(2), a reasoned request to the
competent authority of the Member State where the hosting service provider has its main
establishment or where its legal representative resides or is established to scrutinise the removal order
as referred to in the first subparagraph of paragraph 3 of this Article.

HERASHERRDB DB, EDEZEEDSLREN S 72 REHLINIZ, EMAET DG
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B35 2 DRI HIWTZ R, ZDORERIC LD Z DR IR T OR AR O BB AL TR E
ZHRIRT D,

The competent authority shall, within 72 hours of receiving the request, adopt a reasoned decision
following its scrutiny of the removal order, setting out its findings as to whether there is an
infringement.

HERASHERR DB OFEBANE, 5 3 TS 2 RIPIC K DPEETITE 4 TS 2 RIFRIZ L8 )
W DIREZ BRI DRI, ZOH IR T 2T LIRS HEROH MBI, £ DMk
AT DT IE THHIEN L DB Z DI DEER AT D,

The competent authority shall, before adopting a decision pursuant to the second subparagraph of
paragraph 3 or a decision finding an infringement pursuant to the second subparagraph of paragraph
4, inform the competent authority that issued the removal order of its intention to adopt the decision
and of its reasons for doing so.

ZDRAT AL TP —E AT AL INED T TS5 SRR E FE I TE DT a7
DA EORIEE O R U IS S A RIE OFRESHERO H DN, ARG
3 THF/ZITEE 4 TTHE CHRZ M U EEEIR T D54, O, @7, 20
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\ZXOREA EGE L 7 MBS, KON, 26 14 S-2HE0, Europol [ZXHL, YikikiEs
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HIBRA DL, EOERBIRAED DT EEHEZ D,

Where the competent authority of the Member State where the hosting service provider has its main
establishment or where its legal representative resides or is established adopts a reasoned decision in
accordance with paragraph 3 or 4 of this Article, it shall, without delay, communicate that decision
to the competent authority that issued the removal order, the hosting service provider, the content
provider who requested the scrutiny pursuant to paragraph 4 of this Article and, in accordance with
Avticle 14, Europol. Where the decision finds an infringement pursuant to paragraph 3 or 4 of this
Avticle, the removal order shall cease to have legal effects.

% 6 TEIZHE CREAISIVE DDA LW DIREDSZADE, BIRTHHRAT 127
—E AT, FRIMEATER NEPNEIZHES TED T a3 X ORI R E# 7T
EHZLHWTT, BB, DAL T U NEAIF DI T U DT I e A B E T 5,

Upon receiving a decision finding an infringement communicated in accordance with paragraph 6,
the hosting service provider concerned shall immediately reinstate the content or access thereto,

without prejudice to the possibility to enforce its terms and conditions in accordance with Union and
302



LEIEHMMERE 6 565 (2021412 A)

national law.

HE5K FRIDHE

Article 5 Specific measures

1.
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A hosting service provider exposed to terrorist content as referred to in paragraph 4 shall, where
applicable, include in its terms and conditions and apply provisions to address the misuse of its
services for the dissemination to the public of terrorist content.

ZDRAT AT —E AT RAL X, TrYARTL T2 N Tl RSO HIERE B
B2, ATOWRPUTINT, FIFFEOFEARN MR A EIEIZBEL, 7>, E0blT, B
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It shall do so in a diligent, proportionate and non-discriminatory manner, with due regard, in all
circumstances, to the fundamental rights of the users and taking into account, in particular, the
fundamental importance of the freedom of expression and information in an open and democratic
society, with a view to avoiding the removal of material which is not terrorist content.

AR T Y AN T U MOFERRI IS QODTRAT 47— AT B A A1,
TRYARTL T U SO BFRAIS T AREILHIL TED T AL DY — 2% D720
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Ahosting service provider exposed to terrorist content as referred to in paragraph 4 shall take specific
measures to protect its services against the dissemination to the public of terrorist content.

FEBOHE ORI B2 WL, TORAT 47— R 0 A F TSNS, FD
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AR T U DR AEEIINESE 57280 D _FEELISANOFHEAR
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The decision as to the choice of specific measures shall remain with the hosting service provider.
Such measures may include one or more of the following:

(@)
()
©
©)

appropriate technical and operational measures or capacities, such as appropriate staffing or
technical means to identify and expeditiously remove or disable access to terrorist content;
easily accessible and user-friendly mechanisms for users to report or flag to the hosting service
provider alleged terrorist content;

any other mechanisms to increase the awareness of terrorist content on its services, such as
mechanisms for user moderation;

any other measure that the hosting service provider considers to be appropriate to address the
availability of terrorist content on its services.

FrplloE X, L FOBEAOE TS T HHbDET5:

(@)
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©

@
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LIODEED, Ehfin DI DORERR Cl S D2 &,

Specific measures shall meet all of the following requirements:

@)
()

©

@

they shall be effective in mitigating the level of exposure of the services of the hosting service
provider to terrorist content;

they shall be targeted and proportionate, taking into account, in particular, the seriousness of
the level of exposure of the services of the hosting service provider to terrorist content as well
as the technical and operational capabilities, financial strength, the number of users of the
services of the hosting service provider and the amount of content they provide;

they shall be applied in a manner that takes full account of the rights and legitimate interest of
the users, in particular users’ fundamental rights concerning freedom of expression and
information, respect for private life and protection of personal data;

they shall be applied in a diligent and non-discriminatory manner.
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Where specific measures involve the use of technical measures, appropriate and effective safeguards,
in particular through human oversight and verification, shall be provided to ensure accuracy and to
avoid the removal of material that is not terrorist content.

FEDRAT AL TP —E AT U AZINEDFT= DR % SREREE IO 7 o A5
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(b) FORAT 4L T —ERT AL, (@RI IREZ BT A,

A hosting service provider is exposed to terrorist content where the competent authority of the

Member State of its main establishment or where its legal representative resides or is established has:

(@) taken a decision, on the basis of objective factors, such as the hosting service provider having
received two or more final removal orders in the previous 12 months, finding that the hosting
service provider is exposed to terrorist content; and

(b) notified the decision referred to in point (a) to the hosting service provider.

B AR IUE, F203, TNNBHETHEEIT, 5 6 T ORI PREESZTT-1%, AT
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After having received a decision as referred to in paragraph 4 or, where relevant, paragraph 6, a
hosting service provider shall report to the competent authority on the specific measures that it has
taken and that it intends to take in order to comply with paragraphs 2 and 3. It shall do so within three
months of receipt of the decision and on an annual basis thereafter. That obligation shall cease once
the competent authority has decided, upon request pursuant to paragraph 7, that the hosting service
provider is no longer exposed to terrorist content.
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Where, based on the reports referred to in paragraph 5 and, where relevant, any other objective
factors, the competent authority considers that the specific measures taken do not comply with
paragraphs 2 and 3, that competent authority shall address a decision to the hosting service provider
requiring it to take the necessary measures so as to ensure that paragraphs 2 and 3 are complied with.

IRAT AL TP —E AT AT L, SN DRFDHED S AT ZRIRTES,
The hosting service provider may choose the type of specific measures to take.

RAT AL TP —ERAT T RAZ 1, WO T, BEHEROH MBI, 55 4 TEE-I35H
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A hosting service provider may, at any time, request the competent authority to review and, where
appropriate, amend or revoke a decision as referred to in paragraph 4 or 6.
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The competent authority shall, within three months of receipt of the request, adopt a reasoned
decision on the request based on objective factors and notify the hosting service provider of that
decision.

Rl DHE AT D L2 RODENHE, $55 2000BLEC D 156 555 1 WA LT, 7
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Any requirement to take specific measures shall be without prejudice to Article 15(1) of Directive
2000/31/EC and shall entail neither a general obligation for hosting services providers to monitor
the information which they transmit or store, nor a general obligation actively to seek facts or
circumstances indicating illegal activity.
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Any requirement to take specific measures shall not include an obligation to use automated tools by
the hosting service provider.

E6E A TUNRUBEET—42DORE
Article 6 Preservation of content and related data
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Hosting service providers shall preserve terrorist content which has been removed or access to which

has been disabled as a result of a removal order, or of specific measures pursuant to Article 3 or 5, as

well as any related data removed as a consequence of the removal of such terrorist content, which

are necessary for:

(@ administrative or judicial review proceedings or complaint-handling under Article 10 against
a decision to remove or disable access to terrorist content and related data; or

(b) the prevention, detection, investigation and prosecution of terrorist offences.

2. F1HIRTTRIAM T UM OBET =213, ZOHIREIZT 7B AR5 6
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The terrorist content and related data, as referred to in paragraph 1, shall be preserved for six months
from the removal or disabling. The terrorist content shall, upon request from the competent authority
or court, be preserved for a further specified period only if and for as long as necessary for ongoing
administrative or judicial review proceedings, as referred to in point () of paragraph 1.
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Hosting service providers shall ensure that the terrorist content and related data preserved pursuant
to paragraph 1 are subject to appropriate technical and organisational safeguards.
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Those technical and organisational safeguards shall ensure that the terrorist content and related data
preserved are accessed and processed only for the purposes referred to in paragraph 1, and ensure a
high level of security of the personal data concerned. Hosting service providers shall review and
update those safeguards where necessary.

S REERRVGHBARE
Section |11 Safeguards and Accountability

B 7E RRTAVTH—ERTONAF OFBRLER
Article 7 Transparency obligations for hosting service providers
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Hosting service providers shall set out clearly in their terms and conditions their policy for addressing
the dissemination of terrorist content, including, where appropriate, a meaningful explanation of the
functioning of specific measures, including, where applicable, the use of automated tools.
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A hosting service provider that has taken action to address the dissemination of terrorist content or
has been required to take action pursuant to this Regulation in a given calendar year, shall make
publicly available a transparency report on those actions for that year. It shall publish that report
before 1 March of the following year.

BIWEREES, D7Klh, UFOERE G5!
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Transparency reports shall include at least the following information:

(@)
()

©

(@)
©)
(f)
©

information about the hosting service provider’s measures in relation to the identification and
removal of or disabling of access to terrorist content;

information about the hosting service provider’s measures to address the reappearance online
of material which has previously been removed or to which access has been disabled because
it was considered to be terrorist content, in particular where automated tools have been used;
the number of items of terrorist content removed or to which access has been disabled
following removal orders or specific measures, and the number of removal orders where the
content has not been removed or access to which has not been disabled pursuant to the first
subparagraph of Article 3(7) and the first subparagraph of Article 3(8), together with the
grounds therefor;

the number and the outcome of complaints handled by the hosting service provider in
accordance with Article 10;

the number and the outcome of administrative or judicial review proceedings brought by the
hosting service provider;

the number of cases in which the hosting service provider was required to reinstate content or
access thereto as a result of administrative or judicial review proceedings;

the number of cases in which the hosting service provider reinstated content or access thereto
following a complaint by the content provider.

309



LEIEHMMERE 6 565 (2021412 A)
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Article 8 Competent authorities’ transparency reports

1
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Competent authorities shall publish annual transparency reports on their activities under this
Regulation. Those reports shall include at least the following information in relation to the given
calendar year:

(@ the number of removal orders issued under Article 3, specifying the number of removal orders
subject to Article 4(1), the number of removal orders scrutinised under Article 4, and
information on the implementation of those removal orders by the hosting service providers
concerned, including the number of cases in which terrorist content was removed or access
thereto was disabled and the number of cases in which terrorist content was not removed or
access thereto was not disabled;

(b) the number of decisions taken in accordance with Atrticle 5(4), (6) or (7), and information on
the implementation of those decisions by hosting service providers, including a description of
the specific measures;

(c) the number of cases in which removal orders and decisions taken in accordance with Avrticle
5(4) and (6) were subject to administrative or judicial review proceedings and information on
the outcome of the relevant proceedings;

(d) the number of decisions imposing penalties pursuant to Article 18, and a description of the type
of penalty imposed.

55 1 R TGRS ES, T AMTROR 1L, B, A E I TFTRBOTDIC
BY B TR OTEENE | IEZZ SRS EORRRE TS RA 5D T RBRu,

The annual transparency reports referred to in paragraph 1 shall not include information that may
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prejudice ongoing activities for the prevention, detection, investigation or prosecution of terrorist
offences or interests of national security.

EoE MHE
Avrticle 9 Remedies
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Hosting service providers that have received a removal order issued pursuant to Article 3(1) or a
decision pursuant to Article 4(4) or to Article 5(4), (6) or (7), shall have a right to an effective remedy.
That right shall include the right to challenge such a removal order before the courts of the Member
State of the competent authority that issued the removal order and the right to challenge the decision
pursuant to Article 4(4) or to Article 5(4), (6) or (7), before the courts of the Member State of the
competent authority that took the decision.

2. HIBRMSIIESTEDIL T U MIHIREIIIZ DT 7 ARG LS Mt
L, TN RAOHERZSL D, ORI, ZDOHIBRMBE TS LT SHERO 2
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05 4 TR JAVEI T TRARE IS CAMERIZ & e,

Content providers whose content has been removed or access to which has been disabled following
a removal order shall have the right to an effective remedy. That right shall include the right to
challenge a removal order issued pursuant to Article 3(1) before the courts of the Member State of
the competent authority that issued the removal order and the right to challenge a decision pursuant
to Article 4(4) before the courts of the Member State of the competent authority that took the decision.

3. MERKENT, AR IMERIDTTEDTZ80 D IR 2 Fhoeaii S5,

Member States shall put in place effective procedures for exercising the rights referred to in this
Article.
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% 10 & FHRERIZDHHEA

Article 10 Complaint mechanisms

1
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Each hosting service provider shall establish an effective and accessible mechanism allowing
content providers where their content has been removed or access thereto has been disabled as a
result of specific measures pursuant to Article 5 to submit a complaint concerning that removal or
disabling, requesting the reinstatement of the content or of access thereto.

BIRAT AL T —C AT AT, 5 1 R T HHAZE L CTED T S E DT
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Each hosting service provider shall expeditiously examine all complaints that it receives through the
mechanism referred to in paragraph 1 and reinstate the content or access thereto, without undue delay;,
where its removal or disabling of access thereto was unjustified. It shall inform the complainant of
the outcome of the complaint within two weeks of the receipt thereof.

ZORRISLTCOHFRENDTF S, EORAT AL TP —E AT AT, ZDOARHASL
FHITHL, DA OB AR5,

Where the complaint is rejected, the hosting service provider shall provide the complainant with the
reasons for its decision.

T UNETFDOT 7 EADRIEIL, FORAT 47— R TS F T T
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A reinstatement of content or of access thereto shall not preclude administrative or judicial review
proceedings challenging the decision of the hosting service provider or of the competent authority.
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Article 11 Information to content providers

1
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Where a hosting service provider removes or disables access to terrorist content, it shall make
available to the content provider information on such removal or disabling.

ZDaL T MEEDILRIZIGU C, ZORAT AL 7 —E AT (&L, ZDaT
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Upon request of the content provider, the hosting service provider shall either inform the content
provider of the reasons for the removal or disabling and its rights to challenge the removal order or
provide the content provider with a copy of the removal order.

ZOHIBRM DRI U RSHEIRDOSHOMEIN, Ta) AMTAOM Ik, 4, Mk OFF
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The obligation pursuant to paragraphs 1 and 2 shall not apply where the competent authority issuing
the removal order decides that it is necessary and proportionate that there be no disclosure for reasons
of public security, such as the prevention, investigation, detection and prosecution of terrorist
offences, for as long as necessary, but not exceeding six weeks from that decision. In such a case, the
hosting service provider shall not disclose any information on the removal or disabling of access to
terrorist content.

TSHESRDDAEEN T, DI R I bSNAET COD5E, BIZ 6 HFETE
DOHRIEAER TED,

That competent authority may extend that period by a further six weeks, where such non-disclosure
continues to be justified.
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Section IV Competent Authorities and Cooperation

5 12 & WSRO SHIHEDIEE

Article 12 Designation of competent authorities

1

4.
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©) 55 FRICIVEHRIDHIEDFEEA AL,

d) 18 ST IviEAR 2L,

Each Member State shall designate the authority or authorities competent to:
(@ issue removal orders pursuant to Article 3;

(b) scrutinise removal orders pursuant to Article 4;

(c) oversee the implementation of specific measures pursuant to Article 5;
(d) impose penalties pursuant to Article 18.

BARERENL, YrISHERR O S OB S o TR A SIZHIFRA T E DRI VTR
MOTA4—R 72RO LEERERRD =0, 5 1 @R Eﬁﬁ’k*%@@ébé%é%ﬁ@qj
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Each Member State shall ensure that a contact point is designated or established within the
competent authority referred to in point (a) of paragraph 1 to handle requests for clarification and
feedback in relation to removal orders issued by that competent authority.

RERSEN S, SRR B DR ARESND L AR 2,
Member States shall ensure that the information on the contact point is made publicly available.

2022 -6 H 7 BETIZ, MRKENY, RRNZEERITHIL, 5 1 BRI IRESHERR DS IR
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By 7 June 2022, Member States shall notify the Commission of the competent authority or
authorities referred to in paragraph 1 and any modification thereof. The Commission shall publish
the notification and any modification thereto in the Official Journal of the European Union.

2022 £ 6 F 7 HETIZ, BINEBRITL, 5 1 TR RGSHENR O AR B O Rikis e
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By 7 June 2022, the Commission shall set up an online register listing the competent authorities
referred to in paragraph 1 and the contact point designated or established pursuant to paragraph 2 for
each competent authority. The Commission shall publish any modification thereto regularly.

% 135 BISHERDHHHEAE
Article 13 Competent authorities

1

HERREN, T OB EORBFSHERDO DR, ZOBIRIDIEN EZRL, ZOMANZ L
IEDOHEBADFH BT DI DI ILBEL IR MR K U537 i, D Z & A R §
50

Member States shall ensure that their competent authorities have the necessary powers and sufficient
resources to achieve the aims of and fulfil their obligations under this Regulation.
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Member States shall ensure that their competent authorities carry out their tasks under this
Regulation in an objective and non-discriminatory manner while fully respecting fundamental rights.
Competent authorities shall not seek or take instructions from any other body in relation to the
carrying out of their tasks under Article 12(1).

55 1R, ENEEIEST B AR Qdebiany,

The first subparagraph shall not prevent supervision in accordance with national constitutional law.

B 14 & RRTAVTH—ERTOL(S, BEISHERR D 3 SRR U Europol DFEIDHH

Article 14 Cooperation between hosting service providers, competent authorities and Europol

1
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Competent authorities shall exchange information, coordinate and cooperate with each other and,
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where appropriate, with Europol, with regard to removal orders, in particular to avoid duplication of
effort, enhance coordination and avoid interference with investigations in different Member States.
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Competent authorities of Member States shall exchange information, coordinate and cooperate with
the competent authorities referred to in points (c) and (d) of Article 12(1) with regard to specific
measures taken pursuant to Article 5 and penalties imposed pursuant to Article 18. Member States
shall ensure that the competent authorities referred to in points (c) and (d) of Article 12(1) are in
possession of all the relevant information.
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For the purposes of paragraph 1, Member States shall provide for the appropriate and secure
communication channels or mechanisms to ensure that the relevant information is exchanged in a
timely manner.
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For the effective implementation of this Regulation as well as to avoid duplication of effort, Member

States and hosting service providers may make use of dedicated tools, including those established

by Europol, to facilitate in particular:

(@ the processing and feedback relating to removal orders pursuant to Article 3; and

(b) cooperation with a view to identifying and implementing specific measures pursuant to Article
5.

RAT A TP —ERT TSALIN, TR D227 falfiz 5, Ta) A7
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Where hosting service providers become aware of terrorist content involving an imminent threat to
life, they shall promptly inform authorities competent for the investigation and prosecution of
criminal offences in the Member States concerned. Where it is impossible to identify the Member
States concerned, the hosting service providers shall notify the contact point pursuant to Article 12(2)
in the Member State where they have their main establishment or where their legal representative
resides or is established, and transmit information concerning that terrorist content to Europol for
appropriate follow-up.
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The competent authorities are encouraged to send copies of the removal orders to Europol to allow
it to provide an annual report that includes an analysis of the types of terrorist content subject to an
order to remove it or to disable access thereto pursuant to this Regulation.

B 15 & HRRTAVTH—ERT O/ 15 OERIER
Article 15 Hosting service providers’ contact points
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Each hosting service provider shall designate or establish a contact point for the receipt of removal
orders by electronic means and their expeditious processing pursuant to Articles 3 and 4. The hosting
service provider shall ensure that information about the contact point is made publicly available.
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B ERINRA LRI > TSNS SREEEOHHIEE 1 5 (03 17,6.10.1958, p. 385).
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The information referred to in paragraph 1 of this Article shall specify the official languages of the
Union institutions referred to in Regulation 1/58  in which the contact point can be addressed and
inwhich further exchanges in relation to removal orders pursuant to Article 3 are to take place. Those
languages shall include at least one of the official languages of the Member State where the hosting
service provider has its main establishment or where its legal representative resides or is established.

SBVE SERUMT

Section V Implementation and Enforcement

% 16 & FyIEEEE
Avrticle 16 Jurisdiction
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The Member State of the main establishment of the hosting service provider shall have jurisdiction
for the purposes of Articles 5, 18 and 21. A hosting service provider which does not have its main
establishment within the Union shall be deemed to be under the jurisdiction of the Member State
where its legal representative resides or is established.

2. BRIMNEESNIZBWTED L2055 72720 RAT (0 7 —E A7 a2 3 E
DORIFEZFTELRNGE, & CORBRIENEE L O,

Where a hosting service provider which does not have its main establishment in the Union fails to
designate a legal representative, all Member States shall have jurisdiction.

3. AERIEIDRGHEIRO SRR 2 TAIZ JOBHEEEMEAA TS 2555, € DIHGSHERD
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Where a competent authority of a Member State exercises jurisdiction pursuant to paragraph 2, it
shall inform the competent authorities of all other Member States.

B & FRORES
Article 17 Legal representative
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Anhosting service provider which does not have its main establishment in the Union shall designate,
in writing, a natural or legal person as its legal representative in the Union for the purpose of the
receipt of, compliance with and the enforcement of removal orders and decisions issued by the
competent authorities.
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The hosting service provider shall provide its legal representative with the necessary powers and
resources to comply with those removal orders and decisions and to cooperate with the competent
authorities.

EE FORBREL, FORAT AL 7 —E AT 0 AZ INE DY —E 2 AR AR E
D 1 DITJEEL, 208, szb o,

The legal representative shall reside or be established in one of the Member States where the hosting
service provider offers its services.

HEHE FORBLENL, TOHRAT 47— 2T A X OIER R EE T DT a4
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The legal representative may be held liable for infringements of this Regulation, without prejudice
to any liability of or legal actions against the hosting service provider.
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The hosting service provider shall notify the competent authority referred to in point (d) of Article
12(1) of the Member State where its legal representative resides or is established of the designation.

RAT AL TP —E AT 0 AZNT, ZOWER EORBEI T DGR LT D,
The hosting service provider shall make the information about the legal representative publicly

available.
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Section VI Final Provisions
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Atrticle 18 Penalties
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Member States shall lay down the rules on penalties applicable to infringements of this Regulation
by hosting service providers and shall take all measures necessary to ensure that they are
implemented. Such penalties shall be limited to addressing infringements of Article 3(3) and (6),
Avticle 4(2) and (7), Article 5(1), (2), (3), (5) and (6), Articles 6, 7, 10 and 11, Article 14(5), Article
15(1) and Avrticle 17.
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The penalties referred to in the first subparagraph shall be effective, proportionate and dissuasive.
Member States shall, by 7 June 2022, notify the Commission of those rules and of those measures
and shall notify it, without delay, of any subsequent amendment affecting them.
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Member States shall ensure that the competent authorities, when deciding whether to impose a

penalty and when determining the type and level of penalty, take into account all relevant

circumstances, including:

(@ the nature, gravity and duration of the infringement;

(b) whether the infringement was intentional or negligent;

(c) previous infringements by the hosting service provider;

(d) the financial strength of the hosting service provider;

(e) the level of cooperation of the hosting service provider with the competent authorities;

() the nature and size of the hosting service provider, in particular whether it is a micro, small or
medium-sized enterprise;

() the degree of fault of the hosting service provider, taking into account the technical and
organisational measures taken by the hosting service provider to comply with this Regulation.
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I5,

Member States shall ensure that a systematic or persistent failure to comply with obligations
pursuant to Article 3(3) is subject to financial penalties of up to 4 % of the hosting service provider’s
global turnover of the preceding business year.

F 19 & B EOEHRURHEDBET

Article 19 Technical requirements and amendments to the annexes
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The Commission shall be empowered to adopt delegated acts in accordance with Article 20 in order
to supplement this Regulation with the necessary technical requirements for the electronic means to
be used by competent authorities for the transmission of removal orders.
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The Commission shall be empowered to adopt delegated acts in accordance with Article 20 to

amend the annexes in order to effectively address a possible need for improvements regarding the
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content of templates for removal orders and to provide information on the impossibility to execute
removal orders.

FENF REDRT
Article 20 Exercise of the delegation
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ZAESNDATRAZ R DRI, ASRITEDDRAHTRL T, BINEBRRITHL THR
5%,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid
down in this Article.

5519 TR THEROZAHE, 2022 456 H 7 B AEMIRT, RONEESITHL ThHx
55,

The power to adopt delegated acts referred to in Article 19 shall be conferred on the Commission
for an indeterminate period of time from 7 June 2022.

%5 19 RTRTHBROZATT, WO T, BONRER FI3BFERI I > THIHS S, B
THLODE, [FIRED T CHURSIVOMEIROZATARE TS5, ZOUGED, EU B b
TORSNIZRBIZHERIL, F2iL, TORED P THIRSIIZEZD HIZHERT D, D
PRIENL, BRI QOIS ZTHAESNATAD AR EL TUTa6720,

The delegation of power referred to in Article 19 may be revoked at any time by the European
Parliament or by the Council. A decision to revoke shall put an end to the delegation of the power
specified in that decision. It shall take effect the day after the publication of the decision in the Official
Journal of the European Union or at a later date specified therein. It shall not affect the validity of
any delegated acts already in force.

TAESNDATAEBART DR, BONEERIE, JVRWSIACEST S 2016 4-4 A 13 H
OB A BEIZED DIAFRINZHE, FAERRIED D4 SN F ik 3 5.

Before adopting a delegated act, the Commission shall consult experts designated by each Member
State in accordance with the principles laid down in the Interinstitutional Agreement of 13 April
2016 on Better Law-Making.

TSN TEAERRINEB SO EIRUTIZE DI, BONEERE, BNGES M USRI
$IL, [AIRAS, ZDZ L2 mEnd 5,
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As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European
Parliament and to the Council.

6. HBLIRITIVEIRSIEESNDTAIE, BRONGER K OB 672 2% T2 DA
25 3 7P H BINIZERINGERSD LITHHER OV Ob SN RIAS RN EE, F2i3,
ZDOHIFEANG T DR, FRINGES L OB O #E DI ZE B2 T L T a R
ANRWDEDSERESN T LRV IERT D, EOMIIE, BN E I ESOREICK
v, 3IMHETIESND,

A delegated act adopted pursuant to Article 19 shall enter into force only if no objection has been
expressed either by the European Parliament or the Council within a period of two months of
notification of that act to the European Parliament and the Council or if, before the expiry of that
period, the European Parliament and the Council have both informed the Commission that they will
not object. That period shall be extended by two months at the initiative of the European Parliament
or of the Council.

E21 & BER
Article 21 Monitoring

1 HEEKENZ, EOREKEORRESHERRD 3 DB M OV ORERRIEI O HHVEEEMHED N IZdhH7R
AT AT —ERT B AL, JIBFEZBWOCZOHAN A E> T T I5Eh B8
DIFHAELEL, 7>, BUNZERITHL, 843 A 31 HETIZ, 2OfFd#E 535, &
DOIEHIE, LT OIE#E 55
@ FEBINIZHBRGD OB OHIFRSNEITENA~DOT 7 ERAR AR Sz 71l
ARz T MDA B OERONCF DOHIBRE LT 7 AARE( LD ;

(b) HIFRESNEIZIZZNA~DOT 7 EARREA LS T B A= 7 b IE B OFGIF N
\ZZEDHIBREITT 7 B AR LD EZ ZW, 55 5 RICKVEC LIV R IDORE ;

©) F 6 FIZIVARAT 4 TP —ERAT A Z Lo TRESNZa2 T NIBL T,
WHSHERR DS DB DTS T T 7 B ABLRDEL

@) % 10 RICKVBAIESNIAIRASNL TR ORAT A 7 —E AT (Z 2L o
TATOITEBDEL;

€ BRbASIIATE EFEIREE B FUE L Fhe &k ONEPNIEIZHES TRISHERRDSH D%
B L THTONTIREDHL

Member States shall collect from their competent authorities and the hosting service providers under
their jurisdiction and send to the Commission by 31 March of every year information about the
actions they have taken in accordance with this Regulation in the previous calendar year. That
information shall include:

(@ the number of removal orders issued and the number of items of terrorist content which have
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been removed or access to which has been disabled and the speed of the removal or disabling;

(b) the specific measures taken pursuant to Article 5, including the number of items of terrorist
content which have been removed or access to which has been disabled and the speed of the
removal or disabling;

(c) the number of access requests issued by competent authorities regarding content preserved by
hosting service providers pursuant to Article 6;

(d) the number of complaint procedures initiated and actions taken by the hosting service providers
pursuant to Article 10;

(e) the number of administrative or judicial review proceedings initiated and decisions taken by
the competent authority in accordance with national law.

2. 202346 H 7 HETIZ, BUNEESIT :@%%HIJ@ Hjjv, FE R O EAEARS 570 0
SRR FHEA SR IE T, CORAHGHEI, FEEE, Z, T — X KOO REHILA MY
EINDFE K O OIEDREZ ED D, %@%ﬁﬂ%’s@ci HEPRRIDBEHAE S 23 ZRIC
FBZOBANDOFHMD 7= DT —4 e O VSN D REHLOYEE K OVHTIZ I T, BRIN
ZER LS U TONAIEE AR EI > T TN DIEE AR ET 2,

By 7 June 2023, the Commission shall establish a detailed programme for monitoring the outputs,
results and impacts of this Regulation. The monitoring programme shall set out the indicators and
the means by which and the intervals at which the data and other necessary evidence are to be
collected. It shall specify the actions to be taken by the Commission and by the Member States in
collecting and analysing the data and other evidence to monitor the progress and evaluate this
Regulation pursuant to Article 23.

BRE REHREE
Article 22 Implementation report

2023 -6 A 7 HETIZ, BNEERIT, RMNGES L OBERRITL, ZoHRIO@ERIZE
ﬁ‘éi&ﬁbﬂ’ﬁmﬁﬁ‘é FOHEZT, 521 FIIAEETIBIT AR OV 8 ST

BT SET D f*ilﬁ%bbéo RERRENS, BRINZEERITRL, EOWEZEDIER
0)7’: LI DG AT D,

By 7 June 2023, the Commission shall submit a report on the application of this Regulation to the
European Parliament and to the Council. That report shall include information on monitoring under
Avticle 21 and information resulting from the transparency obligations under Article 8. Member
States shall provide the Commission with the information necessary for the drafting of the report.
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%23 & FHl
Atrticle 23 Evaluation

2024 46 A 7 HETIZ, BRNEERIE, ZOHAIORHIZZATL, 70, BINGEES MO

HATRIL, uT®$IE%:A&>, _mﬁﬁufoiﬁﬁﬁ B A EA RS

() ZEREFOMHFATR, E0IolT, 554 S5 4 TH, 556 505 3TEKL O 7 4720 L 11 &
(D DL RO OREE S OS5

(b) FEARRIZHER, LT, 2‘%&&0%&&:&@5 i, FVEIROBEEIF N EAT —4
DOEGEIZXI T DZOFIRNOE A D, NS,

©) AHOFEZATKTHZOHRIDOEHEK,

By 7 June 2024, the Commission shall carry out an evaluation of this Regulation and submit a report

to the European Parliament and to the Council on its application including:

(@ thefunctioning and effectiveness of the safeguard mechanisms, in particular those provided for
in Article 4(4), Article 6(3) and Articles 7 to 11;

(b) the impact of the application of this Regulation on fundamental rights, in particular the freedom
of expression and information, the respect for private life and the protection of personal data;
and

(c) the contribution of this Regulation to the protection of public security.

ZIDEGREENE, EOWREEL, SRR 5,
Where appropriate, the report shall be accompanied by legislative proposals.
HERRENT, RINZEBRITHIL, ZOMEEZEOVERRDT-OITLEL 2D E R U 5,

Member States shall provide the Commission with the information necessary for the drafting of the
report.

BMNZERE, ZOMANZIESBER OB IERG T DD, T4 DT rYAN
AT MBI DERINT T 87 A — LOREEED NN O rTREMEL R,

The Commission shall also assess the necessity and feasibility of establishing a European platform
on terrorist content online for facilitating communication and cooperation under this Regulation.

F 24 % EHRUER
Article 24 Entry into force and application

ZOHEANE, EU B ECARSNTZ 20 B3 501 2.
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This Regulation shall enter into force on the twentieth day following that of its publication in the
Official Journal of the European Union.

ZOMANE, 202246 H 7 B nimHESnD,

It shall apply from 7 June 2022.

ZOHANT, ZDORKIZHOWTHIRIN DY, 4 CORRIEIZ IV TEEA TS5,

This Regulation shall be binding in its entirety and directly applicable in all Member States.

TV UZEBNT, 2021 4E 4 A 29 BT,

Done at Brussels, 29 April 2021.

BRNeE=E LT HHFRLLT
# D.M.SASSOLI AP.ZACARIAS
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Removal Order

(NG S OB O HAINEU) 2021/784 D5 3 5%)
(Article 3 of Regulation (EU) 2021/784 of the European Parliament and of the Council)

HIRIEV) 2017/784 (THIHI)) D 3 FI2&D, ZOHIBRMTOLASENE, ZOHIBRMBDZE
RIEHIZ, D32, U IDRDGEIZEWTY, &k 1 FHELNIE, TaUARas 7 Mk
L, £, & TORKEICBWTT R Ao 7o hA~DT 72 2 ARGV 5,

Pursuant to Article 3 of Regulation (EU) 2021/784 (the ‘Regulation’) the addressee of this removal
order shall remove terrorist content or disable access to terrorist content in all Member States as soon
as possible and in any event within one hour of receipt of the removal order.

RRIDH 6 Z(ED, TDOA5ENT, 6 2 HTH, F2i3, B HEROOLEEN LIIHEHIFT)
BOELRIZED, ZNEDH RV, BIRE 2137 7 e ARG S ivzas 7 o M OBET
— SR ET D,

Pursuant to Article 6 of the Regulation the addressee shall preserve content and related data, which has
been removed or access to which as been disabled, for six months or longer upon request from the
competent authorities or courts.

HRIDF 15 45565 2 TEIZKD, ZOHIRGSE, s Nk THEESN-SiETh0 1 o1k
DIEFFEILD,

Pursuant to Article 15(2) of the Regulation, this removal order shall be sent in one of the languages
designated by the addressee.

Hiav A
Section A

FETIL CIDIMHHEIRD DD BIDHERRIE:

Member State of the issuing competent authority:

HERL R I CHOBIHEIRDOHHOMBEDFEE, E ik FHioF THZHND
NB: details of the issuing competent authority to be provided in Sections E and F
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AFN, KO, BhETHEEE, (EFE OB
Addressee and, where relevant, legal representative:

B
Contact point:

RAT AL T Y —E AT U AE P DEI PR ab OMRREE I TZ D7 v A Z D
FOREE D RERE 32 ORLEA D ORERE:

Member State where the hosting service provider has its main establishment or where its legal
representative resides or is established:

Hilsar A OIS IR
Time and date of issuing of the removal order:

HIBRA S OSSR
Reference number of the removal order:

/a3y B HIRGROZMERESLIC, hD, LHVESIEEITETH, SHER 1R
IZ, HIfgSh, F2(&, 2 TORAREICELNTEAADT 7 EANTRHESh S RETA)
AT

Section B: Terrorist content to be removed or access to which is to be disabled in all Member States as
soon as possible and in any event within one hour of receipt of the removal order

TRY AR T URL KOV OR80IRIE S IEME R T SRR E & RTREL D AN 1
e

URL and any additional information enabling the identification and exact location of the terrorist
content:

HRNDE 2 555 7 AT, ZDOxGMT a)Aha 7 N Chh Il 5B,
Reasons for considering the material to be terrorist content, in accordance with point (7) of Article 2 of
the Regulation.

$t5) (B2 7 A% F 2o 7 U TLIZEWY)
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The material (please tick the relevant box(es)):
O TRYAMT2% RS HTED I, ZDIIIAITADELT
EHEETHI LIS, MEITHL TR AM T A% mE TS (8
HIIEE 2 5565 7 TH(a))

incites others to commit terrorist offences, such as by glorifying terrorist
acts, by advocating the commission of such offences (point (7)(a) of
Article 2 of the Regulation)

O AL CTT R AM TR 2 #8IE S5, £720E, TR AMTAD
FATTTHET D2 9% (B 2 2485 7 (D)

solicits others to commit or to contribute to the commission of terrorist
offences (point (7)(b) of Article 2 of the Regulation)

O fF R CTRY AN =T OIEE~DO SN2 (A
552 25565 7 11 (c))

solicits others to participate in the activities of a terrorist group (point
(7)(c) of Article 2 of the Regulation)

O TRYAMTAZFATT D BNEIIIEDOFATICEH G5 HD
72U, 18580, Hianb LT ENLSORER, AFS LUTMGR
IRE DELES LIIEMICBIT ofR, F2id, ZhbLs ks
MOFES LITBAEIC BT D n 1246972 (BRI 2 5565 711
)

provides instruction on the making or use of explosives, firearms or other
weapons or noxious or hazardous substances, or on other specific
methods or techniques for the purpose of committing or contributing to
the commission of terrorist offences (point (7)(d) of Article 2 of the

Regulation)
O TR AMT DT MDD FATOERAARS 2 BRI 2 545
7 IH(e))

constitutes a threat to commit one of the terrorist offences (point (7)(e) of
Article 2 of the Regulation)

ORI T D) AL T N CihHET DR B AR R
Additional information for considering the material to be terrorist content:

329




LEIEHMMERE 6 565 (2021412 A)

O ay C.arTUMRMEEI TR SRR

Section C: Information to the content provider

LU FORICEEL WRESW GEH TR RS, A/ A% T =y 7L TLKIESN)
Please note that (please tick the box, if applicable):

OS2 EOFIRIZED, £58N1E, TrUAN T U ROBIREITE DT 7 ARG
{BIZHONT, T MBI O TIE R L2 2 A1z 2 e b e

[Ifor reasons of public security, the addressee must refrain from informing the content provider of the
removal of or disabling of access to the terrorist content

R 255 AIRE T2 e & T, EIPNIEIC SRS TECh AR HER D 3 DR DORERK
ENC B THIBRM A RIRNL CTEAZEDFEM (RN DAL XX, v T MEE )
L, HIBRMBOELAEMSNATIUTZRS720 ) IZBEL T, G BB lRL T72an

If the box is not applicable, please see Section G for details of possibilities to challenge the removal
order in the Member State of the issuing competent authority under national law (a copy of the removal
order must be sent to the content provider, if requested)

923y DARRTAVTH—ERTONAEI NED -5 REE OBHEF-ET0DT
A1 5 D2 EOREBEN FEMET- 1T Z DOURZEL DME O BISHER D H S
9 SRRt

Section D: Information to the competent authority of the Member State where the hosting service
provider has its main establishment or where its legal representative resides or is established

BT DRy 7 2% F 2y 7L TLTES N Y
Please tick the relevant box(es):
O TRAT AL TP —E AT O INED FT= DS ORERE E
7l 3Z2 DT v A Z OIER: EONRBE D EAHE T Z DRLR
b OMRIEN, FET T THLOMGSHEIRD O HFERADHERIIE 1
BIDRERLIE]

The Member State where the hosting service provider has its main
establishment or where its legal representative resides or is established is
other than the Member State of the issuing competent authority
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O RAT AL T —E AT A DD FT- D455 OHEREE
1T E DT v AL OIER: EORPEE DN EZ 13 ORLR
Zb ORERKE DIEHERR DS OMEBA XL T, HIBRA T ORIADS
ES EY AV

A copy of the removal order is sent to the competent authority of the
Member State where the hosting service provider has its main
establishment or where its legal representative resides or is established

L a E:RTTTHIRBHERDH S MBI

Section E: Details of the issuing competent authority

HAT (BT DRI A% T 7 U TLIZENY)
Type (please tick the relevant box):

O I, BeHprE o A
judge, court or investigating judge
O EHA TR
law enforcement authority
O FRELSNOIESHERD B~ 7 F B TTZS0

other competent authority — please complete also Section F

F L CHOMIGHERRDO OB ET I THIBRM TS IEfE) D EIE CTHHZ L& fiE 5% D
BERHDAFRE

Details of the issuing competent authority or its representative certifying the removal order as accurate
and correct:

FET I T LIISHERD D FERID A T
Name of the issuing competent authority:

Z OBEBEDREFE DA K ORA LTI (T8-S K OVBEAL) -
Name of its representative and post held (title and grade):

TR 5 (ERIE—) (K it —)
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Tel. No (country code) (area/city code):

777 A (EpllR—F) (K= —R A= —F) -
Fax No (country code) (area/city code):

Date:. ..

INED R TRE R 6) I OVE4A O
Official stamp (if available) and signature ®:
O ay F RGO DERE
Section F; Contact details for follow-up

HIBRETTT 7 B ARG DRI 27 4 — R\ 7 D72, FI2i, BICHAERREET 2
72D, FEFICTHLOIIGHERD DR EADEHE S

Contact details of the issuing competent authority for feedback on the time of removal or the disabling
of access, or to provide further clarification:

RAT AL TP —E AT W ASA LD T D8lmia b DMERRE ET I X2 D7 A7 OV
OB DA ET I T E DL MR E OIS HEIRD & DR B DB S

Contact details of the competent authority of the Member State where the hosting service provider has
its main establishment or where its legal representative resides or is established:

723y G HEDOFTREMEICRET 1R

Section G: Information about redress possibilities

IR T U CORIRESL T D72 D ORHSHENR D i Dk E 72| 3P, WIRR A OVl
BT 2

Information about competent body or court, deadlines and procedures for challenging the removal
order:

IR e L CONIRE: B S TR DI HERR DB Dk 7= 1 33T
Competent body or court before which the removal order can be challenged:

U BRSO B IEM A REEATORBES VR GRS 2L CHIBR A RSk EEN 050, BAIIAR
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IR e U CORIRFNE T2 HIRR (BARTR 0 R4 H %0 -
Deadline for challenging the removal order (days/months starting from):

EPNNIEDSFR~DY 7
Link to provisions in national legislation:
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Pl

TAYVRRITUMDBEIRER X7 I ATRERD I —F 1\
Feedback following Removal of or Disabling of Access to Terrorist Content

(NG S OB D HIRINEV) 2021/784 0D 3 5555 6 1)
(Article 3(6) of Regulation (EU) 2021/784 of the European Parliament and of the Council)

o av A:
Section A:

HIBRM B OLATEN
Addressee of the removal order:

HIBRA S AR B U IBAHEROH HH%E
Competent authority that issued the removal order:

HIBRm 2 I8 T LIS HEROD I DB DRLER S
File reference of the competent authority that issued the removal order:

ASEND LRSI

File reference of the addressee:

FllBTRAm DS HE H AR
Time and date of receipt of removal order:

5 aY B RIS REEFL TREL OB

Section B: Measures taken in compliance with the removal order

(BEhEF DRy 7 A% F =7 U CLIEENY)
(please tick the relevant box):
O Ty AT N, HiRShT-
the terrorist content has been removed
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dJ TRYAR T NI, ETORRKEIZBWTT 7 EARGR b
7z
access to the terrorist content has been disabled in all Member States

HHESHEC S H
Time and date of the measure taken:

toiay C:ABADEH

Section C: Details of the addressee

RAT AL T —E AT T SALZ DLLFR:
Name of the hosting service provider:

IRAT AL TP —E AT A Z DI EOREEE DL
Name of the legal representative of the hosting service provider:

RAT AL T H—E AT SAE D ET= HRLE ORI :
Member State of main establishment of the hosting service provider:

IRAT AP — AT T A Z DRIEE D SE A2 IS ORERRE
Member State of residence or establishment of the legal representative of the hosting service provider:

MERRZ -2 DAV DA -
Name of the authorised person:

HHEGPTDE A A— /LT RLA:
Email address of the contact point:
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pellizial

HIRRET S OBITHFRIRETH S LI SRR

Information about the Impossibility to Execute the Removal Order

(BRI e OBRFOMIBIIEV) 2021/784 D5 3 4555 7 TEK UV 8 1H)
(Article 3(7) and (8) of Regulation (EU) 2021/784 of the European Parliament and of the Council)

o av A:
Section A:

HIBRM B OLATEN
Addressee of the removal order:

HIBRA S AR B U IBAHEROH HH%E
Competent authority that issued the removal order:

HIBRm 2 I8 T LIS HEROD I DB DRLER S
File reference of the competent authority that issued the removal order:

ASEND LRSI

File reference of the addressee:

FllBTRAm DS HE H AR
Time and date of receipt of removal order:

533> B: T T
Section B: Non-execution

1) LUFOHRIZIY, HIRAICHIBRG 2T TERW (BET 2Ry 7 2% F =y 7L TS
D
The removal order cannot be executed within the deadline for the following reasons (please tick
the relevant box(es)):
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O BN IE S LSS EO B £ 133524 T Eo R A
G, RAT AL TP —E AT SAF DEIIFSIRNRAHiLI T E
T35 AATEE
force majeure or de facto impossibility not attributable to the hosting
service provider, including for objectively justifiable technical or
operational reasons

O HIBRAE ARV Z S A TVD
the removal order contains manifest errors
O HIBRA 72 A S A TU Ve

the removal order does not contain sufficient information

(2 APATORILBHE T DA FICHREL T<72an
Please provide further information as to the reasons for non-execution:

() HIFRmMBAHARIZ G TODEE, KOEZL, +07 Gl 5 A TORN
&, FORY, KO, BB HE T B 2L TTEE Y,
If the removal order contains manifest errors and/or does not contain sufficient information,
please specify the errors and the further information or clarification necessary:

923y C:HRRATAV T H—E RO/ F =X DiEE EOREBE DN
Section C: Details of the hosting service provider or its legal representative

AT AT H—E 2T /A Z DLLFR:
Name of the hosting service provider:

IRAT AL TP — AT T S Z DR EORBEE DA
Name of the legal representative of the hosting service provider:

MElRA -2 HAVTZ B DA
Name of the authorised person:

BHEST (FEFA—/L T RLA)
Email address of the contact point:
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B
Signature:
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84 (EV) 2016/680
[BER-HEThR]
20214£12 H5 H
AP NE ST 52 i
2 HEm A
koskosk

Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities for
the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA (0J L 119, 4.5.2016, p. 89-131) D73 AR GRRERR) | ZFE SV N TRIERAFAA, 2017 4F
1 H, IR E0ER 28 1 5 41~140 HIZZE OB EF AL TAKLI,

ZDt%, F84 (EV) 2016/680 DJF LD 51 455 1 TE(IE, EU E# (OJ L, L 127/6, 23.5.2018)
IZEo TETESNTV,

%@?’ﬁ)ﬁ%&(ﬁé@@%\@ﬂﬁm%%ﬁkﬁii 85 (EV) 2016/680 DB WK+
TIRIZTHERSIVCREGER oy M ORERLEARTIEL , o, £DORIZBIT MR OMERIZ D
FEEORE—FELOHE, FRH(EV) 2016/680 DBEROUG A ERT DL,

FRM(EV) 2016/680 DJFSLOTHF AN AFTELYARD URL 1F, TRLDLIBVTHD,

http://data.europa.eu/eli/dir/2016/680/0j
[2021 412 H 1 FffEs

F47(EV) 2016/680 1%, EU DIUTIETH 5,

—fif W~
1. $8$5(EV) 2016/680

4 (EV) 2016/680 1%, #5H# i [ > I Fr (court) , 1A THERS (law enforcement
authorities) , BEE TEAEEIZE 2 L AFUITRHIA K OV RIO 7= DN T — X DILEE, £
FERREI D FEAFEBIF B O W 7 236 AENT — X DOUBRORERM: (RR A OFIE) 12
7%, #HI(EV) 2016/679 (GDPR) DFRFRINELL T, AERKEIDIEE TSRS (435 IS
imé

B4 (EV) 2016/680 1%, AkIE 0O BIEEERD - LA AT —Z AU 256 Co A s D
Yﬁ/\f BV, FRMNES OB I AENT — 2 O LSRN,

_W;(Dﬁl%ﬂ c & B AE AT — X DAEH 5\ THES(EV) 2016/680 AEHES
({ZBIL T, e-CODEX H#iHIIZ (COM/2020/712 final) 50t R RSV T VD,
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B1(EU) 2016/680 23 HSIAYGA, AT —Z DT —X FAROMHERH K RS
N2,

— I, AT —H BT 5T — & EIRO FHIO R (consent) 1, HHIEU)
2016/679 (GDPR) 23HHE T A AT — 2D HAJFHID 1 > ThD, LasL, F55(EV)
2016/680 73 ASIAEHZIS\WNTIE B 2D, FIZIE, FA8ARRIED BRI A A 1o H5<
FHIEAOBROE AT — X OB R T, SAEEEO B EF RS LT, T—4
TARIES TR O MBI IRSZRT IUTIRDIRWGE, DM E R EORLEL,
DM DI EONREELHENT —ZDIEIM TONDEII2DD T, DT —H
FEROFRFENL, AT —ZAEBRDO 7= DIEHE EOFRILTII7ew  (F73(35) L UNRITL(37) 2
), 2o AUZBEL, HAIEU) 2016/679 (GDPR) 1, £ 2 5555 2 TA(A)IZ XY, bR
2o TUNA,

728, JRTEHEEOBE I, fEHHTERL TQOD BIRAD AREh D B 72555
REREORANL, HVELHZETHD, D IHRBRITHIT 5 HAANDELFZDOFE (vital
interests) DFELROD 7D IATOIVAIENGIR (BN T — 2B 7D\ T — X FRD[AIE
ZELINZ L, HHAIEU) 2016/679 (GDPR) D 6 5555 1 H(A) ZED TV D LIS B
HDO—FETHY, F75(EV) 2016/680 23 HIN DA TRFH DO LTI R,

HERRIEIDTE A THEBE T, B (BREE) (BT D16, AIRHIR GUEE) (2BI421%
W, TR EEFIRE T O, KO, REARSE NFCBITDIEHE XL TEEET S
ZEDRDONDG (55 6 FBH).

T — A EROMHERIOITREIZ B T, SERIEOERIZED, — 72— EDHIRRAYN
ZONDZEN DD (55 13 5555 311, 55 15 M UVE 16 -5M) . Zhud, HERIDMHET A2
EDETETIIRL, MR T3 HiflIRO—FEThH D,

T — 2 EROEBIOHERIOI HEIZEAL T, BEAATHEINAZEN e, BrERkR2
U 7= e HERN DA TED DT N DA D D,

DI, BIZIX, SHEKEOEERRIN T — & HRI > TRAE L OVRIEL
ZIREL, [RRLTZ ) SRS E DDA ThD (5 17 4, 5 46 5555 1 TH(Q)B) , 7=,
RIEfEZBNT —2 BT 2HIBROMEFNZEAL T, 7 —F HARDNERAZZ OMEF A TH
TEY, BRRE OB A L= | C, MaZiERINZ D HIFRO LI H D WL
T EEITH RSN THD (5 16 5:200)

EEEE ChABAERIE OIS Y /) S OVEB THERE R C AR T — 2 DA D
ERTE D128, SHERIEPI IS OB BB SIS, ZORTEREEAL, B2, B
HI(EV) 2016/679 (GDPR) D14 B9~ 5728 D EAERKE D [ENES ERERE - ks 3752
EDNTED, 5 (EV) 2016/680 (ZH-D< B ERSBADHENR JAH 24P Z 2 S5 D TH D73,
S 4 RO NI AR L2 AU R e D7 GA (B BRI X A8 4« O HIF Rk
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VT DFEEEN OVHIWER) |23V T A E N T — 2 O/ (1] : SR aABRRCER D I HAENT —H
D) 1T T, BBMERADMERRDN RIT720 N, 72721, 54 T Th, #ilzlE,
(BEITEL COIEBHERBID) NFEE, FREa &) M EHELL OB B D L7 —fk
EBITBITDEANT —H OER LT, BRI OB HMERRD M 55, ZD s, 1D
IRIRDSERE CAFAET % B AEOE NG RESEEHI L3R KREIER CThD,

AR E OB O L FEBIO 7280 0 EU L~ULOfERkIE, HHI(EU) 2016/679
(GDPR) |2~ CRRIT BT RRN 7 — 2 L5382 12 (European Data Protection Board) Cé 2,
T DR EMENREET, GDPR D% 68 4D 76 SRICEDHILTUND, ZORKN T — 215
FEAT, ZE2: (Board) LIEFRSID, FE(EV) 2016/680 13, ZESORFSICEL, 4551
FIEETED QD (55 51 520)

TR 31T 2 [EISH72FE HA#B) (international mutual assistance) D&%, JUIREA
JLOFFIEIOHG T B CE AT — 2 O = [ERI M Thn o854, HHI(EU) 2016/679
(GDPR) DRESHE#HSIETII72<, 547 (EU) 2016/680 0> REHZRIE ) i SIS, [ERRA0T¢:
HEOHNZB TR FESE2BEL, F515(EU)2016/680 1%, fHAT —X D5 = [Efix
(ZBEF DR D TS (RITU(72), RISU(TI)BH),

JRHII(EV) 2016/679 (GDPR) A% F X414 BRFEIBEFET I T, ITERERISORERER K
HIZLDKREDNATRECTH D03, MRKEORAIFTET- 1 L BhE, TERER L GRS DR
(EV) 2016/680 | Zd>> T, { TEIERINEEER I C LD LN EDLEDLHVIFR,

# HII(EC) No 45/2001 (OJ L 8, 12.1.2001, p.1-22) %, #HI(EVU) 2018/1725 (OJ L 295,
21.11.2018, p.39-98) D 99 S&IZdY), 2018 4= 12 A 10 HO#E#HA S~ THEILSIT-, KiHI
(EC) No 45/2001 ~D &ML, HHIEU) 2018/1725 ~DEHIREL THidiz Hivd,

PRERATE 2007/533/JHA (OJ L 205, 7.8.2007, p. 63-84) 1, HHHI(EU) 2018/1862 (OJ L 312,
7.12.2018, p.56-106) | Z &> CARANISES AV, [FIHANS, BRI U C BRI A
(fif T) <4, 2020 412 A 28 Hosama i (it ) Shua,

FE47(EV) 2016/680 DRITL(94)D I T/REI TS T 1Y R L EDRINZEET 2 EU OFHT
A1, HAIEV) 2021/784 (0J L 172, 17.5.2021, p. 79-109) Téb,

B (EU) 2016/680 DRITSL(97)DH CRSIL CUWD VLB DM IERE K O HETRRE ONT
VBV 7 EDRIANTEET 2 BU OEFOIERTE, HHIIEU) 2021/1232(0J L 274,30.7.2021,
p. 41-51) THD,
2. BEFIERICHITRELRAH

ZOBERITHWTL, EUE#H (0L, L127/6,235.2018) 121555 51 5545 1 THODIEIE
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#%OFEH(EV) 2016/680 DRI DG XDOECAFRHLTZ,

ZOZERITIB TR AZ LR T 281U, 72721, A FoRT DLt
TR RER Sy (RHCIAREP) (ZBIL Tl JESCE IR D ORI LT,

ZOBERZL, HETHLIFS(EV) 2016/680 DFNLFIRR CThD, AHGR THIEERTH
VAR

ZOZERITL, BRI BT DMTERRE 20 D ThD, ik, BITHEETROT-
FREL TEET REH LRI EL, ZORFRIZIBNT, BRI ~&)
ENNERRRTT D,

ARHNZERL CIIFRIE L TERRE T HZLL LT, RO EETIT HAGEIZZRDIZUME
FICBIL T, Rteaf5 9 ERELT,

ZOZERITHIH IR, ZERTIHDIEDL, ETRETHD,

BT SHEMIL, SO B(point) D FFLA —HEIE LT, FIZIX, Tpoint(@) i
@51 THDHN, 156115 Z2EMEL, (@) EFFeTDHElcLiz,

ZDOZEFE, Eurlex D7 —5 “IRFIHSG 88T TR,
3. SEFREHICHELTEELI-HHA

HIISL(BL)DH1 285 MNoss of confidentiality of data protected by professional secrecy | E D EFT
1%, Toss of confidentiality of personal data protected by professional secrecy | DREFE T D AJRE
MDD (FICOLZM) . LL, ZOSEFRIZBNV UL, FXOFEFRETHZ LU,

A6 D235 as soon as) EDOREFTE, [Fl—D XD HZ3H5 without undue delay | 2
O not later than 72 hours] EFGERA7REESTEN LALTUVRWD T, RAFEO—FECTHD nlRENE
Mdb, LL, ZOBEFRIZRBW UL, FXOEERIT A28,

AL DARTRITIZTEYAR () 17V2\ 31k EOIRZL DB DO LEDND, ZDBER
IZI T, REACTEVUAR (O IAHET b OLL GRINT 22 &Lz,

%5 36 450 2 THIL, FEFICRE WL TH D, HlI HAFESUIARHLIZSA,
lincluding ) TLLHALTWDRIDER 3 EE LIS 3 EDIXFIADEIZNEW WO RTEED &
b, T, ZOBBFRITEBW UL, EEIRLOELT, 5 36 5555 2 THIZFEY, Tincluding
TLLBITNDEIDE 3 ZAFIND HIZ G, MOE SR CEAIDNTERH T D8Izl
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7o JFOQ XD I 72 FEFIDMFAEL R,

RERI BT SRR

Controller

EU DIAANT —2{58E512B8 T, lcontroller i3, MEHLE | THY, [Bdlkg £-1%
(Bl EE2EE ) Tl BRI, FEA(EV) 2016/680 723iEfHsiunisA, Teontroller) D KHER Y
INEAERIE O TERSEAL 72 D500 C, Bl | FIL I Bal 38 1 ThHZ T, HVER,
JRHII(EU) 2016/679 (GDPR) {233V Ty, £ Dii I R EEH 721 Clda<idpkE o
I E A TOFTERERIL EEN D200, Teontroller 1%, [ FRE | ThY, [HE | F-1%
[l ) Tz,

MR, EU {EEEELIOET DGR, ~ R A N AT DO R A FE L L TR
T5&, BHRLC9U, EU IR, BMEREZ (European Council) (Z&> THE S S — i)
PRBESRARE TARS 3D HARBOR 2 i 570 | RN A OB O G A5 TR ZE
BENRIET DEARNREUR (policies) Z5FAIMEERE L, 2 DFEMIHARE F2L - JH = 557
HOEHR (control) D—FEEL T, EHEVH HRICIDEHEREHIET D, TOEHRD
FRUICBT D EALHIIRIL, FEERIE RO EASE THHKINE A OMREIZ BT 554
(TFEU) IZE-> TEDHILTND, TIUd R, ZIENDIET ORI K O IGE T,
AR A T AT OEFREE N EDOHNHZENT, FFRVSRE b DEEZ BND,
Fo, IEREVIOBONREFHIBDT- DD~ XA N AT AO—FECTHHLE, ZOEHE
ROEPZEARL, FHUEL, RELZITH7-0 DA D i A O TR THL
TRIAFEIA T LG FRBLYSRA 2 2 L ThhD, ZD IO sk Ea > QWA Z T, SRR
TREFHIROD T8 D FBOAEEE - TEM - kit D7 DICE T HLEZADKRE, FEELT
OFERENZEE, B2, MEFROEZICIHBOTHZD L7 T E A RTRETH
HZEEERLCNVD, ZOZEE, v RV A N AT MBI HEFREOIE DDASER
WZH DT TR ELCOARNBEITIER T DHDTHD, T, —IZ, IEREEBR (FE) LT
FHXNDHE B BOR) ORAFL S F /2 THARBOR D M ClI2 W EE 2 EFE L L
TORMBEZTE O BTN TR W EICBW T, DX BRG SFHI)
O THERE (BRM8) T2 28030,

ZDOIHREFERIOFE L, EU OEASKIIBT O B HERLORFFERITD
W ANFEREER L W IEARPRE, F7oi3, EEEE S 155, 1355, #5555, 5562 50) 124
SV HHTRAEOEEAEE S 29 RITBTON-RTEERA O EAFL A AR
HIEJ REZ LA VADTIKIGIEE L CYRAE T ORI ESE D0 G DOFIES ) IS
HLEN TS, S EIE, EU DIEFIZRW T, BAasFEEL GEHShANZ0H 0
W iEHELT, HHFEZEM ORI O AMEREER L\ ) HARPR A R AN KIS RS
L CHI RSV CWAEE S VS, EU B LD IERBEANTHL), TEALL- A THS
DIOFENE, ZOIH7eiiaA: (B B ER L PR FEFFRIT N AEE LD HEATLE)
DOIROAEE L > THHIE LD L1725 (GDPR D% 5 BAR)
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lcontroller | £V DB, T2 TR~ LH72EIR TOREiEH RO —HE L Thitask:
RS HRETHD,

72k, BU 2RO, AT —ZD THHA TS 3555 T, Mreatment | 7213
Thandling | 7= 1% deal with | =2 Ml FHS LD D% THD,

Recipients

EU OIEANT —2 855128, Trecipients) 1L, AT —ZDEUSE | T, Z0D
BT, YOEANT —ZDF —Z EANBOREEL S N5, FivdR, HlziE, AA
[ElDT TESBIE T ARFEE 31 24 TBHERI K O A ARE O RRGEE 231 28
NIERBIRFHEEL, EU IECBOW QI TEEE O Th o, RS, TDIH7eT—
HERDHENT — 2% BAFU I BTG D IS5 EANT — 2 O3t (BR) 252007256
=HLE, BiETHD, BUSFEEL TRAT —2 2 BUSLI-81E, IEEDRIN AR
VBRY, 42T, EER (controller) &L CHIMEN T — 2 A BB XA LORBA D,

ZOMIZREEL, SN 2 FEO—ERSIERIZRB TR, BAREOE RIS O
FHEEIIE, — B KA OMFED KEDFAEL TOBZ ST, Mid TR RZETHD,
ZOZEE, BAEREIED I AR MEOR#EEZ G, HARE O CEE/RE
WA IRREG 720155,

Data protection officer

ldata protection officer |3, 17" —#{RFEFEH | LT OINEHITHY, ZOBEFUIU
THEIUNEOZEIZ LT,

ZDIIGE D officer )13, BIZIE, HAREOEVAEESBLEKIRLY T EHE OO
(BT LRIC AR S SbO Clod, T DI BT, B EmE 2
VT DI D, Uz, [data protection officer | DFREEEL T, 7 —Z LR Y EH{TH |
IDHVIFLHIRFETHD,

72721, EU DT — 21558352 % [ data protection officer | 13, EU Sz OMKIEI (R
AT — SR B B A 1= Gl B e B, AR
BT, BHCMENFRRES T 3B OFIEDRESITNDEZAN
e ZOBED MENEHRRET T 11T, BAREDOE T RSEER B 255wk
ZHOBLIINTND,

Cross-border

lcross-border ) 1%, JFRIEL C, EU ORERREMIOINESR A 8% 52 L2454, EU gk
EFeA iz 255513, Toross-border| TidZe<, JFHIEL T, linternational | EFRELS LD,
Zhudz, WERRIEIDVERT THERE (£255) o [ cross-border | D L1, BDRERRIEIDIE
I THEBAE INORERREI O THEBI L DIRD i 1 DZ EAFRL, EU ORERKE Tl i —[E]
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DO TREEAE DD 1 & F 20,
ZOBEFRIZBNTUL, Y EOIOARL- BT, BT AaEaA R HLT -,

Judicial redress, judicial review

lNudicial redress] i, iH1E, FHIPFNZIITD GRnEIZLD) BiFoOZ L2t d, LL,
EU DOIERREIDZLTIE, GRAIE O NFEED) EHIFTS EOIERE OivE 3 D E S
BECHY, 7=, FHPTCITZR MTEREEANC LA 1EE EoOR A TBANIREESS) HdHisd
ZEMD, ZOBEFRIZBWTIE, Tjudicial redress) % [ w104 ) F7- 13 [HHIFN 1T D%
BT, ES EoReE | LiRT 28I UTe, FNEHEOMNIZ ED S A AREFED T
B % BAREDEZGAS L OVERIEET 2 RiHEsE LT EU JEIZBIT AR A P
fRLEDET DL, M KT %, EU IZIROT, KEDGEEED, —fIC, (Franik FoE
M Co) B R OFHIE O (EIFHREBA L\ DB TO) BITEL CORHIFTOIMN L%
IRFEILTIEs720,

[FEROERAIZLY, Tjudicial review |13, TRNESRA | 721X MEHIPTIC LD RIEL | Tldzes,
MER Eo REL LR 28U, FEZRICIE, #RHIFTC I A1 TE R (BUMaRass) M
O\BHA TR C LD RIS 200 Db L EZ HivD,

IO RIZREL, TERTIDSE R L OGS 2B T HiGEe —HU I Sed D,

Jurisdiction

ATSC(86) 23175 Nurisdiction | 13, FFFATE LD EM COEHIFTO W EE K O i
DOHENRA B, FFas EO R TOREIFTME 2 OFFFAFH I T TERTRE R 2 COYE
At EOMERZAEFR T 2L DEL THWGIL TS, SAERRIEDEF EHEL WO B TS
TWDDIT TR,

ZDOBERITBN UL, TOI AR E 2 7= 1C, Turisdiction ] % T# K& TEME | &
Izl

ZD A7 IR F31F B Nurisdiction ) 2 [HEHIFTOMERR | SFRT-Z L X RTREZRETHNIC S D,
UnL, 2 TEHIME | SRR 281, BIDMNICRERTH D,

—%Z, Tjurisdiction |1, SUIRICE>TEFPEEY D, 2k [HRAMEEERE | LISt HAGE
THRHLIDET DA, FEI R AFEA T2 D SE R B IR DN T THO T
TRTIUZE, BERRETRDIATRIRENEF 25, Turisdiction 13, Al B2 L DMTHS IREE.
HOD 1 DTHY, Dl FIGEE AAGED L7, SEEARK OGERI AR Y DOREZD
D% FEMOFRRIZBIT DR, ARIZEA ML ORI 7= 515 EO a7
PR A E 2 T AR R RE A AR L7\ RY, ZDFED B EHERRR (REaERR) 1, MEEE
ThD, ZOZEE, IEFLHBIO TR &V EHIWEED B2 DREO [E X ATl
FXIZ, DRIV DEER | LD RZVEIRE DL O THAHZ EHERL %, EU
(BT D HEIERRR (FEIRR) 23— ERRE DO F A I QD DN, [RICHIFGED AHF 8
T HEREDORERIEGTHD,
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vz, HIEGEE BAGED L7, SabfR M OREEE AL DRV Do 5 SFERIONR
T-0ESERITEIRLUIRWES, EIROMEER 22\ TAIAATE Al AT W, Bk
IR T Al DOV AT LTHY, BT DfERMED RO TREWICHL ST, (HihE
T XA S RS RO T RSV W EFHERER 72D Al AT AT T
(D) EDZ IR B REE DA LB ThH D, BREIRL -~V 1T EE
L UL DO S ONERS 72 ERSCE T XEMA72 REDEE CHE L L QOB B OL D %R
X, SN OFERIGILEE TS (N TETRERIENZE (COM/2021/206 final) ZHR)

Right to have inaccurate personal data concerning him or her rectified

HH O SE EOEFRIOESTIRTH54, Tright to have inaccurate personal data concerning
him or her rectified ) 1%, M%7 I3 2B HRIEMEZRT — 245 IESEHHER] SiRULAS
%, 2O, BISLATDOHIZSHD, LinL, EU OV IR DEKEICERS VT, FIATHDLT
—F LRI EIR THLE B (TTBHRES) | kL CIERREI 721353880 > T
T — A ORTIEAEHA TR 57O DIEEDETHIEE S > T VRN L, ZDIO72 3 T
FHETEEGG FERObDOTHLOT, TH2H [FTIESED | ZEnH0H, OF
v, EU {EOIERIROBLED DT DL, TN ATREZRZETHAD T, [FTIESESH L)
FOZRFRITANLL 2N, F 1T T, BISCENICAEYS 355 16 555 1 5 1 U3,
'Member States shall provide for the right of the data subject to obtain from the controller without
undue delay the rectification of inaccurate personal data relating to him or her] & & TEY, 2D
T, R FEII AR T D N EMEZMEN T — 2 DFTIEZ 557 — X BAROHERZ E
DD LT ZEDNTED, OFD, HISAT)DRESHI &5 16 2555 LIS 1 DR,
FERIZIFAZED ST CHYRNORBUFEN I 2o TS ICThD, LT, 55 16 54 1 B 1
SUTRWTHRBISIL QOB IS e HERINZBIL T, EU OBERIEIZIS\ T, (R 7554
B, WERHITHENPMAET D, I TIE, FPEDOEF BT CREEDT TR TS
DIPATIAETIE RS, HOEEE L3RRS - AE A 2 o TR A 2 581
S, FAUTED HRIOFEBNEN TS E D DA D LB E2b 0 L LU CRHS I,
ZLUTC, ZUTh T B % Gl OFHIBITOIAEICED) YOEBEEDDIMES 5]
FETHD, LLEDZENS, RiiSC@E7)P Mright to have inaccurate personal data concerning him or
her rectified) LT, [ E/2 13RI D RIEM T — X DFTIEEFFOMER]) SRS
NDHRETHD, (ERNE, FCCROSERO UL, BHEEEL, [S85 SR THTZ
ZENDD, LD, MBI HFF RN ERE S DFUCEHERT D Z L FIELNZET
(I DT, FELUZ BT, BADOERIZHE, 2TEDHIEILT, 7085, 16 54 1
THEF; 2 SLOHIZE 5 [right to have incomplete personal data completed | %R CTé b,

PLEDIF)NE, H%IEHAIEU) 2020/ 1783 DEEFR, #4EFHAI(EV) 2020/1784 DHEFR,
% FEHIHIEY) 2021/693 DZEFR, #%HEHHIEV) 2021694 DSEFR, 4 HEBIFASRGE
(2020/C 342 1/01)DZE3R, 448 e-Justice (R 2008/2125 DEEFR, 144E7E 1-Hn IHEIEV)
N0910/2014 DZEGR, %N\ THHERIHIZE (COM/2021/206 final) DEERR, thigT 4L
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H—e 2 H1HIZ2 (COM/2020/825 final) DEE R M UM% 48 e-CODEX HIHIIEDZEROKF
FHE Y Tk =B ThHA,

5. BSESHERRUSE

HIHI(EV) 2018/1725 OZEFIE, {ELIFHEMES 4 & 1 5 1~81 HIZHD, HIHIEC) No
45/2001 DZEFR-SGETIIE, TEETEHMEE 2555 111~146 EIZH D, YLE No 1247/2002/
EC DZEL, IELIHHMEE 2 % 4 5 355~360 HIZH D, F55 2002/58/EC DEEFR -tk
FTRRIE, TEEIEHMEE 2 5 5 5 158~187 HIZHD, 745 97/66/EC DESER-LUGTIIE, 15

CIHHMES 38 7 5 109~123 HIZHD, AT —2{ReEf1 9546/EC DBEFR-UGETHR
I, IECTEEE 2 5 5 5 332~365 HIZHD, HHIEU) 2016/679 (— kT — 2RI
BERFHITHUL, EEERMEE 3 8 5 5 1~114 HIZH D, FlHESHMAIE
2008/977IIHA DZEFRZL, 1EEIEHMES 2 4 175 141~169 HIZH D, e-lustice fH AT —4
PRAERTE 2014/333/EU DBEFN L, 1AL EMES 2 24 10 5 197~206 EIZHD,

PRFRIE 2008/6150HA DSERL, 1EE G HHES 2 4 2 75 155~181 HITH D, HiHl
(EU) 2021/1232 DZZFRIL, 1EETEHMES 6 %4 6 5 219~255 HIZHhD, #iHII(EU) 2021/784
DBEFRIL, IELIEHHEE 6 4 6 5 256~338 HIZHD,

FHHI(EU) No 182/2011 DZEFRIE, 1EEHHMEE 35 5 B 168~179 HIZHD,

HHI(EV) 2020/1783 DZEFNITL, IELIHFHHES 6 & 5 5 1~81 HIZH D, HHI(EV)
2020/1784 DL, 1EEIEHMES 6 5 5 5 82~159 HIZHh D, HIHIEU) 2021/693 15
EFE, LM 6 4% 4 75 440~486 EHIZH D, FIRI(EU) 2021/694 DBEFRL, 1htE
HHEE 6 4 175 1~104 HIZHD, BLFATH(2020/C 342 101) D BB, 1ELEHHES 6
& 4 5 513~537 HIZdHD, e-ustice Pk 2008/2125 DSEFRIL, LG HMESL 65 4 = 487
~512 EIZdHD, NTEIREMIHIZE (COM/2021/206 final) D&, 1EL MG 6 45 5
320~562 HIiZdD, e-CODEX HHIEDSEFIL, 1ELIFHMES 6 4 5 75 233~319 HIZH
%o T VHH—E 2B (COMI2020/825 final) DB EFRIE, ILLIEHAES 6 5 6 5 1~
128 HIZdH D, B HRAIEU) No 910/2014 DBERIT, EAEHRMES 2 % 10 5 147~
196 EiZdD,

ZDOBERIL, BEEHFIEEAH S FAEIE(A) (15H01928) |- L AMFFERL D —ER T D,
k sk sk
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BRRITADRAL, 12F, RALLJIIFFEFT-EHFORTOI=HD
BEROHHIBBICLHBEAT—2DONELEGET S
BRAORERVZTOT—2DXKEDLL\EENIZRET S,
WIS, BELSPHAARTE 2008/977/JHA DEELLIZEET S
MRS R UEESD 2016 £ 4 A 27 HOES (EU) 2016/680

Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA

BRI K ORI S OB,

RRMEES OBSREIZ BITD5K), LI, 2O 16 445 2 I,
RRINZEB S DOIREI IS,

SHEZZEINRERI DA LR,

HisZ B RO E RE TR,

WEHEOSIEFHRHANE THEL?,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16(2)
thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Committee of the Regions @,

Acting in accordance with the ordinary legislative procedure @,

Whereas:

Q) EAT —ZONFLLBHET 2 HIRNDLENY, HANZMERD 1 > THD, BNHEASDR
AMEERE (B ) O 8 5555 1 T OWRIMNE A OREREIZ BI-555K) (TFEU) D 16 5555
1AL, 2 TCOEDPMEEI BT DENT — X DEEOHR b D EED TS,

The protection of natural persons in relation to the processing of personal data is a fundamental right.

1 0JC391,18.12.2012, p. 127.
2 RRMFESD 2014 47 3 A 12 BAHTERE (BRI MO FEOE—iaI23175 2016 4 4
H 8 AfNERE(ESAEE) . BNZESD 2016 44 H 14 AfHERE
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Article 8(1) of the Charter of Fundamental Rights of the European Union (‘the Charter’) and Article
16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone has
the right to the protection of personal data concerning him or her.

HARADIENT — X DIERLBHE2 H IR AD IR BE T EAFRI R OHENE, £
DOFDEFE N VEEHZ DT, ZoOFEDOHARHEF L OEHH, &b, b
DOBEDEANT —Z DEFEOHR N B & ThD, ZOfRSE, A, R ONESD
DR DT DICEHET HZ LA EXL TS,

The principles of, and rules on the protection of natural persons with regard to the processing of their
personal data should, whatever their nationality or residence, respect their fundamental rights and
freedoms, in particular their right to the protection of personal data. This Directive is intended to
contribute to the accomplishment of an area of freedom, security and justice.

B EITREL O a— YR — a3, AT — 2 ORI BEIL, #i-7einiiiEs
HIebULTE, AT —ZONEE N OIE OB, IEBIZKRE /b DE/R>TETCND, 1%
L, JLIRATAOBSIE, A, Bt LITEREE SISO T IO 7aiG 8z 24735
72012, DO TRWHECEAN T — 2 MRS N D Z LA TR L CND,

Rapid technological developments and globalisation have brought new challenges for the protection
of personal data. The scale of the collection and sharing of personal data has increased significantly.
Technology allows personal data to be processed on an unprecedented scale in order to pursue
activities such as the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties.

KRN AP IBT D AILD IR 5T & BT T DBRER OBh1EZ &8, ST TAD
ik, #A, s L<ITFmEEIIREI OB 7D H IO T ORgsHE R 2 A3 DD
MBI DENT —Z D LFED 2N ONZZ D LB N T — 2 D5 = [E K ONERE
FERRA~OBHR L, SOV OENT —Z DERGEE R L D DEHES D REThH D, £
NEDOFEEL, 3RS > TR A BN, BINEEPIZIBITDIEANT — X DIf#D
720D XV5ES 1D I —B MO HARSHADESR A W BLE L TV VD,

The free flow of personal data between competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
including the safeguarding against and the prevention of threats to public security within the Union
and the transfer of such personal data to third countries and international organisations, should be
facilitated while ensuring a high level of protection of personal data. Those developments require
the building of a strong and more coherent framework for the protection of personal data in the

Union, backed by strong enforcement.
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RIS S OEERS DFE Ay 95/46/ECHE, ZANIERIT L ORI 23 VT, HRkE
NOETOE AT —Z R ERESND, 72771, ZOHESE, BT HIERE Lo,
TR OEEER DY F 10D /3BT DIREND L5 72BN A [RIAE  FFEFR M 2 3 D 1% Eh oD
BRI AENT — X OWER I E RS2,

Directive 95/46/EC of the European Parliament and of the Council® applies to all processing of
personal data in Member States in both the public and the private sectors. However, it does not apply
to the processing of personal data in the course of an activity which falls outside the scope of
Community law, such as activities in the areas of judicial cooperation in criminal matters and police
cooperation.

PRV EATIE 2008/977NHAN T, FIFHZI01T DIEES ED 1 ) R O L2 D 1t /) D437
(SIS, [RIPSZARED EIFEIHIE, AREDRI TSNS, F20E, FIHTEDK
NCENDENT —F DOUIRBRESALD,

Council Framework Decision 2008/977/JHA® applies in the areas of judicial cooperation in
criminal matters and police cooperation. The scope of application of that Framework Decision is
limited to the processing of personal data transmitted or made available between Member States.

HIRADENT —2D—E MDD HE NN~V ORI T 528, KOV, HRIE R
BHEBRD S ASBADEIDE N T —Z D AME R H T D8N, FIFIT D I05
% LW 11 B OMEER O 12 e DT DI T b, F D BIIDT=601Z, A2z
VT BBt T DR OB IR, JUT TADRIIL, #4, Fb LIZEREE -
IIIEIDEE T H D728 OREEHEIR D B DMEBN LA N T —Z DAL Bh#E 5 H
SRADHER S OV FHDIFEDL ~L T, A TORREORIC BV TS b DL TR
Tdb, BINES R IBTAEANT — 2 DI L, 7 — % FROMERATR
L2l MANT —H BT HE DG AL T DL, WO, FERENCBTAEAT
— X DRGED T D IRTE DI PR O DT DY bR A MB35,

Ensuring a consistent and high level of protection of the personal data of natural persons and
facilitating the exchange of personal data between competent authorities of Members States is
crucial in order to ensure effective judicial cooperation in criminal matters and police cooperation.
To that end, the level of protection of the rights and freedoms of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation,

3 AT —H DOIFL BE D N DR NZ DT —H O K720 MESENZ BE2R s e O
B0 1995 410 H 24 HDOFE4 95/46/EC (OJ L 281,23.11.1995,p.31).

4 FHE 31T DL ONEES_EO 1 I ORSEA P CRBES AR AT — X2 DRI B2 21
F20 2008 4F 11 H 27 A OFSHAIRE 2008/977/JHA (OJ L 350, 30.12.2008, p.60) .
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detection or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security, should be equivalent in all
Member States. Effective protection of personal data throughout the Union requires the
strengthening of the rights of data subjects and of the obligations of those who process personal data,
as well as equivalent powers for monitoring and ensuring compliance with the rules for the
protection of personal data in the Member States.

TFEU D% 16 5555 2 T, BN M OEEESIIRL, AT —ZOMERE R4 B IR
NDOLGEZ BT DHE K OB N T — X D D7 SN Z BT D EA TEDHZ L2 HAT:
LT,

Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules
relating to the protection of natural person s with regard to the processing of personal data and the
rules relating to the free movement of personal data.

FOTEERFRELLUT, BN K OHESOHIHIEV) 2016/67950%, AT —F DULERE
DBIRZBNTHRAEHGEL, 2>, BINESPICRBITAENT —X DD\ KE)
TR T D7D O— 2 BLUER ED TD,

On that basis, Regulation (EU) 2016/679 of the European Parliament and of the Council® lays down
general rules to protect natural persons in relation to the processing of personal data and to ensure
the free movement of personal data within the Union.

VAR GV AR T BUR R B D Rcté A B MBI 2SI 2155 Lo ) &
U’%‘fé@%jjw SIHCHIT AT — 2 OREICEET 25 21 B'ESI2HV T, [RIBUTH]

I, NSO BORERAMEDWDZ 2, TFEU OF 16 5% BT AR
@%L@%ﬁ&@?ﬁ@%ﬁ@\%_kiéﬁkv—&%éﬁoﬁkr~5mi&®&
UM B DR D BRED L EEL 2055 Z L 2R LT,

In Declaration No 21 on the protection of personal data in the fields of judicial cooperation in
criminal matters and police cooperation, annexed to the final act of the intergovernmental conference
which adopted the Treaty of Lishbon, the conference acknowledged that specific rules on the
protection of personal data and the free movement of personal data in the fields of judicial
cooperation in criminal matters and police cooperation based on Atrticle 16 TFEU may prove
necessary because of the specific nature of those fields.

S ENT — X DOUFRLBIET 5 AR N DEHEN NF DT — X DI FED I NEENC BT 5, IO,
45 95/46/EC ZFEIET MM S M OBER2 O HIIEU) 2016/679 (— %7 — 2 HEHAN) (OB
D1 EHW)
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(1) Zudz, ZNBOEHCEAL T, TNSDIEEBIOR A BEL, A LD
THEBUHTT DRRER ORI 5, I TADR L, A, Ed LIFERBE2I3H
ENOBTD BHID T8 DIHEHETRDH DB L DMENT —Z DUBRLBhET 2 HIRAD
(R B D D BREZ TED HFE B Lo TR A LRI T D, DI 720k
FETRDO BB, 1EFSH R, B2 EI T TN LIINDOIEH THEBI D L7 TBHERIZ 1) ©
1372, ZOFRED HEYD T\ AR ET - T ZA T B2 S A RE A C L~ C
ZROIV DO EI I TE TR LD & 2155, DI IERE I XET AN 0fs
SO BHILSD HEIDT-DIAENT — 2 2B 2854, HHIEV) 2016/679 A3
%o TP X, ZOREANNIRT DIER: EOFHEEETT 5729, B HRIOT-DIZEMAT
—HEEEL, ZNODOENT —42% 300 B IO T- DI ZAEET 5854, HHIEU) 2016/679
DNERASND, BIZIE, JTITADOIE, MAEIIFRED HDT=DIZ, ks, <
NHOBEBIZ K> TS NA—EDENT —2ZRFFL, Z LT, fEBIDZHITINT,
D30, HERKENEAUIE N, TRESHEIR DS HEPHEBI XL CD A, ENOLDEANT —5%
9 5, ZORA ORI TED L7 EEHERDOH MBI E A
TR B DR ET I REFINT, BOEOMDIETAEST, KO, ZOREAIZES
KB 3 FHS D SR Z I TSNS RETH LN, OB O i MN DR
FIZIDENT —2 OB T, 7eisHHAIEV) 2016/679 DN EZZ T HZ 8
EVAAR

It is therefore appropriate for those fields to be addressed by a directive that lays down the specific
rules relating to the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security, respecting the specific nature of those activities. Such
competent authorities may include not only public authorities such as the judicial authorities, the
police or other law-enforcement authorities but also any other body or entity entrusted by Member
State law to exercise public authority and public powers for the purposes of this Directive. Where
such a body or entity processes personal data for purposes other than for the purposes of this
Directive, Regulation (EU) 2016/679 applies. Regulation (EU) 2016/679 therefore applies in cases
where a body or entity collects personal data for other purposes and further processes those personal
data in order to comply with a legal obligation to which it is subject. For example, for the purposes
of investigation detection or prosecution of criminal offences financial institutions retain certain
personal data which are processed by them, and provide those personal data only to the competent
national authorities in specific cases and in accordance with Member State law. A body or entity
which processes personal data on behalf of such authorities within the scope of this Directive should
be bound by a contract or other legal act and by the provisions applicable to processors pursuant to
this Directive, while the application of Regulation (EU) 2016/679 remains unaffected for the
processing of personal data by the processor outside the scope of this Directive.
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SR FTN T NINDIER THEB C K> T TSN ATREN T, HDOHSREIIT T4 CTh
DI FRNC R EE T TSN OB R A 5w, LT, LS TADR L, #
T, BRIANEITFRBICE S Y TS, ZOIIIEENE, 7%, KIFFE/R AR — Vi
DR OFENDBEROBERBND IO, Tl TFEAA T T 2 LS LOMEFRODT TiEL B 2455,
ZNHDIRENZ, RO DB OVEAU L TIRES DR D HA 727
WX T DE CTH- T, I TAEZEXELLDEL/R0IFHL DI AP Z DR IR
DI=DITLBEE LD EITIN T, BRI T2 IS DI THEBE Z 52 B - Hikiss
UG, EERFEHERF T 220 B e, MERRENS, TRESHERROH BB RIL, U3 R
HEAYEOEAFEFHINIZSHARY, HHHIEU) 2016/679 O FHEFENIZHDE LRI B D
TEDIENT — 2 Z IR 5728, ALORE KT 2EBU T DL OB A5
b, I TADGIE, 3, HE &L OFREONIIHEIDEETO BEIDT- DI, T3 D
FED 72RO ZATCED,

The activities carried out by the police or other law-enforcement authorities are focused mainly on
the prevention, investigation, detection or prosecution of criminal offences, including police
activities without prior knowledge if an incident is a criminal offence or not. Such activities can also
include the exercise of authority by taking coercive measures such as police activities at
demonstrations, major sporting events and riots. They also include maintaining law and order as a
task conferred on the police or other law-enforcement authorities where necessary to safeguard
against and prevent threats to public security and to fundamental interests of the society protected by
law which may lead to a criminal offence. Member States may entrust competent authorities with
other tasks which are not necessarily carried out for the purposes of the prevention, investigation,
detection or prosecution of criminal offences, including the safeguarding against and the prevention
of threats to public security, so that the processing of personal data for those other purposes, in so far
as it is within the scope of Union law, falls within the scope of Regulation (EU) 2016/679.

ZOFOERICBIT DI T2, BRIMNES O wlERIAT (TRERHIET ) (&> ThE
RENDEDEL TOMRINESTE EO BRHAESL T ~ETHD,

A criminal offence within the meaning of this Directive should be an autonomous concept of Union
law as interpreted by the Court of Justice of the European Union (the ‘Court of Justice’).

RN AL TN HIEEN OB B AN T — 2B KL TUIZ DS
ZHEAL CIebe 00T, [EFRLEEREEBIR T 21EE), EF 22 Eo Rz Y
WO RFE T = hOIEE), KO, BONEASSK(TEU) O V K5 2 B H#FHN
(2 DIEENA A T 9 DB B DR ENC LA T — 2N T, Z4aS oo F#TEN
DIEECHHEHMIL TIeB720,

Since this Directive should not apply to the processing of personal data in the course of an activity
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which falls outside the scope of Union law, activities concerning national security, activities of
agencies or units dealing with national security issues and the processing of personal data by the
Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of
the Treaty on European Union (TEU) should not be considered to be activities falling within the
scope of this Directive.

RIOMEE A Il 238U CIEE BT RTREZRHERNIC LY, BIRADIE—DL~ LV ORGEL T
T 2728, KO, BREHEROH DHEBAD RIS DENT — X DA AT DAIEZ B
1ET272, ZOFESIE, AEORE T BB 2R OB k2 &9, JUIRAT
ZDP Ik, A, FEh LITFREEIIHIEIOBTO B IO T OIS AE AT —
B DURGELE DI ED IR NEEN BT 2SS BT HEZ TED H & Th D, HpkEE
TS DI, ZOMKED G2 DENT — X DD F WO REL 7260
T, ZNEIFAZ, BRINEEPICIS T @O L~V OLRED R Z RO HRET
D, WRKEN, BSHERRDHOMEBN LD N T —F OB BHEG 5T — & EIROHE
FIEOHHOHSEICREL, ZOfFOHFTEDLNLGLDX0G m R 2R E EDDH T
EERIHIT BV,

In order to ensure the same level of protection for natural persons through legally enforceable rights
throughout the Union and to prevent divergences hampering the exchange of personal data between
competent authorities, this Directive should provide for harmonised rules for the protection and the
free movement of personal data processed for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security. The approximation of Member States' laws
should not result in any lessening of the personal data protection they afford but should, on the
contrary, seek to ensure a high level of protection within the Union. Member States should not be
precluded from providing higher safeguards than those established in this Directive for the protection
of the rights and freedoms of the data subject with regard to the processing of personal data by
competent authorities.

ZOFESIE, AEITHTANROT 7 ADFAIET R, $HEIEV) 2016/679 12
&, NILOFFRIZIB N T RIS AVDIISD B TO T DI AHIEBI £ 7 I X AR LI
RFEHERR C Lo TIRASNAASLEFOEANT — X%, ASLCEIKTHAROT /2R E
TENT — 2 DEFEDOMER | a S D723, FTBUERE E7- AR SR~ S M E Ak
FTIERENECOE N, % TBHERI E7- I TRk o> CH RSG5,

This Directive is without prejudice to the principle of public access to official documents. Under
Regulation (EU) 2016/679 personal data in official documents held by a public authority or a public
or private body for the performance of a task carried out in the public interest may be disclosed by

that authority or body in accordance with Union or Member State law to which the public authority
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or body is subject in order to reconcile public access to official documents with the right to the
protection of personal data.

ZORBICESTHEZONAREIL, ZOEFEEIIEEHORZMDT, ZNo0ED
AT =2 DUERLOBHATIHNT, HIRNTHL GRS S & Ths,

The protection afforded by this Directive should apply to natural persons, whatever their nationality
or place of residence, in relation to the processing of their personal data.

[BHREL WV EERZRU AT 3K HNAZEEBIET 5760, HIRADEEL, Htcharre
HDOETRETHY, 7o, FHINOEINUKAFL TFeb7awy, BARADHRGEIL, BE)
(LS I=TFEBACLDENT — X OUE I FHSIDRETHY, 1o, TOEANT —4R37
FAV T VAT DO EEFNDLGA, F21E, EFENDEETET DS, FIEEICK
DA SEASNDRETHD, FEEDFYEHE TSI QW7 7 AL LT 7 7
ANy N OEDOFERIT, ZOFSOmEAFIHNICHHHOE L TUTRBR0,

In order to prevent creating a serious risk of circumvention, the protection of natural persons should
be technologically neutral and should not depend on the techniques used. The protection of natural
persons should apply to the processing of personal data by automated means, as well as to manual
processing, if the personal data are contained or are intended to be contained in a filing system. Files
or sets of files, as well as their cover pages, which are not structured according to specific criteria
should not fall within the scope of this Directive.

WM M OO HIRI(EC) No 45/200190 %, BB AORERE, #HA%, 3R O
\ZEDENT — 2 OB T ASID, BIHIEC) No 452001 K D IH7ZMENT —H D
JUER i SV DRRINE S D2 DIMOTE T2, HHIEU) 2016/679 (ZiED 2 HANFHI K
DHEIE DO GRESNARETHD,

Regulation (EC) No 45/2001 of the European Parliament and of the Council® applies to the
processing of personal data by the Union institutions, bodies, offices and agencies. Regulation (EC)
No 45/2001 and other Union legal acts applicable to such processing of personal data should be
adapted to the principles and rules established in Regulation (EU) 2016/679.

ZOFRFIL, BHPFTMROENLBIOIES SRS EANT —F DIPEEDBSRIZINT,
EVIF, 15 L T EI I IRF TRl BE S Dtk T E T TOLEANT —

8 WM HERHAOREEE K OSHAR Z L AN T — X DWFRLBEET HE N O DT —H DK
DI\ NVEEN BT 2RSS e OBEE20D 2000 4F- 12 A 18 HO#IHIIEC) No 45/2001(0J L 8, 12.1.
2001, p.1).
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SIZBEAL, ABRRERS, THETFE C RS 2 EIPBUE 0 hCALBESERS K OMEE el H 2 &
DHZEEWITTRN,

This Directive does not preclude Member States from specifying processing operations and
processing procedures in national rules on criminal procedures in relation to the processing of
personal data by courts and other judicial authorities, in particular as regards personal data contained
in a judicial decision or in records in relation to criminal proceedings.

(1) T —2EEDOIAFRNE, FBISH Iz BIRNEI I35 AR AR ERR T2eTotE
BTHEASIDRETHD, DR FTRECHLNEDZ 572012, Bl
IH7e, BRNEEREE- MR GRR T 57D A F- 132 LIS oF 2L~ TH
WHNHE BRI TREMEDHHETO FEEBEBIC AN RETH D, BIRNEHRIT5
T2DIZE DI 72 TR OO INA BB FIREMEN D D7 E e D DT80, ALBRDIRE A
ORI ATREZ 2 Hefs S OB DR A B R AT EC, FRAIRIE DT DI B3 D8
OWFHFED 72 & CORBINELRE LM ANDLRETHD, Thdz, BEalkShi-tE
W, T7ebbh, RISz AL LI IRBIFTREZR FAR AN E B L 7o\ MEHRE 137 —4
TGRS 72N I 7R CIEA LSBT — 2L, T — 2D FA
JFAEEAL TOEeb220,

The principles of data protection should apply to any information concerning an identified or
identifiable natural person. To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller or
by another person to identify the natural person directly or indirectly. To ascertain whether means
are reasonably likely to be used to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and technological developments.
The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal data
rendered anonymous in such a manner that the data subject is no longer identifiable.

(22) B4R OB Y R, SRtiEmT =, MSTATERERS, 7203, TGO HHI KO
RO E 2 B ARl RSEAD I 7, 2 ORBED N MO TO T\ ik
OIS TENT —Z DRI RZ ST D1 TERER T, RRMEAVEE I 3ERIEEIC
BN, —fA7 e RS I T DRI D A% It T 27 DI L7 DA NT — 2 &5
OFSEANZ T DG, BUSE CThOLHIMISILTUIRB72\0, 1 TEHER) S5 S DB
AEREIE, WU, FEICRY, BB R b DL RETHY, 230, T AU
VAT LERICET AL D TH- IR, 77 AV TV AT A~DOAHE R EE D
ThHo>TH7eB2N, ENOOITEBARSENC LA AT — 203X, DX HAZHEST
HWHSND T — D R Ea T4 _R&ETHD,
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Public authorities to which personal data are disclosed in accordance with a legal obligation for the
exercise of their official mission, such as tax and customs authorities, financial investigation units,
independent administrative authorities, or financial market authorities responsible for the regulation
and supervision of securities markets should not be regarded as recipients if they receive personal
data which are necessary to carry out a particular inquiry in the general interest, in accordance with
Union or Member State law. The requests for disclosure sent by the public authorities should always
be in writing, reasoned and occasional and should not concern the entirety of a filing system or lead
to the interconnection of filing systems. The processing of personal data by those public authorities
should comply with the applicable data protection rules according to the purposes of the processing.

(23) BT —H1%, BIRAD, SZHES I £ IS B s R RS B A E AT
—HTo>TC, UiZHARNDEPE | IR BT DME—IE —DfFAE 52500 THY,
D30, MO EIRADDEFON T LR BIO 5T, 0T, Yetadk, T 4% VRERR
(DNA) F721TVAREEE (RNA) D BHTISEON, Fi20E, YW EE S L a aTheL 4
HMDBZED T BFONLLDEL TEFRSNDRETHD, B TIEROBEHEN L O
A BB DL, BRI C L DM IR BT O DA £ —RAIO K& AS
DMFET D, 1Bln EORHEE FHEL 920 i dZ0ib, JRAILL T, 2REShD_&ETHD,

Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology or health of
that natural person and which result from the analysis of a biological sample from the natural person
in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA)
analysis, or from the analysis of another element enabling equivalent information to be obtained.
Considering the complexity and sensitivity of genetic information, there is a great risk of misuse and
re-use for various purposes by the controller. Any discrimination based on genetic features should in
principle be prohibited.

(24) (EFEERIRTDIENT —21L, DT —H EROEFRRAELBIRL, DT —X LR
%, BUEM OSSR GARDIREEE - I TGO AEL B 215 HA SN TR TOT
—REEHDHRETHD, ZOT —H1X, B L OBEEROfES 201124/EV R TY
FZERNIHRT DER—E ADTD DBGREFE T, 20, 2OV —EAOHRAEREET
EESIND BRI BET DI = B BB T HERAE MR ISR 557012 AR
MNZKTUTHRCE Y TONER S, o RNVERIIEBER &8 5T — 2 R OVERF
BRI, HIRO—RE IS BRI OB LI TR SN AIE®R; IO,
B2, BERTET T EN LSO R, e, Pt 571 akBiE N CoRR e
DI, BAtEROTRFRRORN T, 2L, T —F BROBRE, EE, HRIA7,

T EAER DEIRICI0T D EE OMERIOE I BT 2R NGRS R O 2011 423 H 9 HOD
FE45 2011/24/EU (OJ L 88, 4.4.2011, p. 45).
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Personal data concerning health should include all data pertaining to the health status of a data subject
which reveal information relating to the past, current or future physical or mental health status of the
data subject. This includes information about the natural person collected in the course of the
registration for, or the provision of, health care services as referred to in Directive 2011/24/EU of the
European Parliament and of the Council® to that natural person; a number, symbol or particular
assigned to a natural person to uniquely identify the natural person for health purposes; information
derived from the testing or examination of a body part or bodily substance, including from genetic
data and biological samples; and any information on, for example, a disease, disability, disease risk,
medical history, clinical treatment or the physiological or biomedical state of the data subject
independent of its source, for example from a physician or other health professional, a hospital, a
medical device or an in vitro diagnostic test.

ETOMRIENT, ERSHFELE8M (Interpol) LIHEHEEL TS, EOEBE R 720,

Interpol 1%, EFRAZSUTRDB 1E K OV E DRI CRBSHENR D 3 RS 129
DIZDIENT — 2 BAFL, Fedrfrrl, KO, FEIiT5, 2hdx, AT —ZD
H B B BB 2 FA MR S OV B ISk DB AR L DD, HAT —H D
TR ABAEATET D LD, FRINEHEE Interpol LD IBRE R HZ LM
WY CHD, BRMNES) S Interpol |ZR L TEANT —2D3BHsE 554, KUY, Interpol (2
SN TWD[E X 1K TSSO G, 2O, &b, ERRRI7BIAIZRE 55
HAEHSNDRETHD, ZOFHESIE, BlFSHHm RAE 2005/69/0HAS K OBE - IRE
2007/533AHANZTED DRFNDIREZ T T /2b720,

All Member States are affiliated to the International Criminal Police Organisation (Interpol). To fulfil
its mission, Interpol receives, stores and circulates personal data to assist competent authorities in
preventing and combating international crime. It is therefore appropriate to strengthen cooperation
between the Union and Interpol by promoting an efficient exchange of personal data whilst ensuring
respect for fundamental rights and freedoms regarding the automatic processing of personal data.
Where personal data are transferred from the Union to Interpol, and to countries which have
delegated members to Interpol, this Directive, in particular the provisions on international transfers,
should apply. This Directive should be without prejudice to the specific rules laid down in Council
Common Position 2005/69/JHA® and Council Decision 2007/533/JHA®),

8 —TEDT —XD Interpol EOAHUZRIT 2 2005 4 1 H 24 HOFLSEIE AR 2005/69/HA (O L
27,29.1.2005, p.61).

O B2 RS = T UAE IR AT A (SIS 1) ORRE, K OFIHICEE % 2007 426 H 12 AR
2E 2007/533/JHA (OJ L 205, 7.8.2007, p.63) .
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Any processing of personal data must be lawful, fair and transparent in relation to the natural persons
concerned, and only processed for specific purposes laid down by law. This does not in itself prevent
the law-enforcement authorities from carrying out activities such as covert investigations or video
surveillance. Such activities can be done for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security, as long as they are laid down by law and
constitute a necessary and proportionate measure in a democratic society with due regard for the
legitimate interests of the natural person concerned. The data protection principle of fair processing
is a distinct notion from the right to a fair trial as defined in Article 47 of the Charter and in Article 6
of the European Convention for the Protection of Human Rights and Fundamental Freedoms
(ECHR). Natural persons should be made aware of risks, rules, safeguards and rights in relation to
the processing of their personal data and how to exercise their rights in relation to the processing. In
particular, the specific purposes for which the personal data are processed should be explicit and
legitimate and determined at the time of the collection of the personal data. The personal data should
be adequate and relevant for the purposes for which they are processed. It should, in particular, be
ensured that the personal data collected are not excessive and not kept longer than is necessary for

the purpose for which they are processed. Personal data should be processed only if the purpose of
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the processing could not reasonably be fulfilled by other means. In order to ensure that the data are
not kept longer than necessary, time limits should be established by the controller for erasure or for
a periodic review. Member States should lay down appropriate safeguards for personal data stored
for longer periods for archiving in the public interest, scientific, statistical or historical use.
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For the prevention, investigation and prosecution of criminal offences, it is necessary for competent
authorities to process personal data collected in the context of the prevention, investigation, detection
or prosecution of specific criminal offences beyond that context in order to develop an understanding
of criminal activities and to make links between different criminal offences detected.
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In order to maintain security in relation to processing and to prevent processing in infringement of
this Directive, personal data should be processed in a manner that ensures an appropriate level of
security and confidentiality, including by preventing unauthorised access to or use of personal data
and the equipment used for the processing, and that takes into account available state of the art and
technology, the costs of implementation in relation to the risks and the nature of the personal data to
be protected.
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Personal data should be collected for specified, explicit and legitimate purposes within the scope of

this Directive and should not be processed for purposes incompatible with the purposes of the
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prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public security. If
personal data are processed by the same or another controller for a purpose within the scope of this
Directive other than that for which it has been collected, such processing should be permitted under
the condition that such processing is authorised in accordance with applicable legal provisions and
is necessary for and proportionate to that other purpose.
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The principle of accuracy of data should be applied while taking account of the nature and purpose
of the processing concerned. In particular in judicial proceedings, statements containing personal
data are based on the subjective perception of natural persons and are not always verifiable.
Consequently, the requirement of accuracy should not appertain to the accuracy of a statement but
merely to the fact that a specific statement has been made.
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Itis inherent to the processing of personal data in the areas of judicial cooperation in criminal matters
and police cooperation that personal data relating to different categories of data subjects are
processed. Therefore, a clear distinction should, where applicable and as far as possible, be made
between personal data of different categories of data subjects such as: suspects; persons convicted
of a criminal offence; victims and other parties, such as witnesses; persons possessing relevant
information or contacts; and associates of suspects and convicted criminals. This should not prevent
the application of the right of presumption of innocence as guaranteed by the Charter and by the
ECHR, as interpreted in the case-law of the Court of Justice and by the European Court of Human
Rights respectively.
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The competent authorities should ensure that personal data which are inaccurate, incomplete or no
longer up to date are not transmitted or made available. In order to ensure the protection of natural
persons, the accuracy, completeness or the extent to which the personal data are up to date and the
reliability of the personal data transmitted or made available, the competent authorities should, as far
as possible, add necessary information in all transmissions of personal data.
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Where this Directive refers to Member State law, a legal basis or a legislative measure, this does not
necessarily require a legislative act adopted by a parliament, without prejudice to requirements
pursuant to the constitutional order of the Member State concerned. However, such a Member State
law, legal basis or legislative measure should be clear and precise and its application foreseeable for
those subject to it, as required by the case-law of the Court of Justice and the European Court of
Human Rights. Member State law regulating the processing of personal data within the scope of this
Directive should specify at least the objectives, the personal data to be processed, the purposes of the
processing and procedures for preserving the integrity and confidentiality of personal data and
procedures for its destruction, thus providing sufficient guarantees against the risk of abuse and
arbitrariness.
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The processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
including the safeguarding against and the prevention of threats to public security, should cover any
operation or set of operations which are performed upon personal data or sets of personal data for
those purposes, whether by automated means or otherwise, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, alignment or
combination, restriction of processing, erasure or destruction. In particular, the rules of this Directive
should apply to the transmission of personal data for the purposes of this Directive to a recipient not
subject to this Directive. Such a recipient should encompass a natural or legal person, public authority,
agency or any other body to which personal data are lawfully disclosed by the competent authority.
Where personal data were initially collected by a competent authority for one of the purposes of this
Directive, Regulation (EU) 2016/679 should apply to the processing of those data for purposes other
than the purposes of this Directive where such processing is authorised by Union or Member State
law. In particular, the rules of Regulation (EU) 2016/679 should apply to the transmission of personal
data for purposes outside the scope of this Directive. For the processing of personal data by a
recipient that is not a competent authority or that is not acting as such within the meaning of this
Directive and to which personal data are lawfully disclosed by a competent authority, Regulation
(EU) 2016/679 should apply. While implementing this Directive, Member States should also be able
to further specify the application of the rules of Regulation (EU) 2016/679, subject to the conditions
set out therein.
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In order to be lawful, the processing of personal data under this Directive should be necessary for
the performance of a task carried out in the public interest by a competent authority based on Union
or Member State law for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security. Those activities should cover the protection of vital interests
of the data subject. The performance of the tasks of preventing, investigating, detecting or
prosecuting criminal offences institutionally conferred by law to the competent authorities allows
them to require or order natural persons to comply with requests made. In such a case, the consent
of the data subject, as defined in Regulation (EU) 2016/679, should not provide a legal ground for
processing personal data by competent authorities. Where the data subject is required to comply with
a legal obligation, the data subject has no genuine and free choice, so that the reaction of the data
subject could not be considered to be a freely given indication of his or her wishes. This should not
preclude Member States from providing, by law, that the data subject may agree to the processing
of his or her personal data for the purposes of this Directive, such as DNA tests in criminal
investigations or the monitoring of his or her location with electronic tags for the execution of
criminal penalties.
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Member States should provide that where Union or Member State law applicable to the transmitting
competent authority provides for specific conditions applicable in specific circumstances to the
processing of personal data, such as the use of handling codes, the transmitting competent authority
should inform the recipient of such personal data of those conditions and the requirement to respect
them. Such conditions could, for example, include a prohibition against transmitting the personal
data further to others, or using them for purposes other than those for which they were transmitted
to the recipient, or informing the data subject in the case of a limitation of the right of information
without the prior approval of the transmitting competent authority. Those obligations should also
apply to transfers by the transmitting competent authority to recipients in third countries or
international organisations. Member States should ensure that the transmitting competent authority
does not apply such conditions to recipients in other Member States or to agencies, offices and bodies
established pursuant to Chapters 4 and 5 of Title V of the TFEU other than those applicable to similar
data transmissions within the Member State of that competent authority.
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Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and

freedoms merit specific protection as the context of their processing could create significant risks to
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the fundamental rights and freedoms. Those personal data should include personal data revealing
racial or ethnic origin, whereby the use of the term ‘racial origin’ in this Directive does not imply an
acceptance by the Union of theories which attempt to determine the existence of separate human
races. Such personal data should not be processed, unless processing is subject to appropriate
safeguards for the rights and freedoms of the data subject laid down by law and is allowed in cases
authorised by law; where not already authorised by such a law, the processing is necessary to protect
the vital interests of the data subject or of another person; or the processing relates to data which are
manifestly made public by the data subject. Appropriate safeguards for the rights and freedoms of
the data subject could include the possibility to collect those data only in connection with other data
on the natural person concerned, the possibility to secure the data collected adequately; stricter rules
on the access of staff of the competent authority to the data and the prohibition of transmission of
those data. The processing of such data should also be allowed by law where the data subject has
explicitly agreed to the processing that is particularly intrusive to him or her. However, the consent
of the data subject should not provide in itself a legal ground for processing such sensitive personal
data by competent authorities.
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The data subject should have the right not to be subject to a decision evaluating personal aspects
relating to him or her which is based solely on automated processing and which produces adverse
legal effects concerning, or significantly affects, him or her. In any case, such processing should be
subject to suitable safeguards, including the provision of specific information to the data subject and
the right to obtain human intervention, in particular to express his or her point of view, to obtain an
explanation of the decision reached after such assessment or to challenge the decision. Profiling that
results in discrimination against natural persons on the basis of personal data which are by their
nature particularly sensitive in relation to fundamental rights and freedoms should be prohibited
under the conditions laid down in Articles 21 and 52 of the Charter.
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In order to enable him or her to exercise his or her rights, any information to the data subject should
be easily accessible, including on the website of the controller, and easy to understand, using clear
and plain language. Such information should be adapted to the needs of vulnerable persons such as
children.
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Modalities should be provided for facilitating the exercise of the data subject's rights under the
provisions adopted pursuant to this Directive, including mechanisms to request and, if applicable,
obtain, free of charge, in particular, access to and rectification or erasure of personal data and
restriction of processing. The controller should be obliged to respond to requests of the data subject
without undue delay, unless the controller applies limitations to data subject rights in accordance
with this Directive. Moreover, if requests are manifestly unfounded or excessive, such as where the
data subject unreasonably and repetitiously requests information or where the data subject abuses
his or her right to receive information, for example, by providing false or misleading information
when making the request, the controller should be able to charge a reasonable fee or refuse to act on
the request.
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Where the controller requests the provision of additional information necessary to confirm the
identity of the data subject, that information should be processed only for that specific purpose and
should not be stored for longer than needed for that purpose.
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At least the following information should be made available to the data subject: the identity of the
controller, the existence of the processing operation, the purposes of the processing, the right to lodge
a complaint and the existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing. This could take place on the website of the
competent authority. In addition, in specific cases and in order to enable the exercise of his or her
rights, the data subject should be informed of the legal basis for the processing and of how long the
data will be stored, in so far as such further information is necessary, taking into account the specific
circumstances in which the data are processed, to guarantee fair processing in respect of the data
subject.
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Anatural person should have the right of access to data which has been collected concerning him or
her, and to exercise this right easily and at reasonable intervals, in order to be aware of and verify the
lawfulness of the processing. Every data subject should therefore have the right to know, and obtain
communications about, the purposes for which the data are processed, the period during which the
data are processed and the recipients of the data, including those in third countries. Where such
communications include information as to the origin of the personal data, the information should not
reveal the identity of natural persons, in particular confidential sources. For that right to be complied

with, it is sufficient that the data subject be in possession of a full summary of those data in an
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intelligible form, that is to say a form which allows that data subject to become aware of those data
and to verify that they are accurate and processed in accordance with this Directive, so that it is
possible for him or her to exercise the rights conferred on him or her by this Directive. Such a
summary could be provided in the form of a copy of the personal data undergoing processing.
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Member States should be able to adopt legislative measures delaying, restricting or omitting the
information to data subjects or restricting, wholly or partly, the access to their personal data to the
extent that and as long as such a measure constitutes a necessary and proportionate measure in a
democratic society with due regard for the fundamental rights and the legitimate interests of the
natural person concerned, to avoid obstructing official or legal inquiries, investigations or procedures,
to avoid prejudicing the prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, to protect public security or national security, or to protect the
rights and freedoms of others. The controller should assess, by way of a concrete and individual
examination of each case, whether the right of access should be partially or completely restricted.
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Any refusal or restriction of access should in principle be set out in writing to the data subject and
include the factual or legal reasons on which the decision is based.
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Any restriction of the rights of the data subject must comply with the Charter and with the ECHR,
as interpreted in the case-law of the Court of Justice and by the European Court of Human Rights
respectively, and in particular respect the essence of those rights and freedoms.
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A natural person should have the right to have inaccurate personal data concerning him or her
rectified, in particular where it relates to facts, and the right to erasure where the processing of such
data infringes this Directive. However, the right to rectification should not affect, for example, the
content of awitness testimony. A natural person should also have the right to restriction of processing
where he or she contests the accuracy of personal data and its accuracy or inaccuracy cannot be
ascertained or where the personal data have to be maintained for purpose of evidence. In particular,
instead of erasing personal data, processing should be restricted if in a specific case there are
reasonable grounds to believe that erasure could affect the legitimate interests of the data subject. In
such a case, restricted data should be processed only for the purpose which prevented their erasure.
Methods to restrict the processing of personal data could include, inter alia, moving the selected data
to another processing system, for example for archiving purposes, or making the selected data
unavailable. In automated filing systems the restriction of processing should in principle be ensured
by technical means. The fact that the processing of personal data is restricted should be indicated in
the system in such a manner that it is clear that the processing of the personal data is restricted. Such
rectification or erasure of personal data or restriction of processing should be communicated to
recipients to whom the data have been disclosed and to the competent authorities from which the
inaccurate data originated. The controllers should also abstain from further dissemination of such
data.
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Where the controller denies a data subject his or her right to information, access to or rectification or
erasure of personal data or restriction of processing, the data subject should have the right to request
that the national supervisory authority verify the lawfulness of the processing. The data subject
should be informed of that right. Where the supervisory authority acts on behalf of the data subject,
the data subject should be informed by the supervisory authority at least that all necessary
verifications or reviews by the supervisory authority have taken place. The supervisory authority
should also inform the data subject of the right to seek a judicial remedy.
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Where the personal data are processed in the course of a criminal investigation and court proceedings
in criminal matters, Member States should be able to provide that the exercise the right to
information, access to and rectification or erasure of personal data and restriction of processing is
carried out in accordance with national rules on judicial proceedings.
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The responsibility and liability of the controller for any processing of personal data carried out by
the controller or on the controller's behalf should be established. In particular, the controller should
be obliged to implement appropriate and effective measures and should be able to demonstrate that
processing activities are in compliance with this Directive. Such measures should take into account

the nature, scope, context and purposes of the processing and the risk to the rights and freedoms of
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natural persons. The measures taken by the controller should include drawing up and implementing
specific safeguards in respect of the treatment of personal data of vulnerable natural persons, such as
children.
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The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result
from data processing which could lead to physical, material or non-material damage, in particular:
where the processing may give rise to discrimination, identity theft or fraud, financial loss, damage
to the reputation, loss of confidentiality of data protected by professional secrecy, unauthorised
reversal of pseudonymisation or any other significant economic or social disadvantage; where data
subjects might be deprived of their rights and freedoms or from exercising control over their personal
data; where personal data are processed which reveal racial or ethnic origin, political opinions,
religion or philosophical beliefs or trade union membership; where genetic data or biometric data
are processed in order to uniquely identify a person or where data conceming health or data
concerning sex life and sexual orientation or criminal convictions and offences or related security
measures are processed; where personal aspects are evaluated, in particular analysing and predicting
aspects concerning performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements, in order to create or use personal profiles;
where personal data of vulnerable natural persons, in particular children, are processed; or where
processing involves a large amount of personal data and affects a large number of data subjects.
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The likelihood and severity of the risk should be determined by reference to the nature, scope,
context and purposes of the processing. Risk should be evaluated on the basis of an objective
assessment, through which it is established whether data-processing operations involve a high risk.
Ahigh risk is a particular risk of prejudice to the rights and freedoms of data subjects.
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The protection of the rights and freedoms of natural persons with regard to the processing of personal
data requires that appropriate technical and organisational measures are taken, to ensure that the
requirements of this Directive are met. The implementation of such measures should not depend
solely on economic considerations. In order to be able to demonstrate compliance with this Directive,
the controller should adopt intemal policies and implement measures which adhere in particular to
the principles of data protection by design and data protection by default. Where the controller has
carried out a data protection impact assessment pursuant to this Directive, the results should be taken
into account when developing those measures and procedures. The measures could consist, inter
alia, of the use of pseudonymisation, as early as possible. The use of pseudonymisation for the
purposes of this Directive can serve as a tool that could facilitate, in particular, the free flow of
personal data within the area of freedom, security and justice.
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The protection of the rights and freedoms of data subjects as well as the responsibility and liability
of controllers and processors, also in relation to the monitoring by and measures of supervisory
authorities, requires a clear attribution of the responsibilities set out in this Directive, including where
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a controller determines the purposes and means of the processing jointly with other controllers or
where a processing operation is carried out on behalf of a controller.
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The carrying-out of processing by a processor should be governed by a legal act including a contract
binding the processor to the controller and stipulating, in particular, that the processor should act only
on instructions from the controller. The processor should take into account the principle of data
protection by design and by default.
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In order to demonstrate compliance with this Directive, the controller or processor should maintain
records regarding all categories of processing activities under its responsibility. Each controller and
processor should be obliged to cooperate with the supervisory authority and make those records
available to it on request, so that they might serve for monitoring those processing operations. The
controller or the processor processing personal data in non-automated processing systems should
have in place effective methods of demonstrating the lawfulness of the processing, of enabling self-
monitoring and of ensuring data integrity and data security, such as logs or other forms of records.
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Logs should be kept at least for operations in automated processing systems such as collection,
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alteration, consultation, disclosure including transfers, combination or erasure. The identification of
the person who consulted or disclosed personal data should be logged and from that identification it
should be possible to establish the justification for the processing operations. The logs should solely
be used for the verification of the lawfulness of the processing, self-monitoring, for ensuring data
integrity and data security and criminal proceedings. Self-monitoring also includes internal
disciplinary proceedings of competent authorities.
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A data protection impact assessment should be carried out by the controller where the processing
operations are likely to result in a high risk to the rights and freedoms of data subjects by virtue of
their nature, scope or purposes, which should include, in particular, the measures, safeguards and
mechanisms envisaged to ensure the protection of personal data and to demonstrate compliance with
this Directive. Impact assessments should cover relevant systems and processes of processing
operations, but not individual cases.
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In order to ensure effective protection of the rights and freedoms of data subjects, the controller or
processor should consult the supervisory authority, in certain cases, prior to the processing.
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In order to maintain security and to prevent processing that infringes this Directive, the controller or
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processor should evaluate the risks inherent in the processing and should implement measures to
mitigate those risks, such as encryption. Such measures should ensure an appropriate level of security;,
including confidentiality and take into account the state of the art, the costs of implementation in
relation to the risk and the nature of the personal data to be protected. In assessing data security risks,
consideration should be given to the risks that are presented by data processing, such as the accidental
or unlawful destruction, loss, alteration or unauthorised disclosure of or access to personal data
transmitted, stored or otherwise processed, which may, in particular, lead to physical, material or
non-material damage. The controller and processor should ensure that the processing of personal
data is not carried out by unauthorised persons.
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A personal data breach may; if not addressed in an appropriate and timely manner, result in physical,
material or non-material damage to natural persons such as loss of control over their personal data
or limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised
reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data
protected by professional secrecy or any other significant economic or social disadvantage to the
natural person concerned. Therefore, as soon as the controller becomes aware that a personal data
breach has occurred, the controller should notify the personal data breach to the supervisory authority
without undue delay and, where feasible, not later than 72 hours after having become aware of it,
unless the controller is able to demonstrate, in accordance with the accountability principle, that the
personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where
such notification cannot be achieved within 72 hours, the reasons for the delay should accompany
the notification and information may be provided in phases without undue further delay.
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Natural persons should be informed without undue delay where the personal data breach is likely to
result in a high risk to the rights and freedoms of natural persons, in order to allow them to take the
necessary precautions. The communication should describe the nature of the personal data breach
and include recommendations for the natural person concerned to mitigate potential adverse effects.
Communication to data subjects should be made as soon as reasonably feasible, in close cooperation
with the supervisory authority, and respecting guidance provided by it or other relevant authorities.
For example, the need to mitigate an immediate risk of damage would call for a prompt
communication to data subjects, whereas the need to implement appropriate measures against
continuing or similar data breaches may justify more time for the communication. Where avoiding
obstruction of official or legal inquiries, investigations or procedures, avoiding prejudice to the
prevention, detection, investigation or prosecution of criminal offences or the execution of criminal
penalties, protecting public security, protecting national security or protecting the rights and
freedoms of others cannot be achieved by delaying or restricting the communication of a personal
data breach to the natural person concerned, such communication could, in exceptional
circumstances, be omitted.
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The controller should designate a person who would assist it in monitoring internal compliance with
the provisions adopted pursuant to this Directive, except where a Member State decides to exempt
courts and other independent judicial authorities when acting in their judicial capacity. That person
could be a member of the existing staff of the controller who received special training in data
protection law and practice in order to acquire expert knowledge in that field. The necessary level of
expert knowledge should be determined, in particular, according to the data processing carried out
and the protection required for the personal data processed by the controller. His or her task could be
carried out on a part-time or full-time basis. A data protection officer may be appointed jointly by
several controllers, taking into account their organisational structure and size, for example in the case
of shared resources in central units. That person can also be appointed to different positions within
the structure of the relevant controllers. That person should help the controller and the employees
processing personal data by informing and advising them on compliance with their relevant data
protection obligations. Such data protection officers should be in a position to perform their duties
and tasks in an independent manner in accordance with Member State law.
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Member States should ensure that a transfer to a third country or to an international organisation
takes place only if necessary for the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the prevention
of threats to public security, and that the controller in the third country or international organisation
is an authority competent within the meaning of this Directive. A transfer should be carried out only
by competent authorities acting as controllers, except where processors are explicitly instructed to

transfer on behalf of controllers. Such a transfer may take place in cases where the Commission has
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decided that the third country or international organisation in question ensures an adequate level of
protection, where appropriate safeguards have been provided, or where derogations for specific
situations apply. Where personal data are transferred from the Union to controllers, to processors or
to other recipients in third countries or international organisations, the level of protection of natural
persons provided for in the Union by this Directive should not be undermined, including in cases of
onward transfers of personal data from the third country or international organisation to controllers
or processors in the same or in another third country or international organisation.

(65) VR THEBAD IR i 1V OFIRSIE, AT — S S ERIED O 55— [E 7 KERSER
(R TS NDHA, [FAEL T, 20T —X &l ZBUS U ISR ENSZ DT —H D
TR CHGRZ 5.2 - 112 BRY, DI & D& TH D, ff%ﬁizl%ﬂx I =ED
INCORZA TR BB E T TR E O B ORISR AR O, T - R
DHGREIFHT L AAREIZT DIEE DERZDL DO THLHLGEIZRBNT, %@iéﬁ%ﬁﬁ@
TG U BREE A 7 — 2 2 B35 55 = [E 7 X ERSE AR e U CRRESHERR D & 1
DBHE CEDRE LA LR, HERLENT, C ORI B AIEBID S35 = E E 1%
[ERESHRAR O L GREISNDREZEETED HRETHD, [HNT —Z D&, BB
s@:&@ﬂtﬁ%ﬁ%ﬁﬁ@&é%‘éb%@%au@%m IRTDRETHD, BEEDEGEDE
\ZBAU TR 285, SRRz 21 TUT-aSHESROHOFEEAE, LI TAD B,
—&wﬁf@]@%’yw>H&¢~%{@EIJ@M¢&U%0)$§%® B, FIEIDOBETOME KLY
S, WONT, AT —Z DRkS iV 5 — [EE o LERSERR S 3 T A AT — 2 DfGE
DL~V aEs, BT 22 TOEREE EICEBIANDRETHD, Il IinE %
ITUT-IRBSHERR DO S DBV, EDEREL RO RIHIIRSEAFHRETH D, D LH72
ERIDZEE, FIZIE, B =2 —R TERESNED,

Where personal data are transferred from a Member State to third countries or international
organisations, such a transfer should, in principle, take place only after the Member State from which
the data were obtained has given its authorisation to the transfer. The interests of efficient law-
enforcement cooperation require that where the nature of a threat to the public security of a Member
State or a third country or to the essential interests of a Member State is so immediate as to render it
impossible to obtain prior authorisation in good time, the competent authority should be able to
transfer the relevant personal data to the third country or international organisation concemed
without such a prior authorisation. Member States should provide that any specific conditions
concerning the transfer should be communicated to third countries or international organisations.
Onward transfers of personal data should be subject to prior authorisation by the competent authority
that carried out the original transfer. When deciding on a request for the authorisation of an onward
transfer, the competent authority that carried out the original transfer should take due account of all
relevant factors, including the seriousness of the criminal offence, the specific conditions subject to
which, and the purpose for which, the data was originally transferred, the nature and conditions of

the execution of the criminal penalty, and the level of personal data protection in the third country or
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an international organisation to which personal data are onward transferred. The competent authority
that carried out the original transfer should also be able to subject the onward transfer to specific
conditions. Such specific conditions can be described, for example, in handling codes.
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The Commission should be able to decide with effect for the entire Union that certain third countries,
a territory or one or more specified sectors within a third country, or an international organisation,
offer an adequate level of data protection, thus providing legal certainty and uniformity throughout
the Union as regards the third countries or international organisations which are considered to
provide such a level of protection. In such cases, transfers of personal data to those countries should
be able to take place without the need to obtain any specific authorisation, except where another
Member State from which the data were obtained has to give its authorisation to the transfer.
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In line with the fundamental values on which the Union is founded, in particular the protection of
human rights, the Commission should, in its assessment of the third country, or of a territory or
specified sector within a third country, take into account how a particular third country respects the
rule of law, access to justice as well as international human rights norms and standards and its general

and sectoral law, including legislation concerning public security, defence and national security, as
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well as public order and criminal law. The adoption of an adequacy decision with regard to a territory
or a specified sector in a third country should take into account clear and objective criteria, such as
specific processing activities and the scope of applicable legal standards and legislation in force in
the third country. The third country should offer guarantees ensuring an adequate level of protection
essentially equivalent to that ensured within the Union, in particular where data are processed in one
or several specific sectors. In particular, the third country should ensure effective independent data
protection supervision and provide for cooperation mechanisms with the Member States' data
protection authorities, and the data subjects should be provided with effective and enforceable rights
and effective administrative and judicial redress.
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Apart from the international commitments the third country or international organisation has entered
into, the Commission should also take account of obligations arising from the third country's or
international organisation's participation in multilateral or regional systems, in particular in relation
to the protection of personal data, as well as the implementation of such obligations. In particular the
third country’s accession to the Council of Europe Convention of 28 January 1981 for the Protection
of Individuals with regard to the Automatic Processing of Personal Data and its Additional Protocol
should be taken into account. The Commission should consult with the European Data Protection
Board established by Regulation (EU) 2016/679 (the ‘Board’) when assessing the level of protection
in third countries or international organisations. The Commission should also take into account any
relevant Commission adequacy decision adopted in accordance with Article 45 of Regulation (EU)
2016/679.
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The Commission should monitor the functioning of decisions on the level of protection in a third
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country, a territory or a specified sector within a third country, or an international organisation. In its
adequacy decisions, the Commission should provide for a periodic review mechanism of their
functioning. That periodic review should be undertaken in consultation with the third country or
international organisation in question and should take into account all relevant developments in the
third country or international organisation.
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The Commission should also be able to recognise that a third country, a territory or a specified sector
within a third country, or an international organisation, no longer ensures an adequate level of data
protection. Consequently, the transfer of personal data to that third country or international
organisation should be prohibited unless the requirements in this Directive relating to transfers
subject to appropriate safeguards and derogations for specific situations are fulfilled. Provision
should be made for procedures for consultations between the Commission and such third countries
or international organisations. The Commission should, in a timely manner, inform the third country
or international organisation of the reasons and enter into consultations with it in order to remedy the
situation.

ZD IO HIEE L U WBERI T, BT — X DI E e Dl b 24
TERDNEE EOYIR NI DB LEDO T TED LN TODHE, F20%, BHEENT —2D
TR B D 2 CORIARHMEL - B C, ZORHliZ gL L C, AT —2DO#CE
TR R RDMTEL QOB LW DAIZIRY, XD & THD, D L7k
B EOWF N OBHHICEN, B0, #REIZ > TS, MRREOERFO 25
S, o, T2 REO B OB MERL, TN TE EORE FI I TER Lo
ROEEIFOMERNE T, T —2 EIROMHER AR DT &% E DRERKEID T — & ERD
ITUAFDIEE O 1082 2 ERGETHOID, EEEL, 7 —FBintBhET 54
TOWRIDFHIE 24 T35, Europol £7-1% Eurojust &25 —[EL DRI Chitss, AT
— X DRHE TR QDI EE BB AIGHRETH D, FEEL, TOMAT
—Z DB, STRESIIRL, 72>, ZDORiRD BHIEIIHO B T=9OIZE DT —4
DFEINDZED72WNEORFEMEDFHNI R T DL D L ZEICANLS X Th D,

INZTC, BEEEE, SR ETZOMOBRE CIHEGEN 2B EEERL, TE5L, $7203,
AT T DIDIZFEDENT —ZBHNDINLZEN NG ZEL BB ANDRETH
%o ZNBDSMNT — X ORRA R T D) e e iR U CEBSISH03, EEiE

382



LEIEHMMERE 6 565 (2021412 A)
(3, APNEY 2 2R BRGNS THD,

Transfers not based on such an adequacy decision should be allowed only where appropriate
safeguards have been provided in a legally binding instrument which ensures the protection of
personal data or where the controller has assessed all the circumstances surrounding the data transfer
and, on the basis of that assessment, considers that appropriate safeguards with regard to the
protection of personal data exist. Such legally binding instruments could, for example, be legally
binding bilateral agreements which have been concluded by the Member States and implemented
in their legal order and which could be enforced by their data subjects, ensuring compliance with
data protection requirements and the rights of the data subjects, including the right to obtain effective
administrative or judicial redress. The controller should be able to take into account cooperation
agreements concluded between Europol or Eurojust and third countries which allow for the
exchange of personal data when carrying out the assessment of all the circumstances surrounding
the data transfer. The controller should be able to also take into account the fact that the transfer of
personal data will be subject to confidentiality obligations and the principle of specificity, ensuring
that the data will not be processed for other purposes than for the purposes of the transfer. In addition,
the controller should take into account that the personal data will not be used to request, hand down
or execute a death penalty or any form of cruel and inhuman treatment. While those conditions could
be considered to be appropriate safeguards allowing the transfer of data, the controller should be able
to require additional safeguards.
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Where no adequacy decision or appropriate safeguards exist, a transfer or a category of transfers
could take place only in specific situations, if necessary to protect the vital interests of the data subject
or another person, or to safeguard legitimate interests of the data subject where the law of the
Member State transferring the personal data so provides; for the prevention of an immediate and
serious threat to the public security of a Member State or a third country; in an individual case for

the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
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execution of criminal penalties, including the safeguarding against and the prevention of threats to
public security; or in an individual case for the establishment, exercise or defence of legal claims.
Those derogations should be interpreted restrictively and should not allow frequent, massive and
structural transfers of personal data, or large-scale transfers of data, but should be limited to data
strictly necessary. Such transfers should be documented and should be made available to the
supervisory authority on request in order to monitor the lawfulness of the transfer.
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Competent authorities of Member States apply bilateral or multilateral international agreements in
force, concluded with third countries in the field of judicial cooperation in criminal matters and
police cooperation, for the exchange of relevant information to allow them to perform their legally
assigned tasks. In principle, this takes place through, or at least with, the cooperation of the authorities
competent in the third countries concerned for the purposes of this Directive, sometimes even in the
absence of a hilateral or multilateral international agreement. However, in specific individual cases,
the regular procedures requiring contacting such an authority in the third country may be ineffective
or inappropriate, in particular because the transfer could not be carried out in a timely manner, or
because that authority in the third country does not respect the rule of law or international human
rights norms and standards, so that competent authorities of Member States could decide to transfer
personal data directly to recipients established in those third countries. This may be the case where
there is an urgent need to transfer personal data to save the life of a person who is in danger of

becoming a victim of a criminal offence or in the interest of preventing an imminent perpetration of
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a crime, including terrorism. Even if such a transfer between competent authorities and recipients
established in third countries should take place only in specific individual cases, this Directive should
provide for conditions to regulate such cases. Those provisions should not be considered to be
derogations from any existing bilateral or multilateral international agreements in the field of judicial
cooperation in criminal matters and police cooperation. Those rules should apply in addition to the
other rules of this Directive, in particular those on the lawfulness of processing and Chapter V.
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Where personal data move across borders it may put at increased risk the ability of natural persons
to exercise data protection rights to protect themselves from the unlawful use or disclosure of those
data. At the same time, supervisory authorities may find that they are unable to pursue complaints or
conduct investigations relating to the activities outside their borders. Their efforts to work together
in the cross-border context may also be hampered by insufficient preventative or remedial powers
and inconsistent legal regimes. Therefore, there is a need to promote closer cooperation among data
protection supervisory authorities to help them exchange information with their foreign counterparts.
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The establishment in Member States of supervisory authorities that are able to exercise their
functions with complete independence is an essential component of the protection of natural persons
with regard to the processing of their personal data. The supervisory authorities should monitor the
application of the provisions adopted pursuant to this Directive and should contribute to their
consistent application throughout the Union in order to protect natural persons with regard to the
processing of their personal data. To that end, the supervisory authorities should cooperate with each
other and with the Commission.
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Member States may entrust a supervisory authority already established under Regulation (EU)
2016/679 with the responsibility for the tasks to be performed by the national supervisory authorities
to be established under this Directive.
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Member States should be allowed to establish more than one supervisory authority to reflect their
constitutional, organisational and administrative structure. Each supervisory authority should be
provided with the financial and human resources, premises and infrastructure, which are necessary
for the effective performance of their tasks, including for the tasks related to mutual assistance and
cooperation with other supervisory authorities throughout the Union. Each supervisory authority
should have a separate, public annual budget, which may be part of the overall state or national
budget.
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Supervisory authorities should be subject to independent control or monitoring mechanisms
regarding their financial expenditure, provided that such financial control does not affect their
independence.
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The general conditions for the member or members of the supervisory authority should be laid down
by Member State law and should in particular provide that those members should be either appointed
by the parliament or the government or the head of State of the Member State based on a proposal
from the government or a member of the government, or the parliament or its chamber, or by an
independent body entrusted by Member State law with the appointment by means of a transparent
procedure. In order to ensure the independence of the supervisory authority, the member or members
should act with integrity, should refrain from any action incompatible with their duties and should
not, during their term of office, engage in any incompatible occupation, whether gainful or not. In
order to ensure the independence of the supervisory authority, the staff should be chosen by the
supervisory authority which may include an intervention by an independent body entrusted by
Member State law.
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While this Directive applies also to the activities of national courts and other judicial authorities, the
competence of the supervisory authorities should not cover the processing of personal data where
courts are acting in their judicial capacity, in order to safeguard the independence of judges in the
performance of their judicial tasks. That exemption should be limited to judicial activities in court
cases and not apply to other activities where judges might be involved in accordance with Member
State law. Member States should also be able to provide that the competence of the supervisory
authority does not cover the processing of personal data of other independent judicial authorities
when acting in their judicial capacity, for example public prosecutor's office. In any event, the
compliance with the rules of this Directive by the courts and other independent judicial authorities
is always subject to independent supervision in accordance with Article 8(3) of the Charter.
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Each supervisory authority should handle complaints lodged by any data subject and should
investigate the matter or transmit it to the competent supervisory authority. The investigation
following a complaint should be carried out, subject to judicial review, to the extent that is
appropriate in the specific case. The supervisory authority should inform the data subject of the
progress and the outcome of the complaint within a reasonable period. If the case requires further
investigation or coordination with another supervisory authority, intermediate information should be
provided to the data subject.
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In order to ensure effective, reliable and consistent monitoring of compliance with and enforcement
of this Directive throughout the Union pursuant to the TFEU as interpreted by the Court of Justice,
the supervisory authorities should have in each Member State the same tasks and effective powers,
including investigative, corrective, and advisory powers which constitute necessary means to
perform their tasks. However, their powers should not interfere with specific rules for criminal
proceedings, including investigation and prosecution of criminal offences, or the independence of
the judiciary. Without prejudice to the powers of prosecutorial authorities under Member State law,
supervisory authorities should also have the power to bring infringements of this Directive to the
attention of the judicial authorities or to engage in legal proceedings. The powers of supervisory
authorities should be exercised in accordance with appropriate procedural safeguards laid down by
Union and Member State law, impartially, fairly and within a reasonable time. In particular each
measure should be appropriate, necessary and proportionate in view of ensuring compliance with

this Directive, taking into account the circumstances of each individual case, respect the right of
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every person to be heard before any individual measure that would adversely affect the person
concerned is taken, and avoiding superfluous costs and excessive inconvenience to the person
concerned. Investigative powers as regards access to premises should be exercised in accordance
with specific requirements in Member State law, such as the requirement to obtain a prior judicial
authorisation. The adoption of a legally binding decision should be subject to judicial review in the
Member State of the supervisory authority that adopted the decision.

BTEREBAIE, ORI THRIRSNISIAD — BMOH LM L O Ta R %72
OIZ, TOWFOZATIZRNT, FHEITEIIL, 70, HHEMBARAET <& THD,

The supervisory authorities should assist one another in performing their tasks and provide mutual
assistance, so as to ensure the consistent application and enforcement of the provisions adopted
pursuant to this Directive.

ZERIT, WINEERITHL THIEZ T 228 KOV E 48l 2 o7 DB RSO 1 /)
ERGTDHTEETD, BNEE R OT- 020 O—BMOH L8 N 'l ~
ETHD,

The Board should contribute to the consistent application of this Directive throughout the Union,
including advising the Commission and promoting the cooperation of the supervisory authorities
throughout the Union.

BTOT —HEMWRZL, ZOFRBIZE S TEIRS -SRI IS LI L OMHER MR
EXINCNDET — X ROV DI54, F720%, BrEREEENS, gl T g,

ZDOFGEDO—HEN T TOLITIAT DS, FolX, 7 —F BROHER AR5
T DIDIED I TAINE L T2 DA TR TISOIEER, L7V 55, Hi—DRE
TEBENC Fa PR COMER L ONEZE D 4T SRIHE> TIN5 EDORGEOMERE
DREThD, BN RO, 1555 Lo RIELITIRLU T, ERIOZRAHZIB Tl
UIREBHN TITON D RETH D, BSHEROHLEERENS, 7 —FFIRIzxL, &8
ARG, D SR OME RIS OFERA AT RETh D, BITHEL T 555
FINIMOETEBREREE O 1% BT D5 E, TOT —XEMRITKRIL, T ER et
SNDHRETHD, BN EORNER T D280, KRN, hoidfETEZ
PRI D287, EFHINTHTE T SAUSDEGR PN RO AT 52 D IO 7o i
HLDHRETHD,

Every data subject should have the right to lodge a complaint with a single supervisory authority and
to an effective judicial remedy in accordance with Article 47 of the Charter where the data subject
considers that his or her rights under provisions adopted pursuant to this Directive are infringed or

where the supervisory authority does not act on a complaint, partially or wholly rejects or dismisses
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a complaint or does not act where such action is necessary to protect the rights of the data subject.
The investigation following a complaint should be carried out, subject to judicial review, to the extent
that is appropriate in the specific case. The competent supervisory authority should inform the data
subject of the progress and the outcome of the complaint within a reasonable period. If the case
requires further investigation or coordination with another supervisory authority, intermediate
information should be provided to the data subject. In order to facilitate the submission of complaints,
each supervisory authority should take measures such as providing a complaint submission form
which can also be completed electronically, without excluding other means of communication.

M2 D EIRNFETATIENZ, Si%OH EBIFRL TEME: O RE S ESEDRTEFERIOTR
EEAIREL T, BISHERODDENEHIFTIZISNT, FBIHYRIER EOBFOMERIZL
DRETHD, TOIIRPGENE, E0O, BTERBC I DA DOMER, RAEDMERM OV
FODHEROATHE, F, FBRBOH FEIIFEAEBHRT D, 12720, TOHERIT, B
B3 IE 0 RO RTE MBS MR 2B S O L7l ORI )2t 172 B E B D
FRLES O E A I E Ly, BTEREBIAAR T L oA TR L, € ORTERERI T
BITUODRERIEIDFHHIFNZ W TSN D NETHY, 730, HERKENA G- THMis
NHRETHD, THUODHHIPNE, TOHHIPNISELESN D F LTS5 HE L
ER EORTOFRENGIRT D7D ORHVETENZE S S 27/ B EHEHEE A TR &
T,

Each natural or legal person should have the right to an effective judicial remedy before the
competent national court against a decision of a supervisory authority which produces legal effects
concerning that person. Such a decision concerns in particular the exercise of investigative,
corrective and authorisation powers by the supervisory authority or the dismissal or rejection of
complaints. However, that right does not encompass other measures of supervisory authorities which
are not legally binding, such as opinions issued by or advice provided by the supervisory authority.
Proceedings against a supervisory authority should be brought before the courts of the Member State
where the supervisory authority is established and should be conducted in accordance with Member
State law. Those courts should exercise full jurisdiction which should include jurisdiction to examine
all questions of fact and law relevant to the dispute before it.

OIS F I A DOHER MR ESN QDT — X AR 2854, 1
T LT, T EEROMENT —Z O ER# T 5T — & EIROMER ]} ORI 47
HEF AT LEANEL, D30, FHERENE IS TRERLES AL CUOVAHRRI S RTL , 7138 &
DRI B BRI e A ST TAT L, MO, 15 EORGE OMER AT 52
EEFET DR S RETHD, 20T —Z TRORBE ORI, #HFTIZBWT,
PREIGE TTI49[EECOZ E R A F i HIC DT —Z HADO IR A Bk CX AR5k

10 Bttt A DT LD TNV ATRHOMRED 72O 1977 4 3 H 22 AOBIFRIE
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EOFReEET T b7,

Where a data subject considers that his or her rights under this Directive are infringed, he or she
should have the right to mandate a body which aims to protect the rights and interests of data subjects
in relation to the protection of their personal data and is constituted according to Member State law
to lodge a complaint on his or her behalf with a supervisory authority and to exercise the right to a
judicial remedy. The right of representation of data subjects should be without prejudice to Member
State procedural law which may require mandatory representation of data subjects by a lawyer, as
defined in Council Directive 77/249/EEC @9, before national courts.

ZOFERIC IO BRS IV SRR T DABRDRERE L CHEE A ST 150 DIRFI, 1
FRENEIC RS E, BHRE £ TN LN OB RO S OFERINDE DREHEZ T H~&
ThD, HEOHEIL, ZOFRTO AETERIIRIRT DT, FESHIFTOHIBREAC
OL, IKKFFIRENDNETHD, ZDOZ LT, BRMEEIEE I I RETEPOMOIFED
BRI DA DB ORHERREDIT 720 BRI IO FIZ L TS
TeRIER T DA~ D BTN LEET, TOBIUT, ZOFRFITIo THIRS
NI ST BT DL tHE T 5, 7 —FEIRT, ZOT =2 EARDPoTAHFIC
BIL, e DI BT DS ThD,

Any damage which a person may suffer as a result of processing that infringes the provisions adopted
pursuant to this Directive should be compensated by the controller or any other authority competent
under Member State law. The concept of damage should be broadly interpreted in the light of the
case-law of the Court of Justice in a manner which fully reflects the objectives of this Directive. This
is without prejudice to any claims for damage deriving from the violation of other rules in Union or
Member State law. When reference is made to processing that is unlawful or that infringes the
provisions adopted pursuant to this Directive it also covers processing that infringes implementing
acts adopted pursuant to this Directive. Data subjects should receive full and effective compensation
for the damage that they have suffered.

INEEIAEOVT U Lo TS AN ERTOT, O CERT AAET
AL T, HAERSS <& CbB, MRIEIL, Z OB EAICHY, W)
HrCih, 10, BUENEL DZLEHERT ~E T, 0, R FET B0 AT
AT DT,

Penalties should be imposed on any natural or legal person, whether governed by private or public
law, who infringes this Directive. Member States should ensure that the penalties are effective,
proportionate and dissuasive and should take all measures to implement the penalties.

T7I249/EEC(OJ L 78, 26.3.1977,p.17).
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(90) ZOFETOFEIEDT-D O —HR 2R 2720, B =H, H-ENOHRE X
FFED ST £ T ERRERR S Lo T2 DD 072~ L O LRGN N B ERERI D [
e OEREBAE Z2 B L OO FHRBL K OVEE 172 FEUC LD IEHASHOD 7= D DAL
TOEREFHURIL, TOFEHMEREL, BMNBERITHL THEALNARETHD, i
BOHERIT, BN M B2 OBIAIEU) No 1822011 Zft> T TS D& THD,

In order to ensure uniform conditions for the implementation of this Directive, implementing powers
should be conferred on the Commission with regard to the adequate level of protection afforded by
athird country, a territory or a specified sector within a third country, or an international organisation
and the format and procedures for mutual assistance and the arrangements for the exchange of
information by electronic means between supervisory authorities, and between supervisory
authorities and the Board. Those powers should be exercised in accordance with Regulation (EU)
No 182/2011 of the European Parliament and of the Council @,

91) ZNDHOFEEAT AN ZS D174 THHZ LR, F=H, F=END
HisE LI ED S BFE I EFSEAR C Lo TH2 DA 7L~ L D5, BB
BAD Mk OEZE RIS 2 B2 DDA A2 e OB F B LD THERASHAD T2 D
T COERETHUEI T DI TAOBIRDT-DIZ, Fk T OB RETHD,

The examination procedure should be used for the adoption of implementing acts on the adequate
level of protection afforded by a third country, a territory or a specified sector within a third country,
or an international organisation and on the format and procedures for mutual assistance and the
arrangements for the exchange of information by electronic means between supervisory authorities,
and between supervisory authorities and the Board, given that those acts are of a general scope.

92) +5372L IV TORFHEE MR L7272 55 =1, 5 = [ENO S LI IRFED /58 7
VL EIRSHR S B3 A0 1R Z1E 4 S A RN T, BREMEL OIS AR LS 2
DINTEREXE, BINEERIE, BB, 6 e 32 T AR T & Th D,

The Commission should adopt immediately applicable implementing acts where, in duly justified
cases relating to a third country, a territory or a specified sector within a third country, or an
international organisation which no longer ensure an adequate level of protection, imperative
grounds of urgency so require.

(93) ZofEm D AN, T78bb, ARADIEARZAEN R O HE, LD, BRADEANT
—ZDREDOHER RS D2, WONS, BRIMEEPIZIST DRBSHEROH OB IS

L RRINZE B 20D FEEHERROT TEORERLENC LD BRO 72 DA B3 D HUE K O HIlZ
TED DRSS QPR 2011 4F- 2 A 16 HO#IHI No 182/2011 (O L 55, 28.2.2011, p. 13).
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TENT —Z D LFED 72N HAE TR D8, HERREC LTI RS,

ZOTEEIO B OSBEDP 2T, BRINEEIZE - T, K0 BERSNSFDHOT, ’lE
AL, TEU OF 5 RITEDDHHTEMEDSFRNIHEN, HEEABIRTED, [FSRIZED DA
PEDOFRNIHE, ZOFRDIE, 20 BREERT D7D AT R DI EDTRN,

Since the objectives of this Directive, namely to protect the fundamental rights and freedoms of
natural persons and in particular their right to the protection of personal data and to ensure the free
exchange of personal data by competent authorities within the Union, cannot be sufficiently
achieved by the Member States and can rather, by reason of the scale or effects of the action, be
better achieved at Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the TEU. In accordance with the principle of proportionality as
set out in that Article, this Directive does not go beyond what is necessary in order to achieve those
objectives

(94) BiZzIE, FREAHRIE 2008/615/HARZ X -> TSN AN T —Z DI5# B 255510
SRIEFT VTR EA ORERIE RO 31 DA AARBNZ BT A 4HBDE 23 5089
72, I T DIEES LW R OO 110D 57 B Z 38 N THRS LT RN S 0D
ITADERINDORE THHT, ZORSOBRO A L0LENCEIRS L, MREROMAT
—Z DAFE R OFEFHN Lo TRRIT DIV AFTH AT LA~OHERIE DI ES VAR D T
IR AERIETHLDIL, BT NEELT _RETHD, BEDF 8 MO TEFU @
16 253, HNT —Z DIREDT- O D FARRT MR, BN 2 270 —EfEnd o
FECHEIRSNDZ EHELRLCWDO T, BIINEB R, ZIHORIBIOD SR iz D E
MDOH AT 57280, ZORFOEIRO B XDGBHTEHRSI, WREROFEAT—4
DHFL OGESHN L > TR DN AE RS AT DA~OHERE DR ES B0 77 &
AE T DI T AL ORESEOROBMRIZ BT DR ATHL T & TH 5, LI
PRl ET, BONEERT, AT —Z DN BEEI5 — B0 H A EREZ MR 5
VIOYBLEDS, $ERETHNETHD,

Specific provisions of acts of the Union adopted in the field of judicial cooperation in criminal
matters and police cooperation which were adopted prior to the date of the adoption of this Directive,
regulating the processing of personal data between Member States or the access of designated
authorities of Member States to information systems established pursuant to the Treaties, should
remain unaffected, such as, for example, the specific provisions concerning the protection of
personal data applied pursuant to Council Decision 2008/615/JHA @), or Article 23 of the

2 BHZTa) R AR ONESE R 20IRE ORI NI BIESTA B S 1 OHEHEIZ B2 2008 4 6
H 23 AOEEELIE 2008/615IHA (OJ L 210, 6.8.2008, p.1).
B RohES ORERER O T3 2B BT 2RNES KD 34 RITiE->TRITHND
2000 45 H 29 HOBISED4T (0] C 197, 12.7.2000, p.1).
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Convention on Mutual Assistance in Criminal Matters between the Member States of the European
Union 33, Since Article 8 of the Charter and Article 16 TFEU require that the fundamental right to
the protection of personal data be ensured in a consistent manner throughout the Union, the
Commission should evaluate the situation with regard to the relationship between this Directive and
the acts adopted prior to the date of adoption of this Directive regulating the processing of personal
data between Member States or the access of designated authorities of Member States to information
systems established pursuant to the Treaties, in order to assess the need for alignment of those
specific provisions with this Directive. Where appropriate, the Commission should make proposals
with a view to ensuring consistent legal rules relating to the processing of personal data.

RN AP 33T BN T — 2 DGR > >— B O o AR AR AT, DS

DFEO HIVHBNTHERRENC X~ ThERES I, 2>0, Z£O%%h A L0 i rTRe7R B
DR NEAYEA ST A ERSEL, COE, Bz F23FEIEE ORI, A3
FEETRETHD,

In order to ensure a comprehensive and consistent protection of personal data in the Union,
international agreements which were concluded by Member States prior to the date of entry into
force of this Directive and which comply with the relevant Union law applicable prior to that date
should remain in force until amended, replaced or revoked.

REREEN T, ZOFE D2 ENIECBAE D720, ZOHGOIND AN 2 F2B2 72
DGR LNDRETHD, YiZHeh B TR S, ZOfRTOFN % 2 4FL
NIZ, ZORBITEE T AINSNDERETHS, 72771, %@otorzcui@_m BDHE
2h B L0 Bl A PTREZ R RN B2 BT 5 0 &1T, BB D TRl B2
DIEBEOEE, ZOARE L, WFROH] Jcﬁ%@%#k IZHE AT RETHHI LI,
Z DI FIER A TR ORI CEAL QIebawy, Sz B IH AT ﬁu
RXIE SV HEMES IV 2T A BT 2 BRI IS E E 3 A7, ZOHRa

FE5 H O TR T 72 L0 R SRR A% s E 23 F \éf}%\, %’%%i
TEITBRE X, 7 — X BROREEMEEI T 5728, H OO0, KOV, JEE if:
NSO TR LDtk D IO 72, T —X D5l T — 2 DL VR 5720
V2 THEZ R DRETHD,

Member States should be allowed a period of not more than two years from the date of entry into
force of this Directive to transpose it. Processing already under way on that date should be brought
into conformity with this Directive within the period of two years after which this Directive enters
into force. However, where such processing complies with the Union law applicable prior to the date
of entry into force of this Directive, the requirements of this Directive concerning the prior
consultation of the supervisory authority should not apply to the processing operations already under

way on that date given that those requirements, by their very nature, are to be met prior to the
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processing. Where Member States use the longer implementation period expiring seven years after
the date of entry into force of this Directive for meeting the logging obligations for automated
processing systems set up prior to that date, the controller or the processor should have in place
effective methods for demonstrating the lawfulness of the data processing, for enabling self-
monitoring and for ensuring data integrity and data security, such as logs or other forms of records.

ZOFETIE, BRMNGES M OHEEEROFES 2011/93/EUMI ZEWD 2 R EDMEHIERE K OWERY
PPN IEEEAR L LOBINZ BT DIERE T 720,

This Directive is without prejudice to the rules on combating the sexual abuse and sexual
exploitation of children and child pornography as laid down in Directive 2011/93/EU of the
European Parliament and of the Council ¢4

Pz, FAAPE 2008197TIHA 1Z, BEIESNHRETHD,
Framework Decision 2008/977/JHA should therefore be repealed.

TEU KO TFEU (K@ 2 HH, PR OVESOMEIREBhE S 28 S EEE O A V7
Y ROHNIZEETDaEES 21 0OF 6 54 a lheV, SER T AVZURIE, TFEU O
% 16 SEFEHELEL CEDOLNASREDE A ER T HIHE B DI EO W11 ROV
B IE T D AT AIEIC L CTHRE M O AV T RSSO S
W2, TFEU O 3 #3005 V #KEF 4 BE-I35E 5 EOm SR O HTEEZ 21T
TR, HAEIZIAEANT —Z ONPRL BG5S I ED HAIEIZ I~ THIRS
VAN

In accordance with Article 6a of Protocol No 21 on the position of the United Kingdom and Ireland
in respect of the area of freedom, security and justice, as annexed to the TEU and to the TFEU, the
United Kingdom and Ireland are not bound by the rules laid down in this Directive which relate to
the processing of personal data by the Member States when carrying out activities which fall within
the scope of Chapter 4 or Chapter 5 of Title \ of Part Three of the TFEU where the United Kingdom
and Ireland are not bound by the rules governing the forms of judicial cooperation in criminal matters
or police cooperation which require compliance with the provisions laid down on the basis of Article
16 TFEU.

(100)TEU KO} TFEU (@57 v~ —2 ORI B2 245 22 S 00% 2 MOV 2

& a I, 7o=—213, ZORBITEDDLFIAI > THIRSIVY, F2id, TFEU @

14 1"
J

CEE OMERRERF M OWEROPERCIE ONZ AN L DR, IEONT, FfAiE 2004/68/JHA Dk

EIZRE T 2R N L OB 00 2011 4 12 A 13 H D45 2011/93/EU (OJ L 335, 17.12.2011, p.1)
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575 3 EROL VK 4 TEITH 5 O TRIHNIC DTN Z5 T D15, MREICLD
ANT —Z AL LB 5 Z OB ED DDA RS 72\, ZOFER =
R LT D LIS, To~—21%, TFEU O% 3 88 V ik ES%, FigeE
D 4 SR THEST, ZOFRBOERE 6 A LINIZ, FFRSZENEO IS0
DEPRTET RETHD,

In accordance with Avrticles 2 and 2a of Protocol No 22 on the position of Denmark, as annexed to
the TEU and to the TFEU, Denmark is not bound by the rules laid down in this Directive or subject
to their application which relate to the processing of personal data by the Member States when
carrying out activities which fall within the scope of Chapter 4 or Chapter 5 of Title V of Part Three
of the TFEU. Given that this Directive builds upon the Schengen acquis, under Title \V of Part Three
of the TFEU, Denmark, in accordance with Article 4 of that Protocol, is to decide within six months
after adoption of this Directive whether it will implement it in its national law.

(100) TAAZUR O =—ZBLTIE, ZOFSIE, =7 e n32E, ik O R
~DOFNG 2 [EDOB NN DEINESDFES LT A AT R IEFIE N OV V) = —F[FH
ORI CRERES NI HEBICED AL = U ED STED SRS 5,

As regards Iceland and Norway, this Directive constitutes a development of provisions of the
Schengen acquis, as provided for by the Agreement concluded by the Council of the European
Union and the Republic of Iceland and the Kingdom of Norway concerning the association of those
two States with the implementation, application and development of the Schengen acquis @,

(102) AL AL T, ZOFEN1E, S=r P e S, T M O REA~D A A DS
IMZ BT 2RE S, RN IR AL REOROHESIZED oL =7 AR ED
SEDI AT D,

As regards Switzerland, this Directive constitutes a development of provisions of the Schengen
acquis, as provided for by the Agreement between the European Union, the European Community
and the Swiss Confederation concerning the association of the Swiss Confederation with the
implementation, application and development of the Schengen acquis 6).

(103 VeT o v a2 XA AL TL, ZO8HML, =27 U MED FE, AL O EA~D AL
ZHFOBINZ BT 2DRINES, FRINILFER L A ZEI DD WHE~DIVeT T 2k
A AEDOINT R DERINES, RN IEFEIR, 24 2B OVeT o aZ AN E D

5 0JL176,10.7.1999, p.36
16 0JL53,27.2.2008, p.52.
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RDFEEED DY =7 A EDSED IS AL T 5,

As regards Liechtenstein, this Directive constitutes a development of provisions of the Schengen
acquis, as provided for by the Protocol between the European Union, the European Community, the
Swiss Confederation and the Principality of Liechtenstein on the accession of the Principality of
Liechtenstein to the Agreement between the European Union, the European Community and the
Swiss Confederation on the Swiss Confederation’s association with the implementation, application
and development of the Schengen acquis 7).

(104)ZDFE11E, TFEU (ZHIT DIV QWD ERED I TRD LAV SRR, L0, A
15 M OFIEAEIREDOBEDOHER, [ NT —X2 DIEOHER, FZh72 155 EORGE DR
T OVNIEZ R EDOHERAEEL, 7>, T2 TR b CWAEEARF A EE 5, Zhb
DOHEFNZHT T DRI, FRMEAZ L >GRO LD IR IRED HZZHDHIR
DG T HUENED DY, F21E, OBFOHER L O H A RE T D7D ETHHIE
BT HOT, FEOE 52 5455 1 E> T,

This Directive respects the fundamental rights and observes the principles recognised in the Charter
as enshrined in the TFEU, in particular the right to respect for private and family life, the right to the
protection of personal data, the right to an effective remedy and to a fair trial. Limitations placed on
those rights are in accordance with Article 52(1) of the Charter as they are necessary to meet
objectives of general interest recognised by the Union or the need to protect the rights and freedoms
of others.

(105) FHBHSCELZ RS9 DA E X OVRINZE B0 2011 4= 9 H 28 HOSL[FIEIAE SITHE, 1
RRENT, M ESNAEAITENT, FEEDONAELF UGS D EPBAEHE O e
DOFOBIREFITS 1 bULLITEHO SGEE, ZOWMIEIOBAEHE OB IS
HRETHD, ZOFSICHL, SEEL, TOIH7SCEOEMINIEL 2L THH L
T2,

In accordance with the Joint Political Declaration of 28 September 2011 of Member States and the
Commission on explanatory documents, Member States have undertaken to accompany, in justified
cases, the notification of their transposition measures with one or more documents explaining the
relationship between the components of a directive and the corresponding parts of national
transposition measures. With regard to this Directive, the legislator considers the transmission of
such documents to be justified.

(106) FIM 7 — 2 (R B %, HHHIIEC) No 45/2001 055 28 45565 2 TEITHE> Tlaa L, 2012

17" 0J L 160, 18.6.2011, p. 21.
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The European Data Protection Supervisor was consulted in accordance with Article 28(2) of
Regulation (EC) No 45/2001 and delivered an opinion on 7 March 2012 (9),

(107)ZDFaHIE, AT —2OfEHRERML, 778X, FTIEEITHIBRCEET 57 — 2 EROME
HIDOATHE, THFTFREOMER I T DIBLDHIR S LN SDOMERIDHIRE RIS 2L %,
TR SRS D ENBTED PO RIEN SEE T DT L2 Tlazabiany,

This Directive should not preclude Member States from implementing the exercise of the rights of
data subjects on information, access to and rectification or erasure of personal data and restriction of
processing in the course of criminal proceedings, and their possible restrictions thereto, in national
rules on criminal procedure,

LLEDEBDTHALDT, ZOFESEEIRTS:

HAVE ADOPTED THIS DIRECTIVE:

8 0JC192,30.6.2012, p.7.
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51T RAKGEE

Chapter | General provisions

B 1E REERRVEMN

Article 1 Subject-matter and objectives

1

ZOFERIL, DO TR HEBUHTT DB5E R OW1EEE, UM TADMIE, #
7, s LLIXFREEIIINEIOBI T B HIDT-8 ORFEHERRD H AR 2 AT
— A OFRLERHET 5 IR DRI CEE T D EE T D,

This Directive lays down the rules relating to the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.

ZOOFRBITHE, AERRIENT:

@ HRADIARR AR O HH, SWONS, 0, BSRADENT —Z DIf#OME
FELRFEL D,

(b) FDID7LAZHIERNEAIEF TV IR EE > TERRS A A, BRSNS
B DREEHEBR D H DB LA NT — X DFHAN, ENT —H DI BEhE# T
HARNDREL BT DE N C K> THIBRS D Z 80372, o, ZEIESDZ i 7
W LA D,

In accordance with this Directive, Member States shall:

(@ protect the fundamental rights and freedoms of natural persons and in particular their right to
the protection of personal data; and

(b) ensure that the exchange of personal data by competent authorities within the Union, where
such exchange is required by Union or Member State law, is neither restricted nor prohibited
for reasons connected with the protection of natural persons with regard to the processing of
personal data.

ZOAERIE, MRS, WESHERO b B LB BT — 5 DR B 57— 1
IROHERIR O BT B, ZOFR AT CRED B D R RO, B 22 o
[RESEDB LR TR,

This Directive shall not preclude Member States from providing higher safeguards than those
established in this Directive for the protection of the rights and freedoms of the data subject with
regard to the processing of personal data by competent authorities.
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2% B

Article 2 Scope

1. ZOESL, FHL1EEL TED D HINDT= 5D DYSHHERO S BN LN T —F D
KBS AL,

This Directive applies to the processing of personal data by competent authorities for the purposes
set out in Article 1(1).

ZORESE, FOEMET S HE LS B IDEANT — 2 DA, KOy, H
SN TFEUNO FEAZLAENT — X DONEECH T, 77 AV VAT LO—HE
ERERRL, FT21L, 77 AV TV AT DO—EHERER T AT ENTESILTNDHDIZKL T
SN,

This Directive applies to the processing of personal data wholly or partly by automated means, and
to the processing other than by automated means of personal data which form part of a filing system
or are intended to form part of a filing system.

ZOFEBIE, BLFOMEAT —2 DU e SR
@) BRAESTEOERHERIHIM D DIEEIOIEFR 31T DAL,
(b) RIS ORKRS, #Hk, FE5R K ORI JDALEL,

This Directive does not apply to the processing of personal data:
(@ inthe course of an activity which falls outside the scope of Union law;
(b) by the Union institutions, bodies, offices and agencies.

EIE B
Atrticle 3 Definitions

ZOFRSO BIIDT=D

Q) MEAT—F1E0T, @kﬂﬂéﬂtﬁﬁjﬁt A PTREZ BARN (17 — & 344 ) ) LR
T HETONEFROZEZZIRL BB FTREZR HIANENL, 0o, 4, 805, (i
BT —X, A TA TN A DI OSIITIH-T, F20F, YEEARANOE
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For the purposes of this Directive:

(1) ‘personal data’ means any information relating to an identified or identifiable natural person
(“data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person;

(2) ‘processing’ means any operation or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;

(3) ‘restriction of processing’ means the marking of stored personal data with the aim of limiting
their processing in the future;

(4) ‘profiling’ means any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to
analyse or predict aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour, location or movements;

(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal data are not attributed to an
identified or identifiable natural person;
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(6) ‘filing system’ means any structured set of personal data which are accessible according to
specific criteria, whether centralised, decentralised or dispersed on a functional or geographical
basis;

(7)  ‘competent authority’ means:

(@ any public authority competent for the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security; or

(b) any other body or entity entrusted by Member State law to exercise public authority and
public powers for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security;

(8) ‘controller’ means the competent authority which, alone or jointly with others, determines the
purposes and means of the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or the specific criteria
for its nomination may be provided for by Union or Member State law;

(9) ‘“processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;

(10) ‘recipient’ means a natural or legal person, public authority, agency or another body, to which
the personal data are disclosed, whether a third party or not. However, public authorities which
may receive personal data in the framework of a particular inquiry in accordance with Member
State law shall not be regarded as recipients; the processing of those data by those public
authorities shall be in compliance with the applicable data protection rules according to the
purposes of the processing;

(11) ‘personal data breach’ means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted,
stored or otherwise processed;

(12) ‘genetic data’ means personal data, relating to the inherited or acquired genetic characteristics
of a natural person which give unique information about the physiology or the health of that
natural person and which result, in particular, from an analysis of a biological sample from the
natural person in question;

(13) ‘biometric data’ means personal data resulting from specific technical processing relating to
the physical, physiological or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial images or dactyloscopic
data;

(14) ‘data concerning health’ means personal data related to the physical or mental health of a
natural person, including the provision of health care services, which reveal information about
his or her health status;

(15) ‘supervisory authority’ means an independent public authority which is established by a

Member State pursuant to Article 41;
403



(16)

LEIEHMMERE 6 565 (2021412 A)

‘international organisation’ means an organisation and its subordinate bodies governed by
public international law, or any other body which is set up by, or on the basis of, an agreement
between two or more countries.

FIE EKRA
Chapter 11 Principles
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Article 4 Principles relating to processing of personal data
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Member States shall provide for personal data to be:

@
(b)

©
@
©)
(f)

processed lawfully and fairly;

collected for specified, explicit and legitimate purposes and not processed in a manner that is
incompatible with those purposes;

adequate, relevant and not excessive in relation to the purposes for which they are processed;
accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are
processed, are erased or rectified without delay;

kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which they are processed;

processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.
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Processing by the same or another controller for any of the purposes set out in Article 1(1) other than

that for which the personal data are collected shall be permitted in so far as:

(@ the controller is authorised to process such personal data for such a purpose in accordance with
Union or Member State law; and

(b) processing is necessary and proportionate to that other purpose in accordance with Union or
Member State law.
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Processing by the same or another controller may include archiving in the public interest, scientific,
statistical or historical use, for the purposes set out in Article 1(1), subject to appropriate safeguards
for the rights and freedoms of data subjects.

4, EHEEL, 1 IHE, 2 HNROV 3 THOBSHIC BT 2Rk EZ A, Hy, TS AR
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The controller shall be responsible for, and be able to demonstrate compliance with, paragraphs 1, 2
and 3.

%8 5 & REAFRUVRELOHRE

Article 5 Time-limits for storage and review
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Member States shall provide for appropriate time limits to be established for the erasure of personal
data or for a periodic review of the need for the storage of personal data. Procedural measures shall
ensure that those time limits are observed.
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Article 6 Distinction between different categories of data subject
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Member States shall provide for the controller, where applicable and as far as possible, to make a

clear distinction between personal data of different categories of data subjects, such as:

(@ persons with regard to whom there are serious grounds for believing that they have committed
or are about to commit a criminal offence;

(b) persons convicted of a criminal offence;

(c) victims of a criminal offence or persons with regard to whom certain facts give rise to reasons
for believing that he or she could be the victim of a criminal offence; and

(d) other parties to a criminal offence, such as persons who might be called on to testify in
investigations in connection with criminal offences or subsequent criminal proceedings,
persons who can provide information on criminal offences, or contacts or associates of one of
the persons referred to in points (a) and (b).

B7%& BATSHORNRVEAT—20REORE

Article 7 Distinction between personal data and verification of quality of personal data
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Member States shall provide for personal data based on facts to be distinguished, as far as possible,
from personal data based on personal assessments.
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Member States shall provide for the competent authorities to take all reasonable steps to ensure that
personal data which are inaccurate, incomplete or no longer up to date are not transmitted or made
available. To that end, each competent authority shall, as far as practicable, verify the quality of
personal data before they are transmitted or made available. As far as possible, in all transmissions
of personal data, necessary information enabling the receiving competent authority to assess the
degree of accuracy, completeness and reliability of personal data, and the extent to which they are
up to date shall be added.
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Ifitemerges that incorrect personal data have been transmitted or personal data have been unlawfully
transmitted, the recipient shall be notified without delay. In such a case, the personal data shall be
rectified or erased or processing shall be restricted in accordance with Article 16.

FE & MEHMEER
Article 8 Lawfulness of processing
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Member States shall provide for processing to be lawful only if and to the extent that processing is
necessary for the performance of a task carried out by a competent authority for the purposes set out
in Article 1(1) and that it is based on Union or Member State law.
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Member State law regulating processing within the scope of this Directive shall specify at least the
objectives of processing, the personal data to be processed and the purposes of the processing.
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FIF FRIDNEDFEHE

Article 9 Specific processing conditions
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Personal data collected by competent authorities for the purposes set out in Article 1(1) shall not be
processed for purposes other than those set out in Article 1(1) unless such processing is authorised
by Union or Member State law. Where personal data are processed for such other purposes,
Regulation (EU) 2016/679 shall apply unless the processing is carried out in an activity which falls
outside the scope of Union law.
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Where competent authorities are entrusted by Member State law with the performance of tasks other
than those performed for the purposes set out in Article 1(1), Regulation (EU) 2016/679 shall apply
to processing for such purposes, including for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, unless the processing is carried out in an activity
which falls outside the scope of Union law.
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Member States shall, where Union or Member State law applicable to the transmitting competent
authority provides specific conditions for processing, provide for the transmitting competent
authority to inform the recipient of such personal data of those conditions and the requirement to
comply with them.
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Member States shall provide for the transmitting competent authority not to apply conditions
pursuant to paragraph 3 to recipients in other Member States or to agencies, offices and bodies
established pursuant to Chapters 4 and 5 of Title V of the TFEU other than those applicable to similar
transmissions of data within the Member State of the transmitting competent authority.
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Article 10 Processing of special categories of personal data
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Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data
for the purpose of uniquely identifying a natural person, data concerning health or data concering a
natural person’s sex life or sexual orientation shall be allowed only where strictly necessary, subject
to appropriate safeguards for the rights and freedoms of the data subject, and only:

(@ where authorised by Union or Member State law;

(b) to protect the vital interests of the data subject or of another natural person; or

() where such processing relates to data which are manifestly made public by the data subject.
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Article 11 Automated individual decision-making
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Member States shall provide for a decision based solely on automated processing, including
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profiling, which produces an adverse legal effect concerning the data subject or significantly affects
him or her, to be prohibited unless authorised by Union or Member State law to which the controller
is subject and which provides appropriate safeguards for the rights and freedoms of the data subject,
at least the right to obtain human intervention on the part of the controller.
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Decisions referred to in paragraph 1 of this Avrticle shall not be based on special categories of personal
data referred to in Article 10, unless suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests are in place.

3. 510 RIRTERPEROMEAT =22 L THRNTHL GEllab b T 7 mr 7
AVTNE, BRIMEESIE NG, FEkEn D,

Profiling that results in discrimination against natural persons on the basis of special categories of
personal data referred to in Article 10 shall be prohibited, in accordance with Union law.
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Chapter 11 Rights of the data subject
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Article 12 Communication and modalities for exercising the rights of the data subject
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Member States shall provide for the controller to take reasonable steps to provide any information
referred to in Article 13 and make any communication with regard to Articles 11, 14 to 18 and 31
relating to processing to the data subject in a concise, intelligible and easily accessible form, using
clear and plain language. The information shall be provided by any appropriate means, including by
electronic means. As a general rule, the controller shall provide the information in the same form as
the request.
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Member States shall provide for the controller to facilitate the exercise of the rights of the data subject
under Articles 11 and 14 to 18.
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Member States shall provide for the controller to inform the data subject in writing about the follow
up to his or her request without undue delay.
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Member States shall provide for the information provided under Article 13 and any communication

made or action taken pursuant to Articles 11, 14 to 18 and 31 to be provided free of charge. Where

requests from a data subject are manifestly unfounded or excessive, in particular because of their

repetitive character, the controller may either:

(@ charge a reasonable fee, taking into account the administrative costs of providing the
information or communication or taking the action requested; or

(b) refuse to act on the request.
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The controller shall bear the burden of demonstrating the manifestly unfounded or excessive
character of the request.
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Where the controller has reasonable doubts concerning the identity of the natural person making a

request referred to in Article 14 or 16, the controller may request the provision of additional
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information necessary to confirm the identity of the data subject.

B3 E TR FIATELLSIENAERE X T 2R L TEA LN H1ER
Article 13 Information to be made available or given to the data subject
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Member States shall provide for the controller to make available to the data subject at least the
following information:

@
(b)
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©

the identity and the contact details of the controller;

the contact details of the data protection officer, where applicable;

the purposes of the processing for which the personal data are intended;

the right to lodge a complaint with a supervisory authority and the contact details of the
supervisory authority;

the existence of the right to request from the controller access to and rectification or erasure of
personal data and restriction of processing of the personal data concerning the data subject.

5 1 IR IEBERENINA, AREN, ERIOZRIHTINNT, BE I L OMER [2A T
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In addition to the information referred to in paragraph 1, Member States shall provide by law for the
controller to give to the data subject, in specific cases, the following further information to enable the
exercise of his or her rights:

@)

the legal basis for the processing;
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(b) the period for which the personal data will be stored, or, where that is not possible, the criteria
used to determine that period;

() where applicable, the categories of recipients of the personal data, including in third countries
or international organisations;

(d) where necessary, further information, in particular where the personal data are collected
without the knowledge of the data subject.

3. HERENY, BLTOSEDT0IT, BIERT 5 BIRND AN MR B ONE 4705138 216 1F
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(b) JEIATAOBLIE, Kkn, $#aE LIIFRBEITIHEIOBITO L FE2RE T 5725 ;
) DIDORLEHET DI,
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() MOEBEDOHER| OV H AT D20,

Member States may adopt legislative measures delaying, restricting or omitting the provision of the

information to the data subject pursuant to paragraph 2 to the extent that, and for as long as, such a

measure constitutes a necessary and proportionate measure in a democratic society with due regard

for the fundamental rights and the legitimate interests of the natural person concerned, in order to:

(@ avoid obstructing official or legal inquiries, investigations or procedures;

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences
or the execution of criminal penalties;

(c) protect public security;

(d) protect national security;

(e) protect the rights and freedoms of others.

4. HERRENL, ZOREEIT G 3 HICHPET IR EOWTIMNICEE L UL
KA H B AT D DS B EIN TX 5,

Member States may adopt legislative measures in order to determine categories of processing which
may wholly or partly fall under any of the points listed in paragraph 3.

F U E T—2ERZLETIERDIER
Article 14 Right of access by the data subject
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Subject to Article 15, Member States shall provide for the right of the data subject to obtain from the
controller confirmation as to whether or not personal data concerning him or her are being processed,
and, where that is the case, access to the personal data and the following information:

@
(b)
©
(@)
©
®

)

the purposes of and legal basis for the processing;

the categories of personal data concerned;

the recipients or categories of recipients to whom the personal data have been disclosed, in
particular recipients in third countries or international organisations;

where possible, the envisaged period for which the personal data will be stored, or, if not
possible, the criteria used to determine that period,;

the existence of the right to request from the controller rectification or erasure of personal data
or restriction of processing of personal data concerning the data subject;

the right to lodge a complaint with the supervisory authority and the contact details of the
supervisory authority;

communication of the personal data undergoing processing and of any available information
as to their origin.

EI5 & FTOERDER DR
Article 15 Limitations to the right of access
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Member States may adopt legislative measures restricting, wholly or partly, the data subject’s right

of access to the extent that, and for as long as such a partial or complete restriction constitutes a

necessary and proportionate measure in a democratic society with due regard for the fundamental

rights and legitimate interests of the natural person concerned, in order to:

(@ avoid obstructing official or legal inquiries, investigations or procedures;

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences
or the execution of criminal penalties;

(c) protect public security;

(d) protect national security;

(e) protect the rights and freedoms of others.

HERRIEN T, ZOEIBEIT—EAE 1 D@72 \LE)DW VT N T AT DA DKE
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Member States may adopt legislative measures in order to determine categories of processing which
may wholly or partly fall under points (a) to () of paragraph 1.

5 1 ERO 2 ORI 56, MEND, B, 7 —2 BRI, RNEUEe
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In the cases referred to in paragraphs 1 and 2, Member States shall provide for the controller to
inform the data subject, without undue delay, in writing of any refusal or restriction of access and of
the reasons for the refusal or the restriction. Such information may be omitted where the provision
thereof would undermine a purpose under paragraph 1. Member States shall provide for the
controller to inform the data subject of the possibility of lodging a complaint with a supervisory
authority or seeking a judicial remedy.

HERRENT, £ DO HIES BB 92352 EORILE ONEHE EOIRMVAEFEA S 3G LS5
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Member States shall provide for the controller to document the factual or legal reasons on which the
decision is based. That information shall be made available to the supervisory authorities.
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Article 16 Right to rectification or erasure of personal data and restriction of processing

1
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Member States shall provide for the right of the data subject to obtain from the controller without
undue delay the rectification of inaccurate personal data relating to him or her. Taking into account
the purposes of the processing, Member States shall provide for the data subject to have the right to
have incomplete personal data completed, including by means of providing a supplementary
statement.

HERRIEN T, ALBEAS, 25 4 2%, 25 8 SRb LI 10 RICIDEIRSNI-SHAIOER T D58,
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Member States shall require the controller to erase personal data without undue delay and provide
for the right of the data subject to obtain from the controller the erasure of personal data concerning
him or her without undue delay where processing infringes the provisions adopted pursuant to
Avticle 4, 8 or 10, or where personal data must be erased in order to comply with a legal obligation
to which the controller is subject.

LIFOBA, BHEL, BRI, Az HiRd5:
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Instead of erasure, the controller shall restrict processing where:

(@ the accuracy of the personal data is contested by the data subject and their accuracy or
inaccuracy cannot be ascertained; or

(b) the personal data must be maintained for the purposes of evidence.

Where processing is restricted pursuant to point (a) of the first subparagraph, the controller shall
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inform the data subject before lifting the restriction of processing.
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Member States shall provide for the controller to inform the data subject in writing of any refusal of

rectification or erasure of personal data or restriction of processing and of the reasons for the refusal.

Member States may adopt legislative measures restricting, wholly or partly, the obligation to provide

such information to the extent that such a restriction constitutes a necessary and proportionate

measure in a democratic society with due regard for the fundamental rights and legitimate interests

of the natural person concerned in order to:

(@ avoid obstructing official or legal inquiries, investigations or procedures;

(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences
or the execution of criminal penalties;

(c) protect public security;

(d) protect national security;

(e) protect the rights and freedoms of others.

RERREN T, EEEEN, 7 — X ERICKIL, BEWEBEC A N CTiSa L, S0, 155
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Member States shall provide for the controller to inform the data subject of the possibility of lodging
a complaint with a supervisory authority or seeking a judicial remedy.

RERRENT, LD, RIERE AN T —Z D ANTFTe ChARHESRED S AREBI TR, A~
EHEMEANT — 2 DFT IEAEi& 522 DD,

Member States shall provide for the controller to communicate the rectification of inaccurate
personal data to the competent authority from which the inaccurate personal data originate.
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Member States shall, where personal data has been rectified or erased or processing has been
restricted pursuant to paragraphs 1, 2 and 3, provide for the controller to notify the recipients and that
the recipients shall rectify or erase the personal data or restrict processing of the personal data under
their responsibility.

F 17 & TEHERIHENDITERUVEEHEICLHRE
Article 17 Exercise of rights by the data subject and verification by the supervisory authority
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In the cases referred to in Article 13(3), Article 15(3) and Article 16(4) Member States shall adopt
measures providing that the rights of the data subject may also be exercised through the competent
supervisory authority.

MERKENT, EEEDS, T —FERITHL, 55 1 B KOETERERTA ML T 7 3 e DM
AT CEHLZ G T DL ATED D,

Member States shall provide for the controller to inform the data subject of the possibility of
exercising his or her rights through the supervisory authority pursuant to paragraph 1.

5 1 R THERDM TSN DY 6, OB, 7 —Z BRI, D7ded, &
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Where the right referred to in paragraph 1 is exercised, the supervisory authority shall inform the
data subject at least that all necessary verifications or a review by the supervisory authority have
taken place. The supervisory authority shall also inform the data subject of his or her right to seek a
judicial remedy.

%518 & IFEERURIEFRICEITHT -2 HDEF

Article 18 Rights of the data subject in criminal investigations and proceedings

HERKIEN S, VA5 Lo, SRcik /o IR AR OISR Fe DR 23 TS
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Member States may provide for the exercise of the rights referred to in Articles 13, 14 and 16 to be
carried out in accordance with Member State law where the personal data are contained in a judicial
decision or record or case file processed in the course of criminal investigations and proceedings.

FIVE TEERVILES
Chapter IV Controller and processor

B1E —REVERH

Section 1 General obligations

FF EEEOEH
Article 19 Obligations of the controller
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Member States shall provide for the controller, taking into account the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for the rights and
freedoms of natural persons, to implement appropriate technical and organisational measures to
ensure and to be able to demonstrate that processing is performed in accordance with this Directive.
Those measures shall be reviewed and updated where necessary.

2. WENEENE ORI CTHBIR A, 5 1RO R IHEEN L, @e T — 2R gt
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Where proportionate in relation to the processing activities, the measures referred to in paragraph 1
shall include the implementation of appropriate data protection policies by the controller.

FENE I MTHAVRUNATIHINZKET—H25E
Article 20 Data protection by design and by default
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P L o TURSND HARADHER S OB BRI Dbk 2 IR B LTRANE DY A 2 B 8
(AN BT, RO FBAARTE T DI R M O 1L B RO RO R RIS T,
T—=HDI=RMED IR, T — RO HAIFRIE SRR CHIET D728, KU,
EDWFRD PN BT R LR AL G DTSRG IS, A kDI H78, EEIaHL
IRE)_E R OSHHAR EOHTEZ SFEES DT L2 ED D,

Member States shall provide for the controller, taking into account the state of the art, the cost of
implementation and the nature, scope, context and purposes of processing, as well as the risks of
varying likelihood and severity for rights and freedoms of natural persons posed by the processing,
both at the time of the determination of the means for processing and at the time of the processing
itself, to implement appropriate technical and organisational measures, such as pseudonymisation,
which are designed to implement data protection principles, such as data minimisation, in an
effective manner and to integrate the necessary safeguards into the processing, in order to meet the
requirements of this Directive and protect the rights of data subjects.
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Member States shall provide for the controller to implement appropriate technical and organisational
measures ensuring that, by default, only personal data which are necessary for each specific purpose
of the processing are processed. That obligation applies to the amount of personal data collected, the
extent of their processing, the period of their storage and their accessibility. In particular, such
measures shall ensure that by default personal data are not made accessible without the individual's
intervention to an indefinite number of natural persons.

A F HEAEESE

Avrticle 21 Joint controllers
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Member States shall, where two or more controllers jointly determine the purposes and means of
processing, provide for them to be joint controllers. They shall, in a transparent manner, determine
their respective responsibilities for compliance with this Directive, in particular as regards the
exercise of the rights of the data subject and their respective duties to provide the information referred
to in Article 13, by means of an arrangement between them unless, and in so far as, the respective
responsibilities of the controllers are determined by Union or Member State law to which the
controllers are subject. The arrangement shall designate the contact point for data subjects. Member
States may designate which of the joint controllers can act as a single contact point for data subjects
to exercise their rights.
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Irrespective of the terms of the arrangement referred to in paragraph 1, Member States may provide
for the data subject to exercise his or her rights under the provisions adopted pursuant to this Directive
in respect of and against each of the controllers.

B2 E WEE

Article 22 Processor
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Member States shall, where processing is to be carried out on behalf of a controller, provide for the
controller to use only processors providing sufficient guarantees to implement appropriate technical
and organisational measures in such a manner that the processing will meet the requirements of this
Directive and ensure the protection of the rights of the data subject.
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Member States shall provide for the processor not to engage another processor without prior specific
or general written authorisation by the controller. In the case of general written authorisation, the
processor shall inform the controller of any intended changes concerning the addition or replacement
of other processors, thereby giving the controller the opportunity to object to such changes.

FERREN T, W C L DMEEN, S LD BIRITISU N TRBRE L, 7>, A%t

G N O], AUEROME K OV H Y, [ENT — 2 DAAT JOT — 4 TROFER, IO,

BIE D M OMERZ TEDDFHKN I~ T, T2, BRMMEAES LT REREICFESL

FHOLISNDOIERL T2 I TSN A Z LA TED D, FIFI T T NLISNOIERS T80,

EVDUT, TONBEENLL T OEBY THAZLZTEDS:

@ TOEEEDLOFROIMIILSNTHTEITHZE;

() MENT —ZOUBRDOAGERESZTT-H7, BOASENARER 528, $203, ek
DL FREEHD FIZhHZEatfifT 52k,

© T —XFEEROMHERN BT HIADES A RS D720, e TR > CE L%
Wi T 52,

) T —ZRER—E 2O T#, BHEEOBRIC LY, 2 TOMAT—2%2HKL,
FiolY, BEEE KRS HE, WONS, BRMNESIEEI ISR EENEOEAT —
B DR T FER U2 R, FAEL QOB EIRZH bR 528

() ALITED DB a T DT OIS EL DB TONE A ST T TE
DINTTHZLE,

(M BIONPREONEFIZEIT 25 2 LU 3 U N T RA T 524,

Member States shall provide for the processing by a processor to be governed by a contract or other

legal act under Union or Member State law, that is binding on the processor with regard to the

controller and that sets out the subject-matter and duration of the processing, the nature and purpose
of the processing, the type of personal data and categories of data subjects and the obligations and
rights of the controller. That contract or other legal act shall stipulate, in particular, that the processor:

(@ acts only on instructions from the controller;

(b) ensures that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;

(c) assists the controller by any appropriate means to ensure compliance with the provisions on
the data subject’s rights;

(d) atthe choice of the controller, deletes or returns all the personal data to the controller after the
end of the provision of data processing services, and deletes existing copies unless Union or
Member State law requires storage of the personal data;

(&) makes available to the controller all information necessary to demonstrate compliance with
this Article;

() complies with the conditions referred to in paragraphs 2 and 3 for engaging another processor.
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The contract or the other legal act referred to in paragraph 3 shall be in writing, including in an
electronic form.
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If a processor determines, in infringement of this Directive, the purposes and means of processing,
that processor shall be considered to be a controller in respect of that processing.
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Article 23 Processing under the authority of the controller or processor
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Member States shall provide for the processor and any person acting under the authority of the
controller or of the processor, who has access to personal data, not to process those data except on
instructions from the controller, unless required to do so by Union or Member State law.
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Article 24 Records of processing activities
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Member States shall provide for controllers to maintain a record of all categories of processing
activities under their responsibility. That record shall contain all of the following information:

(@)

()
©

)
©)
(f)
©
()

0

the name and contact details of the controller and, where applicable, the joint controller and the
data protection officer;

the purposes of the processing;

the categories of recipients to whom the personal data have been or will be disclosed including
recipients in third countries or international organisations;

a description of the categories of data subject and of the categories of personal data;

where applicable, the use of profiling;

where applicable, the categories of transfers of personal data to a third country or an
international organisation;

an indication of the legal basis for the processing operation, including transfers, for which the
personal data are intended;

where possible, the envisaged time limits for erasure of the different categories of personal
data;

where possible, a general description of the technical and organisational security measures
referred to in Article 29(1).
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Member States shall provide for each processor to maintain a record of all categories of processing
activities carried out on behalf of a controller, containing:

@)

(b)
©

the name and contact details of the processor or processors, of each controller on behalf of
which the processor is acting and, where applicable, the data protection officer;

the categories of processing carried out on behalf of each controller;

where applicable, transfers of personal data to a third country or an international organisation

where explicitly instructed to do so by the controller, including the identification of that third
424



E e TEMMERE 6% 6 7 (2021412 )
country or international organisation;
(d) where possible, a general description of the technical and organisational security measures
referred to in Article 29(1).
1K O 2 R RdR S, AR RA G0, FIZEObDET D,
The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form.
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The controller and the processor shall make those records available to the supervisory authority on
request.

E 5% BEMY)
Article 25 Logging
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Member States shall provide for logs to be kept for at least the following processing operations in
automated processing systems: collection, alteration, consultation, disclosure including transfers,
combination and erasure. The logs of consultation and disclosure shall make it possible to establish
the justification, date and time of such operations and, as far as possible, the identification of the
person who consulted or disclosed personal data, and the identity of the recipients of such personal
data.
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The logs shall be used solely for verification of the lawfulness of processing, self-monitoring,
ensuring the integrity and security of the personal data, and for criminal proceedings.

EHE KOS, ZERITSUT, BB BRI & 285127 %,

The controller and the processor shall make the logs available to the supervisory authority on request.
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Article 26 Cooperation with the supervisory authority
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Member States shall provide for the controller and the processor to cooperate, on request, with the
supervisory authority in the performance of its tasks on request.

827 & T—HEERC BT

Article 27 Data protection impact assessment

1
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Where a type of processing, in particular, using new technologies, and taking into account the nature,
scope, context and purposes of the processing is likely to result in a high risk to the rights and
freedoms of natural persons, Member States shall provide for the controller to carry out, prior to the
processing, an assessment of the impact of the envisaged processing operations on the protection of
personal data.
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The assessment referred to in paragraph 1 shall contain at least a general description of the envisaged
processing operations, an assessment of the risks to the rights and freedoms of data subjects, the
measures envisaged to address those risks, safeguards, security measures and mechanisms to ensure
the protection of personal data and to demonstrate compliance with this Directive, taking into
account the rights and legitimate interests of the data subjects and other persons concerned.

55 28 & EEHBIOERIES

Atrticle 28 Prior consultation of the supervisory authority

1
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Member States shall provide for the controller or processor to consult the supervisory authority prior

to processing which will form part of a new filing system to be created, where:

(@ adata protection impact assessment as provided for in Article 27 indicates that the processing
would result in a high risk in the absence of measures taken by the controller to mitigate the
risk; or

(b) the type of processing, in particular, where using new technologies, mechanisms or procedures,
involves a high risk to the rights and freedoms of data subjects.

RERRENS, AUEREBIHL T, EPNRERICL > TEIRSN O SHERTE F/ 3 Z D L7 IEHS
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Member States shall provide for the supervisory authority to be consulted during the preparation of
a proposal for a legislative measure to be adopted by a national parliament or of a regulatory measure
based on such a legislative measure, which relates to processing.

HERENT, 55 1 SIS RS Bl O D O AN B BB IRE T 2%
TED D,

Member States shall provide that the supervisory authority may establish a list of the processing
operations which are subject to prior consultation pursuant to paragraph 1.
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Member States shall provide for the controller to provide the supervisory authority with the data
protection impact assessment pursuant to Article 27 and, on request, with any other information to
allow the supervisory authority to make an assessment of the compliance of the processing and in
particular of the risks for the protection of personal data of the data subject and of the related

safeguards.
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Member States shall, where the supervisory authority is of the opinion that the intended processing
referred to in paragraph 1 of this Article would infringe the provisions adopted pursuant to this
Directive, in particular where the controller has insufficiently identified or mitigated the risk, provide
for the supervisory authority to provide, within a period of up to six weeks of receipt of the request
for consultation, written advice to the controller and, where applicable, to the processor, and may use
any of its powers referred to in Article 47. That period may be extended by a month, taking into
account the complexity of the intended processing. The supervisory authority shall inform the
controller and, where applicable, the processor of any such extension within one month of receipt of
the request for consultation, together with the reasons for the delay.

28 BATHOREM

Section 2 Security of personal data

F2OF WEORLMH
Article 29 Security of processing

1

2.
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Member States shall provide for the controller and the processor, taking into account the state of the
art, the costs of implementation and the nature, scope, context and purposes of the processing as well
as the risk of varying likelihood and severity for the rights and freedoms of natural persons, to
implement appropriate technical and organisational measures to ensure a level of security
appropriate to the risk, in particular as regards the processing of special categories of personal data
referred to in Article 10.

HEMES N BEL, AAERIENT, FPEE KOS, OV A7 27 ML 7-#%, LA
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In respect of automated processing, each Member State shall provide for the controller or processor,
following an evaluation of the risks, to implement measures designed to:

@)
()
©
@
®

deny unauthorised persons access to processing equipment used for processing (‘equipment
access control’);

prevent the unauthorised reading, copying, modification or removal of data media (“data media
control’);

prevent the unauthorised input of personal data and the unauthorised inspection, modification
or deletion of stored personal data (“storage control’);

prevent the use of automated processing systems by unauthorised persons using data
communication equipment (‘user control’);

ensure that persons authorised to use an automated processing system have access only to the
personal data covered by their access authorisation (“data access control’);
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(H ensure that it is possible to verify and establish the bodies to which personal data have been or
may be transmitted or made available using data communication equipment (‘communication
control’);

(g) ensure that it is subsequently possible to verify and establish which personal data have been
input into automated processing systems and when and by whom the personal data were input
(‘input control’);

(h) prevent the unauthorised reading, copying, modification or deletion of personal data during
transfers of personal data or during transportation of data media (‘transport control’);

() ensure that installed systems may, in the case of interruption, be restored (‘recovery’);

() ensure that the functions of the system perform, that the appearance of faults in the functions
is reported (‘reliability”) and that stored personal data cannot be corrupted by means of a
malfunctioning of the system (‘integrity”).

5630 & EEMEITHY SEAT—SOREDE

Article 30 Noatification of a personal data breach to the supervisory authority
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Member States shall, in the case of a personal data breach, provide for the controller to notify without
undue delay and, where feasible, not later than 72 hours after having become aware of it, the personal
data breach to the supervisory authority, unless the personal data breach is unlikely to result in a risk
to the rights and freedoms of natural persons. Where the notification to the supervisory authority is
not made within 72 hours, it shall be accompanied by reasons for the delay.

2. WEEER, AT —HOIREISR DR, AR, R IR C, @A 5,

The processor shall notify the controller without undue delay after becoming aware of a personal
data breach.

3. BB, D7akld:
(@ FAAREZRL XD, BRI DT — X HRORR L ONPARS AT REA ONC BEfR3-
DENT —H 5tk DI NSNS E &0, AT —2DIREOMHEETT
L ;
(b) T —AEEEEEOWES KOS, F201E, J0ZLOEREATTIHZLDTED

foDEE A Ry AL ;
430



LEIEHMMERE 6 565 (2021412 A)

© ZDEANT —FDREOFREL THVIFLFREZ DAL ;

@) ZNDEGVREET, ZOREDHVIFDADBLARIT DI O DB &0, £D
TENT — 2 DARENRLS DT DI E BT S o CREC IV B H 7 35832 Yl
D TOIVI S EZ R 5,

The notification referred to in paragraph 1 shall at least:

(@ describe the nature of the personal data breach including, where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number
of personal data records concerned;

(b) communicate the name and contact details of the data protection officer or other contact point
where more information can be obtained;

(c) describe the likely consequences of the personal data breach;

(d) describe the measures taken or proposed to be taken by the controller to address the personal
data breach, including, where appropriate, measures to mitigate its possible adverse effects.
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Where, and in so far as, it is not possible to provide the information at the same time, the information
may be provided in phases without undue further delay.
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Member States shall provide for the controller to document any personal data breaches referred to
in paragraph 1, comprising the facts relating to the personal data breach, its effects and the remedial
action taken. That documentation shall enable the supervisory authority to verify compliance with
this Article.
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Member States shall, where the personal data breach involves personal data that have been

transmitted by or to the controller of another Member State, provide for the information referred to
in paragraph 3 to be communicated to the controller of that Member State without undue delay.
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Article 31 Communication of a personal data breach to the data subject
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Member States shall, where the personal data breach is likely to result in a high risk to the rights and
freedoms of natural persons, provide for the controller to communicate the personal data breach to
the data subject without undue delay.
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The communication to the data subject referred to in paragraph 1 of this Article shall describe in
clear and plain language the nature of the personal data breach and shall contain at least the
information and measures referred to in points (b), () and (d) of Article 30(3).
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The communication to the data subject referred to in paragraph 1 shall not be required if any of the

following conditions are met:

(@ the controller has implemented appropriate technological and organisational protection
measures, and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person who is not
authorised to access it, such as encryption;

(b) the controller has taken subsequent measures which ensure that the high risk to the rights and
freedoms of data subjects referred to in paragraph 1 is no longer likely to materialise;

(c) it would involve a disproportionate effort. In such a case, there shall instead be a public
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communication or a similar measure whereby the data subjects are informed in an equally
effective manner.
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If the controller has not already communicated the personal data breach to the data subject, the
supervisory authority, having considered the likelihood of the personal data breach resulting in a high
risk, may require it to do so, or may decide that any of the conditions referred to in paragraph 3 are
met.
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The communication to the data subject referred to in paragraph 1 of this Article may be delayed,
restricted or omitted subject to the conditions and on the grounds referred to in Article 13(3).

B3 THRERASE

Section 3 Data protection officer
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Article 32 Designation of the data protection officer
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Member States shall provide for the controller to designate a data protection officer. Member States
may exempt courts and other independent judicial authorities when acting in their judicial capacity
from that obligation.
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The data protection officer shall be designated on the basis of his or her professional qualities and,

in particular, his or her expert knowledge of data protection law and practice and ability to fulfil the
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tasks referred to in Article 34.
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Asingle data protection officer may be designated for several competent authorities, taking account
of their organisational structure and size.
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Member States shall provide for the controller to publish the contact details of the data protection
officer and communicate them to the supervisory authority.

BERE THREEREEDHA
Article 33 Position of the data protection officer
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Member States shall provide for the controller to ensure that the data protection officer is involved,
properly and in a timely manner, in all issues which relate to the protection of personal data.
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The controller shall support the data protection officer in performing the tasks referred to in Article
34 by providing resources necessary to carry out those tasks and access to personal data and
processing operations, and to maintain his or her expert knowledge.

EAF THREREEORE
Article 34 Tasks of the data protection officer
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Member States shall provide for the controller to entrust the data protection officer at least with the

following tasks:

(@ to inform and advise the controller and the employees who carry out processing of their
obligations pursuant to this Directive and to other Union or Member State data protection
provisions;

(b) to monitor compliance with this Directive, with other Union or Member State data protection
provisions and with the policies of the controller in relation to the protection of personal data,
including the assignment of responsibilities, awareness-raising and training of staff involved in
processing operations, and the related audits;

(c) to provide advice where requested as regards the data protection impact assessment and
monitor its performance pursuant to Article 27;

(d) to cooperate with the supervisory authority;

(e) to act as the contact point for the supervisory authority on issues relating to processing,
including the prior consultation referred to in Article 28, and to consult, where appropriate, with
regard to any other matter.
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Chapter V Transfers of personal data to third countries or international organisations
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Article 35 General principles for transfers of personal data
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Member States shall provide for any transfer by competent authorities of personal data which are
undergoing processing or are intended for processing after transfer to a third country or to an
international organisation including for onward transfers to another third country or international
organisation to take place, subject to compliance with the national provisions adopted pursuant to
other provisions of this Directive, only where the conditions laid down in this Chapter are met,
namely:

(@)
()
©

©)

®©

the transfer is necessary for the purposes set out in Article 1(1);

the personal data are transferred to a controller in a third country or international organisation
that is an authority competent for the purposes referred to in Article 1(1);

where personal data are transmitted or made available from another Member State, that
Member State has given its prior authorisation to the transfer in accordance with its national
law;

the Commission has adopted an adequacy decision pursuant to Article 36, or, in the absence
of such a decision, appropriate safeguards have been provided or exist pursuant to Article 37,
or, in the absence of an adequacy decision pursuant to Article 36 and of appropriate safeguards
in accordance with Article 37, derogations for specific situations apply pursuant to Article 38;
and

in the case of an onward transfer to ancther third country or international organisation, the
competent authority that carried out the original transfer or another competent authority of the
same Member State authorises the onward transfer, after taking into due account all relevant
factors, including the seriousness of the criminal offence, the purpose for which the personal
data was originally transferred and the level of personal data protection in the third country or
an international organisation to which personal data are onward transferred.
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Member States shall provide for transfers without the prior authorisation by another Member State
in accordance with point (c) of paragraph 1 to be permitted only if the transfer of the personal data
is necessary for the prevention of an immediate and serious threat to public security of a Member
State or a third country or to essential interests of a Member State and the prior authorisation cannot
be obtained in good time. The authority responsible for giving prior authorisation shall be informed
without delay.
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All provisions in this Chapter shall be applied in order to ensure that the level of protection of natural
persons ensured by this Directive is not undermined.
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Article 36 Transfers on the basis of an adequacy decision
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Member States shall provide that a transfer of personal data to a third country or an international
organisation may take place where the Commission has decided that the third country, a territory or
one or more specified sectors within that third country, or the international organisation in question
ensures an adequate level of protection. Such a transfer shall not require any specific authorisation.
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the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both general
and sectoral, including concerning public security, defence, national security and criminal law and
the access of public authorities to personal data, as well as the implementation of such legislation,
data protection rules, professional rules and security measures, including rules for the onward
transfer of personal data to another third country or international organisation, which are complied
with in that country or international organisation, case-law, as well as effective and enforceable data
subject rights and effective administrative and judicial redress for the data subjects whose personal
data are transferred;

When assessing the adequacy of the level of protection, the Commission shall, in particular, take
account of the following elements:

@

()

©

the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both
general and sectoral, including concerning public security, defence, national security and
criminal law and the access of public authorities to personal data, as well as the implementation
of such legislation, data protection rules, professional rules and security measures, including
rules for the onward transfer of personal data to another third country or international
organisation, which are complied with in that country or international organisation, case-law,
as well as effective and enforceable data subject rights and effective administrative and judicial
redress for the data subjects whose personal data are transferred;

the existence and effective functioning of one or more independent supervisory authorities in
the third country or to which an international organisation is subject, with responsibility for
ensuring and enforcing compliance with data protection rules, including adequate enforcement
powers, for assisting and advising data subjects in exercising their rights and for cooperation
with the supervisory authorities of the Member States; and

the international commitments the third country or international organisation concemed has
entered into, or other obligations arising from legally binding conventions or instruments as
well as from its participation in multilateral or regional systems, in particular in relation to the
protection of personal data.
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The Commission, after assessing the adequacy of the level of protection, may decide, by means of
implementing act, that a third country, a territory or one or more specified sectors within a third
country, or an international organisation ensures an adequate level of protection within the meaning
of paragraph 2 of this Article. The implementing act shall provide a mechanism for periodic review,
at least every four years, which shall take into account all relevant developments in the third country
or international organisation. The implementing act shall specify its territorial and sectoral
application and, where applicable, identify the supervisory authority or authorities referred to in point
(b) of paragraph 2 of this Article. The implementing act shall be adopted in accordance with the
examination procedure referred to in Article 58(2).
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The Commission shall, on an ongoing basis, monitor developments in third countries and
international organisations that could affect the functioning of decisions adopted pursuant to
paragraph 3.
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The Commission shall, where available information reveals, in particular following the review
referred to in paragraph 3 of this Article, that a third country, a territory or one or more specified
sectors within a third country, or an international organisation no longer ensures an adequate level of
protection within the meaning of paragraph 2 of this Article, to the extent necessary, repeal, amend
or suspend the decision referred to in paragraph 3 of this Article by means of implementing acts
without retro-active effect. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 58(2).
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On duly justified imperative grounds of urgency, the Commission shall adopt immediately
applicable implementing acts in accordance with the procedure referred to in Article 58(3).
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The Commission shall enter into consultations with the third country or international organisation
with a view to remedying the situation giving rise to the decision made pursuant to paragraph 5.
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Member States shall provide for a decision pursuant to paragraph 5 to be without prejudice to
transfers of personal data to the third country, the territory or one or more specified sectors within
that third country, or the international organisation in question pursuant to Articles 37 and 38.
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The Commission shall publish in the Official Journal of the European Union and on its website a
list of the third countries, territories and specified sectors within a third country and international
organisations for which it has decided that an adequate level of protection is or is no longer ensured.

537 & B REWHRICIRT 54k
Article 37 Transfers subject to appropriate safeguards
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In the absence of a decision pursuant to Article 36(3), Member States shall provide that a transfer of
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personal data to a third country or an international organisation may take place where:

(@ appropriate safeguards with regard to the protection of personal data are provided for in a
legally binding instrument; or

(b) the controller has assessed all the circumstances surrounding the transfer of personal data and
concludes that appropriate safeguards exist with regard to the protection of personal data.

2. HHEL, BEREEITHL, 5 1 D) HESSBIROII BL CEE D,

The controller shall inform the supervisory authority about categories of transfers under point (b) of
paragraph 1.
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When a transfer is based on point (b) of paragraph 1, such a transfer shall be documented and the
documentation shall be made available to the supervisory authority on request, including the date
and time of the transfer, information about the receiving competent authority, the justification for the
transfer and the personal data transferred.

BB E FNERRDT=H DR

Article 38 Derogations for specific situations
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In the absence of an adequacy decision pursuant to Article 36, or of appropriate safeguards pursuant
to Article 37, Member States shall provide that a transfer or a category of transfers of personal data
to a third country or an international organisation may take place only on the condition that the
transfer is necessary:

(@ inorder to protect the vital interests of the data subject or another person;
441



LEIEHMMERE 6 565 (2021412 A)

(b) to safeguard legitimate interests of the data subject, where the law of the Member State
transferring the personal data so provides;

(c) for the prevention of an immediate and serious threat to public security of a Member State or
a third country;

(d) inindividual cases for the purposes set out in Article 1(1); or

(e) inan individual case for the establishment, exercise or defence of legal claims relating to the
purposes set out in Article 1(1).
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Personal data shall not be transferred if the transferring competent authority determines that
fundamental rights and freedoms of the data subject concerned override the public interest in the
transfer set out in points (d) and (e) of paragraph 1.
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Where atransfer is based on paragraph 1, such a transfer shall be documented and the documentation
shall be made available to the supervisory authority on request, including the date and time of the
transfer, information about the receiving competent authority, the justification for the transfer and the
personal data transferred.
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Article 39 Transfers of personal data to recipients established in third countries
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By way of derogation from point (b) of Article 35(1) and without prejudice to any international
agreement referred to in paragraph 2 of this Avrticle, Union or Member State law may provide for
the competent authorities referred to in point (7)(a) of Article 3, in individual and specific cases, to
transfer personal data directly to recipients established in third countries only if the other provisions
of this Directive are complied with and all of the following conditions are fulfilled:

(@) the transfer is strictly necessary for the performance of a task of the transferring competent
authority as provided for by Union or Member State law for the purposes set out in Article
1(2);

(b) the transferring competent authority determines that no fundamental rights and freedoms of
the data subject concerned override the public interest necessitating the transfer in the case at
hand;

(c) thetransferring competent authority considers that the transfer to an authority that is competent
for the purposes referred to in Article 1(1) in the third country is ineffective or inappropriate, in
particular because the transfer cannot be achieved in good time;

(d) theauthority that is competent for the purposes referred to in Article 1(1) in the third country is
informed without undue delay, unless this is ineffective or inappropriate;

(e) the transferring competent authority informs the recipient of the specified purpose or purposes
for which the personal data are only to be processed by the latter provided that such processing
is necessary.

B 1 EONTEBE, FIERCRB D155 Lo R OEREROW D /580, FEkE
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An international agreement referred to in paragraph 1 shall be any bilateral or multilateral
international agreement in force between Member States and third countries in the field of judicial
cooperation in criminal matters and police cooperation.
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The transferring competent authority shall inform the supervisory authority about transfers under
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this Article.

4. BN L HEHRELT D50, TOIBHAT, 3G bEn D,

Where a transfer is based on paragraph 1, such a transfer shall be documented.

FOE BATROEEOT-HOERRN
Article 40 International cooperation for the protection of personal data
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In relation to third countries and international organisations, the Commission and Member States
shall take appropriate steps to:

@
(b)

©
@

develop international cooperation mechanisms to facilitate the effective enforcement of
legislation for the protection of personal data;

provide international mutual assistance in the enforcement of legislation for the protection of
personal data, including through notification, complaint referral, investigative assistance and
information exchange, subject to appropriate safeguards for the protection of personal data and
other fundamental rights and freedoms;

engage relevant stakeholders in discussion and activities aimed at furthering international
cooperation in the enforcement of legislation for the protection of personal data;

promote the exchange and documentation of personal data protection legislation and practice,
including on jurisdictional conflicts with third countries.
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Chapter VI Independent supervisory authorities

FE1E IO
Section 1 Independent status
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Article 41 Supervisory authority
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Each Member State shall provide for one or more independent public authorities to be responsible
for monitoring the application of this Directive, in order to protect the fundamental rights and
freedoms of natural persons in relation to processing and to facilitate the free flow of personal data
within the Union (‘supervisory authority”).
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Each supervisory authority shall contribute to the consistent application of this Directive throughout
the Union. For that purpose, the supervisory authorities shall cooperate with each other and with the
Commission in accordance with Chapter V11.
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Member States may provide for a supervisory authority established under Regulation (EU)
2016/679 to be the supervisory authority referred to in this Directive and to assume responsibility
for the tasks of the supervisory authority to be established under paragraph 1 of this Article.
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Where more than one supervisory authority is established in a Member State, that Member State

shall designate the supervisory authority which are to represent those authorities in the Board referred
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to in Article 51.
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Article 42 Independence
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Each Member State shall provide for each supervisory authority to act with complete independence
in performing its tasks and exercising its powers in accordance with this Directive.
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Member States shall provide for the member or members of their supervisory authorities in the
performance of their tasks and exercise of their powers in accordance with this Directive, to remain
free from external influence, whether direct or indirect, and that they shall neither seek nor take
instructions from anybody.
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Members of Member States' supervisory authorities shall refrain from any action incompatible with
their duties and shall not, during their term of office, engage in any incompatible occupation, whether
gainful or not.
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Each Member State shall ensure that each supervisory authority is provided with the human,
technical and financial resources, premises and infrastructure necessary for the effective
performance of its tasks and exercise of its powers, including those to be carried out in the context
of mutual assistance, cooperation and participation in the Board.
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Each Member State shall ensure that each supervisory authority chooses and has its own staff which
shall be subject to the exclusive direction of the member or members of the supervisory authority
concerned.
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Each Member State shall ensure that each supervisory authority is subject to financial control which
does not affect its independence and that it has separate, public annual budgets, which may be part
of the overall state or national budget.
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Member States shall provide for each member of their supervisory authorities to be appointed by
means of a transparent procedure by:

— their parliament;

—  their government;

— their head of State; or

— anindependent body entrusted with the appointment under Member State law.
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Each member shall have the qualifications, experience and skills, in particular in the area of the
protection of personal data, required to perform their duties and exercise their powers.
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The duties of a member shall end in the event of the expiry of the term of office, resignation or

compulsory retirement, in accordance with the law of the Member State concerned.
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A member shall be dismissed only in cases of serious misconduct or if the member no longer fulfils
the conditions required for the performance of the duties.
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Article 44 Rules on the establishment of the supervisory authority
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Each Member State shall provide by law for all of the following:
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(d)
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(f)

the establishment of each supervisory authority;

the qualifications and eligibility conditions required to be appointed as a member of each
supervisory authority;

the rules and procedures for the appointment of the member or members of each supervisory
authority;

the duration of the term of the member or members of each supervisory authority of not less
than four years, except for the first appointment after 6 May 2016, part of which may take place
for a shorter period where that is necessary to protect the independence of the supervisory
authority by means of a staggered appointment procedure;

whether and, if so, for how many terms the member or members of each supervisory authority
is eligible for reappointment;

the conditions governing the obligations of the member or members and staff of each
supervisory authority, prohibitions on actions, occupations and benefits incompatible therewith
during and after the term of office and rules governing the cessation of employment.
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The member or members and the staff of each supervisory authority shall, in accordance with Union
or Member State law, be subject to a duty of professional secrecy both during and after their term of
office, with regard to any confidential information which has come to their knowledge in the course
of the performance of their tasks or the exercise of their powers. During their term of office, that duty
of professional secrecy shall in particular apply to reporting by natural persons of infringements of
this Directive.
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Section 2 Competence, tasks and powers
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Article 45 Competence
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Each Member State shall provide for each supervisory authority to be competent for the performance
of the tasks assigned to, and for the exercise of the powers conferred on, it in accordance with this
Directive on the territory of its own Member State.
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Each Member State shall provide for each supervisory authority not to be competent for the
supervision of processing operations of courts when acting in their judicial capacity. Member States
may provide for their supervisory authority not to be competent to supervise processing operations
of other independent judicial authorities when acting in their judicial capacity.

£ 46 % B
Article 46 Tasks
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Each Member State shall provide, on its territory, for each supervisory authority to:
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monitor and enforce the application of the provisions adopted pursuant to this Directive and its
implementing measures;

promote public awareness and understanding of the risks, rules, safeguards and rights in
relation to processing;

advise, in accordance with Member State law, the national parliament, the government and
other institutions and bodies on legislative and administrative measures relating to the
protection of natural persons' rights and freedoms with regard to processing;

promote the awareness of controllers and processors of their obligations under this Directive;
upon request, provide information to any data subject concerning the exercise of their rights
under this Directive and, if appropriate, cooperate with the supervisory authorities in other

Member States to that end;
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(H deal with complaints lodged by a data subject, or by a body, organisation or association in
accordance with Avrticle 55, and investigate, to the extent appropriate, the subject-matter of the
complaint and inform the complainant of the progress and the outcome of the investigation
within a reasonable period, in particular if further investigation or coordination with another
supervisory authority is necessary;

() check the lawfulness of processing pursuant to Article 17, and inform the data subject within a
reasonable period of the outcome of the check pursuant to paragraph 3 of that Article or of the
reasons why the check has not been carried out;

(h) cooperate with, including by sharing information, and provide mutual assistance to other
supervisory authorities, with a view to ensuring the consistency of application and enforcement
of this Directive;

(i) conduct investigations on the application of this Directive, including on the basis of
information received from another supervisory authority or other public authority;

() monitor relevant developments insofar as they have an impact on the protection of personal
data, in particular the development of information and communication technologies;

(k) provide advice on the processing operations referred to in Article 28; and

() contribute to the activities of the Board.

FETEFEBAY, toOdEEFEAIRT DL, BT IE TSIUSHEGRH N EOR
HEARHEST D2 LD IIFFEICL ST, 3 1 HEOI ORI B RO ARSI,

Each supervisory authority shall facilitate the submission of complaints referred to in point (f) of
paragraph 1 by measures such as providing a complaint submission form which can also be
completed electronically, without excluding other means of communication.

BRTEHRAOBE O TIE, 7 —F EARMOT =2 B EE LTS, R 2,

The performance of the tasks of each supervisory authority shall be free of charge for the data subject
and for the data protection officer.

BORDS, FHZZE DML D ERRIZEY, EORAS, RO G D, F721T, 1HE
LD THLYE, BEREREY, TR 2 e T2 A B TR iR, Fi2
1%, ZDERITHINDATENVEAES CED, BEREEAIT, D ZERDAGD AR D
THHZEE TR D THAHZE AT EHTA D,

Where a request is manifestly unfounded or excessive, in particular because it is repetitive, the
supervisory authority may charge a reasonable fee based on its administrative costs, or may refuse
to act on the request. The supervisory authority shall bear the burden of demonstrating that the

request is manifestly unfounded or excessive.
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a7 & HER
Article 47 Powers

1 FERENT, I T, BETERERDS, RNl OMERA S DT LA ED D, EhL
SOMENRIE, D7 it, S TWAETOMIENT —Z~DT 78 A R OB DRk
BT DI DITNEEL I D2 TCDIERA~D T 7 v A%, EHE K OUPLENHISHHE
[RAEHD,

Each Member State shall provide by law for each supervisory authority to have effective
investigative powers. Those powers shall include at least the power to obtain from the controller and
the processor access to all personal data that are being processed and to all information necessary for
the performance of its tasks.

2. SHERKEN, NS T, SEETERDS, BRI, LUTO&o7s, SRR EOMERE

HOZEETEDD:

@ EHREEITEEEICTKL, PESH TODABIEES S Z O IC KBRS 4
TR D WREMD DLW E LR HTL

(b) EEEFITBE L, TNETI THLLEEE, FEESIVRERIZIY, 2>,
FEESHIBING, 20T, 16 S EABAT —ZOETIEL LIRS~ 2L
HORIIRA T DL do T, MBI Z, ZORRNICI ARSI ST
DHDESELINTMTHTL;

© KPHIHL, ZRibA D, —REIMEERRHIIRAINZ D8,

Each Member State shall provide by law for each supervisory authority to have effective corrective

powvers such as, for example:

(@ toissue warnings to a controller or processor that intended processing operations are likely to
infringe the provisions adopted pursuant to this Directive;

(b) to order the controller or processor to bring processing operations into compliance with the
provisions adopted pursuant to this Directive, where appropriate, in a specified manner and
within a specified period, in particular by ordering the rectification or erasure of personal data
or restriction of processing pursuant to Article 16;

() toimpose atemporary or definitive limitation, including a ban, on processing.

3. AMERIENT, IEAHCIoT, BTERERENS, B 28 SRR R T St TR ELA LS
XU TBIE T 2720 D IBIWIRIEDOMERES S ZL, Fiz, BTEREINS, AOOIEITEL
D, T3, FERISTT, TOMKEDENES M O OREOBIFIZIL, F203,
ZOMEREIDEPEIZIE S, LS LA ORERE K USRI N AL, AT —2
DERFELEE T 2 TORREICEL, EREZRTOMHEREL SZEZED D,
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Each Member State shall provide by law for each supervisory authority to have effective advisory
powvers to advise the controller in accordance with the prior consultation procedure referred to in
Avrticle 28 and to issue, on its own initiative or on request, opinions to its national parliament and its
government or, in accordance with its national law, to other institutions and bodies as well as to the
public on any issue related to the protection of personal data.

AR I THTEHEBI L THASIVHEIROATRN L, FEIIE> TRRINESTE L O
FRIENEIZE D HALTUND FERIRIER LRk K ONE IETFfca 30, W2 2R
A9,

The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be
subject to appropriate safeguards, including effective judicial remedy and due process, as set out in
Union and Member State law in accordance with the Charter.

BAERIEN T, IEBUC I T, 20T THIRS NI SRADIERA TR TR L THE#5H%
BADEEA AT SEOMEIRAL DL, KO, ZHsEiliel =L, ZOfHICIo THIRS
IR PAT I D120, FRnatR I D2 L E I TFRATFHI B 5 OMRA b DT L%
TEDD,

Each Member State shall provide by law for each supervisory authority to have the power to bring
infringements of provisions adopted pursuant to this Directive to the attention of judicial authorities
and, where appropriate, to commence or otherwise engage in legal proceedings, in order to enforce
the provisions adopted pursuant to this Directive.

% B F BRITHDER
Article 48 Reporting of infringements

HERYIENS, TRESHERRO S DR, DI T OERAT A2 RN il D L2 HEtET%
T DIV A AT D EZTED D,

Member States shall provide for competent authorities to put in place effective mechanisms to
encourage confidential reporting of infringements of this Directive.

FAOF TEERESE
Article 49 Activity reports

FRTEHERENE, T ORTEREBIOTREN B DR E BRI D, TOMETEL, WA

ERATTEATRDIA T R ORSIVIZHFR D ZA T DY AN G155, TOWEEL,

Wz, BUN K ORERRENEIC S > THRES N E DMDOBER T L TE S LD, D
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HEL, AR, BINEESMOEZESDRIITELI0IZs5,

Each supervisory authority shall draw up an annual report on its activities, which may include a list
of types of infringement notified and types of penalties imposed. Those reports shall be transmitted
to the national parliament, the government and other authorities as designated by Member State law.
They shall be made available to the public, the Commission and the Board.

SFVIE 5N
Chapter VII Cooperation

505 tHEHHED
Aurticle 50 Mutual assistance

1 SHERENT, TOMRRIEIDETEREE)S, —BMEOLLME CIOMFZ LR UEHT%
72, BRGSO B AR AR U528, WONT, SRR 10T DDA
HEFH IR T DT &% 8D %, FHEARINT, L0, HMRULOERE, WO, Wik,
M ORI T HZEDEGED L7, BB O EA T 5,

Each Member State shall provide for their supervisory authorities to provide each other with relevant
information and mutual assistance in order to implement and apply this Directive in a consistent
manner, and to put in place measures for effective cooperation with one another. Mutual assistance
shall cover, in particular, information requests and supervisory measures, such as requests to carry
out consultations, inspections and investigations.

2. BAERRENT, SETEWEREDS, YRR, o, TOEFEEZIT OO 1 )
A LI, DB EHERIDBEEE T2 A= Bk SN AT B #5628
TEDD, FOIHHEEIL, L0blT, PHEO IR AR ROV EE BG5S,

Each Member States shall provide for each supervisory authority to take all appropriate measures
required to reply to a request of another supervisory authority without undue delay and no later than
one month after receiving the request. Such measures may include, in particular, the transmission of
relevant information on the conduct of an investigation.

3. MBIOEEEERIL, ZOEEED AR OBHRZ G0, LB COMERE G2, TS
LIS, THREEESIIZ BRIDTZOIZIRY, FIEn S,

Requests for assistance shall contain all the necessary information, including the purpose of and
reasons for the request. Information exchanged shall be used only for the purpose for which it was

requested.
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FEESREREBAIE, LT OLAT/ROIRY, ZOEGEDMEFA AL TIRDAR0

@ ZFOEFEOXGFHICEAL, FolL, PATOEREL T HEIZBL , WsHERD 72
WES EIT

(b) FOEFEIMEOTEN, ZOHBOENRERVIEDEE, F21X, 2O EGEEEE R
DR 2R RE G UV A RENEOER 7201505 6

The requested supervisory authority shall not refuse to comply with the request unless:

(@ itis not competent for the subject-matter of the request or for the measures it is requested to
execute; or

(b) compliance with the request would infringe this Directive or Union or Member State law to
which the supervisory authority receiving the request is subject.

PERSCRTEREB Y, ZERECRTERERI L, TORRAEREL, EiT, HEIZIY, 20
BRSBTS OV HAEDO PRI G5, ZRaaRE R, 5 4 THIC
FOEEEORSTARG T 556, TOMMERIET 2,

The requested supervisory authority shall inform the requesting supervisory authority of the results
or, as the case may be, of the progress of the measures taken in order to respond to the request. The
requested supervisory authority shall provide reasons for any refusal to comply with a request
pursuant to paragraph 4.

TERSCREERNL, JFRIEL T, EAAVRFRICIY, I bShe 74—~y b VT,
BUDBTEREBIN S RO BTG AT 2,

Requested supervisory authorities shall, as a rule, supply the information requested by other
supervisory authorities by electronic means, using a standardised format.

TLESCRTE BT, FHAMBNA RO DEGEIC LD L BB S o GEL DB
B, FEbEeL Tlazabiany, BEERERAIT, PPMYRIUTIW T, FRAMBIORR I
DA RN A B AHE D72 OBUEIZFE TED,

Requested supervisory authorities shall not charge a fee for any action taken by them pursuant to a
request for mutual assistance. Supervisory authorities may agree on rules to indemnify each other
for specific expenditure arising from the provision of mutual assistance in exceptional circumstances.

BRMNERRIT, FEHTHICEY, KRR TRIHHEMBIOTO DT 3 —~ v N O, WO
(2, SHEEHREAO M L OB BRI L B R L DRI 61T 55 FAY R FBUAZ LD HASHAD
TeODFSLTCETEDFFD, THODIEATHIL, 55 58 4 2 IR HFhil - T
PREN D,
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The Commission may, by means of implementing acts, specify the format and procedures for
mutual assistance referred to in this Article and the arrangements for the exchange of information by
electronic means between supervisory authorities, and between supervisory authorities and the
Board. Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 58(2).

¥ 51L& REEOEHE
Avrticle 51 Tasks of the Board

1. HAIEV) 2016/679 |Z&-> TRITHNIZZEE R, ZOFaHOm HEHNIZH M DR
FRZBNT, LT O TORBEZIZITI%:

(@)
()

©
©)

®©

(f)
©

()
(i)
0)

OB OYFRRIIBET 56 0E 50, BINEEIZIBITHEANT — 2 OG- B
TOMERREIZREL, KONEERITHL TS 152,

ZEEHOOFREIZLY, ZESOWMEDOWTNADOLOEFIIGU T, £,
RN ZE B ZOERFEINU T, ZOHRAOmE I EEIN A2 TOMELMFT 528,
W, ZOfRTO—BEMEOh oA HEET 7=, ERAfRE, B1E R OSANS
TITAAREFAT DT,

5547 556 1 ROV 3 BRI A E O BT 2B BB T2 Ol FE# 2
ERT %24

TENT — 2 DIREDHEE, 55 30 456 1 HAOE 2 IR NEGR ORI
BAL, WFONT, EERE FIo  TUEE DM N T —F OZ FE O ZERSAVDRFRIDIR
DUZEAL, ARIEDOWHEST, EHfREE, BE M OANANT 7T 4 AL FATTHT
e

55 31 5550 1 IR BARADHER R OV T3 D m Y AV BN T — 2 DIR
ENRGTZH T ATEEMEOHLIRBUZBEL , REPFADOIZIE-T, EHEE, #iE KO
ANT T TAARBFATT DL,

EHER, #E R ONSANT T2 7 4 ADSEH FOiE RIES 28

55 =1, 2 =ENOHIES LIIRFED B F I XERSK AR+ 7L~V o fEE
R L7272 o TR ORHMED T b DA% G, 8 —[F, 55 =[ENO it L<
VIRFED /B E 72 I ERRHERR S F T DR DL~V D5 il 57O D E A,
ERRINZESI T L TR 52

REEFEED IR T, i/ ONT 2 ERTR OZEMOEHRE ANSANTF 77 A
DRI 2 A AR DT L

EZERERHO RN T, KO, Zhi@inl &, & = Eor I E7- 1 JERSH
RkEDINTINT, HG@EDFE FEAEL, 7o, NADORAHEETHZ L,

R OT — SRR ORIC, 7 — XD DS Z BT 2558
USCEO A RET D8,

The Board established by Regulation (EU) 2016/679 shall perform all of the following tasks in
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relation to processing within the scope of this Directive:

(@)
()

©

)

©)

(f)

)

()
i)

()

advise the Commission on any issue related to the protection of personal data in the Union,
including on any proposed amendment of this Directive;

examine, on its own initiative, on request of one of its members or on request of the
Commission, any question covering the application of this Directive and issue guidelines,
recommendations and best practices in order to encourage consistent application of this
Directive;

draw up guidelines for supervisory authorities concerning the application of measures referred
to in Article 47(1) and (3);

issue guidelines, recommendations and best practices in accordance with point (b) of this
subparagraph for establishing personal data breaches and determining the undue delay referred
to in Article 30(1) and (2) and for the particular circumstances in which a controller or a
processor is required to notify the personal data breach;

issue guidelines, recommendations and best practices in accordance with point (b) of this
subparagraph as to the circumstances in which a personal data breach is likely to result in a
high risk to the rights and freedoms of natural persons as referred to in Article 31(1);

review the practical application of the guidelines, recommendations and best practices;
provide the Commission with an opinion for the assessment of the adequacy of the level of
protection in a third country, a territory or one or more specified sectors within a third country,
or an international organisation, including for the assessment whether such a third country,
territory, specified sector, or international organisation no longer ensures an adequate level of
protection;

promote the cooperation and the effective bilateral and multilateral exchange of information
and best practices between the supervisory authorities;

promote common training programmes and facilitate personnel exchanges between the
supervisory authorities and, where appropriate, with the supervisory authorities of third
countries or with international organisations;

promote the exchange of knowledge and documentation on data protection law and practice
with data protection supervisory authorities worldwide.

7 1 BIEEICEL, BINEERIT, ZESITHL, HB=[E0BU DM, M5 =EHND
gl L<ITHRFEDHRFI L DR E7 T EFEHIREE DRIDLD LV G0, MBI ETDOIGE
s g N

With regard to point (g) of the first subparagraph, the Commission shall provide the Board with all
necessary documentation, including correspondence with the government of the third country, with
the territory or specified sector within that third country, or with the international organisation.

MMNEEENEBERBIEEROLGE, BINEERIT, ZOFROBREMEEEIZA
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M- BT, HiRAFEETED,

Where the Commission requests advice from the Board, it may indicate a time limit, taking into
account the urgency of the matter.

FERT, BNEES RO 58 4545 1 HIORTEERICKIL, 20OERE, EHTEE,
IS ONSRANT T T A ABREL, DD, TIEANFRTD,

The Board shall forward its opinions, guidelines, recommendations and best practices to the
Commission and to the committee referred to in Article 58(1) and make them public.

WONER 2T, ZRDICKHL, BRE, WG, B RO 77 7 ANERR)
SIS, WINERE T TEB e i 2,

The Commission shall inform the Board of the action it has taken following opinions, guidelines,
recommendations and best practices issued by the Board.

FVIE #F, ZNEERUHE
Chapter VIII Remedies, liability and penalties

52 & ETEMENIC RS T HHER
Article 52 Right to lodge a complaint with a supervisory authority

1

fDATEL LR FTIFER LORF LT HTE72<, MRIENT, B EI I LIRS
BNT —Z DIBINZ DI FN Lo TSNS GEN T 582 DT —F ER)E
ZBHEEE, BTOT —FEANH—OBTEREEE I8 S COMERE b D L2 TED D,

Without prejudice to any other administrative or judicial remedy, Member States shall provide for
every data subject to have the right to lodge a complaint with a single supervisory authority; if the
data subject considers that the processing of personal data relating to him or her infringes provisions
adopted pursuant to this Directive.

ERRIENS, CD SN 45 255 1 TS KIS HEROH DB EREBI S L ToMcb o T
(T2, FRRO WS T T-RTERREENS, BSHERD & DETEFERII XL, i)
RIS, TDORFEIBETHDILZTED D,

Member States shall provide for the supervisory authority with which the complaint has been lodged
to transmit it to the competent supervisory authority, without undue delay if the complaint is not

lodged with the supervisory authority that is competent pursuant to Article 45(1). The data subject
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shall be informed about the transmission.

RERRENT, B ST CASZT T RABHERADS, 20T —Z FARDORDIZIEC T, FITAH)
AT A LA ED D,

Member States shall provide for the supervisory authority with which the complaint has been lodged
to provide further assistance on request of the data subject.

T =2 TN, BEHEBROGDETEERS D, 5 53 /I DIER LORGED AIRErE G0,
Z D FGEDHEPPIRI O ROBAE 2T D,

The data subject shall be informed by the competent supervisory authority of the progress and the
outcome of the complaint, including of the possibility of a judicial remedy pursuant to Article 53.

55 53 & EEMEEAT ALY SRIRTNER LOBFOHER

Article 53 Right to an effective judicial remedy against a supervisory authority

1

OV NDTRATE DR F TP OGO D2 L7, HERRIENE, BIANEZI
BB DRI D1 ORI DHHRTEZREL T, FERIHIRIEH LB
D HARNEATIENDOHERI A ED D,

Without prejudice to any other administrative or non-judicial remedy, Member States shall provide
for the right of a natural or legal person to an effective judicial remedy against a legally binding
decision of a supervisory authority concerning them.

OV NIRATE EOR £ TBHBIMORGFOINT 572, 57 45 55 1 TS L Hgs
MERROD I DETEFERE NS E D FGERHSE TR NGS, E1213, 55 52 FATIDHISET
BV EGEOMERIRIS LITRERE 7 —F ERITHL T 3 22 A LINISERKELZ2VGE,
BT — A TN, T RIES EOBGEOHER 2o,

Without prejudice to any other administrative or non-judicial remedy, each data subject shall have
the right to an effective judicial remedy where the supervisory authority which is competent pursuant
to Article 45(1) does not handle a complaint or does not inform the data subject within three months
of the progress or outcome of the complaint lodged pursuant to Article 52.

FERRIEND, £ ORTEFEBIN BT DI QO DERIEID BT I T, BrEREBIAAT 5L
FTOIRATRMBESNDZEZED D,

Member States shall provide for proceedings against a supervisory authority to be brought before
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the courts of the Member State where the supervisory authority is established.

%54 & EEEF(IBEERFA LI LBV SER L OMEOHEF

Article 54 Right to an effective judicial remedy against a controller or processor

55 52 SR\ I D ETEREBA S ST COMER [ o), R e/ A T BB 72 3804
AORGEW T HZ 72, MERRENT, BEII L DENT —Z DZOFFITHE> THAR
STV SRR BT LR DOREREL T, ZHBD R E D D LT DR 73
RESNILBZ DL, TN RIER LOBGE DT — 2 TROHER [ £ 2,

Without prejudice to any available administrative or non-judicial remedy, including the right to lodge
a complaint with a supervisory authority pursuant to Article 52, Member States shall provide for the
right of a data subject to an effective judicial remedy where he or she considers that his or her rights
laid down in provisions adopted pursuant to this Directive have been infringed as a result of the
processing of his or her personal data in non-compliance with those provisions.

HEHE THERORES
Article 55 Representation of data subjects

HERRIEN T, ARREID FREEHE N, T —F DS, MERERAIOE > TSRS,
NEDOFFRITIB T DHIEE LD BRVES D, 730, 7 =2 ERDIENT —F OfRaES B
T 57 — X FAROHER K O A DO RGO 7B 36\ THEENZRFEEFIORRE, iR E-
(IR T, PE IO TGRS LTHTE, KO, WEI e n Y
(255 52 2%, 5 53 SRR UV 54 SRR HERZATHE T 5 2L T DRSS LA E
D2,

Member States shall, in accordance with Member State procedural law, provide for the data subject
to have the right to mandate a not-for-profit body, organisation or association which has been properly
constituted in accordance with Member State law, has statutory objectives which are in the public
interest and is active in the field of protection of data subject's rights and freedoms with regard to the
protection of their personal data to lodge the complaint on his or her behalf and to exercise the rights
referred to in Articles 52, 53 and 54 on his or her behalf.

5B 56 & FMREZITHMER
Article 56 Right to compensation

RERREN T, A RPEEB OREREL T, F2ld, ZOENICI> THIRSNZENSTHIC
LT DATADRRELT, MPE LOWRE EIIFURE LOEFEZZT D, WRIERE

(ZHEDE, TSRO BHLEBIE F13Z W LSNOBEETND, B T- REOMEZZITS
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MRz DD,

Member States shall provide for any person who has suffered material or non-material damage as a
result of an unlawful processing operation or of any act infringing national provisions adopted
pursuant to this Directive to have the right to receive compensation for the damage suffered from the
controller or any other authority competent under Member State law.

Fo7 & HE
Article 57 Penalties

HERREN S, ORI I THIRSIVSHADIERA T 25 I LTl T REZR R BT 975
BUEZTED, 70, TOFRENFESN DL Z MR DT DI ELE I D CORSE i
T5, EOBLIOHIBHEEL, FENITHY, HBIRITHY, 730, fENDHLEDET D,

Member States shall lay down the rules on penalties applicable to infringements of the provisions
adopted pursuant to this Directive and shall take all measures necessary to ensure that they are
implemented. The penalties provided for shall be effective, proportionate and dissuasive.

Chapter IX Implementing acts

E58E REROFH
Avrticle 58 Committee procedure

1. FERMIZEEAE, HAIEV) 2016/679 D5 93 St > TRRITHNARE L OEEZ %I D,
ZOZEEZNT, HAIEU) No 182/2011 DEMIZBITHEESTHD,

The Commission shall be assisted by the committee established by Article 93 of Regulation (EU)
2016/679. That committee shall be a committee within the meaning of Regulation (EU) No
182/2011.

2. AHBZSNOYE, BIAIIEV) No 182/2011 D5 5 FviEMsin s,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

3. ANENBRSNAEE, HAIEU) No 182/2011 05 5 S EEANCFIRAIDF 8 4
b,

Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in
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conjunction with Article 5 thereof, shall apply.

BEXE RREE
Chapter X Final provisions

50 & H4ARTE 2008/977/JHA DFELE
Article 59 Repeal of Framework Decision 2008/977/JHA

1

FHkHAPE 2008/977/1JHA 13, 2018 4F-5 A 6 HZEH > THELLSiLD,
Framework Decision 2008/977/JHA is repealed with effect from 6 May 2018.
5 1RO R BEIESNAIREICKT T 22T, ORISR 52EL TSNS,

References to the repealed Decision referred to in paragraph 1 shall be construed as references to
this Directive.

60 F BHIHML TV BRRMEADEITA
Article 60 Union legal acts already in force

TR 3 D17 ED W /I S OMEZRD 13 11D 4B VT 2016 455 H 6 H LIRS IERIL
T2 T4 ThH-C, AERERMIZ BT DB 02 OFS O AFEFHNICH 555801~ T
BT OGS AT DA~ORERRE DO FESN AR L5 7 7 2% S 2RO E A
DFEATHPOENT —2 OB AEBIOSIAY, RSS20 FEEET 5,

The specific provisions for the protection of personal data in Union legal acts that entered into force
on or before 6 May 2016 in the field of judicial cooperation in criminal matters and police
cooperation, which regulate processing between Member States and the access of designated
authorities of Member States to information systems established pursuant to the Treaties within the
scope of this Directive, shall remain unaffected.

61§ MBIH1THEH LDOBHRUVERDRADAEF H U THAT SRS T F-ERR
EEDREHR

Article 61 Relationship with previously concluded international agreements in the field of judicial
cooperation in criminal matters and police cooperation

2016 4= 5 H 6 HIOHENIHERRENZ L > ThitfE S =26 = E 7 XERSEAR e 5 A
T — A ORI SN AER E THh- T, 532, [ H LGRS FTEE 2t DEL T
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RRINEEEIEZ BT I D EIL, THDSBUESH, BEILSHL, F03, BHESNDETOM,
ARRFEEET D,

International agreements involving the transfer of personal data to third countries or international
organisations which were concluded by Member States prior to 6 May 2016 and which comply with
Union law as applicable prior to that date shall remain in force until amended, replaced or revoked.

F62E MMERRDOMES

Avrticle 62 Commission reports

1. 20224£5 H 6 HETIZ, 7230, TORIT 4 FMHT, MINEERT, BONGES K OBHERIC
XL, ZOFRFORMUEL NRIE LIRS D EA1— 9D, ZOMWE TS, KRS ND,

By 6 May 2022, and every four years thereafter, the Commission shall submit a report on the
evaluation and review of this Directive to the European Parliament and to the Council. The reports
shall be made public.

2. 1A EHMIR OB L OIERRCI T, RONEERIE, L0blT, & 36 5545 3 L
O 39 SR> TEARESIVHIE SRR S B2 55— [E 72 X ERSHRR e A AT
—HDOBHRIC BT DH V FOwE O ORHEEASE 2,

In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall
examine, in particular, the application and functioning of Chapter V on the transfer of personal data
to third countries or international organisations with particular regard to decisions adopted pursuant
to Article 36(3) and Avrticle 39.

3. BBLIROYE 2 THO HRIDTZOIS, BRINEE AT, MARE R ORTEERI L, 1§ #oDiz
fHasked 155,

For the purposes of paragraphs 1 and 2, the Commission may request information from Member
States and supervisory authorities.

4. HLIERON 2 IR RHE R OSLEL 25T 088, BONERERT, Kol#Es, B
MEONEZ SO B 2 M OFERIRO L& O B IEIC AN D,

In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission shall
take into account the positions and findings of the European Parliament, of the Council and of other
relevant bodies or sources.

463



LEIEHMMERE 6 565 (2021412 A)

BRMNZEERIT, BERHLEEIE, 0D, [EHHEIMIBIT 2 BEZEICALN, 1,
TRt BT DRI RS L, _0)1: TEYIET D720 DYV R EZR T D,

The Commission shall, if necessary, submit appropriate proposals with a view to amending this
Directive, in particular taking account of developments in information technology and in the light of
the state of progress in the information society.

20194E5 J] 6 HETIZ, KIMNEERIT, ZOMRFEEEMSE L0 EMATHIT 2720, &
O, ENDNHEEIREENE, ZOFEH O TN _Zbéﬂﬁl)\?“ —HDURE~D—EMDEH
5777%2*—?7%6%{%?‘571&) DENBDIEITRADOBUEDTRE 2 D BN AT Ml 5720
5560 RITR TR G, FRINESIZI>THIREN, 55 1556 1IRITED 2 HRYDT
D DOTHHERRD & DB T DS A BT DM ODTE T 2% R,

By 6 May 2019, the Commission shall review other legal acts adopted by the Union which regulate
processing by the competent authorities for the purposes set out in Article 1(1) including those
referred to in Article 60, in order to assess the need to align them with this Directive and to make,
where appropriate, the necessary proposals to amend those acts to ensure a consistent approach to
the protection of personal data within the scope of this Directive.

H63F BiE
Article 63 Transposition

1

HERKIENT, 2018 455 H 6 HETIZ, ZOfEDE T4 D= DI BLE 72 A, 1TEORAI
&U‘ﬁﬁ%@ﬁ%&ﬂb O, T D, AERRENE, BONEBE ST, ZHOREDIE
BT D, MEKENE, 2018 4E5 H 6 HD, FHIUHDSREAE T2,

Member States shall adopt and publish, by 6 May 2018, the laws, regulations and administrative
provisions necessary to comply with this Directive. They shall forthwith notify to the Commission
the text of those provisions. They shall apply those provisions from 6 May 2018.

RERRENENDDOSTEEZEFARLI-E 1T, TNHDOSTAIL, ZOHRG~DEEEEGDHHD
LU, T, FNBOLEHEDINTOBNZF D I B Ra 90 DL 5, BEpkEIT, ok
NZL CED I 72 BRI TN EIRTET D,

When Member States adopt those provisions, they shall contain a reference to this Directive or shall

be accompanied by such a reference on the occasion of their official publication. Member States
shall determine how such reference is to be made.
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2. B 1IDOORENID, #ERENT, NEbyeBHEEd 545, 2016 425 A 6 HLRIZ
RESH- HEMESIAEE AT 1% 2023 45 H 6 HETIOH 25 5545 1 THIC A S Y
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By way of derogation from paragraph 1, a Member State may provide, exceptionally, where it
involves disproportionate effort, for automated processing systems set up before 6 May 2016 to be
brought into conformity with Article 25(1) by 6 May 2023.

3. ARKEE 1 TEROWE 2 O SORHBICEIY, HERRENE, BIFMNYRIRIUCINT, YigED
H B LS EE 2T LDTEFIC & TS D BRI A U S LR DD,
B, ARG 2 IO HIRRGEZ OFRESNAHIFNIZ, AS0% 2 IR BHEESh
TERBR AT WA 25 S5 1 BTG5, BIRTHIAIENS, RINZERITHL, £
B AT IRIEE 2 B9 DAL ONM% R E O BB LS AU 27 2555 25 446 1
A S ELIESNA I B DR IVE S35, ZOfRESNDHIIL, VWW)ied
BAITRWT, 2026 4E5 H 6 BB IENALDOEL TIRBAN,

By way of derogation from paragraphs 1 and 2 of this Article, a Member State may;, in exceptional
circumstances, bring an automated processing system as referred to in paragraph 2 of this Article
into conformity with Article 25(1) within a specified period after the period referred to in paragraph
2 of this Atrticle, if it would otherwise cause serious difficulties for the operation of that particular
automated processing system. The Member State concerned shall notify the Commission of the
grounds for those serious difficulties and the grounds for the specified period within which it shall
bring that particular automated processing system into conformity with Article 25(1). The specified
period shall in any event not be later than 6 May 2026.

4. HERENT, BRINZEBERITHL, ZOfA2NEHSID 2 I IV TEIR T D EPED 15
IRGHADIES A2,

Member States shall communicate to the Commission the text of the main provisions of national
law which they adopt in the field covered by this Directive.

EoAF F
Article 64 Entry into force

ZOESE, EU BRI RSN F BI85,

This Directive shall enter into force on the day following that of its publication in the Official Journal
of the European Union.

465



LEIEHMMERE 6 565 (2021412 A)

o5& FHH
Atrticle 65 Addressees

COFENIL, HERE S TR SN,

This Directive is addressed to the Member States.

TV B/ U, 2016 4F4 A 27 BIZA T,
Done at Brussels, 27 April 2016.

Bl L C HHRLLT
# M.SCHULZ # JA HENNIS-PLASSCHAERT
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