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Member States shall ensure that the competent authorities have the powers and means to require

operators of essential services to:

(@ provide the information necessary to assess the security of their network and information
systems, including documented security policies;

(b) provide evidence of the effective implementation of security policies, such as the results
of a security audit carried out by the competent authority or a qualified auditor; and

(c) inthe latter case of point (b) of this paragraph, make the results of that security audit,
including the underlying evidence, available to the competent authority.
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Operators of essential services
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Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning
measures for a high common level of security of network and information systems across the Union

BRI M OB E S OB,

RRMEE OESREIZ BT D55K), L0blT, Z05 114 KT,
=B Rt S

SEREEPHERI AU,

BRINEEF AT B RO R T,

W DONAEFRHANE> THEL?,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114
thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee ®,

Acting in accordance with the ordinary legislative procedure @,

Whereas:

(1) FYRT—I R OIERDT AT LR O —E AT, #3038 CHER I C B B - L
TS, FOIEEM S22, BFTIEII R OHETEENCE > TYETHY, E0bit, 1N
THROBHEN > T THD,

Network and information systems and services play a vital role in society. Their reliability and
security are essential to economic and societal activities, and in particular to the functioning of the
internal market.

@ EBX2IT4 EOA T UMDORES, FAELOWENT, AL TRY, ZL T, rvhy—7
K OMEHRS AT DO T D ERI A FL QD ZIVHDU AT AL, ZDTA

1 0JC271,19.9.2013, p. 133.
2 2014 4% 3 A 13 HOMNiE OB R E (BHANE) , 2016 425 A 17 HOF 1 ZelZihif2HH
SOE R E(EHAREHR), 2016 4E7 H 6 HORKMEESOE R (EHAEHE).
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T LOERNIRIL CEENZ FIXEN A EL IS ET AR TR T4 DRIED
D> DHD, TDIIRAL LT N, RFIEEIOR TARLEL, EEAREREOIERET
7261, FIHBEOREEZELR, LT, BRINEASORFICRL TR EEEL-HLE
éo

The magnitude, frequency and impact of security incidents are increasing, and represent a major
threat to the functioning of network and information systems. Those systems may also become a
target for deliberate harmful actions intended to damage or interrupt the operation of the systems.
Such incidents can impede the pursuit of economic activities, generate substantial financial losses,
undermine user confidence and cause major damage to the economy of the Union.

TN =7 RO AT I, 2L C, BARMNZIFZA 2 — 3o N, Bdh, —E AL
A& DEBEAZ 58 R 5 ECEHEREEIE R QD TDIH7ZEEE
HIRMEE DD ZIT, ENHDT AT MMIKEREENET DL, TN ERIRLD THD
MBI D THOINERIT, F72, EZTEDOIRELDSFAELEITERRIC, 4
DRERRIE S ORI AR B KT UAGD, o N —7 B OMF RS AT LD
I, ZAvdz, NI O MR EN L > CUETHD,

Network and information systems, and primarily the internet, play an essential role in facilitating the
cross-border movement of goods, services and people. Owing to that transnational nature,
substantial disruptions of those systems, whether intentional or unintentional and regardless of where
they occur, can affect individual Member States and the Union as a whole. The security of network
and information systems is therefore essential for the smooth functioning of the internal market.

RN DA 7S —fERED i J10D 72D D FERFRIDOESI A 578, FlREM O YR TF707 4 A
DI RN DAERRE DMK 7 +—F ANIZIS T B K& 7R L L C, * oY
— 27 KOG AT LOZE M BT DA RRIE RO RS2 5 )% SR L, BE T 572
W, FEREORE, BONEB S K ORKINES R b — 7 R OERE X2V T 1
(TENISA D IZE > THERR SN DI /17 N—T DRI BN ARETH D, ZDT N—T ) HE
I D EHERI 2L D THAT-DIZ, 2 TOMRIED, ZOREIEOELNICHL 7 T
— 7 L ONEH AT DOEN IV D ZZ MRS DI DI =~ LD FEHIRE ) ) L
L OZENWIATHD, AT, VAVEHEOSYVAEEL, 7>, ERRAL VT MG
EXNAT LA HRT AT-DIZ, i —E 2OEEFE K T V2 —E R a (K|
XL, R LONEME E SN REThD,

Building upon the significant progress within the European Forum of Member States in fostering
discussions and exchanges on good policy practices, including the development of principles for
European cyber-crisis cooperation, a Cooperation Group, composed of representatives of Member

States, the Commission, and the European Union Agency for Network and Information Security
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(‘ENISA”), should be established to support and facilitate strategic cooperation between the Member
States regarding the security of network and information systems. For that group to be effective and
inclusive, it is essential that all Member States have minimum capabilities and a strategy ensuring a
high level of security of network and information systems in their territory. In addition, security and
notification requirements should apply to operators of essential services and to digital service
providers to promote a culture of risk management and ensure that the most serious incidents are
reported.

RRIMES DAy M —7 KOG AT LD SN~V DL R 572012, BE
FFDOFEERES T TIIA T3 TH D, MRIENT, FEFITI DL~V O HEFRES 24, > TR,
U, FRINESNERIZ BT WA LS T 7 o —F 28, ZOZ8T, gL
BZED AL =72~V OR#EZST-OL, £, BIINEENIZIIT D8y T —27 K OME#H
VAT DOBZEMEDL IV ERERRD, I —CADEEELT VS — AT R
AL DIGEOFGEDRIEL TNDZ ST, FEREL T, BINESL LD DT D7
11— )L CEG A DORRE 2 A ATEIC L TLED, KPR OWIZELRIE, Z£H0
YRR ISV DIt AT IE, BRFE M ORI T o\ TR &R i %
Ho,

The existing capabilities are not sufficient to ensure a high level of security of network and
information systems within the Union. Member States have very different levels of preparedness,
which has led to fragmented approaches across the Union. This results in an unequal level of
protection of consumers and businesses, and undermines the overall level of security of network and
information systems within the Union. Lack of common requirements on operators of essential
services and digital service providers in turn makes it impossible to set up a global and effective
mechanism for cooperation at Union level. Universities and research centres have a decisive role to
play in spurring research, development and innovation in those areas.

TIDR, Ry NT—27 K OMEES AT LD ML DRGSR e U TR R
BI=0I21E, BEAAREZR QG HE D IEDI =~ LD FIRES), TEHROASH, 1, W
(2, HE—EADIEEE LT U HNA—E AT 0 Z T D IR 2 R A EE
THEINEEL VDT a—r VT T a—F 585, 12721, B —E RADEE A
T UHNA—E AT TN NT, ORI TEDLNAHE LG E 2 =) 7
A O ELFEET DT LR,

Responding effectively to the challenges of the security of network and information systems
therefore requires a global approach at Union level covering common minimum capacity building
and planning requirements, exchange of information, cooperation and common security
requirements for operators of essential services and digital service providers. However, operators of

essential services and digital service providers are not precluded from implementing security
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measures that are stricter than those provided for under this Directive.

BT 22 TOAL T VNN AZ Z BT 57280, ZOHRAE, S —E 20
FH M OT DHNA—E AT A X DWEIHR L CHASND & ThHD, 12721, FEE;
—EADEEE K NT DHNA—E AT S E DEBIE, FINGES N OB ORS
2002/21/EC DRI Z I HATTE Ry N — 7 E I XN AT e BB —E A
YT D FELITHRIU TTEAL TUIebi20, o, FFESICED L LML
SERMEZBITDRFBIDEHIRT D, £, N —EROEEE K OT U2 —E R
T A DB, BRMNEES K OFERAOBIHI(EU) No 910/2014* D ERIZ 31T HIEFE Y
—ERT A AFIH LT L T ebian, 2o, FHANZED 522 2R
ERAS

To cover all relevant incidents and risks, this Directive should apply to both operators of essential
services and digital service providers. However, the obligations on operators of essential services
and digital service providers should not apply to undertakings providing public communication
networks or publicly available electronic communication services within the meaning of Directive
2002/21/EC of the European Parliament and of the Council®, which are subject to the specific
security and integrity requirements laid down in that Directive, nor should they apply to trust service
providers within the meaning of Regulation (EU) No 910/2014 of the European Parliament and of
the Council®, which are subject to the security requirements laid down in that Regulation.

ZOFRENE, BAERKEDS, TORKED R 2R EOVBEORREOPEAHERL, AFEE
R OVAFEOIR L2 BIHEL, JUTRA TAOEA, Bk OSFBN TEDIINTT DD
BB B A T DI EEIT IR0, BRINEAOREREIZ BT 2550 (TTFEU)) @
5 346 SRITHEW, W WV DHERIER, 2 OIEHA IR T HZENEOMERKRIE D EF R
W& EDOMADFIFRII T HEZ ORERIED W DIFROFIA TR G TITR B2,
ZOSRCIBNTIE, BIFEIE 2013/488/EU° N OSBRI R E, £/21%, N7 4977 A
FahaL D IO IEARO IR E R T D,

This Directive should be without prejudice to the possibility for each Member State to take the
necessary measures to ensure the protection of the essential interests of its security, to safeguard

S EEETRY N —7 RO —E AT 2 IHRDIES_ EOMSAA BT DR S R O
72002 4F-3 A 7 HDOFE 2002/21/EC (#skAF51) (0J L 108, 24.4.2002, p.33).

4 RN TSR 31T 28 1A S OV RO DT O DE T —E 2B 975, ITONS, f55
1999/93/EC % FE L3 DRk M OSB3 2014 457 A 23 HO#HI(EU) No 910/2014 (0J L 257,
28.8.2014,p.73).

5 EU ORSEIEHRORGEDT- O DA ES T2 2013 49 A 23 A DOBEAIRTE 2013/488/EU
(0JL274,15.10.2013,p. 1).
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public policy and public security, and to allow for the investigation, detection and prosecution of
criminal offences. In accordance with Article 346 of the Treaty on the Functioning of the European
Union (TFEU), no Member State is to be obliged to supply information the disclosure of which it
considers to be contrary to the essential interests of its security. In this context, Council Decision
2013/488/EU © and non-disclosure agreements, or informal non-disclosure agreements such as the
Traffic Light Protocol, are of relevance.

—TEOREFEINL, R T —7 B OMERS AT 2O 2L BEE & TeloE A
DEBFIBIDIESTA L CRECHIEES L TRY, £203, FERICB W TS hES, T
DORMNEROIE T2 NI — 7 R ONF RS AT DORENEETFA T L NEFINC
BT 2B AR RIEE S 0YE, TORBENIOIERICETFNLFREE V7 ELAER
(SR B A T E Y, ZNOOFENEHSNDRETHD, TOHE, WRET,
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Certain sectors of the economy are already regulated or may be regulated in the future by sector-
specific Union legal acts that include rules related to the security of network and information systems.
Whenever those Union legal acts contain provisions imposing requirements concerning the security
of network and information systems or notifications of incidents, those provisions should apply if
they contain requirements which are at least equivalent in effect to the obligations contained in this
Directive. Member States should then apply the provisions of such sector-specific Union legal acts,
including those relating to jurisdiction, and should not carry out the identification process for
operators of essential services as defined by this Directive. In this context, Member States should
provide information to the Commission on the application of such lex specialis provisions. In
determining whether the requirements on the security of network and information systems and the
notification of incidents contained in sector-specific Union legal acts are equivalent to those
contained in this Directive, regard should only be had to the provisions of relevant Union legal acts
and their application in the Member States.
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In the water transport sector, security requirements for companies, ships, port facilities, ports and
vessel traffic services under Union legal acts cover all operations, including radio and
telecommunication systems, computer systems and networks. Part of the mandatory procedures to
be followed includes the reporting of all incidents and should therefore be considered as lex specialis,
in so far as those requirements are at least equivalent to the corresponding provisions of this Directive.
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When identifying operators in the water transport sector, Member States should take into account
existing and future international codes and guidelines developed in particular by the International
Maritime Organisation, with a view to providing individual maritime operators with a coherent
approach.
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Regulation and supervision in the sectors of banking and financial market infrastructures is highly
harmonised at Union level, through the use of primary and secondary Union law and standards
developed together with the European supervisory authorities. Within the banking union, the
application and the supervision of those requirements are ensured by the single supervisory
mechanism. For Member States that are not part of the banking union, this is ensured by the relevant
banking regulators of Member States. In other areas of financial sector regulation, the European
System of Financial Supervision also ensures a high degree of commonality and convergence in
supervisory practices. The European Securities Markets Authority also plays a direct supervision
role for certain entities, namely credit-rating agencies and trade repositories.
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Operational risk is a crucial part of prudential regulation and supervision in the sectors of banking
and financial market infrastructures. It covers all operations including the security, integrity and
resilience of network and information systems. The requirements in respect of those systems, which
often exceed the requirements provided for under this Directive, are set out in a number of Union
legal acts, including: rules on access to the activity of credit institutions and the prudential supervision
of credit institutions and investment firms, and rules on prudential requirements for credit institutions
and investment firms, which include requirements concerning operational risk; rules on markets in
financial instruments, which include requirements concerning risk assessment for investment firms
and for regulated markets; rules on OTC derivatives, central counterparties and trade repositories,
which include requirements conceming operational risk for central counterparties and trade
repositories; and rules on improving securities settlement in the Union and on central securities
depositories, which include requirements concerning operational risk. Furthermore, requirements
for notification of incidents are part of normal supervisory practice in the financial sector and are
often included in supervisory manuals. Member States should consider those rules and requirements
in their application of lex specialis.
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As noted by the European Central Bank in its opinion of 25 July 2014®), this Directive does not

® 0JC352,7.10.2014, p 4.
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affect the regime under Union law for the Eurosystem's oversight of payment and settlement systems.
It would be appropriate for the authorities responsible for such oversight to exchange experiences
on matters concerning security of network and information systems with the competent authorities
under this Directive. The same consideration applies to non-euro area members of the European
System of Central Banks exercising such oversight of payment and settlement systems on the basis
of national laws and regulations.
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An online marketplace allows consumers and traders to conclude online sales or service contracts
with traders, and is the final destination for the conclusion of those contracts. It should not cover
online services that serve only as an intermediary to third-party services through which a contract
can ultimately be concluded. It should therefore not cover online services that compare the price of
particular products or services from different traders, and then redirect the user to the preferred trader
to purchase the product. Computing services provided by the online marketplace may include
processing of transactions, aggregations of data or profiling of users. Application stores, which
operate as online stores enabling the digital distribution of applications or software programmes from
third parties, are to be understood as being a type of online marketplace.
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An online search engine allows the user to perform searches of, in principle, all websites on the basis
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of a query on any subject. It may alternatively be focused on websites in a particular language. The
definition of an online search engine provided in this Directive should not cover search functions
that are limited to the content of a specific website, irrespective of whether the search function is
provided by an external search engine. Neither should it cover online services that compare the price
of particular products or services from different traders, and then redirect the user to the preferred
trader to purchase the product.
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Cloud computing services span a wide range of activities that can be delivered according to different
models. For the purposes of this Directive, the term ‘cloud computing services’ covers services that
allow access to a scalable and elastic pool of shareable computing resources. Those computing
resources include resources such as networks, servers or other infrastructure, storage, applications
and services. The term ‘scalable’ refers to computing resources that are flexibly allocated by the
cloud service provider, irrespective of the geographical location of the resources, in order to handle
fluctuations in demand. The term ‘elastic pool’ is used to describe those computing resources that
are provisioned and released according to demand in order to rapidly increase and decrease resources
available depending on workload. The term ‘shareable’ is used to describe those computing
resources that are provided to multiple users who share a common access to the service, but where
the processing is carried out separately for each user, although the service is provided from the same
electronic equipment.
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The function of an internet exchange point (IXP) is to interconnect networks. An IXP does not
provide network access or act as a transit provider or carrier. Nor does an IXP provide other services
unrelated to interconnection, although this does not preclude an IXP operator from providing
unrelated services. An IXP exists to interconnect networks that are technically and organisationally
separate. The term ‘autonomous system’ is used to describe a technically stand-alone network.
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Member States should be responsible for determining which entities meet the criteria of the
definition of operator of essential services. In order to ensure a consistent approach, the definition of
operator of essential services should be coherently applied by all Member States. To that end, this
Directive provides for the assessment of the entities active in specific sectors and subsectors, the
establishment of a list of essential services, the consideration of a common list of cross-sectoral
factors to determine whether a potential incident would have a significant disruptive effect, a
consultation process involving relevant Member States in the case of entities providing services in
more than one Member State, and the support of the Cooperation Group in the identification process.
In order to ensure that possible changes in the market are accurately reflected, the list of identified
operators should be reviewed regularly by Member States and updated when necessary. Finally,
Member States should submit to the Commission the information necessary to assess the extent to
which this common methodology has allowed a consistent application of the definition by Member
States.
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In the process of identification of operators of essential services, Member States should assess, at
least for each subsector referred to in this Directive, which services have to be considered as essential
for the maintenance of critical societal and economic activities, and whether the entities listed in the
sectors and subsectors referred to in this Directive and providing those services meet the criteria for
the identification of operators. When assessing whether an entity provides a service which is
essential for the maintenance of critical societal or economic activities, it is sufficient to examine
whether that entity provides a service that is included in the list of essential services. Furthermore, it
should be demonstrated that provision of the essential service is dependent on network and
information systems. Finally, when assessing whether an incident would have a significant
disruptive effect on the provision of the service, Member States should take into account a number
of cross-sectoral factors, as well as, where appropriate, sector-specific factors.
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For the purposes of identifying operators of essential services, establishment in a Member State
implies the effective and real exercise of activity through stable arrangements. The legal form of
such arrangements, whether through a branch or a subsidiary possessing legal personality, is not the
determining factor in this respect.
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It is possible that entities operating in the sectors and subsectors referred to in this Directive provide
both essential and non-essential services. For example, in the air transport sector, airports provide

services which might be considered by a Member State to be essential, such as the management of
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the runways, but also a number of services which might be considered as non-essential, such as the
provision of shopping areas. Operators of essential services should be subject to the specific security
requirements only with respect to those services which are deemed to be essential. For the purpose
of identifying operators, Member States should therefore establish a list of the services which are
considered as essential.
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The list of services should contain all services provided in the territory of a given Member State that
fulfil the requirements under this Directive. Member States should be able to supplement the existing
list by including new services. The list of services should serve as a reference point for Member
States, allowing for identification of operators of essential services. Its purpose is to identify the types
of essential services in any given sector referred to in this Directive, thus distinguishing them from
non-essential activities for which an entity active in any given sector might be responsible. The list
of services established by each Member State would serve as further input in the assessment of the
regulatory practice of each Member State with a view to ensuring the overall level of consistency of
the identification process amongst Member States.
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For the purposes of the identification process, where an entity provides an essential service in two or
more Member States, those Member States should engage in bilateral or multilateral discussions
with each other. This consultation process is intended to help them to assess the critical nature of the
operator in terms of cross-border impact, thereby allowing each Member State involved to present

its views regarding the risks associated with the services provided. The Member States concerned
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should take into account each other's views in this process, and should be able to request the
assistance of the Cooperation Group in this regard.
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As aresult of the identification process, Member States should adopt national measures to determine
which entities are subject to obligations regarding the security of network and information systems.
This result could be achieved by adopting a list enumerating all operators of essential services or by
adopting national measures including objective quantifiable criteria, such as the output of the
operator or the number of users, which make it possible to determine which entities are subject to
obligations regarding the security of network and information systems. The national measures,
whether already existing or adopted in the context of this Directive, should include all legal measures,
administrative measures and policies allowing for the identification of operators of essential services
under this Directive.
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In order to give an indication of the importance, in relation to the sector concerned, of the identified
operators of essential services, Member States should take into account the number and the size of
those operators, for example in terms of market share or of the quantity produced or carried, without
being obliged to divulge information which would reveal which operators have been identified.
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In order to determine whether an incident would have a significant disruptive effect on the provision
of an essential service, Member States should take into account a number of different factors, such
as the number of users relying on that service for private or professional purposes. The use of that
service can be direct, indirect or by intermediation. VWhen assessing the impact that an incident could
have, in terms of its degree and duration, on economic and societal activities or public safety,
Member States should also assess the time likely to elapse before the discontinuity would start to
have a negative impact.
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In addition to the cross-sectoral factors, sector-specific factors should also be considered in order to
determine whether an incident would have a significant disruptive effect on the provision of an
essential service. With regard to energy suppliers, such factors could include the volume or
proportion of national power generated; for oil suppliers, the volume per day; for air transport,
including airports and air carriers, rail transport and maritime ports, the proportion of national traffic
volume and the number of passengers or cargo operations per year; for banking or financial market
infrastructures, their systemic importance based on total assets or the ratio of those total assets to
GDP; for the health sector, the number of patients under the provider's care per year; for water
production, processing and supply, the volume and number and types of users supplied, including,
for example, hospitals, public service organisations, or individuals, and the existence of alternative
sources of water to cover the same geographical area.
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To achieve and maintain a high level of security of network and information systems, each Member
State should have a national strategy on the security of network and information systems defining
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the strategic objectives and concrete policy actions to be implemented.
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In view of the differences in national governance structures and in order to safeguard already existing
sectoral arrangements or Union supervisory and regulatory bodies, and to avoid duplication,
Member States should be able to designate more than one national competent authority responsible
for fulfilling the tasks linked to the security of the network and information systems of operators of
essential services and digital service providers under this Directive.
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In order to facilitate cross-border cooperation and communication and to enable this Directive to be
implemented effectively, it is necessary for each Member State, without prejudice to sectoral
regulatory arrangements, to designate a national single point of contact responsible for coordinating
issues related to the security of network and information systems and cross-border cooperation at
Union level. Competent authorities and single points of contact should have the adequate technical,
financial and human resources to ensure that they can carry out the tasks assigned to them in an
effective and efficient manner and thus achieve the objectives of this Directive. As this Directive
aims to improve the functioning of the internal market by creating trust and confidence, Member
State bodies need to be able to cooperate effectively with economic actors and to be structured
accordingly.
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Competent authorities or the computer security incident response teams (‘CSIRTs’) should receive
notifications of incidents. The single points of contact should not receive directly any notifications
of incidents unless they also act as a competent authority or a CSIRT. A competent authority or a
CSIRT should however be able to task the single point of contact with forwarding incident
notifications to the single points of contact of other affected Member States.
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To ensure the effective provision of information to the Member States and to the Commission, a
summary report should be submitted by the single point of contact to the Cooperation Group, and
should be anonymised in order to preserve the confidentiality of the notifications and the identity of
operators of essential services and digital service providers, as information on the identity of the
notifying entities is not required for the exchange of best practice in the Cooperation Group. The
summary report should include information on the number of notifications received, as well as an
indication of the nature of the notified incidents, such as the types of security breaches, their
seriousness or their duration.
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Member States should be adequately equipped, in terms of both technical and organisational
capabilities, to prevent, detect, respond to and mitigate network and information system incidents

and risks. Member States should therefore ensure that they have well-functioning CSIRTS, also
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known as computer emergency response teams (‘CERTS”), complying with essential requirements
to guarantee effective and compatible capabilities to deal with incidents and risks and ensure efficient
cooperation at Union level. In order for all types of operators of essential services and digital service
providers to benefit from such capabilities and cooperation, Member States should ensure that all
types are covered by a designated CSIRT. Given the importance of international cooperation on
cybersecurity, CSIRTs should be able to participate in international cooperation networks in addition
to the CSIRTSs network established by this Directive.
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As most network and information systems are privately operated, cooperation between the public
and private sectors is essential. Operators of essential services and digital service providers should
be encouraged to pursue their own informal cooperation mechanisms to ensure the security of
network and information systems. The Cooperation Group should be able to invite relevant
stakeholders to the discussions where appropriate. To encourage effectively the sharing of
information and of best practice, it is essential to ensure that operators of essential services and digital
service providers who participate in such exchanges are not disadvantaged as a result of their
cooperation.
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ENISA should assist the Member States and the Commission by providing expertise and advice and
by facilitating the exchange of best practice. In particular, in the application of this Directive, the

Commission should, and Member States should be able to, consult ENISA. To build capacity and
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knowledge among Member States, the Cooperation Group should also serve as an instrument for
the exchange of best practice, discussion of capabilities and preparedness of the Member States and,
on avoluntary basis, to assist its members in evaluating national strategies on the security of network
and information systems, building capacity and evaluating exercises relating to the security of
network and information systems.

(B7) ZNDNEGVRLET, ARIENT, ZOFRTEEM DS, B Ao RS £ JE A ]
FIAMEIETELRETHL,

Where appropriate, Member States should be able to use or adapt existing organisational structures
or strategies when applying this Directive.
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The respective tasks of the Cooperation Group and of ENISA are interdependent and
complementary. In general, ENISA should assist the Cooperation Group in the execution of its tasks,
in line with the objective of ENISA set out in Regulation (EU) No 526/2013 of the European
Parliament and the Council (7), namely to assist the Union institutions, bodies, offices and agencies
and the Member States in implementing the policies necessary to meet the legal and regulatory
requirements of network and information system security under existing and future legal acts of the
Union. In particular, ENISA should provide assistance in those areas that correspond to its own tasks,
as set out in Regulation (EU) No 526/2013, namely analysing network and information system
security strategies, supporting the organisation and running of Union exercises relating to the security
of network and information systems, and exchanging information and best practice on awareness-
raising and training. ENISA should also be involved in the development of guidelines for sector-

T ERMNEA R N — 2 B OME #2715 (ENISA) 1IZB5, MFONZ, #HHII(EC) No 460/2004 %
eI T DN K OB 2200 2013 45 H 21 A OHIHI(EU) No 526/2013 (0J L 165,18.6.2013, p.41).
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specific criteria for determining the significance of the impact of an incident.
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In order to promote advanced security of network and information systems, the Cooperation Group
should, where appropriate, cooperate with relevant Union institutions, bodies, offices and agencies,
to exchange know-how and best practice, and to provide advice on security aspects of network and
information systems that might have an impact on their work, while respecting existing
arrangements for the exchange of restricted information. In cooperating with law enforcement
authorities regarding the security aspects of network and information systems that might have an
impact on their work, the Cooperation Group should respect existing channels of information and
established networks.
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Information about incidents is increasingly valuable to the general public and businesses, particularly
small and medium-sized enterprises. In some cases, such information is already provided via
websites at the national level, in the language of a specific country and focusing mainly on incidents
and occurrences with a national dimension. Given that businesses increasingly operate across
borders and citizens use online services, information on incidents should be provided in an
aggregated form at Union level. The secretariat of the CSIRTs network is encouraged to maintain a

website or to host a dedicated page on an existing website, where general information on major
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incidents that have occurred across the Union is made available to the general public, with a specific
focus on the interests and needs of businesses. CSIRTS participating in the CSIRTS network are
encouraged to provide on a voluntary basis the information to be published on that website, without
including confidential or sensitive information.
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Where information is considered to be confidential in accordance with Union and national rules on
business confidentiality, such confidentiality should be ensured when carrying out the activities and
fulfilling the objectives set by this Directive.
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Exercises which simulate real-time incident scenarios are essential for testing Member States'
preparedness and cooperation regarding the security of network and information systems. The
CyberEurope cycle of exercises coordinated by ENISAwith the participation of the Member States
is a useful tool for testing and drawing up recommendations on how incident-handling at Union
level should improve over time. Considering that the Member States are not currently under any
obligation to either plan or participate in exercises, the creation of the CSIRTs network under this
Directive should enable Member States to participate in exercises on the basis of accurate planning
and strategic choices. The Cooperation Group set up under this Directive should discuss the strategic
decisions regarding exercises, in particular but not exclusively as regards the regularity of the
exercises and the design of the scenarios. ENISA should, in accordance with its mandate, support
the organisation and running of Union-wide exercises by providing its expertise and advice to the
Cooperation Group and the CSIRTS network.
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Given the global nature of security problems affecting network and information systems, there is a
need for closer international cooperation to improve security standards and information exchange,
and to promote a common global approach to security issues.
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Responsibilities in ensuring the security of network and information systems lie, to a great extent,
with operators of essential services and digital service providers. A culture of risk management,
involving risk assessment and the implementation of security measures appropriate to the risks faced,
should be promoted and developed through appropriate regulatory requirements and voluntary
industry practices. Establishing a trustworthy level playing field is also essential to the effective
functioning of the Cooperation Group and the CSIRTSs network, to ensure effective cooperation from
all Member States.
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This Directive applies only to those public administrations which are identified as operators of
essential services. Therefore, it is the responsibility of Member States to ensure the security of
network and information systems of public administrations not falling within the scope of this
Directive.
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Risk-management measures include measures to identify any risks of incidents, to prevent, detect
and handle incidents and to mitigate their impact. The security of network and information systems

comprises the security of stored, transmitted and processed data.
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Competent authorities should retain the ability to adopt national guidelines concerning the
circumstances in which operators of essential services are required to notify incidents.
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Many businesses in the Union rely on digital service providers for the provision of their services. As
some digital services could be an important resource for their users, including operators of essential
services, and as such users might not always have alternatives available, this Directive should also
apply to providers of such services. The security, continuity and reliability of the type of digital
services referred to in this Directive are of the essence for the smooth functioning of many businesses.
A disruption of such a digital service could prevent the provision of other services which rely on it
and could thus have an impact on key economic and societal activities in the Union. Such digital
services might therefore be of crucial importance for the smooth functioning of businesses that
depend on them and, moreover, for the participation of such businesses in the internal market and
cross-border trade across the Union. Those digital service providers that are subject to this Directive
are those that are considered to offer digital services on which many businesses in the Union
increasingly rely.
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Digital service providers should ensure a level of security commensurate with the degree of risk
posed to the security of the digital services they provide, given the importance of their services to the
operations of other businesses within the Union. In practice, the degree of risk for operators of
essential services, which are often essential for the maintenance of critical societal and economic
activities, is higher than for digital service providers. Therefore, the security requirements for digital
service providers should be lighter. Digital service providers should remain free to take measures
they consider appropriate to manage the risks posed to the security of their network and information
systems. Because of their cross-border nature, digital service providers should be subject to a more
harmonised approach at Union level. Implementing acts should facilitate the specification and
implementation of such measures.
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While hardware manufacturers and software developers are not operators of essential services, nor
are they digital service providers, their products enhance the security of network and information
systems. Therefore, they play an important role in enabling operators of essential services and digital
service providers to secure their network and information systems. Such hardware and software
products are already subject to existing rules on product liability.
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Technical and organisational measures imposed on operators of essential services and digital service
providers should not require a particular commercial information and communications technology
product to be designed, developed or manufactured in a particular manner.
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Operators of essential services and digital service providers should ensure the security of the network
and information systems which they use. These are primarily private network and information
systems managed by their internal IT staff or the security of which has been outsourced. The security
and natification requirements should apply to the relevant operators of essential services and digital
service providers regardless of whether they perform the maintenance of their network and
information systems internally or outsource it.
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To avoid imposing a disproportionate financial and administrative burden on operators of essential
services and digital service providers, the requirements should be proportionate to the risk presented
by the network and information system concerned, taking into account the state of the art of such
measures. In the case of digital service providers, those requirements should not apply to micro- and
small enterprises.
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Where public administrations in Member States use services offered by digital service providers, in
particular cloud computing services, they might wish to require from the providers of such services
additional security measures beyond what digital service providers would normally offer in
compliance with the requirements of this Directive. They should be able to do so by means of
contractual obligations.
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The definitions of online marketplaces, online search engines and cloud computing services in this
Directive are for the specific purpose of this Directive, and without prejudice to any other instruments.
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This Directive should not preclude Member States from adopting national measures requiring
public-sector bodies to ensure specific security requirements when they contract cloud computing
services. Any such national measures should apply to the public-sector body concerned and not to
the cloud computing service provider.

(57) HfE—ERDIEEFE, L0, ZOIEEFOYIERAL 7 T7EDEHEOFEN &L, TUX
NAP—ERTTNRAK, LODIT, FO7 A7 OEREA i HIEE E OO AN 740
BT, ZORAIE, 52007 N —F DIEFARE BhE 2HEPEDOL ~UIZEAL,
XENT=T T a—F % bH_ETHD, HE—EAOEEH 2L, MHAkET, B
DIEEBERRIL, ZORBIZED DS ERS e B ARG RETH D, D]
FPHANICHHETDOT VHN—E AT A Z R L CCOFRSMEA SN A& THD
DT, HREE, T VNP —E AT A B TUIRB7e 0, 1T, ZOHES &
O AUTEE DO TEIRS D T T4 T, REH R ONEAEHZREL, 7213 —8
AT SAH DN~V DIEE VLR T _ETHD, ZDOZE, TV —E RS
T SAE N, ZHDT T/ NA K NEAFHY A OME K OFREE L HEFIR7RRERE T, BR
PNES A Z 7= D2 5 TR NS Z L Z AIHEE T _RETh D,

Given the fundamental differences between operators of essential services, in particular their direct
link with physical infrastructure, and digital service providers, in particular their cross-border nature,
this Directive should take a differentiated approach with respect to the level of harmonisation in
relation to those two groups of entities. For operators of essential services, Member States should be
able to identify the relevant operators and impose stricter requirements than those laid down in this
Directive. Member States should not identify digital service providers, as this Directive should apply
to all digital service providers within its scope. In addition, this Directive and the implementing acts
adopted under it should ensure a high level of harmonisation for digital service providers with respect
to security and notification requirements. This should enable digital service providers to be treated

in a uniform way across the Union, in a manner proportionate to their nature and the degree of risk
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which they might face.
ZOFREE, MINESIE IS HERED BT 52870, HRIEDS, ZOFRFOiE

HEPHNICIH DT XA —E AT A XTI ETRI TR T2 K OGRS
AR Z LR PEBRL Tldenany,

This Directive should not preclude Member States from imposing security and notification
requirements on entities that are not digital service providers within the scope of this Directive,
without prejudice to Member States' obligations under Union law.

HEBSHEIRDBH LRI, FEA BRI CE ORI ORISR A Z LIS IEIZTER
EHHRETHD, BHEHEROH AL TS SNAA 2T U MR, Zdi
TOIEBIRIAEZ T DNROFRRE, A>T U Nl B 54— A0 & O
DENA—E AT S Z NS TSR] EE TR FOBKEOME IE/R/ T A
TLHRETHD, BHFHOIEIBNT, BRSHEROH LRI L Y CSIRT 1, ¥ =l
T4 _EOTEGIAEIENARSNDENTIBN TS, Z 0RO B DIE A B
R AR B B B A R ETHD,

Competent authorities should pay due attention to preserving informal and trusted channels of
information-sharing. Publicity of incidents reported to the competent authorities should duly balance
the interest of the public in being informed about threats against possible reputational and
commercial damage for the operators of essential services and digital service providers reporting
incidents. In the implementation of the notification obligations, competent authorities and the
CSIRTs should pay particular attention to the need to keep information about product vulnerabilities
strictly confidential, prior to the release of appropriate security fixes.

T UHNA—E AT TNAL (L, TOTSALZ DY —E AR OEEFI TOMEIZL ST
IEX4{ESNDHRN T T ORI BRI IR T D& TH D, BRI 2RaHERO &
DHEAT, Tz, BIZIE, TOT VN —E AT AL HE DD, MMOREEKE DR
BHERD DR % S D DS HETRD B DR, F721%, OV —E AOF|HED
D, T VAN —E AT S B I DR OB ESFL T VRN E ORI ES
T3 ANZBRY, E0bT, A2 T U ISFELTLIZIRY, 1T8a LA _REThD, TP,
TRBHEIROBHDREBEA T, T PN —E AT S F BB &R A7,

Digital service providers should be subject to light-touch and reactive ex post supervisory activities
justified by the nature of their services and operations. The competent authority concerned should
therefore only take action when provided with evidence, for example by the digital service provider
itself, by another competent authority, including a competent authority of another Member State, or

by a user of the service, that a digital service provider is not complying with the requirements of this
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Directive, in particular following the occurrence of an incident. The competent authority should
therefore have no general obligation to supervise digital service providers.

THISHERRD BB, o N —7 OGS AT LD LMDV~ VATl D725 D
Vo7l le AT 2MIRE &, ZORBADING & 24 T3 AT DIV L 70 A TR
DORETHAD,

Competent authorities should have the necessary means to perform their duties, including powers to
obtain sufficient information in order to assess the level of security of network and information
systems.

AT U, JOFHEBIOFEE B LIVT, ZOIE, AL OFRE, i —e A0
HEFE, TR SAE | FRESHENROD & D8 K O TREBAD D FEE
UL THZBND, HHA T NS, BINEAIEEIZEPIECHESCE KRR
JEFREENEBHEL TODERN DY, HAIENT, S —E ADEEFE K OT V2L
P —ERT TR, N, BHET DA TR L, ISR A DB DOH DA
TN T DI LA RETHD, TIHNETIREET, BINYAS—40Tk L H
— (EC3) xOVENISA (2~ T, TRESHENRD S DRSBEE B RERR E DI THEBE L O D7
BENRGTSINDZENEELLY,

Incidents may be the result of criminal activities the prevention, investigation and prosecution of
which is supported by coordination and cooperation between operators of essential services, digital
service providers, competent authorities and law enforcement authorities. Where it is suspected that
an incident is related to serious criminal activities under Union or national law, Member States
should encourage operators of essential services and digital service providers to report incidents of a
suspected serious criminal nature to the relevant law enforcement authorities. Where appropriate, it
is desirable that coordination between competent authorities and law enforcement authorities of
different Member States be facilitated by the European Cybercrime Centre (EC3) and ENISA.

ZLDOGEITBNT, AT U MOFEREU RN T —2D5WE 250D, ZORE
W, BRSHEROD ORI K T — S RIS, A2 o T NPT HIEANT =2 DR
FHERIDT-0, ETOBEFHICEL THAIL, 70, HEESH ~ETHD,

Personal data are in many cases compromised as a result of incidents. In this context, competent
authorities and data protection authorities should cooperate and exchange information on all relevant
matters to tackle any personal data breaches resulting from incidents.

T UHNA—E AT TS Z EDOBIRIT BT DI EREME L, BRI D7 V20— A
T SAZDERINEE NI 2 T MR A S OREREITE Y THIL o~ & ThHD, £D
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ERREN, JFRIELC, 207 o A BRRNES I DA E 2 SHiie—87 5,
LSS, FESE 2 AL U DI DB SRR IR DO FATE B BT 5, TDIHRTAL
TOEREOHTR, IEAEEL SHEEIT AR LD, 20 IR RE
H7RBER TR, ZOFHET, o T —7 RONEFHS AT LD G OIGFT I AFE
L CWBIENTIERILL CTII7eb7e\uy, 3706, 20700 AT AOFEKR ORI, &
NWBREL T, 2OL7e T AHLEEHR T 20 DT, Ehudz, F-EzH
ETHIDOHAET| I/,

Jurisdiction in respect of digital service providers should be attributed to the Member State in which
the digital service provider concerned has its main establishment in the Union, which in principle
corresponds to the place where the provider has its head office in the Union. Establishment implies
the effective and real exercise of activity through stable arrangements. The legal form of such
arrangements, whether through a branch or a subsidiary with a legal personality, is not the
determining factor in this respect. This criterion should not depend on whether the network and
information systems are physically located in a given place; the presence and use of such systems
do not, in themselves, constitute such main establishment and are therefore not criteria for
determining the main establishment.

(65) FRINIEAPINZHLEDINNT LA —E 27 1A X R NE AN T —E A% 235
BA, TO7 01213, REEERET XETHD, TDILI72T VXY —E AT 13
Z RIS N T —E AL QDI EDEHIET D728, TOHh—E A7 a3
ZIN 1 FATERORRENOZ L T —E R&AR— 52 L2 FEL TWODIENH
TSGR T RETHD, TDOT VXN —E AT SAZD Web AR LLIFTZED
HFRINTEED Web YAy LB A A— LT RUAE TS OB~ DR
HAENICBIT DT 7 EARKEECTHHZ L, HDHNE, EOT VAN —E AT T/ A HZ )
LS 2LSE ZEICBO T BRAIERASI COD SEEMERSN QWA Z LT T,
ZDIHEXOHERDT-DIZIFIA 5 ThD, 12721, YD EFEIZLA T —EADH
IABDTED 1 FTEHOBRREIZ B WO TS Qb 5580 LB ED
R, F720F, BOMEAENOEEES LITFIFE O S RO IO EHRIL, TOT VX4
—E AT A PRI EN T —E AR D L2 TEL TODI AL
B REEEIX, DT VHNA—ERT A X DOV TEITRETHY, 1o, b
MERROBHHREBIET -1 CSIRT 23EDOREEE L&A LA I T RETH D, BT,
AT UNREE G, ORI ST U —E AT R Z DI TZ
DT NRAE DRGOVNATEITHZEDT VXNA—E AT A X DOEMHIZI AT
STHRTHESNADRETHD,

Where a digital service provider not established in the Union offers services within the Union, it
should designate a representative. In order to determine whether such a digital service provider is

offering services within the Union, it should be ascertained whether it is apparent that the digital
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service provider is planning to offer services to persons in one or more Member States. The mere
accessibility in the Union of the digital service provider's or an intermediary’s website or of an email
address and of other contact details, or the use of a language generally used in the third country where
the digital service provider is established, is insufficient to ascertain such an intention. However,
factors such as the use of a language or a currency generally used in one or more Member States
with the possibility of ordering services in that other language, or the mentioning of customers or
users who are in the Union, may make it apparent that the digital service provider is planning to offer
services within the Union. The representative should act on behalf of the digital service provider and
it should be possible for competent authorities or the CSIRTSs to contact the representative. The
representative should be explicitly designated by a written mandate of the digital service provider to
act on the latter's behalf with regard to the latter's obligations under this Directive, including incident
reporting.

(66) LEFEMHATNELT ALY, TG EDEED 1 D Ths, B =7 EEHEDREST
RZHERT D720, FERRIEN, RIS~V DRy T —7 OGRS AT DO E L
NDREVEZMER T D7D DR ESN A EDESF EI- T S 2 T & Th D,
ENISA 1, BiS K ONERTEEA 8L CERIEZHB T & ThDH, Z0 HIIOTZHIZ, R
PN M OO IAAIEV) No 1025/20128 2~ T TN A E IS LS T AEHES )
BhiFE7e0i5s,

Standardisation of security requirements is a market-driven process. To ensure a convergent
application of security standards, Member States should encourage compliance or conformity with
specified standards so as to ensure a high level of security of network and information systems at
Union level. ENISA should assist Member States through advice and guidelines. To this end, it might
be helpful to draft harmonised standards, which should be done in accordance with Regulation (EU)
No 1025/2012 of the European Parliament and of the Council ©.

(67) ZOFRS O AFRFHIMNCHHIETIRE, FOETRIMMT DY —E AR TRERZ
Boab oA v T VNG, EDIRA VT UM DR A BT LD N IED
ARSI S 2 NOHDOIEFRIVHET T 256, TNOOIEERIE, EET, TDIDICTX
HRETHD, ZDIH7RAERERRIEN U CORE E7- 3w E AR AE B b e 580
TIFRNWEEIT, ZOIH7eiEENE, BREHEROHHHEREFE-13 CSIRT (28> SIS
RETHD,

8 FEU LIRS %, MPONC, BRETET 89/686/EEC [ O FE4 93/15/EEC, [x;ﬁdll s MO
2OFRS 94/9/EC, F545 94/25/EC, 545 95/16/EC, 54> 97/23/EC, 54 98/34/EC, 54 2004/22/EC,
Fe45 2007/23/EC, 845 2009/23/EC K OME4 2009/105/EC Z2LIEL,, ERFHARE 87/95/EEC T OWRM
SN OHHFAOPE No 1673/2006/EC A B -3 DERMFES M OFEF200 2012 4510 H 25 A DM
HI(EVU) No 1025/2012 (0J L 316, 14.11.2012, p.12).
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Entities falling outside the scope of this Directive may experience incidents having a significant
impact on the services they provide. Where those entities consider that it is in the public interest to
notify the occurrence of such incidents, they should be able to do so on a voluntary basis. Such
notifications should be processed by the competent authority or the CSIRT where such processing
does not constitute a disproportionate or undue burden on the Member States concerned.

ZOIRTDIEEDT-D DRV 25 MRS DT, W) 17 7 —T OB, A
(2, T U —E R A LGl ATRE R R T K ONEENEYOD 7D I B
72t EOFANLTETED HT-O DIFZEMER X, FINEBERITH L THEIONHXRETHD,
OO EIEMEIR T, BN K OFREAOHIHI (EU) No 182/2011°% 2t~ i Tilis s
RETHD, HI17 N—T OB T DI E 2 Ffgi LD T BT D32 T A%
PRI, BONEE ST, ENISA OFERZ R AIEEBICANL & THD,

In order to ensure uniform conditions for the implementation of this Directive, implementing powers
should be conferred on the Commission to lay down the procedural arrangements necessary for the
functioning of the Cooperation Group and the security and notification requirements applicable to
digital service providers. Those powers should be exercised in accordance with Regulation (EU) No
182/2011 of the European Parliament and of the Council®. When adopting implementing acts
related to the procedural arrangements necessary for the functioning of the Cooperation Group, the
Commission should take the utmost account of the opinion of ENISA.

T AN —ERT S Z T DB BT D A TAEERIR T AES, BRINZER
21, ENISA OFRARKIBEEIZANDRETHY, 0>, BHEI HFERRE L
TRETHD, LI, MNEERIL, LLFORPREZBIIANDZENHETSIND AT I
Lhtisk D ZEVEZBT b 0L LT B K OVE IR EOZeME, A2, 1y
T —2 R OMERS AT LDOT 72 ZEBE, WS, o b —7 R OMERS AT LD 5EE
M A T USRI T 2 DEL T AT U N TFNE, AT MatHRES), (v
T U NRE RO T N SRR R BT 5h 0 L LT A BRI R
PERIE K OGRS FEE ), SSEMEIHRES ) IONS, B, B MBIl B 2b e LT
BEARL N ORISR FATT B, RS EEHE], o N — 2 ROME#S AT LOFER,

LR M ONEA IS FORETHL,

When adopting implementing acts on the security requirements for digital service providers, the
Commission should take the utmaost account of the opinion of ENISA and should consult interested
stakeholders. Moreover, the Commission is encouraged to take into account the following examples:
as regards security of systems and facilities: physical and environmental security, security of supplies,

O FRINZE BRI A TEEMERROT HEOAERREN L DB PR A 2 BE T2 BUE K QAR HIZ TE
DM L O 2011 45 2 A 16 HOFIAIEU) No 182/2011 (0J L 55, 28.2.2011, p.13).

502



(70)

(71)

(72)

LEIEHMMERE 6 565 (2021412 A)

access control to network and information systems and integrity of network and information
systems; as regards incident handling: incident-handling procedures, incident detection capability,
incident reporting and communication; as regards business continuity management: service
continuity strategy and contingency plans, disaster recovery capabilities; and as regards monitoring,
auditing and testing: monitoring and logging policies, exercise contingency plans, network and
information systems testing, security assessments and compliance monitoring.

ZOFRTFDOIETIBNT, BINEERIE, ZOHTOBEHOHL 5B\ TERINES
L TRITEN TS &?@éﬁ?ﬁ@éﬁxﬁi}&?@n‘ﬂﬁ&@F'ﬁfﬁ’ﬁ}ﬂ_ %‘&ﬂ“Aé““Cb‘bé

In the implementation of this Directive, the Commission should liaise as appropriate with relevant
sectoral committees and relevant bodies set up at Union level in the fields covered by this Directive.

FRMNZESITL, &0bl), 2, Bas, HEiEIIHSEOSMEOZ IS U UEEDTEARS
BT DB, Féam%ﬁrﬁ%%ﬁ:% HL7- BT, EHIHIIC, ZofEaE A
HTRETHD,

The Commission should periodically review this Directive, in consultation with interested
stakeholders, in particular with a view to determining the need for modification in the light of
changes to societal, political, technological or market conditions.

VA RO 2T o N DAEROE17 70— 7 NN CSIRT R hNT—2NIZEIT5
HA7, WO, BASHEIROSHAEPREEET 1% CSIRT (261517 o MBI B D
WS, AT — X OMBREELSD, TOIH/RBRE, BINGES K O REASOES
95/46/ECY } O K OO HIHI(EC) Nod5/2001 14 54 _&Th D, ZOFRS
2T DR, KNS N OS2 0O SHII(EC) No1049/200123 @8 i S o & T
b,

Such processing should comply with Directive 95/46/EC of the European Parliament and the
Council “ and Regulation (EC) No 45/2001 of the European Parliament and of the Council ™, In
the application of this Directive, Regulation (EC) No 1049/2001 of the European Parliament and of

O @ N7 — 2 OIBRL BT 2 NDOLRFE K OF DT — 2 D K FEO 72\ BN BT 2N
OR300 1995 47 10 A 24 HDFE4 95/46/EC (OJ L 281, 23.11.1995, p.31).

1 RRINEE A OREBE K ORI Z LA N T — 2 O AERE BEE S A N DO PE L O O T —H DD
PR\ VBN Z DR N M OVBEEE220D 2000 4 12 H 18 H O#IHI(EC) No 45/2001 (0J L8, 12.1.2001,

p.1).

2 g, B K OV ZE B SO SEE~DNRDO T 7 AR 2R L O F220 2001
5 H 30 HOHAIEC) No 1049/2001 (0J L 145, 31.5.2001, p.43) .
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the Council @2 should apply as appropriate.

Wi 7 — 2 R EN R L, HRIIEC) No 45/2001 D5 28 5555 2 BIZAE>Cliakl, 2013 4
6 H 14 Hi %‘ﬁilsé:fa HL-,

The European Data Protection Supervisor was consulted in accordance with Avrticle 28(2) of
Regulation (EC) No 45/2001 and delivered an opinion on 14 June 2013 @3,

OO R, T35, Ky N —7 R ONEHRS AT DO IR i@ L~V
EERLT D80T, MRIENC Lo TSRS ST, TOTEEIDNRDDZIZ, I
HEL~NIRBWTIY BGERSIAFLOT, BMEETE, BIMESSKION 5 FIE
OLMFEEDIFANCHE Y, FFEZ TR TED, RISITEDDHBIEDFRNIIE, ot
T, D BHVEERCS DT DI EIREZATREZ HTEDTRN,

Since the objective of this Directive, namely to achieve a high common level of security of network
and information systems in the Union, cannot be sufficiently achieved by the Member States but can
rather, by reason of the effects of the action, be better achieved at Union level, the Union may adopt
measures, in accordance with the principle of subsidiarity as set out in Article 5 of the Treaty on
European Union. In accordance with the principle of proportionality as set out in that Article, this
Directive does not go beyond what is hecessary in order to achieve that objective.

ZOFEFIE, BN LM EL, BRNES O BAMEEFIC L > RO EAFA,
EVDU, RO EE K ONEHRIREOHER), 1@1)\7~5‘®ﬁ%£, FHEIEEIO A, WP
1, BHIPTZ I\ 2 IV 2 R OMER | K OMER 2 52 T MR 35, ZOfaniE
ZNEDOHER K OEAFHNE> TIESN O NETHD,

This Directive respects the fundamental rights, and observes the principles, recognised by the
Charter of Fundamental Rights of the European Union, in particular the right to respect for private
life and communications, the protection of personal data, the freedom to conduct a business, the right
to property, the right to an effective remedy before a court and the right to be heard. This Directive
should be implemented in accordance with those rights and principles,

LLEDEBNTHHDT, ZOWSEEIRTS:

HAVE ADOPTED THIS DIRECTIVE:

8. 0JC32,4.22014,p. 19.
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FIE RAURFTHRE

Chapter | General Provisions

815 *RBERRUERTE

Article 1 Subject matter and scope

1

ZD

FRRE, NSO BE ) S 572D OEINEANICIIT D1y N —7 L OMEH

VAT DOHIED FN AL D M T DT D D E R TED 5,

This Directive lays down measures with a view to achieving a high common level of security of
network and information systems within the Union so as to improve the functioning of the internal
market.

FO HBIDT=DIZ, ZOFRS1E:

@)
()
©

(d)
®©

2 NT =7 Je OMFE AT LD RN B3 A [ENBIE AR~ & A CORERLE
DI TED

HERCEINZ 31T DM Dt ) AT ERASHA SR M OB G, 10, FERKIERI
BT RBES T D20 OW 17 N — T ZARRL ;

FERERN T DR RO RBIZE 5L, 7o, Bl DS54 T L
DI IZAET DI DAY 22— Z X2 )T (AL T U NISETF — LD T N —
7 (ICSIRT AT —2 |) ZRIREL ;

T —E ADIEEE K T DX —E AT S Z OB K N E4
it

KNI —7 B OGS AT D4 B 2805556 D Wads HERR D & 25 [E A
B, BB R M OY CSIRT AyiE§ S RIE DO FH4 ED D,

To that end, this Directive:

@
(b)

©

(d)
®)

lays down obligations for all Member States to adopt a national strategy on the security of
network and information systems;

creates a Cooperation Group in order to support and facilitate strategic cooperation and the
exchange of information among Member States and to develop trust and confidence amongst
them;

creates a computer security incident response teams network (‘CSIRTs network’) in order to
contribute to the development of trust and confidence between Member States and to promote
swift and effective operational cooperation;

establishes security and notification requirements for operators of essential services and for
digital service providers;

lays down obligations for Member States to designate national competent authorities, single

points of contact and CSIRTs with tasks related to the security of network and information
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systems.

3. ZOEBITEDDLZET R ONEINELH Y, 84 200221EC D5 13 Fta LU 13 55 b
DEHLH _EE@”{%%%‘ IR, £, FHAEU) No 910/2014 D5 19 SeDBHZART S
(B —E A7 0 A Z TR G AL Tdabrany,

The security and notification requirements provided for in this Directive shall not apply to
undertakings which are subject to the requirements of Articles 13a and 13b of Directive 2002/21/EC,
or to trust service providers which are subject to the requirements of Article 19 of Regulation (EU)
No 910/2014.

4. ZOIESIL, FRESIRS 2008/114/ECHIF NN N OS2SR 2011/93/EUY
OB 2013/40/[EUSE 51T 5 Z L7 5E SN D,

This Directive applies without prejudice to Council Directive 2008/114/EC® and Directives
2011/93/EU™ and 2013/40/EUM of the European Parliament and of the Council.

5. TFEU D 346 ST HZE7e<, B¥MEIZBET DHUED LH72R A M OMERKE D
HUEIZXOBNE CTHOIERIE, ZOFBBOBEHDTZOIZZED LTS I2 D5
RO, BRINFEE S K OV LIS O BERERERE S DR CAZHAS D, ARHAS DI IIE, F 0k
VTLAZHAD BHIEBREMED DY, 730, BT HLDIZIRESID, ZDIH7eIE AL
WSRO MEZHERT L, 70, FE—E ADEEH K ONT V2L —E A7 13/
KDL OPHENIF RS RET 50 D& 5,

Without prejudice to Article 346 TFEU, information that is confidential pursuant to Union and
national rules, such as rules on business confidentiality, shall be exchanged with the Commission
and other relevant authorities only where such exchange is necessary for the application of this
Directive. The information exchanged shall be limited to that which is relevant and proportionate to
the purpose of such exchange. Such exchange of information shall preserve the confidentiality of
that information and protect the security and commercial interests of operators of essential services
and digital service providers.

W RN DO EEEA 7 Z DA M OFRG R ONZE DO EED ) EOEEHEHINZBI9-2 2008 4 12
H 8 HOHIEEAFES 2008/114/EC (0J L 345, 23.12.2008, p.75).
B IRBEOMRERFAAERERL R EAR L 2 EORIVIZEET 5, W ONS, BRSP4 E
2004/68/JHA % BEILd% 2011 4F 12 A 13 HOBRMES L OBHEORS 2011/93/EU (0J L 335,
17.12.2011,p.1).
6 [FH AT KK DHERIZBIT D, KO, PRI FE T 2005/222[0HA A Fé 1972 2013 4 8
A 12 A ORNGEES KR OBE20O1ES 2013/40/EU (0 L 218, 14.8.2013,p.8).
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ZOFENIE, EOMEROBARDMERKE D LR D VIADFGRINZ I T 5 & ORERLIE D
JONERAE DS DIEEN, IEERRrAHERF 2720 OTEE), L0bl, IS TADIEE, K
FR OFRBE CELINTT DI DIEENE &0, T ORERED MEDEFHEREE T ET
DIz, L0, EFLEREEGRET DT DI TONDIEEE T 720,

This Directive is without prejudice to the actions taken by Member States to safeguard their essential
State functions, in particular to safeguard national security, including actions protecting information
the disclosure of which Member States consider contrary to the essential interests of their security,
and to maintain law and order, in particular to allow for the investigation, detection and prosecution
of criminal offences.

S —EADEEHELLITT V2N —E AT A A F L TED IR T — 7
T AT DO ZEEMRS DZEROA T U Nl D LA RNEE DOERRTR0D
TR ERT DG, TOIIBRBENPOIRTITED L8R H LV ELETHHTL
AL T, HRARRE A DERMRIOTE T 20D URAAREN IS D,

Where a sector-specific Union legal act requires operators of essential services or digital service
providers either to ensure the security of their network and information systems or to notify incidents,
provided that such requirements are at least equivalent in effect to the obligations laid down in this
Directive, those provisions of that sector-specific Union legal act shall apply.

®2& BATHONE

Article 2 Processing of personal data

1

ZOFERIZ I AENT — X DAER L, $8455 95/46/EC | Zit-> T TS5,

Processing of personal data pursuant to this Directive shall be carried out in accordance with
Directive 95/46/EC.

Z DI L DR E A ORI N ONERR Z LA T — 2 DAL S, HIHI(EC) No 45/2001
- TTEND,

Processing of personal data by Union institutions and bodies pursuant to this Directive shall be
carried out in accordance with Regulation (EC) No 45/2001.

EI3& =T LDESH

Article 3 Minimum harmonisation

507



LEIEHMMERE 6 565 (2021412 A)

575 16 5555 10 TR ORI STRI I SSHERKIEID FB5 2150 D270, WERIENS, o b
—7 M ONEHRE AT DD TN~V D e S T80 D FIRZ PR ET2 3HERF
L%,

Without prejudice to Article 16(10) and to their obligations under Union law, Member States may
adopt or maintain provisions with a view to achieving a higher level of security of network and
information systems.

EIE TB
Atrticle 4 Definitions

ZORSO BRIDTDIC, LLFOEF WSS

@

)

©)
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©)

©)
)

(R NI — 2 O AT 2 21X, LR OLDOZ 2R -

(&) FE7 2002/21EC 5 2 K@D EMI I HE TillE K M —7;

(b) BEERFIITFHAEEESIV LI IR DR D7 L — T Tho>C, ZOHD 1
BLIIBDOb DN T 07 T RN Lo TT VSN T — 40 HBYEE T T3 5
D FEIT

© @&VOIZEENIHEREROER, fEH, REEM OHERFERLODOT-0OIC, £
SOREREHRIC L > CRRkRES L, WHSh, MBRShEITREShETY
BT =4

[ NI —7 OB AT LOLEME ) B, ity N —7 O AT 22k

STREESNEITETNEN L T 7 BATRER, sikRfrSnb LUTHESBLL

(TBESND T — 2 £ 32 OBGE —E 2D A, BIEE, seatEl OWEiE

R ETOITAITHL, FTEDHEEIEORLEI IS THT 57200 % N7 —2 (Y

TS AT DDOBRESID T L% EHRL

[y N7 — 2 B O AT OO TEANE T B2 [N | L1, oo kT — 2 RO

W AT DOV BE T 2R 0> B K OMB eS8 DA EL ~ L O

FADTZ LA TR ;

[FE D —E 2OEEE | 1L, B | (R HA 7 ORI R RO

TR TH T, 555 555 2 T EDDFAME AT HL DD L Z kL ;

[FH A —E A L1, BN M OFER0FEA (EU) 2015/153550%5 1 4565 1

HHB)DEMIZHBITH—E A Th- T, Bk Il |[ZHEETDXAT DO —EADZ %

ERL

[FIOHNA—E AT O RAL | 21X, TN —E AR DB ADZ L2 E R

L;

(AT U B, F NI —7 R OMERS AT ZOZZEMETTL CHSEDO A D R

Vgt th— e RICBIT D HANOIES K OBUED /BN 36T HIEHR kD Fhta Eh 5 2015 4F
9 H 9 HORMNES N OBLEAFES (EV) 2015/1535 (00 L 241, 17.9.2015, p.1).
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EHOHEREOZ L AERL ;

©8) AT Ut &, AT bR, ST K OMNIEE SR T 52 TOFIE,
FNZ, ZDAL LT U MADRIEDZ 2 ERL

Q) TURZ &I, F R —27 RONERS AT LDV U TR R A D R
DEABN B TR I E T X F O Z LA R ;

(10) MRELE | L0X, BROIMEAEITHLE A T2 70T V2 —E A7 S 2 ODDIC
T8N 57O R CHESIVZ RIS PNIZHLE OS5 HR N FIITENTH-
T, BOSHERR OB HIEPIRER /213 CSIRT 12X- T, ZOFRHITHES ST V2L
P —ERTENAX DFE AL TEDT VAN —E AT A Z | DVIC445E
ANESIGHE D LA EIRL

(11) v 203, HAIEU) No.1025/2012 0D 2 455 1 SO EMRIC I DIEHED Z L 272k
L;

(12) IR &3, BAIEU) N0.1025/2012 D 2 555 4 BOEMRICIIT D8I AkDZ L%
ERL

(13) A2 —F MBEERS (IXP) 1 &1E, FELTAL A —F Y T T 4 DIHE TR
GNTDEBIDTZDIZ, BELOMSIL T A AT LD A Bt EBLRTREIC T D1
VNI —IHRED Z L2 HHL S IXP 13, B AT D72 [Ro TH A Bia- Tt
L;IXP 1L, BT DEDORT O A AT LE g3 51 Z—F NT 7 4o 71 25%F
LT, BEO B AT L BR T HZEAERET, 1D, TDIIRNTT 107D
BEIEFITENLSNOTWEET,

(14) TRAS 4 AT 1 (DNS) | &1E, o b —ZNOBS ST B s s s AT I
TH-oT, KA ADI ) —% BT HHDODT LA EERL;

(15) IDNS H—EZADT AL | LXK, AZ—F b FIZF T DNS H—E A% il
HETFROZ LA ERL

(16) TRy T LR ALV AN [ B, FRED MY T L~ LR AL (TLD) D FIZdHD
AL B =R MR A AL DX SR R O 3 DIEFRDZ L2 EWL

(17) THTAi5 S, NSRS R OB OFES 2013/1UEURDE 4 2555 1 THO(a)
KON EIED DIEEE N ONFET I THG 1ZEE DS, A T4 150 Web YA
HZBWT, FZ, AT AT bR EN DT B o — Z U — R % fi
THEGIZEED Web S Ah EIZIBUNT, M [FEE L OMDA L T A TEEFIE
T I AR AR XA I T BT RN —E AD LA KL ;

(18) [FrTA T 181, F—U—N, i8035 LUTTNLS D A D SRk
HEIHD 7 T —ZHEL LT, JFRILL T, &2TD Web YA ME I EDEFETE
DAUTZ Web A NORSEEFIFE D FATTEHIONCL, 2D, ERENza 7 NT
BE9 D15 ROV 75K T VAN —EADZEEERRL ;

B B EDFOT- DOV FHRI-TFHUEET 5, NS, HHIEC) No 2006/2004 K UEH
2009/22/EC % IEd BRSSO 2013 45 5 A 21 A OfE4 2013/1/EU (7% ADR
(ZB89-54H45) (OJL165,18.6.2013, p.63).
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(19) [7TURa N a—T 7P —E R 1, HAF R e B o — X EJROIEHETRE T
HHERTRE R S — N ~D T VB A CTEAHINTT DT VXN —EADZ L BT 5,

For the purposes of this Directive, the following definitions apply:

(1) ‘network and information system’ means:

(@ an electronic communications network within the meaning of point (a) of Article 2 of
Directive 2002/21/EC;

(b) any device or group of interconnected or related devices, one or more of which, pursuant
to a program, perform automatic processing of digital data; or

(c) digital data stored, processed, retrieved or transmitted by elements covered under points
(@) and (b) for the purposes of their operation, use, protection and maintenance;

(2) ‘security of network and information systems’ means the ability of network and information
systems to resist, at a given level of confidence, any action that compromises the availability,
authenticity, integrity or confidentiality of stored or transmitted or processed data or the related
services offered by, or accessible via, those network and information systems;

(3) ‘national strategy on the security of network and information systems’ means a framework
providing strategic objectives and priorities on the security of network and information systems
at national level;

(4) ‘operator of essential services’ means a public or private entity of a type referred to in Annex
11, which meets the criteria laid down in Article 5(2);

(5) ‘digital service’ means a service within the meaning of point (b) of Article 1(1) of Directive
(EV) 2015/1535 of the European Parliament and of the Council®™ which is of a type listed in
Annex lll;

(6) ‘digital service provider’ means any legal person that provides a digital service;

(7) ‘incident’ means any event having an actual adverse effect on the security of network and
information systems;

(8) ‘incident handling’ means all procedures supporting the detection, analysis and containment
of an incident and the response thereto;

(9) ‘risk’ means any reasonably identifiable circumstance or event having a potential adverse
effect on the security of network and information systems;

(10) ‘ representative’ means any natural or legal person established in the Union explicitly
designated to act on behalf of a digital service provider not established in the Union, which
may be addressed by a national competent authority or a CSIRT instead of the digital service
provider with regard to the obligations of that digital service provider under this Directive;

(11) ‘standard’ means a standard within the meaning of point (1) of Article 2 of Regulation (EU)
No 1025/2012;

(12) ‘specification’ means a technical specification within the meaning of point (4) of Article 2 of
Regulation (EU) No 1025/2012;

(13) ‘internet exchange point ([IXP)’ means a network facility which enables the interconnection of
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more than two independent autonomous systems, primarily for the purpose of facilitating the
exchange of internet traffic; an IXP provides interconnection only for autonomous systems; an
IXP does not require the internet traffic passing between any pair of participating autonomous
systems to pass through any third autonomous system, nor does it alter or otherwise interfere
with such traffic;

(14) ‘domain name system (DNS)’ means a hierarchical distributed naming system in a network
which refers queries for domain names;

(15) ‘DNS service provider’ means an entity which provides DNS services on the internet;

(16) ‘top-level domain name registry’ means an entity which administers and operates the
registration of internet domain names under a specific top-level domain (TLD);

(17) ‘ online marketplace’ means a digital service that allows consumers and/or traders as
respectively defined in point (a) and in point (b) of Article 4(1) of Directive 2013/11/EU of the
European Parliament and of the Council®™ to conclude online sales or service contracts with
traders either on the online marketplace's website or on a trader's website that uses computing
services provided by the online marketplace;

(18) ‘online search engine’ means a digital service that allows users to perform searches of, in
principle, all websites or websites in a particular language on the basis of a query on any subject
in the form of a keyword, phrase or other input, and returns links in which information related
to the requested content can be found;

(19) ‘cloud computing service’ means a digital service that enables access to a scalable and elastic
pool of shareable computing resources.

B E ABY—ERDEEEDHH

Article 5 Identification of operators of essential services

1. 20184F 11 A 9 HETIZ, B N3P ORI, MERENE, ZofEt B
HLE DA TR — ADEE E AR 35,

By 9 November 2018, for each sector and subsector referred to in Annex I, Member States shall
identify the operators of essential services with an establishment on their territory.

2. HASE A FITRT B —EADEEE ORI DT DDA, LLTDEBVETS:
@) BTN, EEARER) N O LR B R BIOHER L > TZED Y
—EAERIL QDL
() UFZE—EROEHEN, TN —7 BONERS AT DI QD8 NS
©) MY —EROIRHUTKIL T, A>T U NS KRETEE AL HISH T L,

The criteria for the identification of the operators of essential services, as referred to in point (4) of

Article 4, shall be as follows:
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(@ an entity provides a service which is essential for the maintenance of critical societal and/or
economic activities;

(b) the provision of that service depends on network and information systems; and

(©) an incident would have significant disruptive effects on the provision of that service.

%5 1RO BRIDOT=0OIZ, SAERIEN, 55 2 @R —E 2RO ANAERK T,

For the purposes of paragraph 1, each Member State shall establish a list of the services referred to
in point (a) of paragraph 2.

55 1 THD HRYDT2DIZ, BEOMAEIZIWTIEEARDE 2 HE) s —e 22124t
o5, THOORRIEIL, FHAIZ, Wl AD, ZOW S, @R HREN T
NDHNATOND,

For the purposes of paragraph 1, where an entity provides a service as referred to in point (a) of
paragraph 2 in two or more Member States, those Member States shall engage in consultation with
each other. That consultation shall take place before a decision on identification is taken.

RERRENT, EHIROIZ, 2018 4E5 A 9 H LRI I bt 2 AT, ikpIS-JEiE—Ee 2
DIEEZEDVAN AL, $7=, ZN0N@ie X, TOVANT v 75—k 5,

Member States shall, on a regular basis, and at least every two years after 9 May 2018, review and,
where appropriate, update the list of identified operators of essential services.

W7 N—TDRENT, 5 1 KR TIISITHE S, s —E A TEE E O MR
BOWT—EMDOHLT 7 a—Fabsd T, MilE 2 5+ Thd,

The role of the Cooperation Group shall be, in accordance with the tasks referred to in Article 11, to
support Member States in taking a consistent approach in the process of identification of operators
of essential services.

5523 SR RIELO BRIDT-DIZ, 730, 2018 4E 11 A 9 HETIZ, KO, F0#%IE 2
T, AERENY, RONEERIZHL, ZOfa03EsE, Lublf, L —be A0#EEHR
DIREDT- D DIERKE DT 7 0 —F O—EMAINEBE R GTHME CEHINNTT D201
LT DIEHEAR T2, 2O, D7k, LD 0% 5D 5!
() Y —EROEEH O CELINTT DENHEE;
() ZFIEIRTH—EADYAR,
© B I3 EBFBIB IR IS - B — B ADIEE FE ORI O e DB

PRI HEDEEMDFIR,
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d) FIOMEETHEEE, 6 550 1 H@QIR TS 52% - —E AL A5 E O R
RU, F2iE, 56 550 L OO I YR ED A — B ADE = E O HEMEZ R
T ZEIZE ST, BT AL LA HE T DT ORI,

For the purpose of the review referred to in Article 23 and by 9 November 2018, and every two years

thereafter, Member States shall submit to the Commission the information necessary to enable the

Commission to assess the implementation of this Directive, in particular the consistency of Member

States' approaches to the identification of operators of essential services. That information shall

include at least:

(@ national measures allowing for the identification of operators of essential services;

(b) the list of services referred to in paragraph 3;

(c) the number of operators of essential services identified for each sector referred to in Annex Il
and an indication of their importance in relation to that sector;

(d) thresholds, where they exist, to determine the relevant supply level by reference to the number
of users relying on that service as referred to in point (a) of Article 6(1) or to the importance of
that particular operator of essential services as referred to in point (f) of Article 6(1).

[EAEDIF AR BT 2720, BONEEZSE, ENISA OF R AR KREEICAN
T, ANARTIFROT=D D737 A2 ZBET D fiif EoOiERRs AN TE D,

In order to contribute to the provision of comparable information, the Commission, taking the utmost
account of the opinion of ENISA, may adopt appropriate technical guidelines on parameters for the
information referred to in this paragraph.

65§ RETHIRMTE
Article 6 Significant disruptive effect

1

%5 5 55 2 THCI N BB O RESEHIE DR, MpkENT, D7adld, LIFOHS

MR 2 R A BRI AN S :

@ BRI DIETRCI > THRIES N O —E AT DRIE O,

(b) HRAETRIZI S TSNS —E AT DRI 1 3 RIS FIDRAFRILR;

(©) AEHEEN OHATEENE/ T AID LRI T T T T s BSOS M O F
RIS DR,

M) SRAETAROTS A,

€ AT UM TEEAEST S AIREMEDH OIS Z B D IR R A0 ;

() UL AMREOREFEOF AL BB AN BT, +07eL -~ T
DY —E AR AMERF D7D DZ DIETARD EEEE,

When determining the significance of a disruptive effect as referred to in point (c) of Article 5(2),
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Member States shall take into account at least the following cross-sectoral factors:

(@ the number of users relying on the service provided by the entity concerned;

(b) the dependency of other sectors referred to in Annex Il on the service provided by that entity;

(c) theimpact that incidents could have, in terms of degree and duration, on economic and societal
activities or public safety;

(d) the market share of that entity;

(e) the geographic spread with regard to the area that could be affected by an incident;

() theimportance of the entity for maintaining a sufficient level of the service, taking into account
the availability of alternative means for the provision of that service.

AT VNS RE IR B e b OIS TS 5720, WEREND, ZhaNiEblas
I3, FMTRIOZESEL BEICAND,

In order to determine whether an incident would have a significant disruptive effect, Member States
shall also, where appropriate, take into account sector-specific factors.

FOE RYrT—IROFHR AT LOREHICET SENAHEA
Chapter Il National Frameworks on the Security of Network and Information Systems

B7E& RMNT—IBRERS AT LOREMIZEET S EPEEE

Article 7 National strategy on the security of network and information systems

1

BRERRENY, N —7 KON AT DO EO L~V OB R R OREREL, 7>,
Dk e, B IR TEBFT K ONIHE NI 1R —E A2 A9 L\ WS DR
B NS G2 AT 8 R ONES EOREZ ED D1 N —7 R OMEHR AT LD
AV BT A ENEIS AR5, Ry T —2 KONGRS AT A0 BT 5 EN
BRI, L0, TR 5T 2h0 83 %:
(@) FhT—7 RONERS AT DO B2 EPNEE o> FAS R OB S,
(b) BUFER N NSO BHRE DOEEI R O EH 250, o T —7 R ONE#RS AT
LD BT D EINEE 0> BN ORI A T 57O ORISR ;
© AWIERFAE R FID IO 1%E, HEHRESS, %S M OME IR & BET D E D
R,
d) PRI =7 RONER AT ORI B3 D E NS E B 220, kb -
KOG HRIOFE R,
@ BT —7 R ONEHS AT DDA 2 [E PRI & B2 A S E A i
OBRSEFHEOFE R,
(N  VAIERFET DD DOVAYFHMEHHE;
Q) FRT—7 KONGRS AT DOZANE B2 EINERE O F2E C B 53 DRk 4 7B
RFEDYAR,
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Each Member State shall adopt a national strategy on the security of network and information
systems defining the strategic objectives and appropriate policy and regulatory measures with a view
to achieving and maintaining a high level of security of network and information systems and
covering at least the sectors referred to in Annex Il and the services referred to in Annex Ill. The
national strategy on the security of network and information systems shall address, in particular, the
following issues:

(@ the objectives and priorities of the national strategy on the security of network and information
systems;

(b) agovernance framework to achieve the objectives and priorities of the national strategy on the
security of network and information systems, including roles and responsibilities of the
government bodies and the other relevant actors;

(c) the identification of measures relating to preparedness, response and recovery, including
cooperation between the public and private sectors;

(d) an indication of the education, awareness-raising and training programmes relating to the
national strategy on the security of network and information systems;

(e) an indication of the research and development plans relating to the national strategy on the
security of network and information systems;

(H arisk assessment plan to identify risks;

(g) a list of the various actors involved in the implementation of the national strategy on the
security of network and information systems.

2. WEREE, 2T —7 B OMEFRS AT 2OZZ MBI A ENEIEO R EIZEEL, ENISA
DA ERETED,

Member States may request the assistance of ENISA in developing national strategies on the security
of network and information systems.

3. HERKENZ, RINZEERICKIL, ZOTHS 3 HALINIZ, Ry T —7 S ONE#e AT
DM BT DIEIPEIS 2 5%, £DINTT DR, pENS, ExRZefbae R
T OMMIE D ESEAFRINTED,

Member States shall communicate their national strategies on the security of network and
information systems to the Commission within three months from their adoption. In so doing,
Member States may exclude elements of the strategy which relate to national security.

55 8 & HISHERROD & A BB R U B — B ER R

Article 8 National competent authorities and single point of contact

1L AERRE, D7adE bR IR L OB NN R —E 22 L, fo kT —
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7 R OMEEE AT DO BT 5 1 Sl IR OTFHEIRD D DR (TS HERR DS
DREBE) ZFEAE T D, HERKIEND, BEFORKBE 71T OBBA L Tz EI4 T
5%,

Each Member State shall designate one or more national competent authorities on the security of
network and information systems (‘competent authority’), covering at least the sectors referred to in
Annex Il and the services referred to in Annex I11. Member States may assign this role to an existing
authority or authorities.

TRHSHESRO B OHEBAIL, ENL~L TR m O A2,
The competent authorities shall monitor the application of this Directive at national level.

FHEREN, Ry b —27 B OGRS AT DDA B2 i — oD [EIPNIEEEHT ) (T H—
SEEREHRIR ) 2R E S %0 AERKIENT, BEFORBAZ OBREIZEL THRED, MRED 1 Ok
BHAERODEBAD HAATTE T D6, UHRBSHEROLOMEBAT, BB et
50

Each Member State shall designate a national single point of contact on the security of network and
information systems (‘single point of contact’). Member States may assign this role to an existing
authority. Where a Member State designates only one competent authority, that competent authority
shall also be the single point of contact.

BT, R E ORI EIBTA R D1 2R DT OEREHERE, fhoRERL
[E]o> BEEEERAL O IDBHEHEREIT ONCEE 11 SRR W17 v —7 O 12 SR
CSIRT b —27 LMD SRR 24 T %0

The single point of contact shall exercise a liaison function to ensure cross-border cooperation of
Member State authorities and with the relevant authorities in other Member States and with the
Cooperation Group referred to in Article 11 and the CSIRTs network referred to in Article 12.

RERRIEN L, ZAUDOBEBE SRS TONT s 2 F2H7 DRV RERR CTL, ZAUZ
Lo T, ZOTO HRVAMIZ 720, RRESHERD & DFEBE K O — &R0 70 8
Izt DT EARERT D, MRRENT, W17 N — 7 NIZBIT A TSI ARO I, %)
UV OLET R RS %o

Member States shall ensure that the competent authorities and the single points of contact have
adequate resources to carry out, in an effective and efficient manner, the tasks assigned to them and

thereby to fulfil the objectives of this Directive. Member States shall ensure effective, efficient and
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secure cooperation of the designated representatives in the Cooperation Group.

6. TREHEROH LB M CHE—E#EERIL, ZNNEEREEIE, 2, EPEICHED,
PNOBTEERGTHEES K OVEIPE T — 2 BB WL, 7o, B3,

The competent authorities and single point of contact shall, whenever appropriate and in accordance
with national law, consult and cooperate with the relevant national law enforcement authorities and
national data protection authorities.

7. BHERKENT, BINEBRITHL, B, BEHEROH DR b OB R faE,
ZINODRES, WONT, LDOBRDIEHZIEBHT D, SAERENT, BGSHEIRDH ORI N Y
H— B RO E 2 AR T D, IINEBRIT, FEESIVZH— G RO AN AR
ERAR

Each Member State shall notify to the Commission without delay the designation of the competent
authority and single point of contact, their tasks, and any subsequent change thereto. Each Member
State shall make public its designation of the competent authority and single point of contact. The
Commission shall publish the list of designated single points of contacts.

FIF AE1—stXa )T TUMHIEF—L(CSIRT)
Article 9 Computer security incident response teams (CSIRTS)

1 FHERIENE, BRI O 1 FAZED DB AETL, D7ed b, B IR 935BT L OV
NIRRT —ERZ B, BIHERSNZ PRI T VAT KO T Rt
WZBAL T EE A 1 F721364850 CSIRT Z8E 35, CSIRT (%, BESHEROHHHEBIN
(ZRUTHNAGD,

Each Member State shall designate one or more CSIRTs which shall comply with the requirements
set out in point (1) of Annex I, covering at least the sectors referred to in Annex Il and the services
referred to in Annex I, responsible for risk and incident handling in accordance with a well-defined
process. A CSIRT may be established within a competent authority.

2. MERRKIENZ, CSIRT 23, BIFK | O 2 BAZED DT DI & SN TBA T DT D+5378
EAH DOZLEERT D,

Member States shall ensure that the CSIRTSs have adequate resources to effectively carry out their
tasks as set out in point (2) of Annex .

FERRENZ, 5 12 SRICR9 CSIRT o NI —ZNIZ 31T HF DORERLIED CSIRT D38,
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BIFRA LRI AR 2,

Member States shall ensure the effective, efficient and secure cooperation of their CSIRTSs in the
CSIRTs network referred to in Article 12.

3. REERENZ, FOREERED CSIRT 23, [ENL~ULVT, @bl 22 laliE D58 EA
TR ONERA L T T ~DT 7 A%t D a5,

Member States shall ensure that their CSIRTs have access to an appropriate, secure, and resilient
communication and information infrastructure at national level.

4. FERENZL, BONFZEBEEITHL, FOMRKED CSIRT OMHERK M T Mt i A
D ET SR BT5,

Member States shall inform the Commission about the remit, as well as the main elements of the
incident-handling process, of their CSIRTS.

5. RERKENZ, EN CSIRT DFERIZI\T, ENISA OffiBhE 5 TES,
Member States may request the assistance of ENISA in developing national CSIRTS.

F10E BALAILOTGS

Article 10 Cooperation at national level

1. ZNOREDSITCNDIEA, [F—ORERRIEOREEHERROBHHHERE, B—EiEH /A O
CSIRT 1%, ZOfeHZEOAFHDIBITIZEAL, #7195,

Where they are separate, the competent authority, the single point of contact and the CSIRT of the
same Member State shall cooperate with regard to the fulfilment of the obligations laid down in this
Directive.

2. FERNENT, BOSHEIROHHEEREE-1E CSIRT OUWT NS, ZOfAIC k> TSNS
AT U NERE T A E AR T D, CSIRT N DM ENE 2T TR b7a N2 S aA Rk,
EEDDYs, £ CSIRT 1%, EOWE AT 7o DI LB FFHNT, 85 14 546 3
TEHR OV 5 THIZ LD IR — B AOEEE D OIS, F7203, 5 16 5557 3 THK UV 6
XD T A NA—E AT O A EDDIRISNDA L > T VNS T DT —H~DT 7%
ADFROHID,

Member States shall ensure that either the competent authorities or the CSIRTS receive incident
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notifications submitted pursuant to this Directive. Where a Member State decides that CSIRTS shall
not receive notifications, the CSIRTSs shalll, to the extent necessary to fulfil their tasks, be granted
access to data on incidents notified by operators of essential services, pursuant to Article 14(3) and
(5), or by digital service providers, pursuant to Article 16(3) and (6).

3. RERRENZ, BOSHENROBHAREEIE-1Z CSIRT 23, ZOIEA Iz > T ENA (T ok
AN REL, BB R OES A 2 L AR D,

Member States shall ensure that the competent authorities or the CSIRTSs inform the single points of
contact about incident notifications submitted pursuant to this Directive.

B RE, 2018 458 H 9 HETIZ, KO, ZDWR%ITEE, W17 v —712%L, i@
N OSEHISNI=AL 2T hOME, 56 14 5555 3 TR OV 5 TEIFONTES 16 5556 3
LEN OV 6 T ZAES T TG EE 50, 7@ B B E 28975,

By 9 August 2018, and every year thereafter, the single point of contact shall submit a summary
report to the Cooperation Group on the notifications received, including the number of notifications
and the nature of notified incidents, and the actions taken in accordance with Article 14(3) and (5)
and Article 16(3) and (6).

FIME %AH
Chapter Il Cooperation

BUF BHINT
Article 11 Cooperation Group

1 HERERN IS T DM 2t ) S QNG DAL e SRR SN 5720, (BRI
REEL10, ZLT, BINEENIZRIT DRy N —7 K OfF#S AT L@ T L
PN RN DL IBLRD, T2, W17 VT DNRESID,

In order to support and facilitate strategic cooperation and the exchange of information among
Member States and to develop trust and confidence, and with a view to achieving a high common
level of security of network and information systems in the Union, a Cooperation Group is hereby
established.

#7 N—13, 5 3 T 2 RIFEITR Y 2 ORI IS OF, TORBE T
2o

The Cooperation Group shall carry out its tasks on the basis of biennial work programmes as referred
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to in the second subparagraph of paragraph 3.
W17 =713, RERRIEIDRE, BONZEEZ KON ENISA (28> TS LD,

The Cooperation Group shall be composed of representatives of the Member States, the
Commission and ENISA.

TNNEGVREZ, W7 v =713, BT DRIERRE OREITHL, W7 v—7
DVEEA~DBNATRE TED,

Where appropriate, the Cooperation Group may invite representatives of the relevant stakeholders
to participate in its work.

MNEERT, SRt 2,
The Commission shall provide the secretariat.

W7 N—71%, LT ORkEES !

@ 12 RIS TEHESID CSIRT Fo b —2 OIEBNDT- 5O DM - D3E S
5L,

(b) 514 555 3 T OV 5 THIFONTES 16 -85 3 LUV 6 HUT R A7 o Nl
ERHH T DIEROAMU I DARANT TI T 4 A% T DL

© HEKERICIBWTRANS 7T AE M HTE, WS, ENISA L@ T, v
T —2 B QM AT DO 2R3 DRE JOREEU 23\ TR RRE A A 75
Z¢;

d) HEEREDFZERES) N OVEFREBNC BIL Gl D28, (BT, Ry Ny —7 R OMEH
AT LDZEEME B D ENERIE K OY CSIRT D343 M52, I,
ANT G T AR RT DT,

€ Eakina R OGBS DI NS ANT T T AE A DT

0  FohT—7 BONFE AT LOZE P EE B AR L OSBRI B3 D15 &%
ORANT FITARERS DL

Q) FNPBEETLEXE, BhETDMESOME, ik FEREKORIEDHT,
F NI —7 R OMEHRS AT WO BRET 5 I BEIL, FERE 2 A L,

(h) PBHET2RNEHERBIDRIREDRIT, 55 19 SR TIEER OMHERICBAL, §hET
HZL;

(i) VAZROA LT VNI D _ANT T T A AERAEIE ST DL

() KT, 5510 555 3 U 2 I ORI S EA RGO 28

(k) ENISA |[ZEoTHTONAIEELZEWD, XTI —7 KONGRS AT LB
THWE, BEHE R OGRS B CHRESNAEEICEL, T2,
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ENISA OfEBNEET, VAT KU T o " Bhid A ERE A8 2 AR BIR
TAHLDOEED, HEREC LA —E ADTEE DR LB AR AN F T
A ABARAT DL

(M) 25 14 MOV 16 R TR T IEEAHE 3 57 ORGUCBIL G028,

The Cooperation Group shall have the following tasks:

@)
()
©
©)
©)
(f)
©
()

(i)
0)

®
0

providing strategic guidance for the activities of the CSIRTs network established under Article
12;

exchanging best practice on the exchange of information related to incident notification as
referred to in Article 14(3) and (5) and Article 16(3) and (6);

exchanging best practice between Member States and, in collaboration with ENISA, assisting
Member States in building capacity to ensure the security of network and information systems;
discussing capabilities and preparedness of the Member States, and, on a voluntary basis,
evaluating national strategies on the security of network and information systems and the
effectiveness of CSIRTSs, and identifying best practice;

exchanging information and best practice on awareness-raising and training;

exchanging information and best practice on research and development relating to the security
of network and information systems;

where relevant, exchanging experiences on matters concerning the security of network and
information systems with relevant Union institutions, bodies, offices and agencies;

discussing the standards and specifications referred to in Article 19 with representatives from
the relevant European standardisation organisations;

collecting best practice information on risks and incidents;

examining, on an annual basis, the summary reports referred to in the second subparagraph of
Article 10(3);

discussing the work undertaken with regard to exercises relating to the security of network and
information systems, education programmes and training, including the work done by ENISA,
with ENISA's assistance, exchanging best practice with regard to the identification of operators
of essential services by the Member States, including in relation to cross-border dependencies,
regarding risks and incidents;

2018 4F2 H 9 HETIZ, KO, ZDR&IL 2 582, Wi n—1%, W7 —70 B
K OMFE D FEED =D\ 2 F SN A~ ETEIN B2 5 e HEiA R e 5, DR HE

I,

ZOfRE O BHE—BMEOH LD ET D,

By 9 February 2018 and every two years thereafter, the Cooperation Group shall establish a work
programme in respect of actions to be undertaken to implement its objectives and tasks, which shall
be consistent with the objectives of this Directive.
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4, 2B LETTTRIELOHBIOTEHIZ, 7o, 20184FE8 H9 HETIZ, KON, FO%IT 14
AT, W17 N —T 1%, RERITEES VTR SNDEIE EOW 1) 555 - R 3
3 AiEEA %I 5,

For the purpose of the review referred to in Article 23 and by 9 August 2018, and every year and a
half thereafter, the Cooperation Group shall prepare a report assessing the experience gained with
the strategic cooperation pursued under this Article.

5. BERINEERZ, W17 —7 OB DITMELL T2 DTt EOTFALTEREDDFELATA
ZERIRT D, TNOOFEHITHIL, 5 22 25 2 TRk Thol > THRIRSh S,

The Commission shall adopt implementing acts laying down procedural arrangements necessary
for the functioning of the Cooperation Group. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 22(2).

5 1 FEFED BRIOT-DIZ, BINEESRNE, 2017 422 H 9 HETIS, 5522 1 IE|
FEATHIL, WIDFEEFT4 %Tmu”jﬁ“éo

For the purposes of the first subparagraph, the Commission shall submit the first draft implementing
act to the committee referred to in Article 22(1) by 9 February 2017.

£ 12%& CSIRT Rwk7—%
Article 12 CSIRTs network

1. HERERICBITAEELEEERES L0, KOV, TGt DI 265524 T Eo
ST 576, 2212, [EN CSIRT O NI — I 3akiES D,

In order to contribute to the development of confidence and trust between the Member States and to
promote swift and effective operational cooperation, a network of the national CSIRTS is hereby
established.

2. CSIRT v hI—213, #RkED CSIRT O3 &N CERT-EU |2~ TS ILD, BRINZE
B2, CSIRT Ry NI =747 — =L L THINT 5, ENISA 13, FRa 1t
7, CSIRT DN DI 1% FEi - 95,

The CSIRTs network shall be composed of representatives of the Member States' CSIRTs and
CERT-EU. The Commission shall participate in the CSIRTs network as an observer. ENISA shall
provide the secretariat and shall actively support the cooperation among the CSIRTS.
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CSIRT rvhy—21%, LA FOREEE D!
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(iv) EBEAEZ DUAY KO 2T o NERIED ST 255128005, o
FARFRIR O
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73, WNZ, ZAUZBST DR OEREZ, 17 v —7 1L GEIET 524

ENISA IZL o> TSI B LOZENE 5D, T NI —2 R ONE# AT LD
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The CSIRTSs network shall have the following tasks:

@)
()

©
(d)

exchanging information on CSIRTS' services, operations and cooperation capabilities;

at the request of a representative of a CSIRT from a Member State potentially affected by an
incident, exchanging and discussing non-commercially sensitive information related to that
incident and associated risks; however, any Member State's CSIRT may refuse to contribute
to that discussion if there is a risk of prejudice to the investigation of the incident;

exchanging and making available on a voluntary basis non-confidential information
concerning individual incidents;

at the request of a representative of a Member State's CSIRT, discussing and, where possible,

identifying a coordinated response to an incident that has been identified within the jurisdiction
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of that same Member State;

(e) providing Member States with support in addressing cross-border incidents on the basis of
their voluntary mutual assistance;

(H discussing, exploring and identifying further forms of operational cooperation, including in
relation to:
(i) categories of risks and incidents;
(i) early warnings;
(iii) mutual assistance;
(iv) principles and modalities for coordination, when Member States respond to cross-border

risks and incidents;

(9) informing the Cooperation Group of its activities and of the further forms of operational
cooperation discussed pursuant to point (f), and requesting guidance in that regard;

(h) discussing lessons learnt from exercises relating to the security of network and information
systems, including from those organised by ENISA,;

(i) at the request of an individual CSIRT, discussing the capabilities and preparedness of that
CSIRT;

() issuing guidelines in order to facilitate the convergence of operational practices with regard to
the application of the provisions of this Article concerning operational cooperation.

4. 2B ETRTRELO BRDT-DIZ, 7, 2018 4E8 H 9 HET, K18, FDO#%IT 1 4F
YAEZ, CSIRT R NI —21%, flmk OS2 50, ARGV TROONDERIZ T
OB I AN AR A R A EEA R T D, ZOWEEL, Wi —71C
*UThiRHESIS,

For the purpose of the review referred to in Article 23 and by 9 August 2018, and every year and a
half thereafter, the CSIRTs network shall produce a report assessing the experience gained with the
operational cooperation, including conclusions and recommendations, pursued under this Article.
That report shall also be submitted to the Cooperation Group.

5. CSIRT &y h7—214, 5. CSIRT v hT—7 A LD FiilllaED 5,
The CSIRTSs network shall lay down its own rules of procedure.

£ 13 & ERRinSD

Article 13 International cooperation

RIS, TFEU OF 218 SRZiEV, & =EF I IEES ARk ORI T, B v—7D

TEENDO R DN ENONBNNT DI EETRD, T AR DER G EE fits T&ED,

ZDIWER, AT —FD+537 o R felr T DM EMEEE I ANSLDET D,
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The Union may conclude international agreements, in accordance with Article 218 TFEU, with third
countries or international organisations, allowing and organising their participation in some activities
of the Cooperation Group. Such agreements shall take into account the need to ensure adequate
protection of data.

FIVE AR5 —ERDEEEDORYNT—IRMMER AT LORENY
Chapter IV Security of the Network and Information Systems of Operators of Essential Services

BUF REBHRUAVITUNEA

Article 14 Security requirements and incident notification

1

MERKEN S, Y —EADEEEDN, ZOMEEE OEEZTIRHT 53y N —27 K
FEHS AT DDLU ORSIIZY A7 B S5 76D DO i) o HeAFIIZ 2 B b
e ONRf EotE A DT AR T D, BiHIEBIEL T, ENH0HEIE, =
STV AN RS T DL D o NI —7 S O AT DO 2BV R D,

Member States shall ensure that operators of essential services take appropriate and proportionate
technical and organisational measures to manage the risks posed to the security of network and
information systems which they use in their operations. Having regard to the state of the art, those
measures shall ensure a level of security of network and information systems appropriate to the risk
posed.

FPRIEE, JEHE —C ADTEE A, ZOMEED Y —E AOMREETRIRT D I
b, £ L75IETE —E A DRI IRS VS For b — 7 B O 27 s
DA B BT A T A DAL KOS =~ MET BT O
B LR,

Member States shall ensure that operators of essential services take appropriate measures to prevent
and minimise the impact of incidents affecting the security of the network and information systems
used for the provision of such essential services, with a view to ensuring the continuity of those
services.

MERENL, A — B ROEEH D, R, BEHEROH OB F7-1%
CSIRT |ZHIL, ZDiEEH MR DB — RO KA b O v T
N BT D LA MR, FOMENE, FDAL T L NOEBE A A 2 B T HERR
DI HFEIETZIE CSIRT AHIETEHIDNTT DD DIERE ED D, TOEENL, 1EEE
T DY EEE, NESIEIERARSETUIRDA,

Member States shall ensure that operators of essential services notify, without undue delay, the
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competent authority or the CSIRT of incidents having a significant impact on the continuity of the
essential services they provide. Notifications shall include information enabling the competent
authority or the CSIRT to determine any cross-border impact of the incident. Notification shall not
make the notifying party subject to increased liability.

AT U NDBORESHHITET D20, VDT, LT/ RTA—=2NEEIZ AL
5

@) FEE—EROIRELC IR 2T DRI O

(b) A>T U ORI ;

© AT UNIL S TREA ST H U Z B9 D HIBRR R IEH0),

In order to determine the significance of the impact of an incident, the following parameters in
particular shall be taken into account:

(@ the number of users affected by the disruption of the essential service;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident.

FEREY — B ADTEEE DO H TS A IEHE AL LT, BaSHEIROH 5%
BEE/213 CSIRT 13, YZERkIE O Y —E ADOREGHE O TEDA LT U N RE
IR L D XY, BRI T DO EN XL CERET 5, £DOINTT DR, TkES
HEFRDIHFEBIET 1T CSIRT 1, MRMEEAEET I IR E A EE ST T D EPNE A,

ZDFHE—E RDTE R DN OEEERITRIRS, WO, ZOEE B OO FCHE
I RORE M HERT D,

On the basis of the information provided in the notification by the operator of essential services, the
competent authority or the CSIRT shall inform the other affected Member State(s) if the incident has
a significant impact on the continuity of essential services in that Member State. In so doing, the
competent authority or the CSIRT shall, in accordance with Union law or national legislation that
complies with Union law, preserve the security and commercial interests of the operator of essential
services, as well as the confidentiality of the information provided in its notification.

RIS, BSHERRD B AR E7-13 CSIRT 1, 1T Th DR —E 2DE
BN, ER2A 2T o Mkl BSOSO X H72, T OO IR
159 2R R A A2,

Where the circumstances allow, the competent authority or the CSIRT shall provide the notifying
operator of essential services with relevant information regarding the follow-up of its notification,
such as information that could support the effective incident handling.
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WHAEHERR D AR ET-1T CSIRT DOEEEIZLY, B—E&E R, B2 AR
[ElD E—E R oL, &5 1 BB OR T ImaA sk 32,

At the request of the competent authority or the CSIRT, the single point of contact shall forward
notifications as referred to in the first subparagraph to single points of contact of other affected
Member States.

AT U NERIE AT, F2E, EATHOA LT NI DT, IANROTERD
WEE WRHESRO B HREBIE-1T CSIRT 13, AT Ch AN — 2D L
DA EC, DNRITHL, H % DA T NZEAU TRt tx 5,

After consulting the notifying operator of essential services, the competent authority or the CSIRT
may inform the public about individual incidents, where public awareness is necessary in order to
prevent an incident or to deal with an ongoing incident.

BT HEEY R N — 7 I\ T A TR S DI HERDD OB, 5 4 TR
T U NDREDRESTAET DT D/RTA=ABT Db D% G0, B —E ADiE
BEEDA DT NEAE RO DAL BT D@ AR RE R OB TE D,

Competent authorities acting together within the Cooperation Group may develop and adopt
guidelines concerning the circumstances in which operators of essential services are required to
notify incidents, including on the parameters to determine the significance of the impact of an
incident as referred to in paragraph 4.

15 5& RERUBIT

Article 15 Implementation and enforcement

1

FERREN T, BEBSHERROH MRS, 55 14 SIS —E ADE =& O 5% KAy
—BERDEEEFICLLEST, WD, ZOFy NI —7 R OE#RS AT 2O KT 5
FDIESF ORI S UI T DT DI L BEL 72 DHERR M OBt D Z LR D,

Member States shall ensure that the competent authorities have the necessary powers and means to
assess the compliance of operators of essential services with their obligations under Atrticle 14 and
the effects thereof on the security of network and information systems.

RERKEN T, TOSSHERRD BB, B —EAOEEF T L TLL T OH DDA 2
R DMERKL O FBab S L et %:
@ CEH SN F2 )T AT A ED, TOEEEZEDRY N —7 fONEF#S AT
DDLU DT DI BT EH
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(b) TEHHEROH RS LI FEREDH DB L > TEiSII- 2D 7 Ak
FERDID7R, B2V T A EATTR O TR I e =43, WS, BEDYA,
BRI 20D, TRBHERRDBH OB DREARE R AR CEDIDNTTHTL,

Member States shall ensure that the competent authorities have the powers and means to require

operators of essential services to provide:

(@ the information necessary to assess the security of their network and information systems,
including documented security policies;

(b) evidence of the effective implementation of security policies, such as the results of a security
audit carried out by the competent authority or a qualified auditor and, in the latter case, to
make the results thereof, including the underlying evidence, available to the competent
authority.

DI BRI A B B, IHSHEROBOMEET, 2O TR A%
BIL, 7o, BRSNDHERET S,

When requesting such information or evidence, the competent authority shall state the purpose of
the request and specify what information is required.

5 2 ORI HERE TR 2 ) T ABEEORE R D5 0%, £ ORESHERD®H
PREAIE, HLAE —EADIEE BT, FHESNAMNMEZ RIET DI DY 106 5
IREETELNFD,

Following the assessment of information or results of security audits referred to in paragraph 2, the
competent authority may issue binding instructions to the operators of essential services to remedy
the deficiencies identified.

TRHSHERDD OB, A3 T U M DRIEIMENT =2 DIREELTET 56, 77—
PRAEREAE BT I T T,

The competent authority shall work in close cooperation with data protection authorities when
addressing incidents resulting in personal data breaches.
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BVE TOUY—ERTANAF DRI T—HORUEER AT LOREN
Chapter V Security of the Network and Information Systems of Digital Service Providers

B 16 F REBHRUAVITUNEA

Article 16 Security requirements and incident notification

1
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IRSNIZYAZZRFEL, B H D728 O g7 FBIR LB B M OSERk booFsE 27
T HIEEMERT D, BHTHINEZE L T, ZNOOHEY, RSN AZ I TEYNT K}
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ICAND:
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(€) IR AR,

(d) EEtH, B ONER;

€ [EBRAYAIEEDYEL,

Member States shall ensure that digital service providers identify and take appropriate and
proportionate technical and organisational measures to manage the risks posed to the security of
network and information systems which they use in the context of offering services referred to in
Annex IlI within the Union. Having regard to the state of the art, those measures shall ensure a level
of security of network and information systems appropriate to the risk posed, and shall take into
account the following elements:

(@) the security of systems and facilities;

(b) incident handling;

(c) business continuity management;

(d) monitoring, auditing and testing;

(e) compliance with international standards.

FEREN, T VFNA—ERAT 0L, ZOT AL DY —E RO EE MR T2
7230, BRINEAPIZBUWOTRESABIE I R —E Rk 5, FDOT A Z D
NI =2 e ONF SRS AT DR 5% RIS AT MDA IE R OR=
~2MET DI D DG EA T A LA MR T D,

Member States shall ensure that digital service providers take measures to prevent and minimise the
impact of incidents affecting the security of their network and information systems on the services
referred to in Annex IlI that are offered within the Union, with a view to ensuring the continuity of

those services.
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HERENS, 7 U 2NA—E AT SAE 0, aHESRO B ORI 13 CSIRT 123l AN
B2, BRINESPNIZIRW TS 2RI NI (R g-—E RO K& A it
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Member States shall ensure that digital service providers notify the competent authority or the
CSIRT without undue delay of any incident having a substantial impact on the provision of a service
as referred to in Annex 111 that they offer within the Union. Notifications shall include information
to enable the competent authority or the CSIRT to determine the significance of any cross-border
impact. Notification shall not make the notifying party subject to increased liability.

AT UMD RESEHIET DI, EVIT, LD/ ST A2 BEIZ AL
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(e) FEFHEEN M OTEEN k325 2D EiH,

In order to determine whether the impact of an incident is substantial, the following parameters in

particular shall be taken into account:

(@ the number of users affected by the incident, in particular users relying on the service for the
provision of their own services;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident;

(d) the extent of the disruption of the functioning of the service;

(e) the extent of the impact on economic and societal activities.

AT NI NERE L, DT VI —ERT B, B 1 R S
TA=BNIIES DA T NOFPBE I BT DI LB T A~ DT 7 2% b 05
BICBRY, WS,

The obligation to notify an incident shall only apply where the digital service provider has access to
the information needed to assess the impact of an incident against the parameters referred to in the
first subparagraph.

P ATREN K OREFHEENORMERFD T2 DI UZAD Y —E ADFRBED T DI T — 1
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ADIEHBENE =B THDHT VAN —E AT A Z | DG, DT 4N
—E RS S BN R FE AT L N L HF D HHE— 2 2D E S5 K
T T, YRHEEEDDIRASND,

Where an operator of essential services relies on a third-party digital service provider for the
provision of a service which is essential for the maintenance of critical societal and economic
activities, any significant impact on the continuity of the essential services due to an incident
affecting the digital service provider shall be notified by that operator.

FRIHNEGIREXIT, D0, &0, # 3 HEITRT AL T U MMM E L BIR TS
EXNT, THHESRDOSHOMBAET -1 CSIRT 13, 8% 2 DA ORERREN L GEE 2,
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I ZBERINE LA T T DEPNEZIE, DT VHNA—E AT AKX D E R OPGE
HIRIRE, WONT, $RBESNT SO EAHERF 2,

Where appropriate, and in particular if the incident referred to in paragraph 3 concerns two or more
Member States, the competent authority or the CSIRT shall inform the other affected Member States.
In so doing, the competent authorities, CSIRTs and single points of contact shall, in accordance with
Union law, or national legislation that complies with Union law, preserve the digital service
provider's security and commercial interests as well as the confidentiality of the information
provided.

AT U NSRS AT, F20E, #ITHROA 2T NIRRT D72, INROFEHR)N
VETRIGE, DT, ZDAL T U ROBIRPIASEORIF LB D5E, BabHEIRDS
DHHEBE O CSIRT, BRI DAt ORERIE DIFBHETRD S MBI E- 13 CSIRT 1%, BRI 5
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TIEHBHRAECTE, T2, ZOT VXN —ERT A AF IR, TDINTTHIEEE
Fc&xD,

After consulting the digital service provider concerned, the competent authority or the CSIRT and,
where appropriate, the authorities or the CSIRTSs of other Member States concerned may inform the
public about individual incidents or require the digital service provider to do so, where public
awareness is necessary in order to prevent an incident or to deal with an ongoing incident, or where
disclosure of the incident is otherwise in the public interest.

FROINEBE R, ARSLOHE 1 TN EE MO 4 VT 5/ 5T A2 TBIL T
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The Commission shall adopt implementing acts in order to specify further the elements referred to
in paragraph 1 and the parameters listed in paragraph 4 of this Article. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 22(2) by 9 August
2017.

BRMZE AT, WS a7 4+ —~ v MO FIRZ £ 5 T T AT TE
%o, TNODFLATHAIL, 5 22 55 2 TR Tl FHd > THIRS D,

The Commission may adopt implementing acts laying down the formats and procedures applicable
to notification requirements. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 22(2).

1R 6 AT AL, HEKENY, TN —E AT A Z TR, BT
4 R OSBRI AR CIE72 720,

Without prejudice to Article 1(6), Member States shall not impose any further security or notification
requirements on digital service providers.

%65 #Y, BESENE 200336 /ECPIZEDH~ A7 A3 K OV NI ZE e U T AL
TIIeb720,

Chapter V shall not apply to micro- and small enterprises as defined in Commission
Recommendation 2003/361/EC®9),

8817 & RERUBIT

Article 17 Implementation and enforcement

RERRENE, T VN —E AT AL 16 SAIED DB AT DD TIH s
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Member States shall ensure that the competent authorities take action, if necessary, through ex post
supervisory measures, when provided with evidence that a digital service provider does not meet the
requirements laid down in Article 16. Such evidence may be submitted by a competent authority of
another Member State where the service is provided.

B o, N ZE R ORI ZEO EFICEId % 2003455 H 6 A DZEE ) 2003/361/
EC (OJ L 124, 20.5.2003, p.36).
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(b) 16 RITEDDHEIHIEEL QRN EERIETHIE,

For the purposes of paragraph 1, the competent authorities shall have the necessary powers and

means to require digital service providers to:

(@ provide the information necessary to assess the security of their network and information
systems, including documented security policies;

(b) remedy any failure to meet the requirements laid down in Article 16.

T IUHNA—E AT WSAE D, HORERENNE DT A F D FT- DR F IS
BB O, EOTSAE DI NI —7 K ONFH AT L0 1 E I IO BNORERIEN
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If a digital service provider has its main establishment or a representative in a Member State, but its
network and information systems are located in one or more other Member States, the competent
authority of the Member State of the main establishment or of the representative and the competent
authorities of those other Member States shall cooperate and assist each other as necessary. Such
assistance and cooperation may cover information exchanges between the competent authorities
concerned and requests to take the supervisory measures referred to in paragraph 2.

18 BHERNERVEMTS

Article 18 Jurisdiction and territoriality

1
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D,

For the purposes of this Directive, a digital service provider shall be deemed to be under the
jurisdiction of the Member State in which it has its main establishment. A digital service provider
shall be deemed to have its main establishment in a Member State when it has its head office in that
Member State.
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2. FRINEESPITHLEZ ST, FRINESP TR I (R —E 222t 57 07
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Adigital service provider that is not established in the Union, but offers services referred to in Annex
111 within the Union, shall designate a representative in the Union. The representative shall be
established in one of those Member States where the services are offered. The digital service
provider shall be deemed to be under the jurisdiction of the Member State where the representative
is established.

3. Thedesignation of a representative by the digital service provider shall be without prejudice to legal
actions which could be initiated against the digital service provider itself.

T ULNA—ERT A F I ARBEEDIREL, £DOT VAN —E AT (X B
ZFRT T E U CBRRSIVSDRRAE T Cldabreuy,

FEVIE FECRUERDEMN
Chapter VI Standardisation and Voluntary Notification

E19F BEL
Article 19 Standardisation

1514 45 1 TEROVE 2 ERFONC A5 16 495 1 TR N 2 SEDI R 2 52 (et
b, HERIEI, BHED AT DEAROFIFIC L~ TR IO RMEIRTER72<, Sk
T O AT LD ZLEL B 2N OGRS, 13, ERAO RS-
R O HREDRIZHEE 5,

In order to promote convergent implementation of Article 14(1) and (2) and Article 16(1) and (2),
Member States shall, without impaosing or discriminating in favour of the use of a particular type of
technology, encourage the use of European or internationally accepted standards and specifications
relevant to the security of network and information systems.

2. ENISA |, #EEEIEILC, 5 1 TAEBHEL CEEINDEHATEICEIL, WO,
FERRE D EPNIENER- G0, Z SO 53 AHESISD IO 7B A EL CQUOVHIENE ZEAL,
BhE K OSERfEE A ER T,

ENISA, in collaboration with Member States, shall draw up advice and guidelines regarding the

technical areas to be considered in relation to paragraph 1 as well as regarding already existing
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standards, including Member States' national standards, which would allow for those areas to be
covered.

F 205 EEDEH
Article 20 Voluntary notification

1

B 3 FEhTHZE/L, B —E ADE R ELEL GBS 2D T B R T o4
NAF—ERT S ZTIIRWETERNT, RIS, THBDOIEERR T 20— 2D
G R 72 B, DAL LT U NEREITCE D,

Without prejudice to Article 3, entities which have not been identified as operators of essential
services and are not digital service providers may notify, on a voluntary basis, incidents having a
significant impact on the continuity of the services which they provide.

WSS 2556, MAIEINT, 5 14 S[TEDLFRUNES T TEIT D, MRkE, 755
HY LD PR O AE DB LGS, (EROEENT, LB, B HH#HL
SR OB S 7 IANBE IR BHARE AL 72 EEITIRY, AUEiSn D,

When processing notifications, Member States shall act in accordance with the procedure set out in
Avticle 14. Member States may prioritise the processing of mandatory notifications over voluntary
notifications. Voluntary notifications shall only be processed where such processing does not
constitute a disproportionate or undue burden on Member States concerned.

EEOWBFNT, I THLHETIRIIKL, HLEDETAERI Yl E 52 72Tk
SR AU B it 7N o RSN YAV RS Y M YA 5 s Sl e 12 VA B VAN YA A

\oluntary notification shall not result in the imposition upon the notifying entity of any obligations
to which it would not have been subject had it not given that notification.

BVIE SHE
Chapter VII Final Provisions

F2 & FlRk
Avrticle 21 Penalties

MERLENY, ZOFEBIC L TERIRS = ENSRHDERA T A2 L i S LA il 2 B

THRELTED, 10, TORENFEESNDZ LT DD E L2 D 2T E

TP D, EOHNHHERIT, FRIITHY, HBIHITHY, 7o, ik hoddbns45,

HERKENT, 2018 425 H 9 HETIZ, BRINFEERITHIL, TNOOBUE K OFEEZE@EIL, £
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72, TOBDYIENTNODBUEIZ B A KIE X3, B, TOYIEZ @YD,

Member States shall lay down the rules on penalties applicable to infringements of national
provisions adopted pursuant to this Directive and shall take all measures necessary to ensure that they
are implemented. The penalties provided for shall be effective, proportionate and dissuasive.
Member States shall, by 9 May 2018, notify the Commission of those rules and of those measures
and shall notify it, without delay, of any subsequent amendment affecting them.

B2 F ZEREDFH
Article 22 Committee procedure

1

[;kJ I@Ex X, XN —7 R OMEHRS AT e RE S > Ttk a2 =) 5, ZORE
%, HAIEV) No 182/2011 DEMIZBITAEESTHD,

The Commission shall be assisted by the Network and Information Systems Security Committee.
That committee shall be a committee within the meaning of Regulation (EU) No 182/2011.

AT DM T b EE1E, HIHIEU) No 182/2011 D5 5 SehvEHS LS,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

823 & FHMlm
Article 23 Review

2019 4F'5 A 9 A TIT, WONEEAI, NRERROTEHRRITAIL, Hfy—C AR
ORIV CHERIENC S > TPV 7 R D — B P D B A5
T,

By 9 May 2019, the Commission shall submit a report to the European Parliament and to Council,
assessing the consistency of the approach taken by Member States in the identification of the
operators of essential services.

MNEESIT, Zofash @%ﬂ@b&i’ﬁ;ﬁéﬁ WZHRIEL, 20, BRINGRE M OB TR L Tl
ET D, ZOBHBIDTZDIZ, 930, Bl F R OSEBE T EOW IDOfERO TR OB
o, BINEBESIL, %ﬂiﬁvm/V&U@ﬁ%VwI/ ZRWTELN B EE 5 /17 v
—7 KON CSIRT Ry NI —7 DHFEEEZZREIANND, EDFRIEUZIBWT, BYNEES
I, B 1 OB I IZEDHIVTOBYAR, WONS, s — 2DiE = E ORI &
UBIHE RO —E 20— EMA T 5, RpOHEEL, 202145 H9 H

FE TSNS,
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The Commission shall periodically review the functioning of this Directive and report to the
European Parliament and to the Council. For this purpose and with a view to further advancing the
strategic and operational cooperation, the Commission shall take into account the reports of the
Cooperation Group and the CSIRTSs network on the experience gained at a strategic and operational
level. In its review, the Commission shall also assess the lists contained in Annexes Il and 1, and
the consistency in the identification of operators of essential services and services in the sectors
referred to in Annex II. The first report shall be submitted by 9 May 2021.

B2AF BATHE

Avrticle 24 Transitional measures

1. 5 25 SEhFAZE7L, 7o, BERRIE L CENE Lo BIBIPNICIB T Dl i o
7= DI FTREMA TS D72, /17 /V—7" O CSIRT o~y —21, 2017 4F
2 H 9 HETIT, % 11 555 3 LUV 12 555 3 THICEAVENVED DI D T s+
%)o

Without prejudice to Article 25 and with a view to providing Member States with additional
possibilities for appropriate cooperation during the period of transposition, the Cooperation Group
and the CSIRTs network shall begin to perform the tasks set out in Articles 11(3) and 12(3)
respectively by 9 February 2017.

2. 2017452 F 9 HA 52018 4F 11 A 9 HETOMNT, 7>, FEfEY-—E A EE Ok hh
BT —EMOH LT 7 0 —F %475 L CHERREE 592 B T-012, 7w
— 7L, 5RO 6 SRITTED D FUE e TRFEDHTANICSH D —E ADIEE
FERICEDLINTT DEVNHEED T, WAEK DA IZEL, §liET & THD, W
T N—T13, BREDEEEIZLD, 55 M OE 6 SRTHET DEME NS TRREDHS
P JE T DA —E ADE E E 28R CE D I T2 Yasspk E D ER | DO E P E 2
WZBALTY, BT,

For the period from 9 February 2017 to 9 November 2018, and for the purposes of supporting
Member States in taking a consistent approach in the process of identification of operators of
essential services, the Cooperation Group shall discuss the process, substance and type of national
measures allowing for the identification of operators of essential services within a specific sector in
accordance with the criteria set out in Articles 5 and 6. The Cooperation Group shall also discuss, at
the request of a Member State, specific draft national measures of that Member State, allowing for
the identification of operators of essential services within a specific sector in accordance with the
criteria set out in Articles 5 and 6.
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3. 201742 A 9 HETIZ, H o, AZLD HEIDT-DIZ, #RENL, 19717 /Vv—7 O CSIRT
o NI —I NIV Bt s 2 95,

By 9 February 2017 and for the purposes of this Article, Member States shall ensure appropriate
representation in the Cooperation Group and the CSIRTS network.

EBH 5 ERNELE
Article 25 Transposition

1 HERENT, 2018 4E5 H 9 HETIZ, ZOIRBET§ D7D B DA, ATERRIE
TAIMTBERRETRL, VR ~ETHD, WKET, BINEERITHL, BEHI, Thb
ZIEIT D,

Member States shall adopt and publish, by 9 May 2018, the laws, regulations and administrative
provisions necessary to comply with this Directive. They shall immediately inform the Commission
thereof.

HERKIENY, 2018 45 H 10 H2D, ZIbOHEE A5,
They shall apply those measures from 10 May 2018.

WERES EDOHTEZIR T DES, ZNLOHEIL, ZORT~OEREZDLoH0LL,
F2T, TNODHEDIROBINIEDIIBRBATRA Db DL D, TDIH/ 2B W%AT
IO DTHRL, WREIZL > TED B,

When Member States adopt those measures, they shall contain a reference to this Directive or shall
be accompanied by such a reference on the occasion of their official publication. The methods of
making such reference shall be laid down by Member States.

2. AERRENE, BRONEBRITHL, ZO8H5 O OS5 5575 23\ CERRE DSR2 [EN
TED F B 2SI D IE A5,

Member States shall communicate to the Commission the text of the main provisions of national
law which they adopt in the field covered by this Directive.

HHE B
Article 26 Entry into force

DOFeSTE, EU B ECARSNIZHD 20 HILIZHNT 2,
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This Directive shall enter into force on the twentieth day following that of its publication in the
Official Journal of the European Union.

FOE R
Article 27 Addressees

ZOFESIE, WERRIERE TSRS D,

This Directive is addressed to the Member States.

2016 %7 H 6 HIZARNT AT —/UZBW Tz,
Done at Strasbourg, 6 July 2016.

ML LT PIEALLT
=K M. Schulz %K 1 Kordok
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RI#E 1

aAVEa—42tEF ) TP T U MIEF—L (CSIRT) DE4 R U
Requirements and Tasks of Computer Security Incident Response Teams (CSIRTS)

CSIRT DB OWRE L, ENBCR &L OE I TES IS T oM EFHES I, 90,
FERENALDOLET D, FNSIL, LLFOLOEEDS:

The requirements and tasks of CSIRTSs shall be adequately and clearly defined and supported by national
policy and/or regulation. They shall include the following:

(1) CSIRT D

(@)

()
©

©)

CSIRT 1%, Hi—f8E SARETHZ L Lo T, HRREDBRED—E AD BN L~ D

A FAMERERL, 7o, FEE, i ORI CREiSN D0, KON, i 57

DO FEAD D, I, TOWEREL, PIFRESI, 7o, B KO

WKL CRESN S,

CSIRT Dk e N D IARIEF W AT I, 7 N HET 5,

SR

() CSIRT 1, 5IkE R/ T D280, ERAEEL OL—T L T ERDT=HD
WY AT N 15

(i) CSIRT L, "JHIMEA BRI 2720, +07e3E4H0;

(iiiy CSIRT 1%, ZDOHKGE DN LRSI A L TINS5, 2D HHID =81
BV AT LR O 7 TV C& D,

CSIRT 1%, 2D CSIRI B3ZDINZLL Y55, [ER i Iy NI — 2SN % ]

BEMEED O,

Requirements for CSIRTS:

@

()
©

@

CSIRTs shall ensure a high level of availability of their communications services by avoiding

single points of failure, and shall have several means for being contacted and for contacting

others at all times. Furthermore, the communication channels shall be clearly specified and

well known to the constituency and cooperative partners.

CSIRTs' premises and the supporting information systems shall be located in secure sites.

Business continuity:

(i) CSIRTsshall be equipped with an appropriate system for managing and routing requests,
in order to facilitate handovers.

(i) CSIRTs shall be adequately staffed to ensure availability at all times.

(ii) CSIRTs shall rely on an infrastructure the continuity of which is ensured. To that end,
redundant systems and backup working space shall be available.

CSIRTs shall have the possibility to participate, where they wish to do so, in international
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cooperation networks.

(2) CSIRT DH#s:

(@)

()
©

CSIRT OIS, D7akdd, LFOLDOEEDD:

() ENLALTA TN 5L

(i) UAZROA T UNTEAL, R, 2, R OBRE 3 2FFERIRE I
KT DIEROBEE I 228

(i) A>T NPT DL,

(iv) BWRURY O T o MO T DN RIS A2 it 5 2 &5

(v) CSIRT Ry T—2ZBMMT D&,

CSIRT I, REFFIED IO W 1BREAEEET 2,

W IBHREAAET D7, CSIRT 1%, L NO7bDIGEO T 707 4 AFE T T HET)

12T T T 4 ADBA K OFIRZAEET 5!

(i) A>T RN RTHEDTFIA;

@iy AT UN VAT R ONEROFETFIE,

CSIRTS' tasks:

@)

(b)
©

CSIRTs' tasks shall include at least the following:

(i)  monitoring incidents at a national level;

(i) providing early warning, alerts, announcements and dissemination of information to
relevant stakeholders about risks and incidents;

(iii) responding to incidents;

(iv) providing dynamic risk and incident analysis and situational awareness;

(v) participating in the CSIRTS network.

CSIRTs shall establish cooperation relationships with the private sector.

To facilitate cooperation, CSIRTs shall promote the adoption and use of common or

standardised practices for:

(i) incident and risk-handling procedures;

(i) incident, risk and information classification schemes.
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54 EE A BITROHDIETHRDZAT
Types of Entities for the Purposes of point (4) of Article 4

%65 (2021412 H)

Pl

e
Sector

BIRERAH
Subsector

IEEROTEE
Type of entity

Energy

1 =¥ — | (a) &

Electricity

RRINGES M OB OFE Y 2009/72/E010>§€ 2 5
55 35 HATERT D, [FHETOH 2 5456 19 HITE
DD M) OMREZ K T35 E@ﬁ%%%‘
Electricity undertakings as defined in point (35) of
Article 2 of Directive 2009/72/EC of the European
Parliament and of the Council ®, which carry out the
function of ‘supply’ as defined in point (19) of Article 2
of that Directive

T 2000/72/EC D5 2 56575 6 AT R T Dlidd
AT DL
Distribution system operators as defined in point (6) of
Article 2 of Directive 2009/72/EC

5 2009/72/EC D55 2 555 4 BAZEFT D1k
AT L
Transmission system operators as defined in point (4) of
Article 2 of Directive 2009/72/EC

(b) A
Qil

B AT T4 B
Operators of oil transmission pipelines

FIHOAPE, FEH, M E B, Ik Ol 9
e

Operators of oil production, refining and treatment
facilities, storage and transmission

(c) A
Gas

BRI S O OFE T 2009/73/EC2OE 2 5%
5 8 ST ER T DTS

Supply undertakings as defined in point (8) of Article 2
of Directive 2009/73/EC of the European Parliament
and of the Council @

LRI

£ 2009 E? A 13 Aotes

B DN OILEFAEIZEI T, LY, f545 2003/54/EC ZFE LT DRRM S K OB
2009/72/EC (0J L 211, 14.8.2009, p.55) .

2 RERA AT DN THSGOHEREIZBI 2, KO, #5845 2003/55/EC BT 2MMNGES M
PE20) 2009 4E 7 13 HoOfes

2009/73/EC (OJ L 211, 14.8.2009, p.94) .
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—  F54 2009/73/EC D 2 5555 6 HITEFR T HAlia S
¥
Distribution system operators as defined in point (6) of
Article 2 of Directive 2009/73/EC

— 845 2009/73/EC D5 2 555 4 AT EFR T HEHF
e}
Transmission system operators as defined in point (4) of
Article 2 of Directive 2009/73/EC

— B4 2009/73/EC D% 2 2545 10 FAZEFE T DI
AT NEHEH
Storage system operators as defined in point (10) of
Article 2 of Directive 2009/73/EC

—  FB4 2009/73/EC D 2 5555 12 ST EFET D LNG

AT NEHH
LNG system operators as defined in point (12) of Article
2 of Directive 2009/73/EC

— 57 2009/73/[EC D55 2 555 1 BAZEFT HRIRA
A

Natural gas undertakings as defined in point (1) of
Article 2 of Directive 2009/73/EC
— RN REE R s

Operators of natural gas refining and treatment facilities

2. Wik @ WiZemE | - EONER R OFERAOBHIEC) No 3002008905
Transport Aiir transport 3 54 4 BT RS ANz

Air carriers as defined in point (4) of Article 3 of
Regulation (EC) No 300/2008 of the European
Parliament and of the Council @

—  RRINGES L OHEEFEOMHAIEU) No 1315/2013°
B N DFF 2 Fil AT DA L2250, RN
ﬁ*&é‘&wﬁ%m 2009/12/EC* D5 2 255 2

:ﬁz“%?‘é/“{%ﬁf;%ﬁ%ﬁk [FHESDH 2 %% 1
FATTEDHZERE, WD, Z5ENICH DA ES

8 BRWZE D22 OB 2 EEREIZEE 35, &KUY, HRHIEC) No 2320/2002 % BELET 2Rk
A KO0 2008 4E 3 H 11 A O#IHIEC) No 300/2008 (OJ L 97, 9.4.2008, p.72).
4 Zepfd R C BRI EES K O 2009 4F 3 A 11 H D54 2009/12/EC (OJ L 70, 14.3.
2009, p.11).
S LPRIGSHAD BRFE DT80 OB ME A OERFEEHIEET2, KO, 7E No 661/2010/EU % FE1E35
Wi M ORS00 2013 4F 12 A 11 A O#HAI(EU) No 1315/2013 (0J L 348, 20.12.2013, p.1).
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DK
Airport managing bodies as defined in point (2) of
Article 2 of Directive 2009/12/EC of the European
Parliament and of the Council®, airports as defined in
point (1) of Article 2 of that Directive, including the core
airports listed in Section 2 of Annex Il to Regulation
(EU) No 1315/2013 of the European Parliament and of
the Council®, and entities operating ancillary install-
ations contained within airports

—  HRINGES M OO HII(EC)NO 549/2004°50D 7
2 5505 1 SATEFRT M2 HaETE B (ATC) H—
EREARM M2 E
Traffic management control operators providing air
traffic control (ATC) services as defined in point (1) of
Article 2 of Regulation (EC) No 549/2004 of the
European Parliament and of the Council®©

(OFZSEL ES —  FRMNEEEROHRREAOIES 2012/34EU'DH 3 4
Rail transport 52 FERT DAL T TE B

Infrastructure managers as defined in point (2) of Article
3 of Directive 2012/34/EU of the European Parliament
and of the Council®

—  $50 2012/34/EU D5 3 555 12 BAZERT DY —
U AR A ERE A G, fity 2012/34/EU % 3 4
5 1 FCEDLEE RS
Railway undertakings as defined in point (1) of Article 3
of Directive 2012/34/EU, including operators of service
facilities as defined in point (12) of Article 3 of Directive

2012/34/EU
(©) 7k EHign% —  ENOLOSFDNEM T DM % OfinaERE, Kol
Water transport A K O FHEOMHIIEC) No 725200430 B |

DHTK EEREL TERT DPKE, K ELD
IR S OEIOK kA

6 BA—PRINFEZED AR DT DF A% iE D 2R N M O30 2004 413 A 10 H OHIHIEC)
No 549/2004 (OJ L 96, 31.3.2004, p.1).
T BRI E AR A T AN EES I O R0 2012 4F 11 A 21 H 0¥ES 2012/34/EU (0J L343,
14.12.2012,p.32).
8 WA ORI ER O 22 A KT 2N S OS2 2004 4F 3 H 31 HOBHIEC) No 725/
2004 (0J L 129, 29.4.2004, p.6).
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Inland, sea and coastal passenger and freight water
transport companies, as defined for maritime transport in
Annex | to Regulation (EC) No 725/2004 of the
European Parliament and of the Council®, not including
the individual vessels operated by those companies

—  HIHIEC) No 725/2004 D 2 5555 11 HAZEFRT D
WSR2 5, BONGES R OB E SO T
2005/65/ECO D E 3 S55 1 7T EFe S HVRILAE PIAH
i, WONZ, HERBNOIEER HA EE 3 51k
(S
Managing bodies of ports as defined in point (1) of
Article 3 of Directive 2005/65/EC of the European
Parliament and of the Council®, including their port
facilities as defined in point (11) of Article 2 of
Regulation (EC) No 725/2004, and entities operating
works and equipment contained within ports

—  BRMGEERS R OHHERORET 2002/59ECPDH; 3 5
ONTEFE T DMASIRER DI E
Operators of vessel traffic services as defined in point (0)
of Article 3 of Directive 2002/59/EC of the European
Parliament and of the Council %

(d) [ bk —  ZEAZTHTHAIEU)2015/9621 0055 2 455 12 =1

Road transport EFET DASBE I DORRE 2 A B P

Road authorities as defined in point (12) of Article 2 of
Commission Delegated Regulation (EU) 2015/962(1)
responsible for traffic management control

—  BRMRES L OHEHEAOFRT 2010/40/EURDE 4 2%
5 1 ERT D E R AT SO
Operators of Intelligent Transport Systems as defined in
point (1) of Article 4 of Directive 2010/40/EU of the

O PRB DA BIRINEES K O EE20D 2005 4F 10 H 26 H F§4r 2005/65/EC (0J L 310, 25.
11.2005, p.28) .
10 RPN SRR D AL O AT LA TREICES D, KUY, HHEAFES 93/75/EC A
S DIRIMNEES K OB 2002 4 6 H 27 HOfES 2002/59/EC (0J L 208,5.8.2002, p.10).
L 4 EU U7 VA A DA T — B ADFRA I B DI K OB F5 5 2010/40/EU A4
B35 2014 4 12 A 18 HOZEBEASZHTHIIEV) 2015/962 (0J L 157, 23.6.2015, p.21).
2 JERREEO 5B I D R ST AT AORLE K OMMODE— R DEiEE A L 27 = A XD
IR BT BRI M OEEE220D 2010 4E 7 H 7 HOFE4 2010/40/EU (0J L 207, 6.8.2010, p.1).
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European Parliament and of the Council @

3. #UT —  ERMEES K OB O R AIEU) No 575201380
Banking 554 555 1 BATER T DI RS

Credit institutions as defined in point (1) of Article 4 of
Regulation (EU) No 575/2013 of the European Parlia-
ment and of the Council®

4. iAo — PRGSO FEOIES 2014/65[EU“DE 4 55
77 5 24 S\ T EFE T D HG | FrosEE

Financial market Operators of trading venues as defined in point (24) of
infrastructures Article 4 of Directive 2014/65/EU of the European

Parliament and of the Council®®

— RIS K OO AI(EU) No 648/201250
552 555 1 T ERT D IR EEES (CCPs)
Central counterparties (CCPs) as defined in point (1) of
Article 2 of Regulation (EU) No 648/2012 of the
European Parliament and of the Council®™

5. PR | ORBEROVERTAE | —  RROMNEER M OBRSESOR 201124/[EUCDH; 3 5

Health sector | %)) DR E (O CEFT DI
Health care settings Healthcare providers as defined in point (g) of Article 3
(including hospitals of Directive 2011/24/EU of the European Parliament
and private clinics) and of the Council ©)
6. fEKDHE —  AHIOHE O HIZHET 2K OV MagFHE D
Fa OVt — 723 T DD B D G EESS D
Drinking water — AR D OIEE Y, T — A TIX
supply and mWEHIrEN G A ERE, BIESES
distribution 98/83/ECY D 2 2545 1 H(@) T D A

EHOKOBAEFIEE K OVl s

Suppliers and distributors of water intended for human

B EHEEE R OGO T D ORI BT 5, KUY, #IHI(EU)No 648/2012 A E$ 2Rk
IS M OBEESD 2013 456 A 26 HOMAIIEU) No 575/2013 (0 L 176, 27.6.2013, p.1).
Y mhpEih TSI BT, KON, 54 2002/92/EC A EhIE$ DRk N K OB 430D 2014 45 H 15
H 54 2014/65/EU (0J L 173, 12.6.2014, p.349).
B OTC TUNRT 17, HRRE B K OV | 1 A B9 2k S OS2 D 2012 4F

7 H 4 HOHHIEU) No 648/2012 (0J L 201, 27.7.2012, p.1).
16 [EFEAZ DRI DA OMRI ORI B3 2RGSO RS20 2011 43 H 9 HD
Fe45 2011/24/EU (OJ L 88, 4.4.2011, p.45) .
7 N0 E O T 2KOSEICEST S 1998 4F 11 H 3 A OPEEAFE4S 98/83/EC (0J L 330,
5.12.1998, p.32).

546



LEIEHMMERE 6 565 (2021412 A)

consumption as defined in point (1)(a) of Article 2 of
Council Directive 98/83/EC™" but excluding distri-
butors for whom distribution of water for human
consumption is only part of their general activity of
distributing other commodities and goods which are not
considered essential services

7. TUHNA — IXPs

77 —  DNS#—tE 2RS4

Digital DNS service providers

Infrastructure —  TLD r—2ALTARN
TLD name registries
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BIFEIT

4R B BATED DT VAN —EADH AT
Types of Digital Services for the Purposes of point (5) of Article 4

1 FroA-5,
Online marketplace.

2. AUTAMRERTLUL,
Online search engine.

3. IIURIE a—T AL TP A,
Cloud computing service.
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