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DIRECTIVE (EU) 2022/2555 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14
December 2022 on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive)
(OJL333,27.12.2022, p. 80-152) DT AR (SERERO I ZFaS N CTRIRRAZ A=,
JFRSXDTH AN AFCELYARD URL 13, FilD&B0 Thd,

http://data.europa.ew/eli/dir/2022/2555/0j

[2023 4F 10 H 31 HifEad]

R B

1 $8$5(EU) 2022/2555(NIS2 18 4) 1D\ T

B (EU) 2022/2555 (LA FINIS2 $5451 &V ), )i, NIS $543(EU) 2016/1148 (OJ L 194, 19.7.2016, p.
H&2SIES 5 BU OIFERTHD,

NIS2 FE51, 2022 412 A 14 BIZEAREI, 2023 41 A 16 BIZFHZILIZ,

NIS2 f5HIZED DA ED DIRENAAAERKE D EPNIEE U TR L CEEET D ENE D
W, 2024 10 A 17 HTHD,

NIS2 FEAIC SR E D ENES L TSN A Z 8 X 327~ 451, 2024 4 10 A
18 Ho oD (GF 41 5555 1 THRHR),

NIS F55(EU) 2016/1148 1X, 2024 4 10 A 17 HORSEEL > TREIESD (5 44 5-58),
1. 1 NIS2 5 RI=E T HMEDRELI=DULT
NIS2 21, BEESEHREOIRELN AL NG, EILDIRELD T3, Teyber | DFEFA

rcyberspacem%@;ﬁﬁfﬁébf’( 1372 Teybernetics | DS FIIZEIVIEZ DN/ ST A LIS T
1T BT EIZ Lo TEROMRR A RIHLAED (EHE AT 7 OJFRIOKETE —riy MED
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AIREME— [ 89 RS 45 AFE 175~212 HEM),

LinL, — ¥, (BREBFOIEFEE GW) 2D EOBHREDREINL, BT @Eﬂ%ﬁffﬁo e
BIPFSTLESTNT, TNSEEEE O E LR U RAE S 2N K7 ARA 2 5
DFFEDEHN TET2N, SHER OB TOBEHD, %6$§R%ﬁ§%fzﬁﬁ?ﬁkuﬁﬁmiﬁiﬁ
LW 7R iR Ak (FINE) 72 3R B L TRSFE O DN TODII RS A1, FHEED
ThHD,

Z D78, NIS2 FEHIZE TN CODARER 2B, 2 Sb RO FETRINALZEIC
25 THAY,

NIS2 $5 ORI U T, AERVRRTEOIERINEHTHDLL L, ZOBEROMF
DHCARERY R R R DT DANH)DHEZAE L CHIERR Th D,

ZZT, ZOfESTIE, NIS2 F85 D I HIRELL ONREAD T Teyber | £V WIaEZ AT
BHIEDITHAL TODIRELD 5B, & DREHERO—5ABRL, LT, ZOZERE:
PER S5 B CRETUT R AU BIL CRIBU AR D DI E O LT T 5,

1. 1. 1 NIS2 H8RIZHBIT BV A/ \—TZ BB I DT
NIS2 55 TSI QO DIEESD FTROL L ORI S TeIENZ, Teyber threats | ThHhD,

ZOPREEA BT 523D D KEHEEL T, Teyber threats | 2 (8 threat O W75, EU 1281
BIEEE 2T A1 TE D FAXEEEE T D ENISA 73 [threat | DIESE E DI ZERRL TV D7)
EHVDZENEHEThHD, TIVEDIEDOTEDEE BUOEHOEENT, TROBERICHD,
ZOEROHTHHIT TODRIH B BIFINEAIZ L > THEER T 4UE, ENISA (Z&-> TS
LTNOBEHDELTleyber threats | 2 U threat | ORESZ FUVERD WQ&UT%L%:TE%T% 6

ENISA Threat Landscape 2023

October 19, 2023
https://www.enisa.europa.euw/publications/enisa-threat-landscape-2023
[2023 4= 11 A 15 H#ER]

ENISA (ZX2BHi#A —ISHEL, NIS2 R ORTILR NGB REBIEIL ThHLHE, leyber
threats || ZREL, NIS2 $55D5 6 556 10 5%, THANEU) 2019/881 O 2 5555 8 FAZEFRT D
PAN—TREBD LA ERITHEREL T VD,

NIS2 FE D 6 555 10 BBIRLTODIERIEU) 2019/881 (OJ L 151, 7.6.2019, p.15-69) %
55 8 B, [RANT— RO AT WKL, 2D E57e s AT ORI % L&U\%h
LISNDBNV AR, IRELETE LIS AD R 52 AFD I ERVRRDL, Ik FE-IT
1TENDZ &2 5 (“cyber threat” means any potential circumstance, event or action that could damage,
disrupt or otherwise adversely impact network and information systems, the users of such systems and
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other persons) | 5L EFL TV D,

DFED, NIS2 F545 T, lcyber threat | 7213 [eyber threats| &V VOFED IV OILAS A, —AXHRE:
LT [cyber |V J@MEES DD & TEVEEAD XS L TWDOTIEZRL, Tthreat) D x5
% [ R NI —27 L ONE S AT 2N BL CTAEC T2 NS T2 D X H7as A7 L ORI FE LY
ZNLISNOFE NZBAL T BT T ICBREL, FEFITIRNEBR TRV LI TNAZ LIS,

NIS2 fEBDH 6 555 10 HAZBITHZDIIRBRED LT, Filz X, BiRelZV TR
RG22 CH V5% M2M (Machine to Machine) O35~ 12 A0 HAHIHERE T2 Cyber
physical objects EBHFRT DA/ N—EEDOZRIZ, NI R T —7 OGRS AT L] D—
HChDY, L, Ry T —7 RO AT L) EO M CHEBAZEE T 5H0 THH)NDU
FTHADNTEZELLARRY, JFHIEL T, NIS2 FERICERT D eyber threat | DOHIIFEFESILTN
RNEEZ HND,

ZiHD M2M X Cyber physical objects 2B GE T2V A /X —BH L, R EIREL T, f
GNP A A bR, JRAIE L C, BUEME TR OISR S FHSLD BU K OMERIEDIESIC
HoE, OO FIATE T DESHERD B AR IR T HZ L2 DE B2 b, &
DI, BARNZIE, ENISA T30,

[cyber threat | F7=1 % [cyber threats | D TEFELBIRL CZDIH7afERL7 2> TDDIE, ENISA O
BHERRD HC, ZDIEH: FORMIA NIS2 F55 (F723FE L7 NIS F55(BU) 2016/1148) &3
DIBHENZ BIL, HIAI(EU) 2019/881 & NIS2 545 E DT ENISA KON 28RO &
DSOS HEBRO M - HPHE L APED ENT= b DIZLID & DNE EO BN EL B0
HHEESILD,

ETAN, NIS2 F5EDH5 6 55455 10 5 (HAIEU) 2019/881 D5 2 445 8 ) ICk > CEFESIT -
lcyber threats | DFEFET, —f%H72 FHZEE L CD leyber threats |7 5321 T HRERRE I TFI I B2 D,
D7eDT, leyber threats 1ZBIL TI, NIS2 f5 B HEIFHZ REFU IO TOHZ LT Dl
IHCFIEEHIZ QDI EELRVD,

B, —re HREE LT D eyber threats | EVWIREIE, v b —2 R ONMEHT AT L2 DRI
FEICRESIVT, bo L VEMTHEHASN TS,

ZDOZEN, NIS2 FEHDHIZE 5 [eyber threats | D HFE EOIRELOARIFHRFIRL /e > T VHEHE
Z%?:z,f;llSA EDBIRRGL EDES —IGHE T, NIS2 543 oD BEREAR ORI 4 30
AVBIRELTERL IO ET D55, DVRORERIESZALSERLZLLBR> TN,

LAF, leyber threats |00 FVEE BB REAICEAL , L0 BAHIITIRA~D,

T, NIS2 R0 7 545 1 HKOH 13 K4 5 HOZNEND SIOREE L OFRHIE,
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[cyber threats | D TEFEBHEL TIRTEL TWOVDTEMRIR O BIEZ B LS 55D Lo TD,

NIS2 585 DH 7 556 1 T(g)DHGERIZ, Ton risks, cyber threats, and incidents as well as on non-
cyber risks, threats and incidents | 725> TV V5,

ZOE, —/A DL, FAHIED L INITHED 7R B LARY,

UL, NIS2 F8 5D 7 455 1 H(g)D R AV EEIRA R~ THA5&, liber Risiken, Bedrohungen und
Sicherheitsvorfille sowie {iber nicht cyberbezogene Risiken, Bedrohungen und Sicherheitsvorfille | &7
STHY, FEEREITIV 2D BEHRNAZRL TV,

ZDRAYVFERROD S JGED SUZEFRT %L, Ton risks, threats and incidents as well as on non-cyber
risks, threats and incidents | £725, [HARTId72<, [Risiken, Bedrohungen und Sicherheitsvorfille |3
Inicht cyberbezogene Risiken, Bedrohungen und Sicherheitsvorfille | L725%4300% D% B35 L6
PMIEIRLU7=355, 97215, leyberbezogene Risiken, Bedrohungen und Sicherheitsvorfille | 22~ C
BT 20 ThHOLIFT HTENTEDLT UL, ZOIO2REERHA 7= 1% D liber Risiken,
Bedrohungen und Sicherheitsvorfélle sowie iiber nicht cyberbezogene Risiken, Bedrohungen und
Sicherheitsvorfille | DFEEESCZ LD EARIE, [on cyber risks, threats and incidents as well as on non-
cyber risks, threats and incidents | &72%,,

NIS2 $585 D5 7 456 1 T(g) D77 AGERRIE, laux risques, aux menaces et aux incidents dans les
domaines cyber et non cyber] Tdl), £ DEIRNEZ JFECTHRIIT 5L, Ton cyber risks, threats
and incidents in cyber domain as well as on risks, threats and incidents in non-cyber domain | %7 (% lon
cyber risks, threats and incidents as well as on non-cyber risks, threats and incidents | £72%,
BRI R NI — 2 B OMEHS AT AFRES AV TS L) [eyber threats | D EFE — i
U2 SCE VB RDGREREDFIE L T, 77 AFBRO S ERB IELL, 78R THDHEZ D,

EZAT, FERKEID, THENDEDROIIRNEST NIS2 Fiaa3E (ENE ) 3528

\Z725DT, NIS2 #8057 5455 1 BRI HIRY, SHEORERCRE, MREEOREA L
(harmonisation) &1 356D 71 CAHED S EPNEP NAHESN A Z EM TESIVTNDEF R D,
fth 7, NIS2 ¥R D5 7 4550 1 TA(g)DIFEARD lon risks, cyber threats, and incidents as well as on
non-cyber risks, threats and incidents | OFREMEIEA SCEAVA AL L TELREL THLHE, BMITKIHRL
7255123, Taswell as | DRT%C, Irisks] & non-cyberrisks |, [cyber threats | & threats |, incidents |

&Elincidents | 252 AL ETUAIEL TWD XD INT /A D, ZOZLE A (lincidents | 23 FEHEL TV

HZ e 5, [non-cyber risks | & risks | E23[FAIFE THHET UL, Trisks [HEAEL TNDHZEIZAR

2% 5 0) B ChHZ LT EIETHRNIERD T, ZO L7 BfliZ st il L DT

TRVEARIR QI3 B2 B 7o A B R IERERAA TO LD D D,

ZUC, TEAAI VAR C L2 RmB A e e B T CME— RN nTREZR S BERYZR R L, Tas well
as DRI T, lcyber risks, threats, and incidents (=cyber (risks, threats, and incidents)) ] & mon-cyber
risks, threats, and incidents (=non-cyber (risks, threats, and incidents))] 3%} EEL THREASILCUNDENY
RN, FolL, ZOLDIEIDRARETHY, 7>, non-cyber risks | & risks | E23FFE THHEAR
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TEL7=_EC, Tonrisks, cyber threats, and incidents as well as on non-cyber risks, threats and incidents |1
lon risks, threats, including cyber threats, and incidents | E T2\ WO EIRTZ 1T CThHh D,

MNZC, ZDINIFTHEE, Teyber threats [1ZEIL, NIS2 85D 6 5555 10 = (GRAIEU)
2019/881 D 2 557 8 B)IZL» TIRESH-BEHRAL OLO Tl — Bt Ok
L Cleyber threats |23 FHWHIVTODEFES 2073 b IR T D, LAL, [eyber threats |IZBAL,
NIS2 FEHDH 6 455 10 5 (BHIEU) 2019/881 D 2 555 8 75) DEFRD MM B HE7
AU, Teyber risks, threats, and incidents (=cyber (risks, threats, and incidents)) with exception of threats
to which any systems other than the network and information systems | £\ ) 972 B A DL THD
LT DLDRN,

ZDIH 7B E L COEMER EOREEARE T 57 0121%, SXOHCleyber threats | 7385351
TRNINCEIIF RETHDHDT, leyber threat | |ZEHT2 NIS2 FEHDE 6 45 10 =5 (HHIEU)
2019/881 D 2 2556 8 75) D iEFDii FZHE R DLV WD EIL T leyber risks, threats, and incidents
as well as non-cyber risks, threats, and incidents | T+ Cl372V VinEE 2 HILD,

UL, ZZTH NIS2 R B 6 5545 10 5 HHIEU) 2019/881 D5 2 555 8 7) DEFRD PR
ST, RIEFA AL T IUT 7570 VORI XL FTRED AN C 35,

FZT, FOHEMEFERIHIRLLOET DO THIUL, BIE, Fi/iiz SIBEA ED T,
T EFEETAD P CHPMIERSTIEZ F I A TR EV D00 23BN ED B B b Z841:
T B0 77757 TIHIR IEEZ HND,

T, ZORELERE BT D1Em Ch DR (EU) 2022/2557 (O L 333, 27.12.2022, p. 164-198)
D 4 5 2 T 1 @) T, T BIEEOXRLLDIEROTEEIL, fon cybersecurity
risks, cyber threats and cyber incidents and non-cyber risks, threats and incidents | £ EDHIL TN, £
DIFERIEPIRIL, Ton cyber risks, threats and incidents as well as on non-cyber risks, threats and
incidents | &44)% (equivalent) 725,

ZLTC, [FHESOE 4 586 2 HH 1 BIFEEICB W ThE -, 7T A3BIE, Tsur les risques,
menaces et incidents en matiére de cybersécurité ainsi que sur les risques, menaces et incidents non liés a
la cybersécurité | 72> TF3Y, SEEAYIZATlon cyber risks, threats and incidents as well as on non-
cyber risks, threats and incidents | “H#J5E72 3L CTHD,

0¥, ZOT 7 AFERD S B E CIEART &3 4 UL Ton cybersecurity risks, threats and incidents
as well as non-cybersecurity risks, threats and incidents | 725,

ftt 5, I8 +5 45 o [F] 55 [6) TE () Bl TH (@) 1%, KA 5Bl C I iber Cybersicherheitsrisiken,
Cyberbedrohungen und Cybersicherheitsvorfille und iiber nicht cyberbezogene Risiken, Bedrohungen
und Sicherheitsvorfille | 72> T30, FZERNZ AT lon cyber risks, threats and incidents as well as on
non-cyber risks, threats and incidents | 3572 SCTHD,

JNZC, 8 (EU) 2022/2557 DRISLBY)DHTIZ, Ta comprehensive framework for cyber and non-
cyber resilience of critical entities | D FERANFAVHIVTEY), Bk EFSTEDIFNE It
7o EO)SHEEDORIMIZ I T, leyber|&Mnon-cyber | ST LS NVIABEI THLOT ENEHZ D
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WTCNDEV W ZEZRIDZENTED,

NIS2 55 0DH5 7 2555 1 TE(Q)DHIFIREBIEL CLL RS ~7=Z b2 [RU R, NIS2 #5457
D 13 546 S THITH DD,

NIS2 5HDH 13 &5 5 HORAVEERIZISIT 5B, [zu Risiken, Cyberbedrohungen und
Sicherheitsvorfillen sowie zu nicht cyberbezogenen Risiken, Bedrohungen und Sicherheitsvorfillen | &
7o TRY, Fiz, 77 AFERDZEEZL es risques, les cybermenaces et les incidents, ainsi que sur
les risques, menaces et incidents non cyber | £725CHY, BMAICISEIREFC THHDT, EH5
Db B TRV RSTH ChH AR TODEE R D,

NIS2 FREDGITETEAERIRORE T HETHIUR, ZZ TR, 20 Bemi
RbDTHHEE D,

LinL, NIS2 FERETITa o Tkl L COEE SN DFE R (EU) 2022/2557 OF; 2 -5 2
THER 2 303, WL ROWE YRR REL A/ —E % 2T LORIDBHRIZIRL L, HERLE
1%, ZOHA L OYER(EU) 2022/2555 MIFESIVIZRERR CIEESNAZ LA MR35 (In light of
the relationship between the physical security and cybersecurity of critical entities, Member States shall
ensure that this Directive and Directive (EU) 2022/2555 are implemented in a coordinated manner) |& &
DTND, 7005, ZHs2 DOFEFIE, HREIZI I D FEEDBIET, FEIRNIIIZH
o,

ZORER, T CRIEICLI NIS2 FE50H5 7 28505 1 (@) UV 13 5855 5 TR AEL THElE
DHEREDEPRIEDO SIS, BEELSIVRWATREMDS DD, F8H(BU) 20222557 D5 2 5%
B2 TS 2 I TTFRESI T D LIRSS,

1. 1. 2 NI2 8RB ITB 1T UM IDBERI DT

NIS2 F851Z 8B THWBIL TV D [risks) & lincidents | 1 ZBEL, Bl ZHEEIR9-5L, NIS2 55D
557 550 1 H(g) ) OVES 13 5555 5 T EEORIED PR AL, Inon-cyber risks |2V L 7= 34
FECHHETIURZDFED EEFEDMFELR =D risks | & Tnon-cyber risks | % [RlFsEfiEd 52 L
(2720, ZORERELT, Trisks |TH BN O HZEFIERDO LIV TH D,

ZOIHTEREOREE — IS LT, NIS2 F55 DO THIV ST (risks | & lincidents |
ORESANCBAL T, 5EEICHRRGE T DRED D HEEZ LD,

Bl Z X, NIS2 545 D 1 Cfli FH X410 T2 lNincidents | D273 [ eyber incidents | & [mon-cyber
incidents | D% tHEL TOD MRS RETHDH), Z4LED, lincidents = non-cyber incidents | &
iR _ETHL)NE, —ODORIETHD,

NIS2 5RO SHEBIITZ O MBI DRREERMEEL D o720, F20%, AW CIIen -
T ATREMEAS BN N, ZDTEN, Tincidents | OBEEIZBIL TH A A LS TCHEBZ B,
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LIk~ 7=Z 213, Tincidents |OAEEIZEAL T2V Tl Trisks | OBESIZ BIL THF D FF 2%
Y DLEZHND,

1. 1. 3 NIS2 1BRIZHB TRV 1DBEEZDOLNT

B(EU) 2022/2557 DEIO) TlE, NIS2F55 THOHILTOAIESEFE T H D EL Cleyberrisks |
EOREMMERSIL T,
UL, FEBHTIE, NIS2 550 HClikleyber risks | EDOFEAMEFHSALCL Viaw  (13hod NIS2 4547
DT R 1 (BT ARSI

ZDZEND, F5(EU) 2022/2557 & NIS2 /5L DREIC, Irisks | & UV eyber risks | OREED PNZER
fif R OGBS CBIL Ch &7, BBl MAAET D LD TNDEFR D,

728, VAZOHIZIE, BIRKEEDIHRIE NSRRIV AT LA /R—BED I 5732 N AR A
WEEND,

ZL T, ANBRZRVAZOHIZIX, AT VR (hybrid threats) 72 1 oe 072 &
(antagonistic threats) & BHE T 2HDOHEEND,

TIBD ATV RIS ET TR 2 B3 B9 2V A D I 7k E D E R 22 R
OEPHAREL BRTD NARTRUAZ X, F8457(EU) 2022/2557 O HTEDHILCUOVDIERRED A7
FHmOEFE CHRA - IRE DO xIRESND,

1. 2 Al RTLISEET R ML TUNEBET HRRE

—IZ, SERIZBARITHY, VW W)ed NEIZEDHHENZHARSZR Y AL S AT BHFEL, 2>,
NN EAHREN ARSI BB QD EDMRFED EROOARANFIA (root cause) &1L T
TFELTODIEA, Uik AL AT A, (NI DHIEARATRE Cho LU L) ~ R A N AT
L XDEH (control) DI HRIEANN 7DD T, ICT 7 BAD~ XA NI AEHLD %!
GHNTHY, Fo, — AR ERICIIT ADVAZ B O 7 MEBLE O BRI ThiE
FIxIB4N 725,

OFY, ZOII7RERIZ AN Al VAT AT, FEANLHR FIRSSEO L LTRSS
RETHHDT, FrEDB AR, ZD IR AR Al S AT DL ERZE
WETF DT M5% Al VAT NEMET D140, TOITAEDHETHHIZL T, FRIELT,
THFAE O HAR BTN S TGRS QWD BV EREI T4 L7020, 2% Al S AT D%l
B A TAOEEMEEHEIS D,

728, AKOEERIZBOCYREERIC BHA R Al AT AZBAL, BREESICE > TEAEN
FOLILTNDEEL, ZEDOIIIENMEEL D BRIV Al AT DL OBERIR 55 FNT
R AIHEAT AL, HARASE D HAH R RN Lo TGRS TS (DD BB 25
5) IEHBHfEE7R0, ik Al AT WS D TAOE M HAIS I USA LS A Z 8272
HTHA,
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LRI, ZDEIIREAT D Al & AT WL DB B SR T4 (F3Akics\ ik
NFEDSFRD HAVIUTIE S B T45) & U TR KL TEARY VERIMEE DD D ThHEE1E, R
NI A7 31T 47 A (cybemetics = automaton) &V W) EE TOHA /3 —CTHLIEHTHY
727535, EU O NIS2 Fa i OFHADBEHED BTV TIE, (AT, AR TR0
HRKFE L ALRICH NTA2 D8 WD IR T) FETA /3 —72E5 (non-cyber threats) &1L THFESHL
HRETHA),

NIS2 FEAIZHBW T, BICOHT, A3 —tF 2T 4 D7D N TEIRE (AL | OEHRORS
AR OEIUHARNT — AR CE LS,

AL, Al S AT DOIEEDEE D BHRIC I N TYRT F 1T A S T o "2 D AT REMEIZ B
HE I,

P A=V T DTZDITEAIINADAERL Al DT AT LAOHIEDMEAR D T/EEZEIZ o
TEDIL, BRI DHME RO BTN ED BT B PR FL TS, (AR 7=
DOV A R—BEEDT- D FEe L LTRSS LW it Bk L Bhid DY 27 F721%
Iman-in-Al| & THERBLT REIRFAT OV ANN—BEEDYA1X, BUAFET %, ChatGPT D
FO7RAERR AL SR —E AL LTSN D Ry N A 50D, AN L~ CRELL B
(pseudo-semantics) & 71 0 72 HERR T ALIGCHEAMOMERSN AT, HITHAAEL TV,
LU, NIS2 FE O TIXZDZE~D S K IR0,

F95HZ, NIS2 F801E, FAWIZ, Al DI bV B &Rl 2L TR T, W
FIN I E TR e T DRI 2 3808 FR L U CONES NS ThAO LRI
RETHY, FD I ELTNIS2 FaE D2 DEIBERIR & TH D,

Al ERREZDEARTEO I, — A HA /S —72 [ O—FliL U CEfRES IV QOB R THY
7235, [cyberspace | &V FIERHRD NI AFHEL BRET DHO ML 5 FI T,

Frudz, Teyber | OB, [oyberspace | BURAT BT AE L CHREIIC RS D & THE
72, A B —F "D IR YA =22 F - ZFELAE T B B D7 4 — Ry DEES
LR COYA ST 47 AD—FECHHEFMRL, LDIK 5% ST e L
72 EC, Toyber| OB [eybemetics 17 HIRAT Bl L CEELIET & Th2,

Z LT, EU IZBIFAAH%OFEEL T, Teyber ) D&% [ cyberspace | 2> 5 DYRAE Tl 7a<
[cybemetics |7 HDYRAEEL TIEL EDZ T2 T, NIS2 FEHDFEAEHEZ SEEE Az HL070 4
ASUED FR RS NN E THD,

1. 3 EATHRERVIHEAT —SEBAT—EHEEY SIHADNELE DR

FfE A7 —2% (non-personal data) (ZBIL T, AT —2 LI ANT — 2 ENRAET DU 0% &
b, HHEU)2022/868 (7 —4 #1515 (0T L 152, 3.6.2022, p. 1-44) O HCREE-2 S IEASEIC
TEDHITND, (THRIE D) e IERE ZFRE 2 B8 D,
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BRZ, BEAESNTAANT —% Ch> T DT — 2 &SI A Z L L TR GRR %
EHETBZENHVEDEDERT, BAILSIT-T —Z Th->Th (EAGFEAINEDH ) [E AT
— S LIRICAR 3 S ED D) IR CEETHD,

TR 2VT DG, BB LSIVBAT —%, EALSNTAENT — & R OB kS iz
ENT —2ZE%, —RANZIIE NGRS 22 INZ RR DT — & Tho Th B o i
PR Z o TIE GRS AL, A N—BERD R THHMENE I IEADLEH] (AT
DY EHAAYR IR AR L 72> COBEAIZIT AT 28 LT FV r— g £33 b0 HER])
ERIETDIEN, BHEReiEEa 2 R AL, FFET DO HEAREEI @ F OIS Eh
[RIERI) YA /3 —BhED T DI B/ L L72 > TNAD T, TR BT — 2 LY
FF LSBT —4, EAESITABANT — 2 B OMRAAA S ITAE A T — 50 30) 5 A5k
BISDMETEESNT= T — 2 A2 %0 GDPR (REIEU) 2016/679) O S REE 720155,

ZOMICEEAL, NIS2 854 EL 4 DY A8 — X 2T A DT D EBEZA T, AT — 2%
FEDT- D DI ST CIRES NS _RE T SRR TS BITSL92) X UWHITL(106)24H8),
NIS2 FEEDH 2 555 12 THIE, NIS2 5572354 2002/58/EC, 545 2011/93/EU27 K OMES
2013/40/EU28 A ONZHE(EU) 20222557 OiRZHT 722D TEY, Fio, NIS2 fa7
D 2 55614 T X, NETAR, TGSHERO SRS, a5 &% O CSIRTJIZREL, GDPR
WCHERU TR T T REZEETED TCND, BIB(1IHZ D EORR)H5,

ZDOZEE, VA= FX2 VT A DT DFEFH THRIMANT — X RED 7D DR SEEH Nt
BHNTFEL TUEST-A, MIRD L2050, IREDFAET A ENHED, Fhudz, D
IO BT BT ATHED T DIV 725,

EZAN, GDPRIZEDHIANT — 2R D150 DRTEREREDMERRE OFEFEMN I TSNS B4R
7RG BALTIE, NIS2 FEB D 35 RTED DIGAEFRE, 47 UL 2, NIS2 54
D 35 F&E, AT —ZDIREZ BRI TAOEEIZEEL T, ORI ED TS,

L ZIEER 31 5856 3 I NIS2 FEAI IS N THERRAA THE T DS HERR D& H8%R553 GDPR |2
TEDDABN T — SR 723D DETERERA L ) L CEE OHE K O TOHEE A F2hid &2
EERTED DI HTZT THD BITSL108)ZHR) ,

PLbaEEX 72 BC, BU OEAT — 2R BB MR OBSERAR L OV D L5720k &
DO IEERET 2 AU B, FBRTEASNDEEE, NIS2 FERICEDDFRIENL AR TR
<, HERLEID ENERIO IR ES I, FEESNT-ENIES ORI DT, YIROZE/LN D, &
FEREI D [EIF AR TBo AR ORI EZ SO C, F2 A B B RS DD L1/
HETAEIND,

TPz, ZOFIZBIL T, NIS2 DSRIEA A TODIE T CII AL AER CE 9, 2 COMERRE
DRNT —25EEHIE NIS2 FRBOBIESIAD I E BRI, falm & A
HH T 7O LR C HSARA T D 2V WOV EED WAL T D,
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GDPR %, EU OHHIZ20DC, GDPR OAFAAE 1 B % EHfiE§-5723D121% GDPR ([ZED HE
AT D120 TRV DD THDHH, EU &U’%ﬁkl@%@*&ﬁ%@%ﬁﬁk@dﬁ% (LTI
EU (£ & O B3 2 RIE O EPEHF O BhfE T2 510 /D7a &b R 3 — R BHEL
TWDLEENERDY, DI AL RFIOVEEA TRV, GDPR OIEMIZEIL T
INTHMRTE T VRN ZEITRBTE A,

—Z, BU YEZBEILCIE, BU IAFHET DB (RIETE R ONEIERE) O 2% TR RO IR
TRENBT- DB 1R, D30, G TD EU HEOREETE BU HEORSREESR L2 -
TU% BU Ol 2 Dk ERERRIEID BREENIER O BU OHNFIED A7 2 i et o055 1%
A B CQUODIIFEE T M [EU IEOHFZEE | T,

7238, BAEIZIHW T, FEAGERREE CED HENERIEL BSOS, NIS2 H55
FERT 28572 Wik 7)) LB T2 854 A T3 212D OMERR A 5 /A TUODEIFIFS R,

BRI HAEREIZEVENRARECTHL LT 2L Th, BUEDEATFRREZB R
(TState sponsored attack | (D572 B LDV A S—BEEOLGEIIFA) fHFREF 2T ¢ @71?5?5
DR 2 35220 T3 D128, F121E, EDIO7eFHa RGN O IEME ZBMIEL , 224
PR TR DT80 OFERR, ARG OB T RAMEEL R N,

Ziuwdpz, AAREIZRWTE, BHTOMAERR#EEE 2mUAEL, 720, RER TREOA
HVEIRDHELRANFES R RD, BEREF TR D LI AR TRETHLHLE AN D,

1. 4 NIS2 ¥8SDRIFR I 1Z81+5 NACE Rev. 2 DB

NIS2 FEADBIHEI Cl, NIS2 552 ED S EEYET(R (important entities) Z75s! [ 95728 D
#ELLC NICE Rev2 22 I 2721 OEFTNHHDT, Db D L7 Eamc BIL T
NACE Rev.2 D% 48 B A5, Z Ok BR800 5,

NIS2 ¥55DORIHKIO FCERREIL QB DIE, NACE Rev.2 @ Division 21 & X Division 26 720
L Division 30 T2,

NACE Rev.2 I, HHIEC) No 1893/2006 (0J L 393, 30.12.2006, p. 1-39) (2L > TEDHIL TNV,
NICE Rev.2 DA EY, TRiDEZATAFTTED,

NICE Rev.2: Statistical classification of economic activities in the European Community
https://ec.europa.eu/eurostat/documents/3859598/5902521/KS-RA-07-015-EN.PDF
[2023 411 A 17 HAfER]

NACE Rev.2 ® Division 21 K TR Division 26 72\ ML Division 30 DX H4 2L ->T féhé@%ﬁé
L, NIS2 FEADBIHE T OB IZ L > CRas A e A S0 B4R R rTREIZ
HHOTHY, —EDA AL,
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L7, NACERev.2 ® Division21 K U Division 26 72\ ML Division 30 DIEH A Z L > TORSID
%%‘*Ei I, BLETHE AT ERO AR TS H) IEE 720,

R, BFEITATET Dl 2 DEZEZEN, ZNOOLAFRTF5FNICEs TRESITODED
iﬁfﬂ@m%if\_ TEERITET DD Y TiEeb & )il (identification) DVESEA #ED MBS
b,

?:tt, FDLHT DR 2 A7 EIERAE 2 DOAZEEDERIOY AV FUHAM Tt

L, BERCY AT Dbk e BRI TG D28 T& T, Eo, fAEShA AT T
/Mafﬁ% IHRELCODAL T U NNHDIE RO =D DIEE )% 88583 57 O J5 iz it
FTHIELTERN,

1.5 NIS2 HERIZHBITHEBEETEWEET R OHTITH

B AFET Dl 2 DAEZEZEDO T NIS2 85I DHAELE TR (=F5(EU) 2022/2557 |
B DMZEETAR) 23 NIS2 F5E5 DB C L > ORSNAPEREIRIC L > TS HRE
DEIUNTFEE T 20 E BT DT D ORERIENZ L DR BAL TIE, NIS2 55 Tldes, 55
(EU) 20222557 DHFITEDHILTV D,

FT2, ZOIH7RFEFEP G B ORI (et L CRIMES O REREY A7l Z AL T,
NIS2 F84ClE72<, 8 (EU) 2022/2557 D HCRBESENED HIL TS,

NIS2 FE BV DI TR (=F A (BU) 2022/2557 (231 AZEETR) OB T, NIS 54
TIHIE T O TREN, F55(EU)2022/2557 DHF TR T TORSITS, ZHIUHD R
Z U HR L TR CTArb &, BRI —DWE L/ 2> TINDH, MBIV TIE R 2> T
%o BRI, NIS2 F575 ClI EAEE (A (essential entity) Cl372 EEEHE LA (important entity) DFA
AR BRI AU TS RELEEESE - BT T ZEDVE LR, FEH(EU) 2022/2557 D
HCIEBIRD I AR USIL, WZETETER (critical entity) &L CHdAL TS,

BIFRO T, Leffi7e ZE DI NDD G LIRS, {51 FH D3 Gl 7o HARSEEA7500]
T D72 ORRD T BB - (ldentlﬁer) DEARIRDT, YL TEARL TIRB720,

ZNHORERIZEEL, JL%@;% ZHRUWTIE, NIS2 552 5T 25 E O EPNAICED D
FHDBIFED WA FDTOITIE, NIS2 Fana B HRIS, FRHEU) 20222557 ZHH#ES %
ZEDARR TS,

ZLTC, BEDOFEITIB T, FEH(EU) 20222557 % 928 E O ENIEICED 554
TEEZOIER DT O OAMRIEA RS i - B D0 B3 5,

FEB(BU) 2022/2557 12857C, NIS2 82331 D IEREE IR (=HEA(BU) 20222557 12331F 24
TEIETFEAR) ORI FED BRGH  EEA EENDD3, NIS2 F55 K ORI (EU) 20222557 14, 3=
~ L7235 K (minimum harmonisation) D723 D FARENEL ED H721T THHD T, BRINE S
BN CEERIZE AR —O R I EAED T S D Z LT3 b7 (NIS2 FE 305 5 5k
UER(EU) 20222557 D5 3 55MH),
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L, BIEOHRD L RN A BIHRICE XD L, IEFROFHR MBI TH, SERkEIZ
BIDFEEEOER, BE L OSBTIZBELTH, BICRERZESEIEDN AT D AIREMED 2 E
IXEZ20N,

TR, HOREROBEFERIZTITEDE, BEERY W E R IAEO R D
FHLAEL TEOREWROREEEW A1 TO 28T, 1D TIafvaZ & TdD,

Fz, FHROMEIZ IO TET T, AAEORGFECR L O PEEBCROMIEIZFRB T,
ZLTC, AAREDE A DEFEEDIERESY, 7 2—7 AU = AR ONEREF =207 A ORI
BUWTh, BEOEDV D7 LY AAREDRHED FEZRHE FFETHLHR, RMEEZAEAL
LCD A% ORERKED ENEE AR BEE D72 80 ORSE AR e S5 b 3 > Silkc
DM D,

Y bEZBsEZ 72 BT, BAREOREDO T T NIS2 551281 D5 TIA (=145 (EL)
2022/2557 | ZFF AMZEEFR) B OV NIS2 F551 2361 2 BB AR CaES SR RD 3E
HEEEL THDLE, HARED EEFEEONOZHDS, U, BRI NIS2 fEH 0%
T TNBE WO EE B TEDHTH A,

XY EARAIZIE, BU O ATE=ETHD BARENIC 2205065 AARET, FilziE,
NIS2 55D 26 2555 3 TAMR OV 27 5556 2 THEFAEL COZEL TR E D EIPEI IO,
NIS2 {585 ED DI RETEOHIE LI TOHIER ST, 70, WSO FHEAIZELITI2D,

1. 6 NIS2 fERDEXHIZHSHRACFDRRE

NIS2 8H DS CREERR) 121 (28 bt S SRR 456D ) BB Vet s Rbi5, A58
BIT2D T2 N EEEO N A EITLET D,

ENODETIES A NSRRI Y T HEINE BI85, ITED FHiaEC EU
B ECAESNDE D IERES (corrigendum) (2> CUO T NETIESNAZ LT/ D L TAES LD
23, Eur-lex |C 2023 A5 11 A 27 HORRSIZERY CTHER CET-#PHNTIE, NIS2 F5HDJFL
(CRRERRO L S A IERARI TARS UL VL,

LD, ZOBBFFRZBNTUE, BELFEOHLEANBL, W EERL, F20E, Earl)m

OFFETIRETDHZECUIN, FRIEE T S UCEL T, IBERERCBWTREELE
HIA | OECEBIN IR Dzl U,

12
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. BERERUCHITHEA S

ZDOBEFRTIEBTE, NIS2 FEH DRI (recital) , 5 (articles) & OBk (Annex) D23 7RH
L=

ZOBERICBN TR AE RN T D8I U, 12721, B FoR T 02 E G
H153 CRACIIEPD I BIL T, JRSCERZIIAR DR RIS LTS,

ZOBEPE, HETH NIS2 FESDOFAV2FIER TH D, ARGR THREER THR Y,
ZOBERIL, BRI DMFER A K328, CTho, Ik, BT A RO T-fERE
L TUBIET REEDE R ALIEEL, ZORESIZIRWT, SGRTHEEERR T &L E iR
?ﬂ‘éo

ZEROFRNERL TUIFRIE L TERRE T2 EE LI, EFRO FETIE AAFE 20T
EEMZBEL T, PTeaf5 EaRE LT,

ZOBERITGRIFI, BERPICHHINE L, 2 THETHS, R AERIOZBHE)S
TR AU S REEFTORR O BN WA ES A E PN L T, MBI T, [
EZARERICB W THEEL - FE | O CRiE Iz 52 82Uz,

AT SEEML, SO S (point)DFRFA AR LT, B121Z, Tpoint(a) )i L[ Fi(a) 51T
HON, 115 1 2B, (@) &Kt pziicliz,

ZDOZEFNT, Burlex DT —H YRR 7L YRR LT,

13
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3. SERRICBLTREL-HR

ZOBERT NIS2 F55DEFERETII VDT, ZNHDEITOETE T A2 LI T, 4
BV R N D A w2 a5 N Bl S G110 gl A =) o e N R

CITIE, FHTEBHIZINZ 72U ERRARCIIZRY VRS VD SRS & S T NI LT, Z
DBEFRIEI W TR L FEE AL T D,

ok ok

& ish), NIS2 F550H 7 5555 1 H(g) LUV 13 555 5 I3 IRV R &) 5,
fEme L C, NIS2 F85 D RIL30)D HiZdh% Irisks, cyber threats, and incidents | E O &R, [cyber
risks, threats and incidents | DFEEC T D,

[RIERIZ, NIS2 55D 5 7 456 1 TH(g)l, Ton risks, cyber threats, and incidents as well as on non-
cyber risks, threats and incidents | & &8 TV VD, ZOEHTH £, AL OEMRGROWT NS
FRETLUCTAThH, BABDNTRREE CThD, IELVIUL, Ton cyber risks, threats and incidents as well as
on non-cyber risks, threats and incidents | Té» 5,

NIS2 F55 DTGB UG 7 4556 1 TH(g)lZ, cyber risks, threats and incidents | & non-cyber risks,
threats and incidents | £3XH 72> T-E&E U CTIFAEL QD EBMIF RIREZ R ST T DDMIELLY,
FEIZ, NIS2 F5DH 13 256 5 TUZBRERORD 2 8D,

ZOBEFUTIHBOTUEL, NIS2 F8BDRILB0), 557 565 1 B(g) MOV 13 &5 5 HOWT T
BALCH, oD NIS2 FRBDE 7 546 | T(@D 77U ARBRE IEAL L TR D28, &
PRI 72 ECRRT 22812 U,

72720, IR IFCC T 2 DINAROL O LU CERL 7= N2 R QOB Z 85D T,
LA TERTO SCFA KA CIIRL, #lil I CED U,

NIS2 H55DRISLAS)DE; 2 LD HZd 5 [with the national computer security incident response teams
or competent authorities of third countries | &I, Iwith the computer security incident response
teams or competent authorities of third countries | 7= {3 Iwith the domestic computer security incident
response teams or competent authorities of third countries | OFAFLEAFSI LD,

EU {EIZRW T, J8#, Inational |13, EU ORI OSHRSFEOBHRIZISW TIMEER THD
HERKEID EIPIRERA K OEPH RS CThHoZ ez d 7ol fisng,

URLE —EDERER £ I EFRE S ThH IO Yra 4, HEoENME ChHHZLE
AT ErA1ZiX [ domestic 1A 357>, Tnational |2 HL 72\ LT D8I TR 50200 T
NTHD,

ZTHTh, EREZRCEFEAE O LG EAEIRE, RrEDEDESABILISN I L E SR M
TELZR O DDIGIRDZ L2 DT, (D7a ELFREIINCIE) Mz E D EF M S IRS72V O [E SRS
LRI %721 Tnational | &V HERE WD LD TR0,

I FUNT, 1 LD EZHDESEZE 07 AV ERIEDS AT OFNZZ, H4ED
BEBALTHITOBBAL D I 2O B TH D, BlIAIE, 7TAUBERE DM OIS, HFRE

14
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HFT GEAGKIRIX SR T2 E) ENEHIFTEN OHFL QWD EZARBY, F-, BIED
EMBEDORERDIHFL CNDBEZANGD, LvL, FilziE, BNLOETH T, V)b ERE
FITHEGES LBV EZRBO T, SiZEDOMBILAMEEL 2,
ZDINELEDEBALINMAEL 2 W EEITRIRIO ML 72 DT, [national | &V OREES A
Plieh, W, ZDOIHRENIOEZ THAHIZH 15T Tnational | Clzaw WEHHEREINHFL
557 %5 E 3 % Inational | DEESEF 22813, EFSBIEOBLELT UL, HrLHLD
[ElDEZ THeA S E £ TR T 52 L L b 720150100 TRALRRERE Th DL DHEHIZFRE)
VEVAAN

THERICRTEE, 2510 4556 7 B OV 8 THO [third countries’ national computer security incident
response teams || Z 75315, T35 Inational |13, £ CRERE CH D,

ZOBERITENTL, LLEDIINELTZ EC, NIS2 FESORISIES)ES 10 556 7 HEOE
8 THA T HEART D& LT,

72120, AR IFOC T B DINEDL O LU THIRLI-INAE L QWD ZEIZRDD T,
AT OSCFAIRETERRL, @l &AL,

NIS2 F55DHITL(T6)DHF; 1 STHIZEH5 [the operational capabilities of the CSIRTs | D&, [the
level of operational capabilities of the CSIRTs | DORARED—FEEE 2 HILD,
72120, ZOBERTIB UL, FOOEERET DL,

NIS2 85D (78) D 3 SLHIZE% [systemic analysis | D&Y, [systematic analysis | OOFERE T
2 RIREMED RV Y,

72121, ZOSEFRTBTE, FEL F ¥ Isystemic analysis | % [2 A7 07 54T SiRET 5 2L
WZU7z,

Z DT [systematic analysis | DRRGE ChDHEMFIRL 7 ECHEIICIRITT D&, SRV
GIHTIEVIRRITIR D,

NIS2 $55D(78) D5 3 SCHHIZ 5 taking into account the human factor | [the human factor |7 H
WU, IR, SNS 2529 L7441 (fake information) D KR A ABEEZ DI TAD & E
LRSS,

7235, NIS2 FEHDECHTIE, systemic) SOFHT, 55 2 4555 2 TH()IZH5\ v Cldisruption of the
service provided by the entity could induce a significant systemic risk |& L CEHSILTNDZTTH
By ZOH 2 44 2 T F51F 5 systemic risk |0 FAFIEIRIL A I LT lsystemic
risk ) IZBIL TU, FEUT, HANEU)2022/2065 (720 H—E A1) (OJ L 277, 27.10.2022, p. 1-
102) DI ZHDBBERI G EN TN,

NIS2 FEH DRI LV 21 555 5 THDOFZ&H % Imanaged security service providers, providers
of online market places | & D& P, FRFCICEANFERR L THLHER DD, ELWIUT,
Imanaged security service providers, as well as providers of online marketplaces | T2,

ZOBERIBNTL, WTIOEFTIZ L THEO EERET DL

NIS2 FEHDHIL(95)DE 1 3L [thereby building on the knowledge and skills already acquired under

15
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Directive (EU) 2018/1972 | D31, 9512, NIS2 Fa5 0D B SEARERIEDENIEE LT
AL CENE LT 2B, MO E -EEEESEU) 2018/1972 OBSEHATEAEREDENEE
LT%ZWLTIW/H LB qq%m_;@%@m)@%ﬁ TR AR A S L & THY,
ZDTDIZ, BN E A B EHES(EU) 2018/1972 D FEED BN - EHEREI I\ TEIRS -8
FIRESEA BB T RETEDIBARLI TN,
BMNAELL TUIZ DL EEBRARDLTHY, DI CTERTHIELRHLIZN,
FERmE LT, EARET DL U, FDT8, ZOBEROR LD EETIIIEFEITHON VI HE
D,

NIS2 $EHORILO6)DH; 2 T, FNea/a L ThHURESND, ZOZHEFUITIHBNTIL, GHHY
727N 9 g QY= 7 s N e B
NIS2 FEHDHITL(96)DHF; 3 3L lincreasing the likelihood of incidents involving the exploitation of
personal data, and, by extension, the security of network and information systems | D &P, RNTEE
IR3CTHLATREMELH L, BHNIFIRT D& UL, ZOBRELLTUE, Tavi 7 D8%E
Z D) DFEDYAN—BE I, EBRL G A GHEL TATISEDRELTATFL
TN T — 42 (B RERERED T8O DA 5P IH A= — R CEHEHG D AR BT L) %
BHL, COEANT =257V T T AT NETDRIOYA SO IEHENRT 72 2% FATL, T
BT — 2232282 dW, SER77R0 EUCHIIT D&, JVEERIERS AT LD
HERRT 7 E ANEHET p LN TE DN\ ST LR LA IRARTNDIZ A EEZ HIVD,
ZDEIRHAT DBEET e ADFAND B, HRHEAT —2 DEHER AT Th DY,
FDNENT — 2% & DNEW AT WA REL CEDENT — 2 HMEHIS LD B
TIE, ARIBAIFER ChDIET DOIENT — 5 Ll WERED SIS AL, KOS 7R A/ — 8
ISP CLEIZ &0,
NIS2 FERDRIL(96)D Il E— A RGBS AU NEB 2 DD & AL TIRY, BHiFEAS
Bo TUIIRNIPB LIRS, TNHO Rz B2 BT, IPA (ISZATEGE NI HALEEHEE
B w27 e 2 — AN A =2 7717 O-CSIP)JEMRI [2023 47 H~9
H11Q023 411 A 9 R)3BBITeD,
PLED IS5 A EZ T2 BT, BISUO6)DFIZH D00 W ERTIZBEIL T, GERRICE
AR HZEITL,

NIS2 FEADRIU(112)DH 1 SLOH 8% [the preamble of Regulation (EU) 2016/679 | D &AL,

700 Z 5T SCThD, IR, (the recital (14) of Regulation (EU) 2016/679 | T4,
—Z, BU IEIZERW T, B0 E recital | 'THY, [preamble | TIE7RV Y, ZALESHRAYIZ, Council

of Europe (CoE)D K (EERIHE) 123U TS, —f%IZ, B3 preamble | THY, rreCItaU NS EYS

v \

72720, BAGEROERBREL TUXEHHDOYE TR0 BAGEE725D T, NIS2 5 5OHIL

(112)D%F 1 SIOHIZHHFENE, HAGEORR U IFEE 52720,

NIS2 FE5 D5 3 555 3 THD [at least every two years thereafter | ~ D& 285 [thereafter |13, #LH
H OFEARIUE/ 2D Z DR TILED HAL T VWD T, FALD—FETHD FIREMD 5,
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72720, ZOZEBFRZBN T, JFELE BRI A2 82,

NIS2 $85 D5 9 456 5 T 1 SUTIE, NIS2 F55 00 3 5545 3 TEL RO N ET D,
72170, ZOBERICBOTL, FEBIGRET 528U,

NIS2 F55 D 15 555 3 THK) D235 [where necessary, request guidance in that regard | & D&
1%, Twhere necessary, to request guidance in that regard | DFREEE OIS,
ZOBEFRIBTUL, AR 72 ECRIETHZbic U,

NIS2 8D 16 555 3 TA(c)DHIZ&H D and propose possible mitigation measures | D T,
land to propose possible mitigation measures | DFERLEEOILD,
ZOBERTIBTE, BEFTERL 72 LTI 228U,

NIS2 55D 16 555 3 TH(d)DHZ8% Tand support decision-making at political level | &DEFT
1%, land to support decision-making at political level | DREREEEIOILD,
ZOBERIBTUL, AN 72 ECIRIET 528Uz,

NIS2 FEH D 19 5555 5 THES 1 SXOHIZH D and provide that self-assessment | DT Y, [and
provide the results of that self-assessment | DFHFLE EAOILD,
ZOBBFRTBNTUL, AR E TR 5282,

NIS2 FERDH 23 5465 4 BUF 1 FIFADAHE K Na)~(d) D53 &(e)DihsrE DRINITSTE Eo
Wra 3V, iz Ck7e > TV,

Ak, (@)DEMNE, @) ~(d)DIEr LIS CTIEeL, HED I HEL L CHAATNSRE L
FIRNDORIEE L THRRE NS RESLTHD, ()DL, BIEDEEDIAIZLVBIHED I H70
BRI 2> TLEATCTH S ATREML B D,

ZOBERITBN T, SEICHIRL - ECRRIET 228U, 7088, AAGE SO S
LORMEND, FSTOIN AR 2R T B2 DIRERODOFRCE 72> T,

NIS2 55D 23 555 6 THES 3 LD HI 2% [preserve the entity’s security and commercial interests
as well as the confidentiality of the information provided | =D&, [protect the entity’s security and
commercial interests as well as preserve the confidentiality of the information provided | DFRCD—FiHE
Bois (5 2 545 13 M),

727120, ZOZEFRZBW UL, FOFERHT D282,

NIS2 FEH D 26 5545 1 TH(b)DH 285 [managed security service providers, as well as providers of
online marketplaces | & @ {4 FT 1%, ['managed security service providers, or providers of online
marketplaces | DREFCE OIS HITSU(116)2 1),

727120, ZOZFFRTBW UL, FXOFERHTHZ81ZLT,
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NISZ ?'Elﬁ D 27 555 2 TA(d) D285 [entity and, where applicable, its representative | & DR
SR ®D, ZOFEETIELW IS LAV, #2103, lentity and, where applicable, of its

represen‘rativeJ DIESLIANELNTTHD) 3 LR (5 27 555 2 H(c) . 2D E B LD

B TH>THEOEETEWNIED, Wiy, BIANTBHEDIH72 (55 27 5455 2 TH(OLITI2D)

LELUTZ AR IS ES IR,

ZOBERTIL, HA ML EBRMAFHIL7- T, lentity and, where applicable, of its representative |

DEILIAELNILTHY, FARLO—FETHLLMEL, TDOINTRET DI LU,

NISZ FRBOH 30 -ITiE, NIS2 F85DH 30 SR/ICHH 7 ()L [RIERDRRDFAET 5 ]
REMEDRM S ESIR,
f:f:‘L, ZOBERIZBNTUL, FXOFEFRHT DU,

NIS2 55 32 4546 10 T 2 LD 28 % [pursuant to Article 31 of Regulation (EU) 2022/2554.
with this Directive | D &I, BEIZ, Tpursuant to Article 31 of Regulation (EU) 2022/2554 with this
Directive | DREFC CTHD,

ZOBEFRIBTUL, ZOINMRUT ECIRET D4,

NIS2 ?'Elﬁ D 33 55 4 D H1 28 % [Member States shall ensure that the competent authorities |
&P X, 'Member States shall ensure that their competent authorities | DRRGEC CIIZRL VEEZ 5

ﬁ/LZDo

72120, ZOBERTIBV UL, FOOEERET D81,

NIS2 F85 D5 33 555 6 TS 2 LD HIZ& % [pursuant to Article 31 of Regulation (EU) 2022/2554.
with this Directive | EO &I, BIEIZ, lpursuant to Article 31 of Regulation (EU) 2022/2554 with this
Directive | DREFL CToHD,

ZOBBFRIZBWUL, ZOINRLI TR D282,

NIS2 $55 D 35 2555 3 THIX, Noe7a U ThA REMER S D,
ZOBBRZEBNTUL, AERITHIRU- BT, WEERT AL,
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4. BREEICEEY SR RAYRNEA
Common Vulnerabilities and Exposures

[CVE | LIRS 41% [ Common Vulnerabilities and Exposures |\ B Tl T@lfatEis 11 &0
FRBTERL QDL THDN, Tand Exposures |1 E, EDIH7MAENDELL L Th [EkA11-)
LR ZEDTER Y,

ZOBEBFRIZBTUL, FERCTHLEORARET 578, ERE FHIET DL O SEFRIER
DIATFEHZHEN, [Common Vulnerabilities and Exposures |2 [ Mm@ ifagam & OMash | ERT 28
U7z,

Systemic risks

—IZ, Tsystemic risks )i, 4r%UAZ ISERATIAT DR, HIRE F2 I TGRS AT L2721 Tl
72, BREMEDOHAMORERE, FIE E 1T TEHRS AT AL Th REIR AL M S 8558
AR OUARY DL h BN 5,

BRI Z B\ CHEYVRFRGEDN 475700,

ZDT, ZOBBFRIZEBN T, systemic risks |7 [V AT Iy PV AY |EH 5 71T 2K d HE
U7z, DU BUWGEREEDFAET DL XY, ZTOFRGEIILORETHD,

Constituency
[constituency 1, —MPNZIE, EEEX LV IOIEHED D,

L72>L, CSIRT MO D3E#E B35 SUIRIZ VT, Tconstituency | 236 it 227 ¢
P —ERAOKFAI2 =T DT EEFFT (RFC 2350 - Expectations for Computer Security Incident
Response, 1998 231,

ZOGEDAI2=T 4 LT, IS EOBELEURETRIOGEIZEY, FFED CSIRT H3ED¥EH
DRGEL TCNDHSAITEEN AT (RPEDT TBREES, 1TEX, B2, ZoatkRs, Iroepkss, 1k
FASE) D LA 5L, IREREREZ S OB T, — B COaIa =T 1LV EWE
72720, BEED CSIRT 1, #3550 [constituency 124 H 155,

BEED CSIRT 1%, %5% CSIRT OHFED [constituent | TdH% [community || 23U N CTRAEL =AY
7 NMZBAL TERERNNT R EEE 973, Y% CSIRT O lconstituent] Tl3720 M community |
ZBUWTIAELTEA L T U NEBIL T, (THOHERIB FH B2,

ZIudz, fElx D CSIRT OZEFHTIZT T, IR CRAEL QDAL T U MR
MRS DIENDBHAL T NI U CHINEEN T 528, ZbEb AR e E
Thb,

—fRT, RO AELRTAUR R DR KB 2 A S — X 2 U T DAL T U hedD
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BRICISU VT, FIREZRIRN 22< D CSIRT D A AT R DIAEED D D,

EZAD, BUIZH T, BU ZA#ACT DIRKERE AVE AN IO FHEEZE THY, F7-, CSIRT
VA & ORERRIEIDFAY 2 D SirE 2 TSRS 7 TRk 72> T VD,

FDZEND, BU (BT, RO KBUE 2 AN —EX 2T 4 DA T U NN ER R
KT DT80 DTG U HEZ (preparedness) 2 FE 2 572D (21E, THENORERLED [EZ T
# Gurisdiction) & #A% 7= IO HHEL f HAC S ZHE 725,

NIS2 FE51, EDIH72EMTO CSIRT )RS0 LAFHRAT DA ORI FRLL
THY, TIEFELT D200 FRMEEL L K ORERREL -~V 0) BARRY 2 FEZ ED T
2o

CSIRT KOV DL EET2 RIZ 33175 [constituency | D TERRIZAAEL 72\ E i,
77, BAEZRNTD, (=7 4O /M7 EZERE) CSIRT OIFEITHE A &%
DEISFUTU RN, Teonstituency |2 Hfifil 2 2 71 73503 B D20 2 O REf#E T o il
MWRd D,

PLEDRE AR EZ 72 1 C, ZOBEFRTIBTUL, [constituency |4 TR 2 =7 ¢ | EERT
HZEITUTZ,

Handover

Mhandover i3, —fBHEREL TOITIR, —ARAVRIEBABEDOITIR, A2 27 MR D EEERIS
DINROFEE LD, FeDEWah o,

—fRIREE LTI, AT 7 O8% G, FEFIZZARROT, Thandover] W VDFEZ VD H D
FKHE DO ERZFZRITEELLRWEEWRAEE CE T, ZOEMWIIRST 2 AAGEEfMEE T 5
TEHTERY,

— AR HoE(EDO STIRTIE, Thandover 13, 1 H0ER(EDT-30 DIEE RO IOIEZ |V WOE
HeCEHENAZERZN,

AT U NCRT D BERIED SR TN, A>T 2 MNEEEST ST — 2 (Incident Response Team)
MNHAL T o NEEET— A (Incident Management Team) ~0 432D [5 [HEX | LW ERT
FEHESNADZED DD, AT VNEEIHNT — LY F%A L T MR EARO DI, Ted]D
FRFE72 1T LS CU % (ENISA @ [Nincident response team | D EFESHH)

NIS2 FE D 11 4255 1 TH(c)? Thandover | DEMRNAIE, M3 Lb —FRAIECHL LIS\
UWNEDDY, 732, NIS2 FaBMEEL CODAERIEIND YA/ —tF 2 U7 kDAL —
FLTUNVRWD TRV N EEED DR 7RV I Tl

LML, ZOSEFRZBNTIE, E0bx T, WHEOBFHIEN, AT U NEEIGT — A0
DALY T U NEHT — DD SO [ [JRE | LV EIRICEMEL , OISR 528
Izl
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Landscape

Mandscape )i, —XANZIE, JESERSC SEIX E 1L EE EOVERIX O IS 7ain A7 ~3 X, £
721 %@J@&*ﬁ%&r@“lﬁb%f@% Ry PSR NS SVAS N el e S X NS AN E 1 =<0
ZEEFET, AN, B E IR MER LRSS,

JRGRIERC XN L, KEDHD LIRS, B20E, TR I O D BAZE (1500~
1600 44X 13, W AU 2RO ERTEDMEIL QD E DT TR, E VAT DA
TEL A CGEEITHINUTIY, AR EEE DAL Q1 D, —IIS, BARENICHIFL
TODA XTI ORE X, AT DI AERRAEREE L > TODIENZ,

SME DRI ER O HIZH 2 BAEFIE LT, BilxX, ©—T /L7 V=—%/L (Pieter Bruegel)
[/ 3~ D EE] (1500 AE4R) 23 [FIREOHERRERER L > QD ERHIl CE D,

47‘4/*‘—15@0)3:}1)[? IBRET D, ZO B OFEN L ERE, B [ SARYHYE THD,
ERHIHREOX G L, BIEETORED LR TlI7eL, xu“%sﬂﬁﬂ&t FRIEEHR (REE)

%Kﬂmbtiféﬁfééﬂfdﬂf\—Iizékf%_r%@&;éﬁ*m&pé

DI RN E, TR RCERE LT | DRBRICIEDZ 70, BESRO RIS [FlR

WIS BIEL , KON AR IREA L 7D O BB TREFHLRIREIC 35, £ D57 8%

TR X DBIERL BEA S IR T D282, RIS, AU Gk O

HAERO) Bz FIRA O NA I D,

NIS2 FE 2BV T, BERe> TENISA Threat Landscape 2023 | O FEBIZH RHNHE R0,
Mandscape i3, GY8r72RKELL TD) Rl THD,

L, 2 TOEFMIREL CIEEL ERT &, B LT 2o TLE LV RS D, —IZ,
SRR KB BL L, OISRV THIBROEE) 5D,

ZIT, ZOBEFRITBUTIE, G472 B C lNandscape ) 28 VWS IV T A EHTIZBIL Tl
[ EIEARL, {5, Nandscape | D FZERY 2B IA v _&ET2 LM LT AT BIL Qi 2R
197 % P = 7 N 7 Nl O

Critical entity

lcritical entity )i, TERENEFAR) E7I L TVZAIEFR] SFRLESD,

L)L, NIS2 FEBIZIU T, F55(EU) 2022/2557 O [critical entity | & NIS2 54500 [important entities |

k%‘:ﬁ%ﬂﬁéz ENRHHIE, ZLT, FEH(EU) 20222557 (28T, TFEU O 114 S0
FAPHNI T8 D BB A S IRERE 7 IR R BN DHERF D T2 8O | LW 7B 2 H—E A (essential service)

%ﬁﬁ@%/fﬂdsa FHDEL Tleritical entity |23 HODILTWADZEDND, ZOSEFRIZIB N
T, H8B(BU) 20222557 (ZED 5 leritical entity| DI EZHETHA i, TIEER EFR92

Ll
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5. BESER

NIS 55 (EU) 2016/1148 DEEFR-FHRTIUE, HEEIEHHES 6 25 6 5 467~548 HIZHD,
FEH(EU) 20222557 DBBF L, 1ELTHFHMES 8 B4 5 207~304 HIZHD,

BIHIEU) 2019/881 (HA /83— F=UT 1K) DB EFR UG THUT, HELEHHEE 4248 =5 16~86
HIZHD, T84 2013/40/EU OZEFR-UGTHRIE, IECEHMES 2 4 8 5 164~185 EIZH D,

HIRI (BU) 2016/679 (— %7 —#LRGEHIRI) OZBFR-FETIIE, 154 r%&%;% 3&5 5 1~114
HIZH D, HHIEU)2018/1725 OZEFRIL, IEEEWRHMEE 4 B 1 5 1~81 HIIHD, 85
2002/58/EC DBEFR-UGTIII S, TEETEHHES 2 5 5 75 158~187 HIZHD,

A FRAIEU) No 9102014 DBEF L, {ELTEHMEE 2 24 10 5 147~196 HIZHD,
HHIEU)2022/868 (7~ —4#EIR1E) DBBFL, IELIFRYERS 8 &3 5 1~130 HIZHD,

FHAEU) 2021/694 DZEFRL, LIRS 6 8 1 B 1~104 HIZHD,
KM EE T IB(E 1A H(EU) 2018/1972 DBHFRIE, IEL MRS 4 52 5 1~212 HIZHD,

545 2011/24/EU OZE7R L, 1EETEHHEE 3 25 6 5 133~168 EHIZHD, ITS F545 2010/40/EU
DBEFNL, IELIEHHEE 2 59 5 27~47 HIZHD,

T 7RAE [FE4S 200031/EC OZBFRIL, 1EETHHHES 3 5 1 5 110~141 EHIZhD, HHEU)
2022/ 2065 (7 A NAR—ERIK) OBEFU T, EEFHMEE 8 &2 5 1~299 HIZHD,
St HRIEU) No 6002014 (MiFIR) DZE5RIY, (L IEHRMES 3 & 3 B 1~79 HIZH
%, ArtpESh TR 2014/65/EU (MIFID I DZEFRIT, {EE TGS 3 &3 B 1~175 HiZbh
%y OTC TV3T 47 HHHIEU) No 648/2012 DBEF L, L EHMEE 3 % 8 5 1~96 HIZH
2o

BA(EU) 2015/1535 OSBRI, ELEHHES 3 B 7 5 1~20 EIZHD,

HAIEU) No 1822011 DBEFTL, EEIFHMEE3 % 5 5 168~179 HIZhD,

ZOZEROBIEFABAL, FERMAR MR ST v 2) OB )EA5T,

*x 3k ok
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R 2D LBEBDELLRILDY A1 —EX 2T D= DILEIZEET 3,
FEI(EU) No 9102014 RUHER(EU) 2018/1972 ZBUEL, HUI,
FER(EU) 2016/1148 £BELLT B
Rrisa R PIEESD 2022 £ 12 A 14 BOIRH(EU) 2022/2555(NIS2 I8

DIRECTIVE (EU) 2022/2555 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 14 December 2022 on measures for a high common level of cybersecurity across the Union,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (NIS 2 Directive)

(EEA | HENDIESD)
(Text with EEA relevance)

RN IM&UDU MEAOBEF L
RRPMsE S OREREIZ BE 95555, k@zb VF, ZDF 114 SR,
@(’J‘l‘léﬁ%ﬁ)E@iﬁm ZHETR,
SEZ A ENRRI AT U4,
R HRgRe T R L,
RN AT B SO B R BT,
iﬁ*@EAﬁﬁﬁ%ﬁﬁﬂ&sz?ﬁ
T OONETFRU > TRl

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Central Bank (),

Having regard to the opinion of the European Economic and Social Committee ),

After consulting the Committee of the Regions,

Acting in accordance with the ordinary legislative procedure ©,

Whereas:

1 01C233,16.6.2022, p. 22.

2 0J C286,16.7.2021, p. 170.

¥ WG 2022 4 11 A 10 AART O (B AARER) K OBEFR0D 2022 48 11 A 28 AFRTRGE
Position of the European Parliament of 10 November 2022 (not yet published in the Official Journal) and decision
of the Council of 28 November 2022.
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(1) FRMES N OHHEEOIESEU) 2016/11484 %, BRIMEE SO YA /S —tF 2T 1D FEHFE
TIEAEEA DL, B2 DR PN B W THD Y —E AR 72D IS D R b
T — 2 e OGRS AT DT D& R 528, WS, A7 U NIERLUIZSEI
ZDIHI Y — ADOMGH AT 5L, ZLC, BN ED B 2T Bl KO, BX
INEE DGR A LEDDO I B BT DN LT,

Directive (EU) 2016/1148 of the European Parliament and the Council® aimed to build cybersecurity
capabilities across the Union, mitigate threats to network and information systems used to provide
essential services in key sectors and ensure the continuity of such services when facing incidents, thus
contributing to the Union’s security and to the effective functioning of its economy and society.

(2) FEH(EU) 2016/1148 DIFEZNDH%, RINES DA/ S—[EHE DL~V D[h) FICI I RE At
W1, [AFESO FIELORETIE, FFESS, RSN YA/ S —t %207 1~ DAk
OIEFIZEDT 7 a—F O DAL, BB H1EE KESEZ DI DIEZEH\NT
WDEVIZEEIRUTE, [EHESTE, b —27 R ONEHRS AT AOP5HEZ BE 95 [E NI 248
FL, ENOFEREE AT HZLICLY, Z U TUED AL 7T 2 ORERIENZ X > THIE
SITEERICH L CEASNAIES EOREE FEET 228128, R hT—7 R OMEH A
T LOBE BT D IEPWEH A% 55D 2 LA R LT, FE(EU) 2016/1148 1, 117 71—
T EENTE 2 —H XU T AT T U NRIET — DR NI — I D E A8 C, BRIME
ALV OWINTH BT, ZHUSDERS M- DIZb b n 3, $55(EU) 2016/1148 D FLE
LOFERIL, BUED YA/ 3—tF 2T A DOMFREEI OFAEL D 2o A/ \—tEF a7
DORFRE U CRFEA DN EIIN LT D AT BEAA D K AL D2 AL L
72

Since the entry into force of Directive (EU) 2016/1148, significant progress has been made in increasing
the Union’s level of cyber resilience. The review of that Directive has shown that it has served as a catalyst
for the institutional and regulatory approach to cybersecurity in the Union, paving the way for a significant
change in mind-set. That Directive has ensured the completion of national frameworks on the security of
network and information systems by establishing national strategies on security of network and
information systems and establishing national capabilities and by implementing regulatory measures
covering essential infrastructures and entities identified by each Member State. Directive (EU)2016/1148
has also contributed to cooperation at Union level through the establishment of the Cooperation Group
and the network of national computer security incident response teams. Notwithstanding those
achievements, the review of Directive (EU) 2016/1148 has revealed inherent shortcomings that prevent
it from addressing effectively current and emerging cybersecurity challenges.

4 RSB T2 00y NI — 2 RONEHRS AT LOILED SN AL~ DEF 2D T4 D7D OFSEIC
BE9- 2RI S O 2016 47 H 6 HOFES(EU) 2016/1148 (OJ L 194, 19.7.2016, p. 1).
Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 conceming measures for
a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).

24



©)

4

e TERMEE 8 & 45 (20234412 H)

F NI —7 R OEHRS AT M, EBTEz 5580w 86, tHadtidie T V2 VA LR A
PRI, H A OAIEDOHLERDIHEI IR LT, ZOREIT, £ COMEKEIZIST 5
IEPEDBDY, FREES VDD B2 ki BR T D8 /e i i e b 7= 59 A S — 72
DFBIDPREELZ LT o T2, AT U hOE, TRAE, 1hibs, B O, HIRL
TEY, 130, Xy T —7 R ONERS AT LOBR KR 2 ER BB AL TOVD, fEF
ELTC, AT T N, BINTEHZ T DR FEEID A T2 16T, G HERA TS, R
FOEHEEER, 2L T, RINEHEORE AR EN B E LRSS, Tz, 54 H,
SNTISROME ER I L~ T, A=t 2 )T DO UAHRESAL T, 7o ThRWEE
VDD ETR>TND, BT, ZEOBEERINEST, FAN—EX2V T, TUXLVE
DR NS DT D, ZUT, T VAU I DREAR, FERH R ONRR eFRsE 42
THIFNAET o7 8D DS 72D B R LR THD,

Network and information systems have developed into a central feature of everyday life with the speedy
digital transformation and interconnectedness of society, including in cross-border exchanges. That
development has led to an expansion of the cyber threat landscape, bringing about new challenges, which
require adapted, coordinated and innovative responses in all Member States. The number, magnitude,
sophistication, frequency and impact of incidents are increasing, and present a major threat to the
functioning of network and information systems. As a result, incidents can impede the pursuit of
economic activities in the internal market, generate financial loss, undermine user confidence and cause
major damage to the Union’s economy and society. Cybersecurity preparedness and effectiveness are
therefore now more essential than ever to the proper functioning of the internal market. Moreover,
cybersecurity is a key enabler for many critical sectors to successfully embrace the digital transformation
and to fully grasp the economic, social and sustainable benefits of digitalisation.

FER(EU) 2016/1148 OyEA: EOFRMUE, BRMESOMHEEIZ BT 5540 (TFEU) O 114 57--
770 FIZeD B9V, EPHLEZ LS D70 O EZ YT A Z L L AN TR RE L
B Chd, BN HEE L —E RAAR T D IR AR TR A C B R Bl 2 T D1k
FIRH L TREND T A= F 20T OB, BHOZ AT, BHOFEIS DL~V K&
OB TFHEDEIZ I T, MERTTRELE 2> TWD, TNODEEE, MINR7ea A e
o, F e, EREA R TS EI T —E AR A IE IR L CTIRERE <O, &
DIERRIENZ L CGRENADEL: T o C, BIDOHERRIEIZ L > RSN D EFL TR0 D B, &
721Z, BIOREREIC Lo CRENAD B LA 52 LS X DB, ED I 7 EE A8z 5
TREN L RS B2 155, FIZ, L0blt, EBIABZ DSOS R, DL
ENZBWTH AN —tF 2T 4 DB O ANHEE 2GR T ET XD BHOGDT L, BIORERL
EDY A/ S—tF 2V T4 DL~ UKL TR TS ATREMD B2, F5H(EU) 2016/1148 O
RIELORERE, FFETOEMEHEORRE 50, MAIEIZ LD RO IZE I N CIRGE
IR FEN DT L LTV, Z OO XUIIE, KRB HERE D B HEEIESh
TeFFE L2 T, FER(EU) 2016/1148 13, ARSI EDDEZTES L O T o Nfih %
B IEE BT, MERREIC KL Ciadie B i EA SR Qe Ehudz, ENH0FRES
1%, ERNL~UZIBU WV TRE I 0D HIETIZESIU T, FBB(EU) 2016/1148 DETE LR

25



©)

e TERMEE 8 & 45 (20234412 H)

BT R DD I I X FRRDREED M ES D,

The legal basis of Directive (EU) 2016/1148 was Article 114 of the Treaty on the Functioning of the
European Union (TFEU), the objective of which is the establishment and functioning of the internal
market by enhancing measures for the approximation of national rules. The cybersecurity requirements
imposed on entities providing services or carrying out activities which are economically significant vary
considerably among Member States in terms of type of requirement, their level of detail and the method
of supervision. Those disparities entail additional costs and create difficulties for entities that offer goods
or services across borders. Requirements imposed by one Member State that are different from, or even
in conflict with, those imposed by another Member State, may substantially affect such cross-border
activities. Furthermore, the possibility of the inadequate design or implementation of cybersecurity
requirements in one Member State is likely to have repercussions at the level of cybersecurity of other
Member States, in particular given the intensity of cross-border exchanges. The review of Directive (EU)
2016/1148 has shown a wide divergence in its implementation by Member States, including in relation
to its scope, the delimitation of which was very largely left to the discretion of the Member States.
Directive (EU) 2016/1148 also provided the Member States with very wide discretion as regards the
implementation of the security and incident reporting obligations laid down therein. Those obligations
were therefore implemented in significantly different ways at national level. There are similar divergences
in the implementation of the provisions of Directive (EU) 2016/1148 on supervision and enforcement.

FILDOETOREEE, WNTHEOW R LZ b0 THY, £z, Evoi, Fix OFfiEA#EH
THIEDOPZIZ, [EEAZ DY —E ADFREEA A N—[EHE )DL~ UKL TR 5.2,
SN TGO 5T D ERR A B 15D, JEiIIL, EoDET, BES 4
SO N TS D, DM ORERRIED YA /=72 B k3 DX e etk

BEXGD, ZOWBIE, LoblT, EESI-ES EOVSAA OB ERET 2=~ ADOHE
EEDDHZECID, H % OHERRENOREE DS DHEEIO RN 31T D E M7t o7 %
TEDHZEIZLY, A/ X=X 2T 4 DR RS DR NFBIDOVANE T 77— 2%
ZEIZED, BLT, ZNHOFRED SN 2B TOREE 722 LI R E B TO HE A TRk
T HIEZEY, FHERERCITDZE DI RE M 2w bR ET A EAIANEL TNVD, Zh
WDz, FEH(EU) 206/1148 1, BELESH, ZOHEHIZ > TEESHZ 5N RETH D,

All those divergences entail a fragmentation of the internal market and can have a prejudicial effect on its
functioning, affecting in particular the cross-border provision of services and the level of cyber resilience
due to the application of a variety of measures. Ultimately, those divergences could lead to the higher
vulnerability of some Member States to cyber threats, with potential spill-over effects across the Union.
This Directive aims to remove such wide divergences among Member States, in particular by setting out
minimum rules regarding the functioning of a coordinated regulatory framework, by laying down
mechanisms for effective cooperation among the responsible authorities in each Member State, by
updating the list of sectors and activities subject to cybersecurity obligations and by providing effective
remedies and enforcement measures which are key to the effective enforcement of those obligations.
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Therefore, Directive (EU) 2016/1148 should be repealed and replaced by this Directive.

(6) FEH(EU) 2016/1148 DPFEILEINT, FF OO, BN TSI TiEE 72 D121
T M OSRTEEN fbﬁ%ﬁ@%@%r%’:fboﬁrsF%&zﬁ*fwt\ﬂ@@%ﬂ@f;@ﬁ%ﬁ
eF-2720, BED IV KREILEINIERSNDRETHD, L0, ZOHESE, EE—v
ADIERHZ LT VA NA—E AT w%& DREICRBIT D ED R EE IR D2 EL
TWD, OB, TSN 1T DA EAEED N OETREN D5 3 —E 2
DOEFEMZ T 25D TIERS, R GENL THHZEDFHHZ LTS,

With the repeal of Directive (EU) 2016/1148, the scope of application by sectors should be extended to a
larger part of the economy to provide a comprehensive coverage of sectors and services of vital
importance to key societal and economic activities in the internal market. In particular, this Directive aims
to overcome the shortcomings of the differentiation between operators of essential services and digital
service providers, which has been proven to be obsolete, since it does not reflect the importance of the
sectors or services for the societal and economic activities in the internal market.

(7) FEB(EU) 2016/1148 @ FIZIU VT, MERKIEIE, FHE—E RDEEFLL THET D720 DK
Y Il A3 DL E TR R E T DIk 2 B> QU VT, 0 AU BE T Dk EIR O Ik ek
PR AT, ZUTC, BT AR TOEFIRICET DA/ N —X 2Tt DOUARZEBD
FEE K OSE 3055 L B D IS A M5 728, ZOHa O A#HPNIC S DIE TR
EIRTET DR BHERRTONDRETH D, Yarhiy, Thd@Efsniug, Z84
s 200336 1/ECCOBIFRRDE 2 STl _%&P%%-Cm%&bff\* =h, 203, ISR 11

\ZEDDTHIEAZED FIRAEEL, 7>, ZOEMNTERSN, ZORSICk>TaEsh
HHAT DY —E R%ARMELG LI XTEENA 2 TT 52 COEFEDZ OB O IR L7
LI EBREDOBERIC L C, SN D& THD, HERENT, [ E 2 455 2 TR Y
B3 HIERT D ED/IEER N~ A3 THH-TC, 15, BFICE- T, T2, £
DL LUIFAT DY —E AT, S/ DB EE R REED FUEL =T H DN, 2D
TR O FHRHENE T2 L EDDHIETHD,

Under Directive (EU) 2016/1148, Member States were responsible for identifying the entities which met
the criteria to qualify as operators of essential services. In order to eliminate the wide divergences among
Member States in that regard and ensure legal certainty as regards the cybersecurity risk-management
measures and reporting obligations for all relevant entities, a uniform criterion should be established that
determines the entities falling within the scope of this Directive. That criterion should consist of the
application of a size-cap rule, whereby all entities which qualify as medium-sized enterprises under

> A2, IMEER O FHHREZED EFRI BT 5 2003 4F 5 H 6 A DOZEESENE 2003/361/EC (OJ L
124,20.5.2003, p. 36).
Commission Recommendation 2003/361/EC of 6 May 2003 conceming the definition of micro, small and
medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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Article 2 of the Annex to Commission Recommendation 2003/361/EC ©, or exceed the ceilings for
medium-sized enterprises provided for in paragraph 1 of that Article, and which operate within the sectors
and provide the types of service or carry out the activities covered by this Directive fall within its scope.
Member States should also provide for certain small enterprises and microenterprises, as defined in
Article 2(2) and (3) of that Annex, which fulfil specific criteria that indicate a key role for society, the
economy or for particular sectors or types of service to fall within the scope of this Directive.

ZDOFRA O FHETED DO TBHER ChAOIEFAROEARIN T, MUekikEAROIRER)S, HD,
[EFR 22, N, EREO5E, F-1X, 0 TADB L, I, Bk OGREE &0,
ERITO BT TH TSN COAIETRRIRL CHEASNARE THD, 72771, FDIEH)
DN URLT T AEDN BT H 72T O TBRERE THAIEEMT, ZOFESOmE IR DRSS
NDHRETIIR, ZOFSO BIDOT=OIZ, HHIOREHERDHHIEEWEL, T8
BT ATEENAZ ZATL QOB EIRAIEIE VT, Ziudz, YiBHUC LTI, ZOfESoiE
FPH SRS, EBRHEI I T = E LR TR E S QWD TERERE T b1k
KL, ZOFESOME TN HEINEND, ZOFBIT, MikEO S =EIZ BT D90
R OGESEAEOIF VBTSN, F21E, FOL7GED AT LSFEEARE O gk P T
TELTCWBIRY, LI, B =ENOFIHZEOT-DITTEASILCOLRD, YaEiESEED £k
T — 7 K OMEFHS AT M TSR,

The exclusion of public administration entities from the scope of this Directive should apply to entities
whose activities are predominantly carried out in the areas of national security, public security, defence or
law enforcement, including the prevention, investigation, detection and prosecution of criminal offences.
However, public administration entities whose activities are only marginally related to those areas should
not be excluded from the scope of this Directive. For the purposes of this Directive, entities with
regulatory competences are not considered to be carrying out activities in the area of law enforcement
and are therefore not excluded on that ground from the scope of this Directive. Public administration
entities that are jointly established with a third country in accordance with an international agreement are
excluded from the scope of this Directive. This Directive does not apply to Member States’ diplomatic
and consular missions in third countries or to their network and information systems, insofar as such
systems are located in the premises of the mission or are operated for users in a third country.
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Member States should be able to take the necessary measures to ensure the protection of the essential
interests of national security, to safeguard public policy and public security, and to allow for the prevention,
investigation, detection and prosecution of criminal offences. To that end, Member States should be able
to exempt specific entities which carry out activities in the areas of national security, public security,
defence or law enforcement, including the prevention, investigation, detection and prosecution of
criminal offences, from certain obligations laid down in this Directive with regard to those activities.
Where an entity provides services exclusively to a public administration entity that is excluded from the
scope of this Directive, Member States should be able to exempt that entity from certain obligations laid
down in this Directive with regard to those services. Furthermore, no Member State should be required
to supply information the disclosure of which would be contrary to the essential interests of its national
security, public security or defence. Union or national rules for the protection of classified information,
non-disclosure agreements, and informal non-disclosure agreements such as the traffic light protocol
should be taken into account in that context. The traffic light protocol is to be understood as a means to
provide information about any limitations with regard to the further spreading of information. It is used
in almost all computer security incident response teams (CSIRTs) and in some information analysis and
sharing centres.
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Although this Directive applies to entities carrying out activities in the production of electricity from
nuclear power plants, some of those activities may be linked to national security. Where that is the case,
a Member State should be able to exercise its responsibility for safeguarding national security with respect
to those activities, including activities within the nuclear value chain, in accordance with the Treaties.
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Some entities carry out activities in the areas of national security, public security, defence or law
enforcement, including the prevention, investigation, detection and prosecution of criminal offences,
while also providing trust services. Trust service providers which fall within the scope of Regulation (EU)
No 9102014 of the European Parliament and of the Council © should fall within the scope of this
Directive in order to secure the same level of security requirements and supervision as that which was
previously laid down in that Regulation in respect of trust service providers. In line with the exclusion of
certain specific services from Regulation (EU) No 910/2014, this Directive should not apply to the
provision of trust services that are used exclusively within closed systems resulting from national law or
from agreements between a defined set of participants.
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1%, 0D, S —E A& G, BYEYOER, 0T, BlkE I E e e oL &%
ZORBIIRT RETHD, ZNHDTALTHOWT IEB A G HOIIVTIRES VTR
B —E A, B — 2O IR S SN & TH D,

Postal service providers as defined in Directive 97/67/EC of the European Parliament and of the Council
@, including providers of courier services, should be subject to this Directive if they provide at least one
of the steps in the postal delivery chain, in particular clearance, sorting, transport or distribution of postal
items, including pick-up services, while taking account of the degree of their dependence on network and
information systems. Transport services that are not undertaken in conjunction with one of those steps
should be excluded from the scope of postal services.

(13) FAN—T2BHDPUE L DRI OIERITHE T, HERUEIT, ZOfRFOMEHEPISEtS

2014, p. 73).
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC (OJ L257,28.8.2014, p. 73).

7 BRMSEFEHAD TE - — & ZADAN TSSO JE K O —E ASE D [A] D7D OILEDFUEI RIS 2EK

PNFER R OBEEA0D 1997 412 A 15 BO$RS 97/67/EC (0T L 15,21.1.1998, p. 14).
Directive 97/67/EC of the European Parliament and of the Council of 15 December 1997 on common rules for the
development of the internal market of Community postal services and the improvement of quality of service (OJ
L 15,21.1.1998, p. 14).
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Given the intensification and increased sophistication of cyber threats, Member States should strive to
ensure that entities that are excluded from the scope of this Directive achieve a high level of cybersecurity
and to support the implementation of equivalent cybersecurity risk-management measures that reflect the
sensitive nature of those entities.
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Union data protection law and Union privacy law applies to any processing of personal data under this
Directive. In particular, this Directive is without prejudice to Regulation (EU) 2016/679 of the European
Parliament and of the Council ® and Directive 2002/58/EC of the European Parliament and of the
Council ®. This Directive should therefore not affect, inter alia, the tasks and powers of the authorities
competent to monitor compliance with the applicable Union data protection law and Union privacy law.
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(OJL119,4.5.2016,p. 1).
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).

S EABEHINC I HENT — Z B T T A 73—l T BT 2R NG M OV 0D 2002 4 7

A 12 HOFEA 2002/58/EC (77 A /73— KOS @S2 B 5184) (OI1L201,31.7.2002, p. 37).
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and
electronic communications) (OJ L 201, 31.7.2002, p. 37).
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Entities falling within the scope of this Directive for the purpose of compliance with cybersecurity risk-
management measures and reporting obligations should be classified into two categories, essential entities
and important entities, reflecting the extent to which they are critical as regards their sector or the type of
service they provide, as well as their size. In that regard, due account should be taken of any relevant
sectoral risk assessments or guidance by the competent authorities, where applicable. The supervisory
and enforcement regimes for those two categories of entities should be differentiated to ensure a fair
balance between risk-based requirements and obligations on the one hand, and the administrative burden
stemming from the supervision of compliance on the other.
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In order to avoid entities that have partner enterprises or that are linked enterprises being considered to be
essential or important entities where this would be disproportionate, Member States are able to take into
account the degree of independence an entity enjoys in relation to its partner or linked enterprises when
applying Article 6(2) of the Annex to Recommendation 2003/361/EC. In particular, Member States are
able to take into account the fact that an entity is independent from its partner or linked enterprises in terms
of the network and information systems that that entity uses in the provision of its services and in terms
of the services that the entity provides. On that basis, where appropriate, Member States are able to
consider that such an entity does not qualify as a medium-sized enterprise under Article 2 of the Annex
to Recommendation 2003/361/EC, or does not exceed the ceilings for a medium-sized enterprise
provided for in paragraph 1 of that Article, if, after taking into account the degree of independence of that
entity, that entity would not have been considered to qualify as a medium-sized enterprise or to exceed
those ceilings in the event that only its own data had been taken into account. This leaves unaffected the
obligations laid down in this Directive of partner and linked enterprises which fall within the scope of this
Directive.
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Member States should be able to decide that entities identified before the entry into force of this Directive
as operators of essential services in accordance with Directive (EU) 2016/1148 are to be considered to be
essential entities.
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In order to ensure a clear overview of the entities falling within the scope of this Directive, Member States
should establish a list of essential and important entities as well as entities providing domain name
registration services. For that purpose, Member States should require entities to submit at least the
following information to the competent authorities, namely, the name, address and up-to-date contact
details, including the email addresses, IP ranges and telephone numbers of the entity, and, where
applicable, the relevant sector and subsector referred to in the annexes, as well as, where applicable, a list
of the Member States where they provide services falling within the scope of this Directive. To that end,
the Commission, with the assistance of the European Union Agency for Cybersecurity (ENISA), should,
without undue delay, provide guidelines and templates regarding the obligation to submit information. To
facilitate the establishing and updating of the list of essential and important entities as well as entities
providing domain name registration services, Member States should be able to establish national
mechanisms for entities to register themselves. Where registers exist at national level, Member States can
decide on the appropriate mechanisms that allow for the identification of entities falling within the scope
of this Directive.
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Member States should be responsible for submitting to the Commission at least the number of essential
and important entities for each sector and subsector referred to in the annexes, as well as relevant
information about the number of identified entities and the provision, from among those laid down in this
Directive, on the basis of which they were identified, and the type of service that they provide. Member
States are encouraged to exchange with the Commission information about essential and important
entities and, in the case of a large-scale cybersecurity incident, relevant information such as the name of
the entity concerned.
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The Commission should, in cooperation with the Cooperation Group and after consulting the relevant
stakeholders, provide guidelines on the implementation of the criteria applicable to microenterprises and
small enterprises for the assessment of whether they fall within the scope of this Directive. The
Commission should also ensure that appropriate guidance is given to microenterprises and small
enterprises falling within the scope of this Directive. The Commission should, with the assistance of the
Member States, make information available to microenterprises and small enterprises in that regard.
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The Commission could provide guidance to assist Member States in implementing the provisions of this
Directive on scope and evaluating the proportionality of the measures to be taken pursuant to this
Directive, in particular as regards entities with complex business models or operating environments,
whereby an entity may simultaneously fulfil the criteria assigned to both essential and important entities
or may simultaneously carry out activities, some of which fall within and some of which are excluded
from the scope of this Directive.
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This Directive sets out the baseline for cybersecurity risk-management measures and reporting
obligations across the sectors that fall within its scope. In order to avoid the fragmentation of cybersecurity
provisions of Union legal acts, where further sector-specific Union legal acts pertaining to cybersecurity
risk-management measures and reporting obligations are considered to be necessary to ensure a high level
of cybersecurity across the Union, the Commission should assess whether such further provisions could
be stipulated in an implementing act under this Directive. Should such an implementing act not be suitable
for that purpose, sector-specific Union legal acts could contribute to ensuring a high level of cybersecurity
across the Union, while taking full account of the specificities and complexities of the sectors concemed.
To that end, this Directive does not preclude the adoption of further sector-specific Union legal acts
addressing cybersecurity risk-management measures and reporting obligations that take due account of
the need for a comprehensive and consistent cybersecurity framework. This Directive is without prejudice
to the existing implementing powers that have been conferred on the Commission in a number of sectors,
including transport and energy.
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Where a sector-specific Union legal act contains provisions requiring essential or important entities to
adopt cybersecurity risk-management measures or to notify significant incidents, and where those
requirements are at least equivalent in effect to the obligations laid down in this Directive, those provisions,
including on supervision and enforcement, should apply to such entities. If a sector-specific Union legal
act does not cover all entities in a specific sector falling within the scope of this Directive, the relevant
provisions of this Directive should continue to apply to the entities not covered by that act.
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Where provisions of a sector-specific Union legal act require essential or important entities to comply
with reporting obligations that are at least equivalent in effect to the reporting obligations laid down in
this Directive, the consistency and effectiveness of the handling of incident notifications should be
ensured. To that end, the provisions relating to incident notifications of the sector-specific Union legal act
should provide the CSIRTs, the competent authorities or the single points of contact on cybersecurity
(single points of contact) under this Directive with an immediate access to the incident notifications
submitted in accordance with the sector-specific Union legal act. In particular, such immediate access can
be ensured if incident notifications are being forwarded without undue delay to the CSIRT, the competent
authority or the single point of contact under this Directive. Where appropriate, Member States should
put in place an automatic and direct reporting mechanism that ensures systematic and immediate sharing
of information with the CSIRTSs, the competent authorities or the single points of contact concerning the
handling of such incident notifications. For the purpose of simplifying reporting and of implementing the
automatic and direct reporting mechanism, Member States could, in accordance with the sector-specific
Union legal act, use a single entry point.
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Sector-specific Union legal acts which provide for cybersecurity risk-management measures or reporting
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obligations that are at least equivalent in effect to those laid down in this Directive could provide that the
competent authorities under such acts exercise their supervisory and enforcement powers in relation to
such measures or obligations with the assistance of the competent authorities under this Directive. The
competent authorities concerned could establish cooperation arrangements for that purpose. Such
cooperation arrangements could specify, inter alia, the procedures conceming the coordination of
supervisory activities, including the procedures of investigations and on-site inspections in accordance
with national law, and a mechanism for the exchange of relevant information on supervision and
enforcement between the competent authorities, including access to cyber-related information requested
by the competent authorities under this Directive.
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Where sector-specific Union legal acts require or provide incentives to entities to notify significant cyber
threats, Member States should also encourage the sharing of significant cyber threats with the CSIRTSs,
the competent authorities or the single points of contact under this Directive, in order to ensure an
enhanced level of those bodies’ awareness of the cyber threat landscape and to enable them to respond
effectively and in a timely manner should the significant cyber threats materialise.
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Future sector-specific Union legal acts should take due account of the definitions and the supervisory and
enforcement framework laid down in this Directive.
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HFDEFBIORNE A DT 74D 1 D THHLHWSIDRETHD, HHAIEU) 2022/2554
DIEHEEHANT ACT) DUAZEHE, ICT BiA LT hOEER, TR, 20, AR ICT B
WAL T U RO LB HETE, WONS, T U2V G /R, R OAE

0 SRR T 2L SRS EE [ HE B 5, IONS, FHRIEC) No 1060/2009, HEI(EU) No 648/2012,
HIHIEU) No 6002014, HHI(EU) No 909/2014 } OHIHIEU) 2016/1011 ZCE 4 2R RS M OBEESD
2022 412 A 14 BOMAEU) 20222554 (COEHD | ESH).
Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 (see page 1 of this Official Journal).
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SOV ICT 3 =FVAZC BT 25T, ZORBIZED HFADROIEHS D & THD,
Zudz, AERET, FHAKEU) 2022/2554 Oz H8ROIEFIRTTL, A/ —tF=
VT4 DYA B OHEFS N B S TIZ B A2 0fa oA AL TIeba
VY, ENEFRIRZ, ZOFRRD TR L DRI TR )7 Bk AT HA AR 52 &
NEIETHD, T0 BEIDT=DIZ, FHAIEU) 2022/2554 1, FMNEZEFRERE (ESAs) S[FHIRIO T
(D DIREHENRD I DRI, W17 N —T DIEENCSINT 5L, WO, B—di&Et Rl o
[, CSIRT KO- DS FIZHDREHERRO & HREREE O R CIEHRAHA T 2 & L O /19
BHZEETIRL TS, HHAIIEU)2022/2554 O R DIEESHENRDI®H HHEREIE, CSIRT, HHssHERR
DOBHEERFT X Z DRI B—E IR, B ICT BEA 7 U hOREM,
KON, ZNDBEET DXL, BRI AN RO EET RETHD, ZOZET, A
VT NEHIASDORFT 7 e AR T A I Mo C, F, BEBACE AT NI A
ML CYRLBEIA AL T DL LS T, EAEIUSD, IS, MERKEI, ZORRKEDA
IR—B VT AHRIED AR e G D Z LAk d & THY, F/=, CSIRTs 1%, ZDik
B BRI A 5 155,

Regulation (EU) 2022/2554 of the European Parliament and of the Council *’ should be considered to
be a sector-specific Union legal act in relation to this Directive with regard to financial entities. The
provisions of Regulation (EU) 2022/2554 relating to information and communication technology (ICT)
risk management, management of ICT-related incidents and, in particular, major ICT-related incident
reporting, as well as on digital operational resilience testing, information-sharing arrangements and ICT
third-party risk should apply instead of those provided for in this Directive. Member States should
therefore not apply the provisions of this Directive on cybersecurity risk-management and reporting
obligations, and supervision and enforcement, to financial entities covered by Regulation (EU)
2022/2554. At the same time, it is important to maintain a strong relationship and the exchange of
information with the financial sector under this Directive. To that end, Regulation (EU) 2022/2554 allows
the European Supervisory Authorities (ESAs) and the competent authorities under that Regulation to
participate in the activities of the Cooperation Group and to exchange information and cooperate with the
single points of contact, as well as with the CSIRTs and the competent authorities under this Directive.
The competent authorities under Regulation (EU) 2022/2554 should also transmit details of major ICT-
related incidents and, where relevant, significant cyber threats to the CSIRTS, the competent authorities
or the single points of contact under this Directive. This is achievable by providing immediate access to
incident notifications and forwarding them either directly or through a single entry point. Moreover,
Member States should continue to include the financial sector in their cybersecurity strategies and CSIRTs
can cover the financial sector in their activities.

WZEE D VE LRI KL CRRES A A S —E X 2 )T 4 DFIEDO OIS FE £ - | LA BT
B3, B K OEEFEEO HHIEC) No 3002008 & OSHEIEU) 2018/11392 0 FiZdh 5[

U REWZED 22D /38 BT B0 BEIZBT 5, &KUY, HHIEC) No 23202002 ZFE1ET DM
SKOBEE00 2008 473 H 11 HOBHIIEC) No 3002008 (OJ L 97, 9.4.2008, p. 72).
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PREERNF DN Z DFE B NI DIREHERE D H DML, A/ —tF 2T A DUAZEELD
HEOFE, KO, Y EOENL ~ U D FORTE EOBSRICINT, W/~
ThD, IEEMRIZIDIAIEC) No 3002008 & OVHAEU) 2018/1139 W ONZZ U0 ALY
PRS- BBE T D ZATLEN DT TA K OERA TR ED 58X 207 4 DFOMEHT, 20
BO BV TZOFRBITED DR DB O [RIRA 7= T~ 2 LA 7R DR HERD &>
DA - T NASD,

In order to avoid gaps between or duplications of cybersecurity obligations imposed on entities in the
aviation sector, national authorities under Regulations (EC) No 3002008 "V and (EU) 2018/1139 (? of
the European Parliament and of the Council and the competent authorities under this Directive should
cooperate in relation to the implementation of cybersecurity risk-management measures and the
supervision of compliance with those measures at national level. The compliance of an entity with the
security requirements laid down in Regulations (EC) No 300/2008 and (EU) 2018/1139 and in the
relevant delegated and implementing acts adopted pursuant to those Regulations could be considered by
the competent authorities under this Directive to constitute compliance with the corresponding
requirements laid down in this Directive.

(30) VEERDY A/ —tF 2T ¢ BRI 2 e 2T 0 EO RO A BS#EZEFEL, NS KO
HEFEAOFEB(EU) 202225573 ZDRFEDRIT, —EHO®HLT 7 a—F RS D&
THD, TNEERT DT80, F8H(EU)2022/2557 O F CUEETIRE U GBS IE TN,
ZOREO FIZHHIEREETARE L TN NS RETHD, T, FAERIENL, ZOMERIED
EINT A N—T X2 VT AHIEDS, VA /T2 A7 NN O T B, IEONT, FE A 73—
PRVRY BRI OA TN, £ LT, BEOMEOBE T BT AIE A ORI B3,
ZOFERD T2 D OMERIEIOREHERD HOMEAL TR (BU) 2022/2557 O T2 DNagHE

Regulation (EC) No 300/2008 of the European Parliament and of the Council of 11 March 2008 on common rules
in the field of civil aviation security and repealing Regulation (EC) No 2320/2002 (OJ L 97, 9.4.2008, p. 72).
12 RFHZEO 5y B 361 T 2 HamlE K VRN M2 22 RSRD kI B2, NS, BRINGRS M OB
FHEOHIHIEC) No 2111/2005, HHIEC) No 1008/2008, HHIEU) No 996/2010, HHI(EU) No 376/2014 &
OMES 2014/30/BU, 545 2014/53/EU ZC0EL, RN & OEEFAOBHIEC) No 552/2004, HHIEC)
No 216/2008 }z OFREHIHIEEC) No 3922/91 ZBE 13- 2FRMae2 M ORS00 2018 457 H 4 HOMH
(EU)2018/1139 (0J L 212,22.8.2018, p. 1).
Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on common rules in the
field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations (EC)
No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010, (EU) No 376/2014 and Directives 2014/30/EU and
2014/53/EU of the European Parliament and of the Council, and repealing Regulations (EC) No 552/2004 and
(EC) No 216/2008 of the European Parliament and of the Council and Council Regulation (EEC) No 3922/91 (OJ
L212,22.8.2018,p. 1).
B YIRS EAROEHEI N BT 5, KUY, BEREES 2008/114/EC ZBE L3 DR M O 2022
£12 A 14 BOFES(EU) 20222557 (ZO'EHD 164 HBHR).
Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the resilience
of critical entities and repealing Council Directive 2008/114/EC (see page 164 of this Official Journal).
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FROB AL DD SeZERRENOYERS V=D 728 D BRI A % TED H T L% e R
T RETHD, ZOHEBD FIZHLREHERD SRR K OER(EU) 20222557 O FIZdDhik
HERRD BB, L0V, MZRIEFAROFR, A/ T2V AT | B OA T R e
BRIZIBWNT, WONS, MIE LR L > TEBNT A/ 3= 2T DHEE L7
&, KO, ZOIH7aET AR B L C RS- EEBIORE A &, WA BN A%
G2 I ASR—T2URY | BB OA T REDBHRIZEBNT, L, hvo, ANiblrei
Wi, tHHE M _EThHD,

In view of the interlinkages between cybersecurity and the physical security of entities, a coherent
approach should be ensured between Directive (EU) 2022/2557 of the European Parliament and of the
Council " and this Directive. To achieve this, entities identified as critical entities under Directive (EU)
2022/2557 should be considered to be essential entities under this Directive. Moreover, each Member
State should ensure that its national cybersecurity strategy provides for a policy framework for enhanced
coordination within that Member State between its competent authorities under this Directive and those
under Directive (EU) 2022/2557 in the context of information sharing about risks, cyber threats, and
incidents as well as on non-cyber risks, threats and incidents, and the exercise of supervisory tasks. The
competent authorities under this Directive and those under Directive (EU) 2022/2557 should cooperate
and exchange information without undue delay, in particular in relation to the identification of critical
entities, risks, cyber threats, and incidents as well as in relation to non-cyber risks, threats and incidents
affecting critical entities, including the cybersecurity and physical measures taken by critical entities as
well as the results of supervisory activities carried out with regard to such entities.

T2, OSSO FIZHDIEHERD HHMEEEFE S (EU) 2022/2557 O FIZbHOMEHERDOH
HEERAL O CEAENEE R S YL 5720, T LT, BIR T DA TIRIC R 24 FhEE L&
EI=w Db DITT D720, Y IREHEIROH DB, A2 T L NMEEIOFERIL A D
TaBRAEEAALT DD DB ERLST RETH L, 2wt Zi%, 545 EL)
2022/2557 O FIZHDMEHEIRD BB, ZOFH D FIZHDMFEHEBROHOMEN XL,
#a (EU) 2022/2557 @ FIZHRWTRAEETAREL GRS ETREOBIHRIZBWT, Z0
DO T DIHHENRD o DA BAD B DOMERR K O TOMENRAA T A2 LA BRETED
«%Té@‘éo DD TS DIREHERDH HFEE K ORI (BU) 20222557 D Tl _%éﬂﬁh’j‘
FERRDOHAMEBA L, FN D ARE/AR L ZI TV T ILEA LT, D BRIDT- I I E %
B & ThD,

Furthermore, in order to streamline supervisory activities between the competent authorities under this
Directive and those under Directive (EU) 2022/2557 and in order to minimise the administrative burden
for the entities concemed, those competent authorities should endeavour to harmonise incident
notification templates and supervisory processes. Where appropriate, the competent authorities under
Directive (EU) 2022/2557, should be able to request the competent authorities under this Directive to
exercise their supervisory and enforcement powers in relation to an entity that is identified as a critical
entity under Directive (EU) 2022/2557. The competent authorities under this Directive and those under
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Directive (EU) 2022/2557 should, where possible in real time, cooperate and exchange information for
that purpose.

(Bl TIUHNALTTEHIN BT DIETMT, AERNS, R —7 KONERS AT W HEEE LT
BY, Tudz, ZOFRBICED YL LGRS D FS L, TRV C, YipE TR0
P A=t X 2 VT A DY AT E DI E K OHEFISD—HEL TED L0 AT LY
72X 2T AT RETH D, TNOLOFHIZOEFIZE> TEESNTWADT, 5
B(BEU) 2022/ 2557 OFIE, FIVE L OEVIFEIZEDHIE, TOIH7IEF R Gl
HEhzzu,

Entities belonging to the digital infrastructure sector are in essence based on network and information
systems and therefore the obligations imposed on those entities pursuant to this Directive should address
in a comprehensive manner the physical security of such systems as part of their cybersecurity risk-
management measures and reporting obligations. Since those matters are covered by this Directive, the
obligations laid down in Chapters III, IV and VI of Directive (EU) 2022/2557 do not apply to such entities.

(32) BHETE, [MHENDY, D30, LRIRN AL 42 AT IN(DNS) & X2 HZE L ONERF: 52813,
AL B =R NDTERMEHERFT 5 L COLIDTEHRTHY, 7D, TD LT VXV OREEE
FEEDMEATT DA L 5 — 2 MNORKGEI I D LEE LT S E = DT O Th D, TIdZ,
ZOFEBNE, BT L AULR AL AL AR (TLD) LT DNS H—E 2D 7 13 A 2[5t Tl
HENDHRETHD, DNSH—ERADT T AZ X, A2 H—F "D K= DT DI
DRI ATRE CHHRI AR A L A DRI —E A F X FE =F ORHDT= O DI DR A
LSRR —E RAZARPET DIE R CEMRSNDRETHD, L— M — L T2 O
BEEALTIIRBR,

Upholding and preserving a reliable, resilient and secure domain name system (DNS) are key factors in
maintaining the integrity of the internet and are essential for its continuous and stable operation, on which
the digital economy and society depend. Therefore, this Directive should apply to top-level-domain
(TLD) name registries, and DNS service providers that are to be understood as entities providing publicly
available recursive domain name resolution services for intemet end-users or authoritative domain name
resolution services for third-party usage. This Directive should not apply to root name servers.

(33) IVTURI N a—T 4L T —E AL, TDII RIS IO T- > Tkl Q) HE
BEEw, AR e Y o — 2 BEE RO YR FTRE CifE F[RE e 7 — L DA T~ R D
EHLR OV DT — ) ~D IOV — T 7 v A% EBATREIC 5T U4V —E A% i
RETHD, A 2—FHEFIL, RohT—2, b— RETZNLNDAL 7T, F L
—T AT VAT I, T RI 2T, A=, TV r— g RO —E AD L&A g e,
IIIRALE 2T 4T DY —ERAET VL, B, AT TANT VT T AT —E A
(laaS), 77 74— LT A7 P —E A (PaaS), Y7 =77 AT H—E A (SaaS) LU H hT
—JT AT —EA(NaaS) & 5T, 77VRIALEa—T 47 DEEET /WX, 7TAX—K
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FUR, Aa2=T AV TUR, NIV TR K ONAT VYR I TR B EGTe_EThD, 77UR
R 2T T A OEET T /W, ISONEC 17788: 2014 FEHED FCEFRSIL T
D —E AR OEEET LW FEEEFRICEMAE D D, h— ZA LRy NI — T AN —
DIHR, FOIFTIRTN 2—F 4L T —E RO T UL LD NEDATEDT R, 2
2 —ZRFHEE ) D— 7Y B A O D 7T R 2 —TF L T RIAE O FEREE N,
AT U REEEU TSNS,

Cloud computing services should cover digital services that enable on-demand administration and broad
remote access to a scalable and elastic pool of shareable computing resources, including where such
resources are distributed across several locations. Computing resources include resources such as
networks, servers or other infrastructure, operating systems, software, storage, applications and services.
The service models of cloud computing include, inter alia, Infrastructure as a Service (IaaS), Platform as
a Service (PaaS), Software as a Service (SaaS) and Network as a Service (NaaS). The deployment models
of cloud computing should include private, community, public and hybrid cloud. The cloud computing
service and deployment models have the same meaning as the terms of service and deployment models
defined under ISO/IEC 17788:2014 standard. The capability of the cloud computing user to unilaterally
self-provision computing capabilities, such as server time or network storage, without any human
interaction by the cloud computing service provider could be described as on-demand administration.

R DOVE—RT 72 A 1LV HREE, 777 ROFEEIRE )R Ay N — 7 2R CHEiES TR0,
o, HERYERRE, X7 Lob, Ty N RN~ AT —ar ha, BfEDL 7 TA4T bk
TIINT = LFIN I I ITGAT N T TN T — ORI T A A LT
TASNADZEE T D72 AW BID, [HERRTRE | LV O HEEIE, ZEROZEZ BdO7-D
\Z, ZOEIRO B GHT A T ERIRIC, 7T TR —E AT A Z 2L CFRIRIZERS
ONAHTE 2 —FBEEJRDOZ L2453, HiE ATRE R 7 — /L | &) FHEELE, R ATRE R & R
AR EU CRIEICHERS B 5720, BERIGU T, AR OYRSN D e o — 2 L
OE AR D7D AV SNS, BEERRER SV REE, 2O —e k238D
T e A AT D OFIAFIGT LTRSS DS, [Rl—DOE 0 bZ D —E 23
RS NDEE THIE % OFIFAB I XS CEOAEENZ, TSN D 2 — X RO E
WE ST 27D HOWSIND, BUEVO GRS, X N —7 b Reha v a—2F-
TSR CFTEL TR, 13, Av—7 0 b ko TS B a—F F- RO ¢
WE R OFHEA AT B o — 2 ARG 457 DI VS5,

The term ‘broad remote access’ is used to describe that the cloud capabilities are provided over the
network and accessed through mechanisms promoting use of heterogeneous thin or thick client platforms,
including mobile phones, tablets, laptops and workstations. The term ‘scalable’ refers to computing
resources that are flexibly allocated by the cloud service provider, irrespective of the geographical location
of the resources, in order to handle fluctuations in demand. The term “elastic pool’ is used to describe
computing resources that are provided and released according to demand in order to rapidly increase and
decrease resources available depending on workload. The term ‘shareable’ is used to describe computing
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resources that are provided to multiple users who share a common access to the service, but where the
processing is carried out separately for each user, although the service is provided from the same
electronic equipment. The term “distributed’ is used to describe computing resources that are located on
different networked computers or devices and which communicate and coordinate among themselves by
message passing.

S e HAN T e VR AT VO HBUCEEA, HEETDREEOFFEIEL T, #iiz/e
TR 22— T (7 AEEE T VNN T B T AL TSIV TN, £D
ERCRWT, 790K B a—T o 7Y —E A%, T —2 R E I TIES I QOB T
EITHEL QWD EETER, TDINIL T, e e T A EEIC U= ET L (mya
R a—T AU NTERL, WA IRE CIRES DD D LAVRY Y,

Given the emergence of innovative technologies and new business models, new cloud computing service
and deployment models are expected to appear in the internal market in response to evolving customer
needs. In that context, cloud computing services may be delivered in a highly distributed form, even closer
to where data are being generated or collected, thus moving from the traditional model to a highly
distributed one (edge computing).

T =A== EAD T O NA PSSR, I TR 2 —T
T —E ADOIRE CIASNA LIRS/, 16T, 7 —F ' #—Id, WIZ/T7URa Ea
—T AT AT TO—HEAER T DEFIRS7 2\, Edz, Ky T —7 R OMEHRS AT LD
BHE Z L ORSNADECOY AR EEBET 5128, ZORSBIE, 77V R a—T 74—
ERATIIARWT —Z B Z—t—E ZAD TS T BT _RETH D, :OD?E/%@ DT
DI, [F—Fo 2 —H—E R |2 HREL, BliE, QBB EROD 72 D2 TORK L A
VI EITT —H DFERRAT, WELR OO — " A a A2 r%&wh@&w\/m
— I Diar DRI, FH A ONERN R LT - IS D 7 ) — 7%
AT A —E 2D IA aﬁ*ﬁ\%f&)é [F =& 2 —P—E R L) R, B3R
DIEFRBHD BIODT-01Z, ZOIEERIZE > TRA KOSERSNOHNT — 22—
KL CGEAL TIRBR0,

Services offered by data centre service providers may not always be provided in the form of a cloud
computing service. Accordingly, data centres may not always constitute a part of cloud computing
infrastructure. In order to manage all the risks posed to the security of network and information systems,
this Directive should therefore cover providers of data centre services that are not cloud computing
services. For the purposes of this Directive, the term ‘data centre service’ should cover provision of a
service that encompasses structures, or groups of structures, dedicated to the centralised accommodation,
interconnection and operation of information technology (IT) and network equipment providing data
storage, processing and transport services together with all the facilities and infrastructures for power
distribution and environmental control. The term ‘data centre service’ should not apply to in-house
corporate data centres owned and operated by the entity concerned, for its own purposes.
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FHERRZEEEN L, B2 s K O o ZAD BIFEIC B\ TR 2R AEZ T D, ZH0iE
O ELUE, P ED HIOT-0OI 2 DOETFRO T ORE RA A, (SEE IR
EERZESTETSIVTCND, ZIvdz, BeLEENZ, ZOIEFERO R T —7 K OEHR
3 AT WD YA NSO R 2 AR — B2 20T 4 D AR AR IR 55y &9 D EnES D
HIZ I\ TC, BEREEE T 28 ThHED, IREmeEk L, pHZE Lo BRIDT2DIZZED
EEERORENFEOFERZTEAT 5720, SEb LATT meRA08ES LILBE, —E R
DOEMEFEIXZNLDO~—T T 4 T DLXH7e, K IO 7 T AT 4~=2T7 )V
2015 : ISR M ORBRAIBAFE I Z B2 T —Z DI K OSSO T D DITART AL DEIRIC
BT 2SI E E T TR BRABRRE O B TN 2 DVETARDIEBN D WIHDE 7y D %
YT TWBETREGTbDLEL THIESN A RETHD,

Research activities play a key role in the development of new products and processes. Many of those
activities are carried out by entities that share, disseminate or exploit the results of their research for
commercial purposes. Those entities can therefore be important players in value chains, which makes the
security of their network and information systems an integral part of the overall cybersecurity of the
internal market. Research organisations should be understood to include entities which focus the essential
part of their activities on the conduct of applied research or experimental development, within the
meaning of the Organisation for Economic Cooperation and Development’s Frascati Manual 2015:
Guidelines for Collecting and Reporting Data on Research and Experimental Development, with a view
to exploiting their results for commercial purposes, such as the manufacturing or development of a
product or process, the provision of a service, or the marketing thereof.

FAHARLED IR CQUOVADIE, =V —, ik, TN A 77, ETFKE, ER, N TED
—EDMED I NI T, WO, HEREF I XRBOF L - TR, FER ONE
HASITCNDH EAR—ZAD A T KA TFT H—TED T —E AOFRMBLERHR T DIRD, Ziudz,
RN EE 2o CTEIZNIRRMNES OO VIR E S OFHFHEO—FRE L CRA, EELE
ITEESIVTWDA L 775 e HEL TUORW R, RO ISP I T, BRIME A4
BrL72DA L 77 % WD —E AR D [EBTA R D DA EAR TS D30 R — 2 AN C
WA EDRERTH D, ZIHDFEEIFRHDHE DT EIL, WD iEERD, B 1 Dok
FIARET 1| SOFPNENDRESITUZEL T, JVIEET e A — et Hhign e
VWIZE, BRI, BTSSR T A — 8 ADARE SR R O B 75
ADEEELT-HU DL W EZEIET D, COVID-19 7T 207 DRI BUTHA /3=
BN LT Z 81, BRMEDIRANY A2 T DB Z361T 5, FHAKI A RS E D
oML,

The growing interdependencies are the result of an increasingly cross-border and interdependent network
of service provision using key infrastructures across the Union in sectors such as energy, transport, digital
infrastructure, drinking water and waste water, health, certain aspects of public administration, as well as
space in so far as the provision of certain services depending on ground-based infrastructures that are
owned, managed and operated either by Member States or by private parties is concerned, therefore not
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covering infrastructures owned, managed or operated by or on behalf of the Union as part of its space
programme. Those interdependencies mean that any disruption, even one initially confined to one entity
or one sector, can have cascading effects more broadly, potentially resulting in far-reaching and long-
lasting negative impacts in the delivery of services across the internal market. The intensified cyberattacks
during the COVID-19 pandemic have shown the vulnerability of increasingly interdependent societies in
the face of low-probability risks.

[EIPaEOIEZ B IEL, E7o, BRI ET DB TE LI TME S ORTEHRHK
OIRER A ST2728, HRIENT, 2O FTES I A=t F 2V T AL TR OB D
TS\ B T2 8D 1 FIHOREHMHEROD HIEIPNEBI R /I TR T D&
THD,

In view of the differences in national governance structures and in order to safeguard already existing
sectoral arrangements or Union supervisory and regulatory bodies, Member States should be able to
designate or establish one or more competent authorities responsible for cybersecurity and for the
supervisory tasks under this Directive.

(54 BR D1 ) B OBERIRIDIBE A A DN T D12, Fiz, ZOFRTNFERNT RIS G
BINTT D128, RINEAL L DRy NI —7 S NEHE AT DO M OESTZ 8z 2 i
)& B g2 IREOD AR Z B L Ok 2 520 B S R A AKEI DR E D 203D,

In order to facilitate cross-border cooperation and communication among authorities and to enable this
Directive to be implemented effectively, it is necessary for each Member State to designate a single point
of contact responsible for coordinating issues related to the security of network and information systems
and cross-border cooperation at Union level.

BB R, BIOREERED BREREBI L ORI, WO, st &0, o2&
B2 K OVENISA EDORNTKIT5, SEMEOHLES A B D 1 a R T _EThD, Zid
., B—EEHEIE, CSIRT F-3EREHEROH LD EREISU T, ElRA iz 258% 1
DEKIRAL VT MO, T D5 % 52T 2 RO RERRIE D B—EE Rl e U Clias 3~
DEEHHE D ORETHD, ENL~UTIBNT, B—i#ifEE L, BIORESHERDH HDHEREE D
D FHEZR S PR O W /1% T CE D RETHD, H—# & mL, BAIEU) 20222554 @
T DIEHSHERD 3 DREBE B D S DIE AR BUR T DAL T o MB35 BhEE D
£ 5 NEBTR0IED, DB mIE, CSIRT FoXZDFRH0 R DSR2k
BT, LD KERETELRETHD,

The single points of contact should ensure effective cross-border cooperation with relevant authorities of
other Member States and, where appropriate, with the Commission and ENISA. The single points of
contact should therefore be tasked with forwarding notifications of significant incidents with cross-border
impact to the single points of contact of other affected Member States upon the request of the CSIRT or
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the competent authority. At national level, the single points of contact should enable smooth cross-sectoral
cooperation with other competent authorities. The single points of contact could also be the addressees of
relevant information about incidents concerning financial entities from the competent authorities under
Regulation (EU) 2022/2554 which they should be able to forward, as appropriate, to the CSIRTs or the
competent authorities under this Directive.

RERRENE, A>T U R OUARZEBLIEL, #HHL, ZAUSKHGL K ONENEFRFT 572, £
W EDRES) K O EOFEBIRE IO WA DHENZ IS NT, BN Bif T & THD, Ziudz,
RERRENE, ZOfEHICEES< 1 2350 CSIRT 2% E /-3 eE T _&THY, 1>,
CSIRT A3 +5370 &N O EOFEHIRE 72t S L2 R T _&THD, CSIRT 1%, 1
FURNL O AZ R B 725D D Fhia7 > H D35 FEBIRE 15 ARE A7, ZLC,
RIIE AL~ L DRI 2 T 1A e D720, DS ED D B AN _& Th 5,
RERREN T, BEFDaE 2 — 2 B AT — 2 (CERT) % CSIRT LU CHRETEDRETHD,
1AL CSIRT LD RIDEHERMRZ 5728, CSIRT HHEHERRD HHMERED T D
EXIX, HERENT, L0, I RO OIEFMRII L TSN AEEBIOBIRIZB N,
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Member States should be adequately equipped, in terms of both technical and organisational capabilities,
to prevent, detect, respond to and mitigate incidents and risks. Member States should therefore establish
or designate one or more CSIRTs under this Directive and ensure that they have adequate resources and
technical capabilities. The CSIRTs should comply with the requirements laid down in this Directive in
order to guarantee effective and compatible capabilities to deal with incidents and risks and to ensure
efficient cooperation at Union level. Member States should be able to designate existing computer
emergency response teams (CERTS) as CSIRTS. In order to enhance the trust relationship between the
entities and the CSIRTs, where a CSIRT is part of a competent authority, Member States should be able
to consider functional separation between the operational tasks provided by the CSIRTS, in particular in
relation to information sharing and assistance provided to the entities, and the supervisory activities of the
competent authorities.
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The CSIRTs are tasked with incident handling. This includes the processing of large volumes of
sometimes sensitive data. Member States should ensure that the CSIRTs have an infrastructure for
information sharing and processing, as well as well-equipped staff, which ensures the confidentiality and
trustworthiness of their operations. The CSIRTSs could also adopt codes of conduct in that respect.
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As regards personal data, the CSIRTs should be able to provide, in accordance with Regulation (EU)
2016/679, upon the request of an essential or important entity, a proactive scanning of the network and
information systems used for the provision of the entity’s services. Where applicable, Member States
should aim to ensure an equal level of technical capabilities for all sectoral CSIRTs. Member States should
be able to request the assistance of ENISA in developing their CSIRTs.
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The CSIRTs should have the ability, upon an essential or important entity’s request, to monitor the entity’s
interet-facing assets, both on and off premises, in order to identify, understand and manage the entity’s
overall organisational risks as regards newly identified supply chain compromises or critical
vulnerabilities. The entity should be encouraged to communicate to the CSIRT whether it runs a
privileged management interface, as this could affect the speed of undertaking mitigating actions.
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Given the importance of international cooperation on cybersecurity, the CSIRTs should be able to
participate in international cooperation networks in addition to the CSIRTs network established by this
Directive. Therefore, for the purpose of carrying out their tasks, the CSIRTs and the competent authorities
should be able to exchange information, including personal data, with the national computer security
incident response teams or competent authorities of third countries provided that the conditions under
Union data protection law for transfers of personal data to third countries, inter alia those of Article 49 of
Regulation (EU) 2016/679, are met.
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Ensuring adequate resources to meet the objectives of this Directive and to enable the competent
authorities and the CSIRTS to carry out the tasks laid down herein is essential. The Member States can
introduce at the national level a financing mechanism to cover necessary expenditure in relation to the
conduct of tasks of public entities responsible for cybersecurity in the Member State pursuant to this
Directive. Such mechanism should comply with Union law and should be proportionate and non-
discriminatory and should take into account different approaches to providing secure services.
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The CSIRTSs network should continue to contribute to strengthening confidence and trust and to promote
swift and effective operational cooperation among Member States. In order to enhance operational
cooperation at Union level, the CSIRTs network should consider inviting Union bodies and agencies
involved in cybersecurity policy, such as Europol, to participate in its work.
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For the purpose of achieving and maintaining a high level of cybersecurity, the national cybersecurity
strategies required under this Directive should consist of coherent frameworks providing strategic
objectives and priorities in the area of cybersecurity and the governance to achieve them. Those strategies
can be composed of one or more legislative or non-legislative instruments.
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Cyber hygiene policies provide the foundations for protecting network and information system
infrastructures, hardware, software and online application security, and business or end-user data upon
which entities rely. Cyber hygiene policies comprising a common baseline set of practices, including
software and hardware updates, password changes, the management of new installs, the limitation of
administrator-level access accounts, and the backing-up of data, enable a proactive framework of
preparedness and overall safety and security in the event of incidents or cyber threats. ENISA should
monitor and analyse Member States’ cyber hygiene policies.
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Cybersecurity awareness and cyber hygiene are essential to enhance the level of cybersecurity within the
Union, in particular in light of the growing number of connected devices that are increasingly used in
cyberattacks. Efforts should be made to enhance the overall awareness of risks related to such devices,
while assessments at Union level could help ensure a common understanding of such risks within the
internal market.
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Member States should encourage the use of any innovative technology, including artificial intelligence,
the use of which could improve the detection and prevention of cyberattacks, enabling resources to be
diverted towards cyberattacks more effectively. Member States should therefore encourage in their
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national cybersecurity strategy activities in research and development to facilitate the use of such
technologies, in particular those relating to automated or semi-automated tools in cybersecurity, and,
where relevant, the sharing of data needed for training users of such technology and for improving it. The
use of any innovative technology, including artificial intelligence, should comply with Union data
protection law, including the data protection principles of data accuracy, data minimisation, fairness and
transparency, and data security, such as state-of-the-art encryption. The requirements of data protection
by design and by default laid down in Regulation (EU) 2016/679 should be fully exploited.
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Open-source cybersecurity tools and applications can contribute to a higher degree of openness and can
have a positive impact on the efficiency of industrial innovation. Open standards facilitate interoperability
between security tools, benefitting the security of industrial stakeholders. Open-source cybersecurity tools
and applications can leverage the wider developer community, enabling diversification of suppliers. Open
source can lead to a more transparent verification process of cybersecurity related tools and a community-
driven process of discovering vulnerabilities. Member States should therefore be able to promote the use
of open-source software and open standards by pursuing policies relating to the use of open data and
open-source as part of security through transparency. Policies promoting the introduction and sustainable
use of open-source cybersecurity tools are of particular importance for small and medium-sized
enterprises facing significant costs for implementation, which could be minimised by reducing the need
for specific applications or tools.
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AT RES ~ETHD,

Utilities are increasingly connected to digital networks in cities, for the purpose of improving urban
transport networks, upgrading water supply and waste disposal facilities and increasing the efficiency of
lighting and the heating of buildings. Those digitalised utilities are vulnerable to cyberattacks and run the
risk, in the event of a successful cyberattack, of harming citizens at a large scale due to their
interconnectedness. Member States should develop a policy that addresses the development of such
connected or smart cities, and their potential effects on society, as part of their national cybersecurity
strategy.
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In recent years, the Union has faced an exponential increase in ransomware attacks, in which malware
encrypts data and systems and demands a ransom payment for release. The increasing frequency and
severity of ransomware attacks can be driven by several factors, such as different attack patterns, criminal
business models around ‘ransomware as a service’ and cryptocurrencies, ransom demands, and the rise
of supply chain attacks. Member States should develop a policy addressing the rise of ransomware attacks
as part of their national cybersecurity strategy.
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Public-private partnerships (PPPs) in the field of cybersecurity can provide an appropriate framework for
knowledge exchange, the sharing of best practices and the establishment of a common level of
understanding among stakeholders. Member States should promote policies underpinning the
establishment of cybersecurity-specific PPPs. Those policies should clarify, inter alia, the scope and
stakeholders involved, the governance model, the available funding options and the interaction among
participating stakeholders with regard to PPPs. PPPs can leverage the expertise of private-sector entities
to assist the competent authorities in developing state-of-the-art services and processes including
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information exchange, early warnings, cyber threat and incident exercises, crisis management and
resilience planning,
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Member States should, in their national cybersecurity strategies, address the specific cybersecurity needs
of small and medium-sized enterprises. Small and medium-sized enterprises represent, across the Union,
a large percentage of the industrial and business market and often struggle to adapt to new business
practices in a more connected world and to the digital environment, with employees working from home
and business increasingly being conducted online. Some small and medium-sized enterprises face
specific cybersecurity challenges such as low cyber-awareness, a lack of remote I'T security, the high cost
of cybersecurity solutions and an increased level of threat, such as ransomware, for which they should
receive guidance and assistance. Small and medium-sized enterprises are increasingly becoming the
target of supply chain attacks due to their less rigorous cybersecurity risk-management measures and
attack management, and the fact that they have limited security resources. Such supply chain attacks not
only have an impact on small and medium-sized enterprises and their operations in isolation but can also
have a cascading effect on larger attacks on entities to which they provided supplies. Member States
should, through their national cybersecurity strategies, help small and medium-sized enterprises to
address the challenges faced in their supply chains. Member States should have a point of contact for
small and medium-sized enterprises at national or regional level, which either provides guidance and
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assistance to small and medium-sized enterprises or directs them to the appropriate bodies for guidance
and assistance with regard to cybersecurity related issues. Member States are also encouraged to offer
services such as website configuration and logging enabling to microenterprises and small enterprises
that lack those capabilities.
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As part of their national cybersecurity strategies, Member States should adopt policies on the promotion
of active cyber protection as part of a wider defensive strategy. Rather than responding reactively, active
cyber protection is the prevention, detection, monitoring, analysis and mitigation of network security
breaches in an active manner, combined with the use of capabilities deployed within and outside the
victim network. This could include Member States offering free services or tools to certain entities,
including self-service checks, detection tools and takedown services. The ability to rapidly and
automatically share and understand threat information and analysis, cyber activity alerts, and response
action is critical to enable a unity of effort in successfully preventing, detecting, addressing and blocking
attacks against network and information systems. Active cyber protection is based on a defensive strategy
that excludes offensive measures.
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Since the exploitation of vulnerabilities in network and information systems may cause significant
disruption and harm, swiftly identifying and remedying such vulnerabilities is an important factor in
reducing risk. Entities that develop or administer network and information systems should therefore
establish appropriate procedures to handle vulnerabilities when they are discovered. Since vulnerabilities
are often discovered and disclosed by third parties, the manufacturer or provider of ICT products or ICT
services should also put in place the necessary procedures to receive vulnerability information from third
parties. In that regard, interational standards ISO/IEC 30111 and ISO/IEC 29147 provide guidance on
vulnerability handling and vulnerability disclosure. Strengthening the coordination between reporting
natural and legal persons and manufacturers or providers of ICT products or ICT services is particularly
important for the purpose of facilitating the voluntary framework of vulnerability disclosure. Coordinated
vulnerability disclosure specifies a structured process through which vulnerabilities are reported to the
manufacturer or provider of the potentially vulnerable ICT products or ICT services in a manner allowing
it to diagnose and remedy the vulnerability before detailed vulnerability information is disclosed to third
parties or to the public. Coordinated vulnerability disclosure should also include coordination between
the reporting natural or legal person and the manufacturer or provider of the potentially vulnerable ICT
products or ICT services as regards the timing of remediation and publication of vulnerabilities.
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The Commission, ENISA and the Member States should continue to foster alignments with international
standards and existing industry best practices in the area of cybersecurity risk management, for example
in the areas of supply chain security assessments, information sharing and vulnerability disclosure.
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Member States, in cooperation with ENISA, should take measures to facilitate coordinated vulnerability
disclosure by establishing a relevant national policy. As part of their national policy, Member States
should aim to address, to the extent possible, the challenges faced by vulnerability researchers, including
their potential exposure to criminal liability, in accordance with national law. Given that natural and legal
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persons researching vulnerabilities could in some Member States be exposed to criminal and civil liability,
Member States are encouraged to adopt guidelines as regards the non-prosecution of information security
researchers and an exemption from civil liability for their activities.
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Member States should designate one of its CSIRTs as a coordinator, acting as a trusted intermediary
between the reporting natural or legal persons and the manufacturers or providers of ICT products or ICT
services, which are likely to be affected by the vulnerability, where necessary. The tasks of the CSIRT
designated as coordinator should include identifying and contacting the entities concerned, assisting the
natural or legal persons reporting a vulnerability, negotiating disclosure timelines and managing
vulnerabilities that affect multiple entities (multi-party coordinated vulnerability disclosure). Where the
reported vulnerability could have significant impact on entities in more than one Member State, the
CSIRTs designated as coordinators should cooperate within the CSIRTs network, where appropriate.
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1, PERENIZ I AR —E X2 T A DY R E BN 535, Magat 2B 50 FTRE
TeEHRINE, FOEFIRIZESTROFEDIEFRO Y —E AOFIHEIZE S TIEFTIERL, Bk
FHERO BN OV CSIRT |28~ Ch, TERY—/L D 1 O Thd, ZF1Udz, ENISA 1L, Bk
INMEHIET — S R 2% R E T RETHD, ZDT —H_X—R BT, TOETRNZOFE
BOBHARBNCDH DD EIDNIDOL T, EER, ZOWEERA~D R T —7 K ONEH A
T LOBEEE, WO, BREHETRDSH DB K O CSIRT 1, AEEA—AT, FIFE E@O %
FEEA LD ENTEDINNTT D HIIDT=DIZ, JEEDHEgHEE B KOG T &5, ik
T =R 2D, BRINESOIEEMRIIRTL CIAZZE S ORSIVTOD[EA Ot
BT HZ 82D, BT, ENISA I, IEFIRITHTL TEDIEFROMaEHEZ B CGefks:
BEHT DO 52 5120, Z LT, FHiOYA /St 2) T DY A7 EFROHE
NI ATREZ R T — 22y N ORI T DA 2 7 = A AR T D128 DTSRRI B
T 517 Thea s T H_RETh D, MO BIRO U bAHEET 5720, BN, #EET
HDARNFIIATIENKIL, HELRF LS TUIB0,

Access to correct and timely information about vulnerabilities affecting ICT products and ICT services
contributes to an enhanced cybersecurity risk management. Sources of publicly available information
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about vulnerabilities are an important tool for the entities and for the users of their services, but also for
the competent authorities and the CSIRTs. For that reason, ENISA should establish a European
vulnerability database where entities, regardless of whether they fall within the scope of this Directive,
and their suppliers of network and information systems, as well as the competent authorities and the
CSIRTs, can disclose and register, on a voluntary basis, publicly known vulnerabilities for the purpose of
allowing users to take appropriate mitigating measures. The aim of that database is to address the unique
challenges posed by risks to Union entities. Furthermore, ENISA should establish an appropriate
procedure regarding the publication process in order to give entities the time to take mitigating measures
as regards their vulnerabilities and employ state-of-the-art cybersecurity risk-management measures as
well as machine-readable datasets and corresponding interfaces. To encourage a culture of disclosure of
vulnerabilities, disclosure should have no detrimental effects on the reporting natural or legal person.

KL D WG T E T LT —F N —AIIFAEL TUODS, ZAUD0E, BB AP HL 72
UNEERIZE S TRANS I, MERFEBESIU TS, ENISA (24> CHERFEBILS AL RN ESs:
TR, EOWHHEDN AR B RS DRI AT RS B2 s - Bl E:
P, F72, B OV —E ADIRELF RO AT BT DaE I E el 55 Th A, Al
RERHENTC, O EBELRET, F LT, FffitA kDD, ENISA 1, 5 =[EDEEEHED
FZHFELDORGRTTE T T —F R —ALDOMT, i LS I EE iSO FlHE
MAAER T RETHD, 0T, ENISA 13, HBEEHEK OMEFA(CVE) VAT LDTEEF LD
D ERET 21 110D AIREMERARSR 5~ & Th D,

Although similar vulnerability registries or databases exist, they are hosted and maintained by entities
which are not established in the Union. A European vulnerability database maintained by ENISA would
provide improved transparency regarding the publication process before the vulnerability is publicly
disclosed, and resilience in the event of a disruption or an interruption of the provision of similar services.
In order, to the extent possible, to avoid a duplication of efforts and to seek complementarity, ENISA
should explore the possibility of entering into structured cooperation agreements with similar registries
or databases that fall under third-country jurisdiction. In particular, ENISA should explore the possibility
of close cooperation with the operators of the Common Vulnerabilities and Exposures (CVE) system.

W7 —1%, GRS 2 ) S OME A% S S OMIBHEL, 70>, A AIEIROEHEEE
wIR( T RETHD, W17 N—T71F, 2 FHEC, (SRR & ThD, (EEHET
W17 N —7 D BN O % L D720 ONEET V— T 1L > TSN DTEENE
BOHREThD, ZOFRBIZEDEANONEEEE HEIDAERLDT= O DR, /17—
DVEEI BT DIERT R IRELA BT D725, FEH(EU) 2016/1148 O F CYERRS AUz ELRA DO/
FHEIDRHEARIZ DD RETHD,

The Cooperation Group should support and facilitate strategic cooperation and the exchange of
information, as well as strengthen trust and confidence among Member States. The Cooperation Group
should establish a work programme every two years. The work programme should include the actions to
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be undertaken by the Cooperation Group to implement its objectives and tasks. The timeframe for the
establishment of the first work programme under this Directive should be aligned with the timeframe of
the last work programme established under Directive (EU) 2016/1148 in order to avoid potential
disruptions in the work of the Cooperation Group.

(65) HARLEERET DR, W17 —71%, —BEMlER-T, BERNOY ) 2—ar Liige~<
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REXThA, W17 N—71%, RS IR 7 > CEBID BN L Cll S a1
IN—=B X2 VT 4DV a—ar O HEfE R XS5, BN a—Tarz~voe s 74
HZELTED, ZOZHE, EEAV S E- T ERA B DAL SR RS2,

When developing guidance documents, the Cooperation Group should consistently map national
solutions and experiences, assess the impact of Cooperation Group deliverables on national approaches,
discuss implementation challenges and formulate specific recommendations, in particular as regards
facilitating an alignment of the transposition of this Directive among Member States, to be addressed
through a better implementation of existing rules. The Cooperation Group could also map the national
solutions in order to promote compatibility of cybersecurity solutions applied to each specific sector
across the Union. This is particularly relevant to sectors that have an international or cross-border nature.

(66) W17 V—T1%, FHRIRT +—T LA RETHY, 10, FIH AT ERABEIC AL
2, AL 2 2&H 58172 BOR EOBESNET R ORGERIEIC IS TEDRETHD, W17 v
— X, W17 N—T Lo T TSN DIEB A 5T 5720, FNEA R LD BT 5
EERIERHRE O EIR RIS B2 FHECX, F7, A4 2B0R FOMGRREICET S
F A OANTENETED, T, 7 N—T1%, T2V o= T DI, YA/ —Tps
WETNTA LT NOBRRD E 25 il A 124 T3 R EThHD, BRINEEL ~ VD i Ak
KED7280, W17 0 —"1%, FRMGEES, Europol, MINT — X {5582 52>, HIHIEU) 2018/1139
(o TRRESIZBINE AMTZE 225, WS, FRMNGES M OB OFAIIEU) 2021/696
W TRRESNZRRNEAFHFHE RO L7, Y AN—EX2 VT OBORICES LT
Wi rEE 50D B3 2HERE, KBk, F R OSRZ, W17 —7 DIEED RIS hisE 57
DITHRET A EE T & THD,

YRR AT R HE L O E S H R HE A 7% 5, WONZ, HAIEU) No 912/2010, FHIEU) No
1285/2013, JHI(EU) No 377/2014 JOVATE No 541/2014/EU %P 13 2RRMGES M OEEERESD 2021 4E4
A 28 HOHIHI(EU) 2021/696 (OJ L 170, 12.5.2021, p. 69).
Regulation (EU) 2021/696 of the European Parliament and of the Council of 28 April 2021 establishing the Union
Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No
912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU (OJ L 170, 12.5.2021, p.
69).
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The Cooperation Group should remain a flexible forum and be able to react to changing and new policy
priorities and challenges while taking into account the availability of resources. It could organise regular
joint meetings with relevant private stakeholders from across the Union to discuss activities carried out
by the Cooperation Group and gather data and input on emerging policy challenges. Additionally, the
Cooperation Group should carry out a regular assessment of the state of play of cyber threats or incidents,
such as ransomware. In order to enhance cooperation at Union level, the Cooperation Group should
consider inviting relevant Union institutions, bodies, offices and agencies involved in cybersecurity policy,
such as the European Parliament, Europol, the European Data Protection Board, the European Union
Aviation Safety Agency, established by Regulation (EU) 2018/1139, and the European Union Agency
for Space Programme, established by Regulation (EU) 2021/696 of the European Parliament and the
Council ', to participate in its work.

TSRO DRI O CSIRT 13, AERERIC IS D A UGEL, (Bl TRL 3 57=0, {#
BIOFEAADEFANIZINNT, D30, ZIDNEH FTRERE I, E DI A 224
AEEIHL TERESNDEF 2 )T 27U T T AZARL T, BIORERRIED B 50D N SEAS ik
IZBIITEDLRETHD, WISHETROH LB L, BIOHERIEDE D3, IRANCH DIESHERR
DHOIEBIFT1TAAR CSIRT OFRENZINT, SN EE B3 Z N TEDINNTTD
ToDIEEL TR DY E T DN ETh D,

The competent authorities and the CSIRTSs should be able to participate in exchange schemes for officials
from other Member States, within a specific framework and, where applicable, subject to the required
security clearance of officials participating in such exchange schemes, in order to improve cooperation
and strengthen trust among Member States. The competent authorities should take the necessary
measures to enable officials from other Member States to play an effective role in the activities of the host
competent authority or the host CSIRT.

WERLENT, BEFOW IR NI —2 %N LT, E0lT, BRNA /S — ik r o o — 2
(EU-CyCLONe), CSIRT h7—2 KON 17 —"7"%4r L C, ZEREIS(EU) 2017/1584%
\ZEDD BU B A/ 3=t 2 U7 1 fefc M DORRIE a7 59 ~_& Tdh D, BU-CyCLONe
JZ O CSIRT o/ NI —21 %, Skl 1075 E8D, TpsoD BiA R T 5 Tt E4 Akl L C
W1 ~_&TH%, EU-CyCLONe DFFHANTE, Fo by —2 OR8] 110 TFE, fho B4
HEIEH LOMDORONEY B ONERIE O 7= ORFNF N IBE A &, ZHUcL>TH
AV NI — I HERET RETALTEHITED HETHD, FINEAL L OfafE PRI BL,
B2 RE 51T, Bl g2 i (EU) 2018/1993%812555< EU M Baar s &

B KRR A=t 2D T4 DAL T U MO~ DOFHES IS BT % 2017 429 A 13 A
DEESBEEU) 2017/1584 (0T L 239, 19.9.2017, p. 36).
Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale
cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
16 BU SR BRI ST EIRE5 2018 42 12 A 11 HOBIEHASEIEIE(EU) 2018/1993 (O L 320,
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(IPCR H3E) KD RETH D, BINEBEAIE, UiZBHIDT=0H1, ARGUS AL~ L EF4E
WrfGRRES 7 T 2% WD X T D, DR, BB R £ X 22 b
FEBORO Jaiz O L&, RO TN TS EEA D =X LSV BEIS N D & THD,

Member States should contribute to the establishment of the EU Cybersecurity Crisis Response
Framework as set out in Commission Recommendation (EU) 2017/1584 (¥ through the existing
cooperation networks, in particular the European cyber crisis liaison organisation network (EU-
CyCLONe), the CSIRTs network and the Cooperation Group. EU-CyCLONe and the CSIRTs network
should cooperate on the basis of procedural arrangements that specify the details of that cooperation and
avoid any duplication of tasks. EU-CyCLONe’s rules of procedure should further specify the
arrangements through which that network should function, including the network’s roles, means of
cooperation, interactions with other relevant actors and templates for information sharing, as well as
means of communication. For crisis management at Union level, relevant parties should rely on the EU
Integrated Political Crisis Response arrangements under Council Implementing Decision (EU)
2018/1993 9 (IPCR arrangements). The Commission should use the ARGUS high-level cross-sectoral
crisis coordination process for that purpose. If the crisis entails an important external or Common Security
and Defence Policy dimension, the European External Action Service Crisis Response Mechanism
should be activated.

BYE(BU) 2017/1584 DORIRRIZIE S, KB A/ \—tX 2T 1 DA 2T UM, 2D A
/7/1\ ST D7D ORERKEIDRE 1A T DL~V OIREL A LS DA VT U, F
720X, D7kt 2 SOBRIEICKTL CEANRFEE L A VT U hDZ BT & THD,
%OM’//T/I\ODEI& NZEDRNTIGNT T, KB A8 —&X 2 U7 4 DA //7‘/}\
TAHL—RL, INTHEOME B3 CTX7720, FaiX, BEORRRERD L IXERNE
BIEOEFREIN T RIS D AIDO R K OBG#ED ECOEKRIRY A % rmd ARSI
fEl IR ATD, EDIIRA LT U NOIEF LR 2 R B S A, FT2, 1ZEAE DY
BIZBWT, 2O I A v T U NOESTA X DM A, FERRIE, WO, BEEdHRK
PNGEEAOREEE, KRk, S5 R L OSRIE, BRMEL S Ao 3 i I ZFREE 3570, $ifi k-
DL, JE ] EOL~LREE EOL A~V Tl 3 ~_&Th D,

In accordance with the Annex to Recommendation (EU) 2017/1584, a large-scale cybersecurity incident
should mean an incident which causes a level of disruption that exceeds a Member State’s capacity to
respond to it or which has a significant impact on at least two Member States. Depending on their cause
and impact, large-scale cybersecurity incidents may escalate and turmn into fully-fledged crises not
allowing the proper functioning of the internal market or posing serious public security and safety risks
for entities or citizens in several Member States or the Union as a whole. Given the wide-ranging scope

17.12.2018, p. 28).
Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU Integrated Political Crisis
Response Amrangements (OJ L 320, 17.12.2018, p. 28).
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and, in most cases, the cross-border nature of such incidents, Member States and the relevant Union
institutions, bodies, offices and agencies should cooperate at technical, operational and political level to
properly coordinate the response across the Union.

PRI AL L D KB A N—t X 2T A DAL T N OGS, EPIR M OEaK,
FEM D B\ REOFH AARAFDOP 2T, D D FZN et hiva k3 B 7= DS T=1E
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Large-scale cybersecurity incidents and crises at Union level require coordinated action to ensure a rapid
and effective response because of the high degree of interdependence between sectors and Member States.
The availability of cyber-resilient network and information systems and the availability, confidentiality
and integrity of data are vital for the security of the Union and for the protection of its citizens, businesses
and institutions against incidents and cyber threats, as well as for enhancing the trust of individuals and
organisations in the Union’s ability to promote and protect a global, open, free, stable and secure
cyberspace grounded in human rights, fundamental freedoms, democracy and the rule of law.

EU-CyCLONe (&, K/t A/ 3\—tX 27 0 DA 7 N OERED I 31T D8l
~ULEBARL L EDOBS T EE LTI RETHY, Fiz, BHL VO hEERT &
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fEREE D ST Z 3T DRI ZE B SO NESHERRI Z#57+, EU-CyCLONe (%, CSIRT SRRy —72
DA TR _ETHY, 70, KEEZR Y AR —t X2 )T DA T b R OGRS
B Z- <Y 97260 EU-CyCLONe B ADIFBIRE 1% FI VA& THD,

EU-CyCLONEe should work as an intermediary between the technical and political level during large-
scale cybersecurity incidents and crises and should enhance cooperation at operational level and support
decision-making at political level. In cooperation with the Commission, having regard to the
Commission’s competence in the area of crisis management, EU-CyCLONe should build on the CSIRTs
network findings and use its own capabilities to create impact analysis of large-scale cybersecurity
incidents and crises.

YA R—H T, [EEEA R ZMEALD, £, BRRAL YT N, 0 BTNt [
TS RHBMEILL COND B IEHA L 7 75 RS, BARLASD, B (EU) 2017/1584 14,
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Cyberattacks are of a cross-border nature, and a significant incident can disrupt and damage critical
information infrastructures on which the smooth functioning of the internal market depends.
Recommendation (EU) 2017/1584 addresses the role of all relevant actors. Furthermore, the Commission
is responsible, within the framework of the Union Civil Protection Mechanism, established by Decision
No 1313/2013/EU of the European Parliament and of the Council ”, for general preparedness actions
including managing the Emergency Response Coordination Centre and the Common Emergency
Communication and Information System, maintaining and further developing situational awareness and
analysis capability, and establishing and managing the capability to mobilise and dispatch expert teams
in the event of a request for assistance from a Member State or third country. The Commission is also
responsible for providing analytical reports for the IPCR arrangements under Implementing Decision
(EU) 2018/1993, including in relation to cybersecurity situational awareness and preparedness, as well as
for situational awareness and crisis response in the areas of agriculture, adverse weather conditions,
conflict mapping and forecasts, early warning systems for natural disasters, health emergencies, infection
disease surveillance, plant health, chemical incidents, food and feed safety, animal health, migration,
customs, nuclear and radiological emergencies, and energy.

(73) BRIMGEATE, ZHasiial&id, TFEU O 218 SRICHE, = EH - IXERHERIL O/ T,
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The Union can, where appropriate, conclude international agreements, in accordance with Article 218
TFEU, with third countries or international organisations, allowing and organising their participation in
particular activities of the Cooperation Group, the CSIRTs network and EU-CyCLONe. Such agreements

T BRAES O TTRAED A BT DRRMEER L OISR 2013 45 12 H 17 AORTE No
1313/2013/EU (OJ L 347,20.12.2013, p. 924).
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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should ensure the Union’s interests and the adequate protection of data. This should not preclude the right
of Member States to cooperate with third countries on management of vulnerabilities and cybersecurity
risk management, facilitating reporting and general information sharing in accordance with Union law.
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In order to facilitate the effective implementation of this Directive with regard, inter alia, to the
management of vulnerabilities, cybersecurity risk-management measures, reporting obligations and
cybersecurity information-sharing arrangements, Member States can cooperate with third countries and
undertake activities that are considered to be appropriate for that purpose, including information exchange
on cyber threats, incidents, vulnerabilities, tools and methods, tactics, techniques and procedures,
cybersecurity crisis management preparedness and exercises, training, trust building and structured
information-sharing arrangements.
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Peer reviews should be introduced to help learn from shared experiences, strengthen mutual trust and
achieve a high common level of cybersecurity. Peer reviews can lead to valuable insights and
recommendations strengthening the overall cybersecurity capabilities, creating another functional path
for the sharing of best practices across Member States and contributing to enhance the Member States’
levels of maturity in cybersecurity. Furthermore, peer reviews should take account of the results of similar
mechanisms, such as the peer-review system of the CSIRTs network, and should add value and avoid
duplication. The implementation of peer reviews should be without prejudice to Union or national law
on the protection of confidential or classified information.
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The Cooperation Group should establish a self-assessment methodology for Member States, aiming to
cover factors such as the level of implementation of the cybersecurity risk-management measures and
reporting obligations, the level of capabilities and the effectiveness of the exercise of the tasks of the
competent authorities, the operational capabilities of the CSIRTs, the level of implementation of mutual
assistance, the level of implementation of the cybersecurity information-sharing arrangements, or specific
issues of cross-border or cross-sector nature. Member States should be encouraged to carry out self-
assessments on a regular basis, and to present and discuss the results of their self-assessment within the
Cooperation Group.
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Responsibility for ensuring the security of network and information system lies, to a great extent, with
essential and important entities. A culture of risk management, involving risk assessments and the
implementation of cybersecurity risk-management measures appropriate to the risks faced, should be
promoted and developed.
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Cybersecurity risk-management measures should take into account the degree of dependence of the
essential or important entity on network and information systems and include measures to identify any
risks of incidents, to prevent, detect, respond to and recover from incidents and to mitigate their impact.
The security of network and information systems should include the security of stored, transmitted and
processed data. Cybersecurity risk-management measures should provide for systemic analysis, taking
into account the human factor, in order to have a complete picture of the security of the network and
information system.
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As threats to the security of network and information systems can have different origins, cybersecurity
risk-management measures should be based on an all-hazards approach, which aims to protect network
and information systems and the physical environment of those systems from events such as theft, fire,
flood, telecommunication or power failures, or unauthorised physical access and damage to, and
interference with, an essential or important entity’s information and information processing facilities,
which could compromise the availability, authenticity, integrity or confidentiality of stored, transmitted or
processed data or of the services offered by, or accessible via, network and information systems. The
cybersecurity risk-management measures should therefore also address the physical and environmental
security of network and information systems by including measures to protect such systems from system
failures, human error, malicious acts or natural phenomena, in line with European and international
standards, such as those included in the ISO/IEC 27000 series. In that regard, essential and important
entities should, as part of their cybersecurity risk-management measures, also address human resources
security and have in place appropriate access control policies. Those measures should be consistent with
Directive (EU) 2022/2557.

P A=t F 2T DURTE BB 27T BRIDTZOIZ, 70, BRINGES L OB
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18 ENISA (IMEEHA 73— 2071 Ji) (2B 2 M ONEHB S BV A /S — 22U 7 (F8RE B
FOAONTHIRIEU) No 526/2013 ABE 1T 2ERIMNEER K OBEE20 2019 424 H 17 HOBIHIEU) 2019/
881 (A7 3—tF =7 17£)(OJ L 151, 7.6.2019, p. 15)

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the

European Union Agency for Cybersecurity) and on information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).
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For the purpose of demonstrating compliance with cybersecurity risk-management measures and in the
absence of appropriate European cybersecurity certification schemes adopted in accordance with
Regulation (EU) 2019/881 of the European Parliament and of the Council '®, Member States should, in
consultation with the Cooperation Group and the European Cybersecurity Certification Group, promote
the use of relevant European and international standards by essential and important entities or may require
entities to use certified ICT products, ICT services and ICT processes.
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In order to avoid imposing a disproportionate financial and administrative burden on essential and
important entities, the cybersecurity risk-management measures should be proportionate to the risks
posed to the network and information system concerned, taking into account the state-of-the-art of such
measures, and, where applicable, relevant European and international standards, as well as the cost for
their implementation.
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Cybersecurity risk-management measures should be proportionate to the degree of the essential or
important entity’s exposure to risks and to the societal and economic impact that an incident would have.
When establishing cybersecurity risk-management measures adapted to essential and important entities,
due account should be taken of the divergent risk exposure of essential and important entities, such as the
criticality of the entity, the risks, including societal risks, to which it is exposed, the entity’s size and the
likelihood of occurrence of incidents and their severity, including their societal and economic impact.

(83) HMEETAK ONEEETIND, UikET AN T OIFENZB WAL QWA Ry T —27 Y
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Essential and important entities should ensure the security of the network and information systems which
they use in their activities. Those systems are primarily private network and information systems
managed by the essential and important entities’ internal IT staff or the security of which has been
outsourced. The cybersecurity risk-management measures and reporting obligations laid down in this
Directive should apply to the relevant essential and important entities regardless of whether those entities
maintain their network and information systems internally or outsource the maintenance thereof.

WY —E AD[EEA 2 DMEEZEEIC AN ET, DNS Y —E 207 1314, TLD 4L
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Taking account of their cross-border nature, DNS service providers, TLD name registries, cloud
computing service providers, data centre service providers, content delivery network providers, managed
service providers, managed security service providers, providers of online marketplaces, of online search
engines and of social networking services platforms, and trust service providers should be subject to a
high degree of harmonisation at Union level. The implementation of cybersecurity risk-management
measures with regard to those entities should therefore be facilitated by an implementing act.

EERDNAN—BEEOWEE L2586, WONS, BEOBHDOINEED, h—R/ =7 4D
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Addressing risks stemming from an entity’s supply chain and its relationship with its suppliers, such as
providers of data storage and processing services or managed security service providers and software
editors, is particularly important given the prevalence of incidents where entities have been the victim of
cyberattacks and where malicious perpetrators were able to compromise the security of an entity’s
network and information systems by exploiting vulnerabilities affecting third-party products and services.
Essential and important entities should therefore assess and take into account the overall quality and
resilience of products and services, the cybersecurity risk-management measures embedded in them, and
the cybersecurity practices of their suppliers and service providers, including their secure development
procedures. Essential and important entities should in particular be encouraged to incorporate
cybersecurity risk-management measures into contractual arrangements with their direct suppliers and
service providers. Those entities could consider risks stemming from other levels of suppliers and service
providers.

P—ERT S H DHFTY, AT VI, RN —tal T AR, 20T A KO
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Among service providers, managed security service providers in areas such as incident response,
penetration testing, security audits and consultancy play a particularly important role in assisting entities
in their efforts to prevent, detect, respond to or recover from incidents. Managed security service providers
have however also themselves been the target of cyberattacks and, because of their close integration in
the operations of entities pose a particular risk. Essential and important entities should therefore exercise
increased diligence in selecting a managed security service provider.

TESHERR D B DRI, & ORSEED BB DR OMFR 23N, BX a7 (G, R hL—
LAy T ANEAIA LT U7 A =X 2 )T B B E S LD,

The competent authorities, in the context of their supervisory tasks, may also benefit from cybersecurity
services such as security audits, penetration testing or incident responses.

FUEEER R O EEGEEND, PEEA AP 2 ZE R OVE e R § 5 T L LR
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Essential and important entities should also address risks stemming from their interactions and
relationships with other stakeholders within a broader ecosystem, including with regard to countering
industrial espionage and protecting trade secrets. In particular, those entities should take appropriate
measures to ensure that their cooperation with academic and research institutions takes place in line with
their cybersecurity policies and follows good practices as regards secure access and dissemination of
information in general and the protection of intellectual property in particular. Similarly, given the
importance and value of data for the activities of essential and important entities, when relying on data
transformation and data analytics services from third parties, those entities should take all appropriate
cybersecurity risk-management measures.

FHEEFR R OEEEFRE, BEarANGRI, Y7 =7 D7 77—, #gRORE, T
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Essential and important entities should adopt a wide range of basic cyber hygiene practices, such as zero-
trust principles, software updates, device configuration, network segmentation, identity and access
management or user awareness, organise training for their staff and raise awareness conceming cyber
threats, phishing or social engineering techniques. Furthermore, those entities should evaluate their own
cybersecurity capabilities and, where appropriate, pursue the integration of cybersecurity enhancing
technologies, such as artificial intelligence or machine-learning systems to enhance their capabilities and
the security of network and information systems.
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To further address key supply chain risks and assist essential and important entities operating in sectors
covered by this Directive to appropriately manage supply chain and supplier related risks, the Cooperation
Group, in cooperation with the Commission and ENISA, and where appropriate after consulting relevant
stakeholders including from the industry, should carry out coordinated security risk assessments of critical
supply chains, as carried out for 5G networks following Commission Recommendation (EU) 2019/534
(19 with the aim of identifying, per sector, the critical ICT services, ICT systems or ICT products, relevant
threats and vulnerabilities. Such coordinated security risk assessments should identify measures,
mitigation plans and best practices to counter critical dependencies, potential single points of failure,
threats, vulnerabilities and other risks associated with the supply chain and should explore ways to further
encourage their wider adoption by essential and important entities. Potential non-technical risk factors,
such as undue influence by a third country on suppliers and service providers, in particular in the case of
alternative models of governance, include concealed vulnerabilities or backdoors and potential systemic
supply disruptions, in particular in the case of technological lock-in or provider dependency.
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192019 4F 3 A 26 HOEESENSEU) 2019/534—5G F T —27DHA3—t1F =27+ (OJ L 88,
29.3.2019, p. 42).
Commission Recommendation (EU) 2019/534 of 26 March 2019 — Cybersecurity of 5G networks (OJ L 88,
29.3.2019, p. 42).
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The coordinated security risk assessments of critical supply chains, in light of the features of the sector
concerned, should take into account both technical and, where relevant, non-technical factors including
those defined in Recommendation (EU) 2019/534, in the EU coordinated risk assessment of the
cybersecurity of 5G networks and in the EU Toolbox on 5G cybersecurity agreed by the Cooperation
Group. To identify the supply chains that should be subject to a coordinated security risk assessment, the
following criteria should be taken into account: (i) the extent to which essential and important entities use
and rely on specific critical ICT services, ICT systems or ICT products; (ii) the relevance of specific
critical ICT services, ICT systems or ICT products for performing critical or sensitive functions, including
the processing of personal data; (iii) the availability of alternative ICT services, ICT systems or ICT
products; (iv) the resilience of the overall supply chain of ICT services, ICT systems or ICT products
throughout their lifecycle against disruptive events; and (v) for emerging ICT services, ICT systems or
ICT products, their potential future significance for the entities’ activities. Furthermore, particular
emphasis should be placed on ICT services, ICT systems or ICT products that are subject to specific
requirements stemming from third countries.
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In order to streamline the obligations imposed on providers of public electronic communications
networks or of publicly available electronic communications services, and trust service providers, related

D FRMNIE AR D DN R OBEE0 2018 4E 12 H 11 HOFES(EU) 2018/1972 (OJ L 321,
17.12.2018, p. 36).
Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the
European Electronic Communications Code (OJ L 321, 17.12.2018, p. 36).
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to the security of their network and information systems, as well as to enable those entities and the
competent authorities under Directive (EU) 2018/1972 of the European Parliament and of the Council
and Regulation (EU) No 910/2014 respectively to benefit from the legal framework established by this
Directive, including the designation of a CSIRT responsible for incident handling, the participation of the
competent authorities concerned in the activities of the Cooperation Group and the CSIRTs network,
those entities should fall within the scope of this Directive. The corresponding provisions laid down in
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 related to the imposition of security and
notification requirements on those types of entity should therefore be deleted. The rules on reporting
obligations laid down in this Directive should be without prejudice to Regulation (EU) 2016/679 and
Directive 2002/58/EC.
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The cybersecurity obligations laid down in this Directive should be considered to be complementary to
the requirements imposed on trust service providers under Regulation (EU) No 910/2014. Trust service
providers should be required to take all appropriate and proportionate measures to manage the risks posed
to their services, including in relation to customers and relying third parties, and to report incidents under
this Directive. Such cybersecurity and reporting obligations should also concern the physical protection
of the services provided. The requirements for qualified trust service providers laid down in Article 24 of
Regulation (EU) No 910/2014 continue to apply.
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Member States can assign the role of the competent authorities for trust services to the supervisory bodies
under Regulation (EU) No 910/2014 in order to ensure the continuation of current practices and to build
on the knowledge and experience gained in the application of that Regulation. In such a case, the
competent authorities under this Directive should cooperate closely and in a timely manner with those
supervisory bodies by exchanging relevant information in order to ensure effective supervision and
compliance of trust service providers with the requirements laid down in this Directive and in Regulation
(EU) No 910/2014. Where applicable, the CSIRT or the competent authority under this Directive should
immediately inform the supervisory body under Regulation (EU) No 910/2014 about any notified
significant cyber threat or incident affecting trust services as well as about any infringements by a trust
service provider of this Directive. For the purpose of reporting, Member States can, where applicable, use
the single entry point established to achieve a common and automatic incident reporting to both the
supervisory body under Regulation (EU) No 910/2014 and the CSIRT or the competent authority under
this Directive.
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Where appropriate and in order to avoid unnecessary disruption, existing national guidelines adopted for
the transposition of the rules related to security measures laid down in Articles 40 and 41 of Directive
(EU) 2018/1972 should be taken into account in the transposition of this Directive, thereby building on
the knowledge and skills already acquired under Directive (EU) 2018/1972 conceming security measures
and incident notifications. ENISA can also develop guidance on security requirements and on reporting
obligations for providers of public electronic communications networks or of publicly available electronic
communications services to facilitate harmonisation and transition and to minimise disruption. Member
States can assign the role of the competent authorities for electronic communications to the national
regulatory authorities under Directive (EU) 2018/1972 in order to ensure the continuation of current
practices and to build on the knowledge and experience gained as a result of the implementation of that
Directive.
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Given the growing importance of number-independent interpersonal communications services as defined
in Directive (EU) 2018/1972, it is necessary to ensure that such services are also subject to appropriate
security requirements in view of their specific nature and economic importance. As the attack surface
continues to expand, number-independent interpersonal communications services, such as messaging
services, are becoming widespread attack vectors. Malicious perpetrators use platforms to communicate
and attract victims to open compromised web pages, therefore increasing the likelihood of incidents
involving the exploitation of personal data, and, by extension, the security of network and information
systems. Providers of number-independent interpersonal communications services should ensure a level
of security of network and information systems appropriate to the risks posed. Given that providers of
number-independent interpersonal communications services normally do not exercise actual control over
the transmission of signals over networks, the degree of risks posed to such services can be considered in
some respects to be lower than for traditional electronic communications services. The same applies to
interpersonal communications services as defined in Directive (EU) 2018/1972 which make use of
numbers and which do not exercise actual control over signal transmission.
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The internal market is more reliant on the functioning of the internet than ever. The services of almost all
essential and important entities are dependent on services provided over the intemet. In order to ensure
the smooth provision of services provided by essential and important entities, it is important that all
providers of public electronic communications networks have appropriate cybersecurity risk-
management measures in place and report significant incidents in relation thereto. Member States should
ensure that the security of the public electronic communications networks is maintained and that their
vital security interests are protected from sabotage and espionage. Since international connectivity
enhances and accelerates the competitive digitalisation of the Union and its economy, incidents affecting
undersea communications cables should be reported to the CSIRT or, where applicable, the competent
authority. The national cybersecurity strategy should, where relevant, take into account the cybersecurity
of undersea communications cables and include a mapping of potential cybersecurity risks and mitigation
measures to secure the highest level of their protection.
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In order to safeguard the security of public electronic communications networks and publicly available
electronic communications services, the use of encryption technologies, in particular end-to-end
encryption as well as data-centric security concepts, such as cartography, segmentation, tagging, access
policy and access management, and automated access decisions, should be promoted. Where necessary,
the use of encryption, in particular end-to-end encryption should be mandatory for providers of public
electronic communications networks or of publicly available electronic communications services in
accordance with the principles of security and privacy by default and by design for the purposes of this
Directive. The use of end-to-end encryption should be reconciled with the Member States’ powers to
ensure the protection of their essential security interests and public security, and to allow for the prevention,
investigation, detection and prosecution of criminal offences in accordance with Union law. However,
this should not weaken end-to-end encryption, which is a critical technology for the effective protection
of data and privacy and the security of communications.
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In order to safeguard the security, and to prevent abuse and manipulation, of public electronic
communications networks and of publicly available electronic communications services, the use of
secure routing standards should be promoted to ensure the integrity and robustness of routing functions
across the ecosystem of internet access service providers.
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In order to safeguard the functionality and integrity of the internet and to promote the security and
resilience of the DNS, relevant stakeholders including Union private-sector entities, providers of publicly
available electronic communications services, in particular internet access service providers, and
providers of online search engines should be encouraged to adopt a DNS resolution diversification
strategy. Furthermore, Member States should encourage the development and use of a public and secure
European DNS resolver service.
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This Directive lays down a multiple-stage approach to the reporting of significant incidents in order to
strike the right balance between, on the one hand, swift reporting that helps mitigate the potential spread
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of significant incidents and allows essential and important entities to seek assistance, and, on the other, in-
depth reporting that draws valuable lessons from individual incidents and improves over time the cyber
resilience of individual entities and entire sectors. In that regard, this Directive should include the reporting
of incidents that, based on an initial assessment carried out by the entity concerned, could cause severe
operational disruption of the services or financial loss for that entity or affect other natural or legal persons
by causing considerable material or non-material damage. Such initial assessment should take into
account, inter alia, the affected network and information systems, in particular their importance in the
provision of the entity’s services, the severity and technical characteristics of a cyber threat and any
underlying vulnerabilities that are being exploited as well as the entity’s experience with similar incidents.
Indicators such as the extent to which the functioning of the service is affected, the duration of an incident
or the number of affected recipients of services could play an important role in identifying whether the
operational disruption of the service is severe.
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Where essential or important entities become aware of a significant incident, they should be required to
submit an early warning without undue delay and in any event within 24 hours. That early warning should
be followed by an incident notification. The entities concerned should submit an incident notification
without undue delay and in any event within 72 hours of becoming aware of the significant incident, with
the aim, in particular, of updating information submitted through the early warning and indicating an
initial assessment of the significant incident, including its severity and impact, as well as indicators of
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compromise, where available. A final report should be submitted not later than one month after the
incident notification. The early warning should only include the information necessary to make the
CSIRT, or where applicable the competent authority, aware of the significant incident and allow the entity
concerned to seek assistance, if required. Such early warning, where applicable, should indicate whether
the significant incident is suspected of being caused by unlawful or malicious acts, and whether it is likely
to have a cross-border impact. Member States should ensure that the obligation to submit that early
warning, or the subsequent incident notification, does not divert the notifying entity’s resources from
activities related to incident handling that should be prioritised, in order to prevent incident reporting
obligations from either diverting resources from significant incident response handling or otherwise
compromising the entity’s efforts in that respect. In the event of an ongoing incident at the time of the
submission of the final report, Member States should ensure that entities concemed provide a progress
report at that time, and a final report within one month of their handling of the significant incident.

(103) Z AN FIRE e &1, HANETFAR R OV EEE NG, MrAEEROY—E 2D Tkt
L, Rl BRI AN—T2B B HEL QOB AT A REF I 572D 43052
TINEDZED TEDL TR EI N IR A BT & ThHD, UrkiEF L, %mﬁxﬁtﬂj&&%
i, KOV, DU, R A NSBB8 X1, MeAETERO—E 2D
TFRITHIL, ZOEBENBIRICOWTCEIET RETHD, YikE RO —E 2D F T
KL THEKRIRAN—T0EBU DOV CHEAE T S EEIH T, FaB0% & e U CREsiD
RETHHN, YigETRo B O AICIY, ZOIH72BEAEIEE I, 2>, IEHER
B 2VT AL L DY —E RGBT D70 O DI B A e & 3554 M
EERCRUCRL QUdeblen, h—E A0S TR DERR A/ —T0Zdi 2 B5%
ZDIIREROTEM T, BRI _ETHY, 1o, BAHITFMRECELEFECTIERSNDORE T
BB,

Where applicable, essential and important entities should communicate, without undue delay, to their
service recipients any measures or remedies that they can take to mitigate the resulting risks from a
significant cyber threat. Those entities should, where appropriate and in particular where the significant
cyber threat is likely to materialise, also inform their service recipients of the threat itself. The requirement
to inform those recipients of significant cyber threats should be met on a best efforts basis but should not
discharge those entities from the obligation to take, at their own expense, appropriate and immediate
measures to prevent or remedy any such threats and restore the normal security level of the service. The
provision of such information about significant cyber threats to the service recipients should be fiee of
charge and drafted in easily comprehensible language.
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Providers of public electronic communications networks or of publicly available electronic
communications services should implement security by design and by default, and inform their service
recipients of significant cyber threats and of measures they can take to protect the security of their devices
and communications, for example by using specific types of software or encryption technologies.
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A proactive approach to cyber threats is a vital component of cybersecurity risk management that should
enable the competent authorities to effectively prevent cyber threats from materialising into incidents that
may cause considerable material or non-material damage. For that purpose, the notification of cyber
threats is of key importance. To that end, entities are encouraged to report on a voluntary basis cyber
threats.
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Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021 establishing the Digital
Europe Programme and repealing Decision (EU) 2015/2240 (OJ L 166, 11.5.2021, p. 1).
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In order to simplify the reporting of information required under this Directive as well as to decrease the
administrative burden for entities, Member States should provide technical means such as a single entry
point, automated systems, online forms, user-friendly interfaces, templates, dedicated platforms for the
use of entities, regardless of whether they fall within the scope of this Directive, for the submission of the
relevant information to be reported. Union funding supporting the implementation of this Directive, in
particular within the Digital Europe programme, established by Regulation (EU) 2021/694 of the
European Parliament and of the Council ®", could include support for single entry points. Furthermore,
entities are often in a situation where a particular incident, because of its features, needs to be reported to
various authorities as a result of notification obligations included in various legal instruments. Such cases
create additional administrative burden and could also lead to uncertainties with regard to the format and
procedures of such notifications. Where a single entry point is established, Member States are encouraged
also to use that single entry point for notifications of security incidents required under other Union law,
such as Regulation (EU) 2016/679 and Directive 2002/58/EC. The use of such single entry point for
reporting of security incidents under Regulation (EU) 2016/679 and Directive 2002/58/EC should not
affect the application of the provisions of Regulation (EU) 2016/679 and Directive 2002/58/EC, in
particular those relating to the independence of the authorities referred to therein. ENISA, in cooperation
with the Cooperation Group, should develop common notification templates by means of guidelines to
simplify and streamline the information to be reported under Union law and decrease the administrative
burden on notifying entities.
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Where it is suspected that an incident is related to serious criminal activities under Union or national law,
Member States should encourage essential and important entities, on the basis of applicable criminal
proceedings rules in accordance with Union law, to report incidents of a suspected serious criminal nature
to the relevant law enforcement authorities. Where appropriate, and without prejudice to the personal data
protection rules applying to Europol, it is desirable that coordination between the competent authorities
and the law enforcement authorities of different Member States be facilitated by the European
Cybercrime Centre (EC3) and ENISA.
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Personal data are in many cases compromised as a result of incidents. In that context, the competent
authorities should cooperate and exchange information about all relevant matters with the authorities
referred to in Regulation (EU) 2016/679 and Directive 2002/58/EC.
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Maintaining accurate and complete databases of domain name registration data (WHOIS data) and
providing lawful access to such data is essential to ensure the security, stability and resilience of the DNS,
which in turn contributes to a high common level of cybersecurity across the Union. For that specific
purpose, TLD name registries and entities providing domain name registration services should be
required to process certain data necessary to achieve that purpose. Such processing should constitute a
legal obligation within the meaning of Article 6(1), point (c), of Regulation (EU) 2016/679. That
obligation is without prejudice to the possibility to collect domain name registration data for other
purposes, for example on the basis of contractual arrangements or legal requirements established in other
Union or national law. That obligation aims to achieve a complete and accurate set of registration data
and should not result in collecting the same data multiple times. The TLD name registries and the entities
providing domain name registration services should cooperate with each other in order to avoid the
duplication of that task.
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The availability and timely accessibility of domain name registration data to legitimate access seekers is
essential for the prevention and combating of DNS abuse, and for the prevention and detection of and
response to incidents. Legitimate access seekers are to be understood as any natural or legal person
making arequest pursuant to Union or national law. They can include authorities that are competent under
this Directive and those that are competent under Union or national law for the prevention, investigation,
detection or prosecution of criminal offences, and CERTs or CSIRTs. TLD name registries and entities
providing domain name registration services should be required to enable lawful access to specific
domain name registration data, which are necessary for the purposes of the access request, to legitimate
access seekers in accordance with Union and national law. The request of legitimate access seekers should
be accompanied by a statement of reasons permitting the assessment of the necessity of access to the data.

(111) BN D5ERT 2R A K55 T — 2 D ] AR T 5728, TLD 4L VAN KON A4,
et —E AESRT DIETFRIL, RA 2868 T — 2 2IEEL, h o, ZD5EaME R Atk
EARRET _RETHD, L0, TLD AL VAR FOR A 25— A2 Tk
1%, BRNGE S DT — 2RI THEN, IEMEDDTERIRR AL L AT — 2 A IR R ONHERF 3
DIz, WONZ, RIEMZ Gk T — 22 R OGTIET D728, AT E R OV FIEE R E T
ETHD, TNODFEATTE R OTIEL, FTREZFPHN T, EESL ~L O AR ERIRE
DRIEHEE L > ORESNIZHATMEEN BRI ANLND RETH D, TLD ALV AN KO
RAA A8 — B AR DIETINY, FA 480 — 2 A aE T DI D L7
FIEERL, F2ETRETHD, TNOLOTFIEL, FEERO P THASILTCNDRARNT TS
TAA, O, AIREZRFEHNTC, B BID BB\ T T 3 I _R&EThD,
AEFIEDFNL, BEROBE I\ TEIGSIDHRTEEL, KO, BRI IS5 R E
LB I G, TLD ALV AR RN AL U8G5 — B AT D1 AR, L0, Bk
FOVIp &b 1 DOMETFEA MRS & ThHD,

In order to ensure the availability of accurate and complete domain name registration data, TLD name
registries and entities providing domain name registration services should collect and guarantee the
integrity and availability of domain name registration data. In particular, TLD name registries and entities
providing domain name registration services should establish policies and procedures to collect and
maintain accurate and complete domain name registration data, as well as to prevent and correct
inaccurate registration data, in accordance with Union data protection law. Those policies and procedures
should take into account, to the extent possible, the standards developed by the multi-stakeholder
governance structures at international level. The TLD name registries and the entities providing domain
name registration services should adopt and implement proportionate procedures to verify domain name
registration data. Those procedures should reflect the best practices used within the industry and, to the
extent possible, the progress made in the field of electronic identification. Examples of verification
procedures may include ex ante controls carried out at the time of the registration and ex post controls
carried out after the registration. The TLD name registries and the entities providing domain name
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registration services should, in particular, verify at least one means of contact of the registrant.
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TLD name registries and entities providing domain name registration services should be required to make
publicly available domain name registration data that fall outside the scope of Union data protection law,
such as data that concern legal persons, in line with the preamble of Regulation (EU) 2016/679. For legal
persons, the TLD name registries and the entities providing domain name registration services should
make publicly available at least the name of the registrant and the contact telephone number. The contact
email address should also be published, provided that it does not contain any personal data, such as in the
case of email aliases or functional accounts. TLD name registries and entities providing domain name
registration services should also enable lawful access to specific domain name registration data
concerning natural persons to legitimate access seekers, in accordance with Union data protection law.
Member States should require TLD name registries and entities providing domain name registration
services to respond without undue delay to requests for the disclosure of domain name registration data
from legitimate access seekers. TLD name registries and entities providing domain name registration
services should establish policies and procedures for the publication and disclosure of registration data,
including service level agreements to deal with requests for access from legitimate access seekers. Those
policies and procedures should take into account, to the extent possible, any guidance and the standards
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developed by the multi-stakeholder governance structures at international level. The access procedure
could include the use of an interface, portal or other technical tool to provide an efficient system for
requesting and accessing registration data. With a view to promoting harmonised practices across the
internal market, the Commission can, without prejudice to the competences of the European Data
Protection Board, provide guidelines with regard to such procedures, which take into account, to the
extent possible, the standards developed by the multi-stakeholder governance structures at international
level. Member States should ensure that all types of access to personal and non-personal domain name
registration data are free of charge.
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Entities falling within the scope of this Directive should be considered to fall under the jurisdiction of the
Member State in which they are established. However, providers of public electronic communications
networks or providers of publicly available electronic communications services should be considered to
fall under the jurisdiction of the Member State in which they provide their services. DNS service
providers, TLD name registries, entities providing domain name registration services, cloud computing
service providers, data centre service providers, content delivery network providers, managed service
providers, managed security service providers, as well as providers of online marketplaces, of online
search engines and of social networking services platforms should be considered to fall under the
jurisdiction of the Member State in which they have their main establishment in the Union. Public
administration entities should fall under the jurisdiction of the Member State which established them. If
the entity provides services or is established in more than one Member State, it should fall under the
separate and concurrent jurisdiction of each of those Member States. The competent authorities of those
Member States should cooperate, provide mutual assistance to each other and, where appropriate, carry
out joint supervisory actions. Where Member States exercise jurisdiction, they should not impose
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enforcement measures or penalties more than once for the same conduct, in line with the principle of ne
bis in idem.
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In order to take account of the cross-border nature of the services and operations of DNS service providers,
TLD name registries, entities providing domain name registration services, cloud computing service
providers, data centre service providers, content delivery network providers, managed service providers,
managed security service providers, as well as providers of online marketplaces, of online search engines
and of social networking services platforms, only one Member State should have jurisdiction over those
entities. Jurisdiction should be attributed to the Member State in which the entity concerned has its main
establishment in the Union. The criterion of establishment for the purposes of this Directive implies the
effective exercise of activity through stable arrangements. The legal form of such arrangements, whether
through a branch or a subsidiary with a legal personality, is not the determining factor in that respect.
Whether that criterion is fulfilled should not depend on whether the network and information systems are
physically located in a given place; the presence and use of such systems do not, in themselves, constitute
such main establishment and are therefore not decisive criteria for determining the main establishment.
The main establishment should be considered to be in the Member State where the decisions related to
the cybersecurity risk-management measures are predominantly taken in the Union. This will typically
correspond to the place of the entities’ central administration in the Union. If such a Member State cannot
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be determined or if such decisions are not taken in the Union, the main establishment should be
considered to be in the Member State where cybersecurity operations are carried out. If such a Member
State cannot be determined, the main establishment should be considered to be in the Member State
where the entity has the establishment with the highest number of employees in the Union. Where the
services are carried out by a group of undertakings, the main establishment of the controlling undertaking
should be considered to be the main establishment of the group of undertakings.
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Where a publicly available recursive DNS service is provided by a provider of public electronic
communications networks or of publicly available electronic communications services only as a part of
the internet access service, the entity should be considered to fall under the jurisdiction of all the Member
States where its services are provided.
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Where a DNS service provider, a TLD name registry, an entity providing domain name registration
services, a cloud computing service provider, a data centre service provider, a content delivery network
provider, a managed service provider, a managed security service provider or a provider of an online
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marketplace, of an online search engine or of a social networking services platform, which is not
established in the Union, offers services within the Union, it should designate a representative in the Union.
In order to determine whether such an entity is offering services within the Union, it should be ascertained
whether the entity is planning to offer services to persons in one or more Member States. The mere
accessibility in the Union of the entity’s or an intermediary’s website or of an email address or other
contact details, or the use of a language generally used in the third country where the entity is established,
should be considered to be insufficient to ascertain such an intention. However, factors such as the use of
a language or a currency generally used in one or more Member States with the possibility of ordering
services in that language, or the mentioning of customers or users who are in the Union, could make it
apparent that the entity is planning to offer services within the Union. The representative should act on
behalf of the entity and it should be possible for the competent authorities or the CSIRTS to address the
representative. The representative should be explicitly designated by a written mandate of the entity to act
on the latter’s behalf with regard to the latter’s obligations laid down in this Directive, including incident
reporting.
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In order to ensure a clear overview of DNS service providers, TLD name registries, entities providing
domain name registration services, cloud computing service providers, data centre service providers,
content delivery network providers, managed service providers, managed security service providers, as
well as providers of online marketplaces, of online search engines and of social networking services
platforms, which provide services across the Union that fall within the scope of this Directive, ENISA
should create and maintain a registry of such entities, based on the information received by Member
States, where applicable through national mechanisms established for entities to register themselves. The
single points of contact should forward to ENISA the information and any changes thereto. With a view
to ensuring the accuracy and completeness of the information that is to be included in that registry,
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Member States can submit to ENISA the information available in any national registries on those entities.
ENISA and the Member States should take measures to facilitate the interoperability of such registries,
while ensuring protection of confidential or classified information. ENISA should establish appropriate
information classification and management protocols to ensure the security and confidentiality of
disclosed information and restrict the access, storage, and transmission of such information to intended
users.
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Where information which is classified in accordance with Union or national law is exchanged, reported
or otherwise shared under this Directive, the corresponding rules on the handling of classified information
should be applied. In addition, ENISA should have the infrastructure, procedures and rules in place to
handle sensitive and classified information in accordance with the applicable security rules for protecting
EU classified information.
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With cyber threats becoming more complex and sophisticated, good detection of such threats and their
prevention measures depend to a large extent on regular threat and vulnerability intelligence sharing
between entities. Information sharing contributes to an increased awareness of cyber threats, which, in
turn, enhances entities’ capacity to prevent such threats from materialising into incidents and enables
entities to better contain the effects of incidents and recover more efficiently. In the absence of guidance
at Union level, various factors seem to have inhibited such intelligence sharing, in particular uncertainty
over the compatibility with competition and liability rules.
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Entities should be encouraged and assisted by Member States to collectively leverage their individual
knowledge and practical experience at strategic, tactical and operational levels with a view to enhancing
their capabilities to adequately prevent, detect, respond to or recover from incidents or to mitigate their
impact. It is thus necessary to enable the emergence at Union level of voluntary cybersecurity
information-sharing arrangements. To that end, Member States should actively assist and encourage
entities, such as those providing cybersecurity services and research, as well as relevant entities not falling
within the scope of this Directive, to participate in such cybersecurity information-sharing arrangements.
Those arrangements should be established in accordance with the Union competition rules and Union
data protection law.
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The processing of personal data, to the extent necessary and proportionate for the purpose of ensuring
security of network and information systems by essential and important entities, could be considered to
be lawful on the basis that such processing complies with a legal obligation to which the controller is
subject, in accordance with the requirements of Article 6(1), point (c), and Article 6(3) of Regulation (EU)
2016/679. Processing of personal data could also be necessary for legitimate interests pursued by essential
and important entities, as well as providers of security technologies and services acting on behalf of those
entities, pursuant to Article 6(1), point (f), of Regulation (EU) 2016/679, including where such processing
is necessary for cybersecurity information-sharing arrangements or the voluntary notification of relevant
information in accordance with this Directive. Measures related to the prevention, detection, identification,
containment, analysis and response to incidents, measures to raise awareness in relation to specific cyber
threats, exchange of information in the context of vulnerability remediation and coordinated vulnerability
disclosure, the voluntary exchange of information about those incidents, and cyber threats and
vulnerabilities, indicators of compromise, tactics, techniques and procedures, cybersecurity alerts and
configuration tools could require the processing of certain categories of personal data, such as IP addresses,
uniform resources locators (URLs), domain names, email addresses and, where they reveal personal data,
time stamps. Processing of personal data by the competent authorities, the single points of contact and the
CSIRTs, could constitute a legal obligation or be considered to be necessary for carrying out a task in the
public interest or in the exercise of official authority vested in the controller pursuant to Article 6(1), point
(c) or (e), and Article 6(3) of Regulation (EU) 2016/679, or for pursuing a legitimate interest of the
essential and important entities, as referred to in Article 6(1), point (f), of that Regulation. Furthermore,
national law could lay down rules allowing the competent authorities, the single points of contact and the
CSIRTs, to the extent that is necessary and proportionate for the purpose of ensuring the security of
network and information systems of essential and important entities, to process special categories of
personal data in accordance with Article 9 of Regulation (EU) 2016/679, in particular by providing for
suitable and specific measures to safeguard the fundamental rights and interests of natural persons,
including technical limitations on the re-use of such data and the use of state-of-the-art security and
privacy-preserving measures, such as pseudonymisation, or encryption where anonymisation may
significantly affect the purpose pursued.
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In order to strengthen the supervisory powers and measures that help ensure effective compliance, this
Directive should provide for a minimum list of supervisory measures and means through which the
competent authorities can supervise essential and important entities. In addition, this Directive should
establish a differentiation of supervisory regime between essential and important entities with a view to
ensuring a fair balance of obligations on those entities and on the competent authorities. Therefore,
essential entities should be subject to a comprehensive ex ante and ex post supervisory regime, while
important entities should be subject to a light, ex post only, supervisory regime. Important entities should
therefore not be required to systematically document compliance with cybersecurity risk-management
measures, while the competent authorities should implement a reactive ex post approach to supervision
and, hence, not have a general obligation to supervise those entities. The ex post supervision of important
entities may be triggered by evidence, indication or information brought to the attention of the competent
authorities considered by those authorities to suggest potential infringements of this Directive. For
example, such evidence, indication or information could be of the type provided to the competent
authorities by other authorities, entities, citizens, media or other sources or publicly available information,
or could emerge from other activities conducted by the competent authorities in the fulfilment of their
tasks.
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The execution of supervisory tasks by the competent authorities should not unnecessarily hamper the
business activities of the entity concerned. Where the competent authorities execute their supervisory
tasks in relation to essential entities, including the conduct of on-site inspections and off-site supervision,
the investigation of infringements of this Directive and the conduct of security audits or security scans,
they should minimise the impact on the business activities of the entity concemed.
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In the exercise of ex anfe supervision, the competent authorities should be able to decide on the
prioritisation of the use of supervisory measures and means at their disposal in a proportionate manner.
This entails that the competent authorities can decide on such prioritisation based on supervisory
methodologies which should follow a risk-based approach. More specifically, such methodologies could
include criteria or benchmarks for the classification of essential entities into risk categories and
corresponding supervisory measures and means recommended per risk category, such as the use,
frequency or types of on-site inspections, targeted security audits or security scans, the type of information
to be requested and the level of detail of that information. Such supervisory methodologies could also be
accompanied by work programmes and be assessed and reviewed on a regular basis, including on aspects
such as resource allocation and needs. In relation to public administration entities, the supervisory powers
should be exercised in line with the national legislative and institutional frameworks.
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The competent authorities should ensure that their supervisory tasks in relation to essential and important
entities are carried out by trained professionals, who should have the necessary skills to carry out those
tasks, in particular with regard to conducting on-site inspections and off-site supervision, including the
identification of weaknesses in databases, hardware, firewalls, encryption and networks. Those
inspections and that supervision should be conducted in an objective manner.
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In duly substantiated cases where it is aware of a significant cyber threat or an imminent risk, the
competent authority should be able to take immediate enforcement decisions with the aim of preventing
or responding to an incident.
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In order to make enforcement effective, a minimum list of enforcement powers that can be exercised for
breach of the cybersecurity risk-management measures and reporting obligations provided for in this
Directive should be laid down, setting up a clear and consistent framework for such enforcement across
the Union. Due regard should be given to the nature, gravity and duration of the infringement of this
Directive, the material or non-material damage caused, whether the infringement was intentional or
negligent, actions taken to prevent or mitigate the material or non-material damage, the degree of
responsibility or any relevant previous infringements, the degree of cooperation with the competent
authority and any other aggravating or mitigating factor. The enforcement measures, including
administrative fines, should be proportionate and their imposition should be subject to appropriate
procedural safeguards in accordance with the general principles of Union law and the Charter of
Fundamental Rights of the European Union (the ‘Charter’), including the right to an effective remedy
and to a fair trial, the presumption of innocence and the rights of the defence.
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This Directive does not require Member States to provide for criminal or civil liability with regard to
natural persons with responsibility for ensuring that an entity complies with this Directive for damage
suffered by third parties as a result of an infiingement of this Directive.
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In order to ensure effective enforcement of the obligations laid down in this Directive, each competent
authority should have the power to impose or request the imposition of administrative fines.
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Where an administrative fine is imposed on an essential or important entity that is an undertaking, an
undertaking should be understood to be an undertaking in accordance with Articles 101 and 102 TFEU
for those purposes. Where an administrative fine is imposed on a person that is not an undertaking, the
competent authority should take account of the general level of income in the Member State as well as
the economic situation of the person when considering the appropriate amount of the fine. It should be
for the Member States to determine whether and to what extent public authorities should be subject to
administrative fines. Imposing an administrative fine does not affect the application of other powers of
the competent authorities or of other penalties laid down in the national rules transposing this Directive.
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Member States should be able to lay down the rules on criminal penalties for infringements of the national
rules transposing this Directive. However, the imposition of criminal penalties for infringements of such
national rules and of related administrative penalties should not lead to a breach of the principle of ne bis
in idem, as interpreted by the Court of Justice of the European Union.
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Where this Directive does not harmonise administrative penalties or where necessary in other cases, for
example in the event of a serious infringement of this Directive, Member States should implement a
system which provides for effective, proportionate and dissuasive penalties. The nature of such penalties
and whether they are criminal or administrative should be determined by national law.
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In order to further strengthen the effectiveness and dissuasiveness of the enforcement measures applicable
to infringements of this Directive, the competent authorities should be empowered to suspend temporarily
or to request the temporary suspension of a certification or authorisation concerning part or all of the
relevant services provided or activities carried out by an essential entity and request the imposition of a
temporary prohibition of the exercise of managerial functions by any natural person discharging
managerial responsibilities at chief executive officer or legal representative level. Given their severity and
impact on the entities’ activities and ultimately on users, such temporary suspensions or prohibitions
should only be applied proportionally to the severity of the infringement and taking account of the
circumstances of each individual case, including whether the infringement was intentional or negligent,
and any actions taken to prevent or mitigate the material or non-material damage. Such temporary
suspensions or prohibitions should only be applied as a last resort, namely only after the other relevant
enforcement measures laid down in this Directive have been exhausted, and only until the entity
concerned takes the necessary action to remedy the deficiencies or comply with the requirements of the
competent authority for which such temporary suspensions or prohibitions were applied. The imposition
of such temporary suspensions or prohibitions should be subject to appropriate procedural safeguards in
accordance with the general principles of Union law and the Charter, including the right to an effective
remedy and to a fair trial, the presumption of innocence and the rights of the defence.
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For the purpose of ensuring entities’ compliance with their obligations laid down in this Directive,
Member States should cooperate with and assist each other with regard to supervisory and enforcement
measures, in particular where an entity provides services in more than one Member State or where its
network and information systems are located in a Member State other than that where it provides services.
When providing assistance, the requested competent authority should take supervisory or enforcement
measures in accordance with national law. In order to ensure the smooth functioning of mutual assistance
under this Directive, the competent authorities should use the Cooperation Group as a forum to discuss
cases and particular requests for assistance.
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In order to ensure effective supervision and enforcement, in particular in a situation with a cross-border
dimension, a Member State that has received a request for mutual assistance should, within the limits of
that request, take appropriate supervisory and enforcement measures in relation to the entity that is the
subject of that request, and that provides services or has a network and information system on the territory
of that Member State.
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This Directive should establish cooperation rules between the competent authorities and the supervisory
authorities under Regulation (EU) 2016/679 to deal with infringements of this Directive related to
personal data.
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This Directive should aim to ensure a high level of responsibility for the cybersecurity risk-management
measures and reporting obligations at the level of the essential and important entities. Therefore, the
management bodies of the essential and important entities should approve the cybersecurity risk-
management measures and oversee their implementation.
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In order to ensure a high common level of cybersecurity across the Union on the basis of this Directive,
the power to adopt acts in accordance with Article 290 TFEU should be delegated to the Commission in
respect of supplementing this Directive by specifying which categories of essential and important entities
are to be required to use certain certified ICT products, ICT services and ICT processes or obtain a
certificate under a European cybersecurity certification scheme. It is of particular importance that the
Commission carry out appropriate consultations during its preparatory work, including at expert level,
and that those consultations be conducted in accordance with the principles laid down in the
Interinstitutional Agreement of 13 April 2016 on Better Law-Making . In particular, to ensure equal
participation in the preparation of delegated acts, the European Parliament and the Council receive all
documents at the same time as Member States’ experts, and their experts systematically have access to
meetings of Commission expert groups dealing with the preparation of delegated acts.
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In order to ensure uniform conditions for the implementation of this Directive, implementing powers
should be conferred on the Commission to lay down the procedural arrangements necessary for the
functioning of the Cooperation Group and the technical and methodological as well as sectoral
requirements concerning the cybersecurity risk-management measures, and to further specify the type of

2 0JL123,12.5.2016,p. 1.
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LR M O 0D 2011 422 A 16 HOHIHI(EU) No 1822011 (OJ L 55,28.2.2011, p. 13).
Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down
the rules and general principles concerning mechanisms for control by the Member States of the Commission's
exercise of implementing powers (OJ L 55, 28.2.2011, p. 13).

96



e TERMEE 8 & 45 (20234412 H)

information, the format and the procedure of incident, cyber threat and near miss notifications and of
significant cyber threat communications, as well as cases in which an incident is to be considered to be
significant. Those powers should be exercised in accordance with Regulation (EU) No 182/2011 of the
European Parliament and of the Council ®.
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The Commission should periodically review this Directive, after consulting stakeholders, in particular
with a view to determining whether it is appropriate to propose amendments in light of changes to societal,
political, technological or market conditions. As part of those reviews, the Commission should assess the
relevance of the size of the entities concerned, and the sectors, subsectors and types of entity referred to
in the annexes to this Directive for the functioning of the economy and society in relation to cybersecurity.
The Commission should assess, inter alia, whether providers, falling within the scope of this Directive,
that are designated as very large online platforms within the meaning of Article 33 of Regulation (EU)
2022/2065 of the European Parliament and of the Council ® could be identified as essential entities under
this Directive.
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This Directive creates new tasks for ENISA, thereby enhancing its role, and could also result in ENISA
being required to carry out its existing tasks under Regulation (EU) 2019/881 to a higher level than before.
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Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single Market
For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (OJ L277,27.10.2022, p. 1).
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In order to ensure that ENISA has the necessary financial and human resources to carry out existing and
new tasks, as well as to meet any higher level of execution of those tasks resulting from its enhanced role,
its budget should be increased accordingly. In addition, in order to ensure the efficient use of resources,
ENISA should be given greater flexibility in the way that it is able to allocate resources intemally for the
purpose of effectively carrying out its tasks and meeting expectations.
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Since the objective of this Directive, namely to achieve a high common level of cybersecurity across the
Union, cannot be sufficiently achieved by the Member States but can rather, by reason of the effects of
the action, be better achieved at Union level, the Union may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the
principle of proportionality as set out in that Article, this Directive does not go beyond what is necessary
in order to achieve that objective.
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This Directive respects the fundamental rights, and observes the principles, recognised by the Charter, in
particular the right to respect for private life and communications, the protection of personal data, the
freedom to conduct a business, the right to property, the right to an effective remedy and to a fair trial, the
presumption of innocence and the rights of the defence. The right to an effective remedy extends to the
recipients of services provided by essential and important entities. This Directive should be implemented
in accordance with those rights and principles.
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Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EU)2018/1725 of the European Parliament and of the Council® and delivered an opinion on 11 March
202199,
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FIE RAKYGEA
Chapter I General Provisions

F1E XFEH
Article 1 Subject matter
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This Directive lays down measures that aim to achieve a high common level of cybersecurity across the

Union, with a view to improving the functioning of the internal market.
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To that end, this Directive lays down:
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obligations that require Member States to adopt national cybersecurity strategies and to designate
or establish competent authorities, cyber crisis management authorities, single points of contact on
cybersecurity (single points of contact) and computer security incident response teams (CSIRTs);
cybersecurity risk-management measures and reporting obligations for entities of a type referred to
in Annex I or I as well as for entities identified as critical entities under Directive (EU) 2022/2557;
rules and obligations on cybersecurity information sharing;

supervisory and enforcement obligations on Member States.
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Article 2 Scope
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This Directive applies to public or private entities of a type referred to in Annex I or Il which qualify as
mediums-sized enterprises under Article 2 of the Annex to Recommendation 2003/361/EC, or exceed the
ceilings for medium-sized enterprises provided for in paragraph 1 of that Article, and which provide their
services or carry out their activities within the Union.
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Article 3(4) of the Annex to that Recommendation shall not apply for the purposes of this Directive.
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Regardless of their size, this Directive also applies to entities of a type referred to in Annex I or II, where:
(@ services are provided by:
(i)  providers of public electronic communications networks or of publicly available electronic
communications services;
(i)  trust service providers;
(i) top-level domain name registries and domain name system service providers;
(b) the entity is the sole provider in a Member State of a service which is essential for the maintenance
of critical societal or economic activities;
(c) disruption of the service provided by the entity could have a significant impact on public safety,
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public security or public health;
(d) disruption of the service provided by the entity could induce a significant systemic risk, in particular
for sectors where such disruption could have a cross-border impact;
(e) the entity is critical because of its specific importance at national or regional level for the particular
sector or type of service, or for other interdependent sectors in the Member State;
(f) the entity is a public administration entity:
()  of central government as defined by a Member State in accordance with national law; or
(if) atregional level as defined by a Member State in accordance with national law that, following
a risk-based assessment, provides services the disruption of which could have a significant
impact on critical societal or economic activities.

FOEFEROHFL 5T, ZOHRSE, FHSEU) 20222557 O FIZBWTHEETREL
TS AR GRS S,

Regardless of their size, this Directive applies to entities identified as critical entities under Directive (EU)
2022/2557.

ZOIEFROBRLAOE S, ZOFEME, RAAR S —E A2 2 g DAL T
SN,

Regardless of their size, this Directive applies to entities providing domain name registration services.

RERRENY, ZOFSZ UL FOIETERHL Gl 5285 D155
() HIFL~ILT, ITEEERE THHETIR,
(b) LT, Y E R B AT RSN A 2 T DA RN T, ZE TR,

Member States may provide for this Directive to apply to:
(@ public administration entities at local level,
(b) education institutions, in particular where they carry out critical research activities.

ZOFENIE, ZOEOETOTEEMEMERT DL R OELRTEHERT 52230, HkE
DEFLERIELFOMER, KO, TSN VEDEZHSRe PR DT D ORERE
DEREAHT 720N,

This Directive is without prejudice to the Member States’ responsibility for safeguarding national security
and their power to safeguard other essential State functions, including ensuring the territorial integrity of
the State and maintaining law and order.

ZOFESE, EHEL e, Ao, RO, £, LI TRODIIE, A, Bk
OFRIBA D, TEBITO 3N\ CYRHE RO IEENE BT T D1 TBAERS Th 1A TARIC
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HLUTIL, TSR,

This Directive does not apply to public administration entities that carry out their activities in the areas of
national security, public security, defence or law enforcement, including the prevention, investigation,
detection and prosecution of criminal offences.

RERREN T, EFR 22, Aoz, EEOSE, HLLAL, S TADILE, 184, K%k
OFREZ 50, M TO BB UREE 2 7T DRPEDIETIR, F21X, Fb, KG0H 7
T R TR ChATE R R L T —E AT AR EDTE LRI KL, ek k
DOIFENET T —E ALBRHL T 21 S5F72135 23 RICEDLHFH% FRUAFD, TDIO72
B, ENBORFEDIEENE X —E A LOBRIZI T, BV B L O 70
FEZ AL C3ebleun, EEER, D, AHIOR T2 A7 OIE#E 24T, 2%, h—8
AT DL X, MEERENS, YRAEFRITHL T, 53 LU 27 S[ED HFHE bR
THIEEPRETED,

Member States may exempt specific entities which carry out activities in the areas of national security,
public security, defence or law enforcement, including the prevention, investigation, detection and
prosecution of criminal offences, or which provide services exclusively to the public administration
entities referred to in paragraph 7 of this Article, from the obligations laid down in Article 21 or 23 with
regard to those activities or services. In such cases, the supervisory and enforcement measures referred to
in Chapter VII shall not apply in relation to those specific activities or services. Where the entities carry
out activities or provide services exclusively of the type referred to in this paragraph, Member States may
decide also to exempt those entities from the obligations laid down in Articles 3 and 27.

EERMEE —EAOT AL LU TENY DL, 2 7 HAL O 8 AL T1veb
fcib \O

Paragraphs 7 and 8 shall not apply where an entity acts as a trust service provider

FRAIEU) 20222554 D5 2 2555 4 TEZHE TRERRIEA N RIR RO I S RN T A
WXL TS, ZofEaz L Cdibiany,

This Directive does not apply to entities which Member States have exempted from the scope of
Regulation (EU) 2022/2554 in accordance with Article 2(4) of that Regulation.

ZOREBIZEDDHFSL, ZDIEHROBIRIEREDEF LI, ASLOREE-ITEE
UIIZEDFIRSIZ T DI 72RO R & T 7ebrauy,

The obligations laid down in this Directive shall not entail the supply of information the disclosure of
which would be contrary to the essential interests of Member States’ national security, public security or
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defence.

12. ZOFESIE, BINES &K OBEEESOBHIEU) 2016/679, F545 2002/58/EC, F845 2011/93/EU% K
MRS 2013/40/EUR W ONTHES(EU) 2022/2557 ZWhiF L7, S5,

This Directive applies without prejudice to Regulation (EU) 2016/679, Directive 2002/58/EC, Directives
2011/93/EU @7 and 2013/40/EU @ of the European Parliament and of the Council and Directive (EU)
2022/2557.

13. TFEU D% 346 SRaihit 5 b7e<, FERER :F%ﬁa”é%%@iiﬁ RSB SO E F 7213
WHEIZLOIVE THAOEIRE, ZOFRS DD DI Y45 B CHDIGAIZIR, =
@%E/ﬁ WZHEW, EkJIIéE%\ &U%hb%@%@@%é%@k@ﬁaﬁfx@énéo RS NATERIT,

YEZASHD B IO T DI T8I~ IR BRI IRES D, TEHROAH L, 4L RO
r%f%ﬁb D3, BIR T DIETNRDOPFEL PG FOFRSA (RET D,

Without prejudice to Article 346 TFEU, information that is confidential pursuant to Union or national
rules, such as rules on business confidentiality, shall be exchanged with the Commission and other
relevant authorities in accordance with this Directive only where that exchange is necessary for the
application of this Directive. The information exchanged shall be limited to that which is relevant and
proportionate to the purpose of that exchange. The exchange of information shall preserve the
confidentiality of that information and protect the security and commercial interests of entities concermned.

14, ETIR, BREHEROH DR, B #&E 5 & OF CSIRT 13, ZOFES D H DT8O\ I B2
FHNC, 7>, HAIEU) 2016/679 (210t~ TANT —2ZAEEL, E0DUT, ZDLH72E T, [F
HRRIODEE 6 SRIZUELT 2,

Entities, the competent authorities, the single points of contact and the CSIRTS shall process personal data
to the extent necessary for the purposes of this Directive and in accordance with Regulation (EU)

2016/679, in particular such processing shall rely on Article 6 thereof.

ZORBIZED, AIEEABER Y NI —7 DT AL E TR rTRE 2 fEE Y —

7 WSO EFFE MR OB L E ORI 2, WONT, BEERFEAARTE 2004/68/THA
ZBEIET DR NGBS K O F0D 2011 4F 12 A 13 HOFE4 2011/93/EU (O L1335, 17.12.2011, p. 1).
Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating the
sexual abuse and sexual exploitation of children and child pornography, and replacing Council Framework
Decision 2004/68/JHA (OJ L 335, 17.12.2011, p. 1).
B AT AT DT BB 5, KO, BFEESAAIRGE 2005/222THA ZBE IR DRRINGERR &
PR 2013 A28 H 12 HOFESS 2013/40/EU (OJ 1218, 14.8.2013, p. 8).
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against
information systems and replacing Council Framework Decision 2005/222/JHA (OJ L 218, 14.8.2013, p. 8).
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EADT S, Z I HENT —Z DOUFR L, BRINES DT — 2515 K OBNE S D75 A
IR —1E, L0V, F85 2002/58/EC 12> T TS NA,

The processing of personal data pursuant to this Directive by providers of public electronic

communications networks or providers of publicly available electronic communications services shall be

carried out in accordance with Union data protection law and Union privacy law, in particular Directive
2002/58/EC.

B35 ERETHRUVEELER
Article 3 Essential and important entities

1L ZORTOABDIZOL, LLFOIEERD, BEETATHL LSS :

@
()
©
@
©)
(f)
©

B 1\ ORT XA T OEFIRTH- T, BE 2003/361/EC ORIFROE 2 455 1 TIZED
BHHHHRAZED FRRABZ DB ;
WELT A OB T, WG —EAD T A O T LR A
LV ANAFONT DNS —E 2D 7 134
B ARG TN —I DT A E E T ARPFH TR R B @5 —E A7 1
NAZ T, #E 2003/361/EC DRIFRDE 2 500 FCHEUREZEL L THTESIDD
D
55 2 5550 2 (D)W 1 TBUERS Th H1E A,
FRELISAORIE T FFBIE IR T Z AT DIEERTH T, 55 2 5555 2 THBYRWL
(KD, HbEFIARL U TR ENZ > RISz b D

ZORFOE 2 456 3 IR, F85(EU) 2022/2557 O FCHAAETIRE L GRS T-
TEFER,
FERKENZ DINTED HEXIL, FEBEU) 2016/1148 F I XENEIHES THREY—1
ADIEEFLELT2023 41 H 16 BXOLRNTAERED e AR,

For the purposes of this Directive, the following entities shall be considered to be essential entities:

@)
(b)
©
©)
©)
()

entities of a type referred to in Annex I which exceed the ceilings for medium-sized enterprises
provided for in Article 2(1) of the Annex to Recommendation 2003/361/EC;

qualified trust service providers and top-level domain name registries as well as DNS service
providers, regardless of their size;

providers of public electronic communications networks or of publicly available electronic
communications services which qualify as medium-sized enterprises under Article 2 of the Annex
to Recommendation 2003/361/EC;

public administration entities referred to in Article 2(2), point (f)(i);

any other entities of a type referred to in Annex I or I that are identified by a Member State as
essential entities pursuant to Article 2(2), points (b) to (e);

entities identified as critical entities under Directive (EU) 2022/2557, referred to in Article 2(3) of
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this Directive;

(g) if the Member State so provides, entities which that Member State identified before 16 January
2023 as operators of essential services in accordance with Directive (EU) 2016/1148 or national
law.

ZOFRSOHHIDT-OIZ, BIHE T FATBRRIN R T2 A7 DIETFETH- T, AR 1 H]
FOIFEE TR OS2 b DT, EEE IR CTHLE WSS, Ziud, 56 2 2&% 2
THDbY 2 U Z L B E AL U CERREIC L > THRESNiE R R E S Te,

For the purposes of this Directive, entities of a type referred to in Annex I or I which do not qualify as
essential entities pursuant to paragraph 1 of this Article shall be considered to be important entities. This
includes entities identified by Member States as important entities pursuant to Article 2(2), points (b) to

().

202544 J1 17 HETIZ, MaEN, AR OEETETERIENIN A A —E A
AR DIETEIRDYANARK %, MERKENT, BRI, 230, D7aKbb DL 2 FH3T,
VAN RIEL, 230, TAES XY, Ty 7T — 5,

By 17 April 2025, Member States shall establish a list of essential and important entities as well as entities
providing domain name registration services. Member States shall review and, where appropriate, update
that list on a regular basis and at least every two years thereafter.

55 3 TR T UANAERCT 2 BT, #ERIENT, RIS IVEEMANIRL, A7

T@%ﬁ&%ﬁ%ﬁ%@&@&;b%ﬁ%a:#%mﬁ“é_k%ﬁjﬁé :

(a) %@ﬂzﬁz&@%ﬁ-

() (AT, KON, EEFA—LTRUA, [P 7 R ARG R OERER 5250, BofiDE e,

(©) FHhEH TR EXIE, BIRE T /23R I~ B2 R NG ; i ON

d) FNAEHAFTHE L&, YL AN Z OIS OREAFTENICH S —E 22424975
FERREDY AR,

For the purpose of establishing the list referred to in paragraph 3, Member States shall require the entities

referred to in that paragraph to submit at least the following information to the competent authorities:

(@ the name of the entity;

(b) the address and up-to-date contact details, including email addresses, IP ranges and telephone
numbers;

() where applicable, the relevant sector and subsector referred to in Annex I or II; and

(d) where applicable, a list of the Member States where they provide services falling within the scope
of this Directive.

TR HEET, 7L, D30, WIIVRDEAEIZIBWTHZE DD B 2 LN
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(2, AEER 1 BP0 LR A8 212,

The entities referred to in paragraph 3 shall notify any changes to the details submitted pursuant to the
first subparagraph of this paragraph without delay, and, in any event, within two weeks of the date of the
change.

BMNZRERE, PA 3 =120 T 2B DRRNEEOHR (ENISA) DA KD, AR
BT, AR ZED HIRH5E B DFRE M OB 124D,

The Commission, with the assistance of the European Union Agency for Cybersecurity (ENISA), shall
without undue delay provide guidelines and templates regarding the obligations laid down in this

paragraph.

HERRIEN S, IETAD B BT DT O D ENOHHRA AT 152,
Member States may establish national mechanisms for entities to register themselves.

2025 -4 A 17 HETIZ, EO%IL 2 T, WESHEROHAMBAIL, LU T L@t 5:

@ PIMNEZESKLOWI17 V—1Z%L, B T F2i3 B8R T35 L ONEIR P
(25 3 TR KBS I B A AR R OV B A RO Kk I ONE

(b) BRINEERTHL, 5 2 5565 2 bYW ) S L 0iknSi i s A e OV A
(ROE, YEAETARNET DRI T F72I 3B IR R OEIRT, YakikE s
P DV —E2DXAT, W, FOFTEL > CYRAETARDGHRISNT-5F 2 558
2 FHOY W U ED HFFAD HI I HSIEN OO S BT D B

By 17 April 2025 and every two years thereafter, the competent authorities shall notify:

(@ the Commission and the Cooperation Group of the number of essential and important entities listed
pursuant to paragraph 3 for each sector and subsector referred to in Annex I or II; and

(b) the Commission of relevant information about the number of essential and important entities
identified pursuant to Article 2(2), points (b) to (), the sector and subsector referred to in Annex I
or II to which they belong, the type of service that they provide, and the provision, from among
those laid down in Article 2(2), points (b) to (), pursuant to which they were identified.

2025 44 A 17 HETIZ, 20, BINEEESOTILE G T, AERENL, BONEESIZHL, 56
5 TEb) T A AR N O E A RO L e R CED,

Until 17 April 2025 and upon request of the Commission, Member States may notify the Commission of
the names of the essential and important entities referred to in paragraph 5, point (b).
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545 EFRIDBRNLESS
Article 4 Sector-specific Union legal acts

1 EBFRIORRIEE O T4, EREETARE I TEEETRARICIL, A3 —EF 207DV
AV EBRDIEELBAIRT DL, F2L, BRI AL T Nl 522 R TR, 2>,
ZNHOEHNZOIRFITEDDFFEL DI EL YIS/ R A B D &I, BVIFEIED D
B R OB T BT 25582 &, T X7 Cofa SO Bh#EsEA w@ AL Tl
72720, EFHBIOBRNE GO T 2573, ZOHRH O HRIFHNICH DRFEDHTHINDO 2 TD
EFRAETHEL QRN EEITE, ZOfS ORISR, OO RRINEE DI T2
(\ZE o TEES IR EERIRIL, d#ASHEE T2,

Where sector-specific Union legal acts require essential or important entities to adopt cybersecurity risk-
management measures or to notify significant incidents and where those requirements are at least
equivalent in effect to the obligations laid down in this Directive, the relevant provisions of this Directive,
including the provisions on supervision and enforcement laid down in Chapter VII, shall not apply to
such entities. Where sector-specific Union legal acts do not cover all entities in a specific sector falling
within the scope of this Directive, the relevant provisions of this Directive shall continue to apply to the
entities not covered by those sector-specific Union legal acts.

2. ALOE 1 HEITRTEHTL, LFOBAICBO UL, ZORSIIEDLFHERNEI BT

EThOHEMIENG:

@ YA N—tF2UVT A DOUAZEEOHEEN, 5 21 555 1 EROE 2 IHIED HHEES D
72 LRI RN THETHOG A F2iT

(b)  EBFBIDRKINEADIEITADS, ZOFEED FIZdH% CSIRT, BESHERDH AR L
Bl RIC L DA > T U MBHI~O RO T 7' A, Ll L X HEM X
NIZEBEDT 72 A% ED TERY, v, ERIA VT Nl D80, ZOf4
D 23 55 1 RWUES 6 T EO A B L D7 EHMFI TRV TR S,

The requirements referred to in paragraph 1 of this Article shall be considered to be equivalent in effect

to the obligations laid down in this Directive where:

(@ cybersecurity risk-management measures are at least equivalent in effect to those laid down in
Article 21(1) and (2); or

(b) the sector-specific Union legal act provides for immediate access, where appropriate automatic and
direct, to the incident notifications by the CSIRTSs, the competent authorities or the single points of
contact under this Directive and where requirements to notify significant incidents are at least
equivalent in effect to those laid down in Article 23(1) to (6) of this Directive.

3. BRINEESNEL, 2023 4E7 A 17 BETIZ, 55 1 IOV 2 HOm A2 i L D fet a3
%, BRINEB AT, ZhoDfaitz E i IES, ENO0HEHEZ 28, BINEES
1%, W17 V—7 J, TOVENISA OESIAETA &I AILA,
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The Commission shall, by 17 July 2023, provide guidelines clarifying the application of paragraphs 1
and 2. The Commission shall review those guidelines on a regular basis. When preparing those guidelines,
the Commission shall take into account any observations of the Cooperation Group and ENISA.

E5& 3=TLOEAE
Article 5 Minimum harmonisation

ORI, TDOL 7R SIEN RN ESTEI S E D HRERRE DO — BN S L L 5L T,
RERREDS, Z0EWOL L DY A=t F 2T a Ml DSB8 R E - T HERF 2 2 e 2k
FRU IR B720,

This Directive shall not preclude Member States from adopting or maintaining provisions ensuring a
higher level of cybersecurity, provided that such provisions are consistent with Member States’ obligations
laid down in Union law.

EoE TH
Article 6 Definitions

ZOFRED BIIDT-DIZ, LLFOEFRIHEASNS

1) RYNT—T R OMERS AT A 8
@ FEF(EU) 2018/1972 D55 2 5645 | BACERT AE T E@EF N —7;

() ZNHOBEERTD 1 FAFEHOLON, 7 ar I NIKY, TUVT—EO AE)
B B A T3 DA 7 AR AR S Ui LU X BEE ST S ies &
72i%

© ZFNHOEHFOEM, FIF, FRELROHERFEELD HIDT29D1Z, ()X Ob)D FIZa)
BEINLERICL > TSN, QBSH, BRBRSNF M atEsnsT V2L
T—X

DZEEFERL;

2 RVRT—7 B ONEFRS AT LOBGHE LT, SUakRTSN, AStSh LSS T
—HZOR M, IR, et LTSN, F203, Yi%ary N —27 R OMEHR AT 2
WZE o TSNS LUT LR Y N — 7 R OME AT Da L CT 7 A RRE et —
EAORIAME, B, 52D LISHENARET 2B LIV HERFIZHL, FTE
DIEHAL ~ILTHIT DR NI —7 L OME RS AT DOREND Z LA EIRL ;

() YA —tF2UT 11403, FHIEU) 2019/881 DHF5 2 5456 1 BAEFT DA —k*
2T ADTEEEEL ;

@) [ENH A=t 2T WG 21T, A=t 20T 1O I T DRI Fo S
T OMBSENERAL ONC 2432 EIP 38\ TS0 B 5% 5 720 DRttt
55, HERIED —BHDOHOMFHADZ LA EIRL ;
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(10)

(11)

(12)
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(14)
(15)

(16)

e TERMEE 8 & 45 (20234412 H)

(=7 IR 81, RS, RSB LIFBES NS T — 2 O M, FLEM:, 5842
ML UIIHEENE, F20%, o M —7 RO A7 Ao TSNS LT R v
— 7 KON AT 2 U CT 7 AR e —e A0 Al M, BV, seerb L
MR E UG- HRETITH DD, TORENBRIYOBSIEIREUI- HkEET-
X FDIRENH I T RO = LA IR ;

A T UR B, RS, (BREENG LITREES NS T — 2 O a] vE, BEIEME,
FERMEL LI, F7218, R b —7 ROE#HRS AT Az d-> TRt LT xR
VI RNT—7 e OMERS AT DL CT 7B AR R e — e A0 ] i, EiEM:, 28t
LI IHEMAARE T DHSRED LA ERL ;

[FIEZ2 AR X2V T A DAL LT U BT, ZDA LT NS DI O
FRIEDRE 1§ DL~V DIRELAECSED A VT U, F20T, A7l dh 2
FRENCGL CEAAR A DA T UMD ERL ;

AT U RNDOBIR N BT, AT U NEBLIEL, BRHL, L, IEONS, A>Tk
EEUCIAD, F20X, AT U NTHIRL, KON, A>T N EIET A2 LA 0T
IR O TFReDZ L2 ERL

(AT L1, AT U NI TET DR FI RGO FIREMED Z L2 EIRL, 2089
IR FEIITIRELDO KEELEZ DAL 2T U MOFRAEDERMEOMAFIHE LU THRIES
NHRETHY;

[ A S—72B 21Z, FHRIEU) 2019/881 D 2 5555 8 FAZIEFET DA/ S~/
ZEEERL,

(BRI A ST B LV, FDOEBOENT FOReAFHEL LT, B RO Ry T —
7 BOMEHRS AT DFARETRO—E ZOFHEIHL, A EII O ERME
FEEELSHHIEITL ST, ERREELL O AR OO L HEESISD AN —T0
DT LR ;

[TCT 5L 21%, FAEU)2019/881 D5 2 45565 12 BAZEFET D ICT B OZEAFERL ;
[ICT Y—E 2 &1, HHAEU) 2019/881 D 2 455 13 FAZEFHET S ICT —EADZL
ZEIEL,

[ICT 7 rt 2 117, HHIEU)2019/881 D% 2 545 14 SAZEFET D ICT S 2D i
ERRL,

(MEsst ) &1L, ICT BShEI I ICT —E ADF5 A, YHRGF I 3HRIE Ch - C, AN
— BB LS RSSO DD Z LA EBRL

[HATREUE | 1, BRMGEES L OO AIEU) No 10252012205 2 5565 1 HAER

2 RN I B35, BRFSTE 89/686/EEC M UNBREEAIRTE 93/15/EEC, BNGEs M U R F DTS
45 94/9/EC, F545 94/25/EC, 84 95/16/EC, 545 97/23/EC, 855 98/34/EC, 85 2004/22/EC, 545 2007/23/
EC, 545 2009/23/EC K OMES 2009/105/EC ZCLET 5, WONS, BRFAIGE 87/95/BEC M OVRMNGEER &
UHEEROIRTE No 1673/2006/EC B L3 2N M OB g0 2012 4F 10 A 25 AOBHAIEU) No
1025/2012 (OT L 316, 14.11.2012, p. 12).
Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012 on European
standardisation, amending Council Directives 89/686/EEC and 93/15/EEC and Directives 94/9/EC, 94/25/EC,
95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and 2009/105/EC of the European
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T HHAAERED Z LA IR ;

(17) THfr AR LT, FHAIEU) No 10252012 DF 2 556 4 SAERTHHA IO 45
L ;

(18) TA 2 —3yMHAHHLS LI, AN IA L H—F I DT T 497 DR
T5 BHIDTZOIZ, IS LT "N — 7 DR H i CEAHINTT DR NI —2
R (B AT L) TH-C, BES AT AR CORAHBEG AL, 730, V)R
HRAAEIDEOSIMA L AT DDA L2 —F T T 47 DR U ThH = A
AT DT HiEEE R, 030, ZTDXIRNT T 407 DM EITF NSO
FTHAE RN DD LA ERL ;

(19) TRAL AT AT A FIZDNS 1 L1, BEEHEED S IomA T AT L Th>TC, A
— R DY —E AL ONEIROFR I TEAHINCL, Yt —E AR OERICEET 57
DDALE =R N—T 47 OB — 8 2% = R ae—F ORI CE DX
NTTHEDDZLZEERL ;

(20) [DNS H—EZDF A7 |13
(@) A HF—F DT R =Y DI DN FIF FTRE 2 FRIRHIR A L 4 it —

D7 il
() NI \ERRE, B =FHOFNHDT- O OISR A AR —E R
A DUEFRDZ L EIRL

(L) Thy TV IR ALAL VAN JEXITLD 4L AN | 81T, RFED TLD OZTAE%
F, Do, %0) TLD D FIZHDRA DG & e TLD OEESEEIZE T A, 7
O, WEGEEESEE N DOIETRA F > TR TENDD, TUR —ASNANITHIHE
9, 72721, TLD %ﬁx%@v/xw HEOFFIZREL CL P ANMIZ > TSNS S
BEPRE, 20 TLD O —L— OiEREED, 20 TLD Ol EO¥EEE:, Z0
TLD D7 —F_N—ADHMFRFE R R — L — "B 2725 TLD V' —r 7 7 A LD
BB A AOEERDOZ LA EIRL ;

(22) [RAAA N —E AR VAR 2L, B, F21E, 7913 — /T ek
Boh—E 2RO T A ZH LILFHIRE D L7, BEREDROVIATEITH2REEE D
LETERL

(23) [TV NH—E A LI, BN L OBEFROER(EU) 2015/1535%0 % 1 555 1 HH(b)

ICEFT H—EADZ LA B ;

(24) MEEY—E A L0, HIHIEU) No 9102014 O 3 5555 16 BAZEFE T AEHEY—E AD
TEERERRL,

(25) MEfE—E 207 3A % 111X, HHIEU) No 9102014 D 3 2545 19 S EFRT D15

Parliament and of the Council and repealing Council decision 87/95/EEC and Decision No 1673/2006/EC of the
European Parliament and of the Council (OJ L 316, 14.11.2012, p. 12).
0 HIO BRSO Bt I — B D RUED 3B I DI B 7280 D Fea i sd R ik
SROHEFS0 2015 429 H 9 HOFEA(EU) 2015/1535 (0T L1241, 17.9.2015, p. 1).
Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a

procedure for the provision of information in the field of technical regulations and of rules on Information Society
services (OJ L241,17.9.2015, p. 1).

111



e TERMEE 8 & 45 (20234412 H)

Y —E ADOT S Z DL ETEIRL ;

(26) DEkMEHREY—E 2 E0%, HHIEU) No 910/2014 OF5 3 5555 17 FAZEFE T Dk S ey
—EADZEEEIRL ;

(27) NEtEERET—E 2D 7 A4 | L1, HIHIEU) No 9102014 D 3 55565 20 BAZEFRT
DI EHE Y —E AD T A F DZ LA EIRL

(28) A T4 TG A, FRNGES K OBEESOFES 2005/29/ECHDE 2 ) EFRT HA
VIO I EIRL

(29) A T ARV 11T, BRNES M OBEESOHAIEU) 2019/1150%0D%5 2 556 5
BCEFGT DAL TA R DA B ;

(30) [VIURIN a—T 47— R | EE, EDOIIEIRDEERDGN 7=~ TorlL
TWDEEE &, HA TRE RV 2 — F ARG IRODFEE rTRE I I e/ 27— D
AT U ROEER DT — ) ~D JIEDVE— N7 78 2% FH AR T 57 U4
S —ERDT LA EL

() [F—FrZ—P—bR 1T, EENOERFREEHOT- O DL TOREL A 773
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For the purposes of this Directive, the following definitions apply:
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‘network and information system’ means:

(@ an electronic communications network as defined in Article 2, point (1), of Directive (EU)
2018/1972;

(b) any device or group of interconnected or related devices, one or more of which, pursuant to
a programme, carry out automatic processing of digital data; or

(c) digital data stored, processed, retrieved or transmitted by elements covered under points (a)

and (b) for the purposes of their operation, use, protection and maintenance;

“security of network and information systems’ means the ability of network and information
systems to resist, at a given level of confidence, any event that may compromise the availability,
authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services
offered by, or accessible via, those network and information systems;

‘ cybersecurity’ means cybersecurity as defined in Article 2, point (1), of Regulation (EU)
2019/881;

“national cybersecurity strategy’ means a coherent framework of a Member State providing
strategic objectives and priorities in the area of cybersecurity and the governance to achieve them
in that Member State;

‘near miss’ means an event that could have compromised the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data or of the services offered by, or accessible
via, network and information systems, but that was successfully prevented from materialising or
that did not materialise;

‘incident’ means an event compromising the availability, authenticity, integrity or confidentiality of
stored, transmitted or processed data or of the services offered by, or accessible via, network and
information systems;

‘large-scale cybersecurity incident’ means an incident which causes a level of disruption that
exceeds a Member State’s capacity to respond to it or which has a significant impact on at least two
Member States;

‘incident handling’ means any actions and procedures aiming to prevent, detect, analyse, and
contain or to respond to and recover from an incident;

‘risk” means the potential for loss or disruption caused by an incident and is to be expressed as a
combination of the magnitude of such loss or disruption and the likelihood of occurrence of the
incident;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU) 2019/881;

‘significant cyber threat’ means a cyber threat which, based on its technical characteristics, can be
assumed to have the potential to have a severe impact on the network and information systems of
an entity or the users of the entity’s services by causing considerable material or non-material
damage;

‘ICT product’ means an ICT product as defined in Article 2, point (12), of Regulation (EU)
2019/881;

“ICT service’ means an ICT service as defined in Article 2, point (13), of Regulation (EU)
2019/881;
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(14) °ICT process’ means an ICT process as defined in Article 2, point (14), of Regulation (EU)
2019/881;

(15) ‘vulnerability’ means a weakness, susceptibility or flaw of ICT products or ICT services that can
be exploited by a cyber threat;

(16) ‘standard’ means a standard as defined in Article 2, point (1), of Regulation (EU) No 1025/2012 of
the European Parliament and of the Council ®;

(17) ‘technical specification’ means a technical specification as defined in Article 2, point (4), of
Regulation (EU) No 1025/2012;

(18) ‘internet exchange point’ means a network facility which enables the interconnection of more than
two independent networks (autonomous systems), primarily for the purpose of facilitating the
exchange of intemet traffic, which provides interconnection only for autonomous systems and
which neither requires the intemet traffic passing between any pair of participating autonomous
systems to pass through any third autonomous system nor alters or otherwise interferes with such
traffic;

(19) ‘domain name system’ or ‘DNS’ means a hierarchical distributed naming system which enables
the identification of internet services and resources, allowing end-user devices to use internet
routing and connectivity services to reach those services and resources;

(20) ‘DNS service provider’ means an entity that provides:

(@ publicly available recursive domain name resolution services for internet end-users; or
(b) authoritative domain name resolution services for third-party use, with the exception of root
name servers;

(21) ‘top-level domain name registry’ or ‘TLD name registry’ means an entity which has been delegated
a specific TLD and is responsible for administering the TLD including the registration of domain
names under the TLD and the technical operation of the TLD, including the operation of its name
servers, the maintenance of its databases and the distribution of TLD zone files across name servers,
irrespective of whether any of those operations are carried out by the entity itself or are outsourced,
but excluding situations where TLD names are used by a registry only for its own use;

(22) “entity providing domain name registration services’ means a registrar or an agent acting on behalf
of registrars, such as a privacy or proxy registration service provider or reseller;

(23) ‘digital service’ means a service as defined in Article 1(1), point (b), of Directive (EU) 2015/1535
of the European Parliament and of the Council ©”;

(24) ‘trust service’ means a trust service as defined in Article 3, point (16), of Regulation (EU) No
9102014,

(25) ‘trust service provider’ means a trust service provider as defined in Article 3, point (19), of
Regulation (EU) No 910/2014;

(26) ‘qualified trust service’ means a qualified trust service as defined in Article 3, point (17), of
Regulation (EU) No 910/2014;

(27) ‘qualified trust service provider’ means a qualified trust service provider as defined in Article 3,
point (20), of Regulation (EU) No 910/2014;

(28) ‘online marketplace’ means an online marketplace as defined in Article 2, point (n), of Directive
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2005/29/EC of the European Parliament and of the Council ©?;

‘online search engine’ means an online search engine as defined in Article 2, point (5), of

Regulation (EU) 2019/1150 of the European Parliament and of the Council ¢

‘cloud computing service’ means a digital service that enables on-demand administration and
broad remote access to a scalable and elastic pool of shareable computing resources, including
where such resources are distributed across several locations;

‘data centre service’ means a service that encompasses structures, or groups of structures, dedicated
to the centralised accommodation, interconnection and operation of IT and network equipment
providing data storage, processing and transport services together with all the facilities and
infrastructures for power distribution and environmental control;

‘content delivery network’ means a network of geographically distributed servers for the purpose
of ensuring high availability, accessibility or fast delivery of digital content and services to internet
users on behalf of content and service providers;

‘social networking services platform’ means a platform that enables end-users to connect, share,
discover and communicate with each other across multiple devices, in particular via chats, posts,
videos and recommendations;

‘representative’ means a natural or legal person established in the Union explicitly designated to
act on behalf of a DNS service provider, a TLD name registry, an entity providing domain name
registration services, a cloud computing service provider, a data centre service provider, a content
delivery network provider, a managed service provider, a managed security service provider, or a
provider of an online marketplace, of an online search engine or of a social networking services
platform that is not established in the Union, which may be addressed by a competent authority or
a CSIRT in the place of the entity itself with regard to the obligations of that entity under this
Directive;

‘public administration entity’ means an entity recognised as such in a Member State in accordance
with national law, not including the judiciary, parliaments or central banks, which complies with
the following criteria:

(@ itisestablished for the purpose of meeting needs in the general interest and does not have an
industrial or commercial character;

(b) it has legal personality or is entitled by law to act on behalf of another entity with legal
personality;

(c) itisfinanced, for the most part, by the State, regional authorities or by other bodies governed
by public law, is subject to management supervision by those authorities or bodies, or has an
administrative, managerial or supervisory board, more than half of whose members are
appointed by the State, regional authorities or by other bodies governed by public law;

(d) it has the power to address to natural or legal persons administrative or regulatory decisions
affecting their rights in the cross-border movement of persons, goods, services or capital;

‘public electronic communications network” means a public electronic communications network
as defined in Article 2, point (8), of Directive (EU) 2018/1972;

‘electronic communications service” means an electronic communications service as defined in
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Article 2, point (4), of Directive (EU) 2018/1972;

(38) ‘entity’ means a natural or legal person created and recognised as such under the national law of its
place of establishment, which may, acting under its own name, exercise rights and be subject to
obligations;

(39) ‘managed service provider’ means an entity that provides services related to the installation,
management, operation or maintenance of ICT products, networks, infrastructure, applications or
any other network and information systems, via assistance or active administration carried out either
on customers’ premises or remotely;

(40) ‘managed security service provider’ means a managed service provider that carries out or provides
assistance for activities relating to cybersecurity risk management;

(41) ‘research organisation’ means an entity which has as its primary goal to conduct applied research
or experimental development with a view to exploiting the results of that research for commercial
purposes, but which does not include educational institutions.
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Chapter II Coordinated Cybersecurity Frameworks
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Article 7 National cybersecurity strategy
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Each Member State shall adopt a national cybersecurity strategy that provides for the strategic objectives,
the resources required to achieve those objectives, and appropriate policy and regulatory measures, with

a view to achieving and maintaining a high level of cybersecurity. The national cybersecurity strategy
shall include:

@)
(b)

©

objectives and priorities of the Member State’s cybersecurity strategy covering in particular the
sectors referred to in Annexes I and II;

a governance framework to achieve the objectives and priorities referred to in point (a) of this
paragraph, including the policies referred to in paragraph 2;

a governance framework clarifying the roles and responsibilities of relevant stakeholders at national
level, underpinning the cooperation and coordination at the national level between the competent
authorities, the single points of contact, and the CSIRTs under this Directive, as well as coordination
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and cooperation between those bodies and competent authorities under sector-specific Union legal
acts;

a mechanism to identify relevant assets and an assessment of the risks in that Member State;

an identification of the measures ensuring preparedness for, responsiveness to and recovery from
incidents, including cooperation between the public and private sectors;

a list of the various authorities and stakeholders involved in the implementation of the national
cybersecurity strategy;

a policy framework for enhanced coordination between the competent authorities under this
Directive and the competent authorities under Directive (EU) 2022/2557 for the purpose of
information sharing on risks, cyber threats, and incidents as well as on non-cyber risks, threats and
incidents and the exercise of supervisory tasks, as appropriate;

a plan, including necessary measures, to enhance the general level of cybersecurity awareness
among citizens.
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As part of the national cybersecurity strategy, Member States shall in particular adopt policies:

(@ addressing cybersecurity in the supply chain for ICT products and ICT services used by entities for
the provision of their services;

(b) on the inclusion and specification of cybersecurity-related requirements for ICT products and ICT
services in public procurement, including in relation to cybersecurity certification, encryption and
the use of open-source cybersecurity products;

(©) managing vulnerabilities, encompassing the promotion and facilitation of coordinated vulnerability
disclosure under Article 12(1);

(d) related to sustaining the general availability, integrity and confidentiality of the public core of the
open internet, including, where relevant, the cybersecurity of undersea communications cables;

() promoting the developmentand integration of relevant advanced technologies aiming to implement
state-of-the-art cybersecurity risk-management measures;

() promoting and developing education and training on cybersecurity, cybersecurity skills, awareness
raising and research and development initiatives, as well as guidance on good cyber hygiene
practices and controls, aimed at citizens, stakeholders and entities;

(@) supporting academic and research institutions to develop, enhance and promote the deployment of
cybersecurity tools and secure network infrastructure;

(h) including relevant procedures and appropriate information-sharing tools to support voluntary
cybersecurity information sharing between entities in accordance with Union law;

(i) strengthening the cyber resilience and the cyber hygiene baseline of small and medium-sized
enterprises, in particular those excluded from the scope of this Directive, by providing easily
accessible guidance and assistance for their specific needs

() promoting active cyber protection.
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Member States shall notify their national cybersecurity strategies to the Commission within three months
of their adoption. Member States may exclude information which relates to their national security from
such notifications.
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Member States shall assess their national cybersecurity strategies on a regular basis and at least every five
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years on the basis of key performance indicators and, where necessary, update them. ENISA shall assist
Member States, upon their request, in the development or the update of a national cybersecurity strategy
and of key performance indicators for the assessment of that strategy, in order to align it with the
requirements and obligations laid down in this Directive.
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Article 8 Competent authorities and single points of contact
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Each Member State shall designate or establish one or more competent authorities responsible for
cybersecurity and for the supervisory tasks referred to in Chapter VII (competent authorities).
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The competent authorities referred to in paragraph 1 shall monitor the implementation of this Directive
at national level.
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Each Member State shall designate or establish a single point of contact. Where a Member State
designates or establishes only one competent authority pursuant to paragraph 1, that competent authority
shall also be the single point of contact for that Member State.
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Each single point of contact shall exercise a liaison function to ensure cross-border cooperation of its
Member State’s authorities with the relevant authorities of other Member States, and, where appropriate,
with the Commission and ENISA, as well as to ensure cross-sectoral cooperation with other competent
authorities within its Member State.

5. AERKENE, T OMERRIEIDRRESHEIRODD BB i OB GRS, S DA iRk
T, AEEBI L TERY TOIVEBS 24T, LAUTEAST, ZOFRHO B3 7-0

121



e TERMEE 8 & 45 (20234412 H)

D557 2 D Z LA D,

Member States shall ensure that their competent authorities and single points of contact have adequate
resources to carry out, in an effective and efficient manner, the tasks assigned to them and thereby to fulfil
the objectives of this Directive.
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Each Member State shall notify the Commission without undue delay of the identity of the competent
authority referred to in paragraph 1 and of the single point of contact referred to in paragraph 3, of the
tasks of those authorities, and of any subsequent changes thereto. Each Member State shall make public
the identity of its competent authority. The Commission shall make a list of the single points of contact
publicly available.
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Article 9 National cyber crisis management frameworks
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Each Member State shall designate or establish one or more competent authorities responsible for the
management of large-scale cybersecurity incidents and crises (cyber crisis management authorities).
Member States shall ensure that those authorities have adequate resources to carry out, in an effective and
efficient manner, the tasks assigned to them. Member States shall ensure coherence with the existing
frameworks for general national crisis management.
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Where a Member State designates or establishes more than one cyber crisis management authority
pursuant to paragraph 1, it shall clearly indicate which of those authorities is to serve as the coordinator
for the management of large-scale cybersecurity incidents and crises.
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Each Member State shall identify capabilities, assets and procedures that can be deployed in the case of
a crisis for the purposes of this Directive.
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Each Member State shall adopt a national large-scale cybersecurity incident and crisis response plan

where the objectives of and arrangements for the management of large-scale cybersecurity incidents and

crises are set out. That plan shall lay down, in particular:

(@ the objectives of national preparedness measures and activities;

(b) the tasks and responsibilities of the cyber crisis management authorities;

(c) the cyber crisis management procedures, including their integration into the general national crisis
management framework and information exchange channels;

(d) national preparedness measures, including exercises and training activities;

(e) the relevant public and private stakeholders and infrastructure involved,

() national procedures and arrangements between relevant national authorities and bodies to ensure
the Member State’s effective participation in and support of the coordinated management of large-
scale cybersecurity incidents and crises at Union level.

5 1 TE R YA — S PSR FEE HT 2 XRRE) D 3 2> H LIPS, SAERRIENS, BRINZE
BAITHL, TOMRERIEOEID R 4 K O D% DFRE FT- TRk E O L H 28T D, 15k
FENE, BRINZ B2 B ORI A S — iR R 7 — 2 (EU-CyCLONe) (2% L, KA
T A=t X2 UT DAL LT N OEEO FENSF HEIOEPS 3 23H LI, [HF
V2B 55 4 THOE ;LR AR A SR T2, MERKENT, ZOREKED EF LR
BED TN E DI BT BN TIE, TS LEZFPHN T, fEia st &
2o
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Within three months of the designation or establishment of the cyber crisis management authority referred
to in paragraph 1, each Member State shall notify the Commission of the identity of its authority and of
any subsequent changes thereto. Member States shall submit to the Commission and to the European
cyber crisis liaison organisation network (EU-CyCLONe) relevant information relating to the
requirements of paragraph 4 about their national large-scale cybersecurity incident and crisis response
plans within three months of the adoption of those plans. Member States may exclude information where
and to the extent that such exclusion is necessary for their national security.

F105 aVE1—2EF 1) TAM U TURMIEF—L (CSIRTS)
Article 10 Computer security incident response teams (CSIRTS)

1 FAERIENE, 1 F7213850 CSIRT ZHRE F/-I3i%E 35, CSIRT 1%, FESHERDSH R
HCHREFITRE TE S, CSIRT 1, 5 11 5565 1 TS ED HEHABETL, D7eded, B
I L OBIE I o= 5BF, BRBP R O A7 OiETAETHEL, o, M ERSh=7 1
TR ESToA LT T NOER MBI CTHkEZE9,

Each Member State shall designate or establish one or more CSIRTs. The CSIRTs may be designated or
established within a competent authority. The CSIRTs shall comply with the requirements set out in
Article 11(1), shall cover at least the sectors, subsectors and types of entity referred to in Annexes I and II,
and shall be responsible for incident handling in accordance with a well-defined process.

2. AERRIENE, 45 CSIRT 23, % 11 5556 3 T ZED D CSIRT DR % N2 T3 DT80 D+4y
VAN 3 S N g (S

Member States shall ensure that each CSIRT has adequate resources to carry out effectively its tasks as
set out in Article 11(3).

3. HERKENX, 45 CSIRT 23, TDA 7 T% A U CRE B R OV E AR ON S ZE LIS
R 2R ERIRA & O M Tl AT DT DY T, L) 2B D H 5@ R O
TEHRDA L7 7% AN DT LR35, CD BIIDOT-OIZ, #EKEIT, % CSIRT 73, %
BRI — NV OBLED T DI 5T DI L a5,

Member States shall ensure that each CSIRT has at its disposal an appropriate, secure, and resilient
communication and information infrastructure through which to exchange information with essential and
important entities and other relevant stakeholders. To that end, Member States shall ensure that each
CSIRT contributes to the deployment of secure information-sharing tools.

4. CSIRT I&, WAL, 20, ZAHEEV R L0, SRS AR M O B E RO ERI 5 £ 3550
PRI =R 2. =7 LT, 55 29 ZRICHE> TR A SSHd 2,
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The CSIRTs shall cooperate and, where appropriate, exchange relevant information in accordance with
Article 29 with sectoral or cross-sectoral communities of essential and important entities.

CSIRT i3, 5 19 SR> RIS MO AR HI 2 2,
The CSIRTs shall participate in peer reviews organised in accordance with Article 19.

FERKENZ, CSIRT oy NI —2Z DN HF DORERRED CSIRT DEZN, ZERHH D27
W15,

Member States shall ensure the effective, efficient and secure cooperation of their CSIRTS in the CSIRTs
network.

CSIRT 1%, &5 [HDO N 22T AT Nt T — L EDRITC, W IR AES
TED, DI IBRO—HEL T, MERREIS, M350 [Hoa B a—2 a7 11
VT U NRET — BEDRNTIT D, N7 4T AN mhVE G, BT AE RIS T 2k
VRS DI, SR DT A A e %, CSIRT 1, RESG DT —4
B AT NT — 2550, & —[E D 2 2 VT A T Ml T — Ak
D CRhEEHRA L TED,

The CSIRTs may establish cooperation relationships with third countries’ national computer security
incident response teams. As part of such cooperation relationships, Member States shall facilitate effective,
efficient and secure information exchange with those third countries’ national computer security incident
response teams, using relevant information-sharing protocols, including the traffic light protocol. The
CSIRTs may exchange relevant information with third countries’ national computer security incident
response teams, including personal data in accordance with Union data protection law.

CSIRT 1%, L0bi, &4 —[EHDa B a—2 X o UT AT o MiioT — A IS8
ZEORR AT A S =X 2V T OMBIE AT BIDT-0I2, Yk Ba—r
F 2T AT VBT — L E T T B,

The CSIRTs may cooperate with third countries’ national computer security incident response teams or
equivalent third-country bodies, in particular for the purpose of providing them with cybersecurity
assistance.

FABRREN T, BRINEBRITHRIL, NEbielEnza, AGROH 1 HIRT CSIRT KO 12 4
51 T FRERE LU CHRES - CSIRT O, FE AR OV B E TR ORAIC
B BENBORERREDZ 210 CSIRT ORRET AR, WONT, FIHIZkTAFD%D
AT D,
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Each Member State shall notify the Commission without undue delay of the identity of the CSIRT
referred to in paragraph 1 of this Article and the CSIRT designated as coordinator pursuant to Article
12(1), of their respective tasks in relation to essential and important entities, and of any subsequent
changes thereto.

10. AERRIEN, ZOERIEID CSIRT DFEREIZISV VT, ENISA OFfiBAEGE T& D,
Member States may request the assistance of ENISA in developing their CSIRTs.

88 11 & CSIRT DEH, HifiT LDSREREN R UREH;
Article 11 Requirements, technical capabilities and tasks of CSIRTs

1. CSIRT (%, LA RO B A5

@)

()
©

@
©)

(f)

CSIRT 1%, H—&EE A RETHZ L >TED CSIRT DOifERIEDE\ L~ D ]
MR, 70, H, B SHEREE ST 7260 R OME LG D720 OO F
E¥H 5 ;CSIRT 1, BRI Z B ZRFEL, 1>, Rl a=T7 1 KO IBREIC
KLU TEDOBEREEE HIH

CSIRT D ik K OEEE X2 DNEW AT I, LRI IHET ShDLL;
LT, FEHIN ORI 25 kS B R T 578, BHEEE K O —T 47 D
SROT=D O o AT LA Bl

CSIRT %, = CSIRT OFEFEOREENER O HEM 2Rl ;

CSIRT 1%, @ CSIRT DY —E A a] A R D70 O B2 L B, 7>
-2, CSIRT I, % CSIRT ORE DN ZFIa 2T 57 La MRl ;

CSIRT L, Z® CSIRT DY —E 2ADOMGe A MR T DT DD TR AT DOV T T
TNVEEANR— 2% B i35,

The CSIRTs shall comply with the following requirements:

@)

(b)
©

©)
©)

()

the CSIRTs shall ensure a high level of availability of their communication channels by avoiding
single points of failure, and shall have several means for being contacted and for contacting others
at all times; they shall clearly specify the communication channels and make them known to
constituency and cooperative partners;

the CSIRTS’ premises and the supporting information systems shall be located at secure sites;

the CSIRTs shall be equipped with an appropriate system for managing and routing requests, in
particular to facilitate effective and efficient handovers;

the CSIRTs shall ensure the confidentiality and trustworthiness of their operations;

the CSIRTs shall be adequately staffed to ensure availability of their services at all times and they
shall ensure that their staff is trained appropriately;

the CSIRTs shall be equipped with redundant systems and backup working space to ensure
continuity of their services.
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CSIRT 13, EEH R 10 N — 2 ICBINTED,
The CSIRTs may participate in international cooperation networks.

FERREN T, ZOREKRE CSIRT 73, 5 3 TR G2 20 T3 D7D B 2 5l Foo 528
e LA CH O Z LA TR 5, HERIENE, ZOtERIE D CSIRT (ZxfL, £ CSIRT DOl
FOEHREENEBIZE TEAHINTTHHMIDTDIZZD CSIRT ML~V CHRyEAE S
EEMERT DT80, H7 G IENNERY THONLZ a5,

Member States shall ensure that their CSIRTS jointly have the technical capabilities necessary to carry out
the tasks referred to in paragraph 3. Member States shall ensure that sufficient resources are allocated to
their CSIRTs to ensure adequate staffing levels for the purpose of enabling the CSIRTs to develop their
technical capabilities.

CSIRT I, LA FOlEEH !

@ VAT, MR O o T U N ENL -~V CEAR R OV 52 8, WONE,
FERITIGU T, BRT 25 E SRR O EE AT RICRIL, YikEEEROR T —7 &
O AT LDV T INAA LOBEARETIT) T A A LI EER S B A ARt
T52&;

(b) BIRTDEEE AR OEEE RIS, WO, BISHERRDH ORI s L
SO ERHET HRERHREITKRIL, FIRECHIUR, VT A A LTIV RRET, T/ 72
B, WP ER O oo 7 o MB35 RAEPESH, 25, Ak OO REafeit 5
Ze&;

€ AT TUNIRIETHIE, WS, EpsiE A rfaee &1, BRI DHEMEF AL
IR, fiaeitT 228,

d) ERFOT—HEWEL, i 528, WS, B7RUAY KOS T o hOSHTE
WA= X 2T L ERET DRI A St A2 L,

() FEEETAEITEEETROEZSGU T, BERV R R AL Ofgatta it
T 572, BRI DIEEERD R NI —7 R ONERS AT DT AT I T 4T Ay =2
Vit T Lo RN

() CSIRT Xy T—2ZBNI D2, O, 0 CSIRT O FEHFES L OMEFESHERRI e~ C,
CSIRT NI —ZDAdERE, CSIRT (2%, TR CSIRT DOEEEIZISU T, AHEAHBD
Vit T Lo RN

() THNEA TR L&, 5 12 5566 | TECE SRS EgatB R B 728 0
FEEEL TN AL

(h) 2510 5§56 3 AL AR Y — LV ORLEIZH 53528,

The CSIRT: shall have the following tasks:
(@ monitoring and analysing cyber threats, vulnerabilities and incidents at national level and, upon
request, providing assistance to essential and important entities concemed regarding real-time or
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near real-time monitoring of their network and information systems;

(b) providing early warnings, alerts, announcements and dissemination of information to essential and
important entities concerned as well as to the competent authorities and other relevant stakeholders
on cyber threats, vulnerabilities and incidents, if possible in near real-time;

(©) responding to incidents and providing assistance to the essential and important entities concermed,
where applicable;

(d) collecting and analysing forensic data and providing dynamic risk and incident analysis and
situational awareness regarding cybersecurity;

(e) providing, upon the request of an essential or important entity, a proactive scanning of the network
and information systems of the entity concerned to detect vulnerabilities with a potential significant
impact;

(f) participating in the CSIRTs network and providing mutual assistance in accordance with their
capacities and competencies to other members of the CSIRTs network upon their request;

(@) where applicable, acting as a coordinator for the purposes of the coordinated vulnerability
disclosure under Article 12(1);

(h) contributing to the deployment of secure information-sharing tools pursuant to Article 10(3).

CSIRT (%, FEEEETARR OV EEYEFIRO NI T 7 e A AlHE7 ey N — 7 B OMEFRS AT 2
DIHRER 2T T T AT A =7 B Fihfi C&D, DI AF v =271, Magatkod
B, FI2IX, LETIIR \cto CERTESIVC Ay BT —7 R M AT DRI, Bk 514
TR CHERE T DIOICE TS ND, DX A v =071, ZDOETFIROV—EAD
BRI CROEEE 5.2 QIR0

The CSIRTs may carry out proactive non-intrusive scanning of publicly accessible network and
information systems of essential and important entities. Such scanning shall be carried out to detect
vulnerable or insecurely configured network and information systems and inform the entities concerned.
Such scanning shall not have any negative impact on the functioning of the entities’ services.

% 1 BFEOR IS E 124 7288, CSIRT 1%, VA _R—2ADT 7 a—F 2 Fifb LU C, BrED
TS DM SNEFZRD1FD,

When carrying out the tasks referred to in the first subparagraph, the CSIRTs may prioritise particular
tasks on the basis of a risk-based approach.

CSIRT I3, ZOfH0 A& ERK T D8 OBLED, BHES 2D RFEEMOMERRE ORI T
W IBERAEEET D,

The CSIRTSs shall establish cooperation relationships with relevant stakeholders in the private sector, with
a view to achieving the objectives of this Directive.
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4 ORI REH T 7280, CSIRT 1%, LA FOHHEE BRI 5000 £ i s
V2325, SFEFIER O OB R ORI 2Rt %

@ AT NOERNDOTFIE,

(b) fEREEEE R OY

© 12 545 1 I HSSTPES - g,

In order to facilitate cooperation referred to in paragraph 4, the CSIRTs shall promote the adoption and
use of common or standardised practices, classification schemes and taxonomies in relation to:

(@ incident-handling procedures;

(b) crisis management; and

() coordinated vulnerability disclosure under Article 12(1).

812§ FESHI-HFBERRRUEMNRSE T —2—X
Article 12 Coordinated vulnerability disclosure and a European vulnerability database

1

BARERRENS, ZORERKED CSIRT FD 1 2%, JEESIV- MR RO BRIODT O ORI

ELTHRET D, B L L CHRESIZ CSIRT 13, 203 E7el X, stz w45 H

SRNFETATIE NG EDSH D ICT BT E2IT ICT Y—t ADREES F/- 1 32l

DOWTNDDEZFEIIGEL T, ZNHDOFDRIDRCVEVERGIT D, B CEHEEELT

1782, AL CTHRESNZ CSIRT ORI, UL FORGSA &

(@) BIRTDIETME T T AL M OFDET AR EE LD

(b) Mgtz diE 32 BARAFAIREANEAB 528 O

(©) BEOETRICEEL 52 DHfEsttEO B R ARRE QM 528 MOV D ffagatta a4
DT &,

Each Member State shall designate one of its CSIRTS as a coordinator for the purposes of coordinated
vulnerability disclosure. The CSIRT designated as coordinator shall act as a trusted intermediary,
facilitating, where necessary, the interaction between the natural or legal person reporting a vulnerability
and the manufacturer or provider of the potentially vulnerable ICT products or ICT services, upon the
request of either party. The tasks of the CSIRT designated as coordinator shall include:

(@ identifying and contacting the entities concerned;

(b) assisting the natural or legal persons reporting a vulnerability; and

(©) negotiating disclosure timelines and managing vulnerabilities that affect multiple entities.

RERRIENT, SakDBENZDINTRODLEEL, BRAFATIEAN, BEL T, JHEE LU HRE
STz CSIRT (X UEF A e CE DT L e d %, IEE LU CHEES V- CSIRT 13, #
EXTMEEE B CEi R AR EN I TSND T LA RERL, 7o, MEgatta 72
HIRNFTATIENDELNEE MRS D, SIS, B ORERRIEDIETAR R C
TR L BFD X, BR T DA AIEOFTIRSE LU CHEESHZ CSIRT 1, Z 4N
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YI72pl&1%, CSIRT f M7 —27NIZ BT, S LU CHRESIL- CSIRT S47795,

Member States shall ensure that natural or legal persons are able to report, anonymously where they so
request, a vulnerability to the CSIRT designated as coordinator. The CSIRT designated as coordinator
shall ensure that diligent follow-up action is carried out with regard to the reported vulnerability and shall
ensure the anonymity of the natural or legal person reporting the vulnerability. Where a reported
vulnerability could have a significant impact on entities in more than one Member State, the CSIRT
designated as coordinator of each Member State concerned shall, where appropriate, cooperate with other
CSIRTs designated as coordinators within the CSIRTs network.

ENISA 1, /17 N —7" & RAEEZR - EC, BN T — 2 — 2 A BFE R O

5, 20 BRIDTZHOIZ, ENISA 1, EEVeEH AT L, AT # K OFHIRE B OHE

FEEFRL, 2>, E0DUF, ZTOETRNZOFESOMEARIINIZ S E N Hbh T, BT

IR, EDEFEA~DOR NI —7 BONEH AT LOWIEE N, ALEAN—AT, ICT BihE-I1

ICT Y—E RDEFONEEHE BN Ok CEAINTT D720, FRNEEET — 2 _—=

DB O e T D7 DI B2 D EA Lo HiE M OSER O HEEZ BT 2,

ECORERNRET, BRMNIEEHET —2 X — ARSI T DI 2 R D iE R ~D T 7

YADIMEZTD, [T —2 =A%, LLFOERE G5 :

() Massiiz Rt 3215

(b) BE%Z35 ICT BUREIE ICT H—E 2RO DO TS IS D A R
T DDA,

() BEhETD T ORI, KO, FIF AR Sy F DMFEELRWEEE, MatEods ICT
FLEL K ONCT Y—E 20RO, BIRSI-MEa Diffs T2V A7 M E DI
L CREFNSASD)N B2, TRESHERRO $HHHEBE 7~ CSIRT 2SS a1,

ENISA shall develop and maintain, after consulting the Cooperation Group, a European vulnerability

database. To that end, ENISA shall establish and maintain the appropriate information systems, policies

and procedures, and shall adopt the necessary technical and organisational measures to ensure the security

and integrity of the European vulnerability database, with a view in particular to enabling entities,

regardless of whether they fall within the scope of this Directive, and their suppliers of network and

information systems, to disclose and register, on a voluntary basis, publicly known vulnerabilities in ICT

products or ICT services. All stakeholders shall be provided access to the information about the

vulnerabilities contained in the European vulnerability database. That database shall include:

(@ information describing the vulnerability;

(b) the affected ICT products or ICT services and the severity of the vulnerability in terms of the
circumstances under which it may be exploited,;

(c) theavailability of related patches and, in the absence of available patches, guidance provided by the
competent authorities or the CSIRTs addressed to users of vulnerable ICT products and ICT
services as to how the risks resulting from disclosed vulnerabilities can be mitigated.
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F13F ERLALICETSHA
Article 13 Cooperation at national level

1 YR BES I QDA [Rl—DORERREDOTFEHENR D 52 KRS, B —ak&E R A N
CSIRT 1%, ZOHEBIZED DIl Z B, AHAIZ 135,

Where they are separate, the competent authorities, the single point of contact and the CSIRTs of the same
Member State shall cooperate with each other with regard to the fulfilment of the obligations laid down
in this Directive.

2. AERENT, ZORERIED CSIRT, $7203, LHNEH] rIREZRE X1, ZORRIEID A HERDH
DHEBANS, 5 23 SRITEDERIRAL 27 MR, WS, 5530 FRTIDA 2T h, AN
— IR ON= T S ADIEHE AT H LR,

Member States shall ensure that their CSIRTs or, where applicable, their competent authorities, receive
notifications of significant incidents pursuant to Article 23, and incidents, cyber threats and near misses
pursuant to Article 30.

3. HERNENL, TOMERED CSIRT, /21, FHNEH Ther el 1%, TR EDRESHERD &
DEEREN, FORERRIE D H—BHGER RN RTL, ZOFSBICI0ERHESNT AL T U, A3 —
TR N O =T S AD I B HZ LA el 1D,

Member States shall ensure that their CSIRTSs or, where applicable, their competent authorities inform
their single points of contact of notifications of incidents, cyber threats and near misses submitted pursuant
to this Directive.

4. WRHESHEIROG DRSS, Bi—H&H 5 K O CSIRT OB K O F85 0 N B TSN A Z LA 1
PRI 5728D, WERKIENS, FTREZREEFANC, 2Maziiks, S THEES, 7 —2(RaEHEa, HAIEC)
No 300/2008 K OMHHAIIEU) 2018/1139 @ N EPNHEES, #HIEU) No 9102014 O b
BTENKERE, HIRIEU) 2022/2554 O FIZHDIEHERROH RS, FEB(EU) 2018/1972 D FilH
LIENHIHIY R, F85(EU) 20222557 O NZHDRREHERD & HHEEEE N2 b LIS EH
BUDKRINES DI T 20 T2 DIREHERROSHHHERAE OO, YiERIENIZ 1T HiE e
W1 RS %,

In order to ensure that the tasks and obligations of the competent authorities, the single points of contact
and the CSIRTs are carried out effectively, Member States shall, to the extent possible, ensure appropriate
cooperation between those bodies and law enforcement authorities, data protection authorities, the
national authorities under Regulations (EC) No 300/2008 and (EU) 2018/1139, the supervisory bodies
under Regulation (EU) No 910/2014, the competent authorities under Regulation (EU) 2022/2554, the
national regulatory authorities under Directive (EU) 2018/1972, the competent authorities under
Directive (EU) 2022/2557, as well as the competent authorities under other sector-specific Union legal
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acts, within that Member State.

HERKENT, 2RO 2D ORERIEDIFESHERDHOMEEAL, FEH(EU) 20222557 O F
(2 DT DOHERIEIDTRHSHERRD S HHEBEDS, WAETRDFERNZBAL, A/ 7227, 2l
KO 7 MZREL, WONS, FEB(EU) 2022/2557 0 MR THZEETIAEL Gklsh
TETERIT R 52 DI A/SN—T2URY GBI OA TR, WONZ, ZDLH72FEA
IN—=TRURY B O T NI DR RO GEC DIV ZBEIL, L, 7>,
TEWINZ A AT DT AR T2, HERKENT, ZORRB D TZH DT ORERKE DTS HE
FROIHHHERIL, FIHIEU) No 910/2014, FHEIEU) 2022/2554 K O (EU) 2018/1972 D FiZdh
B DOREREIOREEHEBRO B DR, BHE T DA 7V MR O AN —7 B L BR T2
TG, BhET HiEHE EIRN AT D LL R T _EThD,

Member States shall ensure that their competent authorities under this Directive and their competent
authorities under Directive (EU) 2022/2557 cooperate and exchange information on a regular basis with
regard to the identification of critical entities, on risks, cyber threats, and incidents as well as on non-cyber
risks, threats and incidents affecting entities identified as critical entities under Directive (EU) 2022/2557,
and the measures taken in response to such risks, threats and incidents. Member States shall also ensure
that their competent authorities under this Directive and their competent authorities under Regulation
(EU) No 9102014, Regulation (EU) 2022/2554 and Directive (EU) 2018/1972 exchange relevant
information on a regular basis, including with regard to relevant incidents and cyber threats.

FERKEN T, 26 23 SOV 30 SRR TIBEIDT- O DOEATFEZ N L C, 2T 5,

Member States shall simplify the reporting through technical means for notifications referred to in
Articles 23 and 30.
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FME BRMNESLARIILRVERRLNILDTS
Chapter I1I Cooperation at Union and International Level

B14E BHIN—T
Article 14 Cooperation Group

1 HEEYRTH ) A IKERI O AR asc i ScR R OMBEEL , 7>, (RIS E Mz bd25720, 1
NI N—T DRIESND,

In order to support and facilitate strategic cooperation and the exchange of information among Member
States, as well as to strengthen trust and confidence, a Cooperation Group is established.

2. W7V, BT RO IRFEEG TR SO, T ORGSR T %,

The Cooperation Group shall carry out its tasks on the basis of biennial work programmes referred to in
paragraph 7.

3. W7 N—T1, WEREIDRER, BONZE B O ENISA 128> TR ID, FRINHIM TEIR)
1%, A7 — =L LT, W17 N—T DIEENSNNT %, BRMEZE )5 (ESAs) K ONHAIEU)
2022/2554 O P2 DIHSHEBRODH OB, RO EF 47 5565 1 TR, /17 v—7"D
EENC BT D,

The Cooperation Group shall be composed of representatives of Member States, the Commission and
ENISA. The European External Action Service shall participate in the activities of the Cooperation Group
as an observer. The European Supervisory Authorities (ESAs) and the competent authorities under
Regulation (EU) 2022/2554 may participate in the activities of the Cooperation Group in accordance with
Article 47(1) of that Regulation.

ZADEIRLELL, B0 71, BN R OB DRIEBREORRIKIL, )
I N—T DN B L EATH TED,

Where appropriate, the Cooperation Group may invite the European Parliament and representatives of
relevant stakeholders to participate in its work.

RRMNZEERT, F5aattit 2,
The Commission shall provide the secretariat.

4. W7 N—T71F, LUT Ok SO

133



@)
(b)
©

@

©)
®
©
)
(i)
)
(k)
o
(m)

()

()

()
@

e TERMEE 8 & 45 (20234412 H)

ZORRBOENIE LR O FEEL BIR T DI HHERO HOMEBA R, AR EARET 2k
%,

57 R4 2 TRV S U= MR RoD BT B TR E M OV BER 4~ 25655
MR DIDRERN R CHARZ AR 2005

P AT, A>T b, Magatt, =7 IR, slakim EOBWR A, FIH, HE & O
fE, SEHIREIOOMEEE, BAMHEME R O HRR, IONT, 26 2 4555 2 TAb) 2\ L(e)l 2Dk
MEEFAR R O EEE T RAORRE &, ZOHSOEELFRT HRANT 7T 4 A K
O ASH T DI ;

AR DY A= 2V T FATTHO BRI B OEBFABIOD S A /N — %2 )
TADEFOARA 2 —BYEZBEL, BNZESEORI TS Z ML, RNEEE
VAR RS R

OB EVBHRESNA TSN DI TAR T IT T TARICEL, INEES LM
CTHYSZAIML, WINZE 1920005

BEE3 2RI N3E A ORERE, JBA%, TR ONRE DRI TRANS T77 T A AR O
M DI ;

A= 2T BT D458 R G A CODERFIBIDERINEL GO T A0 FEZBAL,
T AT DS

ZIDBHETHEXT, 5 19 556 9 ORI AR BT 28 ORgER L, £z, /5
A M OV B~ 25,

5500 S5 | TICE, BB S A F =— L OFFES N - B 2 VT YR Bl T
ERA) 0 H

37 ST EBEA B D IR BNEEhORER K O S ), FHAARBIOZR At
ErERe R

| FATEROBR T AEREDEESISU T, 55 37 SRR TAAAMZ RO DD
G el I [0

L2085 BRI RTEIZBIL, CSIRT Ry b7 —27 }e O EU-CyCLONe (ZxfL, iRl b
DITARZARET DS ;

CSIRT b7 —2 K N EU-CyCLONe OO~ 7= Zillla S U C, KB A3 —
TX2VTADAL LT U N OSEREO O FLTEENC BT 2 A TEH B, RAgA A8
A [7

TRBHER OB OMBEFET-IX CSIRT M oORENBNNTHRE/IEEESE HEZEE T, ENE
HOLMAATEHET DALY, BRSSOV A/ —t 2 VT DO EHRE Nk
HHSHS,

W7 N =1k TR TSNATEIETREL, U > 55 AT ORI C B
DANENUET DI, BONEA 2 7= 2 B2 RO ERIR S L DD &
DI AZF RS DS,

ENISA (Z&o TN EEAE G5, AN —tEF 2T 4 DOFE LERL CEMESNT-
((E=aaE R 5755

5519 -5 1 T s 3 FH ARG TR0t B OSKERIRS oD 2 785D W85, IFONZ,
KM ZEE 2% T ENISA OFBA1ET, 7, FINZEES KON ENISA S /LT, 45 19
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SREE 5 TRt CHERIEID 23D 0> B CaHliod T8 EsO DIKES, 95 19 455 6 1t~ C
RS A S — e 2 )T A DRGNS T 3 DA TEIMERN o e D
BRIRL LT, FHAEZHMI DAL BERICEAL, &5 40 RO RELO BEIDOT-H 0
W ME OIS

FAFNTT DI, A ST E AL T OB DTl IR ik
L, BT 2085,

The Cooperation Group shall have the following tasks:

@
(b)

©

(d)
©)
(f)
©
(h)

0)
()
(0
(m)
(n)

©

to provide guidance to the competent authorities in relation to the transposition and implementation
of this Directive;

to provide guidance to the competent authorities in relation to the development and implementation
of policies on coordinated vulnerability disclosure, as referred to in Article 7(2), point (c);

to exchange best practices and information in relation to the implementation of this Directive,
including in relation to cyber threats, incidents, vulnerabilities, near misses, awareness-raising
initiatives, training, exercises and skills, capacity building, standards and technical specifications as
well as the identification of essential and important entities pursuant to Article 2(2), points (b) to (e);
to exchange advice and cooperate with the Commission on emerging cybersecurity policy
initiatives and the overall consistency of sector-specific cybersecurity requirements;

to exchange advice and cooperate with the Commission on draft delegated or implementing acts
adopted pursuant to this Directive;

to exchange best practices and information with relevant Union institutions, bodies, offices and
agencies;

to exchange views on the implementation of sector-specific Union legal acts that contain provisions
on cybersecurity;

where relevant, to discuss reports on the peer review referred to in Article 19(9) and draw up
conclusions and recommendations;

to carry out coordinated security risk assessments of critical supply chains in accordance with
Article 22(1);

to discuss cases of mutual assistance, including experiences and results from cross-border joint
supervisory actions as referred to in Article 37;

upon the request of one or more Member States concerned, to discuss specific requests for mutual
assistance as referred to in Article 37;

to provide strategic guidance to the CSIRTs network and EU-CyCLONe on specific emerging
1Ssues;

to exchange views on the policy on follow-up actions following large-scale cybersecurity incidents
and crises on the basis of lessons learned of the CSIRTs network and EU-CyCLONe;

to contribute to cybersecurity capabilities across the Union by facilitating the exchange of national
officials through a capacity building programme involving staff from the competent authorities or
the CSIRTs;

to organise regular joint meetings with relevant private stakeholders from across the Union to
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discuss activities carried out by the Cooperation Group and gather input on emerging policy
challenges;

(p) to discuss the work undertaken in relation to cybersecurity exercises, including the work done by
ENISA;

(@) to establish the methodology and organisational aspects of the peer reviews referred to in Article
19(1), as well as to lay down the self-assessment methodology for Member States in accordance
with Article 19(5), with the assistance of the Commission and ENISA, and, in cooperation with the
Commission and ENISA, to develop codes of conduct underpinning the working methods of
designated cybersecurity experts in accordance with Article 19(6);

(N toprepare reports for the purpose of the review referred to in Article 40 on the experience gained at
a strategic level and from peer reviews;

(s) to discuss and carry out on a regular basis an assessment of the state of play of cyber threats or
incidents, such as ransomware.

7N =713, BRINEEZ, BONGES OB, 55 1 BP0 mEEaf
60

The Cooperation Group shall submit the reports referred to in the first subparagraph, point (r), to the
Commission, to the European Parliament and to the Council.

RERIENS, 1007 N —7 NICIIT D2 DIEKIEID IR D I T, oD% a7eth ) 1%
RS2,

Member States shall ensure effective, efficient and secure cooperation of their representatives in the
Cooperation Group.

W17 V=713, CSIRT v M =2, FrEDaHEI BT DB LOMREZ ERETED,
The Cooperation Group may request from the CSIRTs network a technical report on selected topics.

202452 A 1 HETIZ, KO, ZO%IX 2 FF, W7 —71%, W7 v—>7o0 BHEE
b7 SEET 57 DI TS A EEEN BT AR HEE R ET D,

By 1 February 2024 and every two years thereafter, the Cooperation Group shall establish a work
programme in respect of actions to be undertaken to implement its objectives and tasks.

RINZERIZ, W17 )V —7 DB T DI\ L I2 B Tt B2 D D FRA T Ry AR T
50

The Commission may adopt implementing acts laying down procedural arrangements necessary for the
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functioning of the Cooperation Group.
RIS T2, 5 39 5658 2 IR T s Fod Tl THRIRS D,

Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 39(2).

BRINZEE DT, 54 T HEST-AADE 1 RIFEEIO 3 32 TARICEAL, Wiy v—7"LD
M CBSEsHL, 7N —T"1 7132,

The Commission shall exchange advice and cooperate with the Cooperation Group on the draft
implementing acts referred to in the first subparagraph of this paragraph in accordance with paragraph
(4), point (e).

9. W N—T1%, B2 I EBAHAAAEEL,, BT HI-0OITFES(EU) 20222557 12
SN TERBESN - MEETRNENE /17— L ORIT, EHIFINC, 7230, VI AAI12E
WTHAZK SR 1 ], 2AT 5,

The Cooperation Group shall meet on a regular basis and in any event at least once a year with the Critical
Entities Resilience Group established under Directive (EU) 2022/2557 to promote and facilitate strategic
cooperation and the exchange of information.

% 15% CSIRT Ryk7—%
Article 15 CSIRTS network

1 [EHEEEDOBRBICE 5T 5720, KO, #RE RO G > I E5E s Eot e
T %728, [EN CSIRT D%y NI — 773 B S5,

In order to contribute to the development of confidence and trust and to promote swift and effective
operational cooperation among Member States, a network of national CSIRTS is established.

2. CSIRT FvhT—271%, % 10 SRICEVIRE FTREE SN CSIRT O, WONZ, BRIMESD
FERE, FHRL N O RIDT- D D 20— Z B st — 2 (CERT-EU) | _otoﬁﬁﬁkérhé Rk
INFEERL, A7 W —3—LLT CSIRT Ry b —2IZBN§ %, ENISA 1%, FisfaatitL,
7>, CSIRT D 10078 DAl RERNA 132,

The CSIRTs network shall be composed of representatives of the CSIRTs designated or established
pursuant to Article 10 and the computer emergency response team for the Union’s institutions, bodies and
agencies (CERT-EU). The Commission shall participate in the CSIRTS network as an observer. ENISA
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shall provide the secretariat and shall actively provide assistance for the cooperation among the CSIRTs.

CSIRT v hI—271%, AR OREH 0!

@)
(b)

©
(d)
©
®
)
(h)
(i)

0)

()

(0
(m)
()

©)
()

CSIRT O FEIFE )BT DIE A 29 DI

CSIRT DNZINT, B L OBhaE, AT, > —, FIE, _ANSF77T7 4 AR
UWMHADHAT, BHR K OAHA 2R 0 3 DS ;

AT U, =T IA, YA R—72, VAT K OWEg 5 B2 B A As e 2 1%
%5

YA X=X 2T DTN T OHELESTE - BT 2 A A3 DS ;

TR OARER O T haL L B3 A L A e 9 D IS

AT U N XD BB AR SZT T VD CSIRT oy NI —7 DAL 7 R—DEEFEIZSE
T, YA T NN B ET DY A/ —70805, VA R ONWeas BRI D1 HE
ML, Tl T DI

CSIRT F T =T DAL 3—DHEEE U T, YRk E D EEHEORFAN TR RS
Te AT U NTHR DES U kA R, DS ATREZR XD, S5 200,
REREEN L, ZOF RIS L DEEE AR DAL T o MOk DAl A 14 A5 ;
BEEORERREDOIEFMR KL CEARZR L HISO M O FPHES IV B RO & PE
EIZRL, ML, _ANT T T A AEATHAL, KON, 5 12 5555 1 TEIC KA S LR
TESHUIZ CSIRT (25 Tl ARt 25 ;

LUFERRT 200% 50, BIORED HE-5E S EO ) A FREL, 35520

(i) VANRN—TRBEI AT U NOFE

(i) PR

(i) FHFAARED;

(iv) EBEEHX DVAY R OA L T T2 hADRIRN I T DR B3 D AR L OV,
=B

(V) AEREOEEFINUT, 89 456 4 TR KB A /3= X207 DA
7 N OYERED EINFRHLF A~ Z 5

W17 — 1R, CSIRT T —27 OIEEN K G LD RES T BID JERED 375

HEE FOWIEEEL, WO, TIBKERE &L, ZOMIZBET 2 A N BRE 20k

w;

ENISA (28> TSN A/ N~ 2 VT (B2 50, A/ —t X2 )T (i 5%

AT D05 ;

{2 @ CSIRT DEEEITIGU T, i CSIRT O EHIRES) M OVE(HRESAZ 36D ;

PRINE S EIRDA L > T o N O A 378U BT HaB O R84 ) LS d %

729D, L~ L OFRMES L~ L D3 2 )7 & LS (SOC) L /1L, SOC &

DR CIE A DI ;

ZIHBHET DL, 519 556 9 TR AR A IS4 7 s 205 ;

SERE R EOW N T HARGEOSHOEAIZ BT 2308 O FEHO B A It

IR YA OYPE = g i L I [ 08

138



e TERMEE 8 & 45 (20234412 H)

The CSIRTS network shall have the following tasks:

@)
(b)

©
@

©)
()

@)

()

0)

()

(0
(m)
()

()
()

to exchange information about the CSIRTS’ capabilities;

to facilitate the sharing, transfer and exchange of technology and relevant measures, policies, tools,

processes, best practices and frameworks among the CSIRTs;

to exchange relevant information about incidents, near misses, cyber threats, risks and

vulnerabilities;

to exchange information with regard to cybersecurity publications and recommendations;

to ensure interoperability with regard to information-sharing specifications and protocols;

at the request of a member of the CSIRTs network potentially affected by an incident, to exchange

and discuss information in relation to that incident and associated cyber threats, risks and

vulnerabilities;

at the request of a member of the CSIRTs network, to discuss and, where possible, implement a

coordinated response to an incident that has been identified within the jurisdiction of that Member

State;

to provide Member States with assistance in addressing cross-border incidents pursuant to this

Directive;

to cooperate, exchange best practices and provide assistance to the CSIRTs designated as

coordinators pursuant to Article 12(1) with regard to the management of the coordinated disclosure

of vulnerabilities which could have a significant impact on entities in more than one Member State;

to discuss and identify further forms of operational cooperation, including in relation to:

(i)  categories of cyber threats and incidents;

(ii) early warnings;

(i) mutual assistance;

(iv) principles and arrangements for coordination in response to cross-border risks and incidents;

(V) contribution to the national large-scale cybersecurity incident and crisis response plan referred
to in Article 9(4) at the request of a Member State;

to inform the Cooperation Group of its activities and of the further forms of operational cooperation

discussed pursuant to point (j), and, where necessary, request guidance in that regard;

to take stock of cybersecurity exercises, including those organised by ENISA;

at the request of an individual CSIRT, to discuss the capabilities and preparedness of that CSIRT;

to cooperate and exchange information with regional and Union-level Security Operations Centres

(SOCs) in order to improve common situational awareness on incidents and cyber threats across

the Union;

where relevant, to discuss the peer-review reports referred to in Article 19(9);

to provide guidelines in order to facilitate the convergence of operational practices with regard to

the application of the provisions of this Article concerning operational cooperation.

202541 H 17 BHETIZ, KO, ZO%13 2 H43:Z, CSIRT Ry N7 —213, 5540 SR A
LD BHIDT=OIZ, 3E5&EE_FOWINTEAL T Thiviz RN A ML, 7>, HEA R
W45, ZOWEEL, L0blT, [EN CSIRT EOBHRICIBWTE TSNS, 5 19 ST
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Ao R B Dt R O FEA RL T D, MRk =3, W7 v —7 1L
THEtiahs,

By 17 January 2025, and every two years thereafter, the CSIRTs network shall, for the purpose of the
review referred to in Article 40, assess the progress made with regard to the operational cooperation and
adopt a report. The report shall, in particular, draw up conclusions and recommendations on the basis of
the outcome of the peer reviews referred to in Article 19, which are carried out in relation to the national
CSIRTs. That report shall be submitted to the Cooperation Group.

5. CSIRT Fv =213, TOFHRIEERRT %,
The CSIRTs network shall adopt its rules of procedure.

6.  CSIRT 1h7—2 KN EU-CyCLONe I3, FtHEHIIAEL, TOFHERE ISV
Do

The CSIRTs network and EU-CyCLONe shall agree on procedural arrangements and cooperate on the
basis thereof.

E 165 B4/ —EERERIR YT —2(EU-CyCLONe)
Article 16 European cyber crisis liaison organisation network (EU-CyCLONe)

1 KT A= X 2T DAL LT U N OSSO RS T E S L~ LT
T D720, LT, AkENE NS ORERE, FHRE, 9557 & O RO I 2 BhEHE
TR TEHA T 2 AR5 H728D, BU-CyCLONe H3aRESD,

EU-CyCLONEe is established to support the coordinated management of large-scale cybersecurity
incidents and crises at operational level and to ensure the regular exchange of relevant information among
Member States and Union institutions, bodies, offices and agencies.

2. EU-CyCLONe I, t%ED VA S — S TR Lo C, IONT, HERI R TR
HBI2 AN —X2 VT4 DAL LT NR, ZOFSOMEARFENICH ST —E A K OVEE)
XL CEAZR AR DG A FIXEAR AR L LTGRO, BINEEAIC
Ko THERENS, ZNLANOGEEIZBWTL, BINEERIL, A7 ¥ —3—LL T, EU-
CyCLONe DIEENZSNIT 5,

EU-CyCLONe shall be composed of the representatives of Member States’ cyber crisis management
authorities as well as, in cases where a potential or ongoing large-scale cybersecurity incident has or is
likely to have a significant impact on services and activities falling within the scope of this Directive, the
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Commission. In other cases, the Commission shall participate in the activities of EU-CyCLONe as an
observer.

ENISA |, EU-CyCLONe DHHJFEAREL, 730, e/ i Hasii L, 1o, a7l
WA A TR DABRIERI O 1% S 3 57 DI B 72 Y — Va5,

ENISA shall provide the secretariat of EU-CyCLONe and support the secure exchange of information
as well as provide necessary tools to support cooperation between Member States ensuring secure
exchange of information.

D22 ET, EU-CyCLONe 1, BhET DRIERREOREIIKIL, 47— —2L
C EU-CyCLONe OIEEN IS B L a405E CTxD,

Where appropriate, EU-CyCLONe may invite representatives of relevant stakeholders to participate in
its work as observers.

EU-CyCLONe (%, BA FO#EsaH !

(@) FKHH Y A= 2T DA T MO S BRD Y REEAD L~ L % [f) |
SHDIRES ;

(b) KRIFREZ2 A= 2T A DA LT o B O B 2 o SR IS4 56
RS0,

© BEIETHRBR Y A= 2V T A DA T N OEREDRE BN OB 2L,
AR SRR A PR T IS ;

d) KBV A= X2V T A DA T o N OSSO EFRATIEL, 2D A
FUN G OEREL BR T D EAEL L O B B S AR

() BRI DMMIEDERSICC T, 5 9 &5 4 R KT A/ 3\ —EX 207 1 DA
VT N OYERED EINR I A ik 3 D5,

EU-CyCLONeEe shall have the following tasks:

(@ toincrease the level of preparedness of the management of large-scale cybersecurity incidents and
crises;

(b) to develop a shared situational awareness for large-scale cybersecurity incidents and crises;

(c) toassess the consequences and impact of relevant large-scale cybersecurity incidents and crises and
propose possible mitigation measures;

(d) to coordinate the management of large-scale cybersecurity incidents and crises and support
decision-making at political level in relation to such incidents and crises;

(e) to discuss, upon the request of a Member State concerned, national large-scale cybersecurity
incident and crisis response plans referred to in Article 9(4).

EU-CyCLONe (%, =D TR 2,
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EU-CyCLONE shall adopt its rules of procedure.

5. EU-CyCLONe I%, /17 V=KL, KRBT A/ S =120 T4 DA 27 U ROk
OFFUBAL, WONT, FREET AR OEENE R 2 MR A —x 27
ADAL LT N OERED S TR R Y TC, 2@ ZBEL, BRI E T,

EU-CyCLONeEe shall report on a regular basis to the Cooperation Group on the management of large-
scale cybersecurity incidents and crises, as well as trends, focusing in particular on their impact on
essential and important entities.

6. EU-CyCLONe I, &5 15 5555 6 HUITED H B BESAV- Tt DX, CSIRT vk —7k
W35,

EU-CyCLONe shall cooperate with the CSIRTs network on the basis of agreed procedural arrangements
provided for in Article 15(6).

7. 2024 47 A 17 BETIZ, KO, ZDO1T 18 A2, EU-CyCLONe 1L, PR M OB ST
2ATHL, EU-CyCLONe DAl DRk Eafeti 2,

By 17 July 2024 and every 18 months thereafter, EU-CyCLONe shall submit to the European Parliament
and to the Council a report assessing its work.

F17E ERAYEHRN

Article 17 International cooperation

ZRONEY RN, BRMBE AT, TFEU O 218 ZRIHEV, = EE/I X EEE L ORI T, &
Vb, W17 —7, CSIRT FhJ—2 KN EU-CyCLONe OfFE~0> 5 = [EFE7~ ISk
BIDZMA-#8D J O HE 2 BRI 2 B ARG CED, £ DI ATEIL, BRINEEGDT —X
R T35,

The Union may, where appropriate, conclude international agreements, in accordance with Article 218
TFEU, with third countries or international organisations, allowing and organising their participation in
particular activities of the Cooperation Group, the CSIRTs network and EU-CyCLONe. Such agreements
shall comply with Union data protection law.
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18 E BXMEESADY A/ —EX 1T DRREIZRET SRS
Article 18 Report on the state of cybersecurity in the Union

1. ENISA %, BINEEES KO 17 V—T"LH 0T, BRIMESNO A3 —t %207 DIk
REIZBE9 DMREED S EAEIRL, 220, BRINGERITHIL, Mg =2 U Cerd 5, £

DOWEENL, B, HkEEEY rlRe7e T — X CRIFC&ERIHzEn, 2o, LLTFTORHiiE &

¥

() VAR ERHEZ BN, BINEEL L DH AR =X 20T 4D

UAZ5Hil;
(b) BRMGESSILO AR R OCRERIFNC BT 5 A/ — X 20 7 1 D FHRE ) D
D

© MRS D, TR OV ERD IS B AR~V DY A3 —
T2 T DT O A S— RO ;

(@) 5519 SR IO RORA T

(©) LAV DRGE I, AR RIOY A S L2 TADIIHES U
RO~V ORI, N, FRREDENT A/ %27 IE 2 Hh
TGO AT,

ENISA shall adopt, in cooperation with the Commission and the Cooperation Group, a biennial report

on the state of cybersecurity in the Union and shall submit and present that report to the European

Parliament. The report shall, inter alia, be made available in machine-readable data and include the

following:

(@ aUnion-level cybersecurity risk assessment, taking account of the cyber threat landscape;

(b) an assessment of the development of cybersecurity capabilities in the public and private sectors
across the Union;

() an assessment of the general level of cybersecurity awareness and cyber hygiene among citizens
and entities, including small and medium-sized enterprises;

(d) anaggregated assessment of the outcome of the peer reviews referred to in Article 19;

(e) anaggregated assessment of the level of maturity of cybersecurity capabilities and resources across
the Union, including those at sector level, as well as of the extent to which the Member States’
national cybersecurity strategies are aligned.

2. ZTOWEEL, BINEAS SOV A/ —tF 2UT DR EEL L D[] BT D8]
FNE, FEATTE EORFEOHEREIE, WO, HHIEU) 2019/881 DF5 7 4465 6 TIHEHT
ENISA ([ZJWHEHESNDAL T U MO A0 95 BU A3 —F a7 5
HRRIEREED SO RFEDO M BT 2 P RO ERE G0 5,

The report shall include particular policy recommendations, with a view to addressing shortcomings and
increasing the level of cybersecurity across the Union, and a summary of the findings for the particular
period from the EU Cybersecurity Technical Situation Reports on incidents and cyber threats prepared
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by ENISA in accordance with Article 7(6) of Regulation (EU) 2019/881.

3. ENISA 1%, RRINEES, /17 /v—7 %O CSIRT o hT—2 LT, e B e ONE
PEAFRIED JH70 BREA A G0, 565 1 TR A THlD FEZ BT 95,

ENISA, in cooperation with the Commission, the Cooperation Group and the CSIRTs network, shall
develop the methodology, including the relevant variables, such as quantitative and qualitative indicators,
of the aggregated assessment referred to in paragraph 1, point (e).

% 19 & HEFHTE

Article 19 Peer reviews

1L W7 nA—71% 2025 1 A 17 H, BINZEE SOV ENISA, WNZ, EHpBiEd 541,
CSIRT NI —27 OFBIEST, ITESIRE S L, FAEDEREA SR L HEDE
LA DY A=t X2 VT a2 2L, 70, HEDO YA/ —tF 2 U7 OB O
DY& % FET DI TMEEL T2 D AT AR D123, F8 B EAR AR B OSkHRE
Yl Z ED D, FHEFHE~OZINL, LB THD, MY, YA/ \—tF 2T ¢ DEH
FIZE ST TEND, EDOY A= X2V T4 OFMFIL, FHliE 32 DRERE S X R0 /)
72<ED 2 DORRIEIC K> THRES NS,

The Cooperation Group shall, on 17 January 2025, establish, with the assistance of the Commission and
ENISA, and, where relevant, the CSIRTs network, the methodology and organisational aspects of peer
reviews with a view to learning from shared experiences, strengthening mutual trust, achieving a high
common level of cybersecurity, as well as enhancing Member States’ cybersecurity capabilities and
policies necessary to implement this Directive. Participation in peer reviews is voluntary. The peer
reviews shall be carried out by cybersecurity experts. The cybersecurity experts shall be designated by at
least two Member States, different from the Member State being reviewed.

FHARHINE, LLFO/D72E 1| SOFHEEHET 5

@ 521 SO 23 SRITTED DA —tF 2T (DY AV EFRDHEE K OSRsF8H5500 3
HEDOL~YL;

(b) FIHATREAE 4, HiflT EOBEPRE NAERE 50, EBEEIOL L, IO, ks
MEFRDI DRGSO TDO I

(©) CSIRT DpsIEE _Fo>FHiRE

d) 537 KORTHHAAMBIO FEEDL ~L

() H29 RKIRT AN~ X )T AFRILE R EOEEDOL ~L,

()  [EBEAERR HIEE E RO 2 S S5O MR,

The peer reviews shall cover at least one of the following:
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(@ the level of implementation of the cybersecurity risk-management measures and reporting
obligations laid down in Articles 21 and 23;

(b) the level of capabilities, including the available financial, technical and human resources, and the
effectiveness of the exercise of the tasks of the competent authorities;

(c) the operational capabilities of the CSIRTS;

(d) the level of implementation of mutual assistance referred to in Article 37;

(e) the level of implementation of the cybersecurity information-sharing arrangements referred to in
Article 29;

(f)  specific issues of cross-border or cross-sector nature.

1 RN AT, ORI U Tk ED S AR HMlE 24173 oA/ 3 —tk %27 ¢
DOEPZARETARBIT, IEZERIT, AEDOBEINEDSHA AL G0 5, IINEES
OVENISA I, A7V — =L U C, fHAEFHEZ S5,

The methodology referred to in paragraph 1 shall include objective, non-discriminatory, fair and
transparent criteria on the basis of which the Member States designate cybersecurity experts eligible to
carry out the peer reviews. The Commission and ENISA shall participate as observers in the peer reviews.

RERRIEN S, FRAEHID HAIDTZDIC, 55 1 O IERIO R FRE TE5,

Member States may identify specific issues as referred to in paragraph 1, point (f), for the purposes of a
peer review.

5 1 O SAHA A BIAe 9 DRI, AERET, 209 2MIESHL, 5 3 TSI DIRES
AU AR R G, £ OFH B FHliO#iFEA w5,

Before commencing a peer review as referred to in paragraph 1, Member States shall notify the
participating Member States of its scope, including the specific issues identified pursuant to paragraph 3.

FAH FHmOBIAERNT, #ERENY, FHlish - AlEo B Cakiiz iz 7L, fRESni= A/ —t
X2 U7 OFPZITKHIL, Mi%ZA CaHmOERZAZ I TED, W17 v —71%, BNEE S
N ENISA OffiBhEASC, #RED B iMoo TEE2 EH 5,

Prior to the commencement of the peer review, Member States may carry out a self-assessment of the
reviewed aspects and provide that self-assessment to the designated cybersecurity experts. The
Cooperation Group shall, with the assistance of the Commission and ENISA, lay down the methodology
for the Member States’ self-assessment.

FHERHm L, YRR E7 AR D NN D R M ORI DTGB A D, BV IO
AR C, AARHlZ ST DRERENS, PTG I TR RO PRl 2 B DR MIE 5
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FAFENIEZT 528724, 930, EFL 2D IO 7D EGRERED 2 e S
HTES, FESIIZ A= X 2T OFAZITKIL, E ORI\ LETZ 2 e
92, W17 N—71%, FRMNEE SO ENISA AL T, feEshizt A/ 3 —k%2U7 ¢
DEFZEDVEETEA A DA TEVERIA R ET 5, A AFHIlZ @ CTREOZ R,

W HWIOT-DIZIRY, SIS, FHEFUIZSINT 20 A/ N —X 207 DOFFAZE, Y
FZFE HAHIMOMFR Z 3 T AT LTI TG i 72 I I e 3 = SR CRRL T
SN

Peer reviews shall entail physical or virtual on-site visits and off-site exchanges of information. In line
with the principle of good cooperation, the Member State subject to the peer review shall provide the
designated cybersecurity experts with the information necessary for the assessment, without prejudice to
Union or national law concerning the protection of confidential or classified information and to the
safeguarding of essential State functions, such as national security. The Cooperation Group, in
cooperation with the Commission and ENISA, shall develop appropriate codes of conduct underpinning
the working methods of designated cybersecurity experts. Any information obtained through the peer
review shall be used solely for that purpose. The cybersecurity experts participating in the peer review
shall not disclose any sensitive or confidential information obtained in the course of that peer review to
any third parties.

— PR AR IR 7-121E, SOMERIENZ I\ RIS A= D & [Rl—D i, Z OREERED>
ORIFNCERESNIIGE, 1203, 17 —7 ORZEIE CRESIVGEETRE, 0D
HAMoO5E T4 2 I, URzSRE IS N THIDFAEH ZARL T37eb720,

Once subject to a peer review, the same aspects reviewed in a Member State shall not be subject to a
further peer review in that Member State for two years following the conclusion of the peer review, unless
otherwise requested by the Member State or agreed upon after a proposal of the Cooperation Group.

FERKENT, Z O EFHlOBIAEDRNT, FEESNT= A/ N—t X2 )T DO BFIZEBSE T 5F]
LSFERDYAZ S, BIOFERIE, W17 7—7, BRINEBEZ KLY ENISA (2L THBNZSH
HT TR D, £ OB FHMZ ST DREENT, F5E T ThHOMERENZ R CREIS DI
B ST DB DE, FFEDOT A/ 3=t 20T OFHZOFREIC KL TR
ZHINE TS,

Member States shall ensure that any risk of conflict of interest concerning the designated cybersecurity
experts is revealed to the other Member States, the Cooperation Group, the Commission and ENISA,
before the commencement of the peer review. The Member State subject to the peer review may object
to the designation of particular cybersecurity experts on duly substantiated grounds communicated to the
designating Member State.
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Cybersecurity experts participating in peer reviews shall draft reports on the findings and conclusions of
the peer reviews. Member States subject to a peer review may provide comments on the draft reports
concerning them and such comments shall be attached to the reports. The reports shall include
recommendations to enable improvement on the aspects covered by the peer review. The reports shall be
submitted to the Cooperation Group and the CSIRTs network where relevant. A Member State subject to
the peer review may decide to make its report, or a redacted version of it, publicly available.
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FBIVE HA/1\—tFa) T4 DY R BB RUHREERH
Chapter [V Cybersecurity Risk-Management Measures and Reporting Obligations

EL205E Ha
Article 20 Governance
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60

Member States shall ensure that the management bodies of essential and important entities approve the
cybersecurity risk-management measures taken by those entities in order to comply with Article 21,
oversee its implementation and can be held liable for infringements by the entities of that Article.

ATADE N, ATBEEB W TRE A EREORUE, WONT, BB M OIS E I ME:
S B SOOI B DEPEZ I TR0y,

The application of this paragraph shall be without prejudice to national law as regards the liability rules
applicable to public institutions, as well as the liability of public servants and elected or appointed officials.
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Member States shall ensure that the members of the management bodies of essential and important
entities are required to follow training, and shall encourage essential and important entities to offer similar
training to their employees on a regular basis, in order that they gain sufficient knowledge and skills to
enable them to identify risks and assess cybersecurity risk-management practices and their impact on the
services provided by the entity.

F21 & YA/ —EFX1)T(DYRYEEIER

Article 21 Cybersecurity risk-management measures
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Member States shall ensure that essential and important entities take appropriate and proportionate
technical, operational and organisational measures to manage the risks posed to the security of network
and information systems which those entities use for their operations or for the provision of their services,
and to prevent or minimise the impact of incidents on recipients of their services and on other services.
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Taking into account the state-of-the-art and, where applicable, relevant European and international
standards, as well as the cost of implementation, the measures referred to in the first subparagraph shall
ensure a level of security of network and information systems appropriate to the risks posed. When
assessing the proportionality of those measures, due account shall be taken of the degree of the entity’s
exposure to risks, the entity’s size and the likelihood of occurrence of incidents and their severity,
including their societal and economic impact.
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The measures referred to in paragraph 1 shall be based on an all-hazards approach that aims to protect

network and information systems and the physical environment of those systems from incidents, and

shall include at least the following:

(@ policies on risk analysis and information system security;

(b) incident handling;

() business continuity, such as backup management and disaster recovery, and crisis management;

(d) supply chain security, including security-related aspects concerning the relationships between each
entity and its direct suppliers or service providers;

(e) security in network and information systems acquisition, development and maintenance, including
vulnerability handling and disclosure;

() policies and procedures to assess the effectiveness of cybersecurity risk-management measures;

(9) basic cyber hygiene practices and cybersecurity training;

(h) policies and procedures regarding the use of cryptography and, where appropriate, encryption;

(i)  human resources security, access control policies and asset management;

()  the use of multi-factor authentication or continuous authentication solutions, secured voice, video
and text communications and secured emergency communication systems within the entity, where
appropriate.

FERRIEN L, ASRDE 2 TN T E O ED @Y Ch o vE 1IN 285, 1A, B0
ot RO —E AT 0\ A X Z R ETUTRFEOIEgE, WONS, SO e/ B FlEs
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Member States shall ensure that, when considering which measures referred to in paragraph 2, point (d),
of this Article are appropriate, entities take into account the vulnerabilities specific to each direct supplier
and service provider and the overall quality of products and cybersecurity practices of their suppliers and
service providers, including their secure development procedures. Member States shall also ensure that,
when considering which measures referred to in that point are appropriate, entities are required to take
into account the results of the coordinated security risk assessments of critical supply chains carried out
in accordance with Article 22(1).

FERRENT, 26 2 THICED DHAEZ ST QU VRWEHIWr AN, Rt i, VB
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Member States shall ensure that an entity that finds that it does not comply with the measures provided

for in paragraph 2 takes, without undue delay, all necessary, appropriate and proportionate corrective
measures.
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By 17 October 2024, the Commission shall adopt implementing acts laying down the technical and the
methodological requirements of the measures referred to in paragraph 2 with regard to DNS service
providers, TLD name registries, cloud computing service providers, data centre service providers, content
delivery network providers, managed service providers, managed security service providers, providers of
online market places, of online search engines and of social networking services platforms, and trust
service providers.
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The Commission may adopt implementing acts laying down the technical and the methodological
requirements, as well as sectoral requirements, as necessary, of the measures referred to in paragraph 2
with regard to essential and important entities other than those referred to in the first subparagraph of this

paragraph.
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When preparing the implementing acts referred to in the firstand second subparagraphs of this paragraph,
the Commission shall, to the extent possible, follow European and international standards, as well as
relevant technical specifications. The Commission shall exchange advice and cooperate with the
Cooperation Group and ENISA on the draft implementing acts in accordance with Article 14(4), point

(©.
RIS T2, 27 39 4005 2 TR T 3R Fdl Tl > THRIRS LD,

Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 39(2).
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Article 22 Union level coordinated security risk assessments of critical supply chains
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The Cooperation Group, in cooperation with the Commission and ENISA, may catry out coordinated
security risk assessments of specific critical ICT services, ICT systems or ICT products supply chains,
taking into account technical and, where relevant, non-technical risk factors.
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1L, BETARERNRE OB RIEEE - G, 8 1 ORI N- X 2T UAZEE
M IRUASA R ED BEE 2 ICT Y—E &, ICT 3 A7 L FE 13 ICT Bl A5kR %,

The Commission, after consulting the Cooperation Group and ENISA, and, where necessary, relevant
stakeholders, shall identify the specific critical ICT services, ICT systems or ICT products that may be
subject to the coordinated security risk assessment referred to in paragraph 1.

BB F HESHK
Article 23 Reporting obligations
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Each Member State shall ensure that essential and important entities notify, without undue delay, its
CSIRT or, where applicable, its competent authority in accordance with paragraph 4 of any incident that
has a significant impact on the provision of their services as referred to in paragraph 3 (significant
incident). Where appropriate, entities concerned shall notify, without undue delay, the recipients of their
services of significant incidents that are likely to adversely affect the provision of those services. Each
Member State shall ensure that those entities report, inter alia, any information enabling the CSIRT or,
where applicable, the competent authority to determine any cross-border impact of the incident. The mere
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act of notification shall not subject the notifying entity to increased liability.

BRI DI SRS HER RO S DFEEA e U T3 1 BIFED BRI A o T o Mol - &1,
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P95,

Where the entities concerned notify the competent authority of a significant incident under the first
subparagraph, the Member State shall ensure that that competent authority forwards the notification to
the CSIRT upon receipt.
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In the case of a cross-border or cross-sectoral significant incident, Member States shall ensure that their
single points of contact are provided in due time with relevant information notified in accordance with

paragraph 4.
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Where applicable, Member States shall ensure that essential and important entities communicate, without
undue delay, to the recipients of their services that are potentially affected by a significant cyber threat any
measures or remedies that those recipients are able to take in response to that threat. Where appropriate,
the entities shall also inform those recipients of the significant cyber threat itself.
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An incident shall be considered to be significant if:

(@ it has caused or is capable of causing severe operational disruption of the services or financial loss
for the entity concerned,;

it has affected or is capable of affecting other natural or legal persons by causing considerable material or

non-material damage.
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Member States shall ensure that, for the purpose of notification under paragraph 1, the entities concerned

submit to the CSIRT or, where applicable, the competent authority:

@)

(b)

©
©)

without undue delay and in any event within 24 hours of becoming aware of the significant incident,
an early warning, which, where applicable, shall indicate whether the significant incident is
suspected of being caused by unlawful or malicious acts or could have a cross-border impact;
without undue delay and in any event within 72 hours of becoming aware of the significant incident,
an incident notification, which, where applicable, shall update the information referred to in point
(a) and indicate an initial assessment of the significant incident, including its severity and impact,
as well as, where available, the indicators of compromise;

upon the request of a CSIRT or, where applicable, the competent authority, an intermediate report
on relevant status updates;

a final report not later than one month after the submission of the incident notification under point
(b), including the following:

(i)  adetailed description of the incident, including its severity and impact;

(i) the type of threat or root cause that is likely to have triggered the incident;

(i) applied and ongoing mitigation measures;

(iv) where applicable, the cross-border impact of the incident;
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(e) in the event of an ongoing incident at the time of the submission of the final report referred to in
point (d), Member States shall ensure that entities concerned provide a progress report at that time
and a final report within one month of their handling of the incident.

% 1 BIEO ORI, (B —E ADT AL X, O 0/ X DS —E 2D
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By way of derogation from the first subparagraph, point (b), a trust service provider shall, with regard to
significant incidents that have an impact on the provision of its trust services, notify the CSIRT or, where
applicable, the competent authority, without undue delay and in any event within 24 hours of becoming
aware of the significant incident.
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The CSIRT or the competent authority shall provide, without undue delay and where possible within 24
hours of receiving the early warning referred to in paragraph 4, point (a), a response to the notifying entity,
including initial feedback on the significant incident and, upon request of the entity, guidance or
operational advice on the implementation of possible mitigation measures. Where the CSIRT is not the
initial recipient of the notification referred to in paragraph 1, the guidance shall be provided by the
competent authority in cooperation with the CSIRT. The CSIRT shall provide additional technical support
if the entity concerned so requests. Where the significant incident is suspected to be of criminal nature,
the CSIRT or the competent authority shall also provide guidance on reporting the significant incident to
law enforcement authorities.
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Where appropriate, and in particular where the significant incident concerns two or more Member States,
the CSIRT, the competent authority or the single point of contact shall inform, without undue delay, the
other affected Member States and ENISA of the significant incident. Such information shall include the
type of information received in accordance with paragraph 4. In so doing, the CSIRT, the competent
authority or the single point of contact shall, in accordance with Union or national law, preserve the
entity’s security and commercial interests as well as the confidentiality of the information provided.
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Where public awareness is necessary to prevent a significant incident or to deal with an ongoing
significant incident, or where disclosure of the significant incident is otherwise in the public interest, a
Member State’s CSIRT or, where applicable, its competent authority, and, where appropriate, the CSIRTs
or the competent authorities of other Member States concemed, may, after consulting the entity concermed,
inform the public about the significant incident or require the entity to do so.
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At the request of the CSIRT or the competent authority, the single point of contact shall forward
notifications received pursuant to paragraph 1 to the single points of contact of other affected Member
States.
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The single point of contact shall submit to ENISA every three months a summary report, including
anonymised and aggregated data on significant incidents, incidents, cyber threats and near misses notified
in accordance with paragraph 1 of this Article and with Article 30. In order to contribute to the provision
of comparable information, ENISA may adopt technical guidance on the parameters of the information
to be included in the summary report. ENISA shall inform the Cooperation Group and the CSIRTs
network about its findings on notifications received every six months.
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The CSIRTS or, where applicable, the competent authorities shall provide to the competent authorities
under Directive (EU) 2022/2557 information about significant incidents, incidents, cyber threats and near
misses notified in accordance with paragraph 1 of this Article and with Article 30 by entities identified as
critical entities under Directive (EU) 2022/2557.

MINZERNT, FFROZAT, RS0 1 TR O 30 SRZK0HRE S AIBRARTE ONIARSRDH
2 | Z XS N D EAN N FHIEZ BN ED 5 2 T AR TE D,

The Commission may adopt implementing acts further specifying the type of information, the format and
the procedure of a notification submitted pursuant to paragraph 1 of this Article and to Article 30 and of
a communication submitted pursuant to paragraph 2 of this Article.
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By 17 October 2024, the Commission shall, with regard to DNS service providers, TLD name registries,
cloud computing service providers, data centre service providers, content delivery network providers,
managed service providers, managed security service providers, as well as providers of online
marketplaces, of online search engines and of social networking services platforms, adopt implementing
acts further specifying the cases in which an incident shall be considered to be significant as referred to in
paragraph 3. The Commission may adopt such implementing acts with regard to other essential and
important entities.
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The Commission shall exchange advice and cooperate with the Cooperation Group on the draft
implementing acts referred to in the first and second subparagraphs of this paragraph in accordance with
Article 14(4), point ().
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Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 39(2).
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Article 24 Use of European cybersecurity certification schemes
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In order to demonstrate compliance with particular requirements of Article 21, Member States may
require essential and important entities to use particular ICT products, ICT services and ICT processes,
developed by the essential or important entity or procured from third parties, that are certified under
European cybersecurity certification schemes adopted pursuant to Article 49 of Regulation (EU)
2019/881. Furthermore, Member States shall encourage essential and important entities to use qualified
trust services.

2. FERINEERL, &F 38 S[Ihe, EOFRIO BHEEF AR OVEEYE A, SHIEU) 2019/881
D 49 FAZTVEIRSITZ RN A 73— X2 U7 (FRRERIE D MBI T2—1E
® ICT B, ICT »—E AR ICT 7o v AR HI LA TLRIN, T3, T O
BT DB BRENDNE TED DL LS CEDIRSEATET DT DFATIND T4t
WA DHELRD G2 HID, TNODTATSNATRL, R H078L DA/ —EF a7 4
DR REZNTAITEIREN, 1o, FEEOHIRE G5,

The Commission is empowered to adopt delegated acts, in accordance with Article 38, to supplement
this Directive by specifying which categories of essential and important entities are to be required to use
certain certified ICT products, ICT services and ICT processes or obtain a certificate under a European
cybersecurity certification scheme adopted pursuant to Article 49 of Regulation (EU) 2019/881. Those
delegated acts shall be adopted where insufficient levels of cybersecurity have been identified and shall
include an implementation period.

Z DIV TSN TAETART DN, BINEE RIS, EGHIZSZMEL, 2>, HAIEU)
2019/881 D 56 ZRIHE, B RIERE S5692,

Before adopting such delegated acts, the Commission shall carry out an impact assessment and shall carry
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out consultations in accordance with Article 56 of Regulation (EU) 2019/881.

3. ARZLDEE 2 D HEID 7D Db RN A 73— 2 U7 A ala B DRI pIRE ClI/Ru G
=3, BINEERX, 117 0 —7 B OBRIND A 73— 2T 4383 )V —7 D E R
7= 1T, ENISA (2K, HHHIEU)2019/881 D 48 S545 2 TEIC L A EE etz Uelin 42 &%
PR CED,

Where no appropriate European cybersecurity certification scheme for the purposes of paragraph 2 of
this Article is available, the Commission may, after consulting the Cooperation Group and the European
Cybersecurity Certification Group, request ENISA to prepare a candidate scheme pursuant to Article
48(2) of Regulation (EU) 2019/881.

FE25 5 B
Article 25 Standardisation

1 %21 556 1 TROY 2 THOWEH YR SEEARET 5720, HERENE, FEEDZ AT DR
RO B L EATRN S DL, RPN —7 R ONEHE AT 2O g%
RRINOD BANHRE R OVEEA Ve BRI ON B AR 2 HELE 2,

In order to promote the convergent implementation of Article 21(1) and (2), Member States shall, without
imposing or discriminating in favour of the use of a particular type of technology, encourage the use of
European and international standards and technical specifications relevant to the security of network and
information systems.

2. ENISA i, #RESH LT, 2o, Zhusitlie s, B3 255 RBIRE O B R B
72 EC, 5 1 THEBRL TREISN D _REHAIT B BT 285 OTAR, IWONZ, EPNEDT
FEHEA- G, M BNV E SIS D KO 7 BT O BAHERE Z B2 B S I O AR & ERk T
éo

ENISA, in cooperation with Member States, and, where appropriate, after consulting relevant
stakeholders, shall draw up advice and guidelines regarding the technical areas to be considered in relation
to paragraph 1 as well as regarding already existing standards, including national standards, which would
allow for those areas to be covered.
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BVE ERERUEH
Chapter V Jurisdiction and Registration

826 & ERIERUHEYERTEH
Article 26 Jurisdiction and territoriality

1 ZORSOBEMEMENICHLETNDT, LUFOGEEIRE, Uik EROHLRDOHERIED
ERMED MO L NS

@

(b)

©

LB ABIE TR NI — I DT A F E I TAROFH FTRE 2 B @5 —E 2D ~7 1
RAZTHHT, Bi%T 0 AEPNYET 0 A F DY — R DAk E DS T
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DNS #—E 2D 1A K, TLD L VAN, RAL AN —E A2 AR I DIE T,
ITIRANE 2 —T AL T —EADT AL | T =L B — P —EADT A
2T UMBERYNT = DT E | v RV R —E RO T 0N Y, v p— VRt
F 2T 4P —ERD T UMK N, o TALTHRED T NRAE | TR~
YL DTONATEN T R N R NT —F TR T N T g — WD T A
K ThoTC, 5 2 BUTKADE, YiL/ A 3 Y5% 7 1 S OERINE AN 372 2L
FRAELOWERIEDOEEEHED TIZh o s sb D,

ITBUER ChHOIETRTH T, Yk AA & LT MRIE O EHEHED N2 D&
INDHHD,

Entities falling within the scope of this Directive shall be considered to fall under the jurisdiction of the
Member State in which they are established, except in the case of:

@)

(b)

©

providers of public electronic communications networks or providers of publicly available
electronic communications services, which shall be considered to fall under the jurisdiction of the
Member State in which they provide their services;

DNS service providers, TLD name registries, entities providing domain name registration services,
cloud computing service providers, data centre service providers, content delivery network
providers, managed service providers, managed security service providers, as well as providers of
online marketplaces, of online search engines or of social networking services platforms, which
shall be considered to fall under the jurisdiction of the Member State in which they have their main
establishment in the Union under paragraph 2;

public administration entities, which shall be considered to fall under the jurisdiction of the Member
State which established them.

2. ZOWBOBEIDIZDIZ, 5 1 HOWIRITEFRE, A3 —tF2 U7 1 OY A EHOHE
EBRETDIEN TEL T THONDIEREIZ BT, ZOIETROBINEAND 7=l
HOLHMIEALD, £ DIIZMERREDTRESTUF RN S, F21X, ZOII7Z2RE D RINES
WTIH TV WS, EOFEHWTE, AN —F 2T 1 OFEFEE DIV
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EZHD LHWESND, € DITRRIENRESNATRNG G, TO L8, BRI D
TR, BRIMEENIC BT DREMEEE RO Z b SHREI DD LSS,

For the purposes of this Directive, an entity as referred to in paragraph 1, point (b), shall be considered to
have its main establishment in the Union in the Member State where the decisions related to the
cybersecurity risk-management measures are predominantly taken. If such a Member State cannot be
determined or if such decisions are not taken in the Union, the main establishment shall be considered to
be in the Member State where cybersecurity operations are carried out. If such a Member State cannot be
determined, the main establishment shall be considered to be in the Member State where the entity
concerned has the establishment with the highest number of employees in the Union.

55 1 (bW TIETEAD RS PITHLR A B T2/20 S, FRINES N T —E 224958
T, TOETHRT, WINESNICIRIT REEZAEET D, TOREEL, LDV —E 2N
TSN DERRE T 1 DI ZY D, ZOI7LIETNT, T ORI Z S HRERKE
DEFEED TS IS, ATHD R THESTOKINES P31 HREEEDMFEEL
IRNEXE, ZOTETRDP Y —E AEARMET D AET, Wb, ZOWEOERITAIZEL,
TOETHEFAFIFELT, I LO1THZ L0155,

If an entity as referred to in paragraph 1, point (b), is not established in the Union, but offers services
within the Union, it shall designate a representative in the Union. The representative shall be established
in one of those Member States where the services are offered. Such an entity shall be considered to fall
under the jurisdiction of the Member State where the representative is established. In the absence of a
representative in the Union designated under this paragraph, any Member State in which the entity
provides services may take legal actions against the entity for the infringement of this Directive.

75 1 HON R IEERCIDMEE ORI, E/: Lo T2 TUesd, ZOIERED
TN, T OIEERA BT LU CBlMGS TS,

The designation of a representative by an entity as referred to in paragraph 1, point (b), shall be without
prejudice to legal actions, which could be initiated against the entity itself.

55 1 TN AR BIR S DA MBI O BGF ST TS RIEN S, MREEREOHIRANIZ, 4
HERE DA T — B A2 R AT DBIRIE AL OBIRIZIW T, Faid, £ OMRED
THENICR Y PT—2 RONEES AT 52 b SBURIE RO BRI N T, R EE OHy
B O TORTEZ TR CAFD,

Member States that have received a request for mutual assistance in relation to an entity as referred to in
paragraph 1, point (b), may, within the limits of that request, take appropriate supervisory and
enforcement measures in relation to the entity concerned that provides services or which has a network
and information system on their territory.
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827§ REHROER
Article 27 Registry of entities

1. ENISA I, %5 4 HEIHE CH—HEE R D2 a7 iz Jl LT, DNS —t 2071
INAH TLD 2LV AR, KA G —E AEAR I DI, 77U Ra  Ba—T7
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NAY, IRV R —EADT 0 AT v X — VR EF 2 )T 4 —E 2O T m 3 H, AT
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—X RS TYNT A — LD O NSAE DI RIREL, 70, HERFE BT, ZRIZ
JECC, ENISA 13, IEHERRO BB TR, 2NN EHASID & XL IBHROBEEM A MHES
NDZEEELRL DD, MG ~DT 78 A% 785,

ENISA shall create and maintain a registry of DNS service providers, TLD name registries, entities
providing domain name registration services, cloud computing service providers, data centre service
providers, content delivery network providers, managed service providers, managed security service
providers, as well as providers of online marketplaces, of online search engines and of social networking
services platforms, on the basis of the information received from the single points of contact in accordance
with paragraph 4. Upon request, ENISA shall allow the competent authorities access to that registry, while
ensuring that the confidentiality of information is protected where applicable.

2. RERRENE, 551 T ORIETIRICHL, 202545 1 A 17 BETIZ, BREHEROH MBI T

LU OGN T A2 Bk T%:

@ FDOEEERDOLF:

(b) FNDEHRTREREETE, BRI E RN~ 3 BEhE 25, BRI ONEE AR
A7

© FEDEEEDEI-APAOFEIT OFEDIETRD - PR LSO RRINEENIZ 3515
TR RLSOAFRT, FE, BRIMEEPIHLS AL 770X, 56 26 5558 3 TICIDR
TESNI=Z DIEFROREEE DT,

d) TOETERD, KO, TN afaeal &%, 5 26 56 3 LK 0fRESN-ZDiEE
RORBEED, A A—/VT R AL B E 55 2, DB, ;

(€ TODETARI—E AEARBET DAERRE IO

() ZTOETERD IP 7R AFH,

Member States shall require entities referred to in paragraph 1 to submit the following information to the

competent authorities by 17 January 2025:

(@ the name of the entity;

(b) the relevant sector, subsector and type of entity referred to in Annex I or II, where applicable;

() the address of the entity’s main establishment and its other legal establishments in the Union or, if
not established in the Union, of its representative designated pursuant to Article 26(3);

(d) up-to-date contact details, including email addresses and telephone numbers of the entity and,
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where applicable, its representative designated pursuant to Article 26(3);
(e) the Member States where the entity provides services; and
(f) the entity’s IPranges.

3. RERRENT, 5B 1 TR IVETIADS, BaSHERROSHAORSE L, 55 2 I EE S CYRaE TR
DML TEHROZTEIZEAL, B2, 730, UWIDNRBEEEIZBWTHLZEDOZETED AN 3 7
ALINIZ, s b Lo mefid 2,

Member States shall ensure that the entities referred to in paragraph 1 notify the competent authority about
any changes to the information they submitted under paragraph 2 without delay and in any event within
three months of the date of the change.

4. 2 IEKOVE 3 IR IE A ELIE, 5 2 O EWa bR, BRI HffnkE D H
—IHEE RN, ANV ER L, F DN ENISA [ TiAk 5,

Upon receipt of the information referred to in paragraphs 2 and 3, except for that referred to in paragraph
2, point (f), the single point of contact of the Member State concerned shall, without undue delay, forward
itto ENISA.

5. THAEMATRE R EEIT, ARSDHE 2 RO 3 IR IF#IE, 553 55 4 B 4 RIMEITR
FENOHHAZZ ST TSN,

Where applicable, the information referred to in paragraphs 2 and 3 of this Article shall be submitted
through the national mechanism referred to in Article 3(4), fourth subparagraph.

E28F FAURBET HDOT—HR—R
Article 28 Database of domain name registration data

1. DNS D5, et K ONEHE N &S5 BRIOT=8012, MERKEIE, TLD 4L AR L TORA
AN —E ARSI DB L, AT —2 Tho T —42 LRET 2R NES O
TR T2 T 2T AV = Ao C, BT —2_X—ANT, IEME) 58878
RAL 85T — 2 R L ONERFEBE T D2 LA ER T,

For the purpose of contributing to the security, stability and resilience of the DNS, Member States shall
require TLD name registries and entities providing domain name registration services to collect and
maintain accurate and complete domain name registration data in a dedicated database with due diligence
in accordance with Union data protection law as regards data which are personal data.

2. B 1 HOBROT=OIZ, HERREN, KA AT —H DT —H =N, ZDORA 44D
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BAEE LD TLD O FCRAAEEIT DB RFEL, A L DT DI B e
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@ FAf4;

(b) BFOH;

(© BEE4, WEICE T AV TRL AR OB 5
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BB AL T RL AR OEEE S,

For the purposes of paragraph 1, Member States shall require the database of domain name registration

data to contain the necessary information to identify and contact the holders of the domain names and the

points of contact administering the domain names under the TLDs. Such information shall include:

(@ the domain name;

(b) the date of registration;

(c) the registrant’s name, contact email address and telephone number;

(d) the contact email address and telephone number of the point of contact administering the domain
name in the event that they are different from those of the registrant.

ERENT, 55 1 TR T —Z_X— A IEf D527 i i Wk D2 L e 5725
TLD 4L AR B ONR AA A8 — B AR AIE R KRIL, BREFIEE 59, FEAR
TR VTN BT B2 L B2, #RENT, Z DI AT R O TIEN AFSINDZ
LEHERTD,

Member States shall require the TLD name registries and the entities providing domain name registration
services to have policies and procedures, including verification procedures, in place to ensure that the
databases referred to in paragraph 1 include accurate and complete information. Member States shall
require such policies and procedures to be made publicly available.

HERKENT, TLD AL VAR KON A A8 — A AR DIETARTHIL, RA A0
BEROB A ERERT2, BT —2 TIIRWR A B EG,T — A DNVARSNHZ LA EER
ERAS

Member States shall require the TLD name registries and the entities providing domain name registration
services to make publicly available, without undue delay after the registration of a domain name, the
domain name registration data which are not personal data.

FERENT, TLD 4L AR KON A A8 — B A3 21 E A T, BRNES

TR THE N, IE2472T 7B AZ RO DE I HOMRED > DT IEL ARSI %W_%i* z
FANT, BEDR A 2T —F~DT 7 2%t i 52 LAk 2, #RkEIE, TLD
ALV ARN BONR A G5 — 8 AZARIET YA IR L, RNERE e, 23D, U
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LD EIZBUWTH T 7B A% RO D ERE AT TR 72 RV, [R5 82 3Rk
TD, WRLENT, EDIH70T — X DBIREE T D EA T M OFNENAFSINDHZ LA TR
T2,

Member States shall require the TLD name registries and the entities providing domain name registration
services to provide access to specific domain name registration data upon lawful and duly substantiated
requests by legitimate access seekers, in accordance with Union data protection law. Member States shall
require the TLD name registries and the entities providing domain name registration services to reply
without undue delay and in any event within 72 hours of receipt of any requests for access. Member
States shall require policies and procedures with regard to the disclosure of such data to be made publicly
available.

51 BRWLEE 5 HITED 235D, RA 8T — 2% T HZ LD Bl AT
HL T B2\, D HRIDTZOIS, #lEIE, TLD ALY AR KON A A8 — A
AR DIEERTL, FAICH T 5285 2R T 5,

Compliance with the obligations laid down in paragraphs 1 to 5 shall not result in a duplication of

collecting domain name registration data. To that end, Member States shall require TLD name registries
and entities providing domain name registration services to cooperate with each other.
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SVIE fRERItE
Chapter VI Information Sharing

B29F S \—tFa) TR ARE
Article 29 Cybersecurity information-sharing arrangements

1

FERRIENL, Z DI RO AN

(@ AT URDBIE, B, AT U hADRIEITIA LT MBI IR E - IE A
T U NDFZEDREFEARNEL

(b) EVDU, P AN—T2EI, D ID7EEDERTT HDRE ORIBRET I XL, BRIAV Bk
RESID S, WegaMEDfREEBR, BooRtt, ETIAD LBIIEDEE, AN, £z
I, XPGEEIROERE, F7-1%, ARREFRE BRETFREDRID YA/ —72 80 48
A7 LA SO EEL BRI~ 2585%m) EA L C, A/ —EF 20T 4 DL~ VAR
12;

ey, 2o s EHEFENICHLIETR, KO, 2 BRET 5T, ZnLSo,

DA O RPN T2V NETFARD, YA 3708, =7 IR, Mgk, HikeFE, (75E

B, ECHIRRANT, B TAERRENEE, A3 =X U7 B, KO, AR AR

272D DY AN —EX 2 VT 0 — L OFREIZ BT A HEERIR L B D15 5D, Bhit

TP AN—X VT OFHE, TNOOEEARRICEO T ATER—A TR CEL %

felRT 2,

Member States shall ensure that entities falling within the scope of this Directive and, where relevant,
other entities not falling within the scope of this Directive are able to exchange on a voluntary basis
relevant cybersecurity information among themselves, including information relating to cyber threats,
near misses, vulnerabilities, techniques and procedures, indicators of compromise, adversarial tactics,
threat-actor-specific information, cybersecurity alerts and recommendations regarding configuration of
cybersecurity tools to detect cyberattacks, where such information sharing:

(@ aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation to cyber
threats, limiting or impeding the ability of such threats to spread, supporting a range of defensive
capabilities, vulnerability remediation and disclosure, threat detection, containment and prevention
techniques, mitigation strategies, or response and recovery stages or promoting collaborative cyber
threat research between public and private entities.

HERENT, FHEE TR M OHEETROAR 227 1, W, TNDEET LT, Hikik
FRDOUAEE F72 T — 27 A F DRI T, THRO SN THONLZ L Zfelr T,
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HAREL I CTRESILD,
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Member States shall ensure that the exchange of information takes place within communities of essential
and important entities, and where relevant, their suppliers or service providers. Such exchange shall be
implemented through cybersecurity information-sharing arrangements in respect of the potentially
sensitive nature of the information shared.

RERRIEN T, AGDE 2 IR T AN =X 2D TR R EO Rt 5, 205D
RRET, O ICT 79 vh7+—2aE BELY — VORI, IR EONEESME S
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Member States shall facilitate the establishment of cybersecurity information-sharing arrangements
referred to in paragraph 2 of this Article. Such arrangements may specify operational elements, including
the use of dedicated ICT platforms and automation tools, content and conditions of the information-
sharing arrangements. In laying down the details of the involvement of public authorities in such
arrangements, Member States may impose conditions on the information made available by the
competent authorities or the CSIRTs. Member States shall offer assistance for the application of such
arrangements in accordance with their policies referred to in Article 7(2), point (h).

RERRIEN T, AR OEEVE TN, & 2 THIORT YA NN —X 2T R H A~
D MFREFERO BN DI HEA~OIINKZIZ, FoL, 2O THLHEEL, TDIH7HE
DS M FEETARD BN A7 OB N2 o T35, BRESHERRD 3 AR 6L G
HZEhMERT D,

Member States shall ensure that essential and important entities notify the competent authorities of their
participation in the cybersecurity information-sharing arrangements referred to in paragraph 2, upon
entering into such arrangements, or, as applicable, of their withdrawal from such arrangements, once the
withdrawal takes effect.

ENISA 1L, AN TIT f ALAMT HZE RO AREAR S 2221250, 552 THIOR A
N—TX 2 VT AR R EOREIC L, fMPhaieitd 2,

ENISA shall provide assistance for the establishment of cybersecurity information-sharing arrangements
referred to in paragraph 2 by exchanging best practices and providing guidance.

167



e TERMEE 8 & 45 (20234412 H)

%530 5 BHEFROEEDEA
Article 30 Voluntary notification of relevant information
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Member States shall ensure that, in addition to the notification obligation provided for in Article 23,

notifications can be submitted to the CSIRTs or, where applicable, the competent authorities, on a

voluntary basis, by:

(@ essential and important entities with regard to incidents, cyber threats and near misses;

(b) entities other than those referred to in point (a), regardless of whether they fall within the scope of
this Directive, with regard to significant incidents, cyber threats and near misses.

2. REREEN, 5523 SEDDFHUTLE, REDH | IR P95, HERET, B
DIRFNL VL TS RO WP B S 15D,

Member States shall process the notifications referred to in paragraph 1 of this Article in accordance with
the procedure laid down in Article 23. Member States may prioritise the processing of mandatory
notifications over voluntary notifications.

TIPS RET L XX, CSIRT, KUY, 4050 ATRE e & X1, TRBSHERRO B AFEEII X, B
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Where necessary, the CSIRTs and, where applicable, the competent authorities shall provide the single
points of contact with the information about notifications received pursuant to this Article, while ensuring
the confidentiality and appropriate protection of the information provided by the notifying entity. Without
prejudice to the prevention, investigation, detection and prosecution of criminal offences, voluntary
reporting shall not result in the imposition of any additional obligations upon the notifying entity to which
it would not have been subject had it not submitted the notification.
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SFVIE EERUBIT

Chapter VII Supervision and Enforcement

531 & EEERUHITO—RHYSAIE

Article 31 General aspects concerning supervision and enforcement

1
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Member States shall ensure that their competent authorities effectively supervise and take the measures
necessary to ensure compliance with this Directive.

RERLIENE, 2 ORERIEDOREHERRD S HHEEEN, BB OGS DB SNEF 2 D 52 L2 786015
%o FDIHMESNEFOUEN, VAZ_R—2ADT Fa—F & Hli 3%, Z0 BHIDT-HIZ,
B 32 MOV 33 RITED D MidSE HENR D 3 RSB D B B DN A 0 T3 D1, DR
MHEFRDOBHOFEEAE, UATR—2ADT 7 m—F > CTED IR OB SN RD HT28D
DERTAEDD,

Member States may allow their competent authorities to prioritise supervisory tasks. Such prioritisation
shall be based on a risk-based approach. To that end, when exercising their supervisory tasks provided for
in Articles 32 and 33, the competent authorities may establish supervisory methodologies allowing for a
prioritisation of such tasks following a risk-based approach.

REHEROHHMEEN X, BANT — X DR ELIFAET DAL T U NTRLT 5554, HAIIEU)
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RELBI T L, R 5,

The competent authorities shall work in close cooperation with supervisory authorities under Regulation
(EU) 2016/679 when addressing incidents resulting in personal data breaches, without prejudice to the
competence and tasks of the supervisory authorities under that Regulation.

EINNEE B ONEIRHERE EOMSRAAE ST 52 L7, #ERENE, TR ChAETIRICLD
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BT, TBWEITHY, LD IR BB O E L O TOHEE D FENtl 2B TED 1SS,

Without prejudice to national legislative and institutional frameworks, Member States shall ensure that,
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in the supervision of compliance of public administration entities with this Directive and the imposition
of enforcement measures with regard to infringements of this Directive, the competent authorities have
appropriate powers to carry out such tasks with operational independence vis-a-vis the public
administration entities supervised. Member States may decide on the imposition of appropriate,
proportionate and effective supervisory and enforcement measures in relation to those entities in
accordance with the national legislative and institutional frameworks.

532 & BET LRI IEEOHERUVHITOMEE

Article 32 Supervisory and enforcement measures in relation to essential entities
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Member States shall ensure that the supervisory or enforcement measures imposed on essential entities
in respect of the obligations laid down in this Directive are effective, proportionate and dissuasive, taking
into account the circumstances of each individual case.
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Member States shall ensure that the competent authorities, when exercising their supervisory tasks in
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relation to essential entities, have the power to subject those entities at least to:

(@ on-site inspections and off-site supervision, including random checks conducted by trained
professionals;

(b) regular and targeted security audits carried out by an independent body or a competent authority;

(©) ad hoc audits, including where justified on the ground of a significant incident or an infringement
of this Directive by the essential entity;

(d) security scans based on objective, non-discriminatory, fair and transparent risk assessment criteria,
where necessary with the cooperation of the entity concerned;

(6) requests for information necessary to assess the cybersecurity risk-management measures adopted
by the entity concerned, including documented cybersecurity policies, as well as compliance with
the obligation to submit information to the competent authorities pursuant to Article 27;

(f) requests to access data, documents and information necessary to carry out their supervisory tasks;

(@) requests for evidence of implementation of cybersecurity policies, such as the results of security
audits carried out by a qualified auditor and the respective underlying evidence.
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The targeted security audits referred to in the first subparagraph, point (b), shall be based on risk
assessments conducted by the competent authority or the audited entity, or on other risk-related available
information.
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The results of any targeted security audit shall be made available to the competent authority. The costs of
such targeted security audit carried out by an independent body shall be paid by the audited entity, except
in duly substantiated cases when the competent authority decides otherwise.
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When exercising their powers under paragraph 2, point (e), () or (g), the competent authorities shall state
the purpose of the request and specify the information requested.
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Member States shall ensure that their competent authorities, when exercising their enforcement powers

in relation to essential entities, have the power at least to:

@)
(b)

©
©)

©)

()

issue warnings about infringements of this Directive by the entities concerned,

adopt binding instructions, including with regard to measures necessary to prevent or remedy an
incident, as well as time-limits for the implementation of such measures and for reporting on their
implementation, or an order requiring the entities concerned to remedy the deficiencies identified
or the infringements of this Directive;

order the entities concerned to cease conduct that infringes this Directive and desist from repeating
that conduct;

order the entities concemed to ensure that their cybersecurity risk-management measures comply
with Article 21 or to fulfil the reporting obligations laid down in Article 23, in a specified manner
and within a specified period;

order the entities concerned to inform the natural or legal persons with regard to which they provide
services or carry out activities which are potentially affected by a significant cyber threat of the
nature of the threat, as well as of any possible protective or remedial measures which can be taken
by those natural or legal persons in response to that threat;

order the entities concerned to implement the recommendations provided as a result of a security
audit within a reasonable deadline;
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(@) designate a monitoring officer with well-defined tasks for a determined period of time to oversee
the compliance of the entities concerned with Articles 21 and 23;

(h) order the entities concerned to make public aspects of infringements of this Directive in a specified
manner;

(i) impose, or request the imposition by the relevant bodies, courts or tribunals, in accordance with
national law, of an administrative fine pursuant to Article 34 in addition to any of the measures
referred to in points (a) to (h) of this paragraph.
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Where enforcement measures adopted pursuant to paragraph 4, points (a) to (d) and (f), are ineffective,

Member States shall ensure that their competent authorities have the power to establish a deadline by

which the essential entity is requested to take the necessary action to remedy the deficiencies or to comply

with the requirements of those authorities. If the requested action is not taken within the deadline set,

Member States shall ensure that their competent authorities have the power to:

(@ suspend temporarily, or request a certification or authorisation body, or a court or tribunal, in
accordance with national law, to suspend temporarily a certification or authorisation concerning
part or all of the relevant services provided or activities carried out by the essential entity;

(b) request that the relevant bodies, courts or tribunals, in accordance with national law, prohibit
temporarily any natural person who is responsible for discharging managerial responsibilities at
chiefexecutive officer or legal representative level in the essential entity from exercising managerial
functions in that entity.
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Temporary suspensions or prohibitions imposed pursuant to this paragraph shall be applied only until the
entity concerned takes the necessary action to remedy the deficiencies or comply with the requirements
of the competent authority for which such enforcement measures were applied. The imposition of such
temporary suspensions or prohibitions shall be subject to appropriate procedural safeguards in accordance
with the general principles of Union law and the Charter, including the right to an effective remedy and
to a fair trial, the presumption of innocence and the rights of the defence.
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The enforcement measures provided for in this paragraph shall not be applicable to public administration
entities that are subject to this Directive.
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Member States shall ensure that any natural person responsible for or acting as a legal representative of
an essential entity on the basis of the power to represent it, the authority to take decisions on its behalf or
the authority to exercise control of it has the power to ensure its compliance with this Directive. Member
States shall ensure that it is possible to hold such natural persons liable for breach of their duties to ensure
compliance with this Directive.
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As regards public administration entities, this paragraph shall be without prejudice to national law as
regards the liability of public servants and elected or appointed officials.
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When taking any of the enforcement measures referred to in paragraph 4 or 5, the competent authorities

shall comply with the rights of the defence and take account of the circumstances of each individual case

and, as a minimum, take due account of’

@)

(b)
©
@

©)
()
©
(h)

the seriousness of the infringement and the importance of the provisions breached, the following,

inter alia, constituting serious infringement in any event:

(i)  repeated violations;

(ii)  a failure to notify or remedy significant incidents;

(iii)  a failure to remedy deficiencies following binding instructions from competent authorities;

(iv) the obstruction of audits or monitoring activities ordered by the competent authority
following the finding of an infringement;

(v) providing false or grossly inaccurate information in relation to cybersecurity risk-
management measures or reporting obligations laid down in Articles 21 and 23;

the duration of the infringement;

any relevant previous infringements by the entity concerned;

any material or non-material damage caused, including any financial or economic loss, effects on

other services and the number of users affected;

any intent or negligence on the part of the perpetrator of the infringement;

any measures taken by the entity to prevent or mitigate the material or non-material damage;

any adherence to approved codes of conduct or approved certification mechanisms;

the level of cooperation of the natural or legal persons held responsible with the competent

authorities.
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The competent authorities shall set out a detailed reasoning for their enforcement measures. Before
adopting such measures, the competent authorities shall notify the entities concerned of their preliminary
findings. They shall also allow a reasonable time for those entities to submit observations, except in duly
substantiated cases where immediate action to prevent or respond to incidents would otherwise be
impeded.

HERKIEN L, 2R D N D EOMHERIEIDORRESHERDO®H LR, F8H(EU) 2022/2557 O F
WZRBWCIEREFRE L GBS IE R D Z DRSO A R T D282 ET5
MEIBHSHERR D 8 DB BB DOMERR M O TOMERRAA T35 L X1, F55(EU) 2022/2557
D D RICAERKEIPN O B3~ DI EHEBRD S OB T CEE 22 L2 e 35, &
NNE R L&, FEH(EU) 2022/2557 O P2 DRESHEROH AL, Z0faH0 Ficdhbd
ZDWHHETRDBH DB HRIL, YA HHENR D OB BB O METR N O TOMERR%, 45
A(EU) 202212557 O TN TS U GBI - A O BHRIZ I TFHET 5
ZERTRETED,

Member States shall ensure that their competent authorities under this Directive inform the relevant
competent authorities within the same Member State under Directive (EU) 2022/2557 when exercising
their supervisory and enforcement powers aiming to ensure compliance of an entity identified as a critical
entity under Directive (EU) 2022/2557 with this Directive. Where appropriate, the competent authorities
under Directive (EU) 2022/2557 may request the competent authorities under this Directive to exercise
their supervisory and enforcement powers in relation to an entity that is identified as a critical entity under
Directive (EU) 2022/2557.
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Member States shall ensure that their competent authorities under this Directive cooperate with the
relevant competent authorities of the Member State concerned under Regulation (EU) 2022/2554. In
particular, Member States shall ensure that their competent authorities under this Directive inform the
Oversight Forum established pursuant to Article 32(1) of Regulation (EU) 2022/2554 when exercising
their supervisory and enforcement powers aimed at ensuring compliance of an essential entity that is
designated as a critical ICT third-party service provider pursuant to Article 31 of Regulation (EU)
2022/2554. with this Directive.
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Article 33 Supervisory and enforcement measures in relation to important entities
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When provided with evidence, indication or information that an important entity allegedly does not
comply with this Directive, in particular Articles 21 and 23 thereof, Member States shall ensure that the
competent authorities take action, where necessary, through ex post supervisory measures. Member
States shall ensure that those measures are effective, proportionate and dissuasive, taking into account the
circumstances of each individual case.
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Member States shall ensure that the competent authorities, when exercising their supervisory tasks in

relation to important entities, have the power to subject those entities at least to:

(@ on-site inspections and off-site ex post supervision conducted by trained professionals;

(b) targeted security audits carried out by an independent body or a competent authority;

(€) security scans based on objective, non-discriminatory, fair and transparent risk assessment criteria,
where necessary with the cooperation of the entity concerned;

(d) requests for information necessary to assess, ex post, the cybersecurity risk-management measures
adopted by the entity concerned, including documented cybersecurity policies, as well as
compliance with the obligation to submit information to the competent authorities pursuant to
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Article 27;
(6) requests to access data, documents and information necessary to carry out their supervisory tasks;
() requests for evidence of implementation of cybersecurity policies, such as the results of security
audits carried out by a qualified auditor and the respective underlying evidence.
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The targeted security audits referred to in the first subparagraph, point (b), shall be based on risk
assessments conducted by the competent authority or the audited entity, or on other risk-related available
information.
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The results of any targeted security audit shall be made available to the competent authority. The costs of
such targeted security audit carried out by an independent body shall be paid by the audited entity, except
in duly substantiated cases when the competent authority decides otherwise.
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When exercising their powers under paragraph 2, point (d), (€) or (f), the competent authorities shall state
the purpose of the request and specify the information requested.
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Member States shall ensure that the competent authorities, when exercising their enforcement powers in

relation to important entities, have the power at least to:

@
(b)

©
(d)

©)

(f)

©
(h)

issue warnings about infringements of this Directive by the entities concerned,

adopt binding instructions or an order requiring the entities concerned to remedy the deficiencies
identified or the infringement of this Directive;

order the entities concerned to cease conduct that infringes this Directive and desist from repeating
that conduct;

order the entities concemed to ensure that their cybersecurity risk-management measures comply
with Article 21 or to fulfil the reporting obligations laid down in Article 23, in a specified manner
and within a specified period;

order the entities concerned to inform the natural or legal persons with regard to which they provide
services or carry out activities which are potentially affected by a significant cyber threat of the
nature of the threat, as well as of any possible protective or remedial measures which can be taken
by those natural or legal persons in response to that threat;

order the entities concerned to implement the recommendations provided as a result of a security
audit within a reasonable deadling;

order the entities concerned to make public aspects of infringements of this Directive in a specified
manner;

impose, or request the imposition by the relevant bodies, courts or tribunals, in accordance with
national law, of an administrative fine pursuant to Article 34 in addition to any of the measures
referred to in points (a) to (g) of this paragraph.
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Article 32(6), (7) and (8) shall apply mutatis mutandis to the supervisory and enforcement measures
provided for in this Article for important entities.
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Member States shall ensure that their competent authorities under this Directive cooperate with the
relevant competent authorities of the Member State concerned under Regulation (EU) 2022/2554. In
particular, Member States shall ensure that their competent authorities under this Directive inform the
Oversight Forum established pursuant to Article 32(1) of Regulation (EU) 2022/2554 when exercising
their supervisory and enforcement powers aimed at ensuring compliance of an important entity that is
designated as a critical ICT third-party service provider pursuant to Article 31 of Regulation (EU)
2022/2554. with this Directive.
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Article 34 General conditions for imposing administrative fines on essential and important entities
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Member States shall ensure that the administrative fines imposed on essential and important entities
pursuant to this Article in respect of infringements of this Directive are effective, proportionate and
dissuasive, taking into account the circumstances of each individual case.
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Administrative fines shall be imposed in addition to any of the measures referred to in Article 32(4), points
(a) to (h), Article 32(5) and Article 33(4), points (a) to (g).
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When deciding whether to impose an administrative fine and deciding on its amount in each individual
case, due regard shall be given, as a minimum, to the elements provided for in Article 32(7).
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DIFOATB D HIFE TR T D LR T2,

Member States shall ensure that where they infringe Article 21 or 23, essential entities are subject, in
accordance with paragraphs 2 and 3 of this Article, to administrative fines of a maximum of at least EUR
10 000 000 or of a maximum of at least 2 % of the total worldwide annual turnover in the preceding
financial year of the undertaking to which the essential entity belongs, whichever is higher.
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Member States shall ensure that where they infringe Article 21 or 23, important entities are subject, in
accordance with paragraphs 2 and 3 of this Article, to administrative fines of a maximum of at least EUR
7 000 000 or of a maximum of at least 1,4 % of the total worldwide annual turnover in the preceding
financial year of the undertaking to which the important entity belongs, whichever is higher.

HEREN T, FREE ARSI HEEE ARG T, BESHERODHHEBEDFRIOIIEINES T
CDFRT ORI TR P8 D L2 TR 27200, IR AT MR A EDO D,

Member States may provide for the power to impose periodic penalty payments in order to compel an
essential or important entity to cease an infringement of this Directive in accordance with a prior decision
of the competent authority.

5 32 SR OV 33 T C L D RRESHEBR DB DB MERRASHI T 52 L7, AERENT, 1TEG%R
THOHIEFIR T AT EOREEZEFHASTDED, KO, EORPHCTRNATONIEET S
JHRE% EDIED,

Without prejudice to the powers of the competent authorities pursuant to Articles 32 and 33, each Member
State may lay down the rules on whether and to what extent administrative fines may be imposed on
public administration entities.

RERZEIDEERIEE AN T EOHIERSA D TUVRNE XY, MiSAEN L, YiE Lo RIER
INEZNTTHY, 730, BASHEROH AR > T TBL EDOHFRE RIS VD D L1457 275 5
B DI LE R DD, TaSHEIRD H ORI > CED T BltaSI, 2>, TRESHERD
HDENEHIFTS LI TEE I > THIBRESD BISN D LV WO IS 7 BB C, ANl A S
ERMELRT D, WDRDIGAITBW TS, BlaDiilESIE, F2h00T, B>k 10d
HHDOET 5, HEREIE, BINZEESITRIL, 2024 4F 10 A 17 BETI, AELORERRED
R BIEHREDOSIBZEBHIL, >0, L, ZOBDUIETEE 1T Y A % 5.z 5k
EAEHIT 5,
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Where the legal system of a Member State does not provide for administrative fines, that Member State
shall ensure that this Article is applied in such a manner that the fine is initiated by the competent authority
and imposed by competent national courts or tribunals, while ensuring that those legal remedies are
effective and have an equivalent effect to the administrative fines imposed by the competent authorities.
In any event, the fines imposed shall be effective, proportionate and dissuasive. The Member State shall
notify to the Commission the provisions of the laws which it adopts pursuant to this paragraph by 17
October 2024 and, without delay, any subsequent amendment law or amendment affecting them.

B F BATR2ORELHERITS
Article 35 Infringements entailing a personal data breach

1. FRESHERROH OB, B I8 TOMMR T, SE SR AR LD
ZOFRBOE 21 IO 23 FRED DFFFOERA 72D HHAIEU) 2016/679 D 4 555 12
B EFRT AENT —ZOZFEL A MELLD T C, [FHHAIDE 33 ST Iimmsins~
FLOTHLIEITK A L XL, YEHEIROHOMBAY, RN eiEh7a<, RO
55 SRFEIITE 56 SRl BT BRI IR CEfg A,

Where the competent authorities become aware in the course of supervision or enforcement that the
infringement by an essential or important entity of the obligations laid down in Articles 21 and 23 of this
Directive can entail a personal data breach, as defined in Article 4, point (12), of Regulation (EU)
2016/679 which is to be notified pursuant to Article 33 of that Regulation, they shall, without undue delay,
inform the supervisory authorities as referred to in Article 55 or 56 of that Regulation.

2. HAEU) 2016/679 D 55 GoET-1X5 56 S B ERERAA RHIRIOD 2 58 4556 2 TH()IZ L
AT EORilEAERN L&, IWaFSHERO HAMEAIE, BIHIBU)2016/679 D 58 555 2 TA(T)
VL DATBL EDHIEA TR AT A LR — DT A BAETHARGEOH 1 TR TERI T4
KT DZDOIRBOE 34 FIATEEORFEERL QUIlebren, 72720, BRESHERO 2
BB, ZOFEB D 32 S555 4 TH(aya\ \U(h), 55 32 2558 5 TR UVES 33 2555 4 TH(a) 2\ ()
(DL TOHEEE FHEAFD,

Where the supervisory authorities as referred to in Article 55 or 56 of Regulation (EU) 2016/679 impose
an administrative fine pursuant to Article 58(2), point (i), of that Regulation, the competent authorities
shall not impose an administrative fine pursuant to Article 34 of this Directive for an infringement referred
to in paragraph 1 of this Article arising from the same conduct as that which was the subject of the
administrative fine under Article 58(2), point (i), of Regulation (EU) 2016/679. The competent authorities
may, however, impose the enforcement measures provided for in Article 32(4), points (a) to (h), Article
32(5) and Article 33(4), points (a) to (g), of this Directive.

3. TRREHERRED & DHEBADRERRE L X RINORERIEINIZHAIEU) 2016/679 1 ZLANESHENROH HES
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BHREEANZRT DI TWDEXT, BEESHEIR DAL, T DORESHENRDH HREEE B B ORERY,
EINIZERITHI QO DETERERA ORI, 35 1 TR ORI ERY BN T — X DIZEZ #4595,

Where the supervisory authority competent pursuant to Regulation (EU) 2016/679 is established in
another Member State than the competent authority, the competent authority shall inform the supervisory
authority established in its own Member State of the potential data breach referred to in paragraph 1.

365 HiA
Article 36 Penalties

RERRENL, ZOFE KBRS - E PN B O B T 20 et U CoH rTREZR S RS2 e
ZIED, 13, UEEBUEN FEESND T LA MR DT DI L D 2 T EE T D, TED
ONAENT, FHIHITHY, BRI >HIE IDHHHEDET 5, MERREIL, 2025 41 H 17 HE
TIZ, BRINZEERITRIL, YiHE L O as &2 maL, 70, BINEERITHL, 7S,

MHHEI S 5.2 D DOBOWIER T D,

Member States shall lay down rules on penalties applicable to infringements of national measures adopted
pursuant to this Directive and shall take all measures necessary to ensure that they are implemented. The
penalties provided for shall be effective, proportionate and dissuasive. Member States shall, by 17 January
2025, notify the Commission of those rules and of those measures and shall notify it, without delay of any
subsequent amendment affecting them.

% 37 & 1HEMEN
Article 37 Mutual assistance
1 EEEPEEORAIEIC BT —E R 2L X1, F20E, 1| HULLITEEORREIC

BT —EREHEL, 73D, ZOIEFRD R T —7 BOEHS AT 53 1 H LT D

BIOREREIZFITEL QWD e, BRI DIEREDIRBSHE RO HOMEA L, WL, 2>, W

FUZSCTHEVNIABIT 5, Yk, D7kt LLFOZE% 45

@ HOEKEIZIWTETE O RS £/ 1 3B TS EZ 15 L QO DIISHERR DS OB,
Bl ERRE LT, iU BB ORHE R OB TOHEIZBIL, BRI 258I0MERkL
FEDOREHEROSHABNHAEL , 2>, Wil D;

(b) FEESHESRO BN L, BIORESHEIROH AN, BB O E £/ I8 TR EZ
WD LEERETED;

©) THEHEROBH B, BIDORREHERO S A OIS T ST Baba S iELT- 14,
BB OHE £ 3G TORSENENITHY, ZRAITHY, 1o, —EMOHLREET
FEESEDLINTT D70, MOTRBHEIRD DRSBTS, 2 OREREE B D& RS
B BB T2,
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Where an entity provides services in more than one Member State, or provides services in one or more

Member States and its network and information systems are located in one or more other Member States,

the competent authorities of the Member States concerned shall cooperate with and assist each other as

necessary. That cooperation shall entail, at least, that:

(@ the competent authorities applying supervisory or enforcement measures in a Member State shall,
via the single point of contact, inform and consult the competent authorities in the other Member
States concermed on the supervisory and enforcement measures taken;

(b) acompetent authority may request another competent authority to take supervisory or enforcement
measures;

(©) a competent authority shall, upon receipt of a substantiated request from another competent
authority, provide the other competent authority with mutual assistance proportionate to its own
resources so that the supervisory or enforcement measures can be implemented in an effective,
efficient and consistent manner.

551 BRI AHAAN, HERIZI T Dt L IR MO BB - 1 X a1~ T2
ﬂe;lﬁﬁ*ﬁ%@ﬁ“é_k@% é.\b?’) TEHRPEHLD BE K OB O FE A alE u% Tﬁ
BIDEZED ST FlZe o TODIRBHERRD S HHEBAIE, Z DRREHEIR DS ORI, BREE=
T MBI 272D ORREHENR A S > QRN &, BEEE ST 74823, Hﬁﬂa‘”ﬁ%@@wp
FEREID BB DR E LI ClIzan b, Fo0, TOESEDR, bLBIRSNG LIIZ TS
13X, ZORENEIDEZFZ2E, AHEORZED LITEBIE D MEDFREIZ T DL 70 1
EBIRL, HLLIT, ZDIH7RTEEE D Z EMBALNCS IR RY, MEEEGAAESL Cldreh
72N, EDIHREEEAR ST AR, Hﬁﬁ’#%ﬁﬁ@&;é%éf%i BEER3DRIDIBIESHERR DB 2%
BAL WL, WONT, BT DT N ORERIEN LD EFEISU T, BINZEES LT ENISA
Ll %,

The mutual assistance referred to in the first subparagraph, point (c), may cover information requests and
supervisory measures, including requests to carry out on-site inspections or off-site supervision or targeted
security audits. A competent authority to which a request for assistance is addressed shall not refuse that
request unless it is established that it does not have the competence to provide the requested assistance,
the requested assistance is not proportionate to the supervisory tasks of the competent authority, or the
request concerns information or entails activities which, if disclosed or carried out, would be contrary to
the essential interests of the Member State’s national security, public security or defence. Before refusing
such a request, the competent authority shall consult the other competent authorities concerned as well as,
upon the request of one of the Member States concerned, the Commission and ENISA.

ZISEGREXT, 730, FEEOEEITIY, B 2 RE DTS HERRD &L %
B EEEAZ T TED,

Where appropriate and with common agreement, the competent authorities of various Member States
may carry out joint Supervisory actions.
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BVIIE FESNAHTARUERETS
Chapter VIII Delegated and Implementing Acts

38K RIEDZEAT
Article 38 Exercise of the delegation

1 ZHESNATRZEGIRT DHERI T, ARTTEDDRHINE, BINEERITHL THEALID,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in
this Article.

2. 245502 R TSN TAE BRI DHENRI L, 2023 451 A 16 B D 5 4EfH, BRMNZE
BT THx b,

The power to adopt delegated acts referred to in Article 24(2) shall be conferred on the Commission for
a period of five years from 16 January 2023.

3. 524 & 2 TR THEROZATL, WO Tb, KNG/ 3R 23> THHS UGS,
IHLORTENS, RIREDHF THIRSHOMIROZAEEAE TSE D, TOWEL, EU B T
TDVPTEN RSN FNTFEIL, F2lL, ZOWRED P THIRESIIZD RIZHEZNT 5,
ZORTEE, BN CODZAESN A TRAD AN T8 52 T30y,

The delegation of power referred to in Article 24(2) may be revoked at any time by the European
Parliament or by the Council. A decision to revoke shall putan end to the delegation of the power specified
in that decision. It shall take effect the day following the publication of the decision in the Official Journal
of the European Union or at a later date specified therein. It shall not affect the validity of any delegated
acts already in force.

4. ZAESNATRZEHRTDANS, BUNEE R, JVRVAIHACET 2 2016 424 1 13 AORERFES
BUTTED LEAFRNAE N, SARRIED SARES =500 B R 2,

Before adopting a delegated act, the Commission shall consult experts designated by each Member State
in accordance with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better
Law-Making,

5. BRMEEENBLINDIITAEEIRLI-EXITEDIZ, BINEERIT, MINGES M OHEFHSIC
XL, [RIRFZI@Ed 5,

As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European
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Parliament and to the Council.

6. 24 S 2 TAITI > THIRSNI- LSO T2, FRINGRES M OB 6375 %1 T4
DIEND 2 7> A LIRSS LITFRFREO W N Ob BRI RIS RN e X, T
1%, Z OB T DN, FRINGES M OB O M DNRINZE BT CRGaRA R~
IR B AL LE TR IR T 5, OB, BNGEROFEE R THEROREEICLY,
2MHETIERSND,

A delegated act adopted pursuant to Article 24(2) shall enter into force only if no objection has been
expressed either by the European Parliament or by the Council within a period of two months of
notification of that act to the European Parliament and to the Council or if, before the expiry of that period,
the European Parliament and the Council have both informed the Commission that they will not object.
Thatperiod shall be extended by two months at the initiative of the European Parliament or of the Council.

FI9FE FEROFH

Article 39 Committee procedure

1 RINEERIL, ZERIOMAITD, FEERT, SHIEU) No 1822011 DEKIZHITS
ZESTHD,

The Commission shall be assisted by a committee. That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

2. AKX ASHRHLEET, HIHIEU) No 1822011 DF 5 FeisEHI D,
Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

3. ZEZOBANPEFBFHUL S THONLEELAICRWT, ikl BRIREDT-OD
EHBEV\? Z Z‘!}Eé:\@%u%ﬁ%@io TRIEL, F2lE, ZEROWKENCOITEGFLIZEE
Where the opinion of the committee is to be obtained by written procedure, that procedure shall be

terminated without result when, within the time-limit for delivery of the opinion, the chair of the
committee so decides or a committee member so requests.
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FIXE RRRE
Chapter IX Final Provisions

$La& REL
Article 40 Review

2027 4E 10 H 17 BETIS, 230, ZOH%IE 36 AR, RONFEERT, 2SR 8 Rk
L, 730, FRMGES K ORI IR TS 32, 2OHisE, Lo, BIRT DI B,
B T R ORI R3340, BRBFI R ONETFRDOL AT D, A/~ X2 T 1 LBR TS
TR K OO BN &> COmUNEFHITT 5, T BRIDT=HIZ, Z LT, #ilig Lo 1%
OEBTE S FO W 1% BITRESEHEVOBLEN G, RINEEST, HRIKL ~ L K OSERS#E
LTSS RRBRIC B 5 /127 )V — 7 RO CSIRT % N — 7 DS EA BN
ND, ENPIVET XL, ZOWMENNINE EORERIRA DD,

By 17 October 2027 and every 36 months thereafter, the Commission shall review the functioning of this
Directive, and report to the European Parliament and to the Council. The report shall in particular assess
the relevance of the size of the entities concemed, and the sectors, subsectors and types of entity referred
to in Annexes [ and II for the functioning of the economy and society in relation to cybersecurity. To that
end and with a view to further advancing the strategic and operational cooperation, the Commission shall
take into account the reports of the Cooperation Group and the CSIRTs network on the experience gained
at a strategic and operational level. The report shall be accompanied, where necessary, by a legislative
proposal.

FE4aE BENEL
Article 41 Transposition

1. 2024 510 A 17 BETIS, #EE, Z0fa52 857 57O N BEL /D HAEZ AR OV
TRT D, URAERKEIL, BINEESITHL, HHIZ, YskiEzEis 45,

By 17 October 2024, Member States shall adopt and publish the measures necessary to comply with this
Directive. They shall immediately inform the Commission thereof.

VEEHERRIEN S, 2024 4F 10 H 18 AN D Ya%HIEZ M2,
They shall apply those measures from 18 October 2024.

2. AEREDE 1 HORTHEZTHRT DB, HiEL, ZOESICHT 02 e G0 5b0k
L, a3, SEDNROBIIZDIIRBREIRZI Db DL D, TDIORBMEATHF
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L, #EIC LS TEDHID,
‘When Member States adopt the measures referred to in paragraph 1, they shall contain a reference to this

Directive or shall be accompanied by such reference on the occasion of their official publication. The
methods of making such reference shall be laid down by Member States.

8 42 & FHRAIEU) No 9102014 DBUE

Article 42 Amendment of Regulation (EU) No 910/2014
HIHIEU) No 9102014 D 19 451, 2024 4F- 10 A 18 BASFNT2H0EL THIRS LA,
In Regulation (EU) No 910/2014, Article 19 is deleted with effect from 18 October 2024.

843 % EH(EU) 2018/1972 OHIE

Article 43 Amendment of Directive (EU) 2018/1972

FEH(EU) 2018/1972 D5 40 SO 41 243, 2024 4F 10 H 18 B30T 200 ELTHIBR
b,

In Directive (EU) 2018/1972, Articles 40 and 41 are deleted with effect from 18 October 2024.
BHME EL
Article 44 Repeal
FEH(EU) 2016/1148 1L, 2024 45 10 A 18 HBIETHHOELTREILSD,
Directive (EU) 2016/1148 is repealed with effect from 18 October 2024.

FEIESHAIRFITS T2 MY, ZORAICHT D2 MELTIERS M, 220, HIRRITIZED S
BRI e TR A BND,

References to the repealed Directive shall be construed as references to this Directive and shall be read in
accordance with the correlation table set out in Annex II1.
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FASE
Article 45 Entry into force
ZOHEBIE, BU BH EOZOLRD 20 AEIZHRN T2,
This Directive shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.
S0 5% FH
Article 46 Addressees
COFEIE, MREITHL TR,

This Directive is addressed to the Member States.

ANTAT =TT, 2022 4512 A 14 B THoNn7=,

Done at Strasbourg, 14 December 2022.

BRMRE=L LT PEERELT

For the European Parliament For the Council

#& R METSOLA ek M.BEK

The President R. METSOLA The President M. BEK
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AR SEOEEEDHHHEER

ANNEX I SECTORS OF HIGH CRITICALITY

R RIS EFHRDZAT

Sector Subsector Type of entity

L=RLF— ()& — RN M OSSO RS (EU) 2019/944! 055 2 55485 57 =5
Energy Electricity BT DEIFEETH-T, [FFRROH 2 5548512 HITE

T DRI OBRER T
Electricity undertakings as defined in Article 2, point (57), of
Directive (EU) 2019/944 of the European Parliament and of the
Council®, which carry out the function of ‘supply’ as defined in
Article 2, point (12), of that Directive

—FET(EU) 2019/944 O 2 555 29 WA EFE T DL AT A
DIEEE
Distribution system operators as defined in Article 2, point (29), of
Directive (EU) 2019/944

—FEB(EU) 2019/944 D 2 2555 35 BAZEFE T DL AT L
DIEEE
Transmission system operators as defined in Article 2, point (35), of
Directive (EU) 2019/944

—FER(EU) 2019/944 D5 2 5557 38 A EFR D bEH
Producers as defined in Article 2, point (38), of Directive (EU)
2019/944

—leJ N OO BIHIEU) 2019/9432 D5 2 555 8 BAZ
EFT DR ESIZ B TiROEE#H
Norninated electricity market operators as defined in Article 2, point
(8), of Regulation (EU) 2019/943 of the European Parliament and of
the Council @
— E.%(EU) 2019/944 D5 2 5555 18 5, 55 20 5 KU 59 =12
EFT DER—E A, FEHGY — A F I 3FET—
X%Tzfi\bé“é%%ﬁu@m 2019/943 D5 2 5555 25 BAZERT D
[yl
Market participants as defined in Article 2, point (25), of Regulation
(EU) 2019/943 providing aggregation, demand response or energy
storage services as defined in Atrticle 2, points (18), (20) and (59), of
Directive (EU) 2019/944
— DL TEATEE VT4 —E 2D 1 X DRI
T EE G, TR — KL CHFEE—E A% 42
9%, IR ESIC T2 A A EasR BRI
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EEH

Operators of a recharging point that are responsible for the
management and operation of a recharging point, which provides a
recharging service to end users, including in the name and on behalf
of a mobility service provider

(b) MU/ 12 | — RGO FES(EU) 201820013 D55 2 4555 19 5
I (ZEFET DRSS O
District heating Operators of district heating or district cooling as defined in Article
and cooling 2, point (19), of Directive (EU) 2018/2001 of the European
Parliament and of the Council ©
(OFar — & AT TA L DIEEE
Oil Operators of oil transmission pipelines
—FrhORGE, KRR OVEBEER, AR OIS =2
Operators of oil production, refining and treatment facilities, storage
and transmission
—HEEHAFEA 2009/ 119/ECH D5 2 SO EFE T D gk
Central stockholding entities as defined in Article 2, point (f), of
Council Directive 2009/119/EC®
(d)HA — MR S OO HR Y 2009/73/ECS D5 2 4555 8 1T
Gas F I O REE

Supply undertakings as defined in Atticle 2, point (8), of Directive
2009/73/EC of the European Parliament and of the Council ©

—F845 2009/73/EC D5 2 555 6 HAZEFE T DBAT AT LD
HE
Distribution system operators as defined in Article 2, point (6), of
Directive 2009/73/EC

—F845 2009/73/EC D5 2 5555 4 HAZEFR T DT AT LD
HE
Transmission system operators as defined in Article 2, point (4), of
Directive 2009/73/EC

—F5 2009/73/EC D 2 5255 10 HERT DT AT LD
EEE
Storage system operators as defined in Atticle 2, point (10), of
Directive 2009/73/EC

—F5 2009/73/EC D 2 5545 12 HITEFRT D LNG VAT A
DEEH
LNG system operators as defined in Article 2, point (12), of Directive
2009/73/EC

—F845 2009/73/EC D 2 5556 1 BATEF T DRIRN AT 3EH
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Natural gas undertakings as defined in Article 2, point (1), of
Directive 2009/73/EC

— RIRIT AD K EYtax M OVE BiR OTE
Operators of natural gas refining and treatment facilities

(VK&
Hydrogen

—KFEORE, [yl SO
Operators of hydrogen production, storage and transmission

2.4k
Transport

(a)ZE

Air

— B HINOT= DI W SILABIRIEC) No 3002008 D5 3 55
5 4 ST EFE T DfizERt
Air carriers as defined in Article 3, point (4), of Regulation (EC) No
300/2008 used for commercial purposes

— RN K OBEFROHRIEU) No 131520137 DRIFR I D5
2 FlCHIPET DHIRZAER A B0, RN K OB DfR
2009/12/EC° DF 2 58552 BATTEF S DAEHEE PR, [RIFE T
DE 2 K5 1 BATERT D249, WO, ZERNICEENT
WD RR A Dk
Airport managing bodies as defined in Article 2, point (2), of
Directive 2009/12/EC of the European Parliament and of the
Council @, airports as defined in Article 2, point (1), of that Directive,
including the core airports listed in Section 2 of Annex II to
Regulation (EU) No 1315/2013 of the European Parliament and of
the Council ?, and entities operating ancillary installations contained
within airports

— RN L OBEFSOBIRIEC)NO 549/2004° DFF 2 5561 =
\ZEF T DMTZHEERTE FIL(ATC) D —E A2 122
BRIl
Traffic management control operators providing air traffic control
(ATC) services as defined in Article 2, point (1), of Regulation (EC)
No 549/2004 of the European Parliament and of the Council ®

(b)EkE
Rail

—BERMIGER KOO 201234/E0° D5 3 566 2 FATE
T DAL T TEIRE
Infrastructure managers as defined in Article 3, point (2), of Directive
2012/34/EU of the European Parliament and of the Council ©

—$E1 2012/34/EU D5 3 545 12 AT o1 —E Ak
EEH DD, FFETOH 3 5605 | SIOEDOPESES
Railway undertakings as defined in Article 3, point (1), of Directive
2012/34/EU, including operators of service facilities as defined in
Atticle 3, point (12), of that Directive

(cyk E
Water

— ML C K> GEASIDE 2 DfisiE E 57872, BR
INEEE R OBRFEEDHIHIEC) No 72520040 DBIFE T OHT
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K EIERIZBAL TEZET PRI, A OVRFOIRE MO
WD/ Hignkatt:

Inland, sea and coastal passenger and freight water transport
companies, as defined for maritime transport in Annex I to
Regulation (EC) No 725/2004 of the European Parliament and of the
Council "9, not including the individual vessels operated by those

companies

—BIAIIEC) No 725/2004 %5 2 555 11 7 ZiEFES 2 Skl
DB NtiRA 0, BN K OPFROES 2005/65/EC!
D3 K 1 FIERET DUSIEE PR, WONT, PREAIC
B EIVCODNEER O @ DR
Managing bodies of ports as defined in Article 3, point (1), of
Directive 2005/65/EC of the European Parliament and of the
Council "V, including their port facilities as defined in Article 2, point
(11), of Regulation (EC) No 725/2004, and entities operating works
and equipment contained within ports

— BRI S OB FES 2002/59/EC DH 3 SN ZiEFS
FOMRRASE Y —E A (VTS) DA
Operators of vessel traffic services (VTS) as defined in Atticle 3,
point (0), of Directive 2002/59/EC of the European Parliament and
of the Council

(d)iEHE
Road

— RIS AT A A BRI I A YL TR O

HYLEEN D AR R TR R 3720 TUOD AR 14
TR, ZEAZAHINIEU20159628 D 2 555 12 7
\ZEF T DA E HOME 2 BB Y =)
Road authorities as defined in Article 2, point (12), of Commission
Delegated Regulation (EU) 2015/962 ¥ responsible for traffic
management control, excluding public entities for which traffic
management or the operation of intelligent transport systems is a
non-essential part of their general activity

— RIS M O OFE T 2010/40/EUM D5 4 555 1 BT
EFET DREEIES AT ©OEEE
Operators of Intelligent Transport Systems as defined in Article 4,
point (1), of Directive 2010/40/EU of the European Parliament and
of the Council ™

384T
Banking

BRIz M OSSO BIIEU) No 57520135 D5 4 555 1 5
\ZEFT D E4EHR

Credit institutions as defined in Article 4, point (1), of Regulation (EU)
No 575/2013 of the European Parliament and of the Council ¥
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4 BRI 7T — NGRS OO 2014/65/EU DFF 4 556 24 FZ

Financial market TEFET DI | Fro#EE

infrastructures Operators of trading venues as defined in Article 4, point (24), of
Directive 2014/65/EU of the European Parliament and of the
Council

— RN M OSSO HIRIEU) No 648/20127 D3 2 455 1
ATEFET D HIEREE (CCPs)
Central counterparties (CCPs) as defined in Article 2, point (1), of
Regulation (EU) No 648/2012 of the European Parliamentand of the

Council @
eSS —RINEES L OFHEREDOFES 201124/EU D 3 S e
Health TREREOT T AF

Healthcare providers as defined in Article 3, point (g), of Directive
2011/24/EU of the European Parliament and of the Council !

—BRNEEES S O BRSO HAIEU) 202223710 085 15 SRR
EU 2G5
EU reference laboratories referred to in Article 15 of Regulation
(EU) 2022/2371 of the European Parliament and of the Council

— BRI K OSBRI R 2001/83/EC D5 1 54562 7HATE
I DO TN OB A T3 DIE T
Entities carrying out research and development activities of
medicinal products as defined in Atrticle 1, point (2), of Directive
2001/83/EC of the European Parliament and of the Council @”

—NACE Rev. 2 ? section C division 21 {2/~ 3 FEREZESE M OV
B S R S g RATEAR SIS
Entities manufacturing basic pharmaceutical products and
pharmaceutical preparations referred to in section C division 21 of
NACE Rev. 2

— WIS M RO FHAIEU) 2022/123% D5 22 200 EE
(2B D ARIIERFRO B EF RO M HE Th L S
i (B dREINE N R SRR R A L) 2 551k
EEEN
Entities manufacturing medical devices considered to be critical
during a public health emergency (public health emergency critical
devices list) within the meaning of Article 22 of Regulation (EU)
2022/123 of the European Parliament and of the Council "

6.8KK NHDIHEDTOD/KDFDEDS, A Fsn S OO TR »
Drinking water D MRLIUEHEE O — AV RSB PO AR RTINS o

TWDHIEEEZBRE, WS K OB OFED(EU) 2020/
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21847 DF 2 565 1 (@) IEF T D NRIDTHE D70 2 Y
MTKRDOMAEE M ONUEEE

Suppliers and distributors of water intended for human consumption as
defined in Atticle 2, point (1)(a), of Directive (EU) 2020/2184 of the
European Parliament and of the Council ®, excluding distributors for
which distribution of water for human consumption is a non-essential
part of their general activity of distributing other commodities and

goods
7.5EK ARTHBEK, AIEBEKET I PESEFER DL, WEEET- I THHR
Waste water DNUEL R DAY L IEEN P O AR AT R CI7R i k7o

WDHHERERA R, FEEAIRS 9127VEEC? D2 5551 5, &
2 RO 3 SATEFT DR THBEK, AdERKE I IPESEK
ZAUEL, WP F7 I TR 3

Undertakings collecting, disposing of or treating urban waste water,
domestic waste water or industrial waste water as defined in Article 2,
points (1), (2) and (3), of Council Directive 91/271/EEC @, excluding
undertakings for which collecting, disposing of or treating urban waste
water, domestic waste water or industrial waste water is a non-essential

part of their general activity
BT VHNALTT —ALF =Ry MBS DT A S
Digital infrastructure Internet Exchange Point providers

— =M NOEEFEFRE, DNS —E 207 /34
DN service providers, excluding operators of oot name servers

—TLD £ AR)
TLD name registries

— TR 2T YT E DT A F
Cloud computing service providers

—F =B A ADT A S
Data centre service providers

—TUMBERY N — I DT K
Content delivery network providers

— (S —E RO T AL

Trust service providers

—EFEE R N = DT 0
Providers of public electronic communications networks

—RDFIH IR FlE Y — A0 3 F
Providers of publicly available electronic communications services

9ICT %—ERD — 2=V —E 2O T T
EER (Rt E) Managed service providers
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ICT service e R UREF AT AD TS
management Managed security service providers

(business-to-business)

10T

—[EPNE > TRERREN 2 K> CEFES T RBOR o1 T80

Public administration BCHDIETIR

Public administration entities of central governments as defined by a
Member State in accordance with national law

— [EPE A TRERREN o CEFRS AU gL~ L D T
RS CHHIEFIR
Public administration entities at regional level as defined by a
Member State in accordance with national law

1157 DB FRERY N — 2 OT 0 A 2 EERE, T —ADY
Space —ERADOFIAE SR, HERIE I IRBOF I TRA, &

PR ONEE SV DI ER— 2D AL 7 Z O

Operators of ground-based infrastructure, owned, managed and
operated by Member States or by private parties, that support the
provision of space-based services, excluding providers of public

electronic communications networks

FBADTZO DTG OLERIEIZBE T2 M O 201227/EU Z2UE DR M OVl
202019 H-6 H 5 HOFEH(EU) 2019/944 (O L 158, 14.6.2019, p. 125).

Directive (EU) 2019/944 of the European Parliament and of the Council of 5 June 2019 on common rules
for the internal market for electricity and amending Directive 2012/27/EU (OJ L 158, 14.6.2019, p. 125).
BT D DI B DERNEES MO0 2019 4.6 H 5 HOBIHIEU)2019/943 (OJ
L 158, 14.6.2019, p. 54).

Regulation (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal
market for electricity (OJ L 158, 14.6.2019, p. 54).

FERTRERIRD SO /28— ORI FIONEHEIZ B DN R M O B2 2018 4R 12 A 11
H D4 (EU) 20182001 (OJ L328, 21.12.2018, p. 82).

Directive (EU) 2018/2001 of the European Parliament and of the Council of 11 December 2018 on the
promotion of the use of energy from renewable sources (OJ L 328, 21.12.2018, p. 82).

JRM R O F 3 aia DI =~ DOfEEHMERF T D3P REI 25 2000 429 1 14 H
DOIFEFEAFES 2009/119/EC (0T L 265, 9.10.2009, p. 9).

Council Directive 2009/119/EC of 14 September 2009 imposing an obligation on Member States to
maintain mininum stocks of crude oil and/or petroleum products (OJ L 265, 9.10.2009, p. 9).
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FIRAT ADIRN TS FEBUE ZBE~2 M ONE A 2003/55/EC 2B L9 2R MR Ol R0

2009 457 H 13 HOFE4 2009/73/EC (OJ L 211, 14.8.2009, p. 94).

Directive 2009/73/EC of the European Parliament and of the Council of 13 July 2009 conceming common

rules for the internal market in natural gas and repealing Directive 2003/55/EC (OJ L 211, 14.8.2009, p. 94).

ZEPRAE FPEH B3 RN S O F22 0D 2009 4F 3 A 11 HOFRS 2009/12/EC (OJ L 70,

14.3.2009, p. 11).

Directive 2009/12/EC of the European Parliament and of the Council of 11 March 2009 on airport charges

(OJL70,14.3.2009, p. 11).

RN N — 2 D BRSO T30 DFERMIEEDFTEHZ BT 2 K OVRIE No 661/2010/EU %

BEIET DN KO0 2013 412 A 11 HOFHIEU) No 1315/2013 (OJL.348,20.12.2013,

p. 1.

Regulation (EU) No 1315/2013 of the European Parliament and of the Council of 11 December 2013 on

Union guidelines for the development of the trans-European transport network and repealing Decision No

661/2010/EU (OJ L348,20.12.2013, p. 1).

IINOD EE—DZED AR T2 3D DPAT % 23D DM iers S OB EER20D 2004 4F:3 H 10 HO#IH

(EC) No 5492004 (FskHAHHHI) (OJ L 96,31.3.2004, p. 1).

Regulation (EC) No 549/2004 of the European Parliament and of the Council of 10 March 2004 laying

down the framework for the creation of the single European sky (the framework Regulation) (OJ L 96,

31.3.2004, p. 1)

W0 BL—EaE kA w3 T ARRMNRE S M OEERSD 2012 4F 11 H 21 HO$E4 2012/34/EU (OJ L

343, 14.12.2012, p- 32).

Directive 2012/34/EU of the European Parliament and of the Council of 21 November 2012 establishing a

single European railway area (OJ L. 343, 14.12.2012, p. 32).

AN OVEE R D BEDTERIZ BT D) N 2 M OS2 2004 45 3 31 HOMHIEC)

No 725/2004 (OJ L 129, 29.4.2004, p. 6).

Regulation (EC) No 725/2004 of the European Parliament and of the Council of 31 March 2004 on

enhancing ship and port facility security (OJ L 129, 29.4.2004, p. 6).

BRBOBGHEDIRI B BN K OB 2005 4F 10 H 26 HOFES 2005/65/EC (OJ L

310, 25.11.2005, p. 28).

Directive 2005/65/EC of the European Parliament and of the Council of 26 October 2005 on enhancing port

security (OJ L 310, 25.11.2005, p. 28).

RN IETFRD A TEARE S AT AR EL L OSSR 93/75/EEC ZBE IR 2RK)MHE
DMOPRF0 2002 426 H 27 HOFES 2002/59/EC (OJ L 208, 5.8.2002, p. 10).

Directive 2002/59/EC of the European Parliament and of the Council of 27 June 2002 establishing a

Community vessel traffic monitoring and information system and repealing Council Directive 93/75/EEC

(OJ L208, 5.8.2002, p. 10).

SOV T N A DL RS —E ADRBUZBE5 2014 47 12 7 18 ADRRINGES KO
/\@?ﬁ 2010/40/EU ZAifized HEESZATHHAIEU) 2015962 (0T L 157,23.6.2015, p. 21).
Commission Delegated Regulation (EU) 2015/962 of 18 December 2014 supplementing Directive
2010/40/EU of the European Parliament and of the Council with regard to the provision of EU-wide real-
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time traffic information services (OJ L 157, 23.6.2015, p. 21).

ARSI H5 1T D EEAZI AT LORLE K OO BERRD ZSEBE DA L 57 A AT
DOPEHA BT AR K OPEEE0 2010 427 H 7 HOFE4 2010/40/EU (OJ L 207, 6.8.2010,
p. 1.

Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for
the deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other
modes of transport (OJ L 207, 6.8.2010, p. 1).

HASHBAD S C B35 L OSBIRIEU) No 6482012 % SUE T 2RRMNGRS K OB 20D
2013 46 H 26 HOHHIEU) No 575/2013 (OJ L 176,27.6.2013,p. 1).

Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential
requirements for credit institutions and amending Regulation (EU) No 648/2012 (OJ L 176, 27.6.2013, p.

1).

BIPETTSA B DIONTHR & 2002/92EC KU 2011/61/EU 2 80ES DR M= K OPE
HF2D 2014 -5 A 15 HOF4 2014/65/EU (OJ L 173, 12.6.2014, p. 349).

Directive 2014/65/EU of the European Parliament and of the Council of 15 May 2014 on markets in
financial instruments and amending Directive 2002/92/EC and Directive 2011/61/EU (OJ L 173, 12.6.2014,
p. 349).

OTC 7V T+ 7, TIIH SRR M OV 1A RaRR N C B DR R R Ol 2012 4F
7 H 4 HOMHIEU) No 648/2012 (OJ L 201,27.7.2012, p. 1).

Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4 July 2012 on OTC
derivatives, central counterparties and trade repositories (OJ L 201, 27.7.2012, p. 1).

(B2 BR 2 PR ZF U 2 B ORI N Z B DM e R OS2 2011 423 9 HOD
FE45 2011/24/EU (OJ L 88, 4.4.2011, p. 45).

Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of
patients’ rights in cross-border healthcare (OJ L 88, 4.4.2011, p. 45).

EERR RS D EB AR 2 BB Z B30 L OVRIGE No 10822013/EU 2B I DIERMIRER
JOBE20 2022 47 11 A 23 HOFIHIEU) 2022/2371 (OJ L 314, 6.12.2022, p. 26).

Regulation (EU) 2022/2371 of the European Parliament and ofthe Council of 23 November 2022 on serious
cross-border threats to health and repealing Decision No 1082/2013/EU (OJ L 314, 6.12.2022, p. 26).
ORI 780 DL B g DR LFIA T BT DR M OB 2001 4

11 H 6 HO$E4 2001/83/EC (OJ L311,28.11.2001, p. 67).

Directive 2001/83/EC of the European Parliament and of the Council of 6 November 2001 on the
Community code relating to medicinal products for human use (OJ L 311, 28.11.2001, p. 67).

AR K OV R oD fE R ENTRESN M OV s BRI 3010 D RN SR R A BN D s kI 2 B3
DRI N O 20D 2022 471 H 25 HOHIAIEU) 2022/123 (OJ L 20,31.1.2022, p. 1).
Regulation (EU) 2022/123 of the European Parliament and of the Council of 25 January 2022 on a
reinforced role for the European Medicines Agency in crisis preparedness and management for medicinal
products and medical devices (OJ L 20, 31.1.2022, p. 1).

NHDTEE DTSN S DR S ZBE S DK e R ORS00 2020 4F 12 1 16 HOFR
“3(EU) 2020/2184 (OJ L 435,23.12.2020, p. 1).
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Directive (EU) 2020/2184 of the European Parliament and of the Council of 16 December 2020 on the
quality of water intended for human consumption (OJ L 435, 23.12.2020, p. 1).
FBROFEAMPIZ RSS2 1991 425 H 21 HOPEEE4 91/271/EEC (OJ L 135, 30.5.1991, p. 40).
Council Directive 91/271/EEC of 21 May 1991 concerning urban waste water treatment (OJ L 135,
30.5.1991, p. 40).
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RHFEL £ Dfthod ST FEHR
ANNEX Il OTHER CRITICAL SECTORS

i RIS EERORAT
Sector Subsector Type of entity
LEE —E 2 K OERL Y —EAD T A X E G, FEE 97/
P—E 2 67/EC DF 2 Z(la) & DB —E 2D
Postal and courier services T RAH
Postal service providers as defined in Article 2, point
(1a), of Directive 97/67/EC, including providers of
courier services
2 EsErE PREFEE S % D TR I E
Waste management TN FERZ RS, MNGES N OB R0

47 2008/98/EC' D5 3 5559 AT DBEHE
WEBE AT DA

Undertakings carrying out waste management as
defined in Article 3, point (9), of Directive
2008/98/EC of the European Parliament and of the
Council M, excluding undertakings for whom waste
management is not their principal economic activity

3ALFESD A RE, fiE K
[ONE]

Manufacture, production and
distribution of chemicals

BRIt K OB OBIEIEC) No 1907/ 20067
D3GR 9 5 KO 14 FA T E DA PE
K OWEETTIREMO ez 1 T 253
F, WONZ, WEEITIREMH L0, [
53 50 3 HIERT DT —T 4N Db
AT DR

Undertakings carrying out the manufacture of
substances and the distribution of substances or
mixtures, as referred to in Article 3, points (9) and
(14), of Regulation (EC) No 1907/2006 of the
European Parliament and of the Council @ and
undertakings carrying out the production of articles,
as defined in Article 3, point (3), of that Regulation,
from substances or mixtures

4. 'O RGE, T LT
PiLiE
Production, processing and
distribution of food

WMz M OB OHIRI(EC) No 178/ 2002
D3 55 2 BITERT DRAAERETHH-T,
EFEREN ONE LGSR O LI HEE %
=1

Food businesses as defined in Atticle 3, point (2), of
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Regulation (EC) No 1782002 of the European
Parliament and of the Council® which are engaged
in wholesale distribution and industrial production
and processing

550
Manufacturing

(a) I o X VAR
2T IR 2R D R
PE
Manufacture of medical
devices and in vitro
diagnostic medical
devices

ZOFERORIME T DF5 5 555 5 BATd i
e BOE T DIET A IRE, WIS N O
SOHHIEU) 2017/7454 OF 2 585 1 BATE:
T DR A L PE T DA, WONZ, KN
K OFFHAOHBIEU) 2017/746° D 2 4
552 BATERT DI AI IR e A
DIEFR

Entities manufacturing medical devices as defined in
Article 2, point (1), of Regulation (EU) 2017/745 of
the Buropean Parliament and of the Council ®, and
entities manufacturing in vitro diagnostic medical
devices as defined in Article 2, point (2), of
Regulation (EU) 2017/746 of the European
Parliament and of the Council ® with the exception of
entities manufacturing medical devices referred to in
Annex I, point 5, fifth indent, of this Directive

by Ba—%, &
B R OO O
AERE

Manufacture of computer,

NACE Rev. 2 @ section C division 26 (53055
TEBIOWTNDE AT oS

Undertakings carrying out any of the economic
activities referred to in section C division 26 of

electronic and optical NACE Rev. 2
products
(o) EXWAARDAPE NACE Rev. 2 ® section C division 27 | Z7~R %75

Manufacture of electrical
equipment

TERIOWT NG T DS
Undertakings carrying out any of the economic
activities referred to in section C division 27 of
NACE Rev. 2

(RS e

NACE Rev. 2 ® section C division 28 |27 865

B OWERRDAEPE | TEBIDOWT I E T o5 5E

Manufacture of machinery | Undertakings carrying out any of the economic

and equipment n.e.c. activities referred to in section C division 28 of
NACE Rev. 2

(e) HEYHL, h-—F— | NACE Rev. 2 @ section C division 29 (53 15

LN —T7—0
ApE

TEEIOWT N E R T DS
Undertakings carrying out any of the economic
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Manufacture of motor activities referred to in section C division 29 of

vehicles, trailers and NACE Rev. 2

semi-trailers
() DO L | NACE Rev. 2 O section C division 30 (7§ &5
DAFE ROV EA T o FES

Manufacture of other Undertakings carrying out any of the economic
transport equipment activities referred to in section C division 30 of

NACE Rev. 2
6T VHNT Y —AVTA GO A
Digital providers Providers of online marketplaces

— AL TR DT Y
Providers of online search engines

— AL TR F Y NT—F T
AT TN = DT AL
Providers of social networking services platforms

7 AETSE AT CHR
Research Research organisations

BEFMZ B9 2 SO TEDR B BRI 2ERINGER R OB 2008 4F 11 H 19 HOfES
2008/98/EC (OJ L312,22.11.2008, p. 3).

Directive 2008/98/EC of the European Parliament and of the Council of 19 November 2008 on waste and
repealing certain Directives (OJ L 312, 22.11.2008, p. 3).

TP, M, 3R] K OHIRR (REACH) IZBE 3%, BIN b7 faaakiE T2, 184 1999/45/
EC ZH0ES %, WONZ, FEHSHIHIEEC) No 793/93, ZEAHIHIEC) No 1488/94, FILFEHES 76
/T69/EEC, ZEE 257 91/155/EEC, ZRSHRT 93/67/EEC, ZAESIRT 93/105/EC K UZEERTH
45 200021/EC Z B 132k M OB 2006 4F- 12 H 18 H OHIHIEC) No 1907/2006 (OJ
L 396, 30.12.2006, p. 1).

Regulation (EC) No 1907/2006 of the European Parliament and of the Council of 18 December 2006
concerning Registration, Evaluation, Authorisation and Restriction of Chemicals (REACH), establishing a
European Chemicals Agency, amending Directive 1999/45/EC and repealing Council Regulation (EEC)
No 793/93 and Commission Regulation (EC) No 1488/94 as well as Council Directive 76/769/EEC and
Commission Directives 91/155/EEC, 93/67/EEC, 93/105/EC and 2000/21/EC (OJ L 396, 30.12.2006, p.
1).

B ED RTINS OB 2 ED, WM i RS iRiE L, Bl R AD FHia e DR
e R OB 2002 47 1 H 28 HOBIHI(EC) No 178/2002 (OJ L31, 1.2.2002, p. 1).

Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying
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down the general principles and requirements of food law, establishing the European Food Safety Authority
and laying down procedures in matters of food safety (OJ L 31, 1.2.2002, p. 1).

RSB35, $545 2001/83/EC, HIAIEC) No 178/2002 X OIHIEC) No 1223/2009 A E41Ed
%, WONZ, BFFET 90385/EEC K UEESAET 93/42EEC Z B9 DM i O g
D 2017 -4 A 5 HOHHAIEU) 2017/745 (OJ L 117,5.5.2017, p. 1).

Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical
devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No
1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC (OJ L 117, 5.5.2017, p. 1).
RO R C B2, WEONG, 85 98/79/EC KUEBERIE 2010227/EU ZBEIET 2
R L OB 2017 424 H 5 HOBIHI(EU) 2017/746 (OJ L 117, 5.5.2017, p. 176).
Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 on in vitro
diagnostic medical devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (OJ
L 117,5.52017,p. 176).
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AR SriExRR
ANNEX Il CORRELATION TABLE

F84 (EU)2016/1148 ZOFES
A S AR CAE S AR
1R 21H 152 TH
H15E3 —
BSR4 TR F24RE 12
1SR S T 2R 13
15 6 T 552 5550 6 T OV 11 3
15T CAES
25k H2RH 14
CIRES %55
¥ ES RS
FRES —
S —
CNES AR T4 HE O 210
BTHE2H CiNE S LR
e S ORRE B3
58 5E 1 R WL S IH 558 S 1 TR LA 5 TR
H8 & 61 CARES PR
8 ST %84 61
FOSE 1, FH2 HKUHE 3 H F10 555 1 1, B2 KO3 11
HISE 4T B 10555910
HOSE S 5510 5555 10 35
510 5555 1 6, 5 2 TR OV 3 TAE 1 B B35 1, 2 KO3 H
5510 25565 3 TEE 2 BIE 5523 55 910
SRR F1455E 1 HLOSE 2 |
NS VR B 1455538

ERIES P

%14 556 4 THEF 1 FIFE@)72 O UL(Q) L OE)IFON
57 IH

-
[

F1 410

5514 550 4 TR 1 BIFE@O L OV 2 BIE

F LS5 IR

514 555 8 1R

FI12558 1 /LB S IR

FHISEE 1B ROLESE

#1134 ¥17 %%
F1A5E 1 LU 218 5521 5556 1 T LE 4 1R
5514 255 3 10 B3 551

514 655 410 H523 53
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54 (EU)2016/1148 ZOES
5514 2555 5 I 5523 S5 S T, B 6 ROV 8
14556618 BBSHETH
145565 7E 5523 2655 11 1A
CFARES AR FERIES AR
5515 556 2 TES 1 Bl (a) 5532 555 2 TH(e)
5515 5555 2 THES 1 BIFE(b) 5532 555 2 H(g)
15 SE 2 THE 2 BIFE 5532 5 3 10
CARES REE 5532 555 4 TH(b)
CARES F s CERIES KR
5516 2555 1 TR OV 2 T8 5521 S5 1 TR\ LA 4T
5516 2555 3 1 5523 555 1 1]
5516 5555 4 1 5523 S5 3 11
5516 5555 5 1 —
F16 55 610 F23 5556 1H
5516 5555 7 1 5523 555 7 IH
5516 25505 8 TEL OV 9 11 21 B STHLOUSE 23 556 11 11
5516 2555 10 11 —

F165F 1118

F2RE 1 F2HEMEOSEIH

EAVE S AR

FIBLFE1H

517 555 2 TH(a) 55 32 2555 2 TH(e)

5517 55565 2 TH(b) 55 32 5555 4 TH(b)
EFAVES KR 5537 555 1 TH@) L OVD)
EARES AR 5526 S5 1 TH(b) MOV 2 1R
IS K 2 5526 5555 3 11

EARES R 5526 55 410

H19 5% 550252

%520 %% RIS

214 %36 5

MRS RIS

23 5% 40 5

504 4 —

%25 %% S

526 & 9545 2%

#5027 % o546 2%

BIFET (1) CAIES AR

BT (2)@)i)2V L(v) 5511 5555 2 THQ@YRV L)
BIHE T (2)@)v) 511 5555 2 TA()
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4 (EU)2016/1148 Nalvp% =Sy
BIHET (2)b) 11554 TH
BIEE T ))& UNGi) 5511 5545 5 1H(a)
BRI I T
BRI & Q) BIHEIL(6)
HIHEIIL(3) BIHET (8)
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R (EU) 2022/2557
[BER]
20234511 H29 H
3Ny e Rae (e2e
2 & A

DIRECTIVE (EU) 2022/2557 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14
December 2022 on the resilience of critical entities and repealing Council Directive 2008/114/EC (OJ L 333,
27.12.2022, p. 164-198) D7 F AR (FEEEO I He DU NTHTRRA AT,
JFRSXDTH AN AFCELYARD URL 13, FiiD&B0 Thd,

http://data.europa.ew/eli/dir/2022/2557/0j
[2023 4F 11 H 20 H 2]

1 B$(EU) 20222557 2DV T

FEE(EU) 20222557 1%, BN O EEA L 77 OFHI R OV eV e S B LT 0B HASES
2008/114/EC (OJ 1345, 23.12.2008, p. 75y HKIET % EU DIESTHD,

ZIVERIRAC, F83(BU) 2022/2557 1%, HERTE NIS F543(EU) 2016/1148 (OJ L 194, 19.7.2016, p. 1)
DOBFESIAIZ L > TED DIV N EHEA L 7 T % E T HIEFROBNO TR BT 5%
HEEPILTEDS EU OIEFTHD, ZHHOFHZEL T, NIS FE5O%IMESTHS
NIS2 $845 (0T L.333,27.12.2022, p. 80-152) TILEDHHALTY VRl Y,

ZOEET, FEH(EU) 2022/2557 1%, NIS $55(EU) 2016/1148 DUIEES ThdH D,

B (EU) 2022/2557 1%, 2022 4212 A 14 HIZHEIRSH, 2023 421 A 16 HIZHEILIZ,

BH(EU) 2022/2557 | ZED DU ED DRI ZARKE D EPES L TRAEL T35 5
FEIPE LOBIFRIE, 2024 4510 A 17 HTHS,

FEH(EU) 2022/2557 | ZH S ERERLEID ENEE L TSN A Z LI L EESN - 4981, 2024
10 A 18 B D HEND (F 26 558 1 THES),

FHEAHEE 2008/114/EC 1, 2024 4F- 10 H 17 HOFSEZ > TEEIESNS (5 27 5510)
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NIS f55(EU) 2016/1148 1%, 2024 4F 10 H 17 HORGEEH > THEIESHUS (NIS2 55D 44 25
SR,

1. 1 NISES KU NIS2 185 EDBER

NIS FEHITED LIV QN -FIAD TR (EU) 2022/2557 (TS F a2 R 57-0
PR HREERAY 2L DOZ AL THbE, LLTDOERVE D,

72383, NIS2 F845 @%IHEIII CHTIHXHRZ) 1, NIS FEHDEEE NIS2 fEmDSHEDRERE T~
DTHY, NIS F5EHDOFIEEFER(EU) 2022/2557 @%IE&@F%%%T?‘%@T T2, F55(EV)
2022/2557 DI, iﬂ'é%?'ﬁ 2008/114/EC DS N NIS F5HDOSHEEOBFA 7~3 HilH
SRR E ENTUVRNDD T, ZNSDIESOERERIZ Y > T F%@RIEODWSE%MEE?ZD
LARUN,

HIH NIS 545 FR(EU) 20222557 NIS2 $547

EEE O %55 564 —
HRIRIRELDR 56 5 e S —

ES[giialS S RS —

TEESHERRD & AR RS %92 FIRES

R %8 4 %954 %584

CSIRT FIES — FALES
whrn—>r EANES — 145

CSIRT R —2 EAVES — 155
HERKERO 7 — EANES %16 5
EEROY AT ZHH — F125 —
EEROIEE HE | — #1345 —

Bl — EAVES —

YR B PR — — %214
AT U NHE EAVES 15 % —

AT NEE CALES EFARES #5035

BB M O T EARES #5214 %31 o~ 34 5

pe] — — %529 %%

ZORGERE RAUT bl k0, A —70B8, VA O T U NeFE A R —707
8, VA RO T MO % ST A R ENEIE X, F85(BU) 2022/2557 (25550 T
EHHILD,

FNT—7 e OMEHT AT I (NIS) EBHRT DA/ N—72705, VAT RO v T LV NOEERTT,
BARELTOERL, VAZ KOA 2T U ROEGEAETHHD T, YA/ =728, VAT KOS
VT UNIBEUTED S NIS2 F5451%, 20 sUZBI350RY, F55(EU) 20222557 D71 vhe
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W) EIR CORBIETHDHZEIT0%,

ZDOZEE, VI EOEEA L T TEEH AT LAOFECBTT AR, HARED B A AR
RIELZBEObD THHELF A D,

1. 2 EAT—2EELDOBER
B (EU) 2022/2557 DIEM_ETIIkEL 22BN T — 2 DUERNED,

FEA(EU) 20222557 T1, 5 1 545 9 TEIZ 8\ VT, HIHIEU) 2016/679 (GDPR)(OJ L 119,4.52016,
p. DR OYES 2002/58/EC(OT L 201, 31.7.2002, p. 374 F 70\ V&4 EH TV,

— BT, FERRE O TERERA C LA T —Z ORF I ZHHIEU) 2016/679 (GDPR) 23E S L
50

BA(EU) 2022/2557 (ZHSYAZ ML OV AL & B L BIFR 95 3605521 TR Tl o
JOIREBIHEL TODER AT X, HERKEIDTEHERROD i HH8 B8 MRk E O 1A THE
B (%) L )L CHHRBICRIT D2 b2 he b b s,

ZDIHRYE, FEA(EU) 2022/2557 OHFCIFHPREFUCL VRS, F545(EU)2016/680(OJL 119,
452016, p. 89)73E NS,

TAUTHIL, BRINZEBZD JO72BREGOREE, ik, BRI ORI L DEAT —HZ DAl
BHZBIL T, $85(BU) 20222557 DHTIFHPREFL T VU 23, #IHIEU) 2018/1725 (0J 1295,
21.11.2018, p. 39)A3EHE LD,

728, FBEEEREITLE T A AN—RIE S T D555 a0, HRED [EZFR 2P ERS
ERIRT DA L OERME A O R BIRE BRI A 5A 12\ ik, HHIEU) 2016/679
(GDPR) & OMHAIEU) 2018/1725 2SS,

1.8 BE, YRIRUVATUMMZDNT

NIS2 fEALITER, FEA(EU) 20222557 1%, FARNZIE, FRM D AL 7 Z DL RN
FEAIEED K OFIEEN - &o CUZED BB/ 2 —E ADFMEOBGEA LT D15 Th D,
ZAVP R, FHEAL 7T EEURT HH 0 ETITRINO 2GS L OFREFHEENC &> CUZHD TR
72 —EREBHRT DL DO THDHRY, FH AT LR HIE(E Ry N — 7 DPSEI T Tz,
FkA 72BN BESINDIE AR —72B i, VA RO 2T L NI DR BT 5 5%
LA FAITND,

KB E RS ELED IE NSV R AT (B D ERE O, AT I AN —T B8
EDBAIREL TONAT VY RIERI BT 2 Tl BT & ThHS,
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1. 3. 1 EANBRTZURD

FRR(EU) 20222557 DORIE) M OFTL(15DOHIIIE, BRKEIZRET 25 &0®Y, FFEHO
55 RN T, UAZFHIONZE LT H RS E (hatural disasters) (DY AT & N A )70 27 (man-
made risks) &% TV B,

T84 (BU) 2022/2557 (Z7E 8 2 ERM D Ryl B B0 W27 AR (critical entities of particular
European significance) &2 R BEEMEA S D EU OIES THLRKINE 181515455 (EU)

SHIVE TEDTUND,

EM(EU) 2022/2557 123 W TARES IV CODIE NSRRI A ZAREIL CAHdE, KILIEK, KHl

B, KK, 555, BURREERIRRE T BRI I D LR SO KB A SR E 35
ZHND,
LinL, —#Gme LT, DI IHIER IRIEETZ T Tldes, Bl2IE, (b ZouE
TG X DR D KESEI LR35 /KK BSOS RE L COKBRAGHI AT LOFEEEE
LEDIH2 77 IV, RIFANAIZ L2 VR0 LLIARD K BRGSO Sk 1D
N LA b FHEE Eo B RA TGRSRV R AR ORE R L CORTEE a0 B, Bk
RGN LDREE DA D KEFA IR T AW RS B ORERL L COKFEE 101k
AL, TREEDOREMERRICERT 2 FIE R ORERE L CORFEE T EERMO S
1, BREEAVE L G A R T S D BRI AU DRERE L TOIF I AT NEHER L7
% BIRND B AR 0 F RRRED B D JH72Y A7 8 MK FARS IR IT A US272
AN

I TGERE L TN DT T Ao b E O TR X, N THNC G BhEsn A it
SRETTZDOJFRIE L CTOESND A S OV DN & ENASD,

ZTHD AW ISEREEDN NAHNHNSINIZE ST H A2 D EHEEO 723D DO FE ()
1 DIV EITRD,

LU, Bz X, FrEDAEMIERHS, T OBREE O EEBZ T Ll CIAEL 7R, S HIE
T o CLESTZINRGE, F201E, SR LSS RS DS O BRI > Tl
FIA A LS CHIDLFIE LY, HELHEICEel/ro CL T8 A2, BiED
EHFOIEARO T, BREED—FEL THEO LAY CKED Morris worm FH4:508),

FIZINT, —WIT, FEERCRERX O ER R, KR REBHR T D BARROSRAH
—ETHAHZEE RAHEEL TNDIENE N,

BIZIZE, T TR A T 2 ERG F Blds D B BBV BV RO R L 2 -
EESNABEIEL T, RICEA TGRSV QWD BEIFE TH - T, FHARA 75l ShOMRkEDS
725 TRY, BRIAAYIT EIHIOSIE AR T) £XHID A AT Db DO TR IUL E TR ATHE
L%,

ZNSDMED FRIZIE, —HANZIE, TR, IREZ LML, KikE, B, M, ve, =
IR EDBER L D53 (CFE) \ k3D, RO C & A SV Y S~ DIl E
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T A S EITUD,

EZANEYRIEBMER RN 25 L, M TEI A TIRW I DA S TN, A
DI IBE LA b BT HET 2 Z L3531 205D, Fe, TERITHERBKD
Y7 ZARE L7 ThlEL ARG D720 o 7o L7 HEl T3 T, R ROk 56
AL, HHET E AR HHEL CLEHZ LD,

—HHZ, BARARIZBW T, 18RI TEE & U TSI QU= EZEZDO SN E D IO 2
FDIN TR ATRE R [0 & U CHES A REIRREA~ LB L CLE-> QWD ELNHEFIC
20,

fHHEICE 21T, WECERESN BB EO RN 2RI RSN CLEI L7045y
HP A3 A T HENIL T NVB,

ZNBD IR BB HIRKEDV AT B EBIZANSNL & ThD, £, BUECTIIEE]
A7 1E M0 A SEAR CHEde U C L S 7- B0 B T BEL, et A W20
LD,

1. 8. 2 N\AT) YR &R (hybrid threats)

— WA, NATVIRIPERBIE, VAT BRI AN —T 0 E DIRE FT T AN —723%
LI AT R WA IO R A B I B T B R D B U CERfES L QD BRI, &
BIEN(A [EH) OB AL EBEG D EEA L 7 T2 L QO AZEO D K8 (AR E
B E)DOx=—T = NTHD (D RS 7)) MRS BT DI SITREIL, S
HATELTEDINNT UL, Behe a3 DB DB DT ET DT EA MZEAD I
ELTCWBIEHEED F7=, SARHE (B [E) O FIZED DI EITeD,

F7o, ZOIHNTLTHAE (A [E) OTE#BE T OEZEMAREE B [E) 0=— = M Thd
FHAREE o TIR A IZEINS VNI, MREBEINS IV ARZEN Y L QU EZR RO
2T A D—ER A EES T D Z LI 2 8T 7D,

ZNHDEREAY B CORZEETREN Y, 09I, SAERIE B E) LD A —7em
FERSL (= SAEFE D IV RN T4) 21T 55D Th D,

ZOZENS, HHERFHAHIO T2 TY, BSOS R 2 5 8% 52 150 NE 3
SR ARRATEEN 25583 ED, BU (2360 Th, FIREZRBRO O RSEE LA LD
Ayl

ZD IR EIR COINENRHETA LRGN )T 2858 a 56, YA/ —72 eI AN
— BRI L CONAT VY REEBICKIST 572800 BU OIEARLEENT, AT VR
7R JOIN(2018) 14 final DBEFR (IEETFFHHMES 3 & 11 5 178~198 B) KLUV NATY
N7 BGEA1 JOIN(2018) 16 final (DZBFR (ELHHMES 3 25 9 5 281~295 B) DHIC/REIL
T,
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ZNHD EU OSCEDMERRS S CRIESIL =0T, K0 BRI, ThEOEREAR
V2L AR A ZED REUELEIN &7 U o TAEUAFA RN DR S AR F D HEde~D
fEtB7Z S 7= DO TR Nt EZ Hivs,

RIS, EAHVRRIA TRE MR T2 LT, TORITHERRERA TR FTSIGHZ 4T,
BUEEI T ORL TIZ L TO 77T EWN TEREI S TSN AT AL BIE R 57200 TF
DT TEHILTH D,

a7 OBEINEIEDOS O LU T CHEfES A IO~ Te DV, BEE THhOY 7747
(R DR MR DI D LTI D, T T NI 7T AT~ BT DRI B 3
W, BU 1, B T OIS D RERIT ASDEAFZEGRD TN DT, B 71T U CE Ll
DS MERRED S D7 i o T- L, BRI A TIEE572 o7,

72720, T2 U7 ¢ O HZOBHRS EDOREREBEO M £721X NATO ORSREDH
(21X, 77T AF DR ETCE B 6T DR 2 A =N E 75, (V7747
HOBGZENia e ) LRI DT D15 & e E O GG E A FAESETRET, 20
RO B FAZI BT DMk HE RO 2SR S C L DB (R ST ARSI FA TS D A
REMEDSFETNZ BN EUD T LA B ZEEL QU e B RL TR o,
FRDOEELFEIL, ms T D0 RIRAT ADOFEAIHEBORIZBIL, B FOBLRIZIT Tlas,
T A SR A G, ATV RTRZIEEN) SUIROD HC, Z D7D DEEAIT D TR
DO—HELT, ZO—BDHPREFA YRS LT D725,

B47(EU) 2022/2557 1%, SRR 287 VA /=T B I A =B \ 5B 5 720
T, ZIHNEEL CQWOBIERHVIEH AT VY R BT Rkl Cldzebre e
WEEZR S Ma G/ 0T,

O EEBYRTEDINTIRDTDITIE, W5 AT e BB LD ERE7 R BliRE, BIRSSEDL
70 IE N LD FIREIE: 0D A =R LD FEE PR D [ i L5, F D AE
EHRUI2TIUL, ATV RIRERE G, YA/ =72 BRI AN =72 BRI DL
LRI RSB e e B T DT LI IR ATHECH DL, ELT, DL 7RI ST
Lt e EE ELET 52813, SRR AHECHD,

1838, NAT VYRR B CHVIDERRAYR T A TRA~OMIEEEW, EU Fal7 (E G ko
FEEIZBIL I, 05 2 UEERRIRLHREEE COM(2021) 440 final 2021 456 A 23 H) KUY 6
VGHERRIRI 5 COM(2023) 665 final 2023 4= 10 A 18 H) 5512705,

1. 4 $855(EU) 2022/2557 DR PIZHHR0EDRIRE

FRA(EU) 2022/2557 DJFSC GEEERR) (ZIXIASA R0 RiSND, ASE72 oD TR ik
FEONADREITHATET D,
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DD RNIES AR R TS T D LN E BI04, ITED Fhia#8C EU
B ETARSNDZ D IEFER (corrigendum) (2> T T HETIESNDZ L5 & TS IVD
23, Bur-lex T 2023 4E 11 H 27 HOWRFSIZIHTHER CX7-#PHNTIL, F85(EU)2022/2557
DIFC (GFERO ST S D FRARI T ARSI QOO0

FDIh, ZOSEFRITBNTUL, SECEOHLEINCEL, M EERL, F20X, Eakri R
LOFEFTIRET DU, FRIFE T _E AL T, IBEFRERICBWTHEELE
HIE | OIECERIZFE 528U,

. BEFUERI-HBITHEEAE

ZDOBEFUITEB T, FEH(EU) 2022/2557 DRI (recital), 43 (articles) K OV (Annex) D
AL,

ZOBERICBN USRI AE RN T D8I U, 72721, Ba TR 2 e G R
H153 CRACIIEPDIZ BAL T, SRRSO RIS LI,

ZOBEFL, HSETHIRH(EU) 2022/2557 DFET LR T D, DA GR THHEERTHR Y,
ZOBEFL, BRI O TERERA KT 20 D ThD, TR, BITItATRDI-fERE
L TEETRESZ R AL EEE, TORRICEW T, SRTHEEERT _RENEIDER
?ﬁ—éo

ZEROFHNTEEL UIFRIE U CTEGRETAZEE LA, HIROFFE T HATEIZ 202U
FHATCREIL I, Rte a5 EiRELT,

ZOBEERIZERIE IR, BERPUCH I, 2 TRETHD, FRITFEZ I AEBIOFIHAS
7RI SRS E AT ORR HOFRA AN IS W AR ES AT BL T, MEIOGUT, [
ERVERICB W CREL-FE O CRE Nz 528U,

PRI SEEML, SO S (point)DFRFA AL, B121Z, Tpoint(a))i%[Fi(a) > T
HDON, 1151280, (@) &Rt Dzl

ZOBEFRZ, Bur-lex DT —X “URFIHSA 8L CIERR L2,
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3. SERRICBLTREL-HR

ZOBEFITFEH(EU) 2022/2557 DIFERETIZND T, ZNHDEFTOETEfERT 520
WET, MBS TR LT GRS 528U,

ZZ T, FRTERBAEINZ 72O EREFR CIIZRL NSRRI A fEl D s D TR N L C, =
DBBFERIC B W CHEE LI F A fiEL T2,

ok ok

FE(EU) 2022/2557 ORILS)DHIZEH 5 lin respect of all hazards, whether natural or man-made,
accidental or intentional | & D& HZ 35 [in respect of | DT, 77 AGER Cld Ten ce qui
concerne | L7325 TEY, FEERREIFIERIC =27V ATHDHD, FA VBTl [ gegeniiber | 72~
TR, B =27 ANFID,

JEEBIRO N respect of |4 [ ~ZBH % | LEI@IZERT 2L IR LI Z A2, BRI LT
NTWLIDIZ b,

Z D linrespect of all hazards | D3, AN THIUL, linrespect for an all-hazards approach | F7=
I%Tbased on an all-hazards approach | £\ ) L9702 LT RETZST=DTIFRU VNEBLEZ HILA,

LI EosEmEB B T, ZORPMCBL T, AEIICERT DU,

FEH(EU) 2022/2557 DRISL15)DEH; 1 LD D The actions of Member States to identify and
help ensure the resilience of critical entities | D &P, FTER7RILTHLE D3DHD,

FER(BU) 20222557 D5 5 SO 6 SRITTED DB OB X HE, ZOMEFTE, [The actions of
Member States to identify those critical entities and to help ensuring the resilience of such entities] &\ ¥
EWAH O THLLRSND,

ZOBBFRIZBWTUL, EOINMLIZ T, GEICERT HZEIIU,

B (EU) 2022/2557 DRISLB0)DH; 3 XD HIZd% [with the requirements of this Directive | D
A, BIALZ, Twith the obligations of this Directive | DRRRC T2 (BITSU(28), 55 12 2555 2 16, 55 13
K2 HBH),

ZOBEBFRZBUL, ZOINM L= LT, BERISERHT 28U,

FEB(EU) 20222557 D 1 556 4 TE 3 LD 28D [The exchange of information shall preserve
the confidentiality of that information and the security and commercial interests of critical entities | D
FiTiX, IThe exchange of information shall preserve the confidentiality of that information and protect the
security and commercial interests of critical entities | (DOFAFCLD FIREM) D (NIS2 F543(EU) 2022/2555
OEE 2 555 13 TS 3 B,

727120, ZOZFFRTHBW UL, FXOFERHTHZ8I1ZLT,

FRE(BU) 2022/2557 D35 4 4585 3 T, AT/ T ChHrTREM D,
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72720, ZOZERIZBWO UL, RO FERHTHZ 8L,

BH(EU) 2022/2557 D5 9 5555 2 T 3 LD HZ& % [a Member State may provide that | &0 T
1%, ZOFETHRRDEIE 2720 DS LAV S, FF 512, laMember State may provide for that |
EVIBRE DL D,

ZOBERIBTUL, EOINMRUI- ETHRET DL,

FBH(BU) 20222557 D5 9 555 3 LA 2 BIFEE 2 XD Z8H D The competent authorities may
use |EDTEFTZ, [The single points of contact may use | DFARE CIE72V NEBEZ HIVD,
12120, ZOZEFRTBNTE, OO FEERETDIEICU,

BH(EU) 2022/2557 D55 13 &5 1 BHFEDHIZH5 [based on the relevant information provided
by Member States on the Member State risk assessment | D EiFTIE, BIHIZ, Tbased on the relevant
information provided by Member States, on the Member State risk assessment | DFRAL Cnd,
ZOBERIBTUL, ZOINMRUT ECIRET D4,

FEA(EU) 2022/2557 O35 17 545 2 T 1 RIFED T 24>% [informs its competent authority | & 0D &
FD lits |1, #7200 C, linforms those competent authorites | DFREC CTdrDd LFES72U BRY, #34K
TECEEEI TV VA HERLE (Member States) |25 SR HZEINTEXRU,

22T, lits) % [WZAIETFAR (a critical entity) | 2453 SO LU TRFET HZED3 ATRENE DD MG
THDLE, AW CERE L UL RMBE TS~ T, EFG QI3 - 22 2 s,

fth )7, Tits competent authority |\ ZBHL, 58 6 5555 1 TAIZHAW N TERLIET A MAETIREL T
SR, & DiEEE LT AERKE OIS HERO S DMBAD Z L 248 T- LR D2 21X, AEIIZ ATRE
TRVHRIROEFANGDHEB 2 % (5 18 5565 1 TASHR),

VU LOFERAEEEX T2 10, ZOBEFRTIBTUL, 8 17 &40 2 T 1 BFEOFICHS(its
competent authority |4 [ 0D 1%V L7 A RRIEIDIHESHENR DB DB ) LiRT DO IEEECIH H L)
Wrl, ZDIDITERTZEITUT,

B (EU) 20222557 D 17 456 3 D H 2% through its competent authority | D & ts |
DMAZAES ONNE, BTV,
FRB(EU) 20222557 D5 17 545 2 5 | BIPHEREL C AU RA#EEX 72 1T, 205
BARITHBWTL, 317 54485 3 O HIZH 4 [ through its competent authority |12 [ DiE 1A LA
FREIDIIESHERRD S D82 C SiRT O EEECH LWL, ZDINTERT &Lz,

TR (BU) 2022/2557 ORIERD HFIZdHFRO TR —EHOFO@H, =L —HT -
RIEBFADFIDIE, HsHFOFI0 @, s K LRSI, RO FID
W, TIUENAL T FHPADFNDOEICNL, Z ARG R XE#IH D, ZHD X
GFHE, WTNAEWED2 GO THY, Ao flZ L E 2 b5,

ZOBEFTBNTUL, YK ELZRNS DL THROZEIZ LT,
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4. BREEICEE 9 SHERIERER
Exclusively & predominantly

FRR(EU) 2022/2557 ORTCH T, RILEH72 3RO H1Clexclusively | & [predominantly | M S
FUTEY, FFEANIRICZ A EIRL CODEMFESID, BIE T AR IR 34<
TFHELTR,

FRMB(EU) 2022/2557 D FFERUZ IV N TZOIAN I 2 HFRBO JHEEMERSIV OO, 15
FIRERR 0> B2 AR D DT80 T, BT, SaBRRIERRE S/ IR EH S B S T
LT TENE VDRI Y Z ORI G413 Fe7 05 TN 2T TIRE 72V )y, F20X, BOEE
P OIRZINEBNAFE A2 > CLESTEHGRE RN EHEES D, TDII7eZ H,
EUVEOSSERR CIIBIFCUIRUIESHDZETHY, RAVRETH 7 7 ARBRR CHIARRIZ A5
HIETHA,

Pz, ZOZBEFTISNTUL, lexclusively | & predominantly | DV YT FUZDUNTH TS | &FR
TONRZEEBZ TN, FGEENAREL QI B2 HEEIMERSIL QDD T, TDOZEE X
g2 2 ) B SRk - I ERO7R BRI Y, Texclusively 1% T575 | EFRL, [predominantly | %
MFEELTIERT 2SI U,

Substantial updates

lsubstantial updates ||, [FEEHLT 77 —RERTZENTEDN, ZHTIXAAGEEL TED
FOTRERA L DONEKREL B DEAF20,

ZDOH5D [substantial 1%, RRFLRTIED I D72, HIEINRIIZITEMNC AL 52 00T 7T
— =0, FEH(EU) 202212557 ZFEHEL CIEES I DIENIEOIERI AR 5.2 70\ e i 1%
brE, BROHLT 7T —NIRET DR E ThH LB ND,

ZZT, ZOEEFRTE T, substantial updates |2 [SFEENERDOHLT 7T —h EER
THIEIILT,

Advisory missions

FER(EU) 20222557 DRISLB5) K ORITSLGB6), 55 13 Sl ONTE 18 S, FHRkIAL L CFk#IE
R (advisory missions) EESNZ & L CORAIMOATFS (advisory missions) | ZBIL CED TS,

ZDladvisory missions) I, 1 ZD BRI LABHRE D LHITHRIORECII7e<, FERTHERIHY
PR A AREL TUOB LT DS (55 18 5445 5 THBIR),

B (EU) 2022/2557 D55 13 S 3Bk AL L COFIIERE (advisory missions) (2 REJ 5 45HA T
k72> TUND,
5(EU) 20222557 D5 18 SO, TRESNZE L COFERDITES (advisory missions) (24
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T HEASKARRAL L COFERIFERE (advisory missions) |2 B3 A ZRIEDNEAEL TUVD,

BA(EU) 2022/2557 DHIBLGBS) LK ORTLBO)DOHUTIE, 55 18 SLNEDHNA A KL C, Tk
WA EL COFEM DT (advisory missions) (2 B892 G-I AR AL L COFERIEERE (advisory
missions) | Z BT 2 FLARNRAEL TS,

ZOBEFRITIN T, MRIAL L COFERIERS (advisory missions) 2 F5L T D EMES LAY

ENISNARE L COREROATHS (advisory missions) 2451 CUD SRS LT, EENE
PR CERU AN AZ BT LT,

217



e TERMEE 8 & 45 (20234412 H)

5. BESER

NIS2 fEH(EU) 2022/2555 DZEF, ELAEHRMEE 8 & 4 5 1~206 HIZdH D, NIS FEH(EV)
2016/1148 DZBFR-FETIE, 1EETHHMES 6 5 6 5 467~548 HIZHD,

FEH(EU) 2017/541 DBERTL, 1ELTFHHEE 2 & 8 5 1~29 HIZH D, HENEU) 2021/1149 D
SEL, IELERYEE 6 5 3 75 1~103 HIZHD, HAEU) 2021/887 DEERIL, IELIEHHE
ZE6KD2 B 1~95 HIZHD,

FHHIEU) 2018/1862 DHEF L, TELIEHMES 4 2% 6 5 1~70 HIZdHD, ECRIS-TCN HIHI(EU)
2019/816 DEEF L, IELITHMEE 4 25 6 5 176~208 HIZd5, ECRIS S (EU) 2019/884
(X AUEBDFEAPSHATE 2009315/ THA DBEREL, 1ELIHHMEE 4 & 6 5 162~175
HIZb%, HAIEU) 2018/1862 DL, IELHFIMEE4 % 6 5 1~70 HIZHD,
ATV R SR JOIN(2018) 14 final DBEFRL, IELIHHMEE3 % 11 5 178~198 B
(2D, AT VR GEE JOIN(2018) 16 final DB EFRIT, LS 3 & 9 2 281~
295 HIZH5,

HiHI (BU) 2016/679 (7 —#R3EHRI) OZEFR- TR T T, 1B IEHHES 3 & 5 5 1~114
HiZbhb, HHIEU2018/1725 DBEFRT, iEAERMEE4 51 5 1~81 HIZhD, 545 2002/58/
EC DZER-SGTIN T, EEIFIMEE 2 24 5 75 158~187 EHIZHD, F5H(EU) 2016/680 D5
L, TEETEHRMEE 2 B 1 5 41~140 HIZHD,

TR HHIEU) No 9102014 DBEZRITL, 1L HEEE 2 25 10 5 147~196 EITHD,

Wi N eGSR B (EU) 2018/1972 OBERRIT, 1ELHHHES 4 52 5 1~212 HIZHD,

54 201124/EU OZEFR L, 1EETEHHEE 3 45 6 5 133~168 EIZHD, ITS F545 2010/40/EU
DBERL, BTGS2 59 B 27~47 HIZhD,
LRIPESHTSEAIEU) No 6002014 (MIFIR) DZEFRIZ, 1L TEHMES 3 %3 5 1~79 HIch
b, ATPE ST 2014/65/EU (MIFID 1) DEEFRIE, 1 EHMES 3 &3 5 1~175 HIZH
%y OTC TV 3T 7 HHHEU) No 648/2012 DBEF L, IEEEHMES 3 % 8 5 1~96 HIZH
2o

FHRIEU) No 1822011 DZEFRL, IEEIHHES 38 5 5 168~179 HIZHD,

ZOBBROBOFFAZEIL, AR At »2) OB 124572,

* 3k ook
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WIBEFHOEENICET 2 RUVIEERIES 2008/114/EC ZBELET 5
RS R UIEESO 2022 £F 12 A 14 BOIER(EU) 20222557

DIRECTIVE (EU) 2022/2557 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14
December 2022 on the resilience of critical entities and repealing Council Directive 2008/114/EC

(EEA (TSN D IESD)
(Text with EEA relevance)

I R ORI A D PR T,

RPN A ORSREIC B 24550, S0, 2085 114 SR8,
PRINFEE D DIEZ T EE,

NHEG ENERI MU,
RSB RO B R E A,

M Z B RO E L E B2,

W OSETRA - CTHEBLS,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee ),

Having regard to the opinion of the Committee of the Regions®,

Acting in accordance with the ordinary legislative procedure ©,

Whereas:

(1) WA —EROFME LU COVIRETNT, FHERAFE D TODBERINEEDRED F1I2dh
DI\ T, BB AR 7 IR AR 92 O AR ORI T
Wb, Tz, BEALEINT R =~ LD IREE TEDHZEZE ST, WMNTIENO ML
DEWENEIERTHZE, KO, —BMHRHY, Rt LT REETEOHEIZLY, ZnH00E
EERE BT D2 EO MG EANNET DRINESOMAZ TED D ENARF K ThD,

Critical entities, as providers of essential services, play an indispensable role in the maintenance of vital

1 01 C286,16.7.2021, p. 170.

2 0J C 440,29.10.2021, p. 99.

3 BRMIEERD 2022 4 11 A 22 BFRT O & (BEoAER) L OEERR0 2022 412 A 8 HAHRGE.
Position of the European Parliament of 22 November 2022 (not yet published in the Official Journal) and Council
decision of 8 December 2022.
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societal functions or economic activities in the internal market in an increasingly interdependent Union
economy. It is therefore essential to set out a Union framework with the aim of both enhancing the
resilience of critical entities in the internal market by laying down harmonised minimum rules and
assisting them by means of coherent and dedicated support and supervision measures.

() PFREAFES 2008/114/ECHT, FDIRELE-ITREEN D72 Lt 2 SORSRIEN 6L CEEA
R D BRIPE B D7, TRV O P 2301 DRI D EEELA L 7 T 4R TE
THIDDFRa ED D, [IFEDIE, D, TDLIRAL 77 DR E R A Y TN,
L2235, 2019 4R FEiSA7=Ha4 2008/114/EC DFHliL, EEAL 7% WD E55E =
N, A HIESNEEEA B DoV OB Z B TV, B TOIRELO I AZ 579
(23, % OEFES B AREDOHE 1T TII A ThA LRI, Fhudz, UAZ
LY BEBEIZANLNLZE, WINTEGORHBIO 728 D WA —E A5 L L TOMHA
EFEROBEILFH NI BEFRSN, —BMERSHHE, 2L T, YAEFEROEIE 7%k
T D12 DERINEEDOBED RSN LA MRS Db, ZDOT 7 a—F % iR
DB D, WABIETRT, WA —E ADSRMERELS TS AIRE DS oA v T U e b
1EL, AT U NPHIRFEL, A2 T U NIRHEL, AT U NIHIL, 4237 U NEFRFIL,
AT UNEINL, A2 T U NEEITIAD, ZLT, A>T NSRS 5720 D Ml
JEERDRES AT T DG HRETHD,

Council Directive 2008/114/EC @ provides for a procedure for designating European critical
infrastructure in the energy and transport sectors the disruption or destruction of which would have a
significant cross-border impact on at least two Member States. That Directive focuses exclusively on the
protection of such infrastructure. However, the evaluation of Directive 2008/114/EC conducted in 2019
found that, due to the increasingly interconnected and cross-border nature of operations using critical
infrastructure, protective measures relating to individual assets alone are insufficient to prevent all
disruptions from taking place. Therefore, it is necessary to shift the approach towards ensuring that risks
are better accounted for, that the role and duties of critical entities as providers of services essential to the
functioning of the internal market are better defined and coherent, and that Union rules are adopted to
enhance the resilience of critical entities. Critical entities should be in a position to reinforce their ability
to prevent, protect against, respond to, resist, mitigate, absorb, accommodate and recover from incidents
that have the potential to disrupt the provision of essential services.

() FEEALTTDLRFEDTZODERMNIGHEID JOZRRINL 10D J OENL ~L D ZEIDHTETS,
RRINIESNOEEA L 7T OUR#EE XA DT EZANEL TWDN, ZDIO7REHEA L 7T % &
B DL, WA —E AOFROIRE A ST LGD L0708 MRk B AL 7 T DHERS

4 BRI FEBEA 7 T OB L OFEEN N [FA 7 7 Ot h) S 2 BRI 2 B35 2008 47
12 A 8 HOFEFAFES 2008/114/EC (OJ L 345, 23.12.2008, p. 75).
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European critical
infrastructures and the assessment of the need to improve their protection (OJ L 345, 23.12.2008, p. 75).
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TEEZ T DV AT HZ % 10 RS ED 12D DIV ZL DL TONHRETH
5, #ALL 22BN ATV RIS ET OB, A2 77 EGEERRE O IOF EAAFEIRD
BN AR SRR D AR B D2 LB, T DX VEETRIIHL, KW EL
HAFSED20DI0ZL DI THONDRETHD, BT, BaRSBFRED R LA b
S, D0, SR RSO B2 2 WA -5 H DO Th-C, b LRI IR D H;
BT DIVRNETIUR—TEDXAT DAL 7T D FEBIRES ], WM OFF MRS T
5 ERSEE R OGRS LD, D > oH DM R AY DMFET D, 2T, Bl 58k
PR ONEEROIERIAS, 2 CORRRIENZ BV T—EMEEL > CTHEETH L LZESI TV
VN, ST X, TR RO BEIL T, WAL TRIESITD TV, Zh
Wz, ZORBIL, ZORRSO NI H D8 & ONEFEROBRIDHE 2\ TLEER
TRV DEEAA AT REThHD,

While a number of measures at Union level, such as the European Programme for Critical Infrastructure
Protection, and at national level aim to support the protection of critical infrastructure in the Union, more
should be done to better equip the entities operating such infrastructure to address the risks to their
operations that could result in the disruption of the provision of essential services. More should also be
done to better equip such entities because there is a dynamic threat landscape, which includes evolving
hybrid and terrorist threats, and growing interdependencies between infrastructure and sectors. Moreover,
there is an increased physical risk due to natural disasters and climate change, which intensifies the
frequency and scale of extreme weather events and brings long-term changes in average climate
conditions that can reduce the capacity, efficiency and lifespan of certain infrastructure types if climate
adaptation measures are not in place. In addition, the internal market is characterised by fragmentation in
respect of the identification of critical entities because relevant sectors and categories of entities are not
recognised consistently as critical in all Member States. This Directive should therefore achieve a solid
level of harmonisation in terms of the sectors and categories of entities falling within its scope.

T B O P D K572 — E DR, HFBIDRINE G DIE T2 L
TERZHHESILCQODD, ENODETAIE, Sk CERE R 3 D1 RDO—ED
I OEHE J 772 B2 4550 & A CUVD, SN T IE 2B e > CE Ch DT
NHDMIEFEERD [FHE N e R 2 RER TRV 576, ZOFaS1E, BEROLOTHD)
NZBI2HDTHAHD, BT LD ThH OB e D ThoHNZE T, £ TOfMEKRED
BRI 1T DZEIE RO [RIE N D e R 2K A%< O T,

While certain sectors of the economy, such as the energy and transport sectors, are already regulated by
sector-specific Union legal acts, those legal acts contain provisions which relate only to certain aspects of
resilience of entities operating in those sectors. In order to address in a comprehensive manner the
resilience of those entities that are critical for the proper functioning of the internal market, this Directive
creates an overarching framework that addresses the resilience of critical entities in respect of all hazards,
whether natural or man-made, accidental or intentional.
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AL 7T EEPE DB EAAFIERL TODDIE, =L —, ik, ST, kK, BEK,
ARG, IR OV, I, 5, @Rt s 77 K OT D ENA L7 ZO PR
W TEE PO —EDIFIZ 3V VT, RSS2k 7- 872 D1 7 5% VD —E
D EBEA B D BT T DR NI — 7 DI QWA EDFERTH D, FHRPIE,
FERRE F I LR OZ L > TRA, BRI ONEE SV TODHL ER—2D A 71k 3
H—TEDY—EADFEE D BRI ZIB\ N TZOFE R O HEFHNICHY  ZDFEREL T, Bl
HEAOTFHFEO —EEL CTHRME A > TEAFEIEEDO DI A S, FHEN
FITEESNAAT7TL, ZOFRSOREARPHPNICIZR,

The growing interdependencies between infrastructure and sectors are the result of an increasingly cross-
border and interdependent network of service provision using key infrastructure across the Union in the
energy, transport, banking, drinking water, waste water, production, processing and distribution of food,
health, space, financial market infrastructure and digital infrastructure sectors and in certain aspects of the
public administration sector. The space sector falls within the scope of this Directive with respect to the
provision of certain services that depend on ground-based infrastructure owned, managed and operated
either by Member States or by private parties; consequently, infrastructure owned, managed or operated
by or on behalf of the Union as part of its space programme does not fall within the scope of this Directive.

TR LRI EIL, KON, E0blT, (EBROBSHEEDBHRIZIIT ) FEER VEEDFET
BIL, 20N ChOEHMISNAEXIE, FEIL, T 177 hOEE D E &DDITE
b, SR I BT 2 RRME S0 BEHEE T 4% 50 580 B OWRM SV EDE DS HER D ik
SR E RN DTS THES Iz, BN 3 D M E ARG 9D 7= OIEFR 3,
[FRABFH I 5D PR ONZ B iR B OV 0D 22 4200 FEAN RN B OVEY A& BRI 5 2 R
HADJAET e BUE A YN KRG RETHD, Tiudz, T 7 a—F BNEETHIE
TR D720, O, MahZBIETFIROENL ~ WIS D55 & A ) o hps -t
B2, WABIETERE, BRBRIOFEEE THLNED DT, o, AEEETHH)
REFEECHLERDT, 55, Wil EeF o524, WONS, EFeiRFeEcied+
DL K OENL A~V TRRERESIAE DL LT RE 7 il A R=a G D i TaEhE
T OIS DR FEEDOTIZBOTO R, BN _&THD, TSR EKT
DHHEVDZENE, AT —EAD RDIEELD, SHIE 1 DOIEFEREZIT 1 SOFHPIC
FNDIRESILCNZELTY, JVIRETZ e A — R AL HEL LD L, IERICIE, 1K
W2tk 2o 7= % — B AR IR TR SO B b= B DAL -D1LA5S
LV LA BT, COVID-19 7 T 207 DI KR, RE7eBatoiine
HEIRIEDARNI AV B T DB I1T D, FHAMRAAEZ RS QDT 2 DFEEOHfEss
PEZRERALTZ,

In terms of the energy sector and in particular the methods of electricity generation and transmission (in
respect of supply of electricity), it is understood that, where deemed appropriate, electricity generation
can include electricity transmission parts of nuclear power plants but excludes the specifically nuclear
elements covered by treaties and Union law, including relevant legal acts of the Union concerning nuclear
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power. The process for identifying critical entities in the food sector should adequately reflect the nature
of the internal market in that sector and the extensive Union rules relating to the general principles and
requirements of food law and food safety. Therefore, in order to ensure that there is a proportionate
approach and to adequately reflect the role and importance of those entities at national level, critical
entities should only be identified among food businesses, whether for profit or not and whether public or
private, that are engaged exclusively in logistics and wholesale distribution and large-scale industrial
production and processing with a significant market share as observed at national level. Those
interdependencies mean that any disruption of essential services, even one which is initially confined to
one entity or one sector, can have cascading effects more broadly, potentially resulting in a far-reaching
and long-term negative impact on the delivery of services across the internal market. Major crises, such
as the COVID-19 pandemic, have shown the vulnerability of our increasingly interdependent societies
in the face of high-impact low-probability risks.

WIS —E AOFEN B G- D1EF M, ENED FIZRWO GREND SRR ELH IR 52
EDHEINNL QD B ORERRIEDS, ML 5, LW e 2T EooE
Ao TNDEVDZHT, Bkx 2L~ VDR Tz, BNEGNO EE Rt
AR S/ IR HER T A Z L L CRD R H.2 ) 2068, Fi-, it
DI E7 2 F5 8% 5\ Dlesa 8L, BEF e E, [BHE D5V EE TR R OYEHE
TE, 2L T, GHYEEL, BAATHEBIrT 2 NT5OMEA Th D, Faltl 22 A7 OikFAE
D3, N ORERRECIIEZLE U CHIBTS L QOB BIOREREIZ W QI Tk, £
LT, EETHHEL TRBISITWAIETARD, BIDHERRIEIC I TIE, B n B ik 5,
ZOZllE, EAE I CESER TR, MR EE R o AHELTS
L, &0, BEORERIENZ B CREBI 2SR L, KL EHEL =59, Ziudz,
KRS ORI, BRMEA I 210720, WIEETARD 7= DG D% T 4 20 R
HH B,

The entities involved in the provision of essential services are increasingly subject to diverging
requirements imposed under national law. The fact that some Member States have less stringent security
requirements on those entities not only leads to various levels of resilience but also risks negatively
impacting the maintenance of vital societal functions or economic activities across the Union and leads
to obstacles to the proper functioning of the internal market. Investors and companies can rely on and
trust critical entities that are resilient, and reliability and trust are the corerstones of a well-functioning
internal market. Similar types of entities are considered as critical in some Member States but not in others,
and those which are identified as critical are subject to divergent requirements in different Member States.
That results in an additional and unnecessary administrative burden for companies operating across
borders, in particular for companies active in Member States with more stringent requirements. A Union
framework would therefore also have the effect of levelling the playing field for critical entities across the
Union.

ANTISAZ BT DAY —E ADIEMAMER 5720, MIATETEARDERE iR D120,
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ZLUC, WasERROBH B I I 1T D EBEAEZ D /1% 17 ESED7-00 0, BAbEiv-
=~ ADHTEE TEDDVBINGD D, BiGMEDS, MBI MA TR LD, Y EDRE
K O SFEEDHENZIBIT DR EEZ S D ZENEE Th D, ity DY AT LEHE T HERIC
BT —E REARET D720 O VAL EROFBIRE )% 17 EEE AT LS R A KRz L
THD,

Itis necessary to lay down harmonised minimum rules to ensure the provision of essential services in the
internal market, to enhance the resilience of critical entities and to improve cross-border cooperation
between competent authorities. It is important that those rules be future proof in terms of their design and
implementation while allowing for necessary flexibility. Itis also crucial to improve the capacity of critical
entities to provide essential services in the face of a diverse set of risks.

@) iV LA DI 70, R, SO OB R 5T 720, 5,
BT 2 COYAY LI 0, RN SR A RO D R W
& Chs,

In order to achieve a high level of resilience, Member States should identify critical entities that will be
subject to specific requirements and supervision and that will be provided with particular support and
guidance in the face of all relevant risks.

Q) WEEFEEROEIEIOT-D DY A/ \—F 2T O EEHEE, 72, —BHEOFRE _:J'o
W, ZADSFTREZRBRY, ZOFRBERRMNGEES L OS2 FES(EU) 2022/2555° L DD —
MWDHHT 7 a—F INHERSND RETHD, YA/ N—72UARTD I B\ &ﬁ%ﬂ@%’f’f
HEGL, FEH(BU) 20222555 1%, K&y MOIEEMRITHIL, YiEFEDO YA/ —EFX 27
A% R T 2 e R B AR QD FEA(EU) 20222555 OHTHAN—EF2 U7 43K
%<ﬂké>hﬂ HZEAZEE R, ARSI EHBES AT, 7 U FNA L 7T AR

(2B DRBIOHIEEIH T HZ &7, ZOFRE O DRSS A RETHD,

Given the importance of cybersecurity for the resilience of critical entities and in the interests of
consistency, a coherent approach should be ensured, wherever possible, between this Directive and
Directive (EU) 2022/2555 of the European Parliament and of the Council ©. In light of the higher
frequency and particular characteristics of cyber risks, Directive (EU) 2022/2555 imposes comprehensive
requirements on a large set of entities to ensure their cybersecurity. Given that cybersecurity is addressed

S BRINAIRODILEBD VDA /=T 2 DT DT D OFEEIZ IS5, HHIEU) No 9102014 K
UMES(EU) 2018/1972 ZELEL, MFONT, F8EU) 2016/1148 ZFE LR 2R s i OERFHR0 2022 4F
12 H 14 HOFES(EU) 2022/2555 (NIS2 547 (ZOBEHRD 80 HEMH).
Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for
a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive
(EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (see page 80 of this Official Journal).
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sufficiently in Directive (EU) 2022/2555, the matters covered by that Directive should be excluded from
the scope of this Directive, without prejudice to the particular regime for entities in the digital
infrastructure sector.

RRMEL S OFBPIBIDEEAT D AIEN, MAETIRITS L, MRV TE RO ) Afrok 3
DIZODIEA T DT L% RO TIY, 730, UL, ZOFRTITED HRIGFH5E D78
LB BIETH L EPERIENZ L > THGESIV TN D L& T, EEKROMENOAHZ R T 57290,
ZORRFITED DEBESIEA L TR, EDII70G5E, £ DI7RMRINESOIET
ZOBESIEN SN D& Th D, ZOFRTOBESIENEHS RN EXIE, ZORSAIC
TEDLRTE M O TIC B D S H L TaRb720,

Where provisions of sector-specific Union legal acts require critical entities to take measures to enhance
their resilience, and where those requirements are recognised by Member States as at least equivalent to
the corresponding obligations laid down in this Directive, the relevant provisions of this Directive should
not apply, so as to avoid duplication and unnecessary burden. In that case, the relevant provisions of such
Union legal acts should apply. Where the relevant provisions of this Directive do not apply, the provisions
on supervision and enforcement laid down in this Directive should not apply either.

ZOESIE, 1TB O BHEO IS 1T HHERIE R OV OBEBHIDREICRL, £, EFEL
LRRE N ONER % S FARERKE X OV OSBRI C XL, F203, 2SN VZED EZH
REZTHRES 573D D ORERIE K OV ORSBEIORERRIZ L, E0blT, A3k, tH+05E
MR ONEERRFOMERAZBI T DHEFRIZRIL, 528% 5.2 72\, ZOFRS OGO T
BB CHDIETAROBRING, MrAEEAROTEENS, LU T, EF e, NSO,
B8, F720%, LTI TAOHEE, IR OFFEEZED, 1B TO BV T TN
ETIRCHL CHEASNARETHD, 72721, TOIEE Y55 B B H72 1 D1 T
BRI CHAETING, ZOHRSOBEMAFPHNICH 5 & THD, ZOFESD BIIDOT-HIZ,
HIDREHER DB DIEEMIE, I TO I HIEEE 2 TL WD R AIWE T, £
D2, GEZARHUZ I~ TIE, ZOFRAOiE AFEF ORISR, ERRHEICIE-> T =
[E|L LRI CRRES IV WD TBUERI ChHAIE M, ZOfRBOmEARHE bR sD, Z0
FERIE, HERED S —ENZ 31T DAMI DS K O RO I L S A2

This Directive does not affect the competence of Member States and their authorities in terms of
administrative autonomy or their responsibility for safeguarding national security and defence or their
power to safeguard other essential State functions, in particular concerning public security, territorial
integrity and the maintenance of law and order. The exclusion of public administration entities from the
scope of this Directive should apply to entities whose activities are predominantly carried out in the areas
of national security, public security, defence or law enforcement, including the investigation, detection
and prosecution of criminal offences. However, public administration entities whose activities are only
marginally related to those areas should fall within the scope of this Directive. For the purposes of this
Directive, entities with regulatory competences are not considered to be carrying out activities in the area

225



(12)

(13)

e TERMEE 8 & 45 (20234412 H)

of law enforcement and are therefore not excluded on that ground from the scope of this Directive. Public
administration entities that are jointly established with a third country in accordance with an international
agreement are excluded from the scope of this Directive. This Directive does not apply to Member States’
diplomatic and consular missions in third countries.

—TEDMIELEMD, [Eae e/, Ao, EROS 8, Fr2i3, JIIHMTRAOMA, R
M OSRBEGED, ETO IR W TEIZZITL, £, FHZNOOSEHI BN TE
o T A TBUEEBI CHOIE TR T T —E 2R I 5, EZLeRE K ONER 2T
DAERKEDREICIRO L, MR EADMEI S DY — U A E 3 R L S B T8
DI, FEUT, Egseefii, 2oz, EDsE, Foid, M TAORAE, Bk
ORBEZ 0, I TO /3B LT 2L 13, MkENT, MRV, Zofaaic
TED DML TARD FFED BB EIT—FIE SR ZEARIE TELNETH D, LD
Y B RFATEFID YL B AN BT D72 O ME TR, 2O RO
([ZHDNETHD, VL DIEIERD, TOREHEBIRT D2 LN T ORIEID[EZ L efrbEs
WOMZADRRRE T JE T DI 72 E AT 02 LR TIIeb/au, BT HRO R
(Z BT DM A OME S IENE R OB RE EANEY] ThHd,

Certain critical entities carry out activities in the areas of national security, public security, defence or law
enforcement, including the investigation, detection and prosecution of criminal offences, or provide
services exclusively to public administration entities that carry out activities predominantly in those areas.
In light of the Member States’ responsibility for safeguarding national security and defence, Member
States should be able to decide that the obligations on critical entities laid down in this Directive do not
apply, in whole or in part, to those critical entities if the services they provide or the activities they perform
are predominantly related to the areas of national security, public security, defence or law enforcement,
including the investigation, detection and prosecution of criminal offences. Critical entities whose
services or activities are only marginally related to those areas should fall within the scope of this Directive.
No Member State should be required to supply information the disclosure of which would be contrary to
the essential interests of its national security. Union or national rules for the protection of classified
information and non-disclosure agreements are of relevance.

(5L BRI R TRE RO G R O EOFMERAfEBRICIS/2 720, B 1774
(3, IS, 70, HHSIVDEEREHE M ORHRRAFRE N L TRRIDIEEAL- T, 77%
ASh, ASESH, LT, Bl o ~&EThD,

In order not to jeopardise national security or the security and commercial interests of critical entities,
sensitive information should be accessed, exchanged and handled prudently and with particular attention
to the transmission channels and storage capacities used.

WREFRDEWE I N AT T eS0T 7 a—F kT Do WO BLED G, BAEREIL, &
JRIEARDIBHE S 2L T80 ORI (T3S 1) 230 T o~ E T D, HllKI S, Bl o0 AR
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FOSBESNDEOR FOEE EHHRETHD, —EMER OBERMEOFRRIZEBT, Tk
&I, A0S ATREZRBRY, BEAT0D [EIPNEEIE & ORI s, & Hili 7= 1 3o SC A Skl L
T, BHFED HATTHZARE A2 BT DT DITREESNDRETH D, A7 o —F %
BT D720, HERIENY, M RIEDRIE, YA~ X 2T EDURY, YA/ —Toy
B O AISR—I2 AT B, WG, I AN—72URT B O 2T L NEBET 51
HASHDIFRI TN T, ZLC, BB OREOHI TOMRR I T, ZOFRD Fdh HHkE
HEMRD DI FR(EU) 2022/2555 O R DIHEHENRD i DEEEE DD TR ST
DB A TED DL E MR _ETHD, YeltblE O BIEA T T DB, #kEL, M8
EERTRT ATV R R D& A U BRI ANDL RETHD,

With a view to ensuring a comprehensive approach to the resilience of critical entities, each Member State
should have in place a strategy for enhancing the resilience of critical entities (the ‘strategy’). The strategy
should set out the strategic objectives and policy measures to be implemented. In the interests of
coherence and efficiency, the strategy should be designed to seamlessly integrate existing policies,
building, wherever possible, upon relevant existing national and sectoral strategies, plans or similar
documents. In order to achieve a comprehensive approach, Member States should ensure that their
strategies provide for a policy framework for enhanced coordination between the competent authorities
under this Directive and the competent authorities under Directive (EU) 2022/2555 in the context of
information sharing on cybersecurity risks, cyber threats and cyber incidents and non-cyber risks, threats
and incidents and in the context of the exercise of supervisory tasks. When putting in place their strategies,
Member States should take due account of the hybrid nature of threats to critical entities.

LD, ERL~SUZBITDRIEEEROEE NI T 72 BER Eo 7 7 v —FIZB8T5Z0
B D M AN EZ ESDSTHI CE DI T D720, MAREIY, BINEERITHL, X
FLAEREI DOHRIE A BAIL, 70, [REIEO SEERNCERDOH LT 7 7 — N il ~ & Th
Do FNDWEZ R X, MIKIT, MBS RS L ClRES S, BONE B, WAE KR
17 N—T DRI INT D _RANT T 7 T A AL ISGBORED 3 5 (A T RS 578D
AHAD FEREE U CHRAET 2720, HERRED SRS IO B B EA VB & Th D,
BTG ERIDT, EEHEED RIS ENLEBNSN RO EE DD 212,
WM ZE B, MZEEFR, HERkE K OWRINE S OB B CGREblRL ~ VO EE Ao
TEOEEWEFL BT REThHD, BEMRE RO L, EE I TAE I TEEH T
ZINDERERSNDRETHY, D2, ZOFFO BRVEMT T 7O OWHEROH LR T
JRAFRETHHIETHD, Ml K ONFRIE O SEEANERD S5 T 77— OB, BR
INFEEEN, WAEEEROEHE N AT 7= 7 7 a—F OREERINFEE SN BRL, 21T,
DR DR O IMIED RO HRIZ 7 4 —R T 52 Eb BT 5 R&ETH D, BINEERIT,

FNSEEHIN RETRETHD,

Member States should communicate their strategies and substantial updates thereto to the Commission,
in particular to enable the Commission to assess the correct application of this Directive as regards policy
approaches to the resilience of critical entities at national level. Where necessary, the strategies could be
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communicated as classified information. The Commission should draw up a summary report of the
strategies communicated by Member States to serve as a basis for exchanges to identify best practices
and issues of common interest in the framework of a Critical Entities Resilience Group. Due to the
sensitive nature of the aggregated information included in the summary report, whether classified or not,
the Commission should manage the summary report with the appropriate level of awareness with respect
for the security of critical entities, Member States and the Union. The summary report and the strategies
should be safeguarded against unlawful or malicious action and should be accessible only to authorised
persons in order to fulfil the objectives of this Directive. The communication of the strategies and
substantial updates thereto should also help the Commission to understand developments in approaches
to the resilience of critical entities and feed into the monitoring of the impact and added value of this
Directive, which the Commission is to review periodically.

VIR ARG 57260 B OWEEERD [ 112 feR D2 L2 B D70 ORERLEDIE
Bh, EET A SSRE 7 RATEEN D 2 THE ) L ich B O B H1E I A THY
A SR—=ADT T AT\ RETHD, DI T T 7 a—F 2 e d D720, 4
FERRIEN T, BEA SN HS A NIZ BT, BRI M F7- 1 X E A Bz oA DV
A%, BT D HIROVAY K ONNBIVRUAT Thh-7C, Fig, BIRKEE, 7O TIv70D
IO N OB AERER B, WA —E AR T BB B2 455 OO, WX
(2, TaYANMT A, JLIRAIE N OSLIR eI E A G 6D, AT Uy R7eEIET 13 LIS
DGO FHI (FERE A G ) 2324 T3 R & Th D, WRRIEVAY -l 2 T 5
B, AERRENT, BN A DMODIE T A2 Lo TEITSNABID %72 ) A7 51l K OSBRI
B L7V AZ 3z IS AND_ETHDY, 5, BIORERRIE R OV = ENOEERI RS
LH0%ED, FEERPDFH AT QDS MW & Th D, FERRIE A7 3R
1%, WIEIEERERRIT 2 BRIDT=D, O, SRl LR [ERE IO BHFOB AT T
MHMEIE BN ARBN T 5 BRIDT- DI HESN D RETh D, ZOFDIE, HERRIE KON
HANCHESE R T HVAEFRITHU COREHEND, 72721, EVDIFVAY A8 T
HERESHERROD D DFEBEN 2 > CAE RS AU BEF R OVERRI DN 2 S0 i 4 72 FERED b M
O %8 RN R BRI Lo TARS - SRR L Okl X, Chsisidlia s XL, 7»
-, M FTREARIEHSCGEIC ES T, [EHENZBI T 2BHFDO M1 DI 74— R 35281285,
= EDRREDT-0IZ, L0 RINES DEAEDOBHEOR ZSDT- OIS UGS,

The actions of Member States to identify and help ensure the resilience of critical entities should follow
a risk-based approach that focuses on the entities most relevant for the performance of vital societal
functions or economic activities. In order to ensure such a targeted approach, each Member State should
carry out, within a harmonised framework, an assessment of the relevant natural and man-made risks,
including those of a cross-sectoral or cross-border nature, that could affect the provision of essential
services, including accidents, natural disasters, public health emergencies such as pandemics and hybrid
threats or other antagonistic threats, including terrorist offences, criminal infiltration and sabotage
(‘Member State risk assessment’). When carrying out Member State risk assessments, Member States
should take into account other general or sector-specific risk assessments carried out pursuant to other
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Union legal acts and should consider the extent to which sectors depend on one another, including on
sectors in other Member States and third countries. The outcome of Member State risk assessments
should be used for the purposes of identifying critical entities and assisting those entities in meeting their
resilience requirements. This Directive applies only to Member States and critical entities that operate
within the Union. Nevertheless, the expertise and knowledge generated by competent authorities, in
particular through risk assessments, and by the Commission, in particular through various forms of
support and cooperation, could be used, where appropriate and in accordance with the applicable legal
instruments, for the benefit of third countries, in particular those in the direct neighbourhood of the Union,
by feeding into existing cooperation on resilience.

BT D COIEFRDN, ZORSOEE IO BLHIRTHI AR L, 20 IR 58
ZEDOHNET D720, [ENL 1T 5 Y% E RO B E & B Ak E ) Sl U
B CEDINTH LoD, BB A 2SI 7= MHE RO — BB OHRIN TED I

TGS REE ED DI ENEETHD, ZOFRBITED LI T DS, £k
ElX, 1| F3EEO M —E A2 DA, RO, ZOfEIEOHE T HICiET
HEA L7751 K ORA L QDL RA TR T & Th D, BT, MO 1 Fol383
D VB —E ADT= O BT & E a2 OIEEERDZ TUTEY, 2>, Mi% 1 F3 o
P REARMA DO SIS YrLIE RO EEA L 7 Z IS IHES DA IEOFE T BT
SEBTE R L QWD SIS LD RETH D, MIENIZRBWTENLO R SE ST DL
DMFAELIRNEEIE, YiakEN T, xhiid 2P E 72l ZRRM D I Zd D A 3503
T HFRGEEDOIITUIRDIR, b, 2heit, — B OVERIREFEEDOFIREIZIUN T,
FERREDSVEE TR U GRBI U= Ao @ BL, s EN EDHNHRETHD,

In order to ensure that all relevant entities are subject to the resilience requirements of this Directive and
to reduce divergences in that respect, it is important to lay down harmonised rules allowing for a consistent
identification of critical entities across the Union, while also allowing Member States to adequately reflect
the role and importance of those entities at national level. When applying the criteria laid down in this
Directive, each Member State should identify entities that provide one or more essential services and that
operate and have critical infrastructure located on its territory. An entity should be considered to operate
on the territory of a Member State in which it carries out activities necessary for the essential service or
services in question and in which that entity’s critical infrastructure, which is used to provide that service
or those services, is located. Where no entity meets those criteria in a Member State, that Member State
should be under no obligation to identify a critical entity in the corresponding sector or subsector. In the
interests of effectiveness, efficiency, consistency and legal certainty, appropriate rules should be
established as regards notifying entities that they have been identified as critical entities.

HERSENT, FRINZEERITRL, 208850 ARYZ 73 Rk C, MZEIEEARDYAR, BN E
DHENENDOFRIIR ORI, KO, il OIELFMETS 1 F2 i’ﬁﬁiﬁl@%zﬁ#
—E A R SV E R ORL, N, Ehsifsn s, Biazfetid~xT
%, BEAZDIS7ebDOELT, A, ISR TIRITT DL ATRETHLHETH
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D, EDOZEIL, TOEW)S, HPRIGEIREC, TS, S, BEMmEC, F203, hoF
SO LSS D L, 2L T, RSN A IRIEOIRIZ BT 2 e 2050 LBk 5,

Member States should submit to the Commission, in a manner that fulfils the objectives of this Directive,
a list of essential services, the number of critical entities identified for each of the sectors and subsectors
set out in the Annex and for the essential service or services that each entity provides and, if applied,
thresholds. It should be possible to present thresholds as such or in aggregated form, meaning that the
information can be averaged by geographic area, by year, by sector, by subsector or by other means, and
can include information on the range of the indicators provided.

AT U NZE S TODHENDIRELD D KEZZHET DI D IEUENED HIDH
TThHD, YREHME T, BINES M OPEHEEOFES(EU) 2016/1148%0 2 EFR T HIEHEY—E 2D
EEEZ T DT ORI & T TSNS O O s B TR TR 1T
W72, [FHEDICED DFEUER HHfE L9 & THD, COVID-19 /7 I0 7D X572 KIFET
ek, V7 IAMF =—2 DX 2 VT 12T D OEEMNAZIIL, £, 7 I F=—
CDIRELD, ZEOERFIEATL, EEA B C, B O D BB L DI
HBELDERLNNI U, EHudZ, HEERIENE, BIOHF L ONEIRFE2 S ML A Dizfits
NDME—E A RATT DFEEA HIET DB, AR &N, Y774 F =— 12k 7%
AL & THD,

Criteria should be established to determine the significance of a disruptive effect produced by an incident.
Those criteria should build on the criteria set out in Directive (EU) 2016/1148 of the European Parliament
and of the Council © in order to capitalise on the efforts carried out by Member States to identify operators
of essential services as defined in that Directive and the experience gained in that regard. Major crises,
such as the COVID-19 pandemic, have shown the importance of ensuring the security of the supply chain
and have demonstrated how its disruption can have a negative economic and societal impact across a
large number of sectors and across borders. Therefore, Member States should also consider effects on the
supply chain, to the extent possible, when determining the extent to which other sectors and subsectors
depend on the essential service provided by a critical entity.

KRNI SN OIMED S DIEHARE DA DT OP A 2530 T IR M OB =D
HI(EU) 2019/452" % &0, T PTREZRERINIEETE R ONEIPIAICIE y, H—E X, 85 B ORI

8 FMEA BT TR DRy NI —2 KON AT LOIGED I\~ DT 2 T A DI DOFEIC
BE9- 2RSS M OSBRSS D 2016 47 H 6 HOFRF(EU) 2016/1148 (OTL 194, 19.7.2016, p. 1).
Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 conceming measures for
a high common level of security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).
T BINEENASOINED EHEIE DOFED T DX B0 DN S VB 2019 423 7 19
HOHHAIEU) 2019/452 (0T L 791, 21.3.2019, p. 1).
Regulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019 establishing a
framework for the screening of foreign direct investments into the Union (OJ L 79 1, 21.3.2019, p. 1).
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HADTHERD XFED 7o\ BB 224 THEEA L 75O E/ 2B ARAEL CUWAD T, BiNE
APITHHEEA L 7T DOINENFA L ORSNDIB T BB TRk S o & Th D,

In accordance with applicable Union and national law, including Regulation (EU) 2019/452 of the
European Parliament and of the Council @, which establishes a framework for the screening of foreign
direct investments in the Union, the potential threat posed by foreign ownership of critical infrastructure
within the Union is to be acknowledged because services, the economy and the free movement and safety
of Union citizens depend on the proper functioning of critical infrastructure.

FBB([EU) 20222555 1%, T2 NALT7FHNTIBL, ZOFRSO NV THZEEFARELT
FRBNSIGD I ZRIEFIRITRIL, Ko hT—2 K ONEHRS AT AOBEZ KL ORSY A7
HEPET 57O OO LI e B EoO$EE, SEsEE EORE L O EORE
FTHZE, W, BRIRAL T U N OV ARSIl @i T 52 L RO TD, Fo kT
— 7 KONMER AT AO B Z0 HE I L B2 5 ERES HIFH DT, F55(EU) 2022/2555
1%, R RT—2 B OMEHS AT LA N G55 AT SO ERA iR B N OB B [alE /)
ated — P —RT7 7 a—F T 5,

Directive (EU) 2022/2555 requires entities belonging to the digital infrastructure sector, which might be
identified as critical entities under this Directive, to take appropriate and proportionate technical,
operational and organisational measures to manage the risks posed to the security of network and
information systems and to notify significant incidents and cyber threats. Since threats to the security of
network and information systems can have different origins, Directive (EU) 2022/2555 applies an all-
hazards approach that includes the resilience of network and information systems, as well as the physical
components and environment of those systems.

ZOIZBALTHRS(EU) 2022/2555 (ZED HELEINZOFRBICED DRIT D8 L D7 &b
KV ChHZ LIS, EEK ORI B ElE R FOAHARET 5720, ZORTOH 11 &l
NI, FIVER OVEVIEEIZEDLF5L, T VANA L 7T BT DIEERCHL
TEALTUIRBARN, 12721, TUNAL 7 TERIC B+ DR L > T 2T ERRY
(BT AMIE TR L CIMES N A —E A0 EEMA ZEL, MREI, Z0ERICE
HDHIMERFEL L, ZOFRBIED DTt VT, TU2NA 7T BT Dk %
WAFEERE LU GBI & T D, TORERELT, BRI, HERED A7 31l N OfR 503
[ B ED D SARD BN EHASN D RETHD, MEREIL, UrZSmA, i rTRE 2 MoE
BEE—BMDRHLZ LA S LT, YA AETRIZEL, JV@EW L~ LD [EHE AR
T BT DENEDFIBEBRETIIHERF CEHRETH D,

Given that the requirements laid down in Directive (EU) 2022/2555 in that regard are at least equivalent
to the corresponding obligations laid down in this Directive, the obligations laid down in Article 11 and
Chapters I11, IV and VI of this Directive should not apply to entities belonging to the digital infrastructure
sector in order to avoid duplication and unnecessary administrative burden. However, considering the
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importance of the services provided by entities belonging to the digital infrastructure sector to critical
entities belonging to all other sectors, Member States should identify, based on the criteria and using the
procedure provided for in this Directive, entities belonging to the digital infrastructure sector as critical
entities. Consequently, the strategies, the Member State risk assessments and the support measures set out
in Chapter II of this Directive should apply. Member States should be able to adopt or maintain provisions
of national law to achieve a higher level of resilience for those critical entities, provided that those
provisions are consistent with applicable Union law.

(1) FRMEHG ORI —E RN, SEOIETRIL, SE5EE FOVAY 25D, Uakdmlorhk
FARNEATDETOVAIEEEL, 130, FHERe ek 3 E B R B 235 T
%o DI, BRMFEER K OO HIHIEU) No 648/20128, HIHI(EU) No 575/2013° %
OHHIEU) No 60020142, 3 ONZ, BRMNGES & OSSO 4 201336/EUN K OYES
2014/65/BU 5 &t e, MeAIAWEIHAN T, ARt iE R rTRE e, PiERAY R ICT A2 750
BRI DY A 2800, GRS HAT ICT) DY RS 2 E B R E A ED DERMNES
OHEFEOBIAINEU) 2022/255481 2 8o THIZES LD, TAUDZ., MRREERD[EHE I VEET)

8 OTC 7V AT A7, TR N O 1 BB FERE B BT 2 BRI M OB 2012 427 H 4
HOHHAIEU) No 648/2012 (0J L.201,27.7.2012, p. 1).
Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4 July 2012 on OTC derivatives,
central counterparties and trade repositories (OJ L 201, 27.7.2012, p. 1).
S GASHERIO AT B2 L OYHAIKEU) No 648/2012 A UE S 2 i L ORS00 2013 4F 6
A 26 HOHHIEU) No 5752013 (0J L 176, 27.6.2013, p. 1).
Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential
requirements for credit institutions and amending Regulation (EU) No 648/2012 (OJ L 176, 27.6.2013, p. 1).
10 SRIpEO TN B2 K OMIHIEU) No 648/2012 A UUET DM L OBESD 2014 455 A 15
H O#IHIEU) No 6002014 (OJ L 173, 12.6.2014, p. 84).
Regulation (EU) No 600/2014 of the European Parliament and of the Council of 15 May 2014 on markets in
financial instruments and amending Regulation (EU) No 648/2012 (OJ L 173, 12.6.2014, p. 84).
1 GASHERIDTEEN~DT 72 AWM N G4 M OB R D RN B3, 4875 2002/87/EC %
BIET D, WIS, F5H 200648/EC K UFES 2006/49/EC A BE LT 2Rk M OBES20D 2013 476 H
26 HOFE43 2013/36/EU (OJ L 176,27.6.2013, p. 338).
Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013 on access to the activity of
credit institutions and the prudential supervision of credit institutions and investment firms, amending Directive
2002/87/EC and repealing Directives 2006/48/EC and 2006/49/EC (OJ L 176, 27.6.2013, p. 338).
12 s i A BT 2 ONTHE R 2002/92/EC K OMET 2011/61/EU ZBUE S DRRMNGES S OB
2014 -5 H 15 HO$E4 2014/65/EU (OJ L 173, 12.6.2014, p. 349).
Directive 2014/65/EU of the European Parliament and of the Council of 15 May 2014 on markets in financial
instruments and amending Directive 2002/92/EC and Directive 2011/61/EU (OJ L 173, 12.6.2014, p. 349).
B SRR T 2L SEsEE [ HE B 5, IONS, FHAIEC) No 1060/2009, HEI(EU) No 648/2012,
HIHIEU) No 6002014, HHIEU) No 909/2014 } OHIHIEU) 2016/1011 ZCE 4 2R RS M OBEEED
2022 412 A 14 BOMAEU) 20222554 (COEHD | ESH).
Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 (see page 1 of this Official Journal).
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(RS CONDD T, BN QMR EESE R OBARE T2, ZOfa05H 11 40
NI, BBIVEN OEVIELE, MakiE BRI U AL Qdebiauy,

Union financial services law establishes comprehensive requirements on financial entities to manage all
risks they face, including operational risks, and to ensure business continuity. Such law includes
Regulations (EU) No 648/2012®, (EU) No 5752013 ® and (EU) No 600/2014 1% of the European
Parliament and of the Council and Directives 2013/36/EU !V and 2014/65/EU 12 of the European
Parliament and of the Council. That legal framework is complemented by Regulation (EU) 2022/2554
of the European Parliament and of the Council *, which lays down requirements applicable to financial
entities to manage Information and Communication Technology (ICT) risks, including concerning the
protection of physical ICT infrastructure. Since the resilience of those entities is therefore
comprehensively covered, Article 11 and Chapters III, IV and VI of this Directive should not apply to
those entities in order to avoid duplication and unnecessary administrative burden.

7220, RPN DD IET AN OO T ORI R T DA E TR TRtsn LY
—EADHEINEEZEL, HAET, ZORTEDLEHEL HRELL, ZORFITED DL T
Z2 T, SRl H1E M MIRTETRL LGOI & THD, ZORFLLT, Hidi,

HERKIEI) A7 3l K O ZO$E R 55 I T ZED D SHAROFEDSE S D& Th D, HERlE
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L, JOmO L DIEIE S 1 23 7D DEPNIED A R ET I THERF CEHNETH D,

However, considering the importance of the services provided by entities in the financial sector to critical
entities belonging to all other sectors, Member States should identify, based on the criteria and using the
procedure provided for in this Directive, entities in the financial sector as critical entities. Consequently,
the strategies, the Member State risk assessments and the support measures set out in Chapter II of this
Directive should apply. Member States should be able to adopt or maintain provisions of national law to
achieve a higher level of resilience for those critical entities provided that those provisions are consistent
with applicable Union law.

HERKENT, ZOFRBOBUEDEMOBTE T 2MHHEIRDHLOIEE, LT, TS nERLXT,
COIRTOBEE AT DIEHERO B OEBIARE FIITREL, 7>, LBHHEROS
DFEREDS, ONHMERRE 52 B, 730, B 52 5N DL AR T ~ETHD, EPHIHE
IEOAEEZ RS L, BEAFOERF5SIDFL T ERII LRI A0 B EHRR X OB o 72
0, LT, BEEBET DT80, WERKEIT, EEORBHERD & B HRE £ TRELSD
NETHD, HRRIEDEIRDO R HERD & DREBIZ TR E £ TRRE T DL &1L, HRsMalEI,
BRI DHEEIE N E L OMEIRA ARE C EFEL, 220, LA HEIRD DR 75
NI 1T DL Z AR _EThD, 2 CTOMBHEROH BN L, RIMhESL ~L KR
ERL~ILT, BT DRI S b B & TH D,

Member States should designate or establish authorities competent to supervise the application of and,
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where necessary, enforce the rules of this Directive and ensure that those authorities are adequately
empowered and resourced. In light of the differences in national governance structures, in order to
safeguard existing sectoral arrangements or Union supervisory and regulatory bodies, and in order to
avoid duplication, Member States should be able to designate or establish more than one competent
authority. Where Member States designate or establish more than one competent authority, they should
clearly delineate the respective tasks of the authorities concerned and ensure that they cooperate smoothly
and effectively. All competent authorities should also cooperate more generally with other relevant
authorities, at both Union and national level.

[EBT2 2 D) M ONBEZE BRI T D72, Fie, ZORTDFENIRFLLN TEHIHNTT
D128, FHERIENT, KMBESOFRPIBIOTE TRADEZ T 5873, MANETROIENET S
& BT 2 T ON RN A L~V DE|FiABR 2 /) & B2 RED A AL TR
280 1 DOB—HEER)R (TH—#H SR AR EL, ThSEsya 3, BEsHEROGH O
DT THRIET NE ThD, FHEGTRIL, TN eE X3, SrZHE— @R
WEDREEHERD & HHERAE D], BUORERKIED B R O], MO, MAIETAREHE
NI N—T LORTHAGE LD, 720, IEE T ~ETHD,

In order to facilitate cross-border cooperation and communication and to enable the effective
implementation of this Directive, each Member State should, without prejudice to the requirements of
sector-specific Union legal acts, designate one single point of contact responsible for coordinating issues
related to the resilience of critical entities and cross-border cooperation at Union level (“single point of
contact’), where relevant within a competent authority. Each single point of contact should liaise and
coordinate communication, where relevant, with the competent authorities of its Member State, with the
single points of contact of other Member States and with the Critical Entities Resilience Group.

ZOFESD M DMSHEROHHERALFER (EU) 2022/2555 0 T2 DIEHERRD 3R
I, WEIE BN CEBE 52 5 A3 —tF 2T 4 EDOURY | A/~ B N O A
IN—To AT R, WNT, FEPAR—TRVRY B OA 2T U REDBIRIZI T, i
W, ZOFRBD P DEHERD B DB OFE(EU) 2022/2555 O F I8 DNHSHERD
SO > T LN B E L BREL C, L, 70, e s & ThDH, 20D
BOCEDDEMFEFRSEU) 2022/2555 (ZED DEFDMAE VR BERR CIZESN DL, ZL T,
WIEETRDN, ZOFaa o HEO KL OYER(EU) 2022/2555 O HAEEFER S DI-OITME2 L2 A
A2 HEEE R OB RSN EAERRIE D SR T D E N EE Th D,

The competent authorities under this Directive and the competent authorities under Directive (EU)
2022/2555 should cooperate and exchange information in relation to cybersecurity risks, cyber threats
and cyber incidents and non-cyber risks, threats and incidents affecting critical entities as well as in
relation to relevant measures taken by competent authorities under this Directive and competent
authorities under Directive (EU) 2022/2555. It is important that Member States ensure that the
requirements provided for in this Directive and in Directive (EU) 2022/2555 are implemented in a
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complementary manner and that critical entities are not subject to an administrative burden beyond that
which is necessary to achieve the objectives of this Directive and that Directive.

HERRIEN T, MR%ZATE RO RIE /28 b DR, ZOFRFITED DHRIEID 2852 8L,
ZDEITRMTa MR T N EVINETIRE SO EOBTEWIT H5287e<, /AMEZEEIT T
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Member States should support critical entities, including those that qualify as small or medium-sized
enterprises, in strengthening their resilience, in compliance with Member State obligations laid down in
this Directive, without prejudice to the critical entities’ own legal responsibility to ensure such compliance
and, in so doing, prevent excessive administrative burden. Member States could, in particular, develop
guidance materials and methodologies, support the organisation of exercises to test the resilience of
critical entities and provide advice and training to the personnel of critical entities. Where necessary and
justified by public interest objectives, Member States could provide financial resources and should
facilitate voluntary information sharing and the exchange of good practices between critical entities,
without prejudice to the application of competition rules laid down in the Treaty on the Functioning of
the European Union (TFEU).

TERIENZ o CRHBIIS IV RIE SRR D[BHE S5 JER T HZEEANEL, H0, Mak A A E
RO DEEEEE O BHAHRT 5720, BRSHEROH MBI, Thsieb &, =
DFEBN—EMOH DI TSN Z AT 2 BRIDT=HIZ, FEICE R ~&
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BOBHHVEETRCEL, Fl—0D27 N —7"E- 3mSR g AR D& 0 8
ERICBAL, F20%, 1 SORERIED GBS, 730, BIORERREN L Fi I8 oSk E
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With the aim of enhancing the resilience of critical entities identified by Member States and in order to
reduce the administrative burden on those critical entities, the competent authorities should consult one
another, whenever appropriate, for the purpose of ensuring that this Directive is applied in a consistent
manner. Those consultations should be entered into at the request of any interested competent authority
and should focus on ensuring a convergent approach regarding interlinked critical entities that use critical
infrastructure which is physically connected between two or more Member States, that belong to the same
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groups or corporate structures, or that have been identified in one Member State and that provide essential
services to or in other Member States.

RME AL FEI I XEPNIED SRR, MAREEMHICHL, ZOFS0 BIO =9I BhEd5) 2
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Where provisions of Union or national law require critical entities to assess risks relevant for the purposes
of this Directive and to take measures to ensure their own resilience, those requirements should be
adequately considered for the purpose of supervising the compliance of critical entities with this Directive.

VRTINS EE RIS AL QU BB R X455 R % 45T 4~ & F6550D kG
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PRI OME) 27 DA VA S EL TURENHDHE X TN DTY, 730, UDRDSEIZIWT
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Critical entities should have a comprehensive understanding of the relevant risks to which they are
exposed and a duty to analyse those risks. To that end, they should carry out risk assessments whenever
necessary in view of their particular circumstances and the evolution of those risks and, in any event,
every four years, in order to assess all relevant risks that could disrupt the provision of their essential
services (‘critical entity risk assessment’). Where critical entities have carried out other risk assessments
or drawn up documents pursuant to obligations laid down in other legal acts that are relevant for their
critical entity risk assessment, they should be able to use those assessments and documents to meet the
requirements set out in this Directive concerning critical entity risk assessments. A competent authority
should be able to declare that an existing risk assessment carried out by a critical entity that addresses the
relevant risks and the relevant extent of dependence is compliant, in whole or in part, with the obligations
laid down in this Directive.
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Critical entities should take technical, security and organisational measures that are appropriate and
proportionate to the risks they face so as to prevent, protect against, respond to, resist, mitigate, absorb,
accommodate and recover from an incident. While critical entities should take those measures in
accordance with this Directive, the details and extent of such measures should reflect the different risks
that each critical entity has identified as part of its critical entity risk assessment and the specificities of
such entity in an appropriate and proportionate way. To promote a coherent Union approach, the
Commission should, after consulting the Critical Entities Resilience Group, adopt non-binding guidelines
to further specify those technical, security and organisational measures. Member States should ensure that
each critical entity designate a liaison officer or equivalent as point of contact with the competent
authorities.

FIE R OB B RO FIREI I\ T, MZEETIN, [EHE)EHEO T, £, [BHE
EHJEERL | FTATER O SCEOTT, #BISNT- A0 2B REL, TR OSAE L DIH
N T DL VORI T, MR BB ET DREEA AL, 20, Mk
ZEBNCH T _&ThHD, VAR, Hiff EoHE, P EoofiE L 0% FofEs
BEZGECTRY, 130, ZOAO NIdhHEHE LS EE BEd 2RO TAIC L D 30E%
VERRL CWVAEEIT, BEA BT AT, FOVEETRT, Z0HA0 FicbhaalE ks
ERSHG DB AT DO, YA E L OSCEA M CE L& ThD, EEARET DT
b, BREHEBROBHHHEBANT, Z ORI L DHAT LOHEE, Bh LOHHE L ONR - o4iEs
HPDHNEEDOYIEETIRD FEHIN U DAL > CGEC DB EO [H1HE F10D
BN, O E TRV T, ZORBICED LG EFL CNODEL T, BT
HRETHD,

In the interests of effectiveness and accountability, critical entities should describe the measures they take,
with a level of detail that sufficiently achieves the aims of effectiveness and accountability, having regard
to the risks identified, in a resilience plan or in a document or documents that are equivalent to a resilience
plan, and apply that plan in practice. Where a critical entity has already taken technical, security and
organisational measures and drawn up documents pursuant to other legal acts that are relevant for
resilience-enhancing measures under this Directive, it should be able, in order to avoid duplication, to use
those measures and documents to meet the requirements as regards resilience measures under this
Directive. In order to avoid duplication, a competent authority should be able to declare existing resilience
measures taken by a critical entity that address its obligation to take technical, security and organisational
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measures pursuant to this Directive as compliant, in whole or in part, with the requirements of this
Directive.

(3D FRMEES MK OBEEFEOHFAIEC) No 725/2004% K OHIHIEC) No 300/2008™3F UNZ RS &%
OHEFHEOFES 2005/65/ECSIL, T TAIZ L TET DAL > T U Nl 5720, KO,
DL AT U NOFERITHIL L VNN T DT8O D, M2 K O g sir
DREFRZ SR Gl FTRE R B ED TD, ZOFRED FIZHBWTROLIVHHEEIT, XL
SNBV R O HNAHBD XA T DIENZ BN TREITTHD)S, Mz P o wEE TR,
ZNSDRIE S DRI TAIC L > TR DI E S, Y%V TR e SRR ET -
IXENEBERSCEO RIS RETH D, WAEERT, NGBS L BRSO RES
2008/96/ECYH B EIZ ANDRETH D, [FEDTE, BHFOIERE /-1 Bk X o Hiith 24
FEEE LT, Tl AEDU A Z BN D E7e 5o, RSMONEA R 572012, F
DY AY WX T D728 OIEHHREEROE RN, KO, FIaot- Bl R EMEZ BN
T, WABIEFIROFE R NEHE 2T 281, $REFFICE> AR EERZETH
0, ZOFRITIFE S EHE DO ER S5 DS, MANEENT, ZESUE 2018/C 23203182
FoTRRESI BU BREIRE T 7> N7 +— LD L7, HHRIOD — 27 AN — 50D T T
ESIIZAH )OI NG L O YR T T 0T 4 AD SLEH BT D EMHERS NS,

Regulations (EC) No 725/2004 ¥ and (EC) No 300/2008 ' of the European Parliament and of the
Council and Directive 2005/65/EC of the European Parliament and of the Council ® establish
requirements applicable to entities in the aviation and maritime transport sectors to prevent incidents
caused by unlawful acts and to resist and mitigate the consequences of such incidents. While the measures

W fiin M OIS HEER O BB D PRI B 2R GRS L OB F 2004 42 3 H 31 HOHHIEC) No
725/2004(0J L 129, 29.4.2004, p. 6).
Regulation (EC) No 725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing
ship and port facility security (OJ L 129, 29.4.2004, p. 6).
5 RAZED R0 A EH BT DHAROHIEIZ R 5, KUY, HAIEC) No 23202002 ZBFE 19 2R
MO0 2008 43 H 11 HOBHIEC) No 3002008 (OJ L 97, 9.4.2008, p. 72).
Regulation (EC) No 300/2008 of the European Parliament and of the Council of 11 March 2008 on common rules
in the field of civil aviation security and repealing Regulation (EC) No 2320/2002 (OJ L 97, 9.4.2008, p. 72).
16 PRI BSHEDOHERI B BRRMNGEE L OBE S0 2005 4F 10 H 26 HOOFET 2005/65/EC (OJ L 310,
25.11.2005, p. 28).
Directive 2005/65/EC of the European Parliament and of the Council of 26 October 2005 on enhancing port
security (OJ L 310, 25.11.2005, p. 28).
Y SEREA L 7 T O EOE BN BT A RRNEER S OB 2008 4F- 11 H 19 HOFE4 2008/96/EC (OJ
L 319,29.11.2008, p. 59).
Directive 2008/96/EC of the European Parliament and of the Council of 19 November 2008 on road infrastructure
safety management (OJ L 319, 29.11.2008, p. 59).
B BU $hERENRET T N7 4 —LERET 5 2018 4E 6 H 29 HOZEESIIE 2018/C 232/03 (OJ C 232,
3.7.2018, p. 10).
Commission Decision of 29 June 2018 setting up the EU Rail Passenger Security Platform 2018/C 232/03 (OJ C
232,3.7.2018, p. 10).
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required under this Directive are broader in terms of risks addressed and types of measures to be taken,
critical entities in those sectors should reflect in their resilience plan or equivalent documents the measures
taken pursuant to those other Union legal acts. Critical entities are also to take into consideration Directive
2008/96/EC of the European Parliament and of the Council ', which introduces a network-wide road
assessment to map the risk of accidents and a targeted road safety inspection to identify hazardous
conditions, defects and problems that increase the risk of accidents and injuries, based on site visits of
existing roads or sections of roads. Ensuring the protection and resilience of critical entities is of the utmost
importance for the railway sector and, when implementing resilience measures under this Directive,
critical entities are encouraged to refer to non-binding guidelines and good practices documents
developed under sectorial workstreams, such as the EU Rail Passenger Security Platform set up by
Commission Decision 2018/C 232/03 19,

(32) WIRIETEARDIERAE FITMIAETAROFEEEED, WAAETROMRBENICIS W TIIEL,
PELAECSEDOIZ, BIzIE, HREDOFEDT 7B AOMERIERHI DV A/, A md T
WDUAZ T, PR, HEREIT, BIEITARIL ST HNDZMHTINNT, 730, HEREY 2
Il BRI A BT, £OVFHETFARORFEDEERNHLEITHL, MAETA
IR RO 2 BEE AR T D LS FBO DNDT O DS D H_ETH D, BEY
JEi73, BERYRIRIANC C O IO EEEEA AL, EPER OENTRIAE- T, NS,
TENT —2 DB B DRMNE A EZ 2, BIES 2 AR/ R ATE > Tli%
HIFE S AU 52 LIRS N NE T D, HTTHEDRGE/2 > TODED RS
T 5728, FERREDS, W ATRE VARG, S AR —, EEGRBI— R E-13 7 P2 D)
AL DH REHED L7, F—MOFEHE SR T 52 EHNEET TH D,

The risk of employees of critical entities or their contractors misusing, for instance, their access rights
within the critical entity’s organisation to harm and cause damage is of increasing concern. Member States
should therefore specify the conditions under which critical entities are permitted, in duly reasoned cases
and taking into account Member State risk assessments, to submit requests for background checks on
persons falling within specific categories of its personnel. It should be ensured that the relevant authorities
assess such requests within a reasonable timeframe and process them in accordance with national law
and procedures and relevant and applicable Union law, including on the protection of personal data. In
order to corroborate the identity of a person who is the subject of a background check, it is appropriate for
Member States to require proof of identity, such as a passport, a national identity card or a digital form of
identification, in accordance with applicable law.

BIFAEY, BRI DE OIIRRO A G D RETH D, #RIET, thomgRkEIZI-
THRA SV OOV DILTERLE D OIEHE A T35 BRIDO T2, BRFHESHSAARIE 2009/315/
JHABIZ DD FFUREN, O, FABELEL A5 iTRE R L &1, FRINaES K O E0

19 MERKIEIRI 2381 DA0IREERD OIS AU B RO ASHADAERR b ORI BE% 2009 472 H 26 HD
PREAHSEHAIE 2009/315/THA (OJ L 93, 7.4.2009, p. 23).

239



e TERMEE 8 & 45 (20234412 H)

FHRIEU) 2019/81621ZED HTHUME Y, FRINILIEREEREHL AT LA _RETHD,
FHARTE 2009/315/HA D513 555 1 T OHIHIEU) 2019/816 D 3 5855 5 FAT RS HY
JaE, FEAARiE 2009/315/JHA D5 8 45575 1 TENCE>CERERSZHLT- B D 10 355 B LN
\Z, DI HE RO DI DIE AR5, FERENT, 0SB D5 A]
HEZR &1, BROMNGES K OBEEO SIHIEU) 2018/186224 k> CrRESIVZ 3 s =
AEH AT SIS 1), EREREIOER, KO, ZNHLSND, ZORELEBIRL TEDONVIEE
BE( /A SN i e | B 1 VAU NI 0 TH ORI N a Wy AV ) ot l e | NS IV Y- O NI/ D
DIFHFIH ATREZ R BB 2 IE A S RIS,

Background checks should include a check of the criminal records of the person concemned. Member
States should use the European Criminal Records Information System in accordance with the procedures
set out in Council Framework Decision 2009/315/JHA ) and, where relevant and applicable, Regulation
(EU)2019/816 of the European Parliament and of the Council ® for the purpose of obtaining information
from criminal records held by other Member States. Member States might also, where relevant and
applicable, draw on the Second Generation Schengen Information System (SIS II) established by
Regulation (EU) 2018/1862 of the European Parliament and of the Council ®Y, intelligence and any other
objective information available that might be necessary to determine the suitability of the person
concerned to work in the position in relation to which the critical entity has requested a background check.

(33) TREHSHERROD & AKRE G DTN AL 2 T L MR TE DT, Z LT, AR
PoA 2 T DR, WHE, FIR M OHVRLRERO eVl b 70, —EDA
T DD T O DA DEEES N D RE TH D, MAETIRT, TREHERDOH ORI
L, RNEGVREH7RS, M —E 2O TG L CHEARRA A ESE DAV T U, &
72X, ERIRIREABASE D FTREIED &AL LT o Ml & Thd, HFEE 20

Council Framework Decision 2009/315/JHA of 26 February 2009 on the organisation and content of the exchange
of information extracted from the criminal record between Member States (OJ L 93, 7.4.2009, p. 23).
D FERINUSERCERFE AT LEATE S 2720, 5= EOEERN OBEEREOH B 2 E A ORTE:
TEROFBNOT= D DHEHUES I AT A (ECRIS-TCN) A% B L, HHIEU) 2018/1726 Z-iE 280
DROPEEEZ00 2019 424 H 17 HOHIAIEU) 2019/816 (OJ L 135, 22.5.2019, p. 1).
Regulation (EU) 2019/816 of the European Parliament and of the Council of 17 April 2019 establishing a
centralised system for the identification of Member States holding conviction information on third-country
nationals and stateless persons (ECRIS-TCN) to supplement the European Criminal Records Information System
and amending Regulation (EU) 2018/1726 (OJ L 135, 22.5.2019, p. 1).
2 D) ) OIS EOIES EOB DRI o3 =2 A AT 2 (SIS) DRk, KOt
FIFNCRET %, BEERAIE 2007/533/JHA ZL0EKOBEIEL, BMGEES M OFEFEEOBAIEC) No 1986/
2006 KOZEERIE 2010261/EU ZBE T RN M OEFRO 2018 4 11 J1 28 HOMHIED)
2018/1862 (OJ L 312, 7.12.2018, p. 56).
Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November 2018 on the
establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council Decision 2007/533/JHA, and repealing
Regulation (EC) No 1986/2006 of the European Parliament and of the Council and Commission Decision
2010/261/EU (OJ L312,7.12.2018, p. 56).

240



(34)

(35)

e TERMEE 8 & 45 (20234412 H)

IDNTT DZENAAIRE R B RE, WL, AT U NZR AN THIEE ED 24 IKf
MLANIZ, EefIDiEEE TR & TH D, O IEEIE, BASHEIRDO OB T D
AT VNIRRT, 130, BLBLETHIUR, T OVEETRD B E RO HZ LN TED
T2\ B L TR e E¥D H_E T D, TDXHRNEENL, TS AR &I, £
DAV T U MNOHEESND IR A 7R _ETHD, HERRENY, Sisw)Dmave it 4~ &3
TN, ZFDOWIEETIRDBAESNAREA LT L MOBER & B AR & RA D2
EMTRNZ LB RS RETHD, PO, T REXT, FDOA VT UMb
<&EH 1 MHLNIG, SRS L > THEEIGSN D RETHD, bl E L, HfDid
FEASEL, D30, FDAL T o "D I 552 AR R&ETh D,

A mechanism for the notification of certain incidents should be established to allow the competent
authorities to respond to incidents rapidly and adequately and to have a comprehensive overview of the
impact, nature, cause and possible consequences of incidents with which the critical entities deal. Critical
entities should notify, without undue delay, the competent authorities of incidents that significantly disrupt
or have the potential to significantly disrupt the provision of essential services. Unless operationally
unable to do so, critical entities should submit an initial notification no later than 24 hours after becoming
aware of an incident. The initial notification should only include the information strictly necessary to
make the competent authority aware of the incident and allow the critical entity to seek assistance, if
required. Such a notification should indicate, where possible, the presumed cause of the incident. Member
States should ensure that the requirement to submit that initial notification does not divert the critical
entity’s resources from activities related to incident handling, which should be prioritised. The initial
notification should be followed, where relevant, by a detailed report no later than one month after the
incident. The detailed report should complement the initial notification and provide a more complete
overview of the incident.

HEAE L, FARNZIE, TEBREV D 0 AD EEE T _EThD, 72721, FrEDHAETE
DT ELRT DI LD THOIRID, 7B HELATD, MRRIENL, TG RLET,
WA UGl F AT e/ 2B it D FEE K MR ) OO E L BERE DR NODH R E L Y
FEIBRA 2 BRI ON HA AR FIAAELE T ~ETHD,

Standardisation should remain primarily a market-driven process. However, there might still be situations
in which it is appropriate to require compliance with specific standards. Member States should, where
useful, encourage the use of European and international standards and technical specifications relevant to
the security and resilience measures applicable to critical entities.

WZAIEENT, YEBIH AR SN DI T —E AR il A 7 T D1y N — 2D
—HELTEREEL, 720, LIZUTE, BEOWKEIZIW T —E A9 2573, &
OIDYAEFINT, 6 LU EORIEITHUEZIE 6 LA EDORAIEIN CURAlAET AW,
A —EREARML TODTLEND, FRINES KO DN > TRRZEHETHY, Fiz,

ZIPZUZ, FRMIEE L~V DRHIND SRR SR ATD, TIUD R, ZDIIZERIND RN E
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LWL TR LRk B D UED BT BN ~E THD, RIBUEIE, Zofs
TIED DR M OB TIZ B DRUER LT 720,

While critical entities generally operate as part of an increasingly interconnected network of service
provision and infrastructure and often provide essential services in more than one Member State, some
of those critical entities are of particular significance for the Union and its internal market because they
provide essential services to or in six or more Member States and, therefore, could benefit from specific
support at Union level. Rules on advisory missions in respect of such critical entities of particular
European significance should therefore be established. Those rules are without prejudice to the rules on
supervision and enforcement set out in this Directive.

(36) BRINEESHOBME AU EREE 132 O EI LS L IXZ R RIEN T/ a8 —
EANREEND 1 B ULITHERORERE) SOBRA AU EEEITIGE T, ZOHSITEE3<
WBIEFEROFHN TG T 25 L OGBS TED720, F20E, BRMNORERIII e
WIRE NI D Y3V BE RO 550D 18 o il CE DT DN BN R TE RS B b X
1%, RN ORI BB BB AT U GRBIU A RREN T, BYNERESITHL,
ZORBIZED D EDERESRMT REThD, TORRINDRFRINZ EE 2 B E T A% W2
EFRELUGEBIUTABRRED [RIEE AT, BINEERIL, YA ERC > TR b - HE
B R 2720 OFERIERE B X155 RETH D, TDIH72FEHIDATE )N EIEI 3 TSN D
ZEERERT DT, LU, FETISBADRRR K O T8), O _REFERHGOTESED, IO,
BRI ARRINORFRIN BB AL RO FFEICBAL, e EDEDHNLRETHD,
AR, AR T A TSN O IEAIE S O BRI DL RN, ZOFRAIED HHL
TE WS _EVEME T 52 L72K, BlZIE, B DR /213 SCEA~D T 78 25455
T DT SIADEFEMSHCBL , O, 15 EORGFICRAL, ezt Rl E oiEAOR/M E Bl
TEVZARL TITE T R&ETh D, ZD L7255 MIEEA 3L CRO DIVD RO BEFAERR L, Z4
DAEE R LT, B M O FSOE No 1313/2013/EUR o CRRIBS U= B Aot
AL A CESRESNSD,

On a reasoned request from the Commission or from one or more Member States to or in which the
essential service is provided, where additional information is necessary to be able to advise a critical entity
in meeting its obligations under this Directive or to assess the compliance of a critical entity of particular
European significance with those obligations, the Member State that has identified a critical entity of
particular European significance as a critical entity should provide the Commission with certain
information as set out in this Directive. In agreement with the Member State that has identified the critical
entity of particular European significance as a critical entity, the Commission should be able to organise

2 BRIME SO TTEPRGED A 2RSS DR M OBEFR0 2013 4212 7 17 ADIRTE No 1313/2013/
EU (OJ L347,20.12.2013, p. 924).
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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an advisory mission to assess the measures put in place by that entity. In order to ensure that such advisory
missions are carried out properly, complementary rules should be established, in particular on the
organisation and conduct of the advisory missions, the follow-up actions to be taken and the obligations
for the critical entities of particular European significance concerned. The advisory mission should,
without prejudice to the need for the Member State in which the advisory mission is conducted and the
critical entity concerned to comply with the rules laid down in this Directive, be conducted subject to the
detailed rules of the law of that Member State, for instance on the precise conditions to be fulfilled in order
to obtain access to relevant premises or documents and on judicial redress. Specific expertise required for
such advisory missions could, where relevant, be requested through the Emergency Response
Coordination Centre established by Decision No 1313/2013/EU of the European Parliament and of the
Council .

MM ZEBESE ST 5720, Z LT, MRIEROW /1, KO, RANSF7T7 4 2% &, 20D
B EBHET A BT DIERO ARG T DT80, BINEEROFHMZ V—T7LLT,
WIBIEEREHE )7 —T IRERES A RE ThHD, fEREIS, Thsm@blislxit, v
TAIVT T2 At OREE T THIEL DG A E G0, WIEFREHE 17 v —T7NIC
BT D Y55k E DN HETR D & DIEEAD Fadh ST R T O3RN 13752
LERERT DT LB D HRETH D, WAAEFWEHE )7 V—71%, ZOHSOEPNE I
P IBUT B2 0 I DT DI I e FEAARE T 5728, Al RAESC)NZE OIS D%
THBET RETH D, WEEFKRENE /17 V—71%, B4 Ao PR e L
— LD RETHD,

In order to support the Commission and facilitate cooperation among Member States and the exchange
of information, including best practices, on issues relating to this Directive, a Critical Entities Resilience
Group should be established as a Commission expert group. Member States should endeavour to ensure
that the designated representatives of their competent authorities in the Critical Entities Resilience Group
effectively and efficiently cooperate, including by designating representatives who hold security
clearance, where appropriate. The Critical Entities Resilience Group should begin to perform its tasks as
soon as possible, so as to provide additional means for appropriate cooperation during the transposition
period of this Directive. The Critical Entities Resilience Group should interact with other relevant sector-
specific expert working groups.

WBETANENE 7 v —71%, $55(BU) 2022/2555 O FICBWCRRESN-H 17 v —T7L
DT, WEIETRDOY A/ N—72[E0E T R OIS A /N —72[EHE N B3 D ehr e ikl
KA DHECHBUEIG, T _ETHD, MINEERENES 17V —7 K ONE(EU) 2022/2555
D FIZBWCGRESN- 17 NV —T71%, ZORSD FIZbATEHERDHOMERELFE S (EU)
2022/2555 O R DIaSHERRD o AR DD Wi 17aARAES 27280, KUY, £Vl D
7 N—"7 LBHET LEEEIZBEAL, IEHOD A BT DI D EFID G AEF & Th
2o
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The Critical Entities Resilience Group should cooperate with the Cooperation Group established under
Directive (EU) 2022/2555 with a view to supporting a comprehensive framework for cyber and non-
cyber resilience of critical entities. The Critical Entities Resilience Group and the Cooperation Group
established under Directive (EU) 2022/2555 should engage in a regular dialogue to promote cooperation
between the competent authorities under this Directive and the competent authorities under Directive
(EU) 2022/2555 and to facilitate the exchange of information, in particular on topics of relevance to both

groups.

OO HWE T 57280, 730, ZOFRBICED HIERE L VAL RN NDFS
DTS 5780 ORERRIE L VB ERDOIER O BEE T 5287, BINEE AT,

TN THD LN BE LAV T 2L X%, BRSHEIROH MBI VAR TN E N
DI DOTIHERD DR WAL TR NN FE RO T DT EEAANEL T, ik
HETRD S DR K QWL B SR & ThD, ZOHEBIIIHESEHBDOILE BT
AR E M ORI R ORI DL X1, RINEE S, TRE No 1313/2013/EU
(& TRIES I RINE S O TH RAFED HFAA L SHRER N — LD L 57e, BEFORE
RO —)L, WONS, EEA L T HFED T DB 7 7L ARy N — 7 % FifE 4 ~_&
ThHD, AT, BRINEEST, BARECL, BN R OB OHAEU) 2021/114983(2
T TEITHNTIRNIRZE LS, BRONGES M OB O HHIEU) 2021/69524 2 &> TERITHI
7= Horizon Europe, %7213, ZHHLISND, WZEIEFIARDIERE S 1L BIET DIEEEOHIZHD
BIRDIH72, BRI EL -~V TR FTRE R IR BEL, IR & ThD,

In order to achieve the objectives of this Directive and without prejudice to the legal responsibility of
Member States and critical entities to ensure compliance with their respective obligations laid down
therein, the Commission should, where it considers it appropriate, support competent authorities and
critical entities with the aim of facilitating their compliance with their respective obligations. When
providing support to Member States and critical entities in the implementation of obligations under this
Directive, the Commission should build on existing structures and tools, such as those under the Union
Civil Protection Mechanism, established by Decision No 1313/2013/EU, and the European Reference
Network for Critical Infrastructure Protection. In addition, it should inform Member States about

B RNIR IR BT DRSSO 2021 457 A 7 HOFFRIEU) 2021/1149 (0T L251, 15.7.2021,
. 94).
b Regulation (EU) 2021/1149 of the European Parliament and of the Council of 7 July 2021 establishing the Internal
Security Fund (OJ L 251, 15.7.2021, p. 94).
% Horizon Europe — R AiFFE M O EEHT D 726 DR HAFHEZ BT 2, AL OV R OT- D O[FIFHE
DORIEZETED D, MO, HHIEU) No 1200/2013 & UMEHIIEU) No 1291/2013 ZFE1ET DRRMGEE K OEE
HF20D 2021 -4 H 28 HOFIHI(EU) 2021/695 (OJ L 170, 12.5.2021, p. 1).
Regulation (EU) 2021/695 of the European Parliament and of the Council of 28 April 2021 establishing Horizon

Europe — the Framework Programme for Research and Innovation, laying down its rules for participation and
dissemination, and repealing Regulations (EU) No 1290/2013 and (EU) No 1291/2013 (OJ L 170, 12.5.2021, p.

D).
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resources available at Union level, such as within the Internal Security Fund, established by Regulation
(EU) 2021/1149 of the European Parliament and of the Council ®, Horizon Europe, established by
Regulation (EU) 2021/695 of the European Parliament and of the Council ®, or other instruments
relevant for the resilience of critical entities.

RERRENT, SR E OIFESHERD AR, UikiE RN Z DRSO TED LI TN
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DFEBIIED DMEIE RO FZHD VBRI LD 7l T 288, ZOHS0 T _a%
THSHETROBH ORI, Y55 (EU)2022/2555 O 2 DIEHERRDOSHHREE TR, Zofas
TIZRBWTRZAIE RS L GRSV H RS (BU) 2022/2555 O NZHITHIETAED BRI _:;a
VT, YA HERRO S OBAD BB LU TOMEIRAA T T A2 LA BRE CEHRETH D, =
DYEHD T %éﬂ%ﬂa“ﬁ%ﬁﬂw%éﬁﬁéﬂ&w’é (BU)2022/2555 O FZdDNEHERRD 24558
1%, YL EROT=DIZ, WL, D20, fEHREHT ~EThD,

Member States should ensure that their competent authorities have certain specific powers for the proper
application and enforcement of this Directive in relation to critical entities, where those entities fall under
their jurisdiction as specified in this Directive. Those powers should include, in particular, the power to
conduct inspections and audits, the power to supervise, the power to require critical entities to provide
information and evidence relating to the measures they have taken to comply with their obligations and,
where necessary, the power to issue orders to remedy identified infringements. When issuing such orders,
Member States should not require measures which go beyond what is necessary and proportionate to
ensure the compliance of the critical entity concerned, taking account of; in particular, the seriousness of
the infringement and the economic capacity of the critical entity concerned. More generally, those powers
should be accompanied by appropriate and effective safeguards to be specified in national law in
accordance with the Charter of Fundamental Rights of the European Union. When assessing the
compliance of a critical entity with its obligations as laid down in this Directive, the competent authorities
under this Directive should be able to request the competent authorities under Directive (EU) 2022/2555
to exercise their supervisory and enforcement powers in relation to an entity under that Directive that has
been identified as a critical entity under this Directive. The competent authorities under this Directive and
the competent authorities under Directive (EU) 2022/2555 should cooperate and exchange information
for that purpose.
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FEIIH>—BIEOSHLRERE CZOIERE T 572, TFEU O 290 SRIIHE, M —
EADVANEAER T HZ LI d > T OIS E a2/ T A% BRI DHETRIL, Elelé,ax
xfb@?@éﬂéf\%fz% EDEINES ff%ﬁ}zljx&nﬁﬂﬁ@éﬁméﬁﬁﬁ@t Z, KOy, 2o

BICLDVIEEERETRT 2 HRIOT=012, WSRO H MBI > THIHE A&
< é%o ZOWRAOI=~ 2O DT 7 a—FIZRLL, RIVANIIERRERICTHY, 2>, 1
FRENE, M —E ADOEHCI I DENO R EE BRI AL, [ENL~LTC, £
B —E 2% b5 TRV AN HRELASD, MO ZE SO UEHIEED R, BINZE S,
HIIZL ~LOL D% G, N ARG 24179528, 2L, YUaka S, KRV
SOEIZEET5 2016 454 H 13 H ORI G EEIED HIEAFHIN A TERItISh A 4, §F
\CHERZETHD, VDT, THESNAITA0 U ~D L 2 BNV 515, R
SR OSSN, BREOHAF L FRNC 2 TOSCEERZMEL, 7o, TNHOHMAFIT, H
BN, TSN TAD MR BEORKINEZE R DOHMZE N—T DRE~DT 78R %
H,

In order to apply this Directive in an effective and consistent manner, the power to adopt acts in
accordance with Article 290 TFEU should be delegated to the Commission to supplement this Directive
by drawing up a list of essential services. That list should be used by competent authorities for the purpose
of conducting Member State risk assessments and identifying critical entities pursuant to this Directive.
In light of the minimum harmonisation approach of this Directive, that list is non-exhaustive, and Member
States could complement it with additional essential services at national level in order to take into account
national specificities in the provision of essential services. It is of particular importance that the
Commission carry out appropriate consultations during its preparatory work, including at expert level,
and that those consultations be conducted in accordance with the principles laid down in the
Interinstitutional Agreement of 13 April 2016 on Better Law-Making ®). In particular, to ensure equal
participation in the preparation of delegated acts, the European Parliament and the Council receive all
documents at the same time as Member States’ experts, and their experts systematically have access to
meetings of Commission expert groups dealing with the preparation of delegated acts.

ZORRFOREDT D DRV AT a AR D720, FEHEIRT, BONZRATHL TR
BINHRETHD, LML, WMNGEES K OBEFAOMAIEU) No 182/201158 4t T Tfifis
No&ETH%,

In order to ensure uniform conditions for the implementation of this Directive, implementing powers

% 0JL123,12.5.2016,p. 1.

% BRMNE B0 FEAMERROA THEOMERIENZ LD BRO 72D DA BT 28E M O Al E 6

DR N O 20D 2011 422 A 16 HOHIHI(EU) No 1822011 (OJ L 55,28.2.2011, p. 13).
Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down
the rules and general principles concerning mechanisms for control by the Member States of the Commission's
exercise of implementing powers (OJ L 55, 28.2.2011, p. 13).
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should be conferred on the Commission. Those powers should be exercised in accordance with
Regulation (EU) No 182/2011 of the European Parliament and of the Council ®.

ZOEFO AR, $7abb, HELHRAIBEEE M OREFIEBEIOMERF D 72D IZ D Y —E X
PN 30V T SEDZR B CIRIS N D Z LA R 528, £ LT, £Ddo7th—t
AR DA TARDIEHE )AL RS D80T, FREIC S > T HallEis s s, £
DATZRDFZEDD RN, WINEEL -~ TIY) RGERSTUSDD T, FRINEEE, RMES S
HIDH; 5 ZZTED AT EDJFRNE, HEATRIRTED, [FH 5 RTED D kDI
ZHE, ZOFERIE, THb0 ARV BT DT\ L BTRLZ A TR DT LR,

Since the objectives of this Directive, namely to ensure that services essential for the maintenance of vital
societal functions or economic activities are provided in an unobstructed manner in the internal market
and to enhance the resilience of critical entities providing such services, cannot be sufficiently achieved
by the Member States, but can rather, by reason of the effects of the action, be better achieved at Union
level, the Union may adopt measures, in accordance with the principle of subsidiarity as set out in Article
5 of the Treaty on the European Union. In accordance with the principle of proportionality as set out in
that Article 5, this Directive does not go beyond what is necessary in order to achieve those objectives.

WM T — AR EN L, RN K OERFEOMIRIEU) 2018/17255 D5 42 25485 1 TAICHE
S>TERBEEAEZT, 2021 458 A 11 RICEDE R SEL-,

The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EU) 2018/1725 of the European Parliament and of the Council *” and delivered an opinion on 11 August
2021.

Fiudz, F85 2008/114/EC 1%, FEIESNARETHS,

Directive 2008/114/EC should therefore be repealed,

PLEDEBOTHAD T, ZOWRSEEIRTS:

HAVE ADOPTED THIS DIRECTIVE:

7 RN ORERE, A, F)R M OSBRI LD N T — 2 DAL RS2 B AR AN DR B30

NCEDT —ZDKFED IR EEN BT, IWONZ, FHEIEC) No 452001 M OVRE No 1247/2002/EC %

BEIET DRSS KO0 2018 4F- 10 A 23 HOMHIIEU) 2018/1725 (OJ L 295, 21.11.2018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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FIE RARYSHE
Chapter I General Provisions

815§ MNEEERVERHEHE
Article 1 Subject matter and scope

1. oS

@

(b)

©

@
©)

TFEU 0% 114 SR 25 BB S | LRI DD 1
WA —E 233, BNTSHT IV VT SR B RS A T LA B LA
M &2 BT A ST A RRIEID #555, L0DIT, MR B3, &
O, ML RS NA IS~ DI AT\ OBk S D3k
B R DIEI T OSN35\ Cp st —E R AR B R 2k
F BN DU RO A D ;

LTI B BEE D

() W B A

(i) BOTBETBATE;

(i) MO - B R VRO RN T BB, R OY, 2D
M0 F 2% Sk RO F Bl A BT\ 3 5 R SR 27300
SR B B B

OO 2 B RO DT I8 T 7

A RO — b AR R 7=, T OR, NSO BB ) LS 77

WU BN L~ LD 28T BT DR 5,

This Directive:

@)

(b)

©

©)
©)

lays down obligations on Member States to take specific measures aimed at ensuring that services

which are essential for the maintenance of vital societal functions or economic activities within the

scope of Article 114 TFEU are provided in an unobstructed manner in the internal market, in
particular obligations to identify critical entities and to support critical entities in meeting the
obligations imposed on them;

lays down obligations for critical entities aimed at enhancing their resilience and ability to provide

services as referred to in point (a) in the internal market;

establishes rules:

(i)  onthe supervision of critical entities;

(i) on enforcement;

(iii)  for the identification of critical entities of particular European significance and on advisory
missions to assess the measures that such entities have put in place to meet their obligations
under Chapter I1I;

establishes common procedures for cooperation and reporting on the application of this Directive;

lays down measures with a view to achieving a high level of resilience of critical entities in order to
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ensure the provision of essential services within the Union and to improve the functioning of the
internal market.

ZOFRBIE, ZOFRBOH 8 SREIT A7, FRA(EU) 2022/2555 (e HESNAFIAIZ KL T
WAL I, E{ﬁzﬁi@%@ﬂﬁﬁ%&&%@\»«12%;)7&@!5'3@%% WZHESL,
RERRENS, ZFeR K OFER(EU) 2022/2555 H3iHEES - RERE CIEES A Z S22,

This Directive shall not apply to matters covered by Directive (EU) 2022/2555, without prejudice to
Article 8 of this Directive. In light of the relationship between the physical security and cybersecurity of
critical entities, Member States shall ensure that this Directive and Directive (EU) 2022/2555 are
implemented in a coordinated manner.

MR E A DERFIBIDIEA T A ZED, WIRIEEIITHRIL, MBI EE RO EE ik
Bl O EE#THIL RO TIY, 7o, MUskER, ZOfa%l ’méxm%kwm
EHRETHDZ EDMERRENC Lo TREESIV TN EX T, BBV EO DR KOS TIZ B
T HETAE G, ZOFRHI I ED L ERESTEA L TIZeb7au,

Where provisions of sector-specific Union legal acts require critical entities to take measures to enhance
their resilience and where those requirements are recognised by Member States as at least equivalent to
the corresponding obligations laid down in this Directive, the relevant provisions of this Directive,
including the provisions on supervision and enforcement laid down in Chapter VI, shall not apply.

TFEU D% 346 REWHTHIES, ﬁ%ﬁl@:ﬁﬁ#&%@;iﬁ ERIME S DOHIE F- 1 L[E]
PIEIZLORVE CHDIERIL, ZOHSOiE DT8O LA L TH O AIZIRY, =
OD?EA WZHE, l:x;ﬁdIIé;ﬁé&o“%ﬂuﬂ@%@%%&@F‘a‘ﬁ@&ﬁ&éﬂéo RS NDIERIT

WELAHAD H D T3 80 D LI AU SRES AL D, TE RO MY, HERIE DB
BB DD, YELIEROBEME R QWAL EROFES PG FOFRSA T2,

Without prejudice to Article 346 TFEU, information that is confidential pursuant to Union or national
rules, such as rules on business confidentiality, shall be exchanged with the Commission and other
relevant authorities in accordance with this Directive only where that exchange is necessary for the
application of this Directive. The information exchanged shall be limited to that which is relevant and
proportionate to the purpose of that exchange. The exchange of information shall preserve the
confidentiality of that information and the security and commercial interests of critical entities, while
respecting the security of Member States.

ZOFENE, FOEOMETO TR DI E M OB AR A2 L2800, FERE
DEF 22 ARG ONER 2 S TARE, O, LSOV D [EFSRE i# 5T b D%
DFERREDOMERZE LT 720,
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This Directive is without prejudice to the Member States’ responsibility for safeguarding national security
and defence and their power to safeguard other essential State functions, including ensuring the territorial
integrity of the State and maintaining law and order.

6. ZOfamiE, ERLeRE, Ao, EVIOSE, $3, LI TRHOMAE, Bk OFE
ZED, EHATOLEHN W T SRLETROTE N 2 T DA TBAEES T D15 T T
(3, WHSR Y,

This Directive does not apply to public administration entities that carry out their activities in the areas of
national security, public security, defence or law enforcement, including the investigation, detection and
prosecution of criminal offences.

7. WERENZ, EZRLeE, Adkofrzz, EosE, LKL, T TR, ik OFhE
ZED, EHATOIA I T HIEEE T DRFED ML TR, F2l3, FHASD
% 6 TR TEEER CHOIE LRI TR TH—E A2t DRPED MAHIE LRI, 5
11 ZRIEONT BRI EE, IV E K OV VIER D AT /23— S VRN ZEZ RIETED,

Member States may decide that Article 11 and Chapters III, IV and VI, in whole or in part, do not apply
to specific critical entities which carry out activities in the areas of national security, public security,
defence or law enforcement, including the investigation, detection and prosecution of criminal offences,
or which provide services exclusively to the public administration entities referred to in paragraph 6 of
this Article.

8.  ZOIEBITEDLEHL, TOEROBIRIMERREDIER LR, AItORZETER S
WOMHDHRR T DI 7RG RO B EE - TIZRB720,

The obligations laid down in this Directive shall not entail the supply of information the disclosure of
which would be contrary to the essential interests of Member States’ national security, public security or
defence.

9. ZOfENIE, AT —FORFEICEE T DRINEATE, L0blT, BN K OB EEO A
(EU) 2016/6 797 ONZ /K N K ORS00 FE 4 2002/58/ECRA TR0,

B fEHNT —2 ORI BT 2 BIRADHRGER O DT —F D IHEDIRNEEN IS5, W, F87
95/46/EC % BEIET2MMES M ORS00 2016 424 A 27 HOBIHIEU) 2016/679 (—T —# LRFEHHI)
(OJL119,4.5.2016,p. 1).
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).
2 EEEHMINC BT DENT — I T T A 73— B DR L O 2002 4R
7 A 12 HOFE 2002/58/EC (7 FA /73— KOV BB B9 2455) (OJL201,31.7.2002, p. 37).
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This Directive is without prejudice to Union law on the protection of personal data, in particular
Regulation (EU) 2016/679 of the European Parliament and of the Council ®® and Directive 2002/58/EC

of the European Parliament and of the Council

29

FE2f& T
Article 2 Definitions
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(WY —E R L1E, BRI, RATRE), AR E R ONARO LT I3BREE
DHERFDT DI R RIS —EADZ L2 EIEL ;

(AT L1, AT NI TET DR FI RGO FIREMED Z LA EIRL,, 20089
IRBEFITRIDOREZEZDA L 2T U hDOFRAEDZERMEOMA BT EL THREX
NHRETHY;

(AW S, AT o N B XS5 BhEd DT ER &I, Masst & Oala |
KO HZ8IED, WONT, Y%A s T o ML T T 20— ZAD$D
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[HATREUE | 11, BRSSO OAIEU) No 10252012°05 2 555 | HAER

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and
electronic communications) (OJ L. 201, 31.7.2002, p. 37).
0 FRINDEFIE I Z B9, BRHAIE 89/686/EEC L UMBHERAIRIE 93/15/EEC, BRINGRE M OB DS
T 94/9/EC, F545 94/25/EC, F51 95/16/EC, a1 97/23/EC, 5 98/34/EC, 57 2004/22/EC, H4 2007/23/
EC, 545 2009/23/EC U4 2009/105/EC ZLXIES D, WNZ, BLEFRIRTE 87/95/EEC KOS
UHEEROIRTE No 1673/2006/EC B L3 2N M OB g0 2012 4F 10 A 25 AOBHAI(EU) No
1025/2012 (OJ L 316, 14.11.2012, p. 12).
Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012 on European
standardisation, amending Council Directives 89/686/EEC and 93/15/EEC and Directives 94/9/EC, 94/25/EC,
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T DHAHEIED Z LA EIRL
[HeffrRR 2%, FRIBU) No 10252012 D% 2 555 4 SAZEFR T HEd IR O Z L2 &
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(10) MTEHEBICTHDIETIR LI, EPNIEIRE, BRIEIZBWTED L7 b DLl TGRS

NIEERTHS T, YR, R F XIS 7257, DL FOHEL - TH0

DZEEFNT5:

@ FOIEFERE, YRR BT A MEME AT 5 BRIDOT2DIZZTHITE
0, 230, FEFE EOME FIXPEE EOMWEE DT,

(b) FOEFRE, IEAEELD, 203, IEAEEL OBIOEEEOROVIZ TEIT 2
T2 DO FOBKELD;

(©) FDEFINT, ZOBEEDITIRNIIBNT, EOREFITENLIADNE L -
THIHRS D L~ L O HEES AU TIY, M /- 1 Rk C o e
B EOREICIRL TRY, £, OB O YL, EXEOMBI E-13E
PSR Lo THIFES D R~ L ORI DA ST T o 3655 B,
TEEEFIE IO RESELD;

(d)y ZFOEEMRL, BIRNEZITENTHL, A, ¥, S —ERETEARD ELA
ZOBENBRL, Uik HAR N FTATIEANDMHERNC58% 5.2 DA T EORTEET- I
FHH_EDOWRTEE RS T DMERA S D,

For the purposes of this Directive, the following definitions apply:

(@)

)
©)

4

©)
(©6)

‘critical entity’ means a public or private entity which has been identified by a Member State in
accordance with Article 6 as belonging to one of the categories set out in the third column of the
table in the Annex;

‘resilience’ means a critical entity’s ability to prevent, protect against, respond to, resist, mitigate,
absorb, accommodate and recover from an incident;

‘incident’ means an event which has the potential to significantly disrupt, or that disrupts, the
provision of an essential service, including when it affects the national systems that safeguard the
rule of law;

‘critical infrastructure’ means an asset, a facility, equipment, a network or a system, or a part of an
asset, a facility, equipment, a network or a system, which is necessary for the provision of an
essential service;

‘essential service’ means a service which is crucial for the maintenance of vital societal functions,
economic activities, public health and safety, or the environment;

‘risk’ means the potential for loss or disruption caused by an incident and is to be expressed as a
combination of the magnitude of such loss or disruption and the likelihood of occurrence of the
incident;

95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and 2009/105/EC of the European
Parliament and of the Council and repealing Council decision 87/95/EEC and Decision No 1673/2006/EC of the
European Parliament and of the Council (OJL 316, 14.11.2012, p. 12).
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(7)  ‘risk assessment > means the overall process for determining the nature and extent of a risk by
identifying and analysing potential relevant threats, vulnerabilities and hazards which could lead to
an incident and by evaluating the potential loss or disruption of the provision of an essential service
caused by that incident;

(8) ‘standard’ means a standard as defined in Article 2, point (1), of Regulation (EU) No 1025/2012 of
the European Parliament and of the Council ®”;

(9) “technical specification’ means a technical specification as defined in Article 2, point (4), of
Regulation (EU) No 1025/2012;

(10) ‘public administration entity’ means an entity recognised as such in a Member State in accordance
with national law, not including the judiciary, parliaments or central banks, which complies with
the following criteria:

(@ itis established for the purpose of meeting needs in the general interest and does not have an
industrial or commercial character;

(b) it has legal personality or is entitled by law to act on behalf of another entity with legal
personality;

(¢) it is financed, for the most part, by the State authorities or by other central-level bodies
governed by public law, is subject to management supervision by those authorities or bodies,
or has an administrative, managerial or supervisory board, more than half of whose members
are appointed by the State authorities or by other central-level bodies governed by public law;

(d) it has the power to address to natural or legal persons administrative or regulatory decisions
affecting their rights in the cross-border movement of persons, goods, services or capital.

EIF 3=V LOEAE
Article 3 Minimum harmonisation

ORI, FDI 7R STED RN EATE O AR E DL — B H - LA LT,
FERREIDS, MZETE RO J0 @A~V DI %135 5720 O ENIED SR SR F 721X
HERFT D2 &2 HERL Tden7auy,

This Directive shall not preclude Member States from adopting or maintaining provisions of national law
with a view to achieving a higher level of resilience of critical entities, provided that such provisions are
consistent with Member States’ obligations laid down in Union law.
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FIE WREFHROEENIEET SENAHEH
Chapter II National Frameworks on the Resilience of Critical Entities

B4 F WEEFHOEENIZRET HEHE
Article 4 Strategy on the resilience of critical entities

1

S5 L ATREZR AN CREETT DA ERIRE L TR L B R A - 1%, BHsAkENT,
2026 4 1 7 17 HETIS, SAIETARDERE S 7 2750 O (T ) 25412, B
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DICEEFREEL T, B Lo BEER OBER_EOHEZ ED D,

Following a consultation that is, to the extent practically possible, open to relevant stakeholders, each
Member State shall adopt by 17 January 2026 a strategy for enhancing the resilience of critical entities
(the “strategy’). The strategy shall set out strategic objectives and policy measures, building upon relevant
existing national and sectoral strategies, plans or similar documents, with a view to achieving and
maintaining a high level of resilience on the part of critical entities and covering at least the sectors set out
in the Annex.

KRS L, D7 EH UL PO EHEAE &5
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© 55 KTRTVAZFHIDFORZ G, WIBIETRD B HE 12K T 52D
P DHEOFIR;

)  ZAUE S TUEREERDSHBIS DT T ADFLR;

() —HITBITFHAHRFME, 713172 RERHBIIE O ARRE LA R ONREIOET RS
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() MEEEARLISND, HlEDFEE 2B 535 E 7B L BRI ERRE DU AR,

@ YA —EX2UT 1 EOVRY, B AN O AN—Tp AT R, N, FE
P AIR—=TRURY, BB OA 2T L MBS BIERASHD BIDT=0 0, £ LT, B
DERFEOPETIZ B DAEHRATHAD B 9D D, ZOFEHD I DIRBHERRD & Dk
B (RS HERR D8 DRERE ) SFEA(EU) 2022/2555 O T3 DIBHERROD S D RERIL DD
FHEE DT D DBRKEAA ;

(h)  HORERRED LR U GRRILT-Z2B S8 2003/361/ECY! DORIROEMRIZIITS
IINMEZE R ORISR XD - DFRS O FEIN 3D FIChHFBDIEEERH DL
ZARNELUTBRICERT O ED R,
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Each strategy shall contain at least the following elements:

(@ strategic objectives and priorities for the purposes of enhancing the overall resilience of critical
entities, taking into account cross-border and cross-sectoral dependencies and interdependencies;

(b) a governance framework to achieve the strategic objectives and priorities, including a description
of the roles and responsibilities of the different authorities, critical entities and other parties involved
in the implementation of the strategy;

() adescription of measures necessary to enhance the overall resilience of critical entities, including a
description of the risk assessment referred to in Article 5;

(d) adescription of the process by which critical entities are identified;

(6) a description of the process supporting critical entities in accordance with this Chapter, including
measures to enhance cooperation between the public sector, on the one hand, and the private sector
and public and private entities, on the other hand;

(H alist of the main authorities and relevant stakeholders, other than critical entities, involved in the
implementation of the strategy;

(@) a policy framework for coordination between the competent authorities under this Directive
(‘competent authorities”) and the competent authorities under Directive (EU) 2022/2555 for the
purposes of information sharing on cybersecurity risks, cyber threats and cyber incidents and non-
cyber risks, threats and incidents and the exercise of supervisory tasks;

(h) adescription of measures already in place which aim to facilitate the implementation of obligations
under Chapter I1I of this Directive by small and medium-sized enterprises within the meaning of
the Annex to Commission Recommendation 2003/361/EC Y that the Member State in question
has identified as critical entities.

S5 L FTRE/ RPN C RS D RIEBHRE I L CHl D BRI R - %, AHRIEND,
D7 bl 4 ST, SRAIREORNEE T T T — D,

Following a consultation that is, to the extent practically possible, open to relevant stakeholders, Member
States shall update their strategies at least every four years.

3. MERNIENT, ERMIERRITHL, MRzt El O HaE M ORI O SEE RN HROH LT v 7 T —
ROLRRNG 3 A LIRS, RIS K ONRIIEO SEERI BR DD LT 7 7 — Ml %,

Member States shall communicate their strategies, and substantial updates thereto, to the Commission
within three months of their adoption.

A rafeZE, /IMEZER ONHIBH RO EFIZBTT% 2003 425 H 6 HDOZEESENS 2003/361/EC(OJL
124,20.5.2003, p. 36).
Commission Recommendation 2003/361/EC of 6 May 2003 conceming the definition of micro, small and
medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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ESF WMEERIZLS)RVFHE
Article 5 Risk assessment by Member States

1. BERMNZEEST, 2023 411 A 17 BET, HIHRCED DK OERSFID RIS w81 —E A
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The Commission is empowered to adopt a delegated act, in accordance with Article 23, by 17 November
2023 to supplement this Directive by establishing a non-exhaustive list of essential services in the sectors
and subsectors set out in the Annex. The competent authorities shall use that list of essential services for
the purpose of carrying out a risk assessment (‘Member State risk assessment’) by 17 January 2026,
whenever necessary subsequently, and at least every four years. The competent authorities shall use
Member State risk assessments for the purpose of identifying critical entities in accordance with Article
6 and assisting those critical entities to take measures pursuant to Article 13.

HERLE AR, SRR O £z ilfi%f:@?ié MWEE S OUAZE G, BhETHH
IRDYAY B NNV A7 | il BIRIEE, NEAE EOBRRFRE, NG K O
DFAEU) 2017541 ZED DT OV AM T A% D, AT VR ET 132 LIS Ot
N R

Member State risk assessments shall account for the relevant natural and man-made risks, including those
of a cross-sectoral or cross-border nature, accidents, natural disasters, public health emergencies and
hybrid threats or other antagonistic threats, including terrorist offences as provided for in Directive (EU)
2017/541 of the European Parliament and of the Council ©?.

2. MEREN A7 2 T 900, MERENT, A7eKEb Ll FOFEA BRI ANS:
(@ PR No 13132013/EU O 6 555 1 L > T TSN DAV A 73l
(b) BN K OSSO MAIEU) 2017/1938% K OSHAIEU) 2019/94134, FONT, RS

2 FuYRLEDFINIBIT D, WONT, BRERMSAARIE 2002475/HA ZEEHZ, KO, BERE
2005/671/JHA %2R l;%&@ﬁ%@ 2017 43 H 15 HOFEA(EUR017/541(0IL88,31.3.2017,
. 6).

b ]%irective (EU)2017/541 of'the European Parliament and of the Council of 15 March 2017 on combating terrorism
and replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA (OJ
L 88,31.3.2017, p. 6).

8 ABHROBRERTORTEIZEE S5, KUY, BIHIEU) No 9942010 ZBE1L3 D) Nike M O g0

2017 4-10 A 25 HOHHIEU) 2017/1938 (OJ L 280, 28.10.2017, p. 1).
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KOO RS 2007/60/ECE L OMES 2012/18/EU 240, BEEd~ 2R ME & 0D Ei
BT AD B e TR TEND, O BhETDUAZEH;

© BIOHERIE R O = FENCFHE T DIE RIS ED Dt E P MR T DR B A
THEFEI AV 250, BRI ED et il P AL AT DR AT HREh#HT 27
AFONZ, TR OMRNTIEAZ KT 2 RV AZ 2 &8, SO D AL
fOERFN L CTHHIGLRE,

d) 215 RN TRESND A>T NIEIT O,

In carrying out Member State risk assessments, Member States shall take into account at least the

following:

(@ the general risk assessment carried out pursuant to Article 6(1) of Decision No 1313/2013/EU;

(b) other relevant risk assessments, carried out in accordance with the requirements of the relevant
sector-specific Union legal acts, including Regulations (EU) 2017/1938 ¥ and (EU) 2019/941 ¥
of the Buropean Parliament and of the Council and Directives 2007/60/EC® and 2012/18/EU ¢
of the European Parliament and of the Council;

(c) the relevant risks arising from the extent to which the sectors set out in the Annex depend on one
another, including from the extent to which they depend on entities located within other Member
States and third countries, and the impact that a significant disruption in one sector may have on
other sectors, including any significant risks to citizens and the internal market;

(d) any information on incidents notified in accordance with Article 15.

RIFE(c)D HRYODTZDIZ, HERRIENS, foORERIEIDTAESMERODS DB M OV = [ElD s
%ﬁﬂ@&)é’%@%&, Uin%~<Kp /9%,

For the purposes of the first subparagraph, point (c), Member States shall cooperate with the competent

Regulation (EU) 2017/1938 of the European Parliament and of the Council of 25 October 2017 concerning
measures to safeguard the security of gas supply and repealing Regulation (EU) No 994/2010 (OJ L 280,
28.10.2017,p. 1).
¥ EREMNIT DY AV YEHREIN BT %, MUY, 845 2005/89/EC & eI DRNGER MO0
201946 H 5 HOHIHIEU) 2019/941(0] L 158,14.6.2019,p. 1).
Regulation (EU) 2019/941 of the European Parliament and of the Council of 5 June 2019 on risk-preparedness in
the electricity sector and repealing Directive 2005/89/EC (OJ L 158, 14.6.2019, p. 1).
B BoKRDYARY ORI OVE B Z B3 2R N S OERERZ0 2007 410 H 23 HOFESS 2007/60/EC (OJ
L.288, 6.11.2007, p. 27).
Directive 2007/60/EC of the European Parliament and of the Council of 23 October 2007 on the assessment and
management of flood risks (OJ L 288, 6.11.2007, p. 27).
® fERR S E L B DRGSO fEROE IS5, PRERIRTS 96/82EC ZUUEL, ZORIHEIL
T ORGSO 2012 457 A 4 HO$R4 2012/18/EU (OJ L 197,24.7.2012, p. 1).
Directive 2012/18/EU of the European Parliament and of the Council of 4 July 2012 on the control of major-
accident hazards involving dangerous substances, amending and subsequently repealing Council Directive
96/82/EC (OJL 197,24.7.2012, p. 1).
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authorities of other Member States and the competent authorities of third countries, as appropriate.

3. MERKEND, UREERKEO B @R e LU CRIRAD D LEIT, B 6 SRTHEs TYERE]
D3RR LT BTN IR L, AR A7 A B4 DA ESR 2 A CE 2801235,
HERRIEN S, MZHIETEAN SR TRREESNDIE B, &5 12 SRCIDMRAUE RO A7 5 Hh
ZTTDET, KO, 5 13 RTE DY E EROIRIE TR DT O OR AR5
BT, MRIRIE AR T DT LR D,

Member States shall make the relevant elements of Member State risk assessments available, where
relevant through their single points of contact, to the critical entities that they have identified in accordance
with Article 6. Member States shall ensure that the information provided to critical entities assists them in
carrying out their risk assessments pursuant to Article 12 and in taking measures to ensure their resilience
pursuant to Article 13.

4. RERKENAZEHIO S5 3 72> LIS, HERIENT, MONERERITHL, BIRRICED HE K&
OEIEBPIFES, MRERERKIE A7 R & TSIV RS D Z AT J OY R RIE A3
KR B2 B At 42,

Within three months of carrying out a Member State risk assessment, a Member State shall provide the
Commission with relevant information on the types of risks identified following, and the outcomes of,
that Member State risk assessment, per sector and subsector set out in the Annex.

5. BRONEERL, HERECHHIL T, 55 4 OO B D7D O CHumO R ERENA R
ET %,

The Commission shall, in cooperation with the Member States, develop a voluntary common reporting
template for the purpose of complying with paragraph 4.

56 & WIELTHOEG
Article 6 Identification of critical entities

1. 2026 %7 H 17 HETIZ, SABRKENT, BRI ED DEFT M ORI P S, MR AR50
T5,

By 17 July 2026, each Member State shall identify the critical entities for the sectors and subsectors set
out in the Annex.

2. B HEICIORERRIED WA A IR DE XL, FORERKIEIDRERRE A7 Gl L O O
FREOMIEAZ 82 AT, D>, LFORAED & CThEHT5:
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@ FEDOEFMNZL, | F TR WE—E 2L T D,

(b) FOIEFRL, Yk EDE T B CERER L TRY, 70, YizkErklEOmE T Hioz
DVEERDEEA L 77 INFHEL TS,

© ATTUNL, 1 BLITEED VY —E ADZOIEFERNOOIPHIRIL, F20%, 4
VETN T D VAT —E A KAFL, BRI ED HHFHID HIZH DRI M —E A
DOFPHIKRIL, 567 456 1 TS RESN DA RIRALO 8% L H155,

When a Member State identifies critical entities pursuant to paragraph 1, it shall take into account the

outcomes of its Member State risk assessment and its strategy and shall apply all of the following criteria:

(@ the entity provides one or more essential services;

(b) the entity operates, and its critical infrastructure is located, on the territory of that Member State;
and

() anincident would have significant disruptive effects, as determined in accordance with Article 7(1),
on the provision by the entity of one or more essential services or on the provision of other essential
services in the sectors set out in the Annex that depend on that or those essential services.

BHERRENT, 565 2 BUC RS AV B TARDYANEAERRL, 232, HiZaihlin s 1 23A LA
PINZ, Me% BRI IE RS UGBS T B2 i A R R S b 2 &%
iR %, HERIENE, 25 8 SAWhTHZE72<, MakZAEERITRIL, BB OBV EIZRL
DY FEMEIE RO T N Y5435 0 M R TRl FBAGE 70D B 218
1&T D, HERIENT, BIRORDE 3 5, 55 4 5RO 8 HAZEDLEMIDMZAIETRITKIL,
[EIPNHEED S BIER S E SO T VR FRY, Y3 BRSNS 3 S ORIV B SIS B A A
DIRNZ LA RS T D,

Each Member State shall establish a list of the critical entities identified pursuant to paragraph 2 and
ensure that those critical entities are notified that they have been identified as critical entities within one
month of that identification. Member States shall inform those critical entities of their obligations under
Chapters I1I and IV and the date from which those obligations apply to them, without prejudice to Article
8. Member States shall inform critical entities in the sectors set out in points 3, 4 and 8 of the table in the
Annex that they have no obligations under Chapters Il and IV, unless national measures provide
otherwise.

BRI 2 HIEMCBAL T, I, AHOR 1 GFEIRII@EO HD 10 > A0
wEHSND,

For the critical entities concerned, Chapter 111 shall apply from 10 months after the date of the notification
referred to in the first subparagraph of this paragraph.

FERENS, OB D T2 Uil E DONGHESRD OB, %5 1 2> HEIN
\Z, $85(EU) 2022/2555 D T DIHBHERDEH DR TRIL, ARSI T AR EDS
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RN T AR A 2 T D LR 5, Uik, T SE ] rIReR L&,
BRI D HIE RIS ZOFE T ORFRRDORDH; 3 5, B 4 5RO 8 D HEMOIET
HRTHDHIE, KU, [FFRFOHIITE L OV E A S<EH 2 AR W LR T2,

Member States shall ensure that their competent authorities under this Directive notify the competent
authorities under Directive (EU) 2022/2555 of the identity of the critical entities that they have identified
under this Article within one month of that identification. That notification shall specify, where applicable,
that the critical entities concerned are entities in the sectors set out in points 3, 4 and 8 of the table in the
Annex to this Directive and have no obligations under Chapters III and IV thereof.

5. FEENY, ZNBAREZREXE, 3, UDRBGEIZRUWTHADEh 4 FFEEHT, B3 THIDR
TSI EE ROV AN RIEL, 2, TNEt XL, 775 — 5, Yi%r
V7 T —NONEII LSRR O A B L X T, MBI e AR TR, 55 3 18
T OV 4 TEDSES D, INZC, #RENY, 2 DXH7e7 o7 T —MEI SRS UGl
SR IR TEFERD, 2Dl KON, MeAEFRD MLl 2560 B GBI E 2 HD
B RSI2 I o T=Z L DifFVE, TRAC T D LR35,

Member States shall, where necessary and in any event at least every four years, review and, where
appropriate, update the list of identified critical entities referred to in paragraph 3. Where those updates
lead to the identification of additional critical entities, paragraphs 3 and 4 shall apply to those additional
critical entities. In addition, Member States shall ensure that entities that are no longer identified as critical
entities following any such update are notified in due time of that fact and the fact that they are no longer
subject to the obligations under Chapter III from the date of receipt of that notification.

6. ERINEERNL, WKEL /LT, MRETARORAN I THERRIEZ ST 572D OHERE =
TR ORISR D72\ ER T RE S 2,

The Commission shall, in cooperation with the Member States, develop recommendations and non-
binding guidelines to support Member States in identifying critical entities.

F71%& EXGREAOTE
Article 7 Significant disruptive effect

1 556 5555 2 (ORI IRELO D REZEHIET DR, #EkEIL, LT OHAELZREIZ AN
5

@ BRI DU IS A LA —E AL COBRIEO K

() BIHIED BRI R ORI T SO LA —E AR SR

() FREROFSHEIMOEICH T, REFEBRORAED), BT, L30T OAR
AT DB T 7o b DI,
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WZE—E ZF IR T DG —E 2D T DTSN I AIEE RO T 5 AR,
FESIBLER, b, (LRI, DX A7 D HERIREIRO ISR & BRI B s
EBRBICNNT, EBTA R DA G, AT o N R T H520 BRI IREIE
YELMET—E 2RO T ORI TR A EBIZ AN, 59721 ~L D
Y —E AE AR _ B COEERO EE,

When determining the significance of a disruptive effect as referred to in Article 6(2), point (c), Member

States shall take into account the following criteria:

@
(b)

©
(d)
©

(f)

the number of users relying on the essential service provided by the entity concerned;

the extent to which other sectors and subsectors as set out in the Annex depend on the essential
service in question;

the impact that incidents could have, in terms of degree and duration, on economic and societal
activities, the environment, public safety and security, or the health of the population;

the entity’s market share in the market for the essential service or essential services concerned;

the geographic area that could be affected by an incident, including any cross-border impact, taking
into account the vulnerability associated with the degree of isolation of certain types of geographic
areas, such as insular regions, remote regions or mountainous areas;

the importance of the entity in maintaining a sufficient level of the essential service, taking into
account the availability of alternative means for the provision of that essential service.

%6 556 | TSI SWAIEEROFRNDO%, FAEKENT, BONEE ST, ANEuyeEhs

72
@

(b)

©

LT Ol dE et %:

55 R 1 THOR T WA —E ADOY AR L GBI 2 VB —E ADBFHET DY
B, U EI I D E T —E ADY AR,

BIRRIZTED HE IVE DR R OB P e O D ZE T —E A il
T WIREF RO

51 TS | o3 A 7R3 7= Ol R S U FiE,

After the identification of the critical entities under Article 6(1), each Member State shall submit the
following information to the Commission without undue delay:

@)
(b)
©

a list of essential services in that Member State where there are any additional essential services as
compared to the list of essential services referred to in Article 5(1);

the number of critical entities identified for each sector and subsector set out in the Annex and for
each essential service;

any thresholds applied to specify one or more of the criteria in paragraph 1.

51 RPN BIIENL, Z2DX572bdl LT, Fald, RISHIERE CIRERS IS,

Thresholds as referred to in the first subparagraph, point (c), may be presented as such or in aggregated

form.
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HEREN T, MERHDLEETNDTY, 7230, D7pKlb 4 T, 55 1 BRI R 121
et 2,

Member States shall subsequently submit information referred to in the first subparagraph whenever
necessary and at least every four years.

3. BRMEERL, 8 19 R[N T HEEEARHE 17 WV —7 O 8 IR~ T, RGO 2
ORI ERAEBBIZAN, AROFE | TR MO HZ R I T D20, s o7s
WFESAERIRT 2,

The Commission shall, after consulting the Critical Entities Resilience Group referred to in Article 19,
adopt non-binding guidelines to facilitate the application of the criteria referred to in paragraph 1 of this
Article, taking into account the information referred to in paragraph 2 of this Article.

5B 8 5 SRATHRM, ISR IFEIRUT ORIA L ISR IDWIEEER
Article 8 Critical entities in the banking, financial market infrastructure and digital infrastructure
sectors

RERREN L, BIRRDOEDE 3 5, 55 4 SO 8 SAED DRI D & st Rk E) SFkm L
ToMZEREFRIRIL T 11 RIFONSEBINE, SHIVELOEVIEAEH L2\ Ea iR T2,
RERREINE, 35508, i AT/ e RN A EE— BN S DT &2 S L C, Yk Za kT
RIZBEL, JVEA L~V DIalE )% R T D78 DIENIED SRBE BRI 1 THERF C& D,

Member States shall ensure that Article 11 and Chapters 111, IV and VI do not apply to critical entities that
they have identified in the sectors set out in points 3, 4 and 8 of the table in the Annex. Member States may
adopt or maintain provisions of national law to achieve a higher level of resilience for those critical entities,
provided that those provisions are consistent with applicable Union law.

9 & BISEROHIMEARUE—BRED
Article 9 Competent authorities and single point of contact

1 BHEEL, ENL~UZEWT, ZORBISEODIHRED EMLmEAIC L T, XY, £
DB REXE, ZOREHZEL TSR A | FTEROREHE RO SO & e F7-1%
%‘E‘jﬁéo

Each Member State shall designate or establish one or more competent authorities responsible for the
correct application and, where necessary, enforcement of the rules set out in this Directive at national level.
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OB ORMKDROE 3 5O 4 BAZEDDEHO I DM EE T BL T, TS
FETROHHRERET, RIS LT, HEIEU) 2022/2554 DF 46 S~ RESHEIRODO S HHERI L
%o ZOFRBORMKDORDE 8 FHAEDHEFAD FUZ D MIEFRZ B T, TisHERD
HAHMERL, IFRIELT, HAEU) 2022/2555 O I DBHESHERRO HAMEEAL 9%, AERkEIT
BYTOENHFAAIE S, ZOFRBORRORDE 3 75, 55 4 5 KO 8 A ED LIRS
L, BB ROG DA FEE TE D,

As regards the critical entities in the sectors set out in points 3 and 4 of the table in the Annex to this
Directive, the competent authorities shall, in principle, be the competent authorities referred to in Article
46 of Regulation (EU) 2022/2554. As regards the critical entities in the sector set out in point 8 of the table
in the Annex to this Directive, the competent authorities shall, in principle, be the competent authorities
under Directive (EU) 2022/2555. Member States may designate a different competent authority for the
sectors set out in points 3, 4 and 8 of the table in the Annex to this Directive in accordance with existing
national frameworks.

RS DTS HEIROD o DR BIAFRE T TR BT DL &3, MRZRIENT, PR 2%
BIENENDREZ BHHE ZED, 730, 55 2 TR Bl RO FaE & OVEBIE Bd3
L1, URAHGHEIROHOHERENS, ZOFR AT URRBAEHEROD & HIERAD NS
o7 Iy et O NE S53) 3 | N 7 7 Bl RN S RS

Where Member States designate or establish more than one competent authority, they shall clearly set out
the tasks of each of the authorities concerned and ensure that they cooperate effectively to fulfil their tasks
under this Directive, including with regard to the designation and activities of the single point of contact
referred to in paragraph 2.

FABRIEN, BUORERE O S R R L O 19 RORT HRETNEE )7 Vv —7"LD
D EEE %ﬂié%ﬁ%ﬁ%ﬁ?@ HEID 72O\ SHHEE OMERAATHE S 272800 1 DOHL—#
SR (TG AR ) 4R E FI TR E T D, TADNEE R LS, MERKE, £ ORERIE
DH— @Wﬁﬁ% THHHESRD S HHEBAD T CHRE T&E D, THANETIRLET, WRkED, £
ORERKIEID GRS, MMNERZLORIZBWTHEEE OMERZATHEL, 55 —ELD
RO 12 R D 2L 2B 15D,

Each Member State shall designate or establish one single point of contact to exercise a liaison function
for the purpose of ensuring cross-border cooperation with the single points of contact of other Member
States and the Critical Entities Resilience Group referred to in Article 19 (“single point of contact’). Where
relevant, a Member State shall designate its single point of contact within a competent authority. Where
relevant, a Member State may provide that its single point of contact also exercise a liaison function with
the Commission and ensure cooperation with third countries.

2028 /=7 H 17 HETIZ, Z£DOH%IT 2 F4HZ, B &mEL, BONEES KO 19 R[OR
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AL EAHES )7 =T 1R, BRIOEL, WRISHTA LS T hOME RO 15 2555
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By 17 July 2028, and every two years thereafter, the single points of contact shall submit a summary
report to the Commission and to the Critical Entities Resilience Group referred to in Article 19 on the
notifications they have received, including the number of notifications, the nature of notified incidents
and the actions taken in accordance with Article 15(3).

BRINEE RN, WRETAENE )7 V—TE0 LT, i#aé@ﬁ&ii%@”%%nﬁ% Tershe
FROHLEBAT, 5 1 BFRITT EEaE S22 HROT-OI, BRI, [FHdOHE
EHPUE A TED,

The Commission shall, in cooperation with the Critical Entities Resilience Group, develop a common
reporting template. The competent authorities may use, on a voluntary basis, that common reporting
template for the purpose of submitting summary reports as referred to in the first subparagraph.

PR, ZOERKIEIOREEHEIRD & HHEEE K OB RS, URARISMEROD & HF
B’@&U@ AR 2 A5 e SR D RERA R BB T T3 7O OMERRAL
(7 A, NHIEIR M OB EOGRE S O L2 RS D,

Each Member State shall ensure that its competent authority and single point of contact have the powers
and the adequate financial, human and technical resources to carry out, in an effective and efficient
manner, the tasks assigned to them.

FABRENT, ZORERKEIDRIHERD DO, TNl e &3, 7o, BMEETEK
DNENIEICHEST, iR, TR OMENT —2 OO I DR 5, fh
DR HEPNFERIL ORI T, WONS, MIRTETAR N OB 2R ERRA LOMIT, EE
WL, 5o, W D2 el d %,

Each Member State shall ensure that its competent authority, whenever appropriate, and in accordance
with Union and national law, consults and cooperates with other relevant national authorities, including
those in charge of civil protection, law enforcement and the protection of personal data, and with critical
entities and relevant interested parties.

%\%ﬂl %, ZOMERIEDZOFRHD FIZHDIRBHERDOH OB, F85(EU) 20222555 &
(DD HER D H DRI E DT, %@T%ﬁkl@ﬁﬁk%%*@ﬁﬁ@&é%ﬁ%&@% (EU)
2022/2555 D NI DNRBHERD SRR G U T B E L O BhEA- 5, MZRIETRITHL
T 52 5 AN — X207 4 EOVRY, AT N O A/ R—Tp AT R,
NG, FEFANR—=IRYRY, B e OA T NZBIL, B IL, 130, TEEAH 52 LAk
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(GRAR

Each Member State shall ensure that its competent authority under this Directive cooperates and
exchanges information with competent authorities under Directive (EU) 2022/2555 on cybersecurity
risks, cyber threats and cyber incidents and non-cyber risks, threats and incidents affecting critical entities,
including with regard to relevant measures its competent authority and competent authorities under
Directive (EU) 2022/2555 have taken.

7. FRESHEROG DB N OB G RO E FIZITRRIED S 3 20 H LIPS, AABRKEI, RO
LR, YURARISHEIRD & DR K OB — BT R0 40 M O\ Z DRI 5<%
DR B KR, & OS2, 730, ZDBRD T2 @HTT D, MEREN, MRZHEHL
[EAN 1 T 2 BIPELRS RRESHEIRD i DREBELIS OB, BIROZR DL 3 75, %54 5RO
5 8 AT TEODHBMIND LIETAR LB DIISHERODH OIEBIE L THRE T2 L2 UEL
T e, BRINERRITHL, H#5HESD, FHEIENS, ZOMREORISMEROH IR K OV
—EHEH RO T AT D,

Within three months of the designation or establishment of the competent authority and the single point
of contact, each Member State shall notify the Commission of their identity and their tasks and
responsibilities under this Directive, their contact details and any subsequent change thereto. Member
States shall inform the Commission where they decide to designate an authority other than the competent
authorities referred to in paragraph 1, second subparagraph, as the competent authorities in respect of the
critical entities in the sectors set out in points 3, 4 and 8 of the table in the Annex. Each Member State
shall make public the identity of its competent authority and single point of contact.

8. EKINEBAE, H—d# RO AMAETD,

The Commission shall make a list of the single points of contact publicly available.

F 10 F WERTHITHT SEREDIIE
Article 10 Member States’ support to critical entities

1 AERRENE, MRRMARE ARG ) DIRIZINT, WAREF G ST 2, Mt Y,
ANERROFEZA RS DL, Uikl L TARDIEHE )78 728 O1EE O F A ScE 3
HZL, WONT, MAETROERIZRL CBIS LAt 52 Le 54155, [EZAMBNC
B2 ATREZ AR E &G T 5 2872, fpRIENS, Z S EETHY, 70, 3EOFEED B
HINZ L > TR bEN D e, MHIEERIRIL, EaaiRiiiigs,

Member States shall support critical entities in enhancing their resilience. That support may include
developing guidance materials and methodologies, supporting the organisation of exercises to test their
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resilience and providing advice and training to the personnel of critical entities. Without prejudice to
applicable rules on State aid, Member States may provide financial resources to critical entities, where
necessary and justified by public interest objectives.

2. BAERENT, TORREORFESHEROH BN, BRI ED Dt abPHO MEEEREDMT,
WAL, 2o, (RN O YR T T T 4 A% AT D h MR D,

Each Member State shall ensure that its competent authority cooperates and exchanges information and
good practices with critical entities of the sectors set out in the Annex.

3. MERENT, ZOEBICL o TEHESHOFHICEL, L0blT, MR OB IE R, B
WONZAENT —Z DU BE T DRRNEETE R OEPA IO, SRR DR
HfaetEd 2,

Member States shall facilitate voluntary information sharing between critical entities in relation to matters
covered by this Directive, in accordance with Union and national law on, in particular, classified and
sensitive information, competition and protection of personal data.

1 E BEEMO%H
Article 11 Cooperation between Member States

1 ZNANEYICHOIRD, FEREL, oA —EMOH LR TSN Z LA T 5 A
HIDT=DIZ, WIEIETFREBREL CHEAIZE RIS 5, ZOXH70 8 IEELL, Lobid, BUF
DOVERFEERIC B i TS
() BEEOEREDOR CHERANFE OIS EEA L 7 T4 4 D EE TR,

() BIOHERENOMIEELREFEOMTHITERY, £, BIORERRENO MEE TR
HHEL QO DSBS — R Ch DML,

© 1 SOMRLEOHCHEETARELU RIS, 72>, BIORERRENHL £ 35 0oRER,
[ElD G — B AE I DA TR,

Whenever appropriate, Member States shall consult one another regarding critical entities for the purpose

of ensuring that this Directive is applied in a consistent manner. Such consultations shall take place, in

particular, regarding critical entities that:

(@ use critical infrastructure which is physically connected between two or more Member States;

(b) are part of corporate structures that are connected with, or linked to, critical entities in other Member
States;

() have been identified as critical entities in one Member State and provide essential services to or in
other Member States.
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55 1 R $E Y, WIREERORIE IR D28, KO, THMWREREXIE, &
LRI B BEE LOBBEAHIRT 52824075,

The consultations referred to in paragraph 1 shall aim at enhancing the resilience of critical entities and,
where possible, reducing the administrative burden on them.
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FIE HREEAROEEN
Chapter I1I Resilience of Critical Entities

%12 & WREFHIZLS RV
Article 12 Risk assessment by critical entities

1

556 555 3 T 2 BIFRISED DIRG9, FERIENE, MZEIETRDS, M LD
WA —E ADSRMAARELS D 2 COBRE) 27 25 Ml 5728, 5 6 4558 3 TRl
FNDSZREND 9 DA LINIZ, DKL, MEDRHDHEXITDTh, 7, W7l 4 4T,

FERKIE] A2 3l e OV LIS B2 il FERfEE U C, VAR (2R IR 273
i) % 79D AR,

Notwithstanding the deadline set out in Article 6(3), second subparagraph, Member States shall ensure
that critical entities carry out a risk assessment within nine months of receiving the notification referred
to in Article 6(3), whenever necessary subsequently, and at least every four years, on the basis of Member
State risk assessments and other relevant sources of information, in order to assess all relevant risks that
could disrupt the provision of their essential services (“critical entity risk assessment”).
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Critical entity risk assessments shall account for all the relevant natural and man-made risks which could
lead to an incident, including those of a cross-sectoral or cross-border nature, accidents, natural disasters,
public health emergencies and hybrid threats and other antagonistic threats, including terrorist offences as
provided for in Directive (EU) 2017/541. A critical entity risk assessment shall take into account the extent
to which other sectors as set out in the Annex depend on the essential service provided by the critical
entity and the extent to which that critical entity depends on essential services provided by other entities
in such other sectors, including, where relevant, in neighbouring Member States and third countries.
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Where a critical entity has carried out other risk assessments or drawn up documents pursuant to
obligations laid down in other legal acts that are relevant for its critical entity risk assessment, it may use
those assessments and documents to meet the requirements set out in this Article. When exercising its
supervisory functions, the competent authority may declare an existing risk assessment carried out by a
critical entity that addresses the risks and extent of dependence referred to in the first subparagraph of this
paragraph as compliant, in whole or in part, with the obligations under this Article.
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Article 13 Resilience measures of critical entities
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Member States shall ensure that critical entities take appropriate and proportionate technical, security and

organisational measures to ensure their resilience, based on the relevant information provided by Member

States on the Member State risk assessment and on the outcomes of the critical entity risk assessment,

including measures necessary to:

(@ prevent incidents from occurring, duly considering disaster risk reduction and climate adaptation
measures;

269



e TERMEE 8 & 45 (20234412 H)

(b) ensure adequate physical protection of their premises and critical infrastructure, duly considering,
for example, fencing, barriers, perimeter monitoring tools and routines, detection equipment and
access controls;

() respond to, resist and mitigate the consequences of incidents, duly considering the implementation
of risk and crisis management procedures and protocols and alert routines;

(d) recover from incidents, duly considering business continuity measures and the identification of
alternative supply chains, in order to resume the provision of the essential service;

(6) ensure adequate employee security management, duly considering measures such as setting out
categories of personnel who exercise critical functions, establishing access rights to premises,
critical infrastructure and sensitive information, setting up procedures for background checks in
accordance with Article 14 and designating the categories of persons who are required to undergo
such background checks, and laying down appropriate training requirements and qualifications;

(f) raise awareness about the measures referred to in points (a) to (¢) among relevant personnel, duly
considering training courses, information materials and exercises.
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For the purposes of the first subparagraph, point (¢), Member States shall ensure that critical entities take
into account the personnel of external service providers when setting out categories of personnel who
exercise critical functions.
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Member States shall ensure that critical entities have in place and apply a resilience plan or equivalent
document or documents which describe the measures taken pursuant to paragraph 1. Where critical
entities have drawn up documents or taken measures pursuant to obligations laid down in other legal acts
that are relevant for the measures referred to in paragraph 1, they may use those documents and measures
to meet the requirements set out in this Article. When exercising its supervisory functions, the competent
authority may declare existing resilience-enhancing measures taken by a critical entity that address, in an
appropriate and proportionate manner, the technical, security and organisational measures referred to in
paragraph 1 as compliant, in whole or in part, with the obligations under this Article.
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Member States shall ensure that each critical entity designates a liaison officer or equivalent as the point
of contact with the competent authorities.
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At the request of the Member State that has identified the critical entity and with the agreement of the
critical entity concerned, the Commission shall organise advisory missions, in accordance with the
arrangements set out in Article 18(6), (8) and (9), to provide advice to the critical entity concerned in
meeting its obligations under Chapter IIl. The advisory mission shall report its findings to the
Commission, that Member State and the critical entity concerned.
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The Commission shall, after consulting the Critical Entities Resilience Group referred to in Article 19,
adopt non-binding guidelines to further specify the technical, security and organisational measures that
may be taken pursuant to paragraph 1 of this Article.
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The Commission shall adopt implementing acts in order to set out the necessary technical and
methodological specifications relating to the application of the measures referred to in paragraph 1 of this
Article. Those implementing acts shall be adopted in accordance with the examination procedure referred
to in Article 24(2).

F14E BIFRE
Article 14 Background checks
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Member States shall specify the conditions under which a critical entity is permitted, in duly reasoned

cases and taking into account the Member State risk assessment, to submit requests for background

checks on persons who:

(@ hold sensitive roles in or for the benefit of the critical entity, in particular in relation to the resilience
of the critical entity;

(b) are authorised to directly or remotely access its premises, information or control systems, including
in connection with the security of the critical entity;

(c) are under consideration for recruitment to positions that fall under the criteria set out in point (a) or

(b).
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Requests as referred to in paragraph 1 of this Article shall be assessed within a reasonable timeframe and
processed in accordance with national law and procedures and relevant and applicable Union law,
including Regulation (EU) 2016/679 and Directive (EU) 2016/680 of the European Parliament and of
the Council ®”. Background checks shall be proportionate and strictly limited to what is necessary. They
shall be carried out for the sole purpose of evaluating a potential security risk to the critical entity
concerned.

5 JUSHATRAOBGIE, #E, Bob LTFREEIFNOBETO BHIDT- O I IFSHERO DB %
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L 119,4.5.2016, p. 89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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A background check as referred to in paragraph 1 shall, at least:

(@ corroborate the identity of the person who is the subject of the background check;

(b) check the criminal records of that person with regards to offences which would be relevant for a
specific position.
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When carrying out background checks, Member States shall use the European Criminal Records
Information System in accordance with the procedures set out in Framework Decision 2009/315/JHA
and, where relevant and applicable, Regulation (EU) 2019/816 for the purpose of obtaining information
from criminal records held by other Member States. The central authorities referred to in Article 3(1) of
Framework Decision 2009/315/JHA and in Article 3, point (5), of Regulation (EU) 2019/816 shall
provide replies to requests for such information within 10 working days from the date on which the
request was received in accordance with Article 8(1) of Framework Decision 2009/315/JHA.
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Article 15 Incident notification
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Member States shall ensure that critical entities notify the competent authority, without undue delay, of

incidents that significantly disrupt or have the potential to significantly disrupt the provision of essential

services. Member States shall ensure that, unless operationally unable to do so, critical entities submit an

initial notification no later than 24 hours after becoming aware of an incident, followed, where relevant,

by a detailed report no later than one month thereafter. In order to determine the significance of a

disruption, the following parameters shall, in particular, be taken into account:

(@ the number and proportion of users affected by the disruption;

(b) the duration of the disruption;

() the geographical arca affected by the disruption, taking into account whether the area is
geographically isolated.
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Where an incident has or might have a significant impact on the continuity of the provision of essential
services to or in six or more Member States, the competent authorities of the Member States affected by
the incident shall notify the Commission of that incident.
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Notifications as referred to in paragraph 1, first subparagraph, shall include any available information
necessary to enable the competent authority to understand the nature, cause and possible consequences
of the incident, including any available information necessary to determine any cross-border impact of
the incident. Such notifications shall not subject critical entities to increased liability.
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On the basis of the information provided by a critical entity in a notification as referred to in paragraph 1,
the relevant competent authority, via the single point of contact, shall inform the single point of contact of
other affected Member States where the incident has or might have a significant impact on critical entities
and the continuity of the provision of essential services to or in one or more other Member States.
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Single points of contact sending and receiving information pursuant to the first subparagraph shall, in
accordance with Union or national law, treat that information in a way that respects its confidentiality and
protects the security and commercial interest of the critical entity concemed.
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As soon as possible following a notification as referred to in paragraph 1, the competent authority
concerned shall provide the critical entity concerned with relevant follow-up information, including
information that could support that critical entity’s effective response to the incident in question. Member
States shall inform the public where they determine that it would be in the public interest to do so.

FE 165 HitfgE
Article 16 Standards
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In order to promote the convergent implementation of this Directive, Member States shall, where useful
and without imposing or discriminating in favour of the use of a particular type of technology, encourage
the use of European and international standards and technical specifications relevant to the security and
resilience measures applicable to critical entities.
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Chapter IV Critical Entities of Particular European Significance
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Article 17 Identification of critical entities of particular European significance
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An entity shall be considered a critical entity of particular European significance where it:
(@ has been identified as a critical entity pursuant to Article 6(1);

(b) provides the same or similar essential services to or in six or more Member States; and
(©) has been notified pursuant to paragraph 3 of this Article.
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Member States shall ensure that a critical entity, following the notification referred to in Article 6(3),
informs its competent authority where it provides essential services to or in six or more Member States.
In such a case, Member States shall ensure that the critical entity informs its competent authority of the
essential services it provides to or in those Member States and of the Member States to which or in which
it provides such essential services. Member States shall notify the Commission, without undue delay, of
the identity of such critical entities and of the information they provide under this paragraph.
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The Commission shall consult the competent authority of the Member State which identified a critical
entity as referred to in the first subparagraph, the competent authority of other Member States concerned
and the critical entity in question. During those consultations, each Member State shall inform the
Commission where it deems that the services provided to that Member State by the critical entity are
essential services.
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Where the Commission establishes, on the basis of the consultations referred to in paragraph 2 of this
Article, that the critical entity concemed provides essential services to or in six or more Member States,
the Commission shall notify that critical entity, through its competent authority, that it is considered a
critical entity of particular European significance and inform that critical entity of its obligations under
this Chapter and the date from which those obligations apply to it. Once the Commission informs the
competent authority of its decision to consider a critical entity as a critical entity of particular European
significance, the competent authority shall forward that notification to that critical entity without undue
delay.
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This Chapter shall apply to the critical entity of particular European significance concerned from the date
of receipt of the notification referred to in paragraph 3 of this Article.
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Article 18 Advisory missions

1

FRIN DRI - BB 2 ZEHE AN 6 5505 1 T KD WEE TR U GBI U= ARk E oD it
WIRUT, BINERERNY, UshJaE TR M BE RO I F S Tl A5
T2 OISR T T A &% S5 728 OFERER A <,

At the request of the Member State that has identified a critical entity of particular European significance
as a critical entity pursuant to Article 6(1), the Commission shall organise an advisory mission to assess
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the measures that that critical entity has put in place to meet its obligations under Chapter I11.
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On its own initiative or at the request of one or more Member States to or in which the essential service
is provided, and provided that the Member State that has identified a critical entity of particular European
significance as a critical entity pursuant to Article 6(1) so agrees, the Commission shall organise an
advisory mission as referred to in paragraph 1 of this Article.
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On a reasoned request from the Commission or from one or more Member States to or in which the

essential service is provided, the Member State that has identified a critical entity of particular European

significance as a critical entity pursuant to Article 6(1) shall provide the following to the Commission:

(@ the relevant parts of the critical entity risk assessment;

(b) alist of relevant measures taken in accordance with Article 13;

(c) supervisory or enforcement actions, including assessments of compliance or orders issued, that its
competent authority has undertaken pursuant to Articles 21 and 22 in respect of that critical entity.
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The advisory mission shall report its findings to the Commission, to the Member State that has identified
a critical entity of particular European significance as a critical entity pursuant to Article 6(1), to the
Member States to or in which the essential service is provided and to the critical entity concerned within
three months of the conclusion of the advisory mission.
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The Member States to or in which the essential service is provided shall analyse the report referred to in
the first subparagraph and, where necessary, shall advise the Commission as to whether the critical entity
of particular European significance concerned complies with its obligations under Chapter III and, where
appropriate, as to the measures which could be taken to improve the resilience of that critical entity.
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The Commission shall, based on the advice referred to in the second subparagraph of this paragraph,
communicate its opinion to the Member State that has identified a critical entity of particular European
significance as a critical entity pursuant to Article 6(1), to the Member States to or in which the essential
service is provided and to that critical entity as to whether that critical entity complies with its obligations
under Chapter III and, where appropriate, as to the measures which could be taken to improve the
resilience of that critical entity.
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The Member State that has identified a critical entity of particular European significance as a critical entity
pursuant to Article 6(1) shall ensure that its competent authority and the critical entity concerned take into
account the opinion referred to in the third subparagraph of this paragraph and provide information to the
Commission and the Member States to or in which the essential service is provided on the measures it
has taken pursuant to that opinion.

18 DFERIEBIT, RRINORIINC BB R AE AR FIMES DAAIEID §952, 2 DRERLIE
(L CEITZ OMRIE D T DAY —E ARSIV TOOIRIEIO BEFAZE, KO,
BRINZBRDORET I TSIV D, YURZERENS, FERIRERID L2 oA 2R T
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&0, WINEERIE, WOMNORFINNZ BB IRE B S 6 5555 | TSI ZATE TR L Tk
BILTABRIED B AR 1T, M0 B OEMFEEL TOFERENAEST, 1o, £
AR AIREZR LT, SREAECOMRIEN D OHBRN ST AD LN T-RELHERL T, il % D
FRRBAOERL B 2B, Efi T D, MENHHEEITNDOTY, FERIEBIOHREIL, A%
OMEEREF 2T ATVT T Zaeb Db DET D, MINEERIZ, FERERE~DSANE B
TOEMEAET D,

Each advisory mission shall consist of experts from the Member State in which the critical entity of
particular European significance is located, experts from the Member States to or in which the essential
service is provided, and Commission representatives. Those Member States may propose candidates to
be part of an advisory mission. The Commission shall, following a consultation with the Member State
that has identified a critical entity of particular European significance as a critical entity pursuant to Article
6(1), select and appoint the members of each advisory mission in accordance with their professional
capacity and ensuring, where possible, a geographically balanced representation from all those Member
States. Whenever necessary, members of the advisory mission shall have valid and appropriate security
clearance. The Commission shall bear the costs related to participation in advisory missions.

RINZERT, HOFBERAOHERE L ORI B RBRERZ LT, 230, BRINORHIIZ EHE
IRWIREERNES 6 256 | TSI METRE UGB ILTABRE O FIEZAS2 1T, i~
DFBTEREBEID FHEZ DD,

The Commission shall organise the programme of each advisory mission, in consultation with the
members of the advisory mission in question and in agreement with the Member State that has identified
a critical entity of particular European significance as a critical entity pursuant to Article 6(1).

RINZ BT, BRI DIEHROBEEME R OGS EOMISMA @O B EIC Az BT, 7
PERAA B ZE DTG RET 5, ZOLHRTEEO B\ NZBET 2, SRR TEI R ORI
B9, WONZ, RGO 4 THEF 3 BRI T BN EE SO B R L OSEE S HE D@D
BaR\ MBI D TR BT D RUEE EO D I T A BN T 5, RIS T4, 5 24 &
55 2 T ORI 5k el it THIRS A,

The Commission shall adopt an implementing act laying down rules on the procedural arrangements for
requests to organise advisory missions, for handling such requests, for the conduct and reports of advisory
missions and for handling the communication of the Commission’s opinion referred to in paragraph 4,
third subparagraph, of this Article and of the measures taken, duly taking into account the confidentiality
and commercial sensitivity of the information concemed. That implementing act shall be adopted in
accordance with the examination procedure referred to in Article 24(2).

HERSIENE, RN DRI L IATE RS, FETIRRBE ORL, BRI DrbD R A 24T
DI M BLET R MRSt IE AR DRI — & ADIRMEL BIH D1, * AT LM OMilia

280



10.

e TERMEE 8 & 45 (20234412 H)

DT 7w AEAIA DT Ea RS,

Member States shall ensure that critical entities of particular European significance provide advisory
missions with access to information, systems and facilities relating to the provision of their essential
services necessary for carrying out the advisory mission concemed.

AERIOAER L, SR%abiIDAERS 3T D HERIE D T T REZ2 EPNTAICIE S, [EIS L AR K
ORZORMBROBGHE BT % Uik E DR 2 B E L T, TSNS,

Advisory missions shall be carried out in compliance with the applicable national law of the Member
State in which they take place, with respect for that Member State’s responsibility for national security
and the protection of its security interests.

AETRERAEL L&, BYNEESIE, HHIEC) No 725/2004 K OYHHIEC) No 3002008 O ¢
MINFE R I» T TSNAREOHEE, WO, BRI 20 EEEREERL TS
2005/65/EC @ F CERINEE R I G TSNDESHO S EA BB AND,

When organising advisory missions, the Commission shall take into account the reports of any
inspections carried out by the Commission under Regulations (EC) No 725/2004 and (EC) No 300/2008
and the reports of any monitoring carried out by the Commission under Directive 2005/65/EC in respect
of the critical entity concerned.

RNZE T, SR ED 2L IO T, 2 19 RIRT VaAEFAERE )7 71—
TN TERES D, GO T AERRIE S OWRINE B3, ML ERENE 17 v
—NIHIL, FERIREBD LB W R S OFH AL A fetE 4 D 8L S A TG RS
ERAR

The Commission shall inform the Critical Entities Resilience Group referred to in Article 19 whenever
an advisory mission is organised. The Member State in which the advisory mission took place and the
Commission shall also inform the Critical Entities Resilience Group of the main findings of the advisory
mission and the lessons learmned with a view to promoting mutual learning.
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BVE HBHRUERE
Chapter V Cooperation and Reporting

B19F WEEFHEEAT LT
Article 19 Critical Entities Resilience Group

1

WIRIEEREHE )7 =773, ZTASRRIBES D, A /E{JEBE{ZIKIEHEJW =7, BRINEE S
ZSHEL, 70, MEKEIRIO 1) J O D fa s & Bt S R B D IO Seie B 51 24
60

A Ciritical Entities Resilience Group is hereby established. The Critical Entities Resilience Group shall
support the Commission and facilitate cooperation among Member States and the exchange of
information on issues relating to this Directive.

WIEETRIENE 17 V—1%, i@l b X3t 2V 7 42V T 70 At ORERRIE O

F R OWRMNBEEEORFAZL S TERS D, [V V—7 OWas2 24 79 DT il b &
V%, WIRIEEREHE 17 v —7%, BRE 2R ERHRE IR, [A7 V—7 DA IS5

ZEEERETED, E;lelmxﬁ%%; ZAFT-EXIE, BONEEAT, MONEEAROBHZEITHL,
VIREENERE 117 N —T DB HFT AL HEE XD,

The Critical Entities Resilience Group shall be composed of representatives of the Member States and
the Commission who hold security clearance, where appropriate. Where relevant for the performance of
its tasks, the Critical Entities Resilience Group may invite relevant stakeholders to participate in its work.
Where requested by the European Parliament, the Commission may invite experts from the European
Parliament to attend meetings of the Critical Entities Resilience Group.

BRMNZEERORET, MIAETRRIE ) N —T % L5595,
The Commission’s representative shall chair the Critical Entities Resilience Group.

WVEEFRRERE 17 v —713, DL R OR#EAE S

@ ZOFHITHE, WIEIE RO a9 5 Z LI % 53 DA RE D FEBIRE 1% 7R
(bT% b CRERREE BT 228128, BN EE S 4578,

(b) BEMEEESRT AN TI T A AEIE AT DT80, MR E T 524

(©) [EBEAEZ DAL OSBFIBORAFEE DO BHRIZIBITHH D, WS, VA M
T U NEBET AL OEED, 6 55F 1 T AMERIENC LD MR RO G| - B
T HRANT T I T AAD KA RH DL

d) EhpniEgelXlE, ZOHESEBRETHRBIZBL, BRMNEST ~ L ORRE T 5
LT ETHTE,
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W57 S5 3 TEILOE 13 2545 5 TR T H AR DU, WONZ, BREIISU T, 2O
FOBHRESN AT TSN A TAE T A TADMERIC =T 528 ;

5515 25505 3 T AE S GRUDIZIRENCBET DR ANT T 7T A ADAHEATHET D0 )
BLEDD, 59 550 3 IR T B HHREEL 528 ;

515 JTRT AL VT U RNOEHERET D5 _ANS T 0T R I T AL,
AR B B E L OV 18 5555 10 T CRAT BT 528
ZOFRBNAES T AL TRDIHE T BRI DHEAN S, TR L ORIZBEL, 1
M ONANT T I T A ABAA HT L

TS b XL, BhET RN S ORE, Mk, FER RO REORIT, MAEE
FAROEHE S BR T DRI BT DA 2T 5 &,

The Critical Entities Resilience Group shall have the following tasks:

@
(b)
©
(d)
©
®

©
(h)

(i
0)

supporting the Commission in assisting Member States in reinforcing their capacity to contribute
to ensuring the resilience of critical entities in accordance with this Directive;

analysing the strategies in order to identify best practices in respect of the strategies;

facilitating the exchange of best practices with regard to the identification of critical entities by the
Member States pursuant to Article 6(1), including in relation to cross-border and cross-sectoral
dependencies and regarding risks and incidents;

where appropriate, contributing on issues relating to this Directive to documents conceming
resilience at Union level;

contributing to the preparation of the guidelines referred to in Article 7(3) and Article 13(5) and,
upon request, any delegated or implementing acts adopted pursuant to this Directive;

analysing the summary reports referred to in Article 9(3) with a view to promoting the sharing of
best practices on the action taken in accordance with Article 15(3);

exchanging best practices related to the notification of incidents referred to in Article 15;
discussing the summary reports of advisory missions and the lessons learned in accordance with
Article 18(10);

exchanging information and best practices on innovation, research and development relating to the
resilience of critical entities in accordance with this Directive;

where relevant, exchanging information on matters concering the resilience of critical entities with
relevant Union institutions, bodies, offices and agencies.

2025 41 H 17 BHETIZ, >0, £0ORIT 2 FFHI, WEETFNeE 17 V—713, [RIZ v—
7D B OWkE e 5259 5701 IS ATR BN BRI DR HliA SR E 75, [RIVEERT

[l

, ZOFF OB O HE—BHOHLHDET D,

By 17 January 2025 and every two years thereafer, the Critical Entities Resilience Group shall establish
awork programme in respect of actions to be undertaken to implement its objectives and tasks. That work

programme shall be consistent with the requirements and objectives of this Directive.
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5.  WHIETEMNEIES )7 N —T1%, EHIIZ, 50, WD EIZBWTHaK A 1 (8], 48
B(EU) 2022/2555 O FIZBWTEESIVZ /17 V—7 LORIT, #1 R OE R e EL
BT A DITDET 5,

The Critical Entities Resilience Group shall meet on a regular basis and in any event at least once a year
with the Cooperation Group established under Directive (EU) 2022/2555 to promote and facilitate
cooperation and the exchange of information.

6. WONEERTL, 51 &5 4 WABEL, VANETREHE )7 N—T DB TDI1 B 72%
FReRELTED D FLA TR BINTED, FIFEHATAIL, 5 24 556 2 R TH#Tod it
OT%R%MO

The Commission may adopt implementing acts laying down procedural arrangements necessary for the
functioning of the Critical Entities Resilience Group, respecting Article 1(4). Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 24(2).

7. UUI@E\:: I, 2027 £ 1 A 17 HETIZ, ZOBITNENHHEEIINNDOTY, 730, D7allt,
4 AR, WZAIETERIEHE S 17 V—T 1T, 58 4 5550 3 THROVER 5 5550 4 TR KOSk ERD) >
Sl éhtf%e&@%‘é%&ii%w t5-2,

The Commission shall provide the Critical Entities Resilience Group with a summary report of the
information provided by the Member States pursuant to Article 4(3) and Article 5(4) by 17 January 2027,
whenever necessary subsequently, and at least every four years.

5520 & WBHSEROHOMBR VWAL HIHT SHMMERSDXIE
Article 20 Commiission support to competent authorities and critical entities

1 RONEEST, Eh@Eses &y, MlE R OWAEEFRTHL, ZOMAIcEES<HERE
Je OWZBIE RO FEHOMFZ B CEET 5, BINEE RN, HE—E 2ORME 15T
DIEBTA IR DV AY O PIRREIOU A DERME AL~ L OBREBIA YL, 55 13 5554 KL
OV 18 SRR BRI RIA X, AhRkE M OB NI A2 2T B ISE D M ONE HAs s
KA D,

The Commission shall, where appropriate, support Member States and critical entities in complying with
their obligations under this Directive. The Commission shall prepare a Union-level overview of cross-
border and cross-sectoral risks to the provision of essential services, organise advisory missions as
referred to in Article 13(4) and Article 18 and facilitate information exchange among Member States and
expetts across the Union.
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RMNEERL, _ANTTITAA, HARERROFEEA BT 228, WS, EEA-R 23
TRTEEN N OWZEIEEARDIEHE ) 125 7T 272D DFEFEIC LT, 55 10 SRR EDTEE)
e %o

The Commission shall complement Member States’ activities as referred to in Article 10 by developing
best practices, guidance materials and methodologies, and cross-border training activities and exercises
to test the resilience of critical entities.

RRMZE R, ARRENL, MEEADIHE 2R D7 OB RKEN S &> TR TRE
IRERNBE S~V OB RIZBL, TR %,

The Commission shall inform Member States about financial resources at Union level available to
Member States for enhancing the resilience of critical entities.
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SFVIE EERUHIT

Chapter VI Supervision and Enforcement

¥21 & EERUST

Article 21 Supervision and enforcement

1

55 6 2555 1 TR IORBRRENC Lo T IR L GBS IE BRI LD ZDF BT ED D

FBEOWE TR T 2728, HERIENE, TRESHEIRDH B3, LT D7D OFERR K N FEe A

HOZLEME R T D

() FEEALTTROFEDVIETIRINE DVIEETIRO VI —E A3 571 fE
L QUOBIIERIZISU YT, Misk P IS DA 38578, W, 55 13 ST
WIEEFRC Lo CGEUS - HEO Misx N 61T D B 2 i g 5725 ;

(b) WIEHEFREER T DA FEET D7D o XEVE T D720,

In order to assess the compliance of the entities identified by Member States as critical entities pursuant
to Article 6(1) with the obligations laid down in this Directive, Member States shall ensure that the
competent authorities have the powers and means to:

(@ conduct on-site inspections of the critical infrastructure and the premises that the critical entity uses
to provide its essential services, and off-site supervision of measures taken by critical entities in
accordance with Article 13;

(b) conduct or order audits in respect of critical entities.

RERLIEN T, TERBSHESRD S AHERENY, T DA HE S SIS HERR D do D HEBE DS DA T

T2 DI BN HHEXT, ZOFEHD FIZ IV THEE RS L CRERED AL 7-F8 5 (EU)

2022/2555 O FIZETDIEEARD YEEHEBROSH DHBA - Lo TED DI BRI 2 RN

(L FObOZARMET D Lo DHER M OV D2 LA R 975

@) URKEEARDENE ) 1T DT DI L AE IR > GEUO - HIED SR 13 SRITE
DLETE AL D) T D72 (B2 D

(b) HEREERL S TRIRSN, 220, YiWEEEROE A TSNS DB
DDA Lo TIMESHZ B R 5, Yk E D YR LD RHIL,

Member States shall ensure that the competent authorities have the powers and means to require, where

necessary for the performance of their tasks under this Directive, that the entities under Directive (EU)

2022/2555 that Member States have identified as critical entities under this Directive provide, within a

reasonable time limit set by those authorities:

(@ the information necessary to assess whether the measures taken by those entities to ensure their
resilience meet the requirements set out in Article 13;

(b) evidence of the effective implementation of those measures, including the results of an audit
conducted by an independent and qualified auditor selected by that entity and conducted at its
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expense.

LUREHEEERT DI, T OMFESHERODOIEIIT, ZHRO BRYEZTRL, 120, BERENDIHH
ERFET D,

When requiring that information, the competent authorities shall state the purpose of the requirement and
specify the information required.

55 22 RE TRV R ZEMNTELIEZGIT DT L7, BRBHEROBHOHERNL, AR 1
RS B OIEEEIASDE 2 MR HROFHiZ - 1T, BRI 2 5T
(XL, MRAESHER DB DB o TED LAV AR IIIRNIC, FERSNIZZDFe
DIERAT R % LT DT80 DB O LIV HTEZ T D82 ML, 70, A R
DHLEBNHL, FECHIVHEIZ BT D fE T D2 L2 mliGs, Thbofmmid, &
VIO, EDERATADEKRMA BRI AN,

Without prejudice to the possibility to impose penalties in accordance with Article 22, the competent
authorities may, following the supervisory actions referred to in paragraph 1 of this Article or the
assessment of the information referred to in paragraph 2 of this Article, order the critical entities concerned
to take the necessary and proportionate measures to remedy any identified infringement of this Directive,
within a reasonable time limit set by those authorities, and to provide those authorities with information
on the measures taken. Those orders shall take into account, in particular, the seriousness of the
infringement.

FERSIENT, 28 1 38, 55 2 TR OV 3 TISED DMERDS, iR R S o 5 A SR T
ESIGD L MRS D, MRELZEMENT, LD, EDOIIIATHEN KB THY, FHIE
W&, 730, HBIRRRERECTITIONDZE, ZU T, B KO DOIRED IO72, 5
B ST DMIAIETAROMERN B ONE 2R E53, BERE 52T DHER, BIEIOHER | K OIS EL
HIFTZ T DI 2B ORI 3%, T I BRSO 2 REET 2,

Member State shall ensure that the powers provided for in paragraphs 1, 2 and 3 can only be exercised
subject to appropriate safeguards. Those safeguards shall guarantee, in particular, that such exercise takes
place in an objective, transparent and proportionate manner, and that the rights and legitimate interests of
the critical entities affected, such as the protection of trade and business secrets, are duly safeguarded,
including the right to be heard, the right of defence and the right to an effective remedy before an
independent court.

ERREN T, 2RO T DIRBHERD S DB ARSI LD WHIE R DB A 7 195
ey, Uik HETR DD HHE)3, BT DHERIEIDFES(EU) 2022/2555 O T DIGHER
DBHHERNTHL, WG DL E MR D, Z0 HIDTDIZ, #RIEI, Z0f50 Fich
DHREHESRD S HREREDS, L HEROH OB XRIL, ZDHHD T J’ob“@é”@fﬂi@
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LU TAISFEH(BEU) 2022/2555 O I DaSHEROHHFEBIE DRIRIZIWT, F55
(EU) 2022/2555 O FIZdDRaEHERRD  AEAD B S OB TOMENRAA T35 2 LA 5T
ZHZELEMRT D, TD BIIDTZDIZ, HKRENE, ZOfRE0 FIZHDMEHEROSH OB,

BH(EU) 2022/2555 D I DMaSHEBRD S DHBAL DI IWNT, WL, 20, 1 iE A
THZELEMRT D,

Member States shall ensure that, where a competent authority under this Directive assesses the
compliance of a critical entity pursuant to this Article, that competent authority informs the competent
authorities of the Member States concerned under Directive (EU) 2022/2555. For that purpose, Member
States shall ensure that competent authorities under this Directive can request the competent authorities
under Directive (EU) 2022/2555 to exercise their supervisory and enforcement powers in relation to an
entity under that Directive that has been identified as a critical entity under this Directive. For that purpose,
Member States shall ensure that competent authorities under this Directive cooperate and exchange
information with the competent authorities under Directive (EU) 2022/2555.

g2 HiAl
Article 22 Penalties

RERKEN S, ZOFERIC ZVBIRST [E N E OERA T2l 25U CiiliH PTREZRENZ B2 81E
ZED, 130, BRSHEN FEESNAD T LA MR T DT DI EEL 72 5 A COEEA T D, TED
ONAENT, FHIHITHY, EBIRIh>HIE I0HHEDET 5, FERREIL, 2024 410 H 17 HE
TIZ, BRMNEERITRIL, YiHE L O as &2 maL, 70, BONZEE RIS, e,

MHHE IS 5.2 D DB OWIER 8T D,

Member States shall lay down the rules on penalties applicable to infringements of the national measures
adopted pursuant to this Directive and shall take all measures necessary to ensure that they are
implemented. The penalties provided for shall be effective, proportionate and dissuasive. Member States
shall, by 17 October 2024, notify the Commission of those rules and of those measures and shall notify it,
without delay, of any subsequent amendment affecting them.

288



e TERMEE 8 & 45 (20234412 H)

BVIE FESNAHTARUEETA
Chapter VII Delegated and Implementing Acts

B35 RIEDZET
Article 23 Exercise of the delegation

1 ZHESNATRZEGIRT DHERI T, ARTTEDDRHINE, BINEERITHL THEALID,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in
this Article.

2. BSEE 1 HORTHESNA TALEEIRT DHENR L, 2023 45 1 H 16 Bon 5 AR, BRI
BEIZHLTEZ L5,

The power to adopt delegated acts referred to in Article 5(1) shall be conferred on the Commission for a
period of five years from 16 January 2023.

3. 5 &KFE | HIORTHIROEHE, W o T, BNGESEI TR > THIHS S,
IHLORTENS, RIREDHF THIRSHOMIROZAEEAE TSE D, TOWEL, EU B T
TDVPTEN RSN FNTFEIL, F2lL, ZOWRED P THIRESIIZD RIZHEZNT 5,
ZORTEE, BN CODZAESN A TRAD AN T8 52 T30y,

The delegation of power referred to in Article 5(1) may be revoked at any time by the European
Parliament or by the Council. A decision to revoke shall putan end to the delegation of the power specified
in that decision. It shall take effect the day following the publication of the decision in the Official Journal
of the European Union or at a later date specified therein. It shall not affect the validity of any delegated
acts already in force.

4, TSN TAEEART DRI, BINEESE, K0 ERVNECET 5 2016 4FE 4 H 13 HOR%
RIS EICED D HAFHNZIE , BABRRED SIS E S B0 6B R4,

Before adopting a delegated act, the Commission shall consult experts designated by each Member State
in accordance with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better
Law-Making,

5. BRMEEENBLINDIITAEEIRLI-EXITEDIZ, BINEERIT, MINGES M OHEFHSIC
XL, [RIRFZI@Ed 5,

As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European
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Parliament and to the Council.

6. 555 1 HIZE > THIRSI - TSN D T4, BRGSO 09D 434 74D
A 2 23 H AIPICERMEESD LITHFES OV T IO E BN RSN N X, F203,
ZODN TR, BRINGEES K OO M DRON T B SR TR R~
B LT L& IROIERT D, ORI, BONGESORE ST ESOREIZLD, 2/
HETIERSNS,

A delegated act adopted pursuant to Article 5(1) shall enter into force only if no objection has been
expressed either by the European Parliament or by the Council within a period of two months of
notification of that act to the European Parliament and the Council or if, before the expiry of that period,
the European Parliament and the Council have both informed the Commission that they will not object.
Thatperiod shall be extended by two months at the initiative of the European Parliament or of the Council.

FuF EREOFH
Article 24 Commiittee procedure

1. FRMNEBRIL, ZERIAMMAEIT 5, FZEERIE, HAIEU) No 1822011 OEMIZIITD
ZEETHD,

The Commission shall be assisted by a committee. That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

2. AKX ASHRHLEET, HIHIEU) No 1822011 DF 5 FeisEHI D,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.
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SAVIE RAGHRE
Chapter VIII Final Provisions

B2 5 HERUVREL
Article 25 Reporting and review

2027 47 H 17 HETIZ, BINEERN, BN L ORI, SHEREDSGEC -, 20
BT DT O\ L2 B HtE ORFA R 2 BRI 5,

By 17 July 2027, the Commission shall submit to the European Parliament and to the Council a report
assessing the extent to which each Member State has taken the necessary measures to comply with this
Directive.

BRINEE S, EMRNC, ZOFF OB JIEL, 7>, BRINGES M OBEFERIIHL, i
Do [RIREEL, L0, ZORETOM M, LA TEROREIE ) ZH T DI LR DT
DIFTOREE, MO, ZORFORMAMEIESN D ~NEE)EFHETT 2, DUI@E\::;* 2029
6 H 17 HETIS, DX DIS 7 B2 et D, ARSROMWED HHIDTDIZ, W
B, WAEETNEHE S v —7 OB EEEREIC AN,

The Commission shall periodically review the functioning of this Directive and report to the European
Parliament and to the Council. That report shall, in particular, assess the added value of this Directive, its
impact on ensuring the resilience of critical entities and whether the Annex to this Directive should be
modified. The Commission shall submit the first such report by 17 June 2029. For the purpose of reporting
under this Article, the Commission shall take into account relevant documents of the Critical Entities
Resilience Group.

5526 & EPEL
Article 26 Transposition

1. 2024 510 H 17 BETIZ, MEET, ZODE 8T 572D B/ D B A BAR M VA
TRT D, BRAERKEIL, MONEERITHL, HHIZ, YikEEa g5,

By 17 October 2024, Member States shall adopt and publish the measures necessary to comply with this
Directive. They shall immediately inform the Commission thereof.

WEGRERR RN, 2024 4F 10 A 18 A DYz Ea 3%,

They shall apply those measures from 18 October 2024.
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2. MEREDNE 1 R HEZ TR D8R, UikE, ZORAICHT o2 RE G0 b0
L, Fa0d, YO L ROBCZE DIIRBREIRZ Db DET D, TDIIRBREATI T
T, HEEREIC LS TEDHID,

‘When Member States adopt the measures referred to in paragraph 1, they shall contain a reference to this
Directive or be accompanied by such reference on the occasion of their official publication. The methods

of making such reference shall be laid down by Member States.

%275 8% 2008/114/EC DEELE
Article 27 Repeal of Directive 2008/114/EC

5 2008/114/EC 1%, 2024 410 H 18 ANBRIT HHDOLL THELLSND,
Directive 2008/114/EC is repealed with effect from 18 October 2024.
BEIESINADFEBITRT 25, ZOfRAITH3 52 HE U TERE D,
References to the repealed Directive shall be construed as references to this Directive.

B8 FM
Article 28 Entry into force
ZORAE, BU BH EOZTOLVRD 20 ARIZHST 2,

This Directive shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.

F29& HH
Article 29 Addressees

ZOFERIE, MRESH LTRSS,

This Directive is addressed to the Member States.
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ARTAT —)UZEBUNT, 2022 4E 12 A 14 BiZfThni=,

Done at Strasbourg, 14 December 2022.

RRMlaERE LT HgRELT

For the European Parliament For the Council

#efe R METSOLA % M.BEK

The President R. METSOLA The President M. BEK
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Rl SEEGOTF, BEBFIRUER
ANNEX SECTORS, SUBSECTORS AND CATEGORIES OF ENTITIES

il

Sector

R

Subsector

1RO
Categories of entities

L. =RLF—
Energy

()]

Electricity

— RN M OSSO RS (EU) 2019/944! 055 2 55485 57 =5
\ZEFT DESIFEETHoT, FHERDEE 2 545 12 BITE
T DRI OBRER T
Electricity undertakings as defined in Atticle 2, point (57), of
Directive (EU) 2019/944 of the European Parliament and of the
Council®, which carry out the function of ‘supply’ as defined in
Article 2, point (12), of that Directive

—FET(EU) 2019/944 O 2 555 29 WA EF T DL AT A
DIEEE
Distribution system operators as defined in Article 2, point (29), of
Directive (EU) 2019/944

—FEH(EU) 2019/944 D 2 5555 35 FATEFE T DILET AT A
DIEEE
Transmission system operators as defined in Article 2, point (35), of
Directive (EU) 2019/944

—FER(EU) 2019/944 D55 2 4557 38 A EF D RbEH
Producers as defined in Article 2, point (38), of Directive (EU)
2019/944

—IXKJ N OO BIHIEU) 2019/9432 D5 2 555 8 BAZ
T DARESIIE TG OEE &
Norninated electricity market operators as defined in Article 2, point
(8), of Regulation (EU) 2019/943 of the European Parliament and of
the Council @

— a%(EU) 2019/944 D5 2 5555 18 5, 55 20 5 KUV 59 =12
EFT DN — X, WIS —E AE 3 E N —E

X%T%fi\bé“éiﬁﬁu@m 2019/943 D5 2 55585 25 B EFTD
TSI

Market participants as defined in Article 2, point (25), of Regulation
(EU) 2019/943 providing aggregation, demand response or energy
storage services as defined in Atticle 2, points (18), (20) and (59), of
Directive (EU) 2019/944

(b) Hi 1 4
7z
District heating

— RN N OS2 F5(EU) 2018/2001° D55 2 5545 19 =
(e D O E
Operators of district heating or district cooling as defined in Article
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and cooling

2, point (19), of Directive (EU) 2018/2001 of the European
Parliament and of the Council ©

(YA
Oil

— M AT T DHEEE
Operators of oil transmission pipelines

— ARG, KRN OVE B R, F M ORI =
Operators of oil production, refining and treatment facilities, storage
and transmission

—BHHRRFR 2009/119/EC D% 2 S ZIEFET D 9 ib KB
Central stockholding entities as defined in Article 2, point (f), of
Council Directive 2009/119/EC®

(DA

— PRI B O EFR0OHES 2009/73/BC° DF 2 5556 8 BAZE
F I ofidadEs
Supply undertakings as defined in Article 2, point (8), of Directive
2009/73/EC of the European Parliament and of the Council ©®

—F845 2009/73/EC D55 2 555 6 FAZTER T DR AT LD
BE
Distribution system operators as defined in Article 2, point (6), of
Directive 2009/73/EC

—F 2009/73/EC D5 2 5565 4 AT TEFE T DIk AT LOIE
o
HE
Transmission system operators as defined in Article 2, point (4), of
Directive 2009/73/EC

—F5 2009/73/EC 5 2 5555 10 HZEFT DT AT LD
EEE
Storage system operators as defined in Article 2, point (10), of
Directive 2009/73/EC

—F85 2009/73/EC DF2 55 12 BAZEFRT D LNG AT L
DIEHE
LNG system operators as defined in Article 2, point (12), of Directive
2009/73/EC

— 4 2009/73/EC D5 2 555 | BAZ ST DRI AL
Natural gas undertakings as defined in Article 2, point (1), of
Directive 2009/73/EC

— RERIT RO RE R RS K OVE PR O
Operators of natural gas refining and treatment facilities

(ey/kE
Hydrogen

—KFRORGE, FE M OSHOEE
Operators of hydrogen production, storage and transmission

PA)ES
Transport

(a)Z=

Air

— P BRIDT= DI VW B IS HIRIEC) No 3002008 D 3 55
%4 SEFR T OizEAAE
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Air carriers as defined in Article 3, point (4), of Regulation (EC) No
300/2008 used for commercial purposes

— RPNt M OS2 O HIRAIEU) No 131520137 DBIFKIT O
2 FlCHIPET HDHIRAER A B0, BRNES M OB DOfR
2009/12/ECC D55 2 5655 2 AT IE# T D AEUE PR, RIFR T
DF 2 FH 1 BITELRT DA, WO, ZHHENICEENT
WD St A T DI
Airport managing bodies as defined in Article 2, point (2), of
Directive 2009/12/EC of the European Parliament and of the
Council ©, airports as defined in Article 2, point (1), of that Directive,
including the core airports listed in Section 2 of Annex II to
Regulation (EU) No 1315/2013 of the European Parliament and of
the Council ?, and entities operating ancillary installations contained
within airports

— BRI KOO ARRIEC)No 549/2004° D35 2 5555 1 7
\ZEFE T DA ENTEEE (ATC) DI — b A%t d-Hfize
Bl
Traffic management control operators providing air traffic control
(ATC) services as defined in Article 2, point (1), of Regulation (EC)
No 549/2004 of the European Parliament and of the Council ®

(b)ERE
Rail

—BERMIGER R OO 201234/E0° O 3 5565 2 FATE
T DAL 7T
Infrastructure managers as defined in Article 3, point (2), of Directive
2012/34/EU of the European Parliament and of the Council ©

— ¥ 201234/EU D5 3 555 1 ATED LBREFHEE K OTA
FRTOH 3 555 12 BICERRT DY —E ARl OIEEH
Railway undertakings as defined in Article 3, point (1), of Directive
2012/34/EU and operators of service facilities as defined in Article 3,
point (12), of that Directive

(cyk E
Water

—YRZEHH I TERSHD E 2 Ot E0 52872, Bl
HI(EC) No 725/2004 DRIHE T O HC/K R BIL CrEss
HPKH, HEMRONRFONRE M OMEID /K Hinkett:
Inland, sea and coastal passenger and freight water transport
companies, as defined for maritime transport in Annex I to
Regulation (EC) No 725/2004, not including the individual vessels
operated by those companies

—HIRIEC) No 725/2004 D5 2 2:55 11 AT BT % Skl
DVRERRRA G0, FET 2005/65/EC D 3 555 1 7TET
TOUEEEIR, WO, EENICE TN COLIEER D
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a9 DA

Managing bodies of ports as defined in Atticle 3, point (1), of
Directive 2005/65/EC, including their port facilities as defined in
Article 2, point (11), of Regulation (EC) No 725/2004, and entities
operating works and equipment contained within ports

— RN M OSSO FES 2002/59/ECT %5 3 S50\ ZEFS
MO E Y —E A (VIS) D5 E
Operators of vessel traffic services (VTS) as defined in Axticle 3,
point (o), of Directive 2002/59/EC of the European Parliament and
of the Council 1

(dyiES
Road

— RIS AT SO ASEE PRI TE A YR E TR

A RIEBEIT O AR R TIIZR L7220 TOD RO
TihEbrE, ZESFARAIEU)2015962" DF 2 5545 12 5
\ZEF T DAOHE PO A A OIER Y &)
Road authorities as defined in Article 2, point (12), of Commission
Delegated Regulation (EU) 2015/962 1 responsible for traffic
management control, excluding public entities for whom traffic-
management or the operation of intelligent transport systems is a
non-essential part of their general activity

—ERMNGER R OB OHTS 2010/40/EUR D5 4 555 1 F12
T DA AT LOEEH
Operators of Intelligent Transport Systems as defined in Article 4,
point (1), of Directive 2010/40/EU of the European Parliament and
of the Council

(e A3k
Public transport

— R M OBEFEO HIHIEC) No 137020078 D55 2 Z4(d)i2
ERT DA —EADHEH
Public service operators as defined in Article 2, point (d), of
Regulation (EC) No 1370/2007 of the European Parliament and of
the Council

34T —HIHIEU) No 5752013 D5 4 5565 1 BAZEFE T H543H4E8

Banking Credit institutions as defined in Atticle 4, point (1), of Regulation
(EU)No 575/2013

4R 77 — ¥R 2014/65/EU D 4 455 24 A EF DI [FDIEE#

Financial market Operators of trading venues as defined in Article 4, point (24), of

infrastructure Directive 2014/65/EU

—HIHI(EU) No 648/2012 D5 2 4555 1 FAZiERE T D ik
B4(CCPs)
Central counterparties (CCPs) as defined in Article 2, point (1), of
Regulation (EU) No 648/2012
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5.9 — NGRS M O DFEST 2011/24/EUM D5 3 S eSS
Health THEROT A E

Healthcare providers as defined in Article 3, point (g), of Directive
2011/24/EU of the European Parliament and of the Council !

—BRMFES M OSSO RAIEU) 202223715 D5 15 2/~
EU Z AT
EU reference laboratories as referred to in Article 15 of Regulation
(EU) 2022/2371 of the European Parliament and of the Council >

—PRMES K OB FROFE T 2001/83/EC' DF 1 5552 5T E
I DRI OTENIZE L OB A5 T4 DiEFHIR
Entities carrying out research and development activities of
medicinal products as defined in Article 1, point (2), of Directive
2001/83/EC of the European Parliament and of the Council 1

—NACE Rev. 2 @ Section C division 21 |27k FEREEEI G O
B S e AR SN
Entities manufacturing basic pharmaceutical products and
pharmaceutical preparations as referred to in Section C division 21
of NACE Rev. 2

— BRI R OO BIHIEU) 2022/123"7 D5 22 S0 80k
BT DAMERO BRFREOMICHEI ThHE L THIFE
M- ERs s (BB A PR R A h) 2 S
DIETAR
Entities manufacturing medical devices considered as critical during
apublic health emergency (‘public health emergency critical devices
list’) within the meaning of Article 22 of Regulation (EU) 2022/123
of the European Parliament and of the Council

— 845 2001/83/EC D5 79 Z TR HudRF I &b DiE A
Entities holding a distribution authorisation as referred to in Article

79 of Directive 2001/83/EC
6.8k — NHOHBEDIZD DIRODFTEDS, A it % OWaihD s
Drinking water [AVE RRinE Sk GG R R NI VNI E VAN | e

120 CWDIIEEEE 2 FRE, BRINGES M OB 20455 (EU)
2020/ 2184 DH; 2 455 1 H@\EFT DAMDOWHE DT
(ZHEfS VRO PG R ONUESEE

Suppliers and distributors of water intended for human consumption
as defined in Article 2, point (1)(a), of Directive (EU) 2020/2184 of
the European Parliament and of the Council ™, excluding
distributors for which distribution of water for human consumption
is a non-essential part of their general activity of distributing other
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commodities and goods
75K —HBHBEK, AEEBKET I TPEZERRDINEE, N E Tk
Waste water USSR EER O — AV RIS RO AR FIR TIEZR2 e

7eo QD ESER AR, BERf 91271/EECY D5 2 &
B 1, B2 S MO 3 ATERT DERTBEK, AERKE
TEAIPEHEFARZNUEL , R 7 X B0HD T8
Undertakings collecting, disposing of or treating urban waste water,
domestic waste water or industrial waste water as defined in Article
2, points (1), (2) and (3), of Council Directive 91/271/EEC @),
excluding undertakings for which collecting, disposing of or treating
urban waste water, domestic waste water or industrial waste water is
anon-essential part of their general activity

8FVHNALTT —f(EU) 2022/2555 D 6 J55 18 SSITIERS oA S
Digital infrastructure MEAB RO T A5

Providers of internet exchange points as defined in Article 6, point
(18), of Directive (EU) 2022/2555

— =M SO EFEFRE, FEH(EU)2022/2555 D% 6 5
58 20 FZEFET D DNS —E ADT /A4
DNS service providers as defined in Article 6, point (20), of Directive
(EU) 2022/2555, excluding operators of root name servers

—FEB(EU) 2022/2555 D5 6 5555 21 BAZERE T Hho 7 L~UL
RAL ALV AN
top-level-domain name registries as defined in Article 6, point (21),
of Directive (EU) 2022/2555

—FEB(EU)2022/2555 D5 6 555 30 I TEFRT HI TV R
2T AT P RO T L
Providers of cloud computing services as defined in Article 6, point
(30), of Directive (EU) 2022/2555

—FEB(EU)2022/2555 D 6 546 31 HAERT HT —F L4
— = RADT A
Providers of data centre services as defined in Atticle 6, point (31), of
Directive (EU) 2022/2555

—FEH(EU) 2022/2555 D 6 5555 32 I ZEFRT H2 T MA
R NI —I DT Y
Providers of content delivery networks as defined in Article 6, point
(32), of Directive (EU) 2022/2555

—PRMa L OO BIHIEU) No 910/2014%° D5 3 5555 19
FTEFRT DIEE—EADT 0 H
Trust service providers as defined in Article 3, point (19), of
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Regulation (EU) No 910/2014 of the European Parliamentand of the
Council @

—PRMGEES M OSSO R (EU) 2018/1972% D 2 5K 8 5
\EFT DNLEWETY N — DT a5
Providers of public electronic communications networks as defined
in Article 2, point (8), of Directive (EU) 2018/1972 of the European
Parliament and of the Council @V

— YT S F DY —E AN, NRDFIFH ATRE RS O Th DR
0, BRNGES K OFEEESOFEREU) 2018/1972 OF 2 55455 4
FIERT DB BRI —EADT 1S
Providers of electronic communications services as defined in
Atticle 2, point (4), of Directive (EU) 2018/1972 insofar as their
services are publicly available

9./ TEL — [EPNE e THERRENC Lo CEFES AU B, THU
Public administration B CHLIETIR

Public administration entities of central governments as defined by
Member States in accordance with national law

10571 A OB AR A (EU) 20181972 (0% 2 445 8 AT
Space TEFT HAIE HBEARY NI =7 DT o A X fRE, T

N—ZDY—EADHEME SR, R EE T REOHEIZ
FoTIRA, BER OSEE S QDI ER—2D A 750
EEE

Operators of ground-based infrastructure, owned, managed and
operated by Member States or by private parties, that support the
provision of space-based services, excluding providers of public
electronic communications networks as defined in Article 2, point
(8), of Directive (EU) 2018/1972

1. & fh o i, — I M BRSO HIRIEC) No 17820022 D5 3 555 2
IR OV FED D, FE, P OEHTEARTE N I T35
Production, processing WERONNLICEE T o R s

and distribution of food Food businesses as defined in Article 3, point (2), of Regulation (EC)

No 178/2002 of the European Parliament and of the Council @
which are engaged exclusively in logistics and wholesale distribution

and large scale industrial production and processing
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FENIDTZODINTIEOILERUEIZBE T2 M OES 201227/EU Z8UES DB M OV
202019 H-6 H 5 HOFEH(EU) 2019/944 (OJ L 158, 14.6.2019, p. 125).
Directive (EU) 2019/944 of the European Parliament and of the Council of 5 June 2019 on common rules
for the internal market for electricity and amending Directive 2012/27/EU (OJ L 158, 14.6.2019, p. 125).
TEIOT= D DIEANTTHAZ BT BRI K OB F20 2019 46 H 5 HOHBIHIIEU)2019/943 (0J
L 158, 14.6.2019, p. 54).
Regulation (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal
market for electricity (OJ L 158, 14.6.2019, p. 54).
FERTRERIRD OO /28— ORI OB ZBE DM MO0 2018 4F 12 A 11
HDFE4(EU) 2018/2001 (OJ L328,21.12.2018, p. 82).
Directive (EU) 2018/2001 of the European Parliament and of the Council of 11 December 2018 on the
promotion of the use of energy from renewable sources (OJ L 328, 21.12.2018, p. 82).
R O F AR D I =~ DOfiiE R T D255 Ak EI ZFdo % 2009 459 11 14 H
DOFEFHTS 2009/119/EC (OJ L 265, 9.10.2009, p. 9).
Council Directive 2009/119/EC of 14 September 2009 imposing an obligation on Member States to
maintain minimum stocks of crude oil and/or petroleum products (OJ L 265, 9.10.2009, p. 9).

FIRIT AOIRN TSRO SBAEL T BE2 K O 45 2003/55/EC Z FELE S 2BERMNRER K OB
2009 47 H 13 HO$E4 2009/73/EC (OJ L 211, 14.8.2009, p. 94).
Directive 2009/73/EC of the European Parliament and of the Council of 13 July 2009 conceming common
rules for the internal market in natural gas and repealing Directive 2003/55/EC (OJ L 211, 14.8.2009, p. 94).
2P PN B4 2R G M O 220D 2009 4E 3 A 11 HOFE4 2009/12/EC (OJ L 70,
14.3.2009, p. 11).
Directive 2009/12/EC of the European Parliament and of the Council of 11 March 2009 on airport charges
(OJL70,14.3.2009, p. 11).
RIS N — 2 D BFEO T30 ORI SO FEEH BT 2 X URTE No 661/2010/EU %
BEIET DRSSO 2013 4512 A 11 HOBHIEU) No 1315/2013 (0JL.348,20.12.2013,
p-D.
Regulation (EU) No 1315/2013 of the European Parliament and of the Council of 11 December 2013 on
Union guidelines for the development of the trans-European transport network and repealing Decision No
661/2010/EU (OJ L348,20.12.2013, p. 1).
RRHND BA—DZEDRIBRD T3> DRk TED DRGSR OS2 2004 43 H 10 AOHIHI
(EC)No 5492004 (FstHABiHI]) (OT L 96, 31.3.2004, p. 1).
Regulation (EC) No 549/2004 of the European Parliament and of the Council of 10 March 2004 laying
down the framework for the creation of the single European sky (the framework Regulation) (OJ L 96,
31.3.2004, p. 1).
BN oD BB AR T RN K OB E0D 2012 4F 11 1 21 HOO$EF 2012/34/EU (OJ L
343, 14.12.2012, p. 32).
Directive 2012/34/EU of the European Parliament and of the Council of 21 November 2012 establishing a
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single European railway area (OJ L 343, 14.12.2012, p. 32).

RRINILRIADHMA THRERUE B 27 Dk EL KOPHRIES 93/75/EEC ZBE I3 DI
SROBIEL0 2002 46 H 27 HO$E 2002/59/EC (OJ L 208, 5.8.2002, p. 10).

Directive 2002/59/EC of the European Parliament and of the Council of 27 June 2002 establishing a
Community vessel traffic monitoring and information system and repealing Council Directive 93/75/EEC
(OJL 208, 5.8.2002, p. 10).

BIDVT NV EA LISEEHT—E AOTRBU BT 5 2014 4F 12 1 18 HOMHiR K OHE
SOFET 201040/EU A5 T BB AZATHIHIEU) 2015962 (OJ L 157,23.6.2015, p. 21).
Commission Delegated Regulation (EU) 2015/962 of 18 December 2014 supplementing Directive
2010/40/EU of the European Parliament and of the Council with regard to the provision of EU-wide real-
time traffic information services (OJ L 157, 23.6.2015, p. 21).

HESAZROD YA DB AL AT DOFLE L OO RERRD ZO@E DA Z T A ADT8

DOV BT DRSSO 2010 477 A 7 HOFES 2010/40/EU (OJ L 207, 6.8.2010,

p. 1.

Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for

the deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other

modes of transport (OJ L 207, 6.8.2010, p. 1).

PRI 2 2 B ONEIRI C LA ALK S — A ZBE5, WONT, BEFHIHIEEC) No 1191/69

S OBEEEHHHIEEC) No 1107/70 ZBE 132K N L OS2 2007 410 H 23 HOHFH

(EC) No 1370/2007 (OJ L 315, 3.12.2007, p. 1).

Regulation (EC) No 1370/2007 of the European Parliament and of the Council of 23 October 2007 on public

passenger transport services by rail and by road and repealing Council Regulations (EEC) Nos 1191/69 and
1107/70 (OJ L 315, 3.12.2007, p. 1).

(A DR IS 1T D A ORI B DRI 2 M OS2 2011 423 H 9 HOD
545 2011/24/EU (OJ L 88,4.4.2011, p. 45).

Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of

patients’ rights in cross-border healthcare (OJ L 88, 4.4.2011, p. 45).

EERR R D EB AR BB Z B30 S OVRIE No 10822013/EU 2B IE DRI

JOBE20 2022 4 11 A 23 HOFIHIEU) 2022/2371 (OJ L 314, 6.12.2022, p. 26).

Regulation (EU) 2022/2371 of the European Parliament and ofthe Council of 23 November 2022 on serious

cross-border threats to health and repealing Decision No 1082/2013/EU (OJ L 314, 6.12.2022, p. 26).
ORI 780 DL B g DR LFIA T BT DR M OB 2001 4
11 H 6 HO$E4 2001/83/EC (OJ L311,28.11.2001, p. 67).

Directive 2001/83/EC of the European Parliament and of the Council of 6 November 2001 on the

Community code relating to medicinal products for human use (OJ L 311, 28.11.2001, p. 67).
AR K OV R D fa R ENRESA M OV BRI 310 D RN R SR A BN D 3 LI 2 B3

DRI N O 20D 2022 471 H 25 HOHIAIEU) 2022/123 (OJ L 20,31.1.2022, p. 1).

Regulation (EU) 2022/123 of the European Parliament and of the Council of 25 January 2022 on a

reinforced role for the European Medicines Agency in crisis preparedness and management for medicinal

products and medical devices (OJ L 20, 31.1.2022, p. 1).
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NHDTEE DTSN HEFS A DRD SN ZBE 3 DK e R ORS00 2020 47 12 1 16 HOFR
“5(EU) 2020/2184 (OJ L 435, 23.12.2020, p. 1).

Directive (EU) 2020/2184 of the European Parliament and of the Council of 16 December 2020 on the
quality of water intended for human consumption (OJ L 435, 23.12.2020, p. 1).
FRHOFEKFZET T2 1991 45 H 21 HOBEEEEFES 91/271/EEC (OJ L 135, 30.5.1991, p. 40).
Council Directive 91/271/EEC of 21 May 1991 concerning urban waste water treatment (OJ L 135,
30.5.1991, p. 40).

TS 3 DREFRYRLD LD DT D FEAFH | OEEY —E A5, KUY, 585
1999/93/EC % FE 14~ 2R g M OB 2014 4F 7 H 23 HOMHAIEU) No 9102014 (OJ L
257,28.8.2014, p. 73).

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC (0J L257,28.8.2014, p. 73).

RN AR E1A B D DR MRES N OB 2018 4F 12 H 11 HOFEA(EU) 2018/1972 (OJ L
321, 17.12.2018, p. 36).

Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing
the European Electronic Communication Code (OJ L 321, 17.12.2018, p. 36).
BB IR OB 8D, RN R RIRa R E L, B 2D Ttz b 2R
K OBFZ 2002 47 1 A 28 HOHIHIEC) No 178/2002 (OJ L31,1.2.2002, p. 1).

Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying
down the general principles and requirements of food law, establishing the European Food Safety Authority
and laying down procedures in matters of food safety (OJ L 31, 1.2.2002, p. 1).
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HHEELRTE(EU) 2023/436
[BER]
20234511 H30 H
3Ny e Rae (e2e
2 & A

COUNCIL DECISION (EU) 2023/436 of 14 February 2023 authorising Member States to ratify, in the interest
of the European Union, the Second Additional Protocol to the Convention on Cybercrime on enhanced
cooperation and disclosure of electronic evidence (OJ L 63,28.2.2023, p. 48-53) D7 AR (FGEI) (2D
UWNTHRIRRE R T,

JFESLDOTF AN AFTEAHY AR URL 1%, FitDEBTHA,

http://data.europa.euw/eli/dec/2023/436/0j
[2023 4F 11 A 28 HHEH]

1. BESPUE(EU) 2023/436 [ZDL\T

FEFIRIE(EU) 2023/436 1E, TFEU ORFESGIRIZEE DX, BINFHRESO YA/ S—JL5REHI0H B
NIRRT BU ORERIED AET D2 L2580 HBLHARIE Th D,

PEFAIEEU) 2023/436 DIENZEAT, EU ORERIEIZL DY A/ S—JLIREKI0 5 B &
OHUEN EU OHAZKID FC/abdernd,

FREESIE(EU) 2023/436 13, 2023 42 H 14 HIZEHREN, [RIH, BRIL- G5 3 20),
HHAIEEU) 2023/436 ONFEHERORSEE AL T, [FRED SLEHRZEE (Proposal for a
COUNCIL DECISION authorising Member States to ratify, in the interest of the European Union, the Second
Additional Protocol to the Convention on Cybercrime on enhanced co-operation and disclosure of electronic
evidence (Brussels, 25.11.2021) (COM(2021) 719 final) (2021/0383(NLE))) D F CEL IR 51TV VD,
1.1 A/ —FREHND FE B EDOHATFHR

PREEAE(EU) 2023/436 1%, EU ORERIEDS, FEARSHKIOD NI ClijE e T2 U TR NFREES

DY ASR—JOTEEKID T B NEEE I THUECEDIONTTDE I Z LT T, FEEEOHUE
DEEORRELE SIZBALTY, BEU OERREE L COME BT kiia L 52 L2 HNEL TS,

304



e TERMEE 8 & 45 (20234412 H)

ZFhudz., FEAEEU) 2023/436 &R D=1, YA/ X—J0TREHID T S BINEE Z0H
FORGE, SHNTTED DN LR QN [ER 2 RS AR G BYRL CQUODILED D,

T A ATREHKIDFH_IBMREE FOJFSC OBEFHY, TRiDEZATAFTEL,

Second Additional Protocol to the Cybercrime Convention on enhanced co-operation and disclosure of
electronic evidence (CETS No. 224)

https://www.coe.int/en/web/cybercrime/second-additional-protocol

[2023 411 H 29 B

P A R—JOFEERHID S BNREEEDO ARG, SMEFED Web AN TRFSIVTND,
72720, ZONEGER Q023 4 11 H 29 HORRSEORR) O IS IRI I BT AFAR N TR/ R AR
GENTVD,

1. 2 EU DESEES

PREIE(EU) 2023/436 DRTLE) TSIV TODERY, BERASTRIE(EU) 2023/436 S TERRES L=
NIESESE (COM(2021) 719 final) SEH7R BIEAS DIEFOIREE LT, TSI L8 AHILDERIN
i tH A M O AR i 3 1 B9 2 RN e M VB g 2 0 #HI oD 12 42 2 (Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on European Production
and Preservation Orders for electronic evidence in criminal matters) (Strasbourg, 17.4.2018) (COM(2018) 225
final) (2018/0108(COD)) & VRIS T5el 451 DREBUEED HRIDT- O DIEHE EONRBEEOFREIZ B
TR ST BUE R TED DR K OB DR S OHESSE (Proposal for a DIRECTIVE OF
THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules on the
appointment of legal representatives for the purpose of gathering evidence in criminal proceedings )
(Strasbourg,17.4.2018) (COM(2018) 226 final) (2018/0107(COD)) 3@, Fas4L Ty V=,
ZNBOTERIT, 2023 47 A 12 H, 248, HHIEU) 2023/1543 (OJ L 191, 28.7.2023, p. 118-180)
UMES(EU) 2023/1544 (0T L 191, 28.7.2023, p. 181-190) L CHHRE -,

ZNBDIETDIE), A N—JIRGHIDE BT HD F2E-EHE R EU DIERELT
F845 2014/41/EU (OJ L 130, 1.5.2014, p. 1-36) H38>5,

1. 2 EATHRELORER

PAN—FUIREKIOHE ENRREEL, AR E7213 G =Eo T/ERE L ToiH
(Tl D) AR O RERR SR A TR S L O BARRAE (B iy A4
F)YDIENT =2 DERFICEL, REIEEAVRSITEI-ZEITEA, @EEI DU CRRIEDS
[ENEDO T CED D FHIRREUWDINEEFEDEN 36U VT, ERSTRGRS VI T — 2Rk
HIFSHH 2 8 T3 H T LA RRO TNV,
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ZOAICBEL, BEEIEEU) 2023/436 ORI, FHIIEU) 2016/679(01 L 119, 452016, p. )%
URS(EU) 2016/680 (OJ L 119, 4.5.2016, p. 89)4 8579 _&EZ LA 7R TUVD,

TN NT —2RGEETDIE)>, BEFIEEU) 2023/436 OHCIIBIRSFUTY Vau s,
TERREIDVERS S RO R Tl HBERRE N L CE WD ENFA TSNS EETT, 85
2002/58/EC(OJ L 201, 31.7.2002, p. 37)i@MS5,

THUTHL, YA S—JUIREHKIDEE BNREE A ED 2 FHHEBHL T, BRINZEEZ, EPPO,
Europol (EC3) , ENISA DJ572/MEEOREES, #Hisk, TR M ORI DEANT —2 DAL
PRCREL T, BRERATE(BEU) 2023/436 DO CIEBIRSILTY Vau A3, HHIEU) 2018/1725 (0
1.295,21.11.2018, p. 39)2 N XD,

72k, H —EHA BT T O A=A T DA A 5, KEID [EZ 2 2 ECE
ERIRT 2556 K OFRINE S O BRE BIR T 25 B 1B\ Tk, SLHIEBU) 2016/679
(GDPR) & OVHAI(EU) 2018/1725 23S AR,

1. 8 BH(EU) 2022/2557 DRXHIZH S RFLEFDRRE

PIFSRIE(EV) 2023/436 D)L (SEEER LTI 258073 S5,

ZHOD R IESIVA N EFGUEI LS T D LN E B AW 2556, ITEDFRia#%C EU
B ECAFRSNDE D IERAF (corrigendum) | 28> CWO T NETIESNA Z T2 5 & TAESID
25, Bur-lex _BC 2023 4E 11 H 29 HORRSIZH THERTE-#IPHINTIL, FEEAIEED)
2023/436 DJFSL GFEO I TS IVA IERRRIFATRS IV TR,

ZDT, ZOSBFRTBWUL, #EtEOHHEIN L, BEERL, F20d, Bk
XOFETRHT DL, FACREET &AL UL, IBEIRERICB W THEEL
FI OIECEBIN R AT L,
SERIERIZH T HEA A

ZOBEFRITB WL, BESIEEU) 2023/436 ORI (recital) , 553 (articles) K& UNBIHK
(Annex) DREISCEFRHLTZ,

ZOBEFRIZBW USRI AE R D28

ZOBERL, HETHEFEIEEU) 2023/436 OFNVRFIRRCTH D, AAGR THHEER T
720,
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ZOZERL, HRFRIZRB T DI E IR Db D T D, Bk, BITHEATRDIRRL
L TEIET NEEOAR R L&, ZORERIZRWT, UGTRREZARERT &ML a R
gﬁéo

ZEROFTNTERL UIFRIEL TEFRETHZEE L7208, EROFFETIX AAGE 20120
TR T, Tea 5 EaRE L,

ZOBERITRIEIR, BERTCHOIMNEL, £ TURETHS, FREZIZ L AEBIOFH)
U Mk OFRHO R OIS WERRESNA BN AL T, HELZISUT, &
EZARERICB W THEEL - FE | O CRE Iz A2 L2 Lz,

PO T EEEML, 430D B(point) DA —HVERE LT, BiZ1Z, Tpoint(a) 1 & #i(a) 5 T
HEN, 15115 12EMEL, (@)Lt Do,

ZDOBERT, Bur-lex DT —F UK FHGAZES T CTHERRLT-.

. BEFFICBLVTEREL-FEHR

ZOBEFRITFLEFASIE(EU) 2023/436 DFERETIIR2VW O T, TNHOEHTOETEIRRT
ZEITRE T, MBS TEEIIINTARIR U= LTSGR 1Rl A2 8L,

CZTE, FRIERIAZ A 2RO ERRER TRV N LRMBES M DGR D D EHTA NI L T, 2
DBEFWEI I TR E L FHEARRL T D,

* 3k %k

FEHSIRIE(EU) 2023/436 ORISR)DHIZEH 5 and is envisaged to be opened for signature on 12 May
2022 | LD EPNE, BRESREEU) 2023/436 OEHROFESAY 2023 422 H 14 HTHLZENGT DL,
B SC T, ZOBRFERTEOMNIZE B2 T 1852 (COM(2021) 719 final) DFRESAS 2021 4 11
A 25 B THHZENOHET HE, $ERSNETIESNADZ L7 E D FFFIRS NI AFERTIE EZ 2 B
%, FEREOPIZ B HBLHEZERDFISLQ)D *HET A& FTiX land is envisaged to be opened for
signature in March 2022 |£72>CWAD T, BEMEESNTZZ1TTHY, Tand is envisaged |- Tand was
envisaged) HEIETAZENIESINTLESTZDOTHA),

72120, ZOBZFRTIBNTUL, RO EERET DL

FRFHAIEEU) 2023/436 DORISLAT)DOKREIX A~ () |72 TDAS, ZOEFNXE VAR () 123

IELWOT, fRiE s,
ZOBERITBWTUL, FOINEU- ET, AFINGRIET A28,
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PREIIE(EU) 2023/436 D HCl Inotification or communication | & #HX41CV A& FTE Inotifications
and communications | & S CODEITA DD,

THUT, FEEOR 25 555 1 He ICHTDHDT, [AlHH e 23ED D% L Tany other act, notification
or communication relating to this Protocol | &72-> TV V5, ZZ T, Inotification] & lcommunication | /& any
other act] DR THHEEZ HILD, [communication ]l d, S5 DARGRCTIL EH 72> TRY,
DERE LB ARUASDLEEZ HIVHN, ZOBERTILERE LRIl

FEHUE (EU) 2023/436 D H1IZ & B Iotification or communication | & ¢ R HLE otifications and
communications | & DZREUATENDOFERR 2R D HEITEZ BT, bLAREEES 25 5455 1 He
DOFHUINZ H_RETHDHETHUZE, Inotifications and communications | & DFIEYD FNGRGLE/ 2D
LiFsND,

72720, ZOZZEFRTBWTUL, WIS FECOEER T HL1LT

FREHARIE(EU) 2023/436 DORIHE(Annex) DE 4 SO 1 BEEDOHIZH 5 lestablished by Regulation
(EU)2017/1939 |- DEFTIE, [established by Council Regulation (EU) 2017/1939 | DRRRECTdhd,
ZOBERZIBNTUL, EOINTFLT- T, GEANGERET2Z8IIULT

HFSRIEEU) 2023/436 ORI (Annex) D 4 HOH 1 BFEOHIZEH5 (as national prosecutors of
those Member States Member States | [those |13, EFEEPMEE BT DERE LV W2 EEHEL T
WA, AAGESCC TECFIRL IO LT DL FDEMAE LI E 2o TLEI S WITED S
2o

ZTT, ZOBEFUTR VUL, ZOEHTE DY EDENREEE & | LR e Uz,
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EESER
B 2014/41/BU DOBEFUE, {EETHHMES 3 5 7 5 199~245 HIZHD,
BRFAHIAINEU) 2017/1939 OSEFT, IEEIEHRMES 3 B 175 1~91 HIZHD,
HiHI (EU)2016/679 (7 — 2R OSZ3R -3 T L, TELTEHRMES 3 &5 5 1~114 HICH
% BHIEU2018/1725 DBBF L, IELEHRMEE 45 1 5 1~81 HIZHD, 51 2002/58/EC DEHE

FRUGTHU L, IEETEMEE 2 5 5 5 158~187 HIZHD, FEH(EU)2016/680 DSERRIE, L IEHHE
H2 &1 5 41~140 HIZHD,

ZOBEBROBIEF AL, AR MEtZ 0 2) OB %43,

& kK
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BXIES DRI H LT, RS- RV EFIHLOBRICRET S

B AN\ 5D FE B IESEE ARREAMMUET HHERESZ S

2023 £ 2 A 14 HOHEELRRTE(EU) 2023/436

COUNCIL DECISION (EU) 2023/436 of 14 February 2023 authorising Member States to ratify,

in the interest of the European Union, the Second Additional Protocol to the Convention on Cybercrime

on enhanced cooperation and disclosure of electronic evidence

KNS O PR T,

WS OREREIZBET-255K), E0ibl, RSO 218 456 6 THEHEL CEASIDE 16 5L
o5 82 255 1 TH T,

PRINEE O DIEZHE,

KRN RES D [FIE iR,

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 and Article
82(1), in conjunction with 218(6) thereof,

Having regard to the proposal from the European Commission,

Having regard to the consent of the European Parliament ",

Whereas:

(@)

)

201946 H 6 H, BEEXT, YA/ —40FRICBE T ARRNFEESSRK) (CETS No 185) (A 73—
FLFRZBITDEK)) O BIRRE BT D8N, BINEE S RN E SOz
T 2ME % 52 7,

On 6 June 2019, the Council authorised the Commission to participate, on behalf of the Union, in the
negotiations on a Second Additional Protocol to the Council of Europe Convention on Cybercrime
(CETS No 185) (‘the Convention on Cybercrime’).

PEREN =1 71 M OB AL BRI Z B9 DA R — 30 5RIC B A 5K 3 B hkE &
(GREENDIL, 2021 4 11 A 17 BICERINFEESOBIREESITL > THRIRS, 2022 4F 5 H
12 HIZBADT=DIZABISNAZEN FESIL TS,

The Second Additional Protocol to the Convention on Cybercrime on enhanced cooperation and
disclosure of electronic evidence (‘the Protocol’) was adopted by the Committee of Ministers of the

L2023 4F 1 A 17 HOIRE (FHAER).
Consent of 17 January 2023 (not yet published in the Official Joural).
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Council of Europe on 17 November 2021 and is envisaged to be opened for signature on 12 May 2022.

A E ORISR, MR 51585 ORI 1 BH T DIEASGEE, Tt LotERlnI=<
LIRS DIEHGE, NS, 7 — 2R O T T A/ — D LR G, R
EEOREREZ BETH45K) (TFEU) D% 3 5855 2 TR FIRIZ 81T D Il BUEI 2 do» TRER A el
FSNDIRROFIINISDD,

The provisions of the Protocol fall within an area covered to a large extent by common rules within the
meaning of Article 3(2) of the Treaty on the Functioning of the European Union (TFEU), including
instruments facilitating judicial cooperation in criminal matters, ensuring minimum standards of
procedural rights as well as data protection and privacy safeguards.

BRMNZRERE, THEHZ I D EFRELO MR N A ORI R A A SRS 2 BRI STk
R, WS, BIOHERKED I —E 27 m A7 ORBLEZEHEOASENEL, ESia iz T
WHDHHERINFR R M OWRINR AR S 2 EAL, TS Fe S36 T DREUNED BRIODT
DOIERE EDORBEE DY EIC BT DB A LS HE L ED DR T O R D NI SE
b7,

The Commission also submitted legislative proposals for a Regulation on European Production and
Preservation Orders for electronic evidence in criminal matters and for a Directive laying down
harmonised rules on the appointment of legal representatives for the purpose of gathering evidence in
criminal proceedings, introducing binding cross-border European Production and Preservation Orders to
be addressed directly to a representative of a service provider in another Member State.

B BT DA~ DRINEB RO SAINTEIY, BINZEERIZ, B 2R a0 H@n
HUE L E =L O A A FERLT=,

With its participation in the negotiations on the Protocol, the Commission ensured its compatibility with
relevant common Union rules.

HE LRI NEEOTER L OBOREDED BN AR D720, EELBRT22HO%
R, HE, BHK NS NI TH D, ENDLINT, #EEORIEThHH —E (15 =
FEROIE) ) & etk E L O BIRIZIST B, EEDORHIECoH2RREL S ORERKE (TR Ed
FIEIDIC Lo EOF AT DL, MO, #E B0 22 R+ 52
EERHEL T,

A number of reservations, declarations, notifications and communications in relation to the Protocol are
necessary to ensure compatibility of the Protocol with Union law and policies. Others are relevant to
ensure the uniform application of the Protocol by Union Member States that are Parties to the Protocol
(‘Member State Parties’) in their relation with third countries that are Parties to the Protocol (“third-
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country Parties’), as well as the effective application of the Protocol.

FERREN G CZOWEDHIED T TEDHARNEZ HNHRRE, TS, AL ONERL, 3
TEENEDINTFFEL CODEGAIT BN CEME R EDMERN A TO Z & L e DRI FET-
ILESEHT 20,

The reservations, declarations, notifications and communications on which guidance is given to the
Member States in the Annex to this Decision, are without prejudice to any other reservations or
declarations that they might wish to make individually where the Protocol so permits.

B DRERIZIBWCZOWRTED BRI IES TR, B, BEEZIXEEE L - AR E
1L, EBEED YR EOPEE, SRR IR RER N EN TR TR, 20k
(T RETHD,

Member States which did not make reservations, declarations, notifications and communications in
accordance with the Annex to this Decision at the time of signature should do so when they deposit their
instrument of ratification, acceptance or approval of the Protocol.

AT, BTETORAE, Lt/ AR, MEIE, ZOYTEDBIRED B8 e R
FREThHS,

Following the ratification, acceptance or approval of the Protocol, Member States should, in addition,
observe the indications set out in the Annex to this Decision.

TR, BHHUA~DOEREAZ#Z 57 7B AR O~ D22 A 1) ESE 5 HER
Fhia TOTND, ZIudz, i EEDORNL, FERERHFIEL S = ERHFOEE OO W%
RT DI T, P ANFUFE R O NSO TERED TR P T DN N m—r 3L
7L~ UL THEERL, [EAD WL~V OBGEEFEIRL, 1>, AL 52 812705,

The Protocol provides for swift procedures that improve cross-border access to electronic evidence and
a high level of safeguards. Therefore, its entry into force will contribute to the fight against cybercrime
and other forms of crime at global level by facilitating cooperation between Member State Parties and
third-country Parties, ensure a high level of protection of individuals, and address conflicts of law.

HEET, BONGER M OFEEEOHHIEU) 2016/67950F ORI EESS K OFIEFA0F545(EV)

2 AT — 2 DRBREBEHS 2 HIRADRE R L DT —Z DIEDOIRNEBN BT 2, NS, ey
95/46/EC % BEIET2MMGES M ORS00 2016 424 A 27 HOBIHIEU) 2016/679 (—T —# LRI
(OJL119,4.5.2016,p. 1).

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
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2016/680% 2 He 3l AT —Z D EFRAI 2 IBHRD T2 6D DB YN~ T 02 2 e e B C
W5, TR, FEEDRNT, BINEGDT —2 {53 @%ﬁ@jﬁ& 27— UL ~L
THEBRL, MKERHIELSE —ERHE OO T —X2 DOFithE R AL, 130, BINEED
T —ZRFED HIE IS IR E D F B ORE R ERRIE OB T2 R D2 812725,

The Protocol provides for appropriate safeguards in line with the requirements for international transfers
of personal data under Regulation (EU) 2016/679 of the European Parliament and of the Council ® and
Directive (EU) 2016/680 of the European Parliament and of the Council®. Therefore, its entry into force
will contribute to the promotion of Union data protection standards at global level, facilitate data flows
between Member State Parties and third-country Parties, and ensure compliance of Member State Parties
with their obligations under Union data protection rules.

A EZOHLTEN T, FAX—JIRTHTS DRI NDT=D D /=D L FFk A L L TDHA
NS RE HAKID 2 BN RS2 b D ETHTETIRD,

The swift entry into force of the Protocol will furthermore confirm the position of the Convention on
Cybercrime as the main multilateral framework for the fight against cybercrime.

EFRDHDRGHIDOFHHINE L7220 1EDT0, BIMEAE, e e TE R0,
The Union cannot ratify the Protocol, as only states can be parties thereto.

ZHvp R, HERRENT, KINESOFERIZISWTHRRILITEIL,, #EETHET 228058051
HEThHD,

Member States should therefore be authorised to ratify the Protocol, acting jointly in the interests of the
Union.

PRINT — A REREEN BN L, BRINEES K O BRSO HRAIEU) 2018/1725* 1296~ CEL RBERA S

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).
3 JUIATAOBILE, FA, Bk LIFFMBEITENDBETO HRIDT- D DOFHERD HOMBNC LS
fﬁl)\?‘*& DRFLFET 2 FIRADPSEIZ BT, WNT, DT —ZOIEDINNEENZ B, i
T, FEEASEAITE 2008/977/THA B 13 2R R OBEE0 2016 44 7 27 HOFES(EU)
2016/680 (OJ L 119, 4.5.2016, p. 89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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i, 2022451 A 21 BICFOERA L, 4

The European Data Protection Supervisor was consulted in accordance with Regulation (EU) 2018/1725
of the European Parliament and of the Council ® and delivered an opinion on 21 January 2022.

(16) PRMEASSK (TEU) 2O TFEU (K@ T2 H H, SRR ONEGO R ZBET 2 R E K O A
VT ROMNAZEE T 2EESR 21 5 DH 1 LU 2 FRUITHEN, 20, [RREEEDS 4 5
T HZ 87, TANT R, ZOWREOEIRIISIET, ZOREIZEL> TR sz L
DL, FolX, ZOWEDTENARS2U,

In accordance with Articles 1 and 2 of Protocol No 21 on the position of the United Kingdom and Ireland
in respect of the area of freedom, security and justice, annexed to the Treaty on European Union (TEU)
and to the TFEU, and without prejudice to Article 4 of that Protocol, Ireland is not taking part in the
adoption of this Decision and is not bound by it or subject to its application.

(17) TEU }O* TFEU (ZFHE 357 ~—2 O BET 2aiE 4 22 5D 1 MOV 2 i
e, T —1%, ZOWEDFIUISINET, ZOWEIZE > THRSAZEN L, Fi-
1%, ZOWGEDHEAIIRS720,

In accordance with Articles 1 and 2 of Protocol No 22 on the position of Denmark, annexed to the TEU

and to the TFEU, Denmark is not taking part in the adoption of this Decision and is not bound by it or
subject to its application,

(18) FEEEDLNADIE, 2021 4 11 H 17 RICHINFHEEEOBIFZER R > THRIRSIZIES
DYFERB T 72 AL TDD,

The authentic versions of the Protocol are the English and French versions of the text, adopted by the
Committee of Ministers of the Council of Europe on 17 November 2021,

HAS ADOPTED THIS DECISION:

PLEDEBOTHAD T, ZOWREEEIRTS:

* RRIES OB, Ak FHRME ORI OEAT —2 DB BT 2 A IRADIRSEIZ BT D300

(ZZDT = ZDIEDTL SNBSS, W, HHIEC) No 452001 JUVRTE No 1247/2002/EC %52

(TR N M OB 0D 2018 4 10 H 23 HO#IHIEU) 2018/1725 (0T L. 295, 21.11.2018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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FT1E
Article 1

HERKENT, 22U, BROIMESOFRRIZIT, JERSIVZ ) K OV RHLOBRIZ B35 ¥
AN—AER BT DI IBIREE (HEE ) ITHIMET 22 L biD,

The Member States are hereby authorised to ratify, in the interest of the Union, the Second Additional
Protocol to the Convention on Cybercrime on enhanced cooperation and disclosure of electronic evidence
(‘the Protocol’) ©.

WX S
Article 2

1 EEITHIET 256, BADORRIZIRBWTIOREDHIIROH; 1 IR LE 3 THICHE->TH
TF, B5, 8 QG2 L2 TAERIENY, #E & L E OISR, SahE £l
Ao AR EN TR DR, TIN5,

When ratifying the Protocol, Member States which did not, at the time of signature of the Protocol, make
reservations, declarations, notifications or communications in accordance with Sections 1 to 3 of the
Annex to this Decision shall do so when they deposit their instrument of ratification, acceptance or
approval of the Protocol.

2. AT, EEEEOHE, SREETAIEGBORE, HRIENL, ZOREDHIDH 4 T EDHFR
ZEETT D,

Following the ratification, acceptance or approval of the Protocol, the Member States shall, in addition,
observe the indications set out in Section 4 of the Annex to this Decision.

ERE S
Article 3

ZOVTENE, ZOWRTEDTIRD HIZIHRT5,

This Decision shall enter into force on the date of its adoption.

S ZOHHD 28 HEBH,
See page 28 of this Official Journal.
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Bag
Article 4

ZOWIE, EU B LTRSS,

This Decision shall be published in the Official Journal of the European Union.
B5E
Article 5

ZOPIE, FERERE SIS,

This Decision is addressed to the Member States.

TV UZET, 2023 422 A 14 HI T,

Done at Brussels, 14 February 2023.

AL T
For the Council

#5E E.SVANTESSON
The President E. SVANTESSON
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Ul
ANNEX

CORRRE, 5§52 RIS, 5E, 8, #HEM O ED D,

This Annex sets out the reservations, declarations, notifications, communications and indications referred to in
Article 2.

1. B

Reservation

EEEDS 19 5555 1 T2, FHENS, e EDEKO)DDOKIAIZEDD 1 IO
R TED,

Pursuant to Article 19, paragraph 1, of the Protocol, a Party may declare that it avails itself of one or more
of the reservations provided for in certain articles of the Protocol.

REEE RO ER T 25 9 D alZ8Y, MEIENE, 5 7 SRUNMAETHHROBIR) Z# L 720 e 2
PRTED, RENT, TOIIRRREATOILEYER D,

Pursuant to Article 7, paragraph 9.a, of the Protocol, a Party may reserve the right not to apply Article 7
(Disclosure of subscriber information). Member States shall refrain from making such a reservation.

B EDE T4 9 b (280, FIENL, FEEb ICEDLRMIARL T, —EDXAT DT 7+
ATEATKU T 7 S5 AL\ WERIE AR CE D, FERENT, ZD X708 851 TV M523,
FIFE 2751925 BRID r DT DI\ B2 T 7w AT B LISND T 72 A8 B DEHRIC BT
DI TEHDH,

Pursuant to Article 7, paragraph 9.b, of the Protocol, a Party may, subject to the conditions therein, reserve
the right not to apply Article 7 to certain types of access numbers. Member States may make such a
reservation, but only in relation to access numbers other than those necessary for the sole purpose of
identifying the user.

REEDHE 8 FUNAFIEREONT T 407 =2 DI aBiz KD HRIOFHHIEN DO
DA 13 TZED, FIENZNT 7427 7 =2 U T 8 SRA B L7220 HERIA AR C
&0, MEIEN, Z DI BREATO LR DT ENMEREN D,

Pursuant to Article 8, paragraph 13, of the Protocol, a Party may reserve the right not to apply Article 8
(Giving effect to orders from another Party for expedited production of subscriber information and traffic
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data) to traffic data. Member States are encouraged to refrain from making such a reservation.

5519 & 1 R ZNL LSO BIROIRARIEST D56, MENL, £OI07 e THZe
AL, TNEITOZENTROLND,

Where Atticle 19, paragraph 1, provides a basis for other reservations, Member States are authorised to
consider and make such reservations.

2. 5
Declarations

R E OES 19 255 2 T, MRIEND, SEEED —EDRHTRSNIZESEATV D,

Pursuant to Article 19, paragraph 2, of the Protocol, a Party may make the declarations identified in certain
articles of the Protocol.

RREEON 7 5555 2 T b IZID, MEIENT, SiZFHEOE ENO—E 27 B A Z TR T
FHAINHMBIZEL, LFOESEITMES:

55 7 5568 1 THICHE <, MR F232 LIS SR Lo TRAEN, LT,
FREEE FT13F NLANDIEB S RO BB O PSSR T UTesd, F203, St
1L, SIOBTED FIZBUWY CRASIVRATIUTRDZ, |,

Pursuant to Article 7, paragraph 2.b, of the Protocol, a Party may, with respect to orders issued to service
providers in its territory, make the following declaration:

‘The order under Article 7, paragraph 1, must be issued by, or under the supervision of, a prosecutor or
other judicial authority, or otherwise be issued under independent supervision.’.

HERRIEN S, URAEREID RO —E 27 A Z L TR TSNS Bl , A0
2 BEEKIZEDDEEEA T,

Member States shall, with respect to orders issued to service providers in its territory, make the declaration
set out in the second paragraph of this point.

EEEDE 9 5 (BAR BT A IS - B a— 27 — 2D SAR) § 1 T b 12k
0, FERIENL, ZOREIIEDS, IAETFROBIROIZ RO HFEISES 1 T a | HS<EREA T T
LW EE B S TED, MAEIL, TDIIRESEATHTEEEZ DT ENHERS D,

Pursuant to Article 9 (Expedited disclosure of stored computer data in an emergency), paragraph 1.b, of
the Protocol, a Party may declare that it will not execute requests under paragraph l.a of that Article,
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seeking only the disclosure of subscriber information. Member States are encouraged to refrain from
making such a declaration.

5519 &6 2 R ZHL LSO BESORARIEST D56, #lEL, ZOIORESZ2THIE
AL, TNEITOZENTROLND,

Where Atticle 19, paragraph 2, provides a basis for other declarations, Member States are authorised to
consider and make such declarations.

3. EE, BHF ISR

Declarations, notifications or communications

R E EOH; 19 286 3 TZLD, FiIElS, MR TIEODIVERHIIE, SEFHFD—ED
REITEDDEE, IBNEITEEZT TV MED,

Pursuant to Article 19, paragraph 3, of the Protocol, a Party is to make any declarations, notifications or
communications identified in certain articles of the Protocol according to the terms specified therein.

REEEOE T 55 5 a2y, FEE, BONFEESO F5RREICHL, ZOMRIEOREEN
DY —E AT AL URISEE 1 SO TR ASNAGAITBW L, Yikhh
FIED, 2TORMTEBWT, 20X, EOOLNIIRIL FIZBWT, 2O, #iFEn7eiEm &L
OB T BE T A HEOE O RIREEAE TR T2 B2 @A T&D, 1T,
FRENT, FRNEEEROFERREICHL, LLFOBEAEITHHEDETS:

[HERKEN OFE LAY —E A7 0 S ZI TR U T 7 5586 | B S B D BB SNL% A,
[RERKENVL, 22 COZHTIBNT, ZOMMF, MHFEH RN O F 7 ST B35
FHEOEBORFRREEZERT D, 1,

Pursuant to Article 7, paragraph 5.a, of the Protocol, a Party may notify the Secretary General of the
Council of Europe that when an order is issued under paragraph 1 of that Article to a service provider in
its territory, that Party requires, in every case or in identified circumstances, simultaneous notification of
the order, the supplemental information and a summary of the facts related to the investigation or
proceeding. Accordingly, Member States shall make the following notification to the Secretary General
of the Council of Europe:

“When an order is issued under Article 7, paragraph 1, to a service provider in the territory of [Member
State], [Member State| requires in every case simultaneous notification of the order, the supplemental
information and a summary of the facts related to the investigation or proceeding.’.

AEFDH T HH 5 T e \SHE, MERKEND, sEEOH 7585 5 Ha (ZH @A 2L, i
TEFOH T 45 5 Wb, 555 He KO 5 I d (R ITEEE 2T I D H—OREHERO&H 5%
BIAFRIEL, 220, REEDH 7 558 5 H a |\ THABRMNFEERO 1 JmRA 018k i
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N G- DIDES, FRINGERSD T RRITIL, Uazps B s e i difs 4%,

In accordance with Article 7, paragraph 5.e, of the Protocol, Member States shall designate a single
competent authority to receive the notification under Article 7, paragraph 5.a, of the Protocol, and perform
the actions described in Article 7, paragraphs 5.b, 5.c and 5.d, of the Protocol, and shall, when the
notification to the Secretary General of the Council of Europe under Article 7, paragraph S.a, of the
Protocol is first given, communicate to the Secretary General of the Council of Europe the contact
information of that authority.

R AE D H 8 2R 4 TCID, MEIEID, [RIZE 1 TIZHS<Mmaa AN 57212, AT
IR RS BRSNS BEEE TED, o, #kEIE, L FOESEATObDET %!

56 8 555 1 TS BaAINT T DT, MR BIERS EoRk S D, ZERSILVD
(MBI, ZOMTORIS OBIE S A S IETFROBICLD, 525, |,

Pursuant to Article 8, paragraph 4, of the Protocol, a Party may declare that additional supporting
information is required to give effect to orders under paragraph 1 of that Article. Accordingly, Member
States shall make the following declaration:

‘ Additional supporting information is required to give effect to orders under Article 8, paragraph 1. The
additional supporting information required will depend on the circumstances of the order and the related
investigation or proceeding.’.

REEDRE 8 2555 10 TH a LUV 10 TH b (ZHE, EARIEIS, 5 8 ST < maEA T
ToOITHRESII B MOV 8 SRIZ S M B2 0T D7 DI ESII B e Lo
FEACIE A IEBAIL, 230, ZhABSTOLDIZIRD, BINHRELR) (TEPPO ) DX EIZ B3 HiEK
SN A ST A RIEHRANEU) 2017/1939 (28> CRRITDIZERESN- s
DIERNENS, FEZOH 8 555 10 tH a LUV 10 HH b O T CEliEa s T A0 HIZ, 5 22
2R, 5 23 SRILOV 25 SRICTED D EPPO DNSFESHERROATREDHIBROFEFNIZF5\ T, EPPO %
EHDHDEL, 0, FHESNIZIERE CEDINTT D,

In accordance with Article 8, paragraphs 10.aand 10.b, of the Protocol, Member States shall communicate
and keep up to date the contact information of the authorities designated to submit an order under Article
8, and of the authorities designated to receive an order under Article 8, respectively. The Member States
that participate in the enhanced cooperation established by Council Regulation (EU) 2017/1939 @),
implementing enhanced cooperation on the establishment of the European Public Prosecutor’s Office
(‘the EPPO’), shall include the EPPO, within the limits of the exercise of its competences as provided for

! RiINARZER (TEPPO ) ORREN Z B DIERS I 1A 92535 2017 47 10 A 12 HOBLESHFRIEU)
2017/1939 (OJ L 283, 31.10.2017, p. 1).
Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation on the establishment
of the European Public Prosecutor’s Office (‘the EPPO”) (OJ L 283, 31.10.2017, p. 1).
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in Articles 22, 23 and 25 of that Regulation, among the authorities communicated under Atticle 8,
paragraphs 10.a and 10.b, of the Protocol, and do so in a coordinated manner.

HeoC, HERENT, LT ESEITOHDOETS:

[ 8 2555 10 TEIZHEY y, BRINARERSR) (TEPPO |) OORRIENZ B DRSNS 28N
EAORERRIE L CORERLEE, BMNREYR (TEPPO)) ORREIZBI4 A RS-t % 524k
THHEAHHIEU) 2017/1939 DF5 22 55, 45 23 S MOV 25 SRICTED DRRHBSHERROA T8
VT, EPPO ZHRESHERRD B OEEAL L CHRIET 2. 1,

Accordingly, Member States shall make the following declaration:

‘In accordance with Article 8, paragraph 10, [Member State], as a Member State of the European Union
participating in the enhanced cooperation on the establishment of the European Public Prosecutor’s Office
(“the EPPO”), designates the EPPO, in the exercise of its competences, as provided for in Articles 22, 23
and 25 of Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation
on the establishment of the European Public Prosecutor’s Office (“the EPPO), as a competent authority.”.

R E DS 14 585 7 T ¢ \ZHE, MERRIEND, RRNFREREOFHRRITHL, =71 LoA
T BT DR E S I FE 2 HiD BRYDTZOIT, FEEDH 14 5557 Hb IZHES
SEHVEST D | EI T ORBIZ 18835,

In accordance with Article 14, paragraph 7.c, of the Protocol, Member States shall communicate to the
Secretary General of the Council of Europe the authority or authorities to be notified under Article 14,
paragraph 7.b, of the Protocol, for the purposes of Chapter 11, Section 2, of the Protocol, in relation to a
security incident.

HEEOE 14 455 10 T b 1SR, MIE, WONTRA0 FERRICHL, #E R iko%
LT T — 5 ORI 7= BB TRk L BRI i oo oS 11 55485 2 oo F Y
DI=DDFFE 527 | EI MR i 5,

In accordance with Article 14, paragraph 10.b, of the Protocol, Member States shall communicate to the
Secretary General of the Council of Europe the authority or authorities to provide authorisation for the
purposes of Chapter II, Section 2, of the Protocol, in relation to the onward transfer to another State or
international organisation of data received under the Protocol.

AREEDH 19 555 3 N ZNDL LSO B S, IERIE I TEHEO MM ARAES D856, MRElT,
ZDIIRES, BNETEEEATOZEAMFIL, TNEITHZEDNRDLND,

Where Article 19, paragraph 3, of the Protocol provides a basis for other declarations, notifications or
communications, Member States are authorised to consider and make such declarations, notifications or
communications.
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4. TDOHDIER
Other indications

FEEAHIRIEU) 2017/1939 128 CRRATDAVAERS =N SN 2RER0EN X, RO
5522 55, 55 23 SOV 25 ST ED D EPPO OBHHERRA1 TiE4- 28, EPPO 73, M4stnk/E
DEPMEEE LIRIC 15 T 2 AW 1A RO 15D = LA 5,

Member States that participate in the enhanced cooperation established by Regulation (EU) 2017/1939
shall ensure that the EPPO can, in the exercise of its competences as provided for in Articles 22, 23 and
25 of that Regulation, seek cooperation under the Protocol in the same way as national prosecutors of
those Member States.

7 SomEAICEAL, LublT, —EDXAT DT I EATRLORIRINT, HERRET, 5%
FEREIDNISHEBRD H OB, BRSNIERO 7 0 A XL BB RIVLENS, DM
DIRREEFVE ST HEXT, RIS MG, T T2 USNDIER S RO R
SHED,

With regard to the application of Article 7, in particular in relation to certain types of access numbers,
Member States may subject an order under that Article to the scrutiny of a prosecutor or other judicial
authority when their competent authority receives a simultaneous notification of the order prior to the
disclosure of the requested information by the provider.

MEE O 14 55 11 T ¢ \T06, WRKENT, URssnlE e ED RN O T —4 %%
B HLET, ZRETDREIERDS, UEDEBEDT —FDMEHS D ME NI CEEO#EEE -
A BT L BERT % BRHERIED EWNRVLIEH EOPSIA DG E ST D L2 R D,

In accordance with Article 14, paragraph 11.c, of the Protocol, Member States shall ensure that, when they
transfer data for the purposes of the Protocol, the receiving Party is informed that their domestic legal
framework requires giving personal notice to the individual whose data is provided.

RFATAOB L, A, AR OFRBEBSET D ENEROLFEI BT 7 AU A BARE LN
HELOMOATE (MHEEE) 4 S 3 D ERAY o A B, HERENT, FEEDE 14 55
% 1 b O BROT-DIZ, GRIEIDRFEHEROSH BRI, TESHE RO DI RICES
DR E B SENT —F O AR L CEliEA B EASND BE 5, 7272
L, MAENT, SEED FTEDDIVTCWOEERILISID, S —E A7 m/ (LD EHDE
RO RERD RERI D B2 2 [ NI AN 2 22 B S > CalR A E S Milise s D
RETHHEVDZEEBEIZANDLDET 5, 15T, FEREN, SRIEDTRBSHERD & 5%
BAZRIL, LFOEEET HbOLT 5!

20J1L336,10.12.2016,p. 3.
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(A LT BT DR NS 3 B EE(GEEZ D OF 14 555 1 THb 0H
IDT=OIZ, [FERIEL, BEESHEBRD B HFEBID 351 T A E E AN T — X DFH A
TR R I TADBGLE, 4, ML OSRBE BE D BRI RET5 7 AUH
BREERINES OO AR (TEFEAED) PEASNA L HINTT5, iEEIC IS —ER
7'a AL LA OOBHRZBIL T, MBEIRLSN O — AT a S H LA B E
AHOBHZO RO BYH R ML HEFESEOH 3 55565 1 HOBEMICBIT 2RI ES
FAEDOEDEAITIRY, BFEEEIEHSND, ZOI7 MBI ENGFAEL /W EXE, 2D
TR, FEEE LSV ThIEDLDLL, TDOLHRZH BT, EEDS 14
S 1 THa Dy, 55 14 5556 2 TRV LS 15 SREEEMICEASNS, |,

With regard to international transfers on the basis of the Agreement between the United States of America
and the European Union on the protection of personal information relating to the prevention, investigation,
detection, and prosecution of criminal offences @ (‘the Umbrella Agreement’), Member States shall, for
the purposes of Article 14, paragraph 1.b, of the Protocol, communicate to the competent authorities of the
United States that the Umbrella Agreement applies to the reciprocal transfers of personal data under the
Protocol between competent authorities. However, Member States shall take into account that the
Umbrella Agreement should be complemented with additional safeguards that take into account the
unique requirements of the transfer of electronic evidence directly by service providers rather than between
authorities as provided for under the Protocol. Accordingly, Member States shall make the following
communication to the competent authorities of the United States:

‘For the purposes of Article 14, paragraph 1.b, of the Second Additional Protocol to the Council of Europe
Convention on Cybercrime (“the Protocol””), [Member State] considers that the Agreement between the
United States of America and the European Union on the protection of personal information relating to
the prevention, investigation, detection, and prosecution of criminal offences (“‘the Umbrella Agreement”)
applies to the reciprocal transfers of personal data under the Protocol between competent authorities. For
transfers between service providers and authorities under the Protocol, the Umbrella Agreement applies
only in combination with a further, specific agreement within the meaning of Article 3, paragraph 1, of the
Umbrella Agreement that addresses the unique requirements of the transfer of electronic evidence directly
by service providers rather than between authorities. In the absence of such a specific transfer agreement,
such transfers may take place under the Protocol, in which case, Article 14, paragraph 1.a, in conjunction
with Article 14, paragraphs 2 to 15, of the Protocol apply.’.

RERKIEN S, 2aziRkEs, B35 5 = [EI 2 B3 2R N X O #IHII(EU) 2016/679°

SEANT =X OB B#Y5 HIRADRHE R VDT — X D30I\ SN BT, WO, 14
95/46/EC % BEIET2MMES M ORS00 2016 424 A 27 HOBIHIEU) 2016/679 (—T —# LRFEHHI)
(OJL119,4.5.2016,p. 1).

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).
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D 45 R LITERMEES L OFEESOFES(EU) 2016/680° D 36 F[IZL>TENENDT
— X ORI SIS o3 D HIEZRRINZE B ERIR LT L ZIZBRY, Fi21E, HHIED)
2016/679 D 46 555 2 T a b LLITFEH(EU) 2016/680 D 37 5:55 1 THa (1285, e T —
LRED LA R MR T DD B A HREE T DA IRY, EEON 14 556 1 T e %
S RN P

Member States shall ensure that they apply Article 14, paragraph 1.c, of the Protocol, only if the European
Commission has adopted an adequacy decision pursuant to Article 45 of Regulation (EU) 2016/679 of the
European Parliament and of the Council ® or Article 36 of Directive (EU) 2016/680 of the European
Parliament and of the Council ® for the third country concerned that covers the respective data transfers,
or on the basis of another agreement that ensures appropriate data protection safeguards pursuant to Article
46(2), point a, of Regulation (EU) 2016/679 or Article 37(1), point a, of Directive (EU) 2016/680.

I TROBIIE, A, B LIZFREEIIHRIOBTO B EIDT=8D ORESHERDO D OB LS
TENT — 2 DAL EES 2 BRI BT 2, NS, ZDT —FDIHEDINEEN BT, I
ONZ, FEFEHSHATE 2008/977/THA ZBE T 2RMNGEER M OBERAD 2016 44 A 27 HOFES(ED)
2016/680 (OJ L 119, 4.5.2016, p. 89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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