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REGULATION (EU) 2022/850 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 30
May 2022 on a computerised system for the cross-border electronic exchange of data in the area of judicial
cooperation in civil and criminal matters (e-CODEX system), and amending Regulation (EU) 2018/1726 (OJ
L 150, 1.6.2022, p. 1-19) D7 AR (FEEERRO) I ZFE DU N TRIFRE A=,

JFESLDOTF AN AFTEAHY AR URL 1%, FitDEBTHA,

http://data.europa.euw/elireg/2022/850/0j
[2023 4= 11 A 30 HifeE]

HRIEU) 2022/850 (ZBIL Tl ZDSERRDBIE CRIGRIEZ 77, e-CODEX #1HIIZE(COM/2020
/712 final) DZEFR (ELAEHMES 6 5 5 75-233~319 EHF) LU CBRCAKLTZ,

FIHIEU) 2022/850 DILFEERECNIEFEFRICRORSFEFIZRIL TE, 20 e-CODEX BHIZED T
AMTIRARBFUTUND,

e-CODEX HIHIIZEDOZERO I TR B EIL WD, TOM%, BITHRREINZ, F
T AREIIES L,

ZOMAINEU) 2022/850 DEEFRIE, TP L7 e-CODEX HHIEDEBERO RIEL D72 DRMFHE
S BTSN b O THD,

ZAUPZ, JFIDS e-CODEX FHAIZDFEZRFEHIAIE L COBIREL TIHEF—DNHITe>TD
Y& ChhoTh, e-CODEX HHIZERDSEFREZOHBIAINEU) 2022/850 DBEFREO TR DR TS
72> T EFTA DD,

ZDOIFAIEU) 2022/850 DEEFE, HLETHFE TGOS ELL CRALL TWHBLDTHY,
72 R U COMEFRIROAERA T HAGELISND S35 CED U SCED BAGE L AR &0
HARLA W AW CEBIL T 3GEO—FiCTh 5,

—fif FH—
1. FREIEU) 2022/850 [ZDULNT

JRAIEU) 2022/850 1, 2022 4F- 5 H 30 HIZEHRE =,
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FHHIEU) 2022/850 1%, 2022 456 A 21 HIZFENLT-,

HHIEU) 2022/850 D 18 51, eu-LISA (2RI HHAN 2145 THAHANEU) 2018/1726 (OF
L 295, 21.11.2018, p. 99-137) D—HIESTIAL 725 CU VD, HIHIEU) 2018/1726 %4 H5E
1%, BHIEU) 2022/850 DI I~ TIESHT=,

1. 1 e-CODEX L AT LIZDUNT

e-CODEX VAT A%, REFEKOFIFOWLES LoD 13817567 — 4 DESTA R HFE
FHR D T2 DAL 2 — LS U723 AT I (computerised system for the cross-border
electronic exchange of data in the area of judicial cooperation in civil and criminal matters) DISFRCH
2o

e-CODEX A7 A, eu-LISA (ZX- TEBESILD, eu-LISA DR OHERRIT, BIHIEU)

2018/1726 (0J 1295, 21.11.2018, p. 99-137) IZL~> TEDHIL TV D, HHIEU) 2022/850 12k~ T

eu-LISA 7% e-CODEX v A7 N BB HZ LT ie T, D18, FHHNEU) 2022/850 D HIZI

eu-LISA DHERAYLHRL T e-CODEX VA7 LA P CEDHINTT D72 OHIRIEU) 2018/1726
D— B ESREDN G FAUTUND,

e-CODEX T AT A, B3 K O D155 _EO 1) (judicial cooperation in civil and criminal
matters) & XX DT D E IV B E S AT LO—FEThH D,

ZOERF RO %Q/jﬁf’%i@%ﬁ& L, O EOHEHFTE TR TOMIZ I8! Té%ﬁ@
CAEFRL, WE WD I D 1% E-DWEEL TD, 2Pz, ZORAEIT
ludicial 1%, [FREICl if£< Wﬁ”%J Thbd,

e-CODEX AT v W GESZESND CES, HREFIC R SEHEESS, eu-LISA OFFE S
THEDOERLH DN, kK, e-CODEX 3 AT L& U CAHAS D BB A7 SCEDOFEEE) SN~
HAHEME 2D,

ﬁ@@b&ﬁ%*ﬁfm&tﬁf e-CODEX VAT b WV CEZEINLCEO I, HIFET
fot_EOFHIIEESED B IO 7=l B HIFT E 2 IR T O IS i DR A S LA M A ED
NG END,

ZOBBEIZISVTRAZE T/ BU OIEREL T, IR 5E fRHlof S L
PREmBEETEDHHAIEU) 2023/1543 (0 L 191, 28.7.2023, p. 118-180), FFIFTHU I H%E
FRHLDOWEE DB Z D FHl 2B G- 5V —E A7 A X OIFES % EH HHE5(EV)
2023/1544 (0J L 191, 28.7.2023, p. 181-190), FLIR4 A & B9~ D H AU Z B9 2 F55(EU)
2023/977(0J L 134,22.5.2023,p. 1-24), BRINFEA KA ED S FE4T 2014/41/EU (OJ L 130,1.5.2014,
p.136) &l THTENTED,

e-CODEX AT A, [EHRAHAD =D D TFBUATIBE 72D T, ZDT AT I W TERRIC
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HASNATERNE DI D7D IFME T A2 LN BB TH A,
1. 2 e-CODEX VAT LDFALEET 51T MEAIZOULNT

HUIED) 2022/850 D55 11 555 4 T, HERRIEIPIZ D465 A7 2 (connected systems) OFF
A[&FU7z e-CODEX 777 EAKRA> b (authorised e-CODEX access points) 25 BEE§-5A> 7 Lk
DBV ED, [FG55 5 T, ewLISA 125> TR ESHIMEIER U e s 7 b A i
DTS, BEDHENER AT N, ecCODEX 77 ARA L RS DTk
IZFRES VRO S LD,

ZINBDA LT U AOIE K ONEEL, eu-LISA Z ULV E IR T 522 U7 FED
AR BITDNER 2 A S T o MEBRD AL — ar b AL T U Nl B Db DL
EZHND,

LZAT, e-CODEX VAT AL, BEORRRIEID#eE i A7 LEFEOHT HARINE S48

(DT CEfE T AER A NI — 7 2T LD FETHHD T, AT hDOTBFIN A
TN BIL T, BRIEU) 2022/850 (ZED D HHREHHTL T, NIS2 FEBIZED DA T
VNERN, A2 2T MRS R ONEHE S IO RERD RDMAET D0 T, ZAUAHA.DOBHRD T
SHRTHUT2B720,

FFAISHUIZ e-CODEX 7 7B ARA L b CHERKIEIDA THHERS Ch o iz A7 ADFFA[E
N7z e-CODEX 772 ARA L NZBEL T, NIS2 542D DA RRIE 0D BA—Bf& H ey @l
T, AT U MEHD ENISA KON OMOBRE N Z AL — aL SNAZ LT HEE X
bivs,

FUZKIL, HEREIPNIZ D1 TBARE Clave\ it A7 ADFFRISHE e-CODEX 7714
W’/% ZEAL T, NIS2 58512 ED S CSIRT 180 T AN L —ar DM ToNb I EZ7eb D
MEM, T UHIHIECIIZRL, 7k Eb, HREU) 2022/850 KON NIS2 FEAOU T HUIIB U
T, ZOZELBHEL TEHEANED DI TR,

AT VNI OA T N5 eu-LISA OHEFRE ENISA ORHEREDID R
FROAERREIL T, T LI CHAHLITE 2 720 GHEIEU) 2018/1726 D 37 STV 38
SR,

FIZIE SIS DLH72, eu-LISA 23TET % EU ORIOKBHEIT AT L ECHRASNIZA VT
A3 e-CODEX D272 BRI 58% 5.2 DIERMENHHSr A ORI, eu-LISA DEED
RISV QD BT D L2 (BEIEU) 2018/1861 D 45 5:5:08),

ZOIZBEL, eu-LISA 23FTET 5 EU O RBHEIT 2 A7 LERHT 2 EU OIESITED 5 BEhEH
SIE AR AN TR T 15 EORGER S T F2 A EL 720 LD THD,

bR, ZHHORERIZEEL, BIZFEVARRRENRTIUTZREZ20,
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1. 3 FAIEU) 2022/850 DRI HIZ&HSFRECEDIRE

HRHIEU) 2022/850 DJFL GREERI) I ZIZIASD 2340 BRSNS, RoER72 D TIERY e
SO NAEITOFET D,

DD RNIES AR SRS T D LRINE BI04, ITED Fhta#C EU
B ECAESNDE D IEREF (corrigendum) (2> CO T NETIESNAZ /D L TAESILD
23, Bur-lex F"C2023 4F12 A 5 HORESIZISU VTHER CE7-&HNTIL, HAIEU)2022/850 7
JERUC (FEEERR) | 23 FHS D IFREFRI TAE S TR,

ZDT, ZOBEFIZB T, RECEOHLEANIBIL, W HERL, F-0%, Eirds
LOFEFTRET DU, FRIEE T E UL, IBEFRERICBWTHEEL
HIA OE CEBN AR D282z,

B, TANVTRIZEL, B9 TIE, 7A/L 7 RAEHIEU) 2022/850 DEHRFHHIS NI
T, TAIVPZAZFRIN T AT U RERT D2 E IO B AROIVTODITIED, 20Dk,
TANT L RNBEINEE RN DN Lo TT AT RSERRIESZ#L, FIRANC X -
THIRSN D ERZ S DT EDHERS IV T8, ZZERIVE(EU) 2023/2099 (0J L 241,29.9.2023, p.
144-144) |25~ C, B IERIGM Tt vz,
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. BERERUCHITHEA S

ZOBEFTETL, HHIEU) 2022/850 DRI (recital), 453 (articles) K O (Annex) D4
R LT,

ZOBERICBN TR AE RN T D8I U, 12721, B FoR T 02 E G
H153 CRACIIEPD I BIL T, JRSCERZIIAR DR RIS LTS,

ZDOEERE, HLETHHANEU) 2022/850 DLV RFIRR T D, AAGR THIETER THRU ),
ZOBERIL, BRI DMFER A K328, CTho, Ik, BT A RO T-fERE
L TUBIET REEDE R ALIEEL, ZORESIZIRWT, SGRTHEEERR T &L E iR
?ﬂ‘éo

ZEROFRNERL TUIFRIE L TERRE T2 EE LI, EFRO FETIE AAFE 20T
EEMZBEL T, PTeaf5 EaRE LT,

ZOBEFITERE I, BERPCHHIENEL, 2 THETHD, SR L AERIOFADS
TR AU S REEFTORR OB WA ES A EFTC L X, MEIZGUT, [
EZARERICB W THEEL - FE | O CRiE Iz 52 82Uz,

AT SEEML, SO S (point)DFRFA AR LT, B121Z, Tpoint(a) )i L[ Fi(a) 51T
HON, 115 1 2B, (@) &Kt pziicliz,

ZOBEF, Burlex DT —4 RIS FL CERRLT=,
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3. SERRICBLTREL-HR

ZOBEFITHHIEU) 2022/850 DIERETII/ANDT, ZNHDOEFTOETEHfEHT 50T
WET, VBT CRHEHINCIREIR U= ECaRZER A2 e oL,

CITIE, FHTEBHIZINZ 72U ERRARCIIZRY VRS VD SRS & S T NI LT, Z
DBEFRIEI W TR L FEE AL T D,

ok ok

FHHIEU) 2022/850 DRISL12)DH 1 XDOHIZEH 5 [for cross-border exchanges | D &R, [for
cross-border exchanges of data | DFHEEE EOID,
ZOBERTENTL, GENHINL - ECERET 528U,

BHIBU) 2022/850 DHTL(19)DH 1 XDHIZ& S can be used in cross-border civil and criminal
matters | S DEFTE, FE472 3L THY, [can be used for cross-border judicial corporation in civil and
criminal matters | &V D &7 SN IELN O TRV W LEEDID,
72120, ZOBEFRTIBNTUL, DO FEERIT DL,

FHI(EU) 2022/850 DRHISLQ25)D5H; 8 SLOHZdH5 [bear the responsibility for any damage resulting
from the operation | D I, [bear the liability for any damage resulting from the operation | (DFSAL
TRV wndiEbhs,

FHAIEU) 2022/850 D5 9 5 3 THD [responsibility for any damage |4 [FIER Té5,

712U, ZOBEFRIZBNTUL, XD EEAENAL GRIE$DZ AL,

JRANEU) 2022/850 DITSL(35)DHIZE% [the Commission should provide relevant information | £
&P, [the Commission should provide eu-LISA with relevant information | (DFARCE7 21 T MK,
T2V nEBZ LIS,

ZOBEFRTRTUL, SEFNTARIRL GRIET 52812 UT,

FRAIEU) 2022/850 DHITLBET)DE | SUTRTER/LCTHY, 5 13 5585 3 THE R L § &
HOTITZRV DEVDERN DD,
72720, ZOZEFRICBOTUL, FXOFESFNM CGRETAZ8IC L,

FHRIEU) 2022/850 D 18 2555 2 SO DD AED (0T L 150, 31.52022, p. 1).”;" | EDEHT
1%, FAALS, [(OTL150,31.52022, p. 1).);] DREEECTHD,
ZDOZERITBTUL, FOINfFET- BT, sRET 528U,

HIHIEU) 2022/850 D5 18 556 5 #5(@) D) DAED [(OJ L 312, 7.12.2018, p. 14)." |EDE
A, BIENS, [(OTL312,7.12.2018, p. 14). |ORERE THD,
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ZOBERIZBNTUL, ZOINMRLUI- T, iRET5Z82LT,

FIHIEU) 2022/850 D 18 5545 5 F@) DIE(*3)DOARED [(OJL312,7.12.2018,p. 56).”;" | LD
A, BIAIZ, [(OTL312,7.12.2018, p. 56).; ) DREEE T D,
ZOBERIBWTUL, TOINRL- BT, fRETHZ L,
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EESER

e-CODEX #iHI|ZE (COM/2020/712 final) DZEFRIZ, 1EEIFHRMES 6 5 5 5 233~319 HIZHD,
TESRTE(EU) 2023/2099 DZEFRIL, IEEIERMES 9 & 1 5 58~62 HIZHD,

54 2014/41/EU OSBRI, (LGRS 3 5 7 5 199~245 EIZHD,

eu-LISA HIHI(EU) 2018/1726 DZEFRIE, {ELIFHMES 4 25 3 75 138~188 HIZHD,

ETIAS #HIIEU) 2018/1240 ODZBFZL, 1ELHHHES 4 753 5 42~137 HiZdhDH, NEHE
A7 I (BES) HHIEU) 2017/2226 OZEFRL, EEFHHES 3 24 3 5 201~300 HIZHD,
ECRIS-TCN HHHIEU) 2019/816 DEERRIT, 1EEEHHES 4 25 6 5 176~208 EIZdHD, FHATE
FMERRIEU) 2019/817 DSEFL, 1EETEHHES 4 25 8 75 79~157 HIZdh D, tHAIEMMERIR
(EU)2019/818 DEERRIL, LG HHES 458 5 158~231 HIZH D, VIS HHIEC) No 767/2008
DBBUL, ELIEHHEE 2 55 75 1~48 HIZHD, HIHEU) 2018/1861 DEEFIT, LK #
MEEA 54 5 89~146 HIZHD, HHIEU)2018/1862 DEEFL, L EHMEE4 256 5 1~70
EIZdhD, HHIEU) 2016399 =27 LR —4—a—R) OSEFRL, ELERHEE 2 B 7 5 1
~82 HIZdHD,

HIHIEU) 2016/679 (— 7 —2RERIA) OSZaR - ThU S, {EEIEHMEE 355 5 1~114 B
(2%, HAEUR018/1725 DBEFUT, HLIERMEES 51 5 1~81 EIThD, 555 2002/58/EC
DBER-YUGTIIL, 1B HMEE2 555 158~187 HIZHD, FEH(EU)2016/680 DEEF,
TECEHHEE 2 B 1 5 41~140 HIZHD,

TR BRAIEUN0 9102014 DBEFUT, HLAERMEE2 510 5 147~196 EIZHD,

HAIEU) No 1822011 DBEFTL, EEIFHMEE3 % 5 5 168~179 HIZhD,

ZOZEROBIEFABAL, FERMAR MR ST v 2) OB )EA5T,

*x 3k ok
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BERUHEOEBFB LOBADSFHIZEIT5T—2DOEEEZHEAS
BB D =D E 12— SN f= AT L (e-CODEX Y AT L) IZEET 5
HUIZFRANEU) 2018/1726 ZHIET S
FrisEa R UEESD 2022 £ 5 A 30 HORAIEU) 2022/850

REGULATION (EU) 2022/850 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 30
May 2022 on a computerised system for the cross-border electronic exchange of data in the area of judicial
cooperation in civil and criminal matters (e-CODEX system), and amending Regulation (EU) 2018/1726

(EEA |ZHENDIESD)
(Text with EEA relevance)

PRI S ORI S O BT,

RRMEAOBEREIZ B3 2550, E0bUT, RIS 81 5556 2 TR UV 82 457 1 TAIC#E A,
FRINZEE O DRI IE T,

SIEZAENESI TS U1,

RN B RO B R BT,

EHEONETRU > THELS,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 81(2) and
Article 82(1) thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee (),

Acting in accordance with the ordinary legislative procedure @,

Whereas:

(1) THEEOMEEDIES~D IR T 7 v A e d 5L, WO, fEEaEE REFIBITD
KOV 31T DA EMOIES_EO W 1 RN 5280, BRINES ORI BE 25559
(TFEU) D% 3 56 V 3K H-RRIEED B H, PR ONEBO fEik 7% B D
iz s,

1 01C286,16.7.2021, p. 82.

2 WG 2022 43 A 24 BN ERE (FAAER) K OB 2022 424 H 12 BERTRE.
Position of the European Parliament of 24 March 2022 (not yet published in the Official Journal) and decision of
the Council of 12 April 2022.
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Ensuring the effective access of citizens and businesses to justice and facilitating judicial cooperation in
civil, including commercial, and criminal matters between the Member States are among the main
objectives of the Union’s area of freedom, security and justice enshrined in Part three, Title V of the Treaty
on the Functioning of the European Union (TFEU).

TRHTCHE MDD DIEE LOTRE, FheD RIIOESE, KO, Heflprhl 2RI o280
TR B DI 2 ZED B DD 2\, IEBSHIBE T 7 - AT D&, R TN a2 e T
BB,

It is sometimes difficult to access justice systems for a number of reasons such as formalistic and
expensive legal procedures, long procedural delays and high costs of using court systems.

22T, TN I BRI ) R LA R T DMV R R
IS NB NI TS, ZIUDZ, AT —H DBEOHERIE I UEL >, AT,
BT, RPN, FHEED, (RIRCR o727, [ESTE A 5 B —¥
DTS TR B INA BRI 27 SIS OIS AL AR IR
T, ZOLIRL AT N, TR OAIE, P RIS L TR T
VDL, BERS R R SO BES RO B ORI ORIT, 7V2 00 R et
KOREA S CEB DT DI TC, P ~OT 7 U A RO ES DT
Eiik & T, ORI, BOREAADTERDIEE, KO, MREOEEY R
SRRSO B DL DRI LA RIS U5 <& Tl

It is thus important that appropriate channels are developed to ensure that justice systems can efficiently
cooperate in a digital way. Therefore, it is essential to establish, at Union level, an information technology
system that allows for the swift, direct, interoperable, sustainable, reliable and secure cross-border
electronic exchange of case-related data, while always respecting the right to protection of personal data.
Such a system should contribute to improving access to justice and transparency by enabling citizens and
businesses to exchange documents and evidence in digital form with judicial or other competent
authorities, when provided for by national or Union law. That system should increase citizens’ trust in the
Union and mutual trust between Member States’ judicial and other competent authorities.

RFELONEDOFeDT V2 U, E0D, B~ DT 7 v A BB HETEST, BR
MIEEPIZISNT DIED SBLEFARY MR D IR 5 D 2L Al e L THEES N D& T
B,

Digitalisation of proceedings in civil and criminal matters should be encouraged with the aim of
strengthening the rule of law and fundamental rights guarantees in the Union, particularly by facilitating
access to justice.

ZORIAND, BREROINEDIES LOW IO 57 — 2 O ESiZ B OB AR
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BUBIRT DbD THD, BFMOIFIIT D15 O, WONT, IS RET T
LISNORESHENROD & DREBEE I E ORI L, FRINEE ODIEAT 2 S ORI S 0D wHERR
HIFTOHBRE A THIFS D& THD,

This Regulation concemns the cross-border electronic exchange of data in the area of judicial cooperation
in civil and criminal matters. Judicial cooperation in civil and criminal matters and the respective
competences of judicial or other competent authorities should be understood in accordance with Union
legal acts and the case law of the Court of Justice of the European Union.

RERENICERIT OB ED /S 7 T R AT W BEEL: ) F1-13, S B A TEETS
ZEDIRN— LN, FELBRE T ST — X DERTA R D AV AHAD T O BHREE LT
&y AV TALT A T % e- 15 (e-CODEX) AT T, 4 HETIZhRS-
FDIHN2FT-B— I THD,

Tools which have not replaced or required costly modifications to the existing back-end systems
established in the Member States have previously been developed for the cross-border electronic
exchange of case-related data. The e-Justice Communication via Online Data Exchange (e-CODEX)
system is the main such tool developed to date.

e-CODEX A7 A, RFKXOHIFEDOLEE LD 105N BT 57 — 2 DERA Bz 58
TR BT DI DIRRINCGRG SN2 — VT b, IR OO T DT V%
IACDEENNEND SRIZFSU VT, e-CODEX 3 AT LDHV N, BRESHENR D& DR D [Else4
Wz DIBEOEMA T LD E, K, THREBEDIEG~DT 7R AERH T HZE
(2D, BFINERS R OB OHHIEU) 2018/17263 2L~ CRRT BN H B, 22 M ONEBD
I3 IHBUEE 1T o AT LD = EBRO 1= ORRINHES R (eu-LISA) IZX195 e-
CODEX 3 AT LDOBEETOM, e-CODEX AT A%, BRINE SO EHE) S LA 2T
7RSS E KOSk D= — 7 I ([e-CODEX 3 AT B S B TR ) 12 k> CEEAAFRS
5,

The e-CODEX system is a tool specifically designed to facilitate the cross-border electronic exchange of
data in the area of judicial cooperation in civil and criminal matters. In the context of increased
digitalisation of proceedings in civil and criminal matters, the aim of the e-CODEX system is to improve
the efficiency of cross-border communication between competent authorities and to facilitate citizens’

S HH, LR OVEHOFEBICBIT DRI IT 2 AT AOZERGE AR 7= ORKINEA R (eu-LISA)

2B, MONZ, HHIEC) No 1987/2006 M OB E2007/533/JHA ZHUEL,, BIHIEU) No 1077/2011

ZREIET DR NGBS K O F0 2018 4F 11 A 14 HOMAIEU) 2018/1726 (0T L.295, 21.11.2018, p. 99).
Regulation (EU) 2018/1726 of the European Parliament and of the Council of 14 November 2018 on the European
Union Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom, Security and
Justice (eu-LISA), and amending Regulation (EC) No 1987/2006 and Council Decision 2007/533/JHA and
repealing Regulation (EU) No 1077/2011 (OJ L 295, 21.11.2018, p. 99).
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and businesses’ access to justice. Until the handover of the e-CODEX system to the European Union
Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom, Security
and Justice (eu-LISA), established by Regulation (EU) 2018/1726 of the European Parliament and of the
Council @, the e-CODEX system will be managed by a consortium of Member States and organisations
with funding from Union programmes (the ‘entity managing the e-CODEX system”).

e-CODEX A7 A Z, 15554 JRD ZO72 B HENRD 8 A EINHEB E7- 1 22 L LIS ORERRD 1T
AT Nt D, WHSEFO T O OF EIERMEDH D) 2— a w5, Zhudx,
e-CODEX VAT A, RFKL OO EOWH 10 57 BH BT DIENIT v AT ARIOFH A
MDD, 2D BER Y N — s TFEL Y 2 — T a EUCRRRRS
HRETHD,

The e-CODEX system provides an interoperable solution for the justice sector to connect the IT systems
of the competent national authorities, such as the judiciary, or other organisations. The e-CODEX system
should therefore be viewed as the preferred solution for an interoperable, secure and decentralised
communication network between national IT systems in the area of judicial cooperation in civil and
criminal matters.

ZOMBAND BIIDT=OIZ, T —HFDE AU, S LS F s s/ —4,
T 7 AINVENIAR T — 2 DFCREIC LD SCETAITEE, R £ IR O D K972, e-
CODEX ¥ AT Ak ClEARIRERE CEEENEL S COaL T U e ET e,

For the purposes of this Regulation, the electronic exchange of data includes any content transmissible in
electronic form by means of the e-CODEX system, such as text or sound, visual or audiovisual recordings,
in the form of either structured or unstructured data, files or metadata.

ZOHANL, e-CODEX T AT LD 2RI ED/2 N, FILEERAC, ZOHANCEDS
VDR BZRED, FERKED S S SEE S B T L M OSHERF D2 LA 15 Clidnn e
vy,

This Regulation does not provide for the mandatory use of the e-CODEX system. At the same time,
nothing in this Regulation should prevent Member States from developing and maintaining pilot use
cases.

¢-CODEX T AT AT, 2 DOV Ty =7 ERITI > TSI Q% 37005, Bl —o
A EDBID A= DAHADT- D D/ F —R A, Z LT, BN IT VAT LEDOAE—20
ML B2 SO RER TR Do x4 ThD, BIE, 7 —hv A1, leDelivery | &L T
S, BONEERI - THERFEFES U QU RN BEGTRERE D IR B2 Ji L L CHE
XN TEY, 57T, ax7ZOEEEHY, e-CODEX AT NE B EHE LN L > T T
SNTCND, AT HNE, BX 2T A4TA7 T R OBGEIFE N T 558 B4 ORRED XH7 ok
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HeateEflid 5, N2 T, e-CODEX L AT NEEEHEEMT, [RVEEAD e-CODEX “ AT A
e FEHEFEER LT R0 BTt K O T B UERSND T V2L ERD - DT —
S A — L BFE LT,

The e-CODEX system consists of two software elements: a gateway for the exchange of messages with
other gateways; and a connector, which provides a number of functionalities related to the exchange of
messages between national IT systems. Currently, the gateway is based on a building block of the
Connecting Europe Facility maintained by the Commission known as ‘eDelivery’, while the
management of the connector is carried out by the entity managing the e-CODEX system. The connector
provides functions such as verification of electronic signatures viaa security library and proof of delivery.
In addition, the entity managing the e-CODEX system has developed data schemas for digital forms to
be used in the specific civil and criminal procedures for which it has piloted the e-CODEX system.

RRME AN EO W 1053 BH BT DIEBA R 57— 2 DAHDT=8 7 e-CODEX
AT LD EEMEZHE, -CODEX AT AT, e-CODEX AT LD K OB ERE#E T2
e ED DN A DRHGHED B DIEHAIM L THEESN D RE T D, TDIH70E
ARSREAA X, PRMIEE S FEAMEE T B D D FEANToHER ], FRZRIERED VIR HHER),

LD, TN 2R L OV B HIOMERNZ BET-255 47 SRICED DHERIO AR
RETHD, FDIHEWHHIA T, FHHD HAR MR DARFED - D | IR A K Ffe b
DOMHERID LR, V)75 TEICE > THIR IR DR, ZD X722 IENIFS AL, e
CODEX A7 AOHEf EORHgeEE ez Al 5728, e-CODEX AT LDOFERE S I
WEZED, 7130, PEARET & TH D, e-CODEX AT A%, e-CODEX 77 ARA Lk
D T HERLEFEA T HIETHY, FD e-CODEX 77 B ARAL N, #BISH=RIn 7 —k
TALDRHIDLRIREED BIDT=D D7 — N7 A KA — T ORMiE S732 BT
DOARTHN Lo THERRESN D RE T D, e-CODEX T AT AT, BN OFHDES o
W10 57T 3N THIRS IV BRI ME S ODIE T2 > TED DIV IER: EOTFRDT-H D
e-CODEX 7 72 AiRAw MOFIZ 34EL, e-CODEX 772 ARA L NEIOIE IO AcHiAT& %
IDNTT DI DT VXN FIEEREL G H_RETHD,

Given the importance of the e-CODEX system for cross-border exchanges in the area of judicial
cooperation in the Union, the e-CODEX system should be established by means of a sustainable Union
legal framework that provides for rules regarding its functioning and development. Such a legal
framework should ensure the protection of fundamental rights as provided for in the Charter of
Fundamental Rights of the European Union, especially those enshrined in Title VI thereof, and in
particular in Article 47 on the right to an effective remedy and to a fair trial. It should in no way undermine
the protection of procedural rights which are essential for the protection of those fundamental rights. It
should also clearly set out and frame the components of the e-CODEX system in order to guarantee its
technical sustainability and security. The e-CODEX system should establish the IT components of an e-
CODEX access point, which should consist of a gateway for the purposes of secure communication with
other identified gateways and a connector for the purpose of supporting the exchange of messages. The
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e-CODEX system should also include digital procedural standards to support the use of e-CODEX access
points for legal procedures provided for by Union legal acts adopted in the area of judicial cooperation in
civil and criminal matters and to enable the exchange of information between the e-CODEX access points.

FHIERMEOL AY D—2EL TDR~ T V7 EERIMDS, RO BIRERIN I D%
St 130, BHRODH L0 L DUEZHEZ DL D ZORRAID BiA RS D701 F 5
THEZTHLRETHLE DI LA, BINZHIZ0, 1o, FIFZRMARMLC, 7—X
DO—EMWROT —ZDEA MRS D72 DIERASIVD, “UFIF rTRE s EMEm B FREK
OERDTDDEPE T EU D e 15557 FERI L, FIRORUEN 52 5N ~E THD,

Given that semantic interoperability, as one of the layers of interoperability, should be a contributing factor
to achieving this Regulation’s objective of setting up a standardised and meaningful interaction between
two or more parties, particular consideration should be given to the EU e-Justice Core Vocabulary, which
is an asset for reusable semantical terms and definitions used to ensure data consistency and data quality
over time and across use cases.

Y TR OORSFED JFRIZBEEL 5D, e-CODEX AT I OV DRTEDEHARY e Bt A
W A EDNBETHHIEN D, #R e-CODEX AT MEE S FRE AN EESNH
XThD, UHEFIAMICEITS e-CODEX AT ADFIEDMFRI IS NT, 1524 JROMNT
MRS RETH D,

Since it is necessary to ensure the long-term sustainability of the e-CODEX system and its governance,
while respecting the principle of the independence of the judiciary, an appropriate entity for the
management of the e-CODEX system should be designated. The independence of the judiciary, in the
context of the governance of the e-CODEX system within that entity, should be ensured.

B RORAROREEAS, RO 25, 7 HENEE 3 M ORI LV — 7125281240,
e-CODEX L AT L0 SEHH P ARAIE D B -7 5 LA FFA LD T, e-CODEX T+ A
T LSRRG P70 | b OV RIEFAN T, R Clod, eu-LISA 1%, KRHUE IT A7
LD FRE S EELL BT DA > T D, £HUPR, eu-LISA 1, eCODEX A7 LD ¥
Bl E F A TR SN ETHD, ew-LISA OIEHSHEOMEAEIETHILICXY, 2L,
e-CODEX 71/ —7 %k HZ L2 XY, eu-LISA OB TORIHIEAFIET DL b T
Tho, Tivdz, HAIEU) 2018/1726 1%, Lo KBESNDHNETHD, Yo F—/3F
Az BT, 510D e-CODEX 7 MBI E S5 b i ES 1 & T D, e-CODEX #f
R 2 T, 7 VTR, e Y 7~y =7 O I —Tar OBRFEICBT 56D
G, TEBOESNEFIZBAL, eu-LISA DIEHSFRIKIL TS 3 & ThD,

The most appropriate entity for the management of the e-CODEX system is an agency, since its
governance structure would allow Member States to be involved in the management of the e-CODEX
system by participating in the agency’s management board, programme management board and advisory
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group. eu-LISA has relevant experience in managing large-scale IT systems. eu-LISA should therefore
be entrusted with the management of the e-CODEX system. It is also necessary to adjust the existing
governance structure of eu-LISA by adapting the responsibilities of its Management Board and by
establishing an e-CODEX Advisory Group. Regulation (EU) 2018/1726 should therefore be amended
accordingly. A specific e-CODEX Programme Management Board should also be established, taking
into account gender balance. The e-CODEX Programme Management Board should advise eu-LISA’s
Management Board on the prioritisation of activities, including on developing digital procedural
standards, new features and new software versions.

HRIEU) 2018/1726 D5 19 ZZHEV, eu-LISA DIEHSFOMER L, 5hd, B, Rk ONE
BORERIZIS T DRI 1T VAT W% 5.2 5 eu-LISA DOETOHWT R OVEEND, 1555
M ROMSIHED JFHIE BEE$ 5 Z LA MRS 57250 DH D TH D, eu-LISA OFTEHEG K OVE
SOHMAE, I, FFRIOBEZ(RET 5, BEEEEEMNZ, E LSO BME K O\BhE
T HRIERSRE D, e-CODEX F&MY /L—7" KN e-CODEX FHl[EE 255480 C, e-CODEX
VAT LD G HZEHEE TH D, BEEEAHME, T LSO EZ L OBhET
DRNERNRE OB G-ERET 2 AL TR OSRIEORERIE, MEEDEGD, FZIZSIL, >
O, WICEZIE, TNEDEDT 4—R I NHIEICEBSNDZ MR HZL L~ T,

FEINCE R CEDIDNTT RETHD,

In accordance with Article 19 of Regulation (EU) 2018/1726, the functions of eu-LISA’s Management
Board are, inter alia, to ensure that all of eu-LISA’s decisions and actions which affect large-scale IT
systems in the area of freedom, security and justice respect the principle of independence of the judiciary.
eu-LISA’s governance structure and financing scheme further guarantee that that principle is respected. It
is also important to involve the legal professions, other experts and relevant stakeholders in the
governance of the e-CODEX system through the e-CODEX Advisory Group and the e-CODEX
Programme Management Board. The detailed arrangements and conditions as regards the involvement
of the legal professions, other experts and relevant stakeholders should allow them to participate
effectively and be consulted effectively, namely by ensuring their feedback is duly considered.

eu-LISA DESEFIRTHA AFE/HET A7 A EES), RN TEHR&L OFF 2 A7 A (ETIAS),
o —[EE RN OMEEFEE | B 2 RiRME A (A T DR E ORI B bz
A7 L (ECRIS-TCN), RSNy =7 AFH AT L (SIS), Visa fHHS AT A (VIS) LY
Eurodac DBIFE R OSEEAFRORERS, WS, EU OIS AT LR AE MO P 224
RESLT 2 MR 25| CB 72, eu-LISA 1%, 2023 47 H 1 H25 2023 4£ 12 H 31 HETOR
\Z e-CODEX v AT LhORREE S kT & ThHD,

Given eu-LISA’s priority tasks of developing and managing the Entry/Exit System (EES), the European
Travel Information and Authorisation System (ETIAS), the centralised system for the identification of
Member States holding conviction information on third-country nationals and stateless persons (ECRIS-
TCN), the revised Schengen Information System (SIS), the Visa Information System (VIS) and Eurodac,
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as well as the strategic task of establishing a framework for interoperability between EU information
systems, eu-LISA should take over the responsibility for the e-CODEX system between 1 July 2023 and
31 December 2023.

e-CODEX &1, ZOHANZIES<HAT EOBRAEREL,, E N aSTH B EZD O
X THY, B ERNCIIT5 e-CODEX T AT LDEREZ I~ Thd, eu-LISA 12L->T
PATSNDTEREN DY —E AL~V O BREFIA Y, R EF I NEE A > CFrEn-
e-CODEX 77 BARA L NOBUILBIL, 73D, FFa]E47- ecCODEX 77 B ARA L Mosi 4
DT VB VTNAEEED $ e LT DA EIN R ORI ZEE 2N e-CODEX H#5EHH 2475 8K
VY FFI IR RETH D,

e-CODEX correspondents should be entitled to request and receive technical support under this
Regulation and should support the operation of the e-CODEX system among Member States. The service
level requirements for the activities to be carried out by eu-LISA should address the matter of the number
of e-CODEX correspondents in Member States and in the Commission, in proportion to the number of
the e-CODEX access points authorised by the Member States or by the Commission and to the number
of the digital procedural standards which they apply.

e-CODEX AT A, EfA iz 2R3 K ORI IO TS IVED, EOI7 RN e
CODEX + AT LOFHZEBAELRRY, EPNIEEZ I IRRNEAIE IS IEE EO W10
INZBARID BT 1Z e-CODEX VA7 AR e-CODEX 3 A7 ADRERS A FI X
HRETHD, ZOHANE, s 27 UV FIREREI A, FFRISHz e-CODEX 774
AU NI U TR e AT AT DEEA X 57 — 2 DAL TOHdEHEND,

The e-CODEX system can be used in cross-border civil and criminal matters. It should be possible to use
the e-CODEX system and the components of the e-CODEX system for other purposes outside of the
scope of judicial cooperation under national or Union law as long as such use does not impair the use of
the e<CODEX system. This Regulation only applies to the cross-border exchange of data between
connected systems via authorised e-CODEX access points, in accordance with the corresponding digital
procedural standards.

=R oA DIEEEE L, BIEDEZA, eDelivery T, PRI ~—A T, BUNEERITE
ST TWDD T, 7 — 7 A DIEEEBAFRE, eu-LISA 1%, eeCODEX A7 ADH
R EEFRI R DR A B & T D, eu-LISA 1, e-CODEX AT ME B EFE A, o
KT B R OTF 8L FIEEUED S5 B B A C OGS 2 SZik T _&EThD, 7 —h A&
a4 73 e-CODEX ¥ AT LKA SN MERER Th DI LT, eu-LISA VL, TRIH3,

BATROD T — N7 AL B A S DL TR T _ETHD, ZD HIDT-OIZ, BINEES
I3, eu-LISA 7% e-CODEX + A7 ADRKEZSHK T DR ERMSOHERIFEZ, KO, 2O
RIlDFENIRE D, eDelivery DOBHEHARRRIC eu-LISA ZtHET X THD,
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eu-LISA should be responsible for the components of the e-CODEX system, except for the management
of the gateway, since it is currently provided by the Commission on a cross-sectoral basis within eDelivery.
eu-LISA should take over full responsibility for the management of the connector and the digital
procedural standards from the entity managing the e-CODEX system. Given that the gateway and the
connector are integral components of the e-CODEX system, eu-LISA should ensure that the connector
is compatible with the latest version of the gateway. To that end, the Commission should include eu-LISA
in the preparatory work undertaken before eu-LISA takes over responsibility for the e-CODEX system
and in the relevant governance body of eDelivery as from the entry into force of this Regulation.

(1) ZOBIRNDFELLDT-D DR —HVR A MR T D728, FEEHEIN T, RINEERITHL TER
OINDLRETHD, TIHLDOMEIRIT, BNGES & OBEHEZOHIHI(EU) No 18220114 Z7¢E-> T
FTSNDRETHD, YUrdME D HCEIRES - S T AL BRI B A0 R OvEabEr
EIEMORBRED R T 505 58, e-CODEX VAT ADOWREF A X2 HI=~ LDH
R PIFATHE ;eu-LISA (23> T TSNDIEEND 72O DH—E AL~V LDESRFIH, KUY,
FFAIEHUIZ e-CODEX 77 B ARA U SOBUTILBIL, 73D, e-CODEX 77 BEARA L MA
BT VH N FIEEOBIZ BT HFF ISz e-CODEX 77 B ARAL MIFIET S e-
CODEX i 4 E DA G0, MEHEEOD T IZ MBI X OO BARHAR N, e
CODEX ¥ AT LOFBE R O RD = O DERID R EE ED H_RETh D, T TAIL, RFE
S OJHEDERS EOW 10538 O FHe817% e-CODEX AT LADOF|HEIX 57 V5L
FIEAEAEL FED1GHRE T D,

In order to ensure uniform conditions for the implementation of this Regulation, implementing powers
should be conferred on the Commission. Those powers should be exercised in accordance with
Regulation (EU) No 182/2011 of the European Parliament and of the Council ). The implementing acts
adopted in that framework should establish: the minimum technical specifications and standards,
including for security and methods for integrity and authenticity verification, underpinning the
components of the e-CODEX system; the service level requirements for the activities carried out by eu-
LISA and other necessary technical specifications for those activities, including the number of e-CODEX
correspondents for the authorised e-CODEX access points, in proportion to the number of authorised e-
CODEX access points and to the number of digital procedural standards which they apply; and the
specific arrangements for the handover and takeover of the e-CODEX system. Implementing acts should
also be able to establish digital procedural standards to support the use of the e-CODEX system in the
procedures in the area of judicial cooperation in civil and criminal matters.

4 RPN B 0D FEEEHERROT TEDOREREN C LD FRD 72D OAHAMT B HBUE R ORI ED D
KoM M OB 2011 422 A 16 HOHIHIEU) No 182/2011 (OJ L 55, 28.2.2011, p. 13).
Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down
the rules and general principles concerning mechanisms for control by the Member States of the Commission's
exercise of implementing powers (OJ L 55, 28.2.2011, p. 13).
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(22) aRIAIE, BNGESM OPFEEEOHHIEU) No 9102014% 2 EDHETDIAT DEF—/L
K OVE A BTN RIS TEDREDH D, FINEERICL > TEDHNDI =~ DO HfT
TR OB YE X, or o2 LERET 50 2 U T (B RHER GD H & TH D, IRIHZD
BB 58X 27 FOEDREHT, X 27 OEIEE, LT, RINGES LY
FREAOFRIEU) No 9102014, HHIEU) No 2016/6795 K OIHIEU) 2018/1725" M ONZ R
OB OFER(EU) 2016/680°D 72 BRI G OB TOWA T A% BE T _ETh D,

The connector should be able to technically support all types of electronic seals and electronic signatures
as provided for in Regulation (EU) No 910/2014 of the European Parliament and of the Council ®. The
minimum technical specifications and standards established by the Commission should include security
operating standards regarding the connector. The security requirements for the functioning of the
connector should take into account standards for information security and existing Union legal acts, such
as Regulations (EU) No 910/2014, (EU) No 2016/679 © and (EU) 2018/1725 ? of the European
Parliament and of the Council and Directive (EU) 2016/680 of the European Parliament and of the
Council ®.

S HNTHSHIC IR D E ARV LY DD OB M OMEREY —E AT 5, KUY,
1999/93/EC %‘f%m%w Mg M OB 2014 47 A 23 HOBHI(EU) No 9102014 (OJ L 257, 28 8
2014, p. 73).
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC (OJ L257,28.8.2014, p. 73).
¢ AT —Z DL BT 2 B IRADIRGE KR O DT — 2D EDIR BN BT 5, IWONT, H85
95/46/EC 71 DM M OB S22 2016 44 H 27 HOBIAINEU) 2016/679 (7 —# RaARHI
(OJL119,4.5.2016,p. 1).
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).
T RRIEES O, 1Rk, FHRME ORI DEAT —2 DB BT 2 AR DIRSEIZ BT D30
\ZEDT —ZDEDIRNEEN BT 5, WONZ, HAIEC) No 452001 K TUVRTE No 1247/2002/EC %5
1B 2R s M O 0D 2018 4710 H 23 H @%%EIJ(EU) 2018/1725 (OJ L 295,21.11.2018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
8 JUIATADBILE, HEA, Hkn L IFFMEBEIIENDBETO HBIDT DI IFHERD H MBI LS
BT —Z ORBREBEHET 2 B IRAD R K DT —2 D307\ R ZBET 2, WONT, B
FEREAIRTE 2008/977/JHA % BE 13 2R S OBEHER0 2016 424 H 27 HO$ES(EU)2016/680(0J L
119,4.5.2016, p. 89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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(23) e-CODEX 3 A7 ADEREEFRL BT % eu-LISA OIEOMGEASTED IS & T,
The specific responsibilities of eu-LISA in relation to the management of the e-CODEX system should
be laid down.

(24) eu-LISA DRI, THMNE2LXIT, e-CODEX 3 AT L~DHHSEEDIBIE G H & T
BB, ZDIIHRERED—DIT, H 4 DFF S e-CODEX 77 BARAL ML Cf5
SN H A= OFU BT DB — 2 IR CEDINTT DRI X NDIERET
BHHRETHD,

The tasks of eu-LISA should include the addition of new features to the e-CODEX system, if needed.
One such new feature should be a feature in the connector allowing for the retrieval of relevant statistical
data regarding the number of technical messages sent and received through each authorised e-CODEX
access point.

(25) EPRNL~IUTIBNT, HERRENT, 1TERERICRIL, F213, RSt OVERESZ 2T
DHED LH721ENTHIL, e-CODEX 77 B ARA L M il H S P 5 LA i CEXHETH
%, ERRIENT, ZDX9723Frf&NT- e-CODEX 772 ARA L ROV ANAERFETRL, 730, B
T ATFEOEFE I T e-CODEX 77 BEARA L MMHAIZROVEN TEA LT T 570,
eu-LISA [ZXIL, EDYAN BT RETHD, [ERNL U TFFA[SH/2 e-CODEX 77
BARRA L N EE B R AIETANE, HRIEU) 2016/679 (ZEDD T — A 1R B K QA
SRR P _ETH D, INESL~UZBWT, BINEERE, BRMESORERE, fHRE,
FHHEITEENTHL, e-CODEX 7 7B ARA L Nl S P 2 LA T A CEHRETH
%y BRINEEAT, DX AIENZ e-CODEX 77 B ARA L MDY ANAERFETEL, 7,
B2 TR 2 " C e-CODEX 77 B ARA L MIMAHIZROV LD TEDIANT T D720,
eu-LISA (ZXIL, EDYANAEHTT RETHD, BRINE S~/ TEFF RISz e-CODEX
T RARA L NE ST DI, HHIEU) 20181725 ([ZED DT — DT KO
FARFRIZ ST & ThD, e-CODEX VAT LD¥EFIHEEEHL eu-LISA DR &
DEL-DD, /132, e-CODEX VAT LDy HEIDIMEI A, #F &7z e-CODEX 77 ZAR
A NORRE R OSEEOREET, 55, Bh#d5 e-CODEX 77 ARA L Ml B B DT
RIZHDHRETHD, FFrSIT~ e-CODEX 77 B ARA L N = B B A1 AN X, 1@ alEe
TRIERI RGN, M ATSIZ e-CODEX 772 ARA v RO TEE B FR) NS A HHEEI 5
ETAAHIRETHD, MHRkER OEINEERE, #Fr]Si7z e-CODEX 77 ARA L N & g
BETAIELAD, e-CODEX 3 AT AHSHEIE) S CE A e CHE T D - LA iaEd 57
DITBELT2 B HAT ORI ONNAIENRZ S DT LA RRRET & ThHD, YikEE DS, M3
7o B EOBER I ORI A ST S, YREFEAROF RIS e-CODEX 778 AR
A2 NZ, e-CODEX 77t ARA L MDOFF Al KA _RE TdhD,

At national level, it should be possible for Member States to authorise public authorities or legal persons,
such as private companies and organisations representing legal practitioners, to operate e-CODEX access
points. The Member States should maintain a list of such authorised e-CODEX access points and notify
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them to eu-LISA in order to enable them to interact with one another in the context of the relevant
procedures. Entities operating authorised e-CODEX access points at national level are to comply with
the data protection requirements and principles laid down in Regulation (EU) 2016/679. At Union level,
it should be possible for the Commission to authorise Union institutions, bodies, offices or agencies to
operate e-CODEX access points. The Commission should maintain a list of such authorised e-CODEX
access points and notify them to eu-LISA in order to enable them to interact with one another in the
context of the relevant procedures. Entities operating authorised e-CODEX access points at Union level
are to comply with the data protection requirements and principles laid down in Regulation (EU)
2018/1725. While eu-LISA should ensure the management of the e-CODEX system, and having regard
to the decentralised nature of the e-CODEX system, the responsibility for setting up and operating the
authorised e-CODEX access points should lie exclusively with the entities operating the relevant
authorised e-CODEX access points. An entity operating an authorised e-CODEX access point should
bear the responsibility for any damage resulting from the operation of that authorised e-CODEX access
point, in accordance with the applicable law. The Member States and the Commission should verify that
entities operating authorised e-CODEX access points have the necessary technical equipment and human
resources in order to guarantee that the e-CODEX system functions properly and in a reliable manner.
Where those entities do not have the necessary technical equipment and human resources, their authorised
e-CODEX access point should lose its authorisation.

HERRENZ, 20T, 1TEER CII7n EERIC T e-CODEX 772 AR A L M SE R PRX
NDEGEIZBWTIE, Yk E) S 2 AOFF a7z e<CODEX 778 ARA L M
RETHD, HERENT, WYV eT — 2 BREEENBT ONDZ EE MR T I THD,

Member States should supervise the authorised e-CODEX access points for which they are responsible,
in particular when they are operated by entities that are not public authorities. Member States should
ensure that adequate data security measures are in place.

FERRENT, Web AR — X VAT 4T T T N7 p— Lk, KW Z2088 oty
MZEoT, — AL, e-CODEX o A7 LB ClEgd it _&Th o,

Member States should inform the general public about the e-CODEX system by means of a set of large-
scale communication channels, including websites and social media platforms.

LFZHERLE ST FRTLIZ 4 0 e-CODEX 7 7 B ARA T B e At 07 2 4L FIELE
YR YT DOIIAHRIE CHHS, FHRIEI, 272 CHes, ZOMANCIE SR T
AL TRIRS N7 V2V FIBIEED HEID H 2d0\ CIS S Z S b eI
NETHD,

While it is for each Member State to determine the digital procedural standards which each e-CODEX
access point it has authorised is entitled to apply, each Member State should nevertheless ensure that all
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the digital procedural standards adopted by means of implementing acts under this Regulation apply in
their territory.

BRSO B3 K OISR DVERS EO W0 5B 36157 — 2 DEEEA iz 58107258
$i CEAHINNTT HE RO A AT DD OHMAD R THNDLRETH D, %m@z
TPz e-CODEX 77 B ARAL Mo iE S HET HIETEARIE, e<CODEX “ A7 ADF]H
BE9-H0ERY T — 2% BB ILEL , MERFEFE CEHRETHD, THUL, BhET »—5{@142
LITBIT DR ED M FAFEL, FHAOFHELSEIWEEZ R T 28D THHIETHD
72T, BREKOIEOER FOW 11055 BHZ BN CTERRES VRN B S OV T 4D
RRMNZE BRI Z LD FHRAV R RESEGIZT DD THHHIETHD, RS R
RIS =T —Z DI TG RETHY, o, [HANT —ZEAERL TI7eb7a0,

A mechanism should be put in place to monitor the impact of instruments that enable the cross-border
electronic exchange of data in the area of judicial cooperation in civil and criminal matters in the Union.
The entities operating authorised e-CODEX access points should therefore be able to systematically
collect and maintain comprehensive data on the use of the e-CODEX system. That should not only
alleviate the work of the Member States in collecting the relevant data and ensure mutual accountability
and transparency, but also significantly facilitate the ex-post monitoring by the Commission of the Union
legal acts adopted in the area of judicial cooperation in civil and criminal matters. The information
collected should only encompass aggregated data and should not constitute personal data.

/7“~N714’0> HEIDT= DA% S0, e-CODEX VAT LAEEHEL T e-CODEX H&FH 4
VW DE FO SRS AIEA, eu-LISA 13, B SeL LTI _&Tha,

When providing technical support to e-CODEX correspondents in relation to the e-CODEX system, eu-
LISA should act as a single point of contact, including for the purposes of the gateway.

eu-LISA|Z, FDOWEA 3 TT DK, B\ L~ DX 2 VT 2R RETh D, Y7 NI=T
DB DEATHIELET LT > 7 7L — R OBFEIIIER T DB, eu-LISA 1, #HIEU) 2018/
1725 \ZHE, AT HAL DXV T A DOFRINFON ST AL KOS T T AV DT —
LD JFAIE S RETHD, FFrfSNiz e-CODEX 7 7B ARA L M E - 515
L, YiAETIRD e-CODEX 77 B ARA L M ML CHESNLT — X DI K ORI 2B
TOMEA I NETHD,

eu-LISA should maintain a high level of security when carrying out its tasks. When undertaking further
technical evolutions of software or developing upgrades, eu-LISA should implement the principles of
security by design and data protection by design and by default, in accordance with Regulation (EU)
2018/1725. An entity operating an authorised e-CODEX access point should bear the responsibility for
the security and protection of the data transmitted via its authorised e-CODEX access point.
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PRIMEEA DRI RN IV N CATHAS AR T RO R LEEJ@“%SE!&%W BN IUT DR
ORERERDOAREIDF 2 FIERTOEERT, FAE, %nwmm II@/\OD/H??%&
OENIEIZED BB S-S 72 ), e-CODEX 3 A7 L& L CEESTIaeh
720,

Classified information, as defined in Article 2 of the Agreement between the Member States of the
European Union, meeting within the Council, regarding the protection of classified information
exchanged in the interests of the European Union ), should not be transmitted via the e-CODEX system,
unless the relevant conditions provided for in that Agreement, in other Union legal acts and in national
law are fulfilled.

eu-LISA 7% e-CODEX L AT LD A YN CEXHINTT D72, e-CODEX AT A

EEETETANT, 2022 4F 12 A 31 HETIZ, ZOMHNCIOMMNEE AL > THIRSh D FE
TATAIHE N, BRI OVRhERED #7258 TOT- D DOFNAER 5, e-CODEX A
T LOBHEDT- D DFEIR FAL ChED DE LEATRINT & Th D, EOBECEL, 7
—NT A, ARTE ROT VAV FIEAEF ONZ B S R 7 hy = 7 B, SCER OV LIS
DEFER D, e-CODEX ¥ AT ADORRREFA TR T RETH D, INEESIT, ZOHANZ
FOBARENT - T4 R OSSR eu-LISA HESTT DI LA 570, B RO
HEOIBFLA ARG _&ETH D, INEERD, e-CODEX 3 AT NEEEHNE AN (Neu-LISA
ORI BT, ZOEENERIZSE T U ZEE E S LI RRICIRY, 2Ok iEx%
RETHD, %z’f“’sjcim,%mm& eu-LISA ~? e-CODEX AT LD/ FEEF TOR, e-
CODEX AT LNEEFFNETIANL, e-CODEX VAT LKL TETLZ,T>UIRBT, F-
I¥, eCODEX /XTAODH%\ EHA T D BIDT= O LSNDOEGANZ, #il-7e 7 =7 )Y
—AHEAIL TUIRD720,

In order to allow eu-LISA to prepare adequately for the takeover of the e-CODEX system, the entity
managing the e-CODEX system should submit by 31 December 2022 a handover document setting out
the detailed arrangements for the transfer of the e-CODEX system, including the criteria for a successful
handover process and for the successful completion of that process, in accordance with implementing
acts adopted by the Commission pursuant to this Regulation. The handover document should cover the
components of the e-CODEX system, including the gateway, the connector and the digital procedural
standards, as well as the relevant supporting software products, documentation and other assets. The
Commission should monitor the handover and takeover process in order to ensure that it complies with
the implementing acts adopted pursuant to this Regulation and the handover document. The takeover
should only take place once the Commission has declared that the process has been successfully
completed, after consulting the entity managing the e-CODEX system and eu-LISA. After submitting
the handover document and until the successful handover of the e-CODEX system to eu-LISA, the entity
managing the e-CODEX system should not make changes to the e-CODEX system or deliver any new

°® 0JC202,8.7.2011, p. 13.
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software release other than for the purpose of carrying out corrective maintenance of the e-CODEX
system.

eu-LISA ~® e-CODEX A7 LBED—HEELT, ZOMRAID T2 D eu-LISA DOREE eu-
LISA 2N TCEALNTT A=, e-CODEX + AT A& BhE4 A A EEHEE - 1 3F FIFEI Y
(RSB 7 by = TR, SCER OVENUSMNOERE)S eu-LISA (26U CRAES D Z LA
RENBREXTHA, 77771, e-CODEX 3 A7 LD FXE/ 2 7 7 = 7 RERREFZBIL I, M43%
VTN = TRERRESE A — 7 ) — A TH Y, WA A 7% (BUPL) OiE A 5 D
T, NI AR ELR0 N,

As part of the handover of the e-CODEX system to eu-LISA, it should be ensured that any intellectual
property rights or usage rights relating to the e-CODEX system and the relevant supporting software
products, documentation and other assets are transferred to eu-LISA so as to enable it to carry out its
responsibilities under this Regulation. However, for the main software components of the e-CODEX
system, a contractual transfer is not needed because those software components are open source and
covered by the European Union Public Licence.

e-CODEX VA7 LNERIMNZB S EMIFINZEHl CEAIOTT 5720, ev-LISA 1, RNZEE
RATHL, 2 FHET, e<CODEX “ A7 AOEAHIE L OBARORBEIZBAL, i3 ~_&Th
%o FOEECT4—RT 5728, HEREIE, eu-LISA (ZxIL, Mz EOfEHICH D1
Bl AT NEOZFAISI- ecCODEX 727 BARA L NP7 2 B At X Th
0, T, BINEERIT, eu-LISA (XL, FRMEAOBE, $Hik, FHREONRRIC L CGEE
EPISIU WD FFRIEHUIZ e-CODEX 77 2 ARA L R B D B i AR & Th 5,

In order for the Commission to be able to evaluate the e-CODEX system on a regular basis, eu-LISA
should report to the Commission every two years on the technical evolution and the technical functioning
of the e-CODEX system. In order to feed into that report, Member States should provide eu-LISA with
the relevant information concerning the authorised e-CODEX access points for the connected systems in
their territory, and the Commission should provide relevant information concerning the authorised e-
CODEX access points operated by Union institutions, bodies, offices and agencies.

e-CODEX #&t7 /L—"14, ew-LISA |ZxtL, L0, BERE AN T 7T 4 AD A HAAIEES
HZEIZEY, e-CODEX T AT LRI AW B R B HRRASE T & Th D, MRED R
\ZXOBIES =T VAV FIBEREA-ED, 72T VXV FIEEEAEDBIFEIZ e-CODEX 74
I N—T WBNCTEDHRETHD,

The e-CODEX Advisory Group should provide eu-LISA with the necessary expertise related to the e-
CODEX system, in particular by promoting the exchange of experiences and best practices. It should be
possible for the e-CODEX Advisory Group to be involved in the development of new digital procedural
standards, including those launched at the initiative of Member States.
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e-CODEX i & DA%k B L VAR B OV R Y, FUEESNGHRETH D, e-
CODEX G HERE B i~ Fp DA IEOARFITHIL, WIEREEN 52 HNHRETHY, £
NS ATRETH DI, BRI L2 COMEREDY e-CODEX FHERE =23 B\ TSNS
ZEEHRT DI, ENIMEESNARETHD,

The term of office of the members of the e-CODEX Programme Management Board and their alternates
should be renewable. Due consideration should be given to the representation of different Member States
on the e-CODEX Programme Management Board, which is to be promoted whenever possible so as to
ensure that all Member States are represented on the e-CODEX Programme Management Board over
time.

e-CODEX FHEEE 2D F555 1 179 DI, e-CODEX FHEE H2# T, e-CODEX 2/ AT
EBHHL T eu-LISA 128 o GEULNIZETORAEMN, BIZIX, /> 77, 7T —HEFRROT —H
SR BE DR E D Lo e LR, F-1%, LR EE R OE LIS NSRS
T A FEE D L7 S R  FE BN 24 SR OMST HED JFRIN O 6 0D Th D Z LA & T
BB,

When carrying out its duties, the e-CODEX Programme Management Board should ensure that all
measures taken by eu-LISA regarding the e-CODEX system, either technical, for example measures
concerning infrastructure, data management and data separation, or organisational, for example measures
concerning key personnel and other human resources, are in accordance with the principle of the
independence of the judiciary.

MRINEES M OS2 78 e-CODEX S AT LDOBHRD 58 T ZFHli CE 55912, 73D, e-CODEX
AT WIS E DI BEHTEIL QA E I CX AL 5720, KN EES
1%, e-CODEX A7 ADRIR il E2 ERIRICER T X&ETH D, BINEERIT, e
CODEX “ AT AZRET 2% eu-LISA D32 LT- 3 HA4ICZ DI i) R 4 Y
L, 72, ZOH%IE 4 T _E Thod,

In order to enable the European Parliament and the Council to assess the success of the transfer of the e-
CODEX system and how well the e-CODEX system functions in general, the Commission should
regularly produce overall evaluations of the e-CODEX system. The Commission should prepare the first
such evaluation three years after eu-LISA takes over responsibility for the e-CODEX system and every
four years thereafter.

ZOMBANZEDD eu-LISA DOHFT-72 M2 N 22 T CEAINTT DI LM 570, +
I3TREIEN eu-LISA (2L CHALENARETH D, ZORANIHEST e-CODEX VAT ADiE
EEPRDT- DI ZE L THNAREZOEIRE, Bl BRIOT-OIE L TIRB720 0,

Sufficient resources should be provided to eu-LISA in order to ensure that it is able to adequately carry
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out its new tasks as set out in this Regulation. The resources committed to the operation of the e-CODEX
system in accordance with this Regulation should not be used for any other purpose.

ZOHANZED DRFEDOZI TIZBWCAET2E FICBILTL, ZOMAIDW 558D,
FERKEDR, e-CODEX AT LD[ENL LD FEEDT- D DRRNEE D EAF R DO E 44
BAHREET AT TIe b,

As regards the costs incurred in the performance of tasks laid down by this Regulation, nothing in this
Regulation should prevent Member States from applying for funding from Union financing programmes
for the implementation of the e-CODEX system at national level.

EPNIEIC L > TEASILTOBERY, ZOHIBRIDY )2 55558, eu-LISA 1Sk HIFHD, L0
PUF, ZOMANED Hifdnn, BEYbS AR LA T T3 bin,

Insofar as permitted by national law, nothing in this Regulation prevents the submission of information
to eu-LISA in an automated way, in particular the notifications provided for in this Regulation.

ZOBBANE, AT —X DOUERDT= O ORERIOTEARRVE L TR, ZO BRI
TENT —Z OWER L, W AT RE R T — D BRI & TH D, FRINGEES K O FED
HHIEU) 2016/679 W ONZ RS 2002/58/ECT L UHEF(EU) 2016/680 13, ZO RN HE> Tk
EOFE LIS THITUWAFFAISI e-CODEX 727 B ARA L Mot B E P-4 A 1AL
STHTENDBENT —Z DU TSNS,

This Regulation does not provide any specific legal basis for the processing of personal data. Any
processing of personal data under this Regulation should be in accordance with the applicable data
protection rules. Regulation (EU) 2016/679 and Directives 2002/58/EC '© and (EU) 2016/680 of the
European Parliament and the Council apply to the processing of personal data carried out by entities
operating authorised e-CODEX access points which are established within the territory of the Member
States in accordance with this Regulation.

JRAIEU) 2018/1725 1%, ZOMANIFEAWTRRMNESORES, $H5k, TR & OSRIICE~T
TSN AENT —ZONF SIS,

Regulation (EU) 2018/1725 applies to the processing of personal data carried out by Union institutions,

0 B AEEEINC BTN T — 2 T T A 73 — RGBS DR R OB 2002 4F

7 H 12 HO$ES 2002/58/EC (774 /30— K OVE -lfEI2 B3 5454) (0I11.201,31.7.2002, p. 37).
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and
electronic communications) (OJ L 201, 31.7.2002, p. 37).
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bodies, offices and agencies under this Regulation.

IR I TSNS ERSFEETH LI RREEID Mk, £7213, 2 LishoBhEsiE
R LT Tl ¢, D EFEMOMEIZ L > TRESN, LI, HHROEZFROHE
% HHELTDH D0, e-CODEX VAT ADSERGEEE PN eu-LISA |ZX L TERESHI-ZIZE
W, BRETAFIERHEE L LT e-CODEX T AT AIIBNTEXAHREThD, F0 BHID-H
\Z, ZLC, e<CODEX T AT LADIZIHIT, BRI, 10, L7 iEE BT 5720,
eu-LISA 73, HAI(EU) 2018/1726 120, 2a%kE, #Hi ONE TR D CHEEREA A C
THRETHD,

It should be possible for international organisations or their subordinate bodies, governed by public
international law, or other relevant entities or bodies, which are set up by, or on the basis of, an agreement
between two or more countries, to participate in the e-CODEX system as relevant stakeholders after its
operational management has been entrusted to eu-LISA. To that end, and in order to ensure the effective,
standardised and secure operation of the e-CODEX system, it should be possible for eu-LISA to conclude
working arrangements with those organisations, bodies and entities pursuant to Regulation (EU)
2018/1726.

ZOHRAD B, 37505, BONEAL LT e-CODEX VAT LEFREL, VAT LDEEE
% eu-LISA |ZZ5E3 22803, MkEIC L T HOSERSNS T, ZOBEEIO B O
EHEODZIZ, FRMNEAL ~LTE BERSIUSDHO T, FBNEATE, BYMEA S (TEU)
D 5 FEDDHIGEDIFAN G, HEEZEIRTED, [FIGITED D HBIEDFRNZHEN,
AN, M4 AR DI DI B R L T ABHBR DT EDVRN,

Since the objectives of this Regulation, namely the establishment of the e-CODEX system at Union level
and the entrusting of the system’s management to eu-LISA, cannot be sufficiently achieved by the
Member States but can rather, by reason of the scale and effects of the action, be better achieved at Union
level, the Union may adopt measures, in accordance with the principle of subsidiarity as set out in Article
5 of the Treaty on European Union (TEU). In accordance with the principle of proportionality as set out
in that Article, this Regulation does not go beyond what is necessary in order to achieve those objectives.

RNEE T, % =E0 e-CODEX AT LDBNVe iR 52 L OFEH rTREMA R~
XTHY, H o, TNNKE/RLXE, ZDIH7e BV TEXHHLDEL, DD, 2D HIDT=DD
HUEN N FEZ EO O IR EL TR T RETHD,

The Commission should study the feasibility of allowing third countries to participate in the e-CODEX
system and, if necessary, present a legislative proposal to allow for such participation and to lay down
rules and protocols to that end.

TEU KON TFEU [CMH@E 5T ~—27 DM B AR 22 BOF 1 KON 2 &
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e, Tr—21%, ZOMRIOBHRIZSIL CTRBS T, ZOHANZ I > THRSNAZENVL,
FE, ZOHRIOBERIC RS2,

In accordance with Articles 1 and 2 of Protocol No 22 on the position of Denmark, annexed to the TEU
and to the TFEU, Denmark is not taking part in the adoption of this Regulation and is not bound by it or
subject to its application.

TEU KON TFEU |23 % B H, PR OVEBO TS B 208 E L O A V7 RO
(\ZBI9DasEER 21 BOH 1 KLU 2 LU 4 Ska th 1 TEIZHEND, 0, [RREEEDS
4 ST HTEIRL, TANVT R, ZORRIOEHRICSIIL TH T, ZOMBNZI> TR
SNAHZENL, F-1E, ZORANDGENARS N,

In accordance with Articles 1 and 2 and Article 4a(1) of Protocol No 21 on the position of the United
Kingdom and Ireland in respect of the area of freedom, security and justice, annexed to the TEU and to
the TFEU, and without prejudice to Article 4 of that Protocol, Ireland is not taking part in the adoption of
this Regulation and is not bound by it or subject to its application.

eu-LISA DAL, TAR=T DXV AZEDHI -, eu-LISA DRFBIOMHAS K OV A S8,
L, TAR=T DRVAATIBNT e-CODEX VAT LEBHFEL, HERsEE FOSIA 15 L5
Grceh oIS,

eu-LISA’s seat was established in Tallinn, Estonia. In view of its specific nature and characteristics, it was
considered appropriate to develop and operationally manage the e-CODEX system in Tallinn, Estonia.

RN — 2R RN S, FHRIBU) 2018/1725 D 42 5:55 1 TG CRUIEIA 21T, 2021
H1 H 26 RICFOERAELE,

The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EU) 2018/1725 and delivered an opinion on 26 January 2021,

U EDEBYTHLHDT, ZORBAEHIRTS:

HAVE ADOPTED THIS REGULATION:
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F1E BRARRE
Chapter 1 General Provisions

F1E XFEH
Article 1 Subject matter

1. ZOBANZ, eCODEX ¥ AT ADIEHIRSAAZTRT 5,
This Regulation establishes the legal framework for the e-CODEX system.

2. ZOHHANL, LLFOFHEICEETAHEE EDD:
(@ e-CODEX AT ADER, MR, HREL ONEE B,
(b) EH, R ONEBOREISI I D IBURLIT AT AOZERSE EEBRO T30 ORRME S
J7 (eu-LISA) ® e-CODEX 3/ A7 L& B 2Rk ;
© PRINEES, HREROFFISNT ecCODEX 727 v ARA L Ml EE -4 HiETAD
s ;
(d) e-CODEX ¥ A7 ADRZZ B DIEA WS,

This Regulation lays down rules on the following;

(@ the definition, composition, functions and management of the e-CODEX system;

(b) the responsibilities of the European Union Agency for the Operational Management of Large-Scale
IT Systems in the Area of Freedom, Security and Justice (eu-LISA) regarding the e-CODEX
system;

(c) the responsibilities of the Commission, Member States and the entities operating authorised e-
CODEX access points;

(d) the legal framework for the security of the e-CODEX system.

52 & EARE
Article 2 Scope

ZOHANE, REXROIHFEOEE EOW 10557 B A8 TEIRS IV BRI A O T2 2 HE
72 e-CODEX VAT AZX BRI RBIT 5T — X DEE AR D A7 A2 R Cia
b,

This Regulation applies to the cross-border electronic exchange of data in the area of judicial cooperation
in civil and criminal matters by means of the e-CODEX system in accordance with the Union legal acts
adopted in that area.

28



Fe Mo & 1S (202441 H)

EIF TH
Article 3 Definitions

ZOKRAND BRIDT=DIZ, LLTFDEF SIS |

@

)

)

(4)

©)

(6)

()

©)

©)

[e-CODEX VAT | (AL T4 T —F M9 5 e FS5iBEy A7 ) LT, RELW
THEED S EOWHFIOTEIC I T, HE, e OIEH TXDRERET, T —XDE
WA HA RIS T D BRID T O DEEA#iZ 2185 Th->C, BRI I E%
AIRE R T N B el (E DT O, ZrBCH BIEMEDH 5T AT LD T L% EE
L;

[e-CODEX 727 HBARAL R &, N—RTxT A T7F BIiA AR—)LENT-Y 7 T =
T =TTl C, BRI OEHI CEDERKL T, fllD e«CODEX 7 7B ARALMNI%f
L CIERAIEEL, KON, oD e-CODEX 7 7B ARA L NS REZ 5T HIENTESD
HLODZ LA EMRL;

[FFR[EH72 ecCODEX 77 B ARAL N I, 5 6 5555 4 TRE- 1358 8 4555 1 TAITHE-TC
MRINZEE S F - I RE > TFRIEH, 73, eu-LISA (26 L GRSy e-CODEX
T IRARALNTHHT, D7t 1 SOFT UV FIBERER w958 DO Z 4 Eikk
L;

[FFA]&H7e e-CODEX 77 BARA L Nl B BT DL &1, EP TEREEIH LS
I XEPNED N CHFRISITZIENEIIERINEG ORES, fkk, 8RR ThH-
T, FFA&I7= e-CODEX 7 72 ARA L Na = B HIL CUODH DD Z LA EIRL
[e-CODEX &4 | L, MERkEFE-IIRNEE S I THRESN- BN TH-
T, 57 5545 3 THIZHESC e-CODEX 3 AT ADATORERREFEIZEIL T eu-LISA 755
7 &5 1 ORI HIN EOIARA BEETHIENTE, Fo, TOIAREZTHIENT
XDLBEDZLETERL

s 27 A L1, DFDIH72 IT AT AEORNCIBIT AT —2DASHD BID
7212 e-CODEX 7 7B ARA L REHHESIV TN IT VAT DO LA ERRL
[t 7T b7 — 2 BT, HHREDTZDICFIHENS e-CODEX AT LD,
FEHRTHC, YiHETARDFFA[ENT- e-CODEX 77t ARA L MNELSEE B FSIL
TWDIEDS, KON, MEAEEROFFrISTZ ecCODEX 77 B ARA L MEFEODITHIL
TWDHHEE AT DNDT 2L FIEEEHEN IEL S TN E I ERET D
728012, FFA[&FU72 e-CODEX 77 B ARA L Ml E S BT HIEEIRZ >TSS
HHERED By NARIET AL DD Z L2 EIEL

BEH7 AT TV L, EEOBE Y FERIOER LS, 10, BHROHLHVED
TR D0, BhET 5T — 2T I CRRE T B, M LS EEoTE
B EI IO ST T /L, WONZ, EOWALD F T TS AV T U H720 NEENE
TR TND KB O SUZ L AFIADZ L4 R ;

[F U8V FIEENE | 21T, BU O e 1B 7 sigch 5kl 75 e CODEX VA7 L5195
T B D EE T oA O DI T BB AT T N G NT —Z AF— LD DD
RO Z L2 ET 5,
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For the purposes of this Regulation, the following definitions apply:

@)

)

©)

@

®)

(6)
()

©)

©)

‘e-CODEX system’ (e-Justice Communication via Online Data Exchange system) means a
decentralised and interoperable system for cross-border communication for the purpose of
facilitating the electronic exchange of data, which includes any content transmissible in electronic
form, in a swift, secure and reliable manner in the area of judicial cooperation in civil and criminal
matters;

‘e-CODEX access point’ means the software packages installed on hardware infrastructure which
are able to transmit information to and receive information from other e-CODEX access points in
a secure and reliable manner;

‘authorised e-CODEX access point’ means an e-CODEX access point which has been authorised
by the Commission or a Member State and notified to eu-LISA in accordance with Article 6(4) or
Article 8(1) and which applies at least one digital procedural standard;

‘entity operating an authorised e-CODEX access point’ means a national public authority or legal
person authorised under national law or a Union institution, body, office or agency which operates
an authorised e-CODEX access point;

‘e-CODEX correspondent’ means a natural person, designated by a Member State or the
Commission, who can request and receive technical support as referred to in Article 7(1), point (),
from eu-LISA concerning all the components of the e-CODEX system in accordance with Article
70);

‘connected system’ means an IT system which is connected to an e-CODEX access point for the
purpose of exchanging data with other such IT systems;

‘ central testing platform’ means a component of the e-CODEX system, used exclusively for testing,
which provides a set of functions which can be used by entities operating authorised e-CODEX
access points to verify whether their authorised e-CODEX access points are correctly operating and
whether the digital procedural standards in the connected systems associated with those authorised
e-CODEX access points are correctly being used;

‘business process model” means a graphical and textual representation of a conceptual model of
several related, structured activities or tasks, along with the relevant data models, and the sequence
in which the activities or tasks have to be performed in order to achieve a standardised and
meaningful interaction between two or more parties;

‘digital procedural standard’ means the technical specifications for business process models and
data schemas which set out the electronic structure of the data exchanged through the e-CODEX
system based on the EU e-Justice Core Vocabulary.

F4E FEHRVERTHEFOEE
Article 4 Non-discrimination and respect for fundamental rights

e-CODEX 2 AT Lo 57 —H DE LA L~ CB% 52T D2 COBEDHANI M
FIROEH, &b, IEEA~DIZN T 72 AOMER, INIEZ2ZRPIOMER], FE2ER0JFE, {FE
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NT =2 DRGEOHR SO T T A7 32— ORI, BIMEEIEINE > TRmERICEEESID,

The findamental rights and freedoms of all persons affected by the electronic exchange of data through
the e-CODEX system, in particular the right to effective access to justice, the right to a fair trial, the
principle of non-discrimination, the right to the protection of personal data and the right to privacy, shall
be fully respected in accordance with Union law.
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SB2E eCODEX Y RTLLERT HIBAER, MAERUBE
Chapter 2 Composition, Functions and Responsibilities in relation to the e-CODEX system

85 5% e-CODEX Y RTLOEHER
Article 5 Composition of the e-CODEX system

1

e-CODEX ¥ A7 A%, LA FIZd > TSNS :

(8 e-CODEX 77t ARAL;

(b) TV TIEREUE; O

(© BHKICHIEFET B3 7 vy =7 i, SCER O NLIINDOEE,

The e-CODEX system shall be composed of

(@ ane-CODEX access point;

(b) digital procedural standards; and

(c) the supporting software products, documentation and other assets listed in the Annex.

e-CODEX 7 7B ARAL N, LA FIZI~> TS LS

@@ [E—oIErarLty e HOTWBRIDF — oA LOMOBELEER N —7 E
WZBWT, Be7RERO A A CEHINNTT D, ETnhL vy M ifE 25 7k
=7 TSNS — R = A

(b) LUFOZEETEXDINTT DA —7 LT aha L OISED Ty M i e 32 7 Ny =7 C
RERRE AL, Bt AT LA () g7 — N = A LRE DI ED IS T s 4
(i) A=, BRGSOV 21T
(i) A=Y OFEEMELOEIEEORMEE;
(i) TSN A= DZAZOREZNEFEOTF OGO ARE,

e-CODEX access points shall be composed of:

(@ a gateway consisting of software, based on a common set of protocols, enabling the secure
exchange of information over a telecommunications network with other gateways using the same
common set of protocols;

(b) a connector, making it possible to link connected systems to the gateway referred to in point (a),
consisting of software, based on a common set of open protocols, enabling the following:

(i)  the structuring, logging and linking of messages;
(ii)  the verification of the integrity and authenticity of messages;
(iii)  the creation of time-linked evidence of receipt for exchanged messages.
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Box BMERROBE
Article 6 Responsibilities of the Commission

1

2022 - 12 H 31 HETIZ, BINEERITL, FEE 74128, LTOFEAEDH:

@@ BREZET b0 K OSERME EEHOMGREDO AT 2b0% 50, 5 5 F[OrT
e-CODEX ¥ AT ADORENESEE X% HI=~ DOHAHAREBAHEE,

(b) 7 FRITRT eu-LISA (28> T TINDIEENDT- D D —E AL~ LD ERFIH, K&
1, e-CODEX :#H& S FEDHA G0, SiAEEND 1= | ZWE 22 OO HA AR,

© 10 KT B L OSSO 7= DERID T E,

By 31 December 2022, the Commission shall establish, by means of implementing acts:

(@ the minimum technical specifications and standards, including for security and methods for
integrity and authenticity verification, underpinning the components of the e-CODEX system
referred to in Article 5;

(b) the service level requirements for the activities to be carried out by eu-LISA referred to in Article 7
and other necessary technical specifications for those activities, including the number of e-CODEX
correspondents;

(c) the specific arrangements for the handover and takeover process referred to in Article 10.

BRINZE BT, RFROIHSEDIES LD OB FB DRRNEES DO RIDTE TRDHTT
VHVFINREEOTISED IV TV VRWRD, FEHTHITIY, T2V FIREEE IR TED,

The Commission may adopt, by means of implementing acts, digital procedural standards, unless the
adoption of digital procedural standards is provided for in other Union legal acts in the area of judicial
cooperation in civil and criminal matters.

AZRDF 1 TR O 2 TR 52T, 5 19 5558 2 TIOR3 Fel it THERS
Do

The implementing acts referred to in paragraphs 1 and 2 of this Article shall be adopted in accordance
with the examination procedure referred to in Article 19(2).

RRMNZEE L, RRIESOREES, ik, S8R OSBRI > GHEEEBSNAFF IS e
CODEX 77 & ARA L RDOY AN ONM5%1E ] < DFFA[EHU7- e-CODEX 77 B ARA L MM
L QDT VALV TRHEEDY AN HERFE BT 5, FINZEERIT, eu-LISA (ZXIL, FEH#72<,
WERU AN B ORI ARD S A0 5,

The Commission shall maintain a list of authorised e-CODEX access points which are operated by Union
institutions, bodies, offices and agencies and of the digital procedural standards which each of those
authorised e-CODEX access points applies. The Commission shall notify that list and any changes

33



Fe Mo & 1S (202441 H)

thereto to eu-LISA without delay.

5. WINEBERITL, BRNEESNFFAILIZ eCODEX 727 EARALMOBIZILBIL, 72>, Hiki
ARSIz e-CODEX 77 BARA LI T 5T VXN FHAEEOHUZ B 5D e
CODEX J#H&HH M HAARET D, 2% e-CODEX JHEEH S H IR0, ALDH 1 Hb)L-T
PRSI DI TAIZTEDDAMED TC, BRME SO, #%, 55RO Rc L > Gl
HEPESAU T VD e-CODEX VAT AEERT 555 7 5555 1 TIOR3 HiiT B384 ZREL,
Z DR ZT HERKE LD, FNEERITL, ewLISA (6L, KKINEESNIBEELE o
CODEX #5&FH 45 DY AN ORIV ANDZE 2@ T 5,

The Commission shall designate a number of e-CODEX correspondents in proportion to the number of
e-CODEX access points which it has authorised and to the number of digital procedural standards which
those authorised e-CODEX access points apply. Only those e-CODEX correspondents shall be entitled
to request and receive technical support as referred to in Article 7(1), point (f), in relation to the e-CODEX
system operated by Union institutions, bodies, offices and agencies, under the terms set out in
implementing acts adopted pursuant to paragraph 1, point (b), of this Article. The Commission shall notify
a list of the e-CODEX correspondents it has designated and any changes thereto to eu-LISA.

7% euLISA OBE
Article 7 Responsibilities of eu-LISA

1. eu-LISA 1%, ' —hy=A%FRX, 3 5 SR T e«CODEX “ AT ADORRREFZ BIL Tk %

A, Vb, LUTFORBEIZ B TikEE £

(@ Y7 N =T EOENDNOEEEER T AL, MERFEHT 528, DRI 5%
DEED, NI EEETHEROT 7T —h 528, WO, FFrISiz e-CODEX 7
IV ATRA L N T PR HIE IR T M5 7 vy =7 Sl e O U LIS & FER
BlAR 528,

(b) e-CODEX AT LDHERLESE, e-CODEX 3 AT LD/ 7 M7 =7 Sl K O LIS
DEPELBHET 5 CEA T 528, MERFERT 22RO v 77— 528, Wt
\Z, FFAIEAUTZ e-CODEX 77 B ARA L Mo il o B PG HIE R R TSl AR
528,

© M43Ex DIFAISHT e-CODEX 727 uARAL NS %7 2421 Tkt 2,
FFA]STz e-CODEX 7 7B ARA L ORI LU AN B i &7 7 ANV D2 L,
HEFFEFIT AL ROT v 7T —h 528, WS, #Faf&7- e-CODEX 77 & ARA
N T DA IR O CYRE T 7 ANV AT DI L

(d) B 6 & 2 TR I TADDImE T A HEANMIYHME E L OSsEED BN L7, B4
BOEEST 5728, F721F e-CODEX FAY N—7 MO EESNIH AT,
e-CODEX ¥ A7 DOV REE, O, FhRODY 7R =7 LU CARSNDHiEEDIE
MEATHZE;
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FFA[SH72 e-CODEX 77 B ARA U N e HE L, Baea S, MATEEE SdE 52K
OSRET 528,

e-CODEX 2 AT LD BHRIC 5V VT e-CODEX JH#SHH 24 F -9~ 2 ety oAt
THIL;

T UMV TNEENEAA BT D28, Bl D28, HERFE T 228 O T v T —h 52
&, WNZ, e-CODEX 7 7B ARA U N @ EE B DIETRITRIL, M%7 220V FIEkE
b LT T RN

eu-LISA |ZxIL CEEISIIZZF RS- e-CODEX 77 B ARA L MDY AR R OS5 4
DFFA[SNT= e-CODEX 7 7B ARA L NON#EHT 5T V4L FIRERED Y AR% eu-LISA
D Web A ETAFTHIL;

#6548 2 TR T I TA O YEROBFU B DERMNZE B DO EED SO oD
S RO A RO D BRI TR dH 28

e-CODEX HHEH Y EZ LD — T 2y 7w BN T 52 L L OMIEE T D 25, Hil-
P2 T AV FNEERED B A Sl D L, Bl T U4 FIEEYEE ST D28 M
(O e N

TV THEREREN FSEE 7% BU O e 5T FEa AR 528, MERFEELT 528
W7 T —h52E;

H 11 REDD X 2V T EAFEEE BT D28 O T 5L

F L TAL DFFFEM AT 52 A 5%, HIHIEU) 2018/1726 |27E>72 e-CODEX */A
T 2O EOFIRIZBL, & TORLETAFIERIRE AT 50 0E 50, Filifaffit
TBHZE,

eu-LISA shall be responsible for the components of the e-CODEX system referred to in Article 5, with
the exception of the gateway, and, in particular, for the following tasks:

@)

(b)

©

©)

©)

developing, maintaining, fixing bugs in and updating, including as regards security, software
products and other assets and distributing them to the entities operating authorised e-CODEX
access points;

preparing, maintaining and updating the documentation relating to the components of the e-
CODEX system, its supporting software products and other assets, and distributing that
documentation to the entities operating authorised e-CODEX access points;

developing, maintaining and updating a configuration file containing an exhaustive list of
authorised e-CODEX access points, including the digital procedural standards which each of those
authorised e-CODEX access points applies, and distributing it to the entities operating authorised
e-CODEX access points;

making technical changes and adding new features, published as new software versions, to the e-
CODEX system in order to respond to emerging requirements, such as those resulting from the
implementing acts referred to in Article 6(2), or where requested by the e-CODEX Advisory
Group;

supporting and coordinating testing activities, including connectivity, involving the authorised e-
CODEX access points;
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providing technical support for the e-CODEX correspondents in relation to the e-CODEX system;
developing, deploying, maintaining and updating the digital procedural standards and distributing
them to the entities operating authorised e-CODEX access points;

publishing on its website a list of the authorised e-CODEX access points which have been notified
to it and the digital procedural standards which each of those authorised e-CODEX access points
applies;

responding to requests for technical advice and support from the Commission services in the
context of the preparation of the implementing acts referred to in Article 6(2);

evaluating the need for, and assessing and preparing, new digital procedural standards, including
by organising and facilitating workshops with the e-CODEX correspondents;

developing, maintaining and updating the EU e-Justice Core Vocabulary on which the digital
procedural standards are based;

developing and distributing security operating standards, as provided for in Article 11;

providing training, including to all relevant stakeholders, on the technical use of the e-CODEX
system in accordance with Regulation (EU) 2018/1726, including providing online training
materials.

eu-LISA (%, DL FOAHINAY ks 2 B CikEA 65

@)
(b)
©
@

eu-LISA DRREAE B TT D1 DICiE72D eu-LISA OEHTHHANNDO N—RT =7 KO
VINT =T T AL 7% 4T D2 L, EEE T D2 L R ONERFEEET 52k ;

e-CODEX T AT LOFEN DGy DTN OV A fRL D, ity 77 h 7+
— LT DL, EEE T DT M OMERFE S 508

Web Y ANET =LA NNAT 4T T T T — kG, K@ EREO M
FoT, —RARITHKIL, e-CODEX o AT ANZFAL Tl 5 2 ;

e-CODEX A7 LT ew-LISA | 28> T TSN ATEENE BT Bl Clda Vs
PRI HIE, T T = T AIE R OA LT TRUET DL,

eu-LISA shall be responsible for the following additional tasks:

@)
(b)
©
©)

providing, operating and maintaining the hardware and software IT infrastructure in its technical
sites necessary for carrying out its tasks;

providing, operating and maintaining a central testing platform, while ensuring the integrity and
availability of the rest of the e-CODEX system;

informing the general public about the e-CODEX system by means of a set of large-scale
communication channels, including websites or social media platforms;

preparing, updating and distributing online non-technical information relating to the e-CODEX
system and the activities it carries out.

55 1 T HIIDT=OIZ, eu-LISA 1L, SEBRHRND A 2— /L _X—R T, 7 — oA I1ZBHT
DbDE 5D, By FOSBRT BT D H—#HE et D e-CODEX 1Y FI oL CEix
FILTEDINNTT D,
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For the purposes of point (f) of paragraph 1, eu-LISA shall make resources available on an on-call basis
during business hours to provide e-CODEX correspondents with a single point of contact for technical
support, including for the gateway.

B3 & EAEORE
Article 8 Responsibilities of the Member States

1 FERRIENZ, 8 PTRE R EIPNE R ORI NE SR IE Y, iR EIN OYRE S AT LD T8
D e-CODEX 77 BARA L Mol 475, fkEIL, Mi%iFrlSi7z e-CODEX 77 B AR A
FOUAR KOl 2 DEFRISI- e-CODEX 7 7B ARA L WNE %7 V2 L FEE#EDY A
NHERFEEET 2, AAKENT, eu-LISA (ZXIL, B <, MiEUANL ORIV ARDZE 25803
%o RERRENT, M3 E D ZF IS~ e-CODEX 7 7B ARA L W B, D 4D T T
AN G-Z DIV SRR A L QD IR T 5, MERKENT, MesB Rl E D7 s
AUz eCODEX 7 72 ARA L N —[EN Tl B EIL TlI7anrauy,

Member States shall authorise e-CODEX access points for the connected systems in their territory in
accordance with applicable national and Union law. Member States shall maintain a list of those
authorised e-CODEX access points and of the digital procedural standards which each authorised e-
CODEX access point applies. Member States shall notify that list and any changes thereto to eu-LISA
without delay. Member States shall supervise their authorised e-CODEX access points, ensuring that the
conditions under which authorisation was granted are continuously met. Member States shall not operate
their authorised e-CODEX access points in third countries.

2. BHERENL, UiERKEDSEFRILT. e-CODEX 772 ARAL MO HFIL, 73, Yakdra]
Sz e-CODEX 77 v ARAL NN 5T V4V TRt B 2 %450 e-CODEX
U HAFEET D, Y% e-CODEX #HEFHYSFITIRY, 55 6 oD% 1 H(b)ITL > THIRE
NDFRATHIZED DD T T, 8 7 5485 1 W R HAlT EOSARAEREL, 2D k4%
AT ABHKEAEY O, FAEREIT, eu-LISA 12U, 22 ENSE LT~ e-CODEX 812435
DYAN A ANDE B 850135,

Each Member State shall designate a number of e-CODEX correspondents in proportion to the number
of e<CODEX access points which it has authorised and to the number of digital procedural standards
which those authorised e-CODEX access points apply. Only those e-CODEX correspondents shall be
entitled to request and receive technical support as referred to in Article 7(1), point (f), under the terms set
out in implementing acts adopted pursuant to Article 6(1), point (b). Each Member State shall notify a list
of the e-CODEX correspondents it has designated and any changes thereto to eu-LISA.

FIF Hrlahiz eCODEX F7UtARIUNEEEEHRS HETHDOHER
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Article 9 Responsibilities of entities operating authorised e-<CODEX access points

1. FFASV eCODEX 77 B ARA U M@ s E BT HVEFAL, 27% e-CODEX 7 7B ARA
22 TRRIE T HZEIZREL, KO, Wik e-CODEX 77 ARA L M R g S B9 52
LICBILUREA B, YL, PR AT LD DT Y% e-CODEX 77 B ARAL M3
H¥M 2 ENDINTT DI DH 5 5555 2 TN T IR A D VB M E % G605,

An entity operating an authorised e-CODEX access point shall be responsible for setting it up securely
and operating it securely. That responsibility shall include the necessary adaptations to the connector
referred to in Article 5(2), point (b), to make it compatible with any connected systems.

2. PRSIz e-CODEX 77 R ARA L Ml B B DIEFNE, £ e CODEX 77 ARA Y
NeRFATLTAERRIEN L, 56 15 2565 1 TRISED DRt T — 2 I ON S R R OYREEDIER
DD FIEAT I N TEIRST N S O BRI T2\ ED DA T — 2 A4k,

An entity operating an authorised e-CODEX access point shall provide the Member State which has
authorised the e-CODEX access point with the statistical data set out in Article 15(1) and in the relevant
Union legal acts adopted in the area of judicial cooperation in civil and criminal matters.

3. FFA[&7z e-CODEX 772 ARA L N O AT OIS E B AT HHEEIZRE T
AT, 8 TR B AR A U, M Al E&NT e-CODEX 77 v ARA L M idEE+%
B,

The responsibility for any damage resulting from the operation of an authorised e-CODEX access point
and any connected systems shall be borne, on the basis of the applicable law, by the entity operating that
authorised e-CODEX access point.

E10E BERUSZH#
Article 10 Handover and takeover

1. e-CODEX VAT LETEEEHITAIETANE, 2022 45 12 A 31 HETIZ, eu-LISA (ZXL, 55 6
555 1 T IV BRSNS T TAITED DI, BEF7 R ONRRE RO #7205
T OO DHA O BE A B, e-CODEX 3 AT LDIHEDT- b DFE I s AL ChiE
O DA AR D, B CGEIL, ecCODEX 3 AT AL B 2 A PERE LT~ 1 371
FREIPONCBIRRI B3B3 7 by = 78U, SCE R OISO G FEIC B D 4TEL &
DHLDEL, eu-LISA 23, 45 7 S ZHE>TC eu-LISA OB EE 2 TTEHINNTT D,

The entity managing the e-CODEX system shall, by 31 December 2022, submit a common handover
document to eu-LISA specifying the detailed arrangements for the transfer of the e-CODEX system,
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including the criteria for a successful handover process and for the successful completion of that process
and related documentation, as established by the implementing acts adopted pursuant to Article 6(1), point
(c). The handover document shall also include provisions on intellectual property rights or usage rights
relating to the e-CODEX system and the supporting software products, documentation and other assets
listed in the Annex, enabling eu-LISA to carry out its responsibilities in accordance with Article 7.

51 T O BE SCEORRTED 6 7> H ORIZIUT, e-CODEX VAT M #5114
FARE eu-LISA EDRICTRAE L OSHKOIRFEN XD, BAF ETOM, e-CODEX v AT LvaiE
PRI HIEEMT, e-CODEX v AT AZBT D2 TORMEALRFFL, 7>, e-CODEX v A7
LN DU IR DZAT DIEIEB T 2L, K1Y, ecCODEX 3 AT ADIRSTFEFA 2%
1792 BHILISND BIADT=DIZN R DB T272 7 W =7 DY) — AL BEARS IR S el R
ERAS

Within the six-month period following the delivery of the handover document referred to in paragraph 1,
a handover and takeover process shall take place between the entity managing the e-CODEX system and
eu-LISA. Until the handover, the entity managing the e-CODEX system shall retain full responsibility
for it and shall ensure that no changes to the e-CODEX system are made and that no new software release
is delivered other than for the purpose of carrying out corrective maintenance of the e-CODEX system.

MRINFZET, 55 1 IO EEA L LT, e-CODEX 3 AT L& B & i AR KR O
eu-LISA |25~ e-CODEX 3 AT LADOMR 2 B4 A 2607 T CNIERE C S A - L 2 T
PRID7230, B M ORI FEA A5,

The Commission shall monitor the handover and takeover process in order to ensure that the detailed
arrangements for the transfer of the e-CODEX system are correctly implemented by the entity managing
the e-CODEX system and by eu-LISA, on the basis of the criteria referred to in paragraph 1. The
Commission shall update the European Parliament and the Council by 31 July 2023 on the handover and
takeover process.

eu-LISA IE, 2023 457 A 1 H & TUN2023 4E 12 F 31 HORIZIBWT, e-CODEX 2 AT LA iEE
B AETR RO eu-LISA OF RIEHE 7~ B, A& MOk O R C 52 T L
ZEEFMNEEESNESLIZAIZ, e-CODEX ¥ AT AR AkEZ 2k 5,

eu-LISA shall take over responsibility for the e-CODEX system on the date on which the Commission

declares the successful completion of the handover and takeover process, between 1 July 2023 and 31
December 2023, after consulting the entity managing the e-CODEX system and eu-LISA.
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F1uE X171
Article 11 Security

1. e-CODEX I AT LM MK T=1%, eu-LISA 13, 55 7 545 2 THIOR T/ N—Ro =7 KOV
TrIxT AT A 77D X2l T 12880, O TT DB EO L~ L DX 27«
TR A LI BT AR E A B, VDT, eu-LISA 1, e-CODEX AT ADHCHEIS NS
TEROMEERMEX S TN eu-LISA DIEREF 27 (HHIIZZ I AL T, ecCODEX 34
FHEZ R E R OMERFT 528, 2L T, RIPRLEHEZEST e-CODEX T AT A)NEEEHLEI
HZLEMeRT D, [EHRLRTEN, FFAfSN7z e-CODEX 77t ARA v M i B D15 TAR
MBI % e-CODEX 2 AT LDV T NI =72 )T iz &%, EH st o) T s
KO eX 2 VT A EEDD,

After the successful takeover of the e-CODEX system, eu-LISA shall be responsible for maintaining a
high level of security when carrying out its tasks, including the security of the hardware and software IT
infrastructure referred to in Article 7(2). In particular, eu-LISA shall establish and maintain an e-CODEX
security plan and ensure that the e-CODEX system is operated in accordance with that security plan,
taking into account the classification of the information processed in the e-CODEX system and eu-LISA’s
information security rules. The security plan shall provide for regular security inspections and audits,
including software security assessments, of the e-CODEX system with the participation of the entities
operating authorised e-CODEX access points.

2. euLISA OREZZITTDES, eu-LISA 1%, AT VAL DEX2VT4DJFRAIREONT ST Y
AL OIS, T T4 N NDT — 2D I F2E32,

When carrying out its responsibilities, eu-LISA shall implement the principles of security by design and
data protection by design and by default.

3. 6 &5 1 H@IIIWEHREND I TAD T CEDLNAHH EOFUE, KON, ALDF 6
T2 V7 R OES A BB AN BT, FFal&iz e<CODEX 77 8ARAY
N EE PR AIETIND, MikiF &7z e-CODEX 77 B ARA L M L CEEENDT —
OB BT EE G, Mk Fr]Siz e-CODEX 77 B ARA L M A iR B 5
LIZBAL, KO, YiZFFn[&iU7- e-CODEX 77 ARA U MBI E S B3 AZ 2L,
LS AN T N

Entities operating authorised e-CODEX access points shall have the exclusive responsibility for setting
them up securely and operating them securely, including for the security of data transmitted through them,
taking into consideration the technical standards set out in the implementing acts adopted pursuant to
Article 6(1), point (a), and the security rules and guidance referred to in paragraph 6 of this Article.

4,  FFAI&VZ e-CODEX 77 B ARA L Nl T AIEFIARE, eu-LISA 123U, F7-, [EPWT
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BHgRIH UIZEPEICEE S W GRATSNIE N> CEEEHESNAFFAIE47- e-CODEX
T IR ARA DRI, ek FalSiiz e-CODEX 77 B ARA L IFIPES IV TUOBY AR
EHEFFE PR QUODRERRIENCRIL, 72, BRMES MRS, Rk, FHREImicl>TE
EEFISND RSN e-CODEX 77 B ARARDOBEEITIE, FBNEE ST, 7R,
X2 VT AT U N D,

Entities operating authorised e-CODEX access points shall notify, without delay, any security incident to
eu-LISA and, in the case of authorised e-CODEX access points operated by a national public authority
or legal person authorised under national law, to the Member State that maintains the list on which those
authorised e-CODEX access points are listed or, in the case of authorised e-CODEX access points
operated by a Union institution, body, office or agency, to the Commission.

5. eu-LISA 2Meatb LT X alT 1A v T UMt 81T, 720, 3 4 TAIZEDD
F 2T AAL LT U ROIBHDOZEAIGU T, eu-LISA 1L, ZDYF 2T 4 AT M4t
L, 3D, EOEF2VT 1A 2T NI DR DR RIS Tz e<CODEX 772 ARAL
FTEE AT AIETA R e-CODEX #6127 7 —7 1R, W7 8145,

Where eu-LISA detects any vulnerabilities or security incidents or on receipt of a notification of a security
incident as provided for in paragraph 4, eu-LISA shall analyse the security incident and inform the entities
operating authorised e-CODEX access points impacted by it and the e-CODEX Advisory Group without
delay.

6. eu-LISA |, FFAI&H7z e-CODEX 77 AMNRA L M BhET 51238 2 VT (R K ONEHfa# 4
WIET D, STz e-CODEX 7 7B AMRA L M ldE i F 51T, eu-LISA (ZXIL, #F
A[&H7Z e CODEX 772 ARA L hEBhET 52 27 o HRE Y% n]&4 7= e-CODEX 77
TR ARA L N E T A IETANESTL QWD 52 ST 2 S 2411 5, AE S
1%, FRRTT, F2E, ZNLBNCOEREZ BT HLX IO TYH, 77T —hShb,

eu-LISA shall develop security rules and guidance regarding authorised e-CODEX access points. Entities
operating authorised e-CODEX access points shall provide eu-LISA with statements proving their
compliance with the security rules regarding authorised e-CODEX access points. Those statements shall
be updated on a yearly basis or whenever a change is otherwise required.

B 124 CODEX Y )L—F
Atticle 12 e-CODEX Advisory Group

1. 20234E1 A 1 BDS0H0ELT, HAIEU) 2018/1726 D5 27 2555 1 T (de) 12> TRITHN
77 e-CODEX F&7 L —71%, L0, eu-LISA OAFERYEES Hlj & O ORISR ED
HE(HOMBFR 3T, eu-LISA IZXIL, e-CODEX 3 AT A& B4~ 2 8572 B PR a1t 4
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%, e-CODEX #h[7 N—""1%, FEEDT VXNV FNEERER G, (ERO FIBZ K32 B
D7=DIZ, e-CODEX #4[7 /V—"7"DAr& ) DR EIZ Lo TS NA T 7 I N —T %3 T
55,

As from 1 January 2023, the e-CODEX Advisory Group, established pursuant to Article 27(1), point (dc),
of Regulation (EU) 2018/1726, shall provide eu-LISA with the necessary expertise related to the e-
CODEX system, in particular in the context of the preparation of its annual work programme and its
annual activity report. The e-CODEX Advisory Group may set up sub-groups, composed of some of its
members, for the purpose of examining specific matters, including specific digital procedural standards.

EVDIT, e-CODEX #&M N—71%:

(@) HERKEND e-CODEX 3 AT LD FEHRRAE C S iiL

(b) HiT72T AV TFNEERED EN AR, Bii-7aT 5L TSR M & OVEfiFL ;

(€ FREROIAEAEEL

d) 6 SE 1 DI CLVBIRSND FEATAITED 5 —E AL~ LD EEREIHD eu-LISA
(I DB

@ 516 RN T HEED HROMIZEET 2B R AT 2,

The e-CODEX Advisory Group shall, in particular:

(@ follow up on the state of implementation of the e-CODEX system in the Member States;

(b) evaluate the need for, and assess and prepare, new digital procedural standards;

(©) promote knowledge sharing;

(d) monitor eu-LISA’s compliance with the service level requirements set out in the implementing act
adopted pursuant to Article 6(1), point (b);

(e) provide an opinion on a draft version of the report referred to in Article 16.

10 SR TR L OSHEOHIN, e-CODEX &R L — 713, B4 I OV BRI BRI
FIZFETTDHET, BRI, >0, Ve EL BB, KOV, ZD%iZ, D7adEd 60 H i

2B T 5,

During the handover and takeover process referred to in Article 10, the e-CODEX Advisory Group shall
meet regularly, at least every second month until the handover and takeover process is successfully
completed and at least every six months thereafter.

e-CODEX #AR NV—713, 4 DEED, e-CODEX FHEREE Sl 2L THlRET 5, e-
CODEX #&f7 n—"71, e-CODEX FHERE E SiRONEA 3 5720, Hiffr LB TR
L N

The e-CODEX Advisory Group shall report after each meeting to the e-CODEX Programme
Management Board. The e-CODEX Advisory Group shall provide technical expertise to support the
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tasks of the e-CODEX Programme Management Board.

e-CODEX F&f7 /7 —71%, W54 RO R, IEEFHFE M OHSEHPISZHE#E ChH-C, e-
CODEX ¥ AT L \H 5% 75211 54, e-CODEX S AT AR 5# F7/-1% e-CODEX S AT
AT 085550, BhET HHERMRE L OEYZ% e-CODEX &t/ V—7 DIEEIC
RG-S,

The e-CODEX Advisory Group shall involve relevant stakeholders and experts in its work, including
members of the judiciary, legal practitioners and professional organisations, which are affected by, use, or
participate in the e-CODEX system.

8 13% «-CODEX HEEELE
Article 13 e<CODEX Programme Management Board

1

202341 H 1 HETIZ, eu-LISA DiFEEEFT, HiED e-CODEX FHEE = 253 5% T D,

By 1 January 2023, eu-LISA’s Management Board shall establish a permanent e-CODEX Programme
Management Board.

e-CODEX 7 HEp& = 255l 3. :

(@) eu-LISA DEESFIIKIL, VDU, 5 10 RTI A M OSHHRO BRI, FETEEOE
JellEFF B OV VLIS ORI E D a 8L T2 T, e—CODEX AT LD EHI
PRCBELTBIEL,;

(b) e-CODEX ¥ A7 LDt EEAMERL ;752,

© EHEUROMNIOFRIOBEEAZALL, 730, THBALERLEE, THHOEEE-I3E
EDIEEEARHET 2,

The e-CODEX Programme Management Board shall:

(@ advise eu-LISA’s Management Board on the long-term sustainability of the e-CODEX system, in
particular during the handover and takeover process referred to in Article 10, with regard to the
prioritisation of activities, and other strategic commitments;

(b) ensure the adequate management of the e-CODEX system; and

(€) monitor respect for the principle of the independence of the judiciary and prompt preventive or
corrective action, where necessary.

e-CODEX FHHERE 8L, eu-LISA OiFEE RO B2 FT DIHEE L - U eb2,

The e-CODEX Programme Management Board shall not have a mandate to represent the members of
eu-LISA’s Management Board.
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e-CODEX FHHRE =258 %, LT 10 4O Bl > Takan S
@ %12 5T e-CODEX GBI/ N—T Dik ;s

(b) eu-LISA DIEERFH L > TEMSIL 8 LR ; LY

© FRINEEZ ) DEMSIZ 1 HORKE,

The e-CODEX Programme Management Board shall be composed of the following ten members:
(@ the chairperson of the e-CODEX Advisory Group referred to in Article 12;

(b) eight members appointed by eu-LISA’s Management Board; and

(©) one member appointed by the Commission.

e-CODEX FHERE =SOSR ANT, FEEAL D, eu-LISA OIEESHEIE, e-CODEX &t
BEE SERIMTA LT RSBmO B K O B, 15D 085 &8, BB Rk
KON E DR D2 TR 5 B AR Ra S DT L E MR D,

Each member of the e-CODEX Programme Management Board shall have an alternate. eu-LISA’s
Management Board shall ensure that the members of the e-CODEX Programme Management Board
and the alternates which it appoints have the necessary experience, including in the field of justice, and
expertise regarding the performance of their tasks.

e-CODEX FHERE = ORI E N OB E B DML, 4 /FEL, F{TSIUSD,

The term of office of the members of the e-CODEX Programme Management Board and their alternates
shall be four years and shall be renewable.

eu-LISA |, e-CODEX HEiEE ik DV SN 5, 20 HHIDT=9H1Z, eu-LISA D 1 4D
I, e-CODEX T AT LERHHTHIEEICEL, KON, 2SN BhET D/EHE R OVEENZ
BIL TG T 5725, e-CODEX FHEE E SO 2B SINT 5,

eu-LISA shall participate in the work of the e-CODEX Programme Management Board. To that end, one
representative of eu-LISA shall attend the meetings of the e-CODEX Programme Management Board in
order to report on work regarding the e-CODEX system and on any other related work and activities.

e-CODEX FHENEE 31T, 7K 6 AT 1 EEAL, 230, ZTHNLE LT, L0
B2 AT D, e-CODEX FHEREESHRIL, T, 7, D7 L BB ED%IT, eu-LISA
DIEEEFRITHRIL, e-CODEX I AT ADIRREK OEPRRIUIZ BT D E MmO A EA T2,

The e-CODEX Programme Management Board shall meet at least once every six months and more often
when necessary. The e-CODEX Programme Management Board shall submit written reports regularly,
and at least after every meeting, to eu-LISA’s Management Board on the status and progress of the e-
CODEX system.
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e-CODEX FHEFEE T, L0, LU FOHIAICBT D14 5T e-CODEX FHBE R 23

DFHRHAERES 5:

(@ MEXUEREROSLTNIGHE L OEREROTH];

() =EOLT

€ =EOUH;

) EFSHROMERE, I FE R OMEESZ6EME Tih- T, e CODEX AT L)bHiE
AT HH, eCODEX VAT LaFIfT 238 £7-13 e-CODEX AT AT 55 %
Enb, FIERNRE K OHIZE O E~DOBIN;

(€) e-CODEX FHEf# E 23D E TlI7a\ Y eu-LISA DI H AHEORER 273, e-CODEX 7t
R B 230D VB SV B R I B2 o8 T B L A Rl T B A,

The e-CODEX Programme Management Board shall establish its rules of procedure, which shall include,

in particular, rules on:

(@ the choice of the chairperson and of the deputy chairperson and their terms of office;

(b) meeting venues;

(c) the preparation of meetings;

(d) the admission of stakeholders and experts to meetings, including members of the judiciary, legal
practitioners, and professional organisations which are affected by, use, or participate in the e-
CODEX system;

() communication plans ensuring that members of eu-LISA’s Management Board who are not
members of the e-CODEX Programme Management Board are kept fully informed of the work of
the e-CODEX Programme Management Board.

FHIEU) 2018/1726 D55 21 5555 1 1H1 X, e-CODEX FHERE = iR M OBIRER L, %
ML GEfHENS,

Article 21(1) of Regulation (EU) 2018/1726 shall apply mutatis mutandis as regards the chairperson and
the deputy chairperson of the e-CODEX Programme Management Board.

e-CODEX  FHENE H 255D E & Otk B0 IR RIZA v D2 CORRE K ORI,
BHEED DBV ELOEL, ew-LISA DFHHUNIIE, ew-LISA (ZE->T3HDND,

All travel and subsistence expenses incurred by the members of the e-CODEX Programme Management

Board and their alternates shall be reasonable and proportionate and be paid by eu-LISA in accordance
with its rules of procedure.

eu-LISA 1%, e-CODEX FHENEE AL, FHRERT 2,

eu-LISA shall provide the secretariat for the e-CODEX Programme Management Board.
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514 & EHBLUROMSIE
Article 14 Independence of the judiciary

1. ZOHAID FIZhDETROREL 2T D8, & COETRE, Mmoo RRIEEEICA
= BTG, B RN o R HIE B4,

When carrying out their responsibilities under this Regulation, all entities shall respect the principle of the
independence of the judiciary, having regard to the principle of separation of powers.

2. FOHBIDTDIZ, 512 SO 13 542D, eu-LISA 1, e-CODEX > A7 LIZRLT eu-
LISA (ZRIL TSI &I A, ZDORRIZEBWT, ZOMAID FIZéHd e-CODEX AT A
DIEHEIRDT-DIZFETHEDEL, 73D, e-CODEX 3 AT L& H A FA~DEHY Jeo iz
DERGAMERT D,

For that purpose, eu-LISA shall commit the resources provided to it for the e-CODEX system in their
entirety to its operation under this Regulation and shall ensure the involvement of justice representatives
in the management of the e-CODEX system, pursuant to Articles 12 and 13.

155 E
Article 15 Notifications

1. e-CODEX VA7 LDNkE% eu-LISA MMEFA TSRO 1 A 31 BETIT, HRklEL,

eu-LISA (ZxtL, LA FOfEHT —2 % 8503 %:

(@) BRINEEDBIOPELT AR S E L2 B T SV FRY, ST 27F AlS i
72 e-CODEX 7 7 BARALNLOT V2V FIEHEAEFH A0 T DTz, SaktisakEOE
TN AT LD DFFA[ENTZ e-CODEX 7/ ARA L M T L CEZESN
T-HdfiArb—20%;

(b)  BRINGEADBIDIEST 2R S E S BN THeA S E SR FRY, iRk E D e+
N AT DDT-O DFFAISITZ e-CODEX 77 B ARA L M s a4 515
IRIZ I TRHLENT= AT N THoC, e-CODEX ¥ AT DX 2V T 4126 LT
B 5.2 16 DOEI OEAT

By 31 January of every year after eu-LISA successfully takes over responsibility for the e-CODEX

system, Member States shall notify eu-LISA of the following statistical data:

(@ the number of technical messages sent and received through each authorised e-CODEX access
point for the connected systems within their territory, grouped by corresponding authorised e-
CODEX access point and digital procedural standard, unless an equivalent notification procedure
applies under another Union legal act;

(b) the number and type of incidents encountered by entities operating authorised e-CODEX access
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points for the connected systems within their territory which have impacted the security of the e-
CODEX system, unless an equivalent notification procedure applies under another Union legal act.

2. e-CODEX VAT LDWE% eu-LISA NS 7-t5D 4 1 A 31 BETIZ, BINEE

AU, ew-LISA \ZXIL, LA TOME T —2 %045

(@) BRMNEEDBIDEL T AT S P LB TR SR RY, *HSd2FF s
72 e-CODEX 7 7B ARA L N O AV FINRERERE A0 T BT, BNEE OREES,
HEfEE, SRR E TR L TEEEESIN QOB 4 OFF RISz e-CODEX 77t
ARA NI L CEZ SN HilfiAy— 0%

(b)  BRINGEADBIDIEAT 2 IFE S E BN T i SRV O BRY, S35 ETEARD N
HAORERE, 1, FERE ORI ThOYE, 4 OFFrISiz e«CODEX 778AR
AL N B E IR DIEE NI > TSN A T U R T T, e-CODEX v AT A
DXV T A IH L THEE 52 72 OO O AT,

By 31 January of every year after eu-LISA successfully takes over responsibility for the e-CODEX

system, the Commission shall notify eu-LISA of the following statistical data:

(@ the number of technical messages sent and received through each authorised e-CODEX access
point operated by a Union institution, body, office or agency, grouped by corresponding authorised
e-CODEX access point and digital procedural standard, unless an equivalent notification procedure
applies under another Union legal act;

(b) the number and type of incidents encountered by entities operating authorised e-CODEX access
points, where those entities are Union institutions, bodies, offices and agencies, which have
impacted the security of the e-CODEX system, unless an equivalent notification procedure applies
under another Union legal act.

3. AL | HKEOE 2 HICEE BT, 55 6 5945 4 A OV 8 5445 | IO R FFalsih-
e-CODEX 7 7B ARAL FDOYAN L ONT X )V FNEEREDY AR T 7T — RS TNDIE
I HERT D,

Notifications under paragraphs 1 and 2 of this Article shall confirm whether the lists of authorised e-
CODEX access points and digital procedural standards referred to in Article 6(4) and Article 8(1) are up
to date.

F16F ERARUHE
Article 16 Monitoring and reporting

1.  e-CODEX VAT LDI§E% eu-LISA D¥HELT= 2 HA4IZ, 70, FDR&IE 2 H4H T, eu-LISA
1T, BRINZEBERITHL, e-CODEX AT ADEX 2T 1558, e-CODEX 3+ AT LDOH:HiT
ORI OFIHIZBS 3 a3 Ea 2775,
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Two years afer it takes over responsibility for the e-CODEX system, and every two years thereafter, eu-
LISA shall submit a report to the Commission on the technical functioning and use of the e-CODEX
system, including the security of the e-CODEX system.

eu-LISA 1, 55 6 5555 4 IH, 55 8 555 1 LA UV 15 SRICRVRRMN B 2 M OMERRED O AEL

=T —=BEREL, o, ARELDF | EIZEDHHEED—EE LT FOFEA 45!

(@ HEHRINIZ e-CODEX AT ADSFIFE =T V4V FIREAED Y AN L UMK

(b) il % ORERREH L OMiE & DT 5 L FIREAEfROF IS 72 e-CODEX 7 7B ARA L b
DEL;

© fEx DOFFAISNTZ e-CODEX 77 ARA L MBI Bl 2 DT 4 )V FNEEREGD e-
CODEX ¥ AT LN CHESNHliAy— 0%

(d) eCODEX VAT ADEXa VT (8% 52 DA 2T O OF AT N e-
CODEX {2 Mo F 2 B4 A1,

eu-LISA shall consolidate the data received from the Commission and the Member States pursuant to

Article 6(4), Article 8(1) and Article 15 and provide the following indicators as part of the report provided

for in paragraph 1 of this Article:

(@ the list and number of digital procedural standards for which the e-CODEX system has been used
during the reporting period,

(b) the number of authorised e-CODEX access points for each Member State and for each digital
procedural standard;

() the number of technical messages sent through the e-CODEX system for each digital procedural
standard between each of the authorised e-CODEX access points;

(d) the number and type of incidents impacting the security of the e-CODEX system and information
on compliance with the e-CODEX security plan.

e-CODEX T A7 AOWEE ew-LISA WVSHELTZ 3 4F1%IZ, Do, ZOHKIT 4 AEHT, BINZ
HAT, eCODEX YV AT LDLMGHIEZAFR S5, [RIATHlE L, ZOMAIOEHORHIE,
KOOIV AR TSI REROBEIE GO 0D LL, 730, FRRkOHVIFLIER A
HERLGD, £ OFHMIIEA VR T 28, BONER R, FEIRY R JEREL L T, e-CODEX
7 HHERE E SO EEIR O Ok FHREIL, F7, TOXLERHHEXIY, LERARET D,
RRINZEE T, FRONGES OB XL, ZOAHHliEE 2442,

Three years after eu-LISA takes over responsibility for the e-CODEX system, and every four years
thereafter, the Commission shall produce an overall evaluation of the e-CODEX system. That overall
evaluation shall include an assessment of the application of this Regulation and an examination of results
achieved against objectives pursued and may propose possible future actions. When producing its
evaluations, the Commission shall also re-examine the role of the e-CODEX Programme Management
Board and its continuation based on objective grounds and, if necessary, shall propose improvements.
The Commission shall transmit the overall evaluation to the European Parliament and to the Council.

48



Fe Mo & 1S (202441 H)

B 17 & EFEELDEA

Article 17 Cooperation with international organisations

1. euw-LISAIZ, EFRATEZ L > THIFAES A ERERSE LI XFEFEEID MEbEMkEDR-IT, E/213,
NSO BFEEEAL LI TR Ch > C, BEOEFHOHEIC L > TRRESI, LU,
WO EFEO W TR Bl U CRRBSN-H DEORIT, MR, Tk, ZnLIsaoR
BEEARE I THRRDS, e-CODEX ZFIFH3 2B EOIRAEREL, T a1 D2 em
TEDINTT B0, VEEREARHE CXD, YiklEERE T, HIHIEU) 2018/1726 D5 43 5=
(> TGS LD,

eu-LISA may conclude working arrangements with international organisations or their subordinate
bodies, governed by public international law, or other relevant entities or bodies, which are set up by, or
on the basis of, an agreement between two or more countries, in order to allow them to request and receive
technical support when using the e-CODEX system. Those working arrangements shall be concluded in
accordance with Article 43 of Regulation (EU) 2018/1726.

2. AREOE TR IEEREY, TOI7Hii OB 20 5445 1 TR E IC 2
BB 2N EESE LT, B 6 556 1 TH 1(b) C KV EHRS - S TAICED D5 F T,
%7 556 1 R T HM EOTEE TS, TN AT DERED DG L LTS
T D700, FEFER, MERRE I AR 1 AD BRANDIEEEZGROHLZENTED,

The working arrangements referred to in paragraph 1 of this Article may allow for the designation of one
natural person per international organisation, body or entity to serve as a correspondent who shall be
entitled to request and receive technical support as referred to in Article 7(1), point (f), under the terms set
out in the implementing acts adopted pursuant to Article 6(1), point (b), provided that such technical
support does not affect the costs referred to in Article 20(1).
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FIE WEFRA
Chapter 3 Amending Provisions

185 #A2018/1726 DBUE
Article 18 Amendments to Regulation (EU) 2018/1726

JHANEU) 2018/1726 1%, LA TFOEBVUIESNS:

Regulation (EU) 2018/1726 is amended as follows:

(1) F1RL, UToLBkEsND:

@

()

LU FOEFRASID

[da. Jaid, Hiit oS REED, RELOIHEOIER O 103828057 —
X DEEE R DB AT AADT D DN 22— 2SI AT I (e-CODEX &
AT L) DBRFE B OSBRI C B 2laE A A0, 1;

ST, LLFO U Lo CEE iz His:

(5. i, EhunsalZe by, ZOHRAIDE 14 K[ORTIRERICBS 5758,

AONZ, ZOHRIDZE 15 FORT IR vy =/ N OMESIGEDOFERAZEIZA
A= BT, TFEU D 67 5572V U 89 S Ff L LT, ks AT LA JHH3 DRI
HEADOBBET DI T > TEDINTEDHIVTODIGAIZIRY, BERFDOL AT 2
ZEsh, RGO 3, 5 4 HROE 4 Ha (ORT VAT LLSND, B, REKD
EBOSERIZ 3T A IHHE 1T VAT LOUE, BFsF- I3 E s S BT
e b ees, |;

Article 1 is amended as follows:

@)

(b)

the following paragraph is inserted:
‘4a. The Agency shall be responsible for the development and operational management,

including technical evolutions, of the computerised system for the cross-border electronic
exchange of data in the area of judicial cooperation in civil and criminal matters (the “e-
CODEX system™).’;

paragraph 5 is replaced by the following:

‘5. The Agency may be made responsible for the preparation, development or operational
management of large-scale IT systems in the area of freedom, security and justice other than
those referred to in paragraphs 3, 4 and 4a of this Article, including existing systems, only if so
provided by relevant Union legal acts governing those systems, based on Atrticles 67 to 89
TFEU, taking into account, where appropriate, the developments in research referred to in
Article 14 of this Regulation and the results of pilot projects and proofs of concept referred to
in Article 15 of this Regulation.’;

50



Fe Mo & 1S (202441 H)

(2 LATOFEBEASNS:
[ 8 £ b e-CODEX U AT L LT ZHE75

¢-CODEX 3 27 AEDBHEIZIU T, i, L FOREA 3745 -

@ FRHEES R OHERROHIHIEU) (EU) 2022/850 (2 &> TR G2 A7 H#E;

(b) AL TAL DY O D, e-CODEX AT LOEH FOFIFNBE
L AeRE B2 H5,

) RFEN OFEOES OO DT — 2 O EEE 8z 58 A7 280
72O DAL 22— 2SN T AT A (e-CODEX ¥ AT L) (2B 23 ONZHAIEU)
2018/1726 A EIET AERMEES K OBED 2022 45 5 H 30 HOFAEU) 2022/850 (OJ L
150,31.5.2022,p. 1).J;

the following article is inserted:

‘ Article 8b Tasks related to the e-CODEX system

In relation to the e-CODEX system, the Agency shall perform:

(a) the tasks conferred on it by Regulation (EU) 2022/850 of the European Parliament and of
the Council ®V;

(b) tasks relating to training on the technical use of the e-CODEX system, including provision
of online training materials.

¢ Regulation (EU) 2022/850 of the European Parliament and of the Council of 30 May 2022 on a
computerised system for the cross-border electronic exchange of data in the area of judicial
cooperation in civil and criminal matters (e-CODEX system), and amending Regulation (EU)
2018/1726 (OJ L 150, 31.52022, p. 1).;”

) 14 R[TBUWT, H1IHT, BUFOUTE > TESRL 515!
1. J&i%, SISII, VIS, Eurodac, EES, ETIAS, DubliNet, ECRIS-TCN, e-CODEX +" A7
DO 1555 S TR ORISR IT L AT A 35 E o S P REH4-% JHAshF
FEUTBIFDIERARAT D, 1;
in Article 14, paragraph 1 is replaced by the following:
‘1. The Agency shall monitor developments in research relevant for the operational

management of SIS I1, VIS, Eurodac, the EES, ETIAS, DubliNet, ECRIS-TCN, the e-CODEX
system and other large-scale IT systems as referred to in Article 1(5).’;
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5517 5556 3 IR, 5 2 RIFEORIZLL T ORIESMEAZ D :

[ 1 §44a) KOV 8 55 b Iv T e-CODEX 3 AT LD B K USRS i R - B
TR, TAN=T DXVATB T TIND, |;

in Article 17, paragraph 3, the following subparagraph is inserted after the second subparagraph:

‘The tasks relating to the development and operational management of the e-CODEX system
referred to in Article 1(4a) and Article 8b shall be carried out in Tallinn, Estonia.’;

F19 55 1 L, Lol khdaEsing:
(@ @@, LLFOIL > TEEHAHND:

() LAFOY AT DO FOBBRIU ST DMEEL IR 528

()  BRMER M OHEEEREOFAIEBU) 2018/186120)%; 60 4555 7 TEIF ONZ KRN
A M OPIEAOHIR 2018/1862 D5 74 4545 8 THIZ LA SIS;

(i) HHIEC) No 767/2008 D5 50 5555 3 T OVIE 2008/633/THA D 17 &

%3 HIZLD VIS;

(i)  HHIEU) 2017/2226 DF; 72 4545 4 TEIZLD EES;

(iv) HHIEU) 2018/1240 D 92 4545 4 THIZL D ETIAS;

(v) HHIEU)2019/816 D 36 2555 8 THIZ LD ECRIS-TCN } X ECRIS D&%
FEk,

(vi) FHHAIEU) 2019/817 D5 78 55 3 LKL UHIHINEU) 2019/818 D 74 5555 3
T Z XD ASERAM T AR —R b,

(vii) FHHI 2022/850 D 16 555 1 FIZ LD e-CODEX 2 A7 A,

) ESHRRO RN FB1 izo/l//f/r%&/XTA(SIS)@ i, A OFIH
B2, WNT, vl UG A UaEL,, #IHIEC) No 1987/2006 %ﬂﬁuﬁ“
DM L OB 2018411 A 28 HOBIHIEU)2018/1861 (0T L312,7.12.2018,
p. 14).

ORI HIE: Ahab ST Rk s = 31%%77&0/2 5 LD IO BT DL = NER AT I
(SIS) D% %, EA L OFRIICBIT 5, AN, BRFIRTE 2007/533/THA ZTER Y
BEIEL, BRI M OERFEOHRIEC) No 1986/2006 K OB AIETE 2010261/EU
BT 2R NS L OB 2018 4F- 11 A 28 HOBIHIEU) 2018/1862 (OTL312,
7.12.2018, p. 56).;

(b) (mm)E, BLFO U LTS SIS

[(mm) LA OIEHROFIRONFAEME RS DL
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(iv)
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(vi)
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HAIEU) 2018/1861 D5 7 5545 3 TEK UHAIIEU) 2018/1862 D5 7 55455 3
EENFNUTED SIS DENT AT 2 (NSIS) DF#Jm M4 N SIRENE 5%
JROUAREAEZ, FHHIEU) 2018/1861 D45 41 5545 8 TEN OHIRI(EU) 2018/
1862 D5 56 2545 7 TEIZLD SIS (ZE £ QDT —H DIEBEDOMRE
RIS IS HERR DI DFEEAD U AR,

HIHIEU) 2017/2226 D 65 2555 2 TEIZ L DREHERROD S DHEBADY A
FRHIEU) 2018/1240 D5 87 2545 2 TAIC L DREBHERRD I HFEREDY AL,
FHAIEU) 2019/816 D 34 5555 2 TAIZ LD L4 fFDY Ak

HIRIEU) 2019/817 DF 71 4:55 1 TERE UHIRAIKEU) 2019/818 D5 67 45 1
PEIC LRI U AR

HHIEU) 2022/850 055 7 54556 1 FAD(h)Z L AT R[S 7= e<CODEX 77
ARALRDYAR, |

in Article 19, paragraph 1 is amended as follows:

@ point (ff) is replaced by the following:
“(fF) adopt reports on the technical functioning of the following:

(i)

(i)
(iii)
(iv)
v)
(vi)

(vii)

SIS pursuant to Article 60(7) of Regulation (EU) 2018/1861 of the European
Parliament and of the Council “? and Article 74(8) of Regulation (EU) 2018/1862
of the European Parliament and of the Council *;

VIS pursuant to Article 50(3) of Regulation (EC) No 767/2008 and Article 17(3) of
Decision 2008/633/JHA,;

EES pursuant to Article 72(4) of Regulation (EU) 2017/2226;

ETIAS pursuant to Article 92(4) of Regulation (EU) 2018/1240;

ECRIS-TCN and the ECRIS reference implementation pursuant to Article 36(8) of
Regulation (EU) 2019/816;

the interoperability components pursuant to Article 78(3) of Regulation (EU)
2019/817 and Article 74(3) of Regulation (EU) 2019/818;

the e-CODEX system pursuant to Article 16(1) of Regulation (EU) 2022/850;

(2 Regulation (EU) 2018/1861 of the European Parliament and of the Council of 28
November 2018 on the establishment, operation and use of the Schengen Information

System (SIS) in the field of border checks, and amending the Convention implementing
the Schengen Agreement, and amending and repealing Regulation (EC) No 1987/2006
(OJL312,7.122018, p. 14)."

*3 Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28
November 2018 on the establishment, operation and use of the Schengen Information

System (SIS) in the field of police cooperation and judicial cooperation in criminal

matters, amending and repealing Council Decision 2007/533/JHA, and repealing
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Regulation (EC) No 1986/2006 of the European Parliament and of the Council and
Commission Decision 2010/261/EU (OJ L 312, 7.12.2018, p. 56).”;"
(b) point (mm) is replaced by the following:

‘(mm) ensure annual publication of the following:

(i)

(ii)

(iii)

(iv)
)

(vi)

the list of competent authorities authorised to search directly the data contained in
SIS pursuant to Article 41(8) of Regulation (EU) 2018/1861 and Article 56(7) of
Regulation (EU) 2018/1862, together with the list of Offices of the national systems
of SIS (N.SIS) and SIRENE Bureaux pursuant to Article 7(3) of Regulation (EU)
2018/1861 and Article 7(3) of Regulation (EU) 2018/1862, respectively;

the list of competent authorities pursuant to Article 65(2) of Regulation (EU)
2017/2226;

the list of competent authorities pursuant to Article 87(2) of Regulation (EU)
2018/1240;

the list of central authorities pursuant to Article 34(2) of Regulation (EU) 2019/816;
the list of authorities pursuant to Article 71(1) of Regulation (EU) 2019/817 and
Article 67(1) of Regulation (EU) 2019/818;

the list of authorised e-CODEX access points pursuant to Article 7(1), point (h), of
Regulation (EU) 2022/850 ;;

(6) %27 KH 1 IRV, U FOEMHRASNS:

[(dc) e-CODEX #4127 /v —7"; |,

in Article 27(1), the following point is inserted:

‘(dc) e-CODEX Advisory Group;’.
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F4E REE
Chapter 4 Final Provisions

F1F EREOFH
Article 19 Commiittee procedure

1. BINEBESRIT, ZESTIAMEET2, FIZEESIE, SIHIEU)No 1822011 D EMIZISIT
FEXTHD,

The Commission shall be assisted by a committee. That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

2. AHIKT A TONLEEE, HHIEU) No 1822011 D 5 Zensi S5,
Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

B205& BA

Article 20 Costs

L BT RTINSO DDE L, BINESO T RORHEES D,

The costs incurred in the performance of the tasks referred to in Article 7 shall be borne by the general
budget of the Union.

2. B8 EKOE 9 RIIRTIESOT-OOE I, MkEF-IXFFrS7- e-CODEX 77 AR
AN EEE BT DA RO EHET D,

The costs for the tasks referred to in Articles 8 and 9 shall be borne by the Member States or the entities
operating authorised e-CODEX access points.

E2 % B
Article 21 Entry into force

“OBAIE, BU S EOZDLTD 20 BIZ54ET2,

This Regulation shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.
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ZORANZ, ZOEERZDOWTHR S, FESHNTHE WEREI W THEBASEIS D,

This Regulation shall be binding in its entirety and directly applicable in the Member States in accordance with
the Treaties.

TV UTEBT, 2022 455 A 30 Bict b=,

Done at Brussels, 30 May 2022.

MMl LT PeERELT

For the European Parliament For the Council

#& R.METSOLA #K B.LEMAIRE

The President R. METSOLA The President B. LE MAIRE
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Al

5510 2500 T C eu-LISA 1T TRAESND Y 7 by = 7 i, SCER OV NLISNOEE
Software Products, Documentation and other Assets to be Handed Over to eu-LISA under Article 10

HRRES T 7 o N7 4 — 1

55 7 S5 1 TN TS ORI TIZBWTHBI T 572l S s Y 7 = 7L T D
REEHLY— L,

557 SRR TS OO IR\ TR A7l SN DY 7 My = 7 i T o A%
TR T

FEHIMICOT-0RIHZE R C, 7 —2O—BYER T —Z OB MR T DT
b, —RFIF ATRE 2 Bbm LD FIRE R OVEFRD 7= DEFETIHD BU D e 15T 7E4,
e-CODEX AT ADZ SN G FENBESF LR AU 2572\ AR ED SR AL, B
T OREBHRE L Tl LB e et et T 27O IS A SCETHLH T —X T
T 3G,

The central testing platform;

The Configuration Management Tool, which is a software product used to assist in the performance of
the task referred to in Article 7(1), point (c);

Metadata Workbench, which is a software product used to assist in the performance of parts of the tasks
referred to in Article 7;

The EU e-Justice Core Vocabulary, which is an asset for reusable semantical terms and definitions used
to ensure data consistency and data quality over time and across use cases;

Architecture documentation, which is documentation used to provide technical and informative
knowledge to relevant stakeholders on the choice of standards with which other assets of the e-CODEX
system must comply.
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FERRTE(EU) 2023/2099
[BER
20234512 H29 H
3Ny e Rae (e2e
2 HE A

COMMISSION DECISION (EU) 2023/2099 of 28 September 2023 confirming the participation of Ireland in
Regulation (EU) 2022/850 of the European Parliament and of the Council on a computerised system for the

cross-border electronic exchange of data in the area of judicial cooperation in civil and criminal matters (e-
CODEX system) (OJ L 241,29.9.2023, p. 144-144) D7 AR GEFERR) 1 255V Y CTRIFREZ AT,

JFESLDOTF AN AFTEAHY AR URL 1%, FitDEBTHA,

http://data.europa.ew/eli/dec/2023/2099/0j
[2023 412 A 6 HHE]

ZOFERPIEEU) 20232099 DEEFRIE, HLETHHFE HLelEOSEL L TR L QU DE 0T
&Y, BN RfRE L COEMRORESA | A ATELSND S35 CHED I SCED A AT L HFHR
S LV AZA NV W TERBILI SCEO—FEThD,

—fif F—
1. ZEESRTE(EU) 2023/2099 [2DULNVT

FRAIEU) 2022/850 (0T L 150, 1.6.2022, p. 1-19) DRISLE9) T, TA/L7 > RMEHRRIOEHR Fit
IZBIET, AU ZAZFHRIRA T AN T RIS 52 L1372 BRIV THDITILE
b, ED%, TANTURIPBRINZEB RT3 DAL > TT AV 7 R EHIAIE 324,
[FEHHAINZ Lo THERE LD B DT LRSI U,

ZESE(EU) 20232099 13, ZO X578k CHIBIEU) 2022/850 (272 EEA I ZL

127 AT RIZHUTHAEU) 2022/850 A3EHSNAIANC T D7 BT HiEE LT, BRNZ
BRI E o TRIRSIZRE Thd,

2. BEFRYERICHIT2EAAE

ZOBERTBOTUE, ZESUEEU) 2023/2099 DRI (recital) DL (articles) D E3CAR
HL7-,
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ZOBERICBDTUIRER ARG 2528107, 727210, SRR T 52 8D gL
B3 (RREEP I BAL I, JROCE A RSO Fo e B LT,

ZDBERTL, HETHLEERYUEEU) 2023/2099 OFEVRFIRR THhD, AFGR ThHIMEERT
LV

ZOBERL, HRFRIZRB T DI E IR Db D T D, Tk, BITHIEATRD TR RL
L TEIES REEDE AL EIT, TORFIZIRWT, BERTARFEZ RS &L %
?ﬂ‘éo

SEROFHUTEEL TIFERIEL THERETDHZEE LD, HAROEE T HAZEIZZ20I2V
EATCRAL T, R 2 ST ERE L,

ZOBEFRITHRIET 2, ZHERPHOMES, & TRETHD,

ZDOBERT, Bur-lex DT —F RIS CTHERRL T,

EHESER
e-CODEX HHI(EU) 2022/850 DEEF L, {ELEHRMEE 9 & 1 5 1~57 HIZHD,

eu-LISA FHHI(BU) 2018/1726 DEBERIL, TG HMES 4 2 3 5 138~188 ElTHD,

ZOBEFROBIEFAEEL, AR M\EtT v 2) OB e,

* 3k ok
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RERUHEIZEIT5EBLOBHDSTFIZHI1T5T—2DEEEBZ S
BEFHEROT=6 D E 1—eINn =P AT L (e-CODEX VAT L)ICEET %
R R UIEESOHRAIEU) 2022/850 ~ADTAILSUROSNERKET S
2023 £ 9 A 28 HOFZBRIRTE(EU) 2023/2099

Commission Decision (EU) 2023/2099 of 28 September 2023 confirming the participation of Treland
in Regulation (EU) 2022/850 of the European Parliament and of the Council
on a computerised system for the cross-border electronic exchange of data
in the area of judicial cooperation in civil and criminal matters (e-CODEX system)

(EEA | HENDIESD)
(Text with EEA relevance)

KRINZEERIT,

RIREL A B ORI A OBEREIZ B3 A 5K E 72 B H, PR ONEBOfEISIZ B35 9%
E R OTANT RO 2aE 2 (55 21 5), KOV, &0, Z0%H 4 S8,
TANTURDBD, BFLOHIEZIBITDIER LD BT 5T —2 DEFEA Bz H7E
B2 HRD T2 D D 2—Z S I T2 AT I (e-CODEX & AT L) IZ B4 5 I ONTHAIEU)
2018/1726 ZE1E % 202245 H 30 HORMES & OBEREAROBIHIEU) 2022/850M% 52 #iL, 7>,
[EHRANC Lo THIRESNAZED T A VT RO E RO S,

THE EUROPEAN COMMISSION,

Having regard to Protocol (No 21) on the position of the United Kingdom and Ireland in respect of the area of
freedom, security and justice, annexed to the Treaty on European Union and to the Treaty on the Functioning
of the European Union, and in particular Article 4 thereof,

Having regard to the notification by Ireland of its wish to accept and be bound by Regulation (EU) 2022/850
of the European Parliament and of the Council of 30 May 2022 on a computerised system for the cross-border
electronic exchange of data in the area of judicial cooperation in civil and criminal matters (e-CODEX system),
and amending Regulation (EU) 2018/1726®,

Whereas:
(1) 2023 4E6 H 28 HOBINEES G EMICLY, TAVTURE, T2 21 B)OFE 4 [Tt

VY, HHHAIEU) 2022/850 25234501, 20, [RHHANZ K> THRENHZED T AN T RO E A
WL,

1 OJIL150,1.6.2022,p. 1.
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By letter to the Commission of 28 June 2023, Ireland notified its wish, in accordance with Article 4 of
Protocol (No 21), to accept and be bound by Regulation (EU) 2022/850.

(2) HHAIEU) 2022/850 ~DT A V7L ROBANIIALOSEBLEN TS, 230, B THE
DOBEHEBAFAEL72V N,

There are no conditions attached to the participation of Ireland in Regulation (EU) 2022/850 and there is
no need for transitional measures.

(3) ZFrudx, HHIEU)2022/850 ~DT A N7 ROBINDWERSNDHRETHD,
The participation of Ireland in Regulation (EU) 2022/850 should therefore be confirmed.

(4)  FTREZRFRVEECNZHIAIEU) 2022/850 %7 AV 7RI TEHINNTT D72, ZOUTE,
ZOLTRDBHIFEN T RETHD,

In order to allow Ireland to apply Regulation (EU) 2022/850 as soon as possible, this Decision should
enter into force on the day following that of its publication,

HAS ADOPTED THIS DECISION:

PLEDEBOTHAD T, ZOWEEEIRTS:
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FT1E
Article 1

FHHIEU) 2022/850 ~DT A /N7 KOBHND RS NS,

The participation of Ireland in Regulation (EU) 2022/850 is confirmed.
XS
Article 2

ZOWSENL, BU B EOZDO L ROFRITHNT 5,

This Decision shall enter into force on the day following that of its publication in the Official Journal of

the European Union.

TV UZEUT, 2023 429 A 28 HIZ T,

Done at Brussels, 28 September 2023.

BRINEERELT

For the Commission

# Ursula VON DER LEYEN
The President Ursula VON DER LEYEN
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85 (EU) 2023/977
[BER
20234512 H26 H
3Ny e Rae (e2e
2 HE A

DIRECTIVE (EU) 2023/977 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 10 May
2023 on the exchange of information between the law enforcement authorities of Member States and repealing
Council Framework Decision 2006/960/JHA (OJ L 134,22.5.2023, p. 1-24) D72 AR (FGERR) 12 DT
FHRRE AT,

JFESLDOTF AN AFTEAHY AR URL 1%, FitDEBTHA,

http://data.europa.ew/eli/dir/2023/977/0j
[2023 412 A 6 HHE]

ZOFES(EU) 2023/977 DEERIL, HLETHEEF @W“O)f’%%kbf%ﬁbﬂ HHOTHY,
N2 RARE L COPFIROFERA T AAGELISND SRECED - SCED B ATEIZ L DR &0
IAZA W N TEBIL I SED—HETH D,

—fif F—

FEH(EU) 2023/977 11X, $5845(EU) 2023/977 1%, EU Ot =27 =4 ¥ (EU Security Union
Strategy) D HUZALE DT H AL TV DRRALIERI RNAED —HEL T, [AY = —F U AHH AR E
(Swedish Framework Decision) | &= 11— THIHIL T D EEFA A AIRTE 2006/960JHA (O
L 386,29.12.2006, p. 89-100) ZFEILL, [FIFSHAREL EE DO HIES THD,

BH(EU) 2023/977 1%, 2023 45 H 10 HIZEHRS,
FEA(EU) 2023/977 1%, 2023 4F6 A 11 BIZHZILIZ,
FEH(EU) 2023/977 DFRHITED HAVTODIIHINAZARRRE D EPNEL L TRHEL I 2EN
ELOWIRE, 55 13 S2FRE, 2024 /212 H 11 HTHD,
FEH(EU) 2023/977 D55 13 SOENIE OB L 2027 46 A 11 H T,

PREFMSHAE 2006/960/THA 13, 2024 4 12 A 11 HORGEA S~ TREIESNS (5 21 5£51R)
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L7 AR TESEEESSH (the Convention implementing the Schengen A greement) D5 39 5 UV 46 55
DO THA(EU) 2023/977 LBHES2E501E, 2024 45 12 A 11 HOREEL T, F85(EU) 2023/977
DOBRESTA|IC L > TEE#LZ DA,

1. $8$5(EU) 2023/977 IZDLNT
1.1 IEEOEE

B (EU) 2023/977 DNLIEDRFEIZBEIL T, O NEHES (COM(2021) 782 final, 2021/0411
(COD)) DHFTEEAM IR~ HILTUND,

PSS RIE 2006/960THA 1, 3 THERID 31T DG daSal G I EI OV T
D TRVRHD, EOT2D OIEDFNELHEED I TIIZRL, HEVFIHIIR T,
ZOZEZ, FER(EU) 2023977 DRISIHTHE RS TNDIETHDD, SHEHESE (COM(2021)
782 final, 2021/0411 (COD)) DHCIE, KVFEIZZ DI ENFHIAZILTND,

FBA(BU) 2023/977 1238\ VT, HRIEIDHE THEBEOD B 2361 B RO ASHROT- 3D BAAHY
72 515£1C, Europol @ SIENA (Secure Information Exchange Network Application) Z-f# -5 &
ESNTWD G 13 5:3/H),

72721, o DOFREEROLILTRY, FIUTEEYS T 5EE1T, SIENA LSO SRS A
TE5 IR0 ),

FRAB(EU) 2023/977 H3EDHERY, I, SIENA Z U V- 8E05FHIE L COsdERgE 725
MEIMNNX, AFDTEIRIIZ RIS EE E R 7200,

1. 2 ERAEA

FRB(EU) 2023/977 1%, BU ORERIEIDTE THEBEIE S =7 A El IR L QOB EDERT T
BB ASNDIESTHD, Thudz, FHHEU) 2023/977 1%, THHDELISDF = [ELDr]
DORERAHU TSN, 5= EEORNCI T HEERNREROEHN L T, BIOIESH
SIS B0 ZHD),

72720, [ERSERICHD Interpol EDOEHRITBITHY, Interpol DIEPNHILTIZ, SAERIED Bi—8H&H
JRORERBE2DDT, 2D AL C, ARERMOEHAHU B 5 AL L7025 B 15 4556 2
HBM),

BB, 22T IEE=EH 18T, EU OFERE R O =7 B EDONIIREZ B EE O ERES D,
P REEITERE D 727 EU IR BT AN =E ) O BN I 2> QA BT E T &
ThD,

B (EU) 2023977 123\ T =[ED BRI 201, HORERIE (A [E) DRIk E B [E) 12
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KU TEASNATERD, BT —E X E) DO ARSIV IEHR ChHL5E, A E)D B [E~
DIFHROFEFORNT, YiZisHIBL T X E2 5 %5% A E) D B EA~DOEFHIOWCREE
DT ENEIRLEFLTNDE ) AICBIL CORTHS (55 3 5(d), AIL(152HR),

EU BAIZI8U T, #ERIER S Buropol [Z6fL TIEHRDNE SN DS EBRIC THD (BF 12 55 2 TS
1),

MRS D BRIEDOIVR) T35 E, Uik ia RO DAL, ikt —EORED O
WZEAHI RSV G 6 5555 1 HH(h)),

1. 3 ER(EV) 2023/977 DEREI FRENfERDRE

B (EV) 2023/977 DRIL14)D 5 THETHH 51T 2/ FREWD =8 O F OJHES Tt D)
BB DT8O DRRMNERH S L ORI B 2R N S OB SO HHI] (Regulation of
the European Parliament and of the Council on European Production and Preservation Orders for electronic
evidence in criminal proceedings and for the execution of custodial sentences following criminal proceedings) |
&1L, HAEU) 2023/1543 (0T L 191, 28.7.2023, p. 118-180) DZE%459,

FER(EU) 2023/977 ORISL14)DHINZSD THEFE TR IS T HE F-AHLOEED BIDT-H DFEES
AR DOFRE R OVER OB DRI T 2B A LS BUE 2 ED RS L OB
20547 (Directive of the European Parliament and of the Council laying down harmonised rules on the
designation of designated establishments and the appointment of legal representatives for the purpose of
gathering electronic evidence in criminal proceedings) J&1, 55 (EU) 2023/1544 (OJ L 191, 28.7.2023, p.
181-190) DZ A4,

1. 4 3EH(EV) 2023/977 DRICHIZH SFRECFOMIE

ER(EV) 2023/977 DJFSC GFEERR) (ZIXIEAVeiR0 3 b,
IO ETIESHA R ERGUE Y T D ERINE B HIN T 2355, PITED Fia#%C EU Bi#t
CAFRENDZED IEE (corrigendum) (25> QU T AT IESN D Z L7258 TAESIUDY, Eur-lex

T 2023 412 H 13 HORERIZISU VTR CET-#FN T, F5B(EU) 2023/977 DJFSL CRFER)
(\CHEAS D IERARI T AFENTU R0,
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. BERERUCHITHEA S

ZOZEFURBVTUL, F55(EU) 2023977 DRI (recital) , 553 (articles) & UV (Annex) D42
SRR LT,

ZOBERICBN TR AE RN T D8I U, 12721, B FoR T 02 E G
H153 CRACIIEPD I BIL T, JRSCERZIIAR DR RIS LTS,

ZOBERL, HETHLIFH(EU) 2023/977 DFHVRFIRR T D, AAGR THIEERR TH72V Y,
ZDOHEL, BRI BT AR M550 Th D, Bk, BITAITEa RO TR
L TEETREEDERALIZEXE, FORBIZBWT, SGTHEE BT _RENEINERR
?ﬂ‘éo

ZEROFRNERL TUIFRIE L TERRE T2 EE LI, EFRO FETIE AAFE 20T
EEMZBEL T, PTeaf5 EaRE LT,

ZOBEFITERE I, BERPCHHIENEL, 2 THETHD, SR L AERIOFADS
TR AU S REEFTORR OB WA ES A EFTC L X, MEIZGUT, [
EZARERICB W THEEL - FE | O CRiE Iz 52 82Uz,

AT SEEML, SO S (point)DFRFA AR LT, B121Z, Tpoint(a) )i L[ Fi(a) 51T
HON, 115 1 2B, (@) &Kt pziicliz,

ZOBEF, Burlex DT —4 RIS FL CERRLT=,
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. BERERICBLTEELI-EE

ZOBERIFED(EV) 2023/977 OIFRETIZRVDO T, ZNHDEOETEIERMTHZ41T
WET, WIS CAERICARIRN - R k52 8oLz,

CITIE, FHTEBHIZINZ 72U ERRARCIIZRY VRS VD SRS & S T NI LT, Z
DBEFRIEI W TR L FEE AL T D,

ok ok

54 (EU) 2023/977 DREITE2)D F11Zd 5 [conceming the latters’ association | D fEATE, — R 95&
[concerning the latter’s association | DFRFLO I 573, Z Hatters] 73 [the Republic of Ieeland and
the Kingdom of Norway | 595D ThHE L CEYET UL, RERETIFZRV Y,

ZOBEFRTRNTUL, FEEETIIRWEIREL - BT, ZOIINGERET 52812,

FEB(BU) 2023/977 DHITSLA4)DIEQRT)DH11Z8>% Ton behalf of the European Union of the Protocol
between the European Union, the European Community, the Swiss Confederation and the Principality of
Liechtenstein to the Agreement between the European Union, the European Community and the Swiss
Confederation on the Swiss Confederation’s association | & Df&FTIE, BIFIZ, Ton behalf of the European
Union of the Protocol between the European Union, the European Community, the Swiss Confederation and
the Principality of Liechtenstein on the accession of the Principality of Liechtenstein to the Agreement between
the European Union, the European Community and the Swiss Confederation on the Swiss Confederation’s
association | DR T D,

ZORITBL, FAY BRI U7 7 AGBRRICIRERED 2V

ZOBERZBOTL, HHNEFELWERIAFIEEL GRINT 22U, SRRROIFSIDEET
13, SEECEL T AAGELEL ThEMOH L L T25T, IELGRIETEZRLY,
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3. ERGEICRET 2 RATERER
Requests or request

lrequests ] F7213 request |13, 1T4E L COEEL NI A EEREEITOT-OD L ELL TOEGEE
IRTEFALNGY, — RN, F—DIESPICBW T, BB T EEIRE 3502 dh, &
SHOA T A% L QDD SLEE 7RL COAD)E TR CEDHIDIZL Tdod,

EZAM, FEH(EU) 2023/977 (2B TS, ZIUSDFENHE AT TR RERE TSI QA T,
SOOI T, 5T T 2% 7R CUNBDDNSEZ R TODDDEEIT DL,
ZOBEFRITBOTUL, STROHEEHNHIEL CEEARLNTHZ LT,

Intelligence

FEHARIE 2006/960/JHA D 2 SRV TEFESILTODEIY, EU ORERIEIDTEE] THEEED
31 DA HRASHD SR ZH\ TS D856, Tinformation and/or intelligence |1, information
and/or data | DB FREL CHDH LRSS, HfHARTE 2006/960/JHA DK, Ton simplifying the exchange
of information and intelligence between law enforcement authorities of the Member States of the European
Union |75 CkY, ZOHTH linformation and intelligence |73V HAL TS,

FHERARITE 2006/960/THA D 2 Z4d)\Z33V Tl linformation and/or intelligence |73, FEAFEAIZI:
STRESNTOBIERME T — & & BRI Lo TIRA ST COBTERN T — X Dl % &
LHOLELTERSI TN, ZO720), BRI > TRASH TOObDOZEREIC AN LT,
PSFAARRTE 2006/960/THA (DBE R (ELAFHMEE 2 55 5-95~110 HFT (23 v TI3, [information
and intelligence | % [TEREFHATRER LARTZ LT UTe, 22 C IR R LV DREE O RS | L1 X
L7gmoTOiE, MEAZHRTE 2006/960THA (235U VT, HEAEREN AT DI #721) Claza RIH
FERRD MR DIF R ENTERY, 2056 (BEOHERAS 72720 ) REHERRD A DRI
L MR AR RN Z A R 72D T D,

L2, FEA(EU) 2023/977 DEFSFEICI Nintelligence | D EFAYVE N TBHT, BILOHT, =
ELTHEAIRTE 2006/960/THA  EBIE T AU 23\ v Clintelligence | 2MEFIS AU TUESTETTHY,
F7z, F5H(EU) 2023/977 D F5E} [on the exchange of information between the law enforcement authorities
of Member States | &7 CV YT linformation and intelligence |75 linformation |~ g HAV TS,
ZZC, ZOBBFRITB T, PEEARTE 2006/960THA DA LS4 7759 Z eSS fEAN
BAL Tl linformation and intelligence |4 &M% QAR LR ZEIZL, ZRLISADERGMZBIL T,
SR EIL TREAR AR T 22 &1L T2,

7235, FoAAIRTE 2006/960/THA KON (EU) 2023/977 OUNFHUZI T, lintelligence |13, #5A%
[ElDRRARBEBEMRA L T DRSS O REE S ER Y,
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EESER

FREEHEHARTE 2006/960/THA DBER L, IELIEHHEL 2 % 5 5 95~110 HITHD, P
FIRTE 2002/584/THA OSBRI, LGS 4 5 5 5 185~213 HIZH D,

e-CODEX #HI(EU) 2022/850 DZEFRIE, 1ELIFHHES 9 & 1 5 1~57 HIZHD, 55 2014/41/EU
DBEFRL, REFHRMEE3 B 7 5 199~245 HIZHD,

HRIEU) 2021/1149 OSEF L, IELIEHRHEGE 6 25 3 75 1~103 HIZHD, HHIEU) 2018/1861 DS
BIL, ELTTMEE 4 25 4 5 89~146 FIZHD, HHIIEU) 2018/1862 DSEFL, 1ELIEHHEHES 4
565 1~70 HIZH D, HHIEU)2018/1241 |ZXHUEFD Europol HIHIEU) 2016/794 DZERIT,
TELIEHMES 4 25 4 B 8~68 HIZHD, FHHIEU)2018/1860 DHERIT, 1EEIEHMES 454 5 69~
88 HITdhD, BEFIRIE 2008/615/THA DSEFNE, 1EETEHMES 2 52 5 155~181 HIZHD, P
EPE 2008/616/JHA DBEFL, 1ELTHFEHEE 2 5 9 5 116~200 EIZdHD, FHHEMMHHAIEU)
2019/818 DBBFTL, 1ELTEHMEE 45 8 75 158~231 HIZHD,

FHI (BEU)2016/679 (— 7 — 2RI OZBR-BERTh L, IECFMEE 3 85 5 1~114 HICh
% BHIEU2018/1725 DBBFTL, 1ELEHMEE 45 1 5 1~81 HIZHD, 51 2002/58/EC DEE
FRUGTHU L, IEEEHEE 2 5 5 5 158~187 HIZHD, FEH(EU)2016/680 DEERIL, HEIEHME

ZH2 %1 5 41~140 HIZHD, PNR FEH(EU)2016/681 DBERIL, T HMEE2 53 5 119~155
HIZHD,

ZOBEFROBIEFAEEL, AR M\EtT v 2) OB e,

* 3k ok
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BEREOZSRITREBE ORI S TH1ERD 2 BT 5
RUHESZHEARSE 2006/960/JHA ZBELt 95
PR R UTEESM 2023 ££ 5 A 10 HOIES(EU) 2023/977

Directive (EU) 2023/977 of the European Parliament and of the Council of 10 May 2023
on the exchange of information between the law enforcement authorities of Member States
and repealing Council Framework Decision 2006/960/JHA

R B ORI SO BRI T,

MRMIEAOBEREIZ BT 2550, Vb, RISRKIODEE 87 456 2 TH() 8,
KRN E DI ST,

SOEZA ENERRI T LI,

EEONIETRHA e TR,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 87(2), point
(a), thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Acting in accordance with the ordinary legislative procedure (*

Whereas:

Q)  BEEEOI TSI, BINMESOBPRLA T 2 e Eia L TRy, i, i
S, WEioTe, 2T, ZUTHEISUIHGEEERL TS, B CiEBE 2 TL CODEN
YR, LIEKROT AT AL DRI ORAHFHHIALEL TODDS, BNEEL ~LOTEE T,
TR S L B D30 =RA I D SNV i S e S D 2 LN ib EBEE T D, WIS, LD
T, MR K O ) XN, SRR ZE MR L EDRIDFE S E DO GHEHIHE T D, 15
BENHOIZ A IREEN L, BB THERL, 2L C, B THIEMERb D L720 > DB DR
H IR AEF T DABILIR M O T n AN L — T2 BN TE DRAET, TP,
TRHSHEROD DD IEHATHERENS, JOZNRAVRRERETT, JUTRTRAZ DAL, M O TELT L
ZRER T DI D DUCES IR D TN 2

Transnational criminal activities pose a significant threat to the internal security of the Union and call for
a coordinated, targeted and adapted response. While national authorities operating on the ground are on

b RINR D 2023 43 A 15 BANERE (FHAER) K OHERR0 2023 424 H 24 RERTIRE.
Position of the European Parliament of 15 March 2023 (not yet published in the Official Journal) and decision of
the Council of 24 April 2023.
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the frontline in the fight against crime and terrorism, action at Union level is paramount to ensuring
efficient and effective cooperation as regards the exchange of information. Furthermore, organised crime
and terrorism, in particular, are emblematic of the link between internal and external security.
Transnational criminal activities spread across borders and manifest themselves in organised crime and
terrorist groups that engage in a wide range of increasingly dynamic and complex criminal activities.
There s, therefore, a need for an improved legal framework to ensure that competent law enforcement
authorities can prevent, detect and investigate criminal offences in a more efficient manner.

NEBEEEEDMFAEL/RNZ S TR ST B TS H H, (R R OVEBO RO S
DI, BHOIERREDTISHERD D1 THEESS, #H A E72 RN B AE M ONENTEO Fi
FHNTC, MaZiE8d TR BIORERREIN O [T HENR D 3 D 5 THEREI o T 2 A T]
BB RADESET 2 T R A G TE D ARENE D D ZEM AR AR ThH D, ZO AUZBAL, Bk
BHETRD B DIEH THEBEN, FZhZ, Ho, BINEA 22720, W ~&Thod, Th
Wz, JTATAEBGIET DL, T A2 L E AT L) B D7D D BREIEHROD AT
BUZ B DEEOW N, WANESEEOZN MHAARF T DRI DA O 2 3
ZDAEE D WD T ChD, 7RV LA G, JUIE K OLIEEENC BT RO
1%, BRANDLLZARHET DL, T, IS > TIRES QO BIE A AD S fIR A 204
R T DL ORI e BRI,

For the development of an area of freedom, security and justice, which is characterised by the absence of
internal border controls, it is essential that competent law enforcement authorities in one Member State
have, within the framework of the applicable Union and national law, the possibility to obtain equivalent
access to the information available to their colleagues in another Member State. In that regard, competent
law enforcement authorities should cooperate effectively and across the Union. Therefore, police
cooperation on the exchange of relevant information for the purpose of preventing, detecting or
investigating criminal offences is an essential component of the measures that underpin public security in
an interdependent area without internal border controls. The exchange of information on crime and
criminal activities, including terrorism, serves the overall objective of protecting the security of natural
persons and safeguarding important interests of legal persons protected by law.

FIRILSR V—T DGR, 3 DEEBZDENIIAEL, 2>, Bk 2SRRI EFH TS
F R DEFEAH OF I TSIV QD FBRFLIEY L— 7 OfitEE X, T TR
TRI[E S AT D U IERR ORI B O EE A D 1085, x> Tk E =t
DTHD,

The majority of organised crime groups are present in more than three countries and are composed of
members with multiple nationalities who engage in various criminal activities. The structure of organised
crime groups is ever more sophisticated, with strong and efficient communication systems and
cooperation between their members across borders.
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To fight cross-border crime effectively, it is of paramount importance that competent law enforcement
authorities swiftly exchange information and cooperate operationally with one another. Although cross-
border cooperation between the competent law enforcement authorities has improved in recent years,
certain practical and legal hurdles continue to exist. In that respect, Council Recommendation (EU)
2022/915@ will assist the Member States in further enhancing cross-border operational cooperation.

L ORERKEN, BT, EBEREIR 300 HITHERRIED SO BT LA SRR 2 s
YTl ERA R D ) a TR T DT D TR m Y = I N RRIT T, ﬂﬁz@%ﬂzlﬂ 'r
HORMEED, [EFTA I D 180T D720 O I ERMELRHEL, £, ZERM
ESZ bifitGLTC, ZOFRBIE, EDII7RHED HCEDHAVZHFRO ASHU I DEIED,

ZOEAPEASNOGAIIZO L A DT EA LU T, DI TEDLZE
VR THIBRZINZ 7220\, BOHT, HERRENE, 2D I07e 587 vy = 7 N O ED DB LT
NRANTTIT A AR OGN AT D28, ZUC, ZSORE8E BHE 2 F nlRe7a B i
HOESHE, L0biT, NS &K OBEFEOHHIEU) 2021/114983 21> CRUTHALIIRN
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Some Member States have developed pilot projects to strengthen cross-border cooperation, focusing, for
example, on joint patrols by police officers from neighbouring Member States in border regions. A
number of Member States have also concluded bilateral or even multilateral agreements to strengthen
cross-border cooperation, including the exchange of information. This Directive does not limit such
possibilities, provided that the rules on the exchange of information set out in such agreements are
compatible with this Directive where it applies. On the contrary, Member States are encouraged to
exchange best practice and lessons learnt from such pilot projects and agreements and to make use of
available Union funding in that regard, in particular from the Internal Security Fund, established by
Regulation (EU) 2021/1149 of the European Parliament and of the Council ©.

LI TR DY R ORI B D70 OREREIRIOFBESHEE, 1990 4 6 A 19 HITERIRS

2 VR TS TR 2022 45 6 A 9 HOEEFAENE(EU) 2022/915 (0T L 158, 13.6.2022, p. 53).
Council Recommendation (EU) 2022/915 of 9 June 2022 on operational law enforcement cooperation (OJ L 158,
13.6.2022, p. 53).

8 IRINPRZE A A BT AR N S OBRE20D 2021 47 A 7 HOFHIEU) 2021/1149 (OJ L251, 15.7.2021,

p. 94).

Regulation (EU) 2021/1149 of the European Parliament and of the Council of 7 July 2021 establishing the Internal
Security Fund (OJ L 251, 15.7.2021, p. 94).
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The exchange of information between Member States for the purpose of preventing and detecting
criminal offences is regulated by the Convention implementing the Schengen Agreement of 14 June 1985
@ adopted on 19 June 1990, in particular Articles 39 and 46 thereof. Council Framework Decision
2006/960/JHA © partially replaced those provisions and introduced new rules for the exchange of
information and intelligence between competent law enforcement authorities.

(7) FEESHAEU) No 1053/2013°0 F T TS HliA &, sEaHlilL, MSHATRIE 2006/960/
JHA D322 O TIIRN VN T E, 2L C, MERKERC 31T 2 BhEE RO ) R
R AHAZAELRL TUNRNEVD ZEARUT, #ER I, IS, o7 e SEEERRY
O3 PRI L [RIFSEE A0 R o0 Jid PGP & O R 00 32755 b4~ 2 BEREM: D Ko wb 2 12, [6]
AR TENFFI AT EEAEFHZIN T RNV L RLTE,

Evaluations, including those carried out under Council Regulation (EU) No 1053/2013©®, have indicated
that Framework Decision 2006/960/JHA is not sufficiently clear and does not ensure the adequate and
rapid exchange of relevant information between Member States. Evaluations have also indicated that that
Framework Decision is scarcely used in practice, in part due to the lack of clarity encountered in practice
between the scope of the Convention implementing the Schengen Agreement and the scope of that
Framework Decision.

4 URAIED HEESE 2 U DRI BERIBE L B~ L7 AREFLRIAGHIEID BUTE, R Eidk
FIEIDBUT KO 70 ZASEFEDBIFOMIC 35175 1985 4 6 H 14 HOY =2 U ek 5T 5549
(OJ L 239,22.9.2000, p. 19).
Convention implementing the Schengen Agreement of 14 June 1985 between the Governments of the States of
the Benelux Economic Union, the Federal Republic of Germany and the French Republic on the gradual abolition
of checks at their common borders (OJ L. 239, 22.9.2000, p. 19).
S FRIMBE S OREBEOIEHG THEBID IR DA M OO SO LIZBE9 2% 2006 4F 12 A 18
H OERFHEMSHAAITE 2006/960/THA (0T L 386, 29.12.2006, p. 89).
Council Framework Decision 2006/960/JHA of 18 December 2006 on simplifying the exchange of information
and intelligence between law enforcement authorities of the Member States of the European Union (OJ L 386,
29.12.2006, p. 89).
8 L P AE DT EARGET DT O DRI OO AR Z BT, S 7 ORI O T 2 B
FOMN R RERET D 1998 49 H 16 HOBPITEEROWIEZBEIT 52013 410 H 7 HOHFER
HIHI(EU) No 1053/2013 (OJ L 295, 6.11.2013, p. 27).
Council Regulation (EU) No 1053/2013 of 7 October 2013 establishing an evaluation and monitoring mechanism
to verify the application of the Schengen acquis and repealing the Decision of the Executive Committee of 16
September 1998 setting up a Standing Committee on the evaluation and implementation of Schengen (OJ L 295,
6.11.2013, p. 27).
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Therefore, the existing legal framework should be updated with a view to eliminating discrepancies and
to establishing clear and harmonised rules to facilitate and ensure the adequate and rapid exchange of
information between the competent law enforcement authorities of different Member States and to allow
the competent law enforcement authorities to adapt to the rapidly changing and expanding nature of
organised crime, including in the context of the globalisation and digitalisation of society.

LD, ZORRBL, I TAE LT D28, ET D2 F AT 52 A HNE T 51
EROZAFE LT RETHY, ZIUTEST, FDII7R A IR T HEFRIC BT,
T TESEESSID S 39 SRR OV 46 SRESERITEIHEDY, 0, MBS
R RETH D, AT, BEREL, EHIBIT DS BUED TR e a R AT
A=, BFE SN, o, B tESNHETHS,

In particular, this Directive should cover the exchange of information for the purpose of preventing,
detecting or investigating criminal offences, thereby fully superseding, in so far as such exchanges are
concerned, Articles 39 and 46 of the Convention implementing the Schengen Agreement and providing
the necessary legal certainty. In addition, the relevant rules should be simplified and clarified in order to
facilitate their effective application in practice.

ZOFRED TIZHHMERIEMD, JLIRIEHROIEED BN DI D BIFEE T4 7248
BB 35T DI SO RREI MAlf A B DA LSV BUEE TED DB 5D,

WHHUEN, LI TAE T 528, 52 E iﬁﬁ?é_&%ﬁﬂﬁkféglﬁ'ﬁfﬁm
T IZE R EZARILE L T O E O] CRR E S DL L OSBRI i LA
ERALE LS é.\&')'éf\%fb‘bé 712, MEBUEIS, 3= EED D _EMO RO A
B UIeb7a0, ZORBITED HHET, BMNGES KOO MANEU) 2016/7947, 11
HI(EU) 2018/18608, HHI(EU) 2018/1861°, HAIIEU) 2018/1862', BRINGES K SN BEHADFES

T IEHATOR 10T DRRINES SR (Buropol) 1B, AONT, BEFERIRIE 2009/371/THA, BEFSRGE
2009/934/JHA, BEFEIRIE 2009/935/JHA, BEERIE 2009/936/JHA S OFIFRTE 2009/968/JHA 4
TR THEIET DRSS M OB 2016 4F-5 A 11 HOMHIEU) 2016/7940J L 135,24.5.2016,p. 53).
Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European Union
Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA (OJ L 135, 24.5.2016, p. 53).
8 NERHEROF = EEROIFEDT-O O = 7 AGH AT ZOFINZ BT 2R NG e O
D 2018 /=11 H 28 HDOHIHIEU)2018/1860 (O L312,7.12.2018, p. 1).
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(EU) 2016/681" & UME43(EU) 2019/1153"2, B UTE 2008/615HAR K& OB Ak E
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It is necessary to lay down harmonised rules governing the crosscutting aspects of the exchange of
information between Member States under this Directive at different stages of an investigation, from the

Regulation (EU) 2018/1860 of the European Parliament and of the Council of 28 November 2018 on the use of
the Schengen Information System for the retumn of illegally staying third-country nationals (OJ L. 312, 7.12.2018,
p. 1.
* EERRIO DI I D3 = A AT L (SIS) DRSS, SEE K ORI B2, N, T=
P ABEFEEGH A YEL, OV, HAIEC) No 1987/2006 ZSIESK OBE LT DR K OB
2018 4= 11 A 28 HOHHIEU) 2018/1861 (OJ L312,7.12.2018, p. 14).
Regulation (EU) 2018/1861 of the European Parliament and of the Council of 28 November 2018 on the
establishment, operation and use of the Schengen Information System (SIS) in the field of border checks, and
amending the Convention implementing the Schengen Agreement, and amending and repealing Regulation (EC)
No 1987/2006 (OJL312,7.12.2018, p. 14).
10 JHE 30T B ) S ONESS LD ID 3BT DL = 7 AFHE AT L (SIS) DRSS, 3EE K
UK _55%, PRERIE 2007/533/THA ZCOE K OBEIEL,, BN M OB FHAIEC) No 1986/
2006, ZEEZRTE 2010261/EU B 1T 2Rk Mg e OB 220D 2018 47 11 H 28 H DHHIEU) 2018/1862
(OJL312,7.12.2018, p. 56).
Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November 2018 on the
establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council Decision 2007/533/JHA, and repealing
Regulation (EC) No 1986/2006 of the European Parliament and of the Council and Commission Decision
2010/261/EU (OJ L 312, 7.12.2018, p. 56).
1 T aY AMUIR L OESATEO YL, B0, AR OTREOT- O Ol Rk (PNR) 7 — X OFI B
T ORRINEES L OB 2016 424 H 27 HOFES(EU) 2016/681 (OJ L 119, 4.52016, p. 132).
Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger
name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences and serious
crime (OJ L 119, 4.5.2016, p. 132).
2 —EOAFATADBILLE, B, HAFEITEREOT-OOERIEHRME O OMOIEROFIRERFHZT
DIUERTED D, WNT, PRFIIE 20000642THA ZBE LS DR R MO0 2019 46 H 20 H
DFEH(EU) 2019/1153 (OJ L 186, 11.7.2019, p. 122).
Directive (EU) 2019/1153 of the European Parliament and of the Council of 20 June 2019 laying down rules
facilitating the use of financial and other information for the prevention, detection, investigation or prosecution of
certain criminal offences, and repealing Council Decision 2000/642/JHA (OJ L 186, 11.7.2019, p. 122).
B LD T ) XL R ONEETE R DI0IRE DI NI T DIEE AR D 05 KBS % 2008 4F 6
H 23 HOBFIRTE 2008/615/JHA (OJ L2210, 6.8.2008, p. 1).
Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation, particularly in
combating terrorism and cross-border crime (OJ L 210, 6.8.2008, p. 1).
W LDl T rY AL R ONEEA R HITRE DR NI HIEEA 8z Dl ) DT8R B3 D BR gk
7E 2008/615/THA DI RET2 2008 46 H 23 HOHLESIE 2008/616/JHA (0T L210, 6.8.2008, p. 12).
Council Decision 2008/616/JHA of 23 June 2008 on the implementation of Decision 2008/615/JHA on the
stepping up of cross-border cooperation, particularly in combating terrorism and cross-border crime (OJ L 210,
6.8.2008, p. 12).
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phase of gathering criminal intelligence to the phase of criminal investigation. Those rules should include
the exchange of information through Police and Customs Cooperation Centres set up between two or
more Member States on the basis of bilateral or multilateral arrangements for the purpose of preventing,
detecting or investigating criminal offences. However, those rules should not include the bilateral
exchange of information with third countries. The rules laid down in this Directive should not affect the
application of rules of Union law on specific systems or frameworks for such exchanges, such as
Regulations (EU) 2016/794 7, (EU) 2018/1860®, (EU) 2018/1861 ® and (EU) 2018/1862 1% of the
European Parliament and of the Council, Directives (EU) 2016/681 Y and (EU) 2019/1153 12 of the

European Parliament and of the Council, and Council Decisions 2008/615/JHA ¥ and 2008/616/JHA
(14)
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ZORRBITED DI KD HDEFEDIEL DT D DI HZL72<, Mgl EI B0
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‘Criminal offence’ is an autonomous concept of Union law as interpreted by the Court of Justice of the
European Union. For the purposes of this Directive, in the interest of effectively combating crime,
‘criminal offence’ should be understood as referring to any conduct punishable under the criminal law of
the Member State that receives information, either pursuant to a request or pursuant to an own-initiative
provision of information in accordance with this Directive, irrespective of the penalty that can be imposed
in that Member State and irrespective of whether the conduct is also punishable under the criminal law
of the Member State that provides information, without prejudice to the grounds for refusal of requests
for information set out in this Directive.

ZOFERX, BiBY BT D AABI R ORI, BRNEA SO K3 Sa s
U CEESNSRK (AR D B2 7200,

This Directive is without prejudice to the Convention drawn up on the basis of Article K.3 of the Treaty
on European Union, on mutual assistance and cooperation between customs administrations !> (Naples
1),

ZOFEFNE, WINESTEDwE RIS 2 HTEEIOMER Z 1 D1 D B e L TS
MRNDT, [EFRLZEREE BRI DIEEN L, ZOFTOBHIREHENIZZR Y,

55.0JC24,23.1.1998, p. 2.
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Since this Directive does not apply to the processing of information in the course of an activity which
falls outside the scope of Union law, activities concerning national security do not fall within the scope of
this Directive.

ZOFESIE, 1 O TR HAHLE L TOREROIEME R OFIHZ L, bl
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This Directive does not govern the provision and use of information as evidence in judicial proceedings.
In particular, it should not be understood as establishing a right to use the information provided in
accordance with this Directive as evidence and, consequently, it does not affect any requirement provided
for in the applicable law to obtain the consent of the Member State providing the information for such
use. This Directive does not affect Union legal acts on evidence, such as a Regulation of the European
Parliament and of the Council on European Production and Preservation Orders for electronic evidence
in criminal proceedings and for the execution of custodial sentences following criminal proceedings,
Directive 2014/41/EU of the European Parliament and of the Council *® and a Directive of the European
Parliament and of the Council laying down harmonised rules on the designation of designated
establishments and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings. Consequently, even though they are not required to do so under this
Directive, Member States providing information under this Directive should be allowed to consent, at the
time of providing the information or thereafter, to the use of that information as evidence in judicial
proceedings, including, where necessary under national law, through the use of instruments regarding
judicial cooperation in force between the Member States.

16 JHIE 2 DRRMHEAS 5 RIZ BE - 2R N 2 S O FSD 2014 454 A 3 HO$E45 2014/41/EU (O L
130, 1.5.2014, p. 1).
Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European
Investigation Order in criminal matters (OJ L 130, 1.5.2014, p. 1).
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All exchanges of information under this Directive should be subject to five general principles, namely the
principles of availability, equivalent access, confidentiality, data ownership and data reliability. While
those principles are without prejudice to the more specific provisions of this Directive, they should guide
its interpretation and application where relevant. First, the principle of availability should be understood
as indicating that relevant information available to the Single Point of Contact or the competent law
enforcement authorities of one Member State should also be available, to the largest extent possible, to
the Single Point of Contact or the competent law enforcement authorities of other Member States.
However, that principle should not affect the application, where justified, of specific provisions of this
Directive restricting the availability of information, such as those on the grounds for refusal of requests
for information and on judicial authorisations, or of the obligation to obtain the consent of the Member
State or third country that initially provided the information prior to sharing it. Second, pursuant to the
principle of equivalent access, Member States should ensure that the access that the Single Point of
Contact and the competent law enforcement authorities of other Member States have to relevant
information is substantially the same as, and thus neither stricter nor less strict than, the access that their
own Single Point of Contact and the competent law enforcement authorities have to that information,

78



(16)

(17)

Fe Mo & 1S (202441 H)

subject to the more specific provisions of this Directive. Third, the principle of confidentiality requires
Member States to respect one another’s national rules on confidentiality when treating information
marked as confidential that is provided to their Single Point of Contact or to their competent law
enforcement authorities, by ensuring a similar level of confidentiality in accordance with the rules on
confidentiality set out in national law. Fourth, pursuant to the principle of data ownership, information
initially obtained from another Member State or from a third country should only be provided with the
consent of and in accordance with the conditions imposed by that Member State or third country. Fifth,
pursuant to the principle of data reliability, personal data that are found to be inaccurate, incomplete or no
longer up to date should be erased or rectified or the processing of those data should be restricted, as
appropriate, and any recipient of those data should be notified without delay.
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In order to achieve the objective of facilitating and ensuring the adequate and rapid exchange of
information between Member States, this Directive should provide the possibility for Member States to
obtain information by addressing a request for information to the Single Point of Contact of other Member
States, in accordance with certain clear, simplified and harmonised requirements. As regards the content
of requests for information, this Directive should specify, in particular, in an exhaustive and sufficiently
detailed manner and without prejudice to the need for a case-by-case assessment, the situations in which
requests for information are to be considered urgent, the details they are to contain as a minimum and in
which language they are to be submitted.
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[ElE, IS =~ LIS, AT =2 DIES LSV WA HIR T 528550 & ThD,

While the Single Points of Contact of each Member State should, in any event, be able to submit requests
for information to the Single Point of Contact of another Member State, in the interest of flexibility,
Member States should be allowed, in addition, to designate some of their competent law enforcement
authorities, which might be involved in European cooperation, as designated law enforcement authorities
for the purpose of submitting such requests to the Single Points of Contact of other Member States. Each
Member State should submit to the Commission a list of its designated law enforcement authorities.
Member States should inform the Commission where there are any changes to that list. The Commission
should publish the lists online. In order for Single Points of Contact to be able to perform their
coordinating functions under this Directive, it is, however, necessary that, where a Member State decides
to allow some of its competent law enforcement authorities to submit requests for information to the
Single Points of Contact of other Member States, that Member State makes its Single Point of Contact
aware of all outgoing requests for information and of any communications relating thereto, by always
putting its Single Point of Contact in copy. Member States should seek to limit the unjustified duplication
of personal data to a strict minimum.
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Time limits are necessary to ensure the rapid processing of requests for information submitted to a Single
Point of Contact. Time limits should be clear and proportionate and take into account whether the request
for information is to be considered as urgent and whether the request relates to directly accessible
information or indirectly accessible information. In order to ensure compliance with the applicable time
limits while allowing for a degree of flexibility, where objectively justified, it should only be possible, on
an exceptional basis, to deviate from those time limits where, and in so far as, the competent judicial
authority of the requested Member State needs additional time to decide on granting the necessary judicial
authorisation. Such a need could arise, for example, because of the broad scope or the complexity of the
matters raised by the request for information. In order to ensure, as far as possible, that time-critical
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opportunities to take action in specific cases are not missed, the requested Member State should provide
any requested information as soon as it is held by the Single Point of Contact, even where that information
is not the only information available that is relevant to the request. The rest of the requested information
should be provided thereafter, as soon as it is held by the Single Point of Contact.
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The Single Points of Contact should assess whether the information requested is necessary for and
proportionate to achieving the purposes of this Directive and whether the explanation of the objective
reasons justifying the request is sufficiently clear and detailed, so as to avoid the unjustified provision of
information or the provision of disproportionate amounts of information.
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In exceptional cases, it might be objectively justified for a Member State to refuse a request for
information submitted to its Single Point of Contact. In order to ensure the effective functioning of the
system created by this Directive in full compliance with the rule of law, those cases should be specified
exhaustively and interpreted restrictively. However, the rules set out in this Directive place a strong
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emphasis on the principles of necessity and proportionality, thereby providing safeguards against any
misuse of requests for information, including where it would entail manifest breaches of fundamental
rights. The Member States, as an expression of their general due diligence, should therefore always verify
the compliance of requests submitted to them under this Directive with the principles of necessity and
proportionality and should refuse those requests they find to be non-compliant. Where the reasons for
refusing the request relate only to parts of the information requested, the remaining information should
be provided within the time limits set out in this Directive. In order to prevent unnecessary refusals of
requests for information, the Single Point of Contact or the designated law enforcement authority of the
requesting Member State, as applicable, should, on request, provide clarification or specifications that are
needed to process the request for information. The applicable time limits should be suspended from the
moment that the Single Point of Contact or, where applicable, the designated law enforcement authority
of the requesting Member State receives the request for clarification or specifications. However, it should
be possible to request clarification or specifications only where clarification or specifications are
objectively necessary and proportionate such that without them the request for information would have
to be refused for one of the reasons listed in this Directive. In the interest of effective cooperation, it should
also remain possible to request necessary clarification or specifications in other situations, without this
leading to the suspension of the time limits.
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In order to allow for the necessary flexibility in view of operational needs that might vary in practice, this
Directive should provide for two other means of exchanging information, in addition to requests for
information submitted to the Single Points of Contact. The first one is the unsolicited provision of
information by a Single Point of Contact or by a competent law enforcement authority to the Single Point
of Contact or a competent law enforcement authority of another Member State without a prior request,
namely the provision of information on its own initiative. The second one is the provision of information
upon a request for information submitted either by a Single Point of Contact or by a competent law
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enforcement authority directly to a competent law enforcement authority of another Member State. In
respect of both means of exchange of information, this Directive sets out only a limited number of
minimum requirements, in particular on keeping the relevant Single Points of Contact informed and, as
regards own-initiative provisions of information, the situations in which information is to be provided and
the language to be used. Those requirements should also apply to situations in which a competent law
enforcement authority provides information to the Single Point of Contact of its own Member State in
order to provide that information to another Member State, such as where it is necessary to comply with
the rules set out in this Directive on the language to be used when providing information.
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The requirement of a prior judicial authorisation for the provision of information, where provided in
national law, constitutes an important safeguard which should be respected. However, the Member States’
legal systems are different in that respect and this Directive should not be understood as affecting the rules
and conditions concerning prior judicial authorisations laid down in national law, other than requiring that
domestic exchanges and exchanges between Member States be treated in an equivalent manner, both on
substance and procedurally. Furthermore, in order to keep any delays and complications relating to the
application of such a requirement to a minimum, the Single Point of Contact or the competent law
enforcement authorities, as applicable, of the Member State of the competent judicial authority should
take all practical and legal steps, where relevant in cooperation with the Single Point of Contact or the
designated law enforcement authority of the requesting Member State, to obtain the judicial authorisation
as soon as possible. Although the legal basis of this Directive is limited to law enforcement cooperation
under Article 87(2), point (a), of the Treaty on the Functioning of the European Union (TFEU), this
Directive might be of relevance to judicial authorities.
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It is particularly important that the protection of personal data, in accordance with Union law, be ensured
in connection with all exchanges of information under this Directive. To that end, any personal data
processing by a Single Point of Contact or a competent law enforcement authority under this Directive
should be carried out in full compliance with Directive (EU) 2016/680 of the European Parliament and
of the Council 7. Pursuant to Regulation (EU) 2016/794, the European Union Agency for Law
Enforcement Cooperation (Europol) is to process data in accordance with the rules set out therein. That
Directive and that Regulation are unaffected by this Directive. In particular, it should be specified that any
personal data exchanged by Single Points of Contacts and competent law enforcement authorities remain
limited to the categories of data per category of data subject listed in Section B of Annex II to Regulation
(EU) 2016/794. Accordingly, a clear distinction should be made between the data concerning suspects
and the data concerning witnesses, victims, or persons belonging to other groups, for which stricter
limitations apply. Furthermore, as far as possible, any such personal data should be distinguished in
accordance with their degree of accuracy and reliability. In order to ensure accuracy and reliability, facts
should be distinguished from personal assessments. The Single Points of Contact or, where applicable,
competent law enforcement authorities should process requests for information under this Directive as
quickly as possible in order to ensure the accuracy and reliability of personal data, to avoid unnecessary

T AU TR DB R, FEA, B L<ITERE X INEOBITO B BIDT= O\ G HERO ORI L5
TENT —Z DWFL BRET 5 HIRADRE KL O DT —Z DIFEDI2 R BT 5, WM, Hifs
FEREAIRTE 2008/977/JHA % BE 13- 2R M OBEHR0 2016 424 H 27 HO$ES(EU)2016/680(0J L
119,4.5.2016, p. 89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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duplication of data, and to reduce the risk of data becoming outdated or no longer being available to them.
Where it appears that the personal data are incorrect, they should be rectified or erased or their processing
should be restricted without delay.
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In order to allow for the adequate and rapid provision of information by Single Points of Contact, either
upon request or on their own initiative, it is important that the competent law enforcement authorities
understand each other. All exchanges of information, including the provision of requested information,
refusals of requests for information, including the reasons for such refusals, and, where applicable,
requests for clarification or specifications and clarification or specifications provided which relate to a
specific request should be transmitted in the language in which that request was submitted. Therefore, to
prevent delays in the provision of requested information caused by language barriers and to limit
translation costs, Member States should establish a list of one or more languages in which their Single
Point of Contact can be addressed and in which it can communicate. Since English is a language that is
broadly understood and used in practice with regard to law enforcement cooperation within the Union, it
should be included on that list. Member States should provide that list and any updates thereto to the
Commission. The Commission should publish online a compilation of those lists.
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To ensure the safety and security of European citizens, it is essential that Europol hold the necessary
information to fulfil its role as the Union’s criminal information hub supporting the competent law
enforcement authorities. Therefore, when information is exchanged between Member States, irrespective
of whether it is exchanged pursuant to a request for information submitted to a Single Point of Contact or
competent law enforcement authority or whether it is provided by a Single Point of Contact or competent
law enforcement authority on its own initiative, an assessment should be made, on a case-by-case basis,
as to whether a copy of the request for information submitted under this Directive or of the information
exchanged under this Directive should be sent to Europol in accordance with Article 7(6) of Regulation
(EU) 2016/794 where it concems a criminal offence falling within the scope of the objectives of Europol.
Such assessments should be based on Europol’s objectives as set out in Regulation (EU) 2016/794 in so
far as the scope of the criminal offence is concerned. Member States should not be obliged to send a copy
of the request for information or of the information exchanged to Europol where it would be contrary to
the essential interests of the security of the Member State concerned, where it would jeopardise the
success of an ongoing investigation or the safety of an individual or where it would disclose information
relating to organisations or specific intelligence activities in the field of national security. Moreover, in
accordance with the principle of data ownership and without prejudice to the obligation set out in
Regulation (EU) 2016/794 conceming the determination of the purpose of, and restrictions on, the
processing of information by Europol, information initially obtained from another Member State or a
third country should be provided to Europol only where that Member State or third country has given its
consent. Member States should ensure that the staff of their Single Point of Contact and competent law
enforcement authorities are adequately supported and trained to quickly and accurately identify which
information exchanged under this Directive falls within the mandate of Europol and is necessary for it to
fulfil its objectives.
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The problem of the proliferation of communication channels used for the transmission of law
enforcement information between Member States should be remedied because it hinders the adequate
and rapid exchange of such information and increases the risks concerning the security of personal data.
Therefore, the use of the Secure Information Exchange Network Application (SIENA), managed and
developed by Europol in accordance with Regulation (EU) 2016/794, should be made mandatory for all
transmissions and communications under this Directive, including the sending of requests for information
to Single Points of Contact and directly to competent law enforcement authorities, the provision of
information pursuant to such requests and the provision of information by Single Points of Contact and
competent law enforcement authorities on their own initiative, communications on refusals of requests
for information, clarification and specifications, and the sending of copies of requests for information or
information to Single Points of Contact and Europol. To that end, all Single Points of Contact, and all
competent law enforcement authorities that might be involved in exchanges of information, should be
directly connected to SIENA. To allow frontline officers, such as police officers involved in dragnet
operations, to use SIENA, it should also be operational on mobile devices, where appropriate. In that
regard, a short transition period should be provided for in order to allow for the full roll-out of SIENA
because it entails a change of the current arrangements in some Member States and requires those staff
be trained. In order to take into account the operational reality and not to hamper good cooperation
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between competent law enforcement authorities, Member States should be able to allow their Single
Point of Contact or their competent law enforcement authorities to use another secure communication
channel in a limited number of justified situations. Where Member States permit their Single Point of
Contact or their competent law enforcement authorities to use another communication channel due to the
urgency of the request for information, they should, where practicable and consistent with operational
needs, revert to using SIENA after the situation ceases to be urgent. The use of SIENA should not be
mandatory for internal exchanges of information within a Member State.
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In order to simplify, facilitate and better manage information flows, each Member State should establish
or designate a Single Point of Contact. Single Points of Contact should be competent for coordinating
and facilitating the exchange of information under this Directive. Each Member State should notify the
Commission of the establishment or designation of its Single Point of Contact and any changes thereto.
The Commission should publish those notifications and any updates thereto. The Single Points of Contact
should, in particular, contribute to mitigating the obstacles to information flows resulting from the
fragmentation of the way in which competent law enforcement authorities communicate with one another,
in response to the growing need to jointly tackle cross-border crime, such as drug trafficking, cybercrime,
trafficking in human beings, and terrorism. The Single Points of Contact should be assigned a number of
specific, minimum tasks and have certain minimum capabilities so that they are able to effectively fulfil
their coordinating functions in respect of the cross-border exchange of information for law enforcement
purposes under this Directive.
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The Single Points of Contact should have access to all information available within their Member State,
including by having user-friendly access to all relevant Union and international databases and platforms,
in accordance with the arrangements specified in the applicable Union and national law. In order to be
able to meet the requirements of this Directive, in particular those on time limits, the Single Points of
Contact should be provided with adequate resources in terms of budget and staff, including adequate
translation capabilities, and they should finction around the clock. In that regard, having a front desk that
is able to screen, process and channel incoming requests for information could increase their efficiency
and effectiveness. Single Points of Contact should also have at their disposition, at all times, judicial
authorities competent to grant necessary judicial authorisations. In practice, that can be done, for example,
by ensuring the physical presence of such judicial authorities within the premises of the Single Point of
Contact or the functional availability of such judicial authorities either within the premises of the Single
Point of Contact or directly available on call.

DR D T2 D H— & RO TRHERRE R B —H & R SEIN 2 TCEAINTTD
7o, Ml RIE, ZORBO A TEHROE D) O H e AU L > TEO TR,
BT 2 SRR E D WZSHERR D o D VEHG THERED O DI B I L > TSN O R ETH D, Y
LB ST DT DI E L2 DR ORERR O FEIC BIL CIRIET 2 DI, fill 2 DRERL
ETIIHD03, LI TAOB L, MAE SIS B3 Dk E 2 B LR, BRI RO LIk
DOYHHERRD B DI THEES, WON, BIORERIENCYRE £/ TS O B L H B D
5578, Mg HEsTe —ERSEHTO T O /R aEHESE, O, Europol DJH7e, BHETHRK
IIEEOIEFITIREN Y, & RERBSIUGD, 72720, FRMYeiiEORREIZIBNT,

= AOHOELT, B—EEE R, BINES O BRI 5 T4 E I XERE I EI > GX
B, 30, YiZERINES DOV TAIZ > TEBIINCHAS L QOB IE RO L TEZ
DFEFPEASI 2N &5, Buropol [EN—==, SIRENE %575 " Interpol D [E
WHHR SR TS NA & Th D,

In order for them to be able to effectively perform their coordinating functions under this Directive, the
Single Points of Contact should be composed of staff from those competent law enforcement authorities
whose involvement is necessary for the adequate and rapid exchange of information under this Directive.
While it is for each Member State to decide on the precise organisation and composition needed to meet
that requirement, police, customs and other competent law enforcement authorities responsible for
preventing, detecting or investigating criminal offences and possible contact points for regional and
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bilateral offices, such as liaison officers and attachés seconded or posted in other Member States and
relevant Union law enforcement agencies, such as Europol, could be represented in the Single Points of
Contact. However, in the interest of effective coordination, at a minimum, the Single Points of Contact
should be composed of representatives of the Europol national unit, the SIRENE Bureau and the Interpol
National Central Bureau, as established by the relevant Union legal act or international agreement and
notwithstanding that this Directive does not apply to the exchange of information specifically regulated
by those Union legal acts.
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Given the specific demands of cross-border law enforcement cooperation, including the handling of
sensitive information in that context, it is essential for the staff of the Single Points of Contact and the
competent law enforcement authorities to have the necessary knowledge and skills to carry out their
functions under this Directive in a lawful, efficient and effective manner. In particular, the staff of the
Single Points of Contact should be offered, and encouraged to benefit from, adequate and regular training
courses, provided both at Union and at national level, which correspond to their professional needs and
specific backgrounds and which facilitate their contacts with the Single Points of Contact and competent
law enforcement authorities of other Member States needed for the application of the rules set out in this

18 FEETRIRROD T D DRRMIE SR (CEPOLIZBES 5, ), BIEFRIRIE 2005/681/JHA Z &z TEEIL
TN L OB 2015 47 11 A 25 HOFHIEU) 2015/2219 (OJ L 319,4.12.2015, p. 1).
Regulation (EU) 2015/2219 of the European Parliament and of the Council of 25 November 2015 on the European

Union Agency for Law Enforcement Training (CEPOL) and replacing and repealing Council Decision
2005/681/JHA (OJL319,4.12.2015,p. 1).
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Directive. In that respect, particular attention should be paid to the proper use of data processing tools and
IT systems, to imparting knowledge about the relevant Union and national legal frameworks in the area
of Justice and Home Affairs, with a particular focus on the protection of personal data, law enforcement
cooperation and the handling of confidential information, and to the languages in which the Member
State concerned has indicated that its Single Point of Contact is able to exchange information, with a view
to helping overcome language barriers. For the purpose of providing the training, Member States should
also, where appropriate, make use of the training courses and relevant tools offered by the European
Union Agency for Law Enforcement Training (CEPOL), established by Regulation (EU) 2015/2219 of
the European Parliament and of the Council ®, consider the possibility for the staff to spend a week at
Europol, and make use of relevant offers made under programmes and projects funded by the Union
budget, such as the CEPOL exchange programme.
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In addition to technical skills and legal knowledge, mutual trust and common understanding are
prerequisites for efficient and effective cross-border law enforcement cooperation under this Directive.
Personal contacts acquired through joint operations and the sharing of expertise facilitate the building of
trust and the development of a common Union culture of policing. Member States should also consider
joint training courses and staff exchanges which focus on the transfer of knowledge about the working
methods, investigative approaches and organisational structures of competent law enforcement
authorities in other Member States.
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To increase participation in training courses for the staff of the Single Points of Contact and the competent
law enforcement authorities, Member States could also consider specific incentives for such staff.
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It is necessary that the Single Points of Contact deploy and operate a single electronic case management
system having certain minimum functions and capabilities in order to allow them to carry out each of
their tasks under this Directive in an effective and efficient manner, in particular as regards the exchange
of information. The case management system is a workflow system allowing Single Points of Contact to
manage the exchange of information. It is desirable that the universal message format standard established
by Regulation (EU) 2019/818 of the European Parliament and of the Council  be used in the
development of the case management system.
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The rules set out in Directive (EU) 2016/680 apply to the processing of personal data in the case
management system. Processing includes storage. In the interests of clarity and the effective protection
of personal data, the rules set out in that Directive should be further specified in this Directive. In particular,
as regards the requirement set out in Directive (EU) 2016/680 that personal data be kept in a form which
permits identification of data subjects for no longer than is necessary for the purposes for which they are

R R OBEE20D 2019 425 A 20 HOBIHIEU) 2019/818 (OJ L 135, 22.5.2019, p. 85).
Regulation (EU) 2019/818 of the European Parliament and of the Council of 20 May 2019 on establishing a
framework for interoperability between EU information systems in the field of police and judicial cooperation,
asylum and migration and amending Regulations (EU) 2018/1726, (EU) 2018/1862 and (EU) 2019/816 (OJ L
135,22.5.2019, p. 85).
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processed, this Directive should specify that, where a Single Point of Contact receives information
exchanged under this Directive containing personal data, the Single Point of Contact should keep the
personal data in the case management system only in so far as it is necessary and proportionate for it to
carry out its tasks under this Directive. Where that is no longer the case, the Single Point of Contact should
irrevocably delete the personal data from the case management system. In order to ensure that the
personal data is kept only for as long as necessary and proportionate, in accordance with rules conceming
time limits for storage and review set out in Directive (EU) 2016/680, the Single Point of Contact should
regularly review whether those requirements continue to be met. For that purpose, a first review should
take place at the latest six months after an exchange of information under this Directive has concluded,
that is, the moment at which the last item of information has been provided or the latest communication
relating thereto has been exchanged. The requirements of this Directive regarding such review and
deletion should, however, not affect the possibility for the national authorities competent for the
prevention, detection and investigation of criminal offences to keep the personal data in their national
criminal files under national law, in compliance with Union law, in particular Directive (EU) 2016/680.
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In order to assist Single Points of Contact and competent law enforcement authorities in the exchange of
information under this Directive and to foster acommon European police culture between Member States,
the Member States should encourage practical cooperation among their Single Points of Contact and
competent law enforcement authorities. In particular, the Council should organise meetings of the Heads
of the Single Points of Contact at least on an annual basis to share experience and best practice regarding
the exchange of information for the purposes of this Directive. Other forms of cooperation should include
the drafting of manuals on law enforcement information exchange, the compilation of national fact sheets
on directly and indirectly accessible information, Single Points of Contact, designated law enforcement
authorities and language regimes, or other documents on common procedures, the addressing of
difficulties regarding workflows, awareness-raising about the specificities of relevant legal frameworks
and the organisation, as appropriate, of meetings between relevant Single Points of Contact.
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To enable the necessary monitoring and evaluation of the application of this Directive, Member States
should be required to collect and annually provide to the Commission certain data conceming the
implementation of this Directive. That requirement is necessary, in particular, to remedy the lack of
comparable data quantifying relevant cross-border information exchanges between competent law
enforcement authorities and also facilitates the reporting obligation of the Commission regarding the
implementation of this Directive. Data required for that purpose should be automatically generated by the
case management system and SIENA.
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The cross-border nature of transnational crime and terrorism requires Member States to rely on one
another to prevent, detect or investigate such criminal offences. Since the objective of this Directive,
namely ensuring adequate and rapid information flows between competent law enforcement authorities
and to Europol, cannot be sufficiently achieved by the Member States but can rather, by reason of the
scale and effects of the action, be better achieved at Union level through the establishment of common
rules and a common culture on the exchange of information and through modern tools and
communication channels, the Union may adopt measures in accordance with the principle of subsidiarity
as set out in Article 5 of the Treaty on European Union (TEU). In accordance with the principle of
proportionality as set out in that Article, this Directive does not go beyond what is necessary in order to
achieve that objective.
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Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
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The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EU) 2018/1725 of the European Parliament and the Council ®” and delivered an opinion on 7 March
2022.
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This Directive builds upon the values on which the Union is founded, as set out in Article 2 TEU,
including the rule of law, freedom and democracy. It also respects fundamental rights and safeguards and
observes the principles recognised by the Charter of Fundamental Rights of the European Union (the
‘Charter’), in particular the right to liberty and security, the respect for private and family life and the right
to the protection of personal data as provided for by Articles 6, 7 and 8 of the Charter respectively, as well
as by Article 16 TFEU. Any processing of personal data under this Directive should be limited to that
which is strictly necessary and proportionate and subject to clear conditions, strict requirements and
effective supervision by the national supervisory authorities established by Directive (EU) 2016/680 and
the European Data Protection Supervisor, where appropriate in accordance with their respective mandates.
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In accordance with Articles 1 and 2 of Protocol No 22 on the position of Denmark, annexed to the TEU
and to the TFEU, Denmark is not taking part in the adoption of this Directive and is not bound by it or
subject to its application. Given that this Directive builds upon the Schengen acquis, Denmark shall, in
accordance with Article 4 of that Protocol, decide within a period of six months after the Council has
decided on this Directive whether it will implement it in its national law.

agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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Ireland is taking part in this Directive, in accordance with Article 5(1) of Protocol No 19 on the Schengen
acquis integrated into the framework of the European Union, annexed to the TEU and to the TFEU, and
Article 6(2) of Council Decision 2002/192/EC @,

(42) TAAZUR KOV NT =—|ZBL T, ZOFEGIE, BRERIE 1999/437/ECE OF 1 5456 H &
ORI SEIROFEFANIZ DD = 7 A ED FEE, T R OSERA~D T ART R IFIE R Y
IV 2—FEDOSHN AL TERMEE DO BRSO T A AT RIFIE R O vy - —F
&> TRERES N IE 2 DOEMRICBIT B = P AR ED SBDO R AR 5,

As regards Iceland and Norway, this Directive constitutes a development of the provisions of the
Schengen acquis within the meaning of the Agreement concluded by the Council of the European Union
and the Republic of Iceland and the Kingdom of Norway concerning the latters’ association with the
implementation, application and development of the Schengen acquis “? which fall within the area
referred to in Article 1, point H, of Council Decision 1999/437/EC .
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Council Decision 2002/192/EC of 28 February 2002 concerning Ireland’s request to take part in some of the
provisions of the Schengen acquis (OJ L 64, 7.3.2002, p. 20).
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Council Decision 1999/437/EC of 17 May 1999 on certain arrangements for the application of the Agreement
concluded by the Council of the European Union and the Republic of Iceland and the Kingdom of Norway
concerning the association of those two States with the implementation, application and development of the
Schengen acquis (OJ L 176, 10.7.1999, p. 31).
% 0JL53,27.2.2008,p. 52.
B v 7 HED AL, K OFERADAA ZEIROZAMZ BT DIRIMNE S, BRINIERIA K DAL A
RO O EDORIEAI I DRERHBTT5 2008 45 1 H 28 HOFEEAIGE 2008/149/THA (OJL53,
27.2.2008, p. 50).
Council Decision 2008/149/JHA of 28 January 2008 on the conclusion on behalf of the European Union of the
Agreement between the European Union, the European Community and the Swiss Confederation on the Swiss
Confederation’s association with the implementation, application and development of the Schengen acquis (OJ L
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Asregards Switzerland, this Directive constitutes a development of the provisions of the Schengen acquis
within the meaning of the Agreement between the European Union, the European Community and the
Swiss Confederation on the Swiss Confederation’s association with the implementation, application and
development of the Schengen acquis ®? which fall within the area referred to in Article 1, point H, of
Decision 1999/437/EC read in conjunction with Article 3 of Council Decision 2008/149/JHA ®,
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As regards Liechtenstein, this Directive constitutes a development of the provisions of the Schengen
acquis within the meaning of the Protocol between the European Union, the European Community, the
Swiss Confederation and the Principality of Liechtenstein on the accession of the Principality of
Liechtenstein to the Agreement between the European Union, the European Community and the Swiss
Confederation on the Swiss Confederation’s association with the implementation, application and
development of the Schengen acquis ® which fall within the area referred to in Article 1, point H, of
Decision 1999/437/EC read in conjunction with Article 3 of Council Decision 2011/349/EU @7,

LLEDEFBOTHADT, ZOWRAEEIRT5:

HAVE ADOPTED THIS DIRECTIVE:

53,27.2.2008, p. 50).
% QJL160,18.6.2011,p. 21.
7 T30 T D1 LD ) M OMEEERD T N RA T BT 20 = 7 U i E D FEE, T MO IRA~D
A ZEFEDBHMZBE S DRRINE S, FRINFLRA R A ZEEDRID B E~DV T 2L 22 A L INE D
NN B 2R S, BROINIERIR, A ZEH OV T L a2 A INED RO EFEDRMER A
DORGRGICEET 5 2011 473 H 7 HOBRFEIE 2011/349/EU (OJ L 160, 18.6.2011, p. 1).
Council Decision 2011/349/EU of 7 March 2011 on the conclusion on behalf of the European Union of the
Protocol between the European Union, the European Community, the Swiss Confederation and the Principality of
Liechtenstein to the Agreement between the Furopean Union, the European Community and the Swiss
Confederation on the Swiss Confederation’s association with the implementation, application and development of

the Schengen acquis relating in particular to judicial cooperation in criminal matters and police cooperation (OJ L
160, 18.6.2011, p. 1).
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F1E RAKHRE
Chapter I General Provisions

815§ MNEEERVERHEHE
Article 1 Subject matter and scope

1. oD, L TAEBIET A28, BT HZEF TR ET 2L BID 7= DI
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EDD,

This Directive establishes harmonised rules for the adequate and rapid exchange of information between
the competent law enforcement authorities for the purpose of preventing, detecting or investigating
criminal offences.

EVDUT, ZOFESE, NS EE ED5:

(a) T%EJZI ZE o CRRE £ R E S U B & HR R _xfbﬂmm&%é A koD
£ b, ZOXH7eEEEEONRICEL T, 2O L7 EEEIC L ATHEHROTRIE, H—
RO EOSRE, Babe T iE a7 @%ﬁm’%ﬁﬁmﬂ;ﬁﬁﬁ, KOy, 2D
JOMREEEEST 5B

(b)  AERKED SSBIORERRIE D H—H Ry 7 IR ESHE RO S D18 THEREI o972 M5k
FRED B3 L ABREE RO, Lo, ko7 rfie&ﬁ%itéhéww(ﬁﬁﬁ%

© ZOERD FICHLETOEROIMADT-DIMEHAEINDT 74/ hO B,
TRESHERRD &5 130 THREAD 35 1) D IEFED D A BIFRL T HL— ﬁn‘%ﬁfﬁ}% _xq“
LTSN DTG ;

d) ZOFRBO NI D H— B RO 2 124 T3 DI DH—DEE 2 FE A
T LOELE K ONERIZ B35 A 5, BAERIED B RO e £ LR El:

ONT AR, T8, ARk ONRET D,

In particular, this Directive establishes rules on:

(@ requests for information submitted to the Single Points of Contact established or designated by the
Member States, in particular on the content of such requests, the provision of information pursuant
to such requests, the working languages of the Single Points of Contact, mandatory time limits for
providing requested information and the reasons for the refusal of such requests;

(b) the provision by a Member State, on its own initiative, of relevant information to the Single Points
of Contact or to the competent law enforcement authorities of other Member States, in particular
the situations and the manner in which such information is to be provided,

(c) the default channel of communication to be used for all exchanges of information under this
Directive and the information to be provided to the Single Points of Contact in relation to the
exchange of information directly between the competent law enforcement authorities;
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(d) the establishment or designation and the organisation, tasks, composition and capabilities of each
Member State’s Single Point of Contact, including on the deployment and operation of a single
electronic case management system for carrying out their tasks under this Directive.

ZOFESE, BINESOBIOIEE T2 I TR RSV QO DILT TAZPIET A2 L, /R
I AZEE AT 5% H ST DIESHERR D & H1EE THEEADRIC 31T DI RO AHR
R CEFL TE7ebiawy, ZOFSE213Z NSO A DIES T2 53 S5 5H5
MEFRDO B THEBED T AT 52 &7, WEAENY, —ERE S I3 ZERIGEIC LD
WA, IITAEBIET DL, AT A e ST AT 2L % BROE A BIORRE
DFRHHENRD I DIEE THEREL DD RO Atk B RN T D 5B BAR E I THERF ©
5,

This Directive shall not apply to exchanges of information between the competent law enforcement
authorities for the purpose of preventing, detecting or investigating criminal offences that are specifically
regulated by other Union legal acts. Without prejudice to their obligations under this Directive or other
Union legal acts, Member States may adopt or maintain provisions further facilitating the exchange of
information with the competent law enforcement authorities of other Member States for the purpose of
preventing, detecting or investigating criminal offences, including by means of bilateral or multilateral
arrangements.

ZOFEEIE, WERENTRIL, L F OB RS20

@ FREFVLHTEIC IS TEREATFIDIE,;

(b)  BUDAERIEIDTHSHERODDIEFA TREBN R T DFHRE RIS 2287210 % el
TIFHE R T D28,

© B LOTFHATIIT DRI L TEHSNDT2OI, BIORERIEIORREGHEROHOIERG T
BB L Tl aaAR It 528,

This Directive does not impose any obligation on Member States to:

(@ obtain information by means of coercive measures;

(b) store information for the sole purpose of providing it to the competent law enforcement authorities
of other Member States;

() provide information to the competent law enforcement authorities of other Member States to be
used as evidence in judicial proceedings.

ZOFEFIE, ZORFITUES THRIES IO I B 155 L0 TFHel 23U HREMLE L T35
AL, TR TR AT DR RKEIT, {555 EOFRU B\ TRELE LTk ia i
FTHZETHL, FEE 52155,

This Directive does not establish any right to use the information provided in accordance with this
Directive as evidence in judicial proceedings. The Member State providing the information may consent

99



Fe Mo & 1S (202441 H)

to its use as evidence in judicial proceedings.

FE2f& T
Article 2 Definitions

ZOFRFOBRIDTDIT:

(1) TRRESHEBRD BV THEBE 13, EINED TS TAZBLIET 228, ik p2 bt
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() MEESNIZEETHEREILIE, 454 5565 1 TEHITHE Y, BIORERRIE D BL—BfEHR R L C
A RO 2 B EA T DHENRA S OIS HERRD B DI THEEID Z L4 EIRL ;

() TEILFRIEE, LLFOWT N DOZEAELRL;

() FREHAWSHARIE 2002/584/THABDE 2 46565 2 IR 2E T2,
(b) HIHIEU) 2016/794 D55 3 5505 1 BHFEITH 2 BRI AREF T2

@) THERILT, JOIROIESRE D, ENHEICESE, ST TAER T 528, BT 5L
TN T DIREAHE RO B 5 15 THEBAD IR 23247972 B IO 7= ORREHERRD S
DU T RRET 2 1 HLUIHEHD BARADLITIEA, FREDRBUBIT DN
ROZEHERRL,

(6) TFIHAMREZREHI &I, BRI 7B ARG MM AL T 7 B AR E D &
ZEEL,

(6) TEHEAZT 7EARTRE/RIEH LI, EORERIED) DI ERES TS AIE D B
JRFET IR O SO TR Lo THEBA LT 7 BASNSGD, T —HN—ANIZ
RAESIVTCODIEHROZ LA EIRL ;

(7 HBACT 72X FRER R LT, EPNAIZEZ> TERASILTODISEEIZBN T, 22,
PIEIZHE N, SR HEE72<, ZORERED HIF R ERES AU AERIE O B,
FT I IIBHSHERRD I DV L THEEN B0 TEUES) O 72 M4 3 A E N LR A S
FNPOAFTEDIEFROZEAFEL ;

(8) MAAT —% 1%, F85(EU)2016/680 DF5 3 555 1 SAEFRT HIENT —Z DL A EIE
T2,

For the purpose of this Directive:

B BRI OREER IS T 55 ETFRU B 2002 4 6 1 13 HOHFAMSHARE
2002/584/JHA (OJ L 190, 18.7.2002, p. 1).
Council Framework Decision 2002/584/JHA of 13 June 2002 on the European arrest warrant and the surrender
procedures between Member States (OJ L 190, 18.7.2002, p. 1).
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‘competent law enforcement authority” means any police, customs or other authority of the
Member States competent under national law to exercise authority and to take coercive measures
for the purpose of preventing, detecting or investigating criminal offences or any authority that takes
part in joint entities set up between two or more Member States for the purpose of preventing,
detecting or investigating criminal offences, but excludes agencies or units dealing especially with
national security issues and liaison officers seconded pursuant to Article 47 of the Convention
implementing the Schengen Agreement;

‘designated law enforcement authority’ means a competent law enforcement authority that is
authorised to submit requests for information to the Single Points of Contact of other Member
States in accordance with Article 4(1);

‘serious criminal offence’ means any of the following:

(@) an offence as referred to in Article 2(2) of Council Framework Decision 2002/584/THA ®;
(b) anoffence as referred to in Article 3(1) or (2) of Regulation (EU) 2016/794;

‘information’ means any content concerning one or more natural or legal persons, facts or
circumstances relevant to competent law enforcement authorities for the purpose of carrying out
their tasks under national law of preventing, detecting or investigating criminal offences, including
criminal intelligence;

‘information available’ means directly accessible information and indirectly accessible information;
‘directly accessible information’ means information held in a database that can be directly accessed
by the Single Point of Contact or a competent law enforcement authority of the Member State from
which information is requested;

‘indirectly accessible information’ means information that a Single Point of Contact or a competent
law enforcement authority of the Member State from which information is requested can obtain
from other public authorities or from private parties established in that Member State, where
permitted by and in accordance with national law, without coercive measures;

‘personal data’ means personal data as defined in Article 3, point (1), of Directive (EU) 2016/680.

53 & 1BHOLRSET HEKRA
Article 3 Principles regarding the exchange of information

FAERENT, ZOFRHO FIZHHETOIFRDOZHEDEHRINT, LLFDZEZ MR T %

@)
(b)

©

HIFHRTREZ TS, BIODRERKIE 0D B ) 7 SRS HERR D o D180 TREBAI L
TGS (AT JFRI) ;

SDHERKEI 0D B ) M OIS HESROD & 2 1 TREREM D e B DT80 D 5%
PRIEON O RRIEID B ) K OIS HERROD S D138 THEBAI L Tl 1243t
FOTODIAHT, HREEREPNIZ 1 RO T oD B M OB ZIE ] TR e 2k
EVIETHD (Y57 72 ZD)FRAN)) ;
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ZDIERE BANSRETAERIE T35 = EHDORIENHY, D0, YUaktkE £ 135
= ECE o TEDIEROFNZEIL TN S-SRI EIZ IR, BIOMERKIEE2
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FE, B EaE s 5 (17— 2 O EHEEO IR

Each Member State shall, in connection with all exchanges of information under this Directive, ensure

that:

@
(b)

©

@

©)

information available can be provided to the Single Point of Contact or the competent law
enforcement authorities of other Member States (“principle of availability’);

the conditions for requesting information from and providing information to the Single Points of
Contact and the competent law enforcement authorities of other Member States are equivalent to
those applicable for requesting and providing similar information within that Member State
(“principle of equivalent access’);

it protects information provided to its Single Point of Contact or competent law enforcement
authorities that is marked as confidential in accordance with the requirements set out in its national
law offering a similar level of confidentiality as the national law of the Member State that provided
the information (“principle of confidentiality’);

where the requested information was initially obtained from another Member State or a third country,
it only provides such information to another Member State or to Europol with the consent of, and in
accordance with the conditions imposed on its use by, the Member State or third country that initially
provided the information (“principle of data ownership’);

personal data exchanged under this Directive that are found to be inaccurate, incomplete or no longer
up to date are erased or rectified or that their processing is restricted, as appropriate, and that any
recipient is notified without delay (“principle of data reliability’).
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FIE EERREENT HREROH
Chapter I Exchange of Information through Single Points of Contact

B4F EERERITHT HIREEROHER
Article 4 Requests for information to Single Points of Contact

1

HERRIEN D, SRZHERRE D @R, MO, SREEREDEPNIENSZ DIINTED T
HEEIT, FEESHIIEHIATHEE D, BIOHERRIEID H—d i Rl L CHetHSh DA R
DLEREN, 55 2 HIRWUE 6 T ED DB AT DT L a5,

Member States shall ensure that requests for information submitted by their Single Point of Contact and,
where their national law so provides, the designated law enforcement authorities to the Single Point of
Contact of another Member State comply with the requirements set out in paragraphs 2 to 6.

HERRENT, BRINERRITHIL, MRz pED e E Sz THBID Y A M 1R 2, *%EJ‘ZI
(3, BRINEEZRITHL, énﬁ)}% (XD EAMFET DEET, WS D, RMNEERIT
NHDY AN ENFLDTbDEA L TALTRRL, 130, TNEEHDOBDIZIRD,

Member States shall submit to the Commission a list of their designated law enforcement authorities.
Member States shall inform the Commission where there are changes to that list. The Commission shall
publish online a compilation of those lists and keep it up to date.

RERKENS, AL RRIEIDFRE ST THEREA O RS RRIEI D BL—dE AT Rl e L T
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Member States shall ensure that where their designated law enforcement authorities submit a request for
information to the Single Point of Contact of another Member State, at the same time, they send a copy
of that request to their Single Point of Contact.

RERRENT, ZOREENRLUTD 1 F3EHOZ L2 GRS ZO7 A BT, %k
FRIEIDFR ESIVTIEB TR, r— A A r— AT, 5 1 TUTHES T, BIORERRED H—f
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© MEADZE

Member States may permit their designated law enforcement authorities not to send, on a case-by-case
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basis, a copy of a request for information to their Single Point of Contact at the same time as submitting

it to the Single Point of Contact of another Member State in accordance with paragraph 1 where it would

jeopardise one or more of the following:

(@ an ongoing highly sensitive investigation for which the processing of information requires an
appropriate level of confidentiality;

(b) terrorism cases not involving emergency or crisis management situations;

(c) the safety of an individual.

WERREN T, LR OZEAAET DEBIY e B DMFAET DA IR, 1EiaRd HEEEEN R

DRERKIEID 8 R e U TR S A Z 2 R

(@) ZEEESNOIEHRDS, 5 1 585 1 TS 1 GBI RS HAVA T D75~ Ll
ToD;0>
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Member States shall ensure that requests for information are submitted to the Single Point of Contact of

another Member State only where there are objective reasons to believe that:

(@ the requested information is necessary for and proportionate to achieving the purpose referred to in
Article 1(1), first subparagraph; and

(b) the requested information is available to that other Member State.
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IENEIRL, I3, THITHHEXT, BATHHZLOIHE 52 52L& MlR 5, TDLD

IRERERDDEFERL, YOO TORET HHILOMRIABREIZAN BT, T

NDIERN LT D 1 FoIEETHOHETDFBIN RN GAET DL X, R ThHEH

Wr=is:

() WERRED AL DFE AT BRI OBGLED T AR R IEHR ;

() EANDEMETATH RO T2 RT DA H T EBA B IET DT BT 15 ;

© BHOFAE G T HHINEE MR 5 AR EE BT D7 DI B 2 1]

) &LUEEITIRMESNART TGRS L COREN A HE3 52 L T-fERIER S, 7>
O, S TADBLLE, MENE I IHEEDT-OIZEE CTHH S AW LD,

Member States shall ensure that any request for information submitted to the Single Point of Contact of
another Member State specifies whether it is urgent and, if so, gives reasons for the urgency. Such requests
for information shall be considered urgent where, having regard to all relevant facts and circumstances of
the case at hand, there are objective reasons to believe that the requested information is one or more of
the following:

(@) essential for the prevention of an immediate and serious threat to the public security of a Member

State;
(b) necessary in order to prevent an imminent threat to life or the physical integrity of a person;
() necessary to adopt a decision that might involve the maintenance of restrictive measures amounting
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to a deprivation of liberty;
(d) at imminent risk of losing relevance if not provided urgently and is considered important for the
prevention, detection or investigation of criminal offences.
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Member States shall ensure that requests for information submitted to the Single Point of Contact of

another Member State contain all necessary details to allow for their adequate and rapid processing in

accordance with this Directive, including at least the following:

(@ aspecification of the requested information that is as detailed as reasonably possible under the given
circumstances;

(b) a description of the purpose for which the information is requested, including a description of the
facts and indication of the underlying offence;

(c) the objective reasons for which it is believed that the requested information is available to the
requested Member State;

(d) an explanation of the connection between the purpose for which the information is requested and
any natural or legal person or entity to which the information relates, where applicable;

(e) the reasons for which the request is considered urgent, where applicable, in accordance with
paragraph 4;

() restrictions on the use of the information contained in the request for purposes other than those for
which it has been submitted.

RERRIEN S, THHARDDEGEEDS, 5 11 RN THABIORRIEN > TS DU ANT
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50

Member States shall ensure that requests for information are submitted to the Single Point of Contact of
another Member State in one of the languages included in the list established by that other Member State
in accordance with Article 11.
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Article 5 Provision of information pursuant to requests to Single Points of Contact
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Member States shall ensure that their Single Point of Contact provides the information requested in
accordance with Article 4 as soon as possible and in any event within the following time limits, as
applicable:

(@ eight hours in the case of urgent requests relating to directly accessible information;

(b) three calendar days in the case of urgent requests relating to indirectly accessible information;

() seven calendar days in the case of all other requests.

75 1 BIFRICED DR, 1 sRed 2 2t S BT RA BB O T2 Blbi 7%,

The time limits set out in the first subparagraph shall commence as soon as the request for information is
received.
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Where, under its national law in accordance with Article 9, a Member State can provide the requested

information only after having obtained a judicial authorisation, that Member State may deviate from the

time limits set out in paragraph 1 of this Article in so far as necessary for the purpose of obtaining such an

authorisation. In such cases, Member States shall ensure that their Single Point of Contact does both of

the following:

(@ immediately inform the Single Point of Contact or, where applicable, the designated law
enforcement authority of the requesting Member State of the expected delay, specifying the length
of the expected delay and the reasons therefor;
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(b) subsequently keep the Single Point of Contact, or where applicable, the designated law enforcement
authority of the requesting Member State updated and provide the requested information as soon
as possible after obtaining the judicial authorisation.

RERREN, HREHERKIEID B RS, BT E OB —E R, £, £h
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Member States shall ensure that their Single Point of Contact provides the information requested in
accordance with Article 4 to the Single Point of Contact or, where applicable, the designated law
enforcement authority of the requesting Member State in the language in which that request for
information was submitted in accordance with Article 4(6).
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Member States shall ensure that their Single Point of Contact sends a copy of the requested information
to the Single Point of Contact of the requesting Member State at the same time as providing the requested
information to the designated law enforcement authority of that Member State.

RERKIEN T, EOEENRLNTD 1 FiTBHOZ LA fERIC T I O7e35A B8V TS, ik
JiEIOD B8 &R 03, ARSRITES T, BIOHERIE DR ES AV EEBE TREB T D15 D
AL RIRA S, MEZIE IO — % YiZnI O E D B—Hif& Mo L CEf Ly e
PDIGD:

d) EROLEES L~ L OB ER S D BIFEHE TH O B TS AT

() BADPRIF I ME BRI A & F o T Y R NZ S

M FEADZLE,

Member States may permit their Single Point of Contact not to send, at the same time as providing

information to the designated law enforcement authorities of another Member State in accordance with

this Article, a copy of that information to the Single Point of Contact of that other Member State where it

would jeopardise one or more of the following:

(@ an ongoing highly sensitive investigation for which the processing of information requires an
appropriate level of confidentiality;

(b) terrorism cases not involving emergency or crisis management situations;

(c) the safety of an individual.

107



Fe Mo & 1S (202441 H)
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Article 6 Refusals of requests for information
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Member States shall ensure that their Single Point of Contact only refuses to provide the information
requested in accordance with Article 4 in so far as any of the following reasons applies:

@)

(b)
©

©)
©)
()

the requested information is not available to the Single Point of Contact and the competent law
enforcement authorities of the requested Member State;

the request for information does not meet the requirements set out in Article 4;

the judicial authorisation required under the national law of the requested Member State in
accordance with Article 9 was refused;

the requested information constitutes personal data other than those falling within the categories of
personal data referred to in Article 10, point (b);

the requested information has been found to be inaccurate, incomplete or no longer up to date and
cannot be provided in accordance with Article 7(2) of Directive (EU) 2016/680;

there are objective reasons to believe that the provision of the requested information would:

(i)  be contrary to or would harm the essential interests of the national security of the requested
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Member State;
(if) jeopardise the success of an ongoing investigation of a criminal offence or the safety of an
individual;
(i) unduly harm the protected important interests of a legal person;
(g) therequest pertains to:
(i)  acriminal offence punishable by a maximum term of imprisonment of one year or less under
the law of the requested Member State; or
(if) amatter that is not a criminal offence under the law of the requested Member State;
(h)  the requested information was initially obtained from another Member State or a third country and
that Member State or third country has not consented to the provision of the information.

FERRENT, 452 Rk E 0D B8R e CHR S U I A KD D BEEENEE 4 SRICE
DAHE D TODIEINDEHICIBNT, E0lT, AR HERDBH 7252 8 57
EMMTEALT, Ta—T 4V = A FEET D,

Member States shall exercise due diligence in assessing whether the request for information submitted to
their Single Point of Contact is in accordance with the requirements set out in Article 4, in particular as to
whether there is a manifest breach of fundamental rights.

T SRDDEGEOIENE, 5 1 BEEITED DB LR T DENTIREL TEE b0
L, 30, TS ATREeL &1, ZOFRBITHE TRROF O ~ &8I Tx
LT3 KT S0,

Any refusal of a request for information shall affect only the part of the requested information to which
the reasons set out in the first subparagraph relate and shall, where applicable, not affect the obligation to
provide the other parts of the information in accordance with this Directive.

RERRIEN T, SRZAfRKIEl D Bi—EEET RS, SR CRBRIED s R, £72i3, ThavEi
AR L&D, EEETRRE O ESIVITIEPI TR G, 5 5 256 1 TIZIED DRI,
UREEGOBERZ R T, T KD HEREOIRA 218G D Z LA MER T,

Member States shall ensure that their Single Point of Contact informs the Single Point of Contact or,
where applicable, the designated law enforcement authority of the requesting Member State of the refusal
of the request for information, specifying the reasons therefor, within the time limits set out in Article 5(1).

ZIDBET D EEE, MERIEND, S RAERRIED & R2%, EHIZ, ZREohpE o §
—EHEES)R, E0E, TASE TR R L, EEREUREID R E SIS THEB AL,
Z O EET IR E D 2T USRS IVRT UITREZ2N I 72 i AR L B D ALEED
T DI T BT R IR VT 3R E A S D el 975,
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Where relevant, Member States shall ensure that their Single Point of Contact immediately requests, from
the Single Point of Contact or, where applicable, the designated law enforcement authority of the
requesting Member State, clarification or specifications needed to process a request for information that
otherwise would have to be refused.

55 556 1 TTED DI, BEEoRE O H—ESER, £3, ThasE nlieesE
1%, EEHTTRRE ORI ES i TR B SR L 7 TR EZ SR D B H A T TR D,
BRIV LT IR EN RSN DIFE T, M TAAR 1D,

The time limits set out in Article 5(1) shall be suspended from the moment that the Single Point of Contact
or, where applicable, the designated law enforcement authority of the requesting Member State receives
the request for clarification or specifications until the moment the requested clarification or specifications
are provided.

TEERE RO DEEEOIRA, ZDIO7EEORH, ASRDH 3 IR L3R Ez K
% B M O LT3 RFE, TN %h%&%@ SORERRIE]D BRI SR L C
fEHSN T B RO LEFEELEIHET 21851, TOEFRIE-TH 4 585 6 - TY
EGEEDMRIS N SRETIY, HEShD,

Refusals of requests for information, reasons for such refusals and requests for clarification or
specifications and clarification or specifications as referred to in paragraph 3 of this Article, as well as any
other communications relating to the requests for information submitted to the Single Point of Contact of
another Member State, shall be transmitted in the language in which that request was submitted in
accordance with Article 4(6).
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SFINE ZhLSOFERO
Chapter III Other Exchanges of Information

B71E BRICKHHEHROREH

Article 7 Own-initiative provision of information

1

I TRZBIIET DL, AT D EFTHAET 5T EL) BIDTDIZE DI i
YURZANOAERE L BIELATD LB T D BNV R B E T D a1, ARkEN, MRz RkE D
B Ra LT, FE, YRR EOBESHERO O LI THEIZ /LT, YR%iERL
(10D B R 7 3 SR R E DS HER O D1 THEBEL Z L > TR mlRE 2 1 i,

UREAERKIEID B FIZID, BUORERKIEID B—d¢H Ry =7 SRS RO D DT TREBA e L
THRAETED,

Member States may provide, on their own initiative, through their Single Point of Contact or through
their competent law enforcement authorities, information available to it or them to the Single Points of
Contact or to the competent law enforcement authorities of other Member States where there are objective
reasons to believe that such information could be relevant to those other Member States for the purpose
of preventing, detecting or investigating criminal offences.

FERRENT, IR T2 BhIET D2k, BT D2 F - T2 BRI T-0IZED X
VRGNS MEZANORERIE L BRELASH M5 T DBV BRI M ET DL X, MisERIE D
BB Ry 7 1 4 AR E DI HERR DI YL THEREZS, 43Rk E 0D Bi—EE )
FT TR RIE DS HE R DB DI THEAI o CRIH ATRE R A, Yazink =i —
G Ryl 3 YRR E O NRGSHERRD I 2 1A THEBAD F 12D, BIDRERE D 5
FRET- I RBRESHENR D & D1 TREREN R THRAIE T 2 2 L2375, 72721, 2D H7etE
HEDEIAIZINTE 6 5545 1 TH(e) IO~ B R S SN AFPHNIC B T, 20
FOTRFEHIIAFAEL R0,

Member States shall ensure that their Single Point of Contact or their competent law enforcement
authorities provide, on its or their own initiative, information available to it or them to the Single Points
of Contact or to the competent law enforcement authorities of other Member States where there are
objective reasons to believe that such information could be relevant to those other Member States for the
purpose of preventing, detecting or investigating serious criminal offences. However, no such obligation
shall exist in so far as the reasons referred to in Article 6(1), point (c) or (f), apply in respect of such
information.

RERKENS, SR%ARRIED B ) 72 3 Y RS RRIE D IS HERROD & DL TRERE S, 4
RS FIE] 0D BB Ry 37 3 SR I E OIS HEIRD &p D1 THEBIOD B FEICID), 2 1 1]
ETTE 2 THES T, BUORERKED Hi—d G R O USRI T 2505, 26 11 /IS~
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CUERNDORERIEN Lo TERRES AU AR I E FI TODEFETD 1 D2k, DIz
THZLERT D,

Member States shall ensure that, where their Single Point of Contact or their competent law enforcement
authorities provide information on its or their own initiative to the Single Point of Contact of another
Member State in accordance with paragraph 1 or 2, they do so in one of the languages included in the list
established by that other Member State in accordance with Article 11.

HERREN, SRZHERRIEID B — g RS, SR%H R B I IY, BIDORERKEOREES
MESRD D HIEBITHB L TIEME AR D50, MRk &S, FIRAS, 2RXEH
DAL —%, SEZRIOHERRIEID B i &R O L T D2 L e ielR 9%,

Member States shall ensure that, where their Single Point of Contact provides information on its own
initiative to the competent law enforcement authority of another Member State, it sends, at the same time,
a copy of that information to the Single Point of Contact of that other Member State.

HERRIEND, YRAHERIEIDRRFSHERO B DIEHA THEBADS, s HER D& 5 1B THERID B
FEIZLY, BUOHERKIEN L TR RIS 256, MBS HEIRDO HOTEHATHRESS, [FIFHS,
YZIFHROaE —%, YRZERREOHE—EHET RIS, KO, TD@EYReElE, Yaznlo
RERRIEID B s BRI SR L, 6T D2 LR T2,

Member States shall ensure that, where their competent law enforcement authorities provide information
on their own initiative to another Member State, they send, at the same time, a copy of that information
to the Single Point of Contact of their Member State and, where appropriate, to the Single Point of Contact
of that other Member State.

HERRENL, ZOENLUTFD 1 FFEEEOZ AR JO7 AT T, it
FRIEIDRBAHERRO I DI THERDS, ARZUTHES T, BIORERRE D B &3 R 7= I
FROD I DIEH THERE o3 DIEHROTEILEFIRA S, YL RO —% Y E%tE R E D B
TR TSR ER DR RKE D B &SRl S L CREM LW 2 e 2300155

@) TEHROLBSEY L~V OB TR GD R TR0 i R A

(b) ERRDRINE T E DRI & o\ T o) R A=

€ MEADZE,

Member States may permit their competent law enforcement authorities not to send, at the same time as
providing information to the Single Point of Contact or the competent law enforcement authorities of
another Member State in accordance with this Article, a copy of that information to the Single Point of
Contact of their Member State or to the Single Point of Contact of that other Member State where it would
jeopardise one or more of the following:

(@ an ongoing highly sensitive investigation for which the processing of information requires an
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appropriate level of confidentiality;
(b) terrorism cases not involving emergency or crisis management situations;
() the safety of an individual.

5 8 & IISIERRD &5 A THIE XL TERE SRS -Z58 TS L 1R 35

Article 8 The exchange of information upon requests submitted directly to competent law enforcement
authorities

1 ASRENT, HREAERRE O B g R, BIOMERRIEID RRESMHEIR D & HIEBG THERII L T
A B s RODIEGE RN T 250, Mk —E&E RS, [FIRAS, MRZsifEo=at
—%, YRZHIOOAERIE D BE—H R R L TR D LA MR T %, MERKIENT, R%AERk
[EOREFSHEIRD D DIEBE TR T OIS Z DI 7R BER I a2 55, 4
AIBHSHEIRO DL I THERENS, IR, UREF Ot —%&, MREHERO &L 18 THE
BAORSRKEID B AR O L CIE T D2 &2 MR 2,

Member States shall ensure that, where their Single Point of Contact submits a request for information
directly to a competent law enforcement authority of another Member State, at the same time, it sends a
copy of that request to the Single Point of Contact of that other Member State. Member States shall ensure
that, where one of their competent law enforcement authorities provides information pursuant to such a
request, it sends, at the same time, a copy of that information to the Single Point of Contact of its Member
State.

2. HEREN, MREHERIEIDRRESHERODDIEHETHREI T OV 73, BIOHERIEIDRRFESHER
DBHLFEHITREBN LU TEAL, Hia RO DEGHEL R D58 3T D L7025,
(CEOIERAARIT 256, MRBEHERODLIEFITHRESS, FRIRAZ, MREEGEEO=E—%
TSR O= e — %, LB HEIRO &2 1B THEBI O HERRIEI D B fm K UV 5%
BUORERRED B R e L TR D 2 L 22,

Member States shall ensure that, where one of their competent law enforcement authorities submits a
request for information or provides information pursuant to such a request directly to a competent law
enforcement authority of another Member State, at the same time, it sends a copy of that request or that
information to the Single Point of Contact of its Member State and to the Single Point of Contact of that
other Member State.

3. HWERENX, TOEENLLTO | IO Z 2GR L7238V, 5 1 EE
72356 2 IO R T B EO I — F X ERO I — 25 LN D S A 78D 155
@) TEHROLELSHEE AL~V ORI R BLR T DB EES TR = B T
(b) BEEORME I HEE BRI & F e\ T Y R LZH
© MBEADZE%,

113



Fe Mo & 1S (202441 H)

Member States may permit their Single Point of Contact or competent law enforcement authorities not

to send copies of requests or information as referred to in paragraph 1 or 2 where it would jeopardise one

or more of the following:

(@ an ongoing highly sensitive investigation for which the processing of information requires an
appropriate level of confidentiality;

(b) terrorism cases not involving emergency or crisis management situations;

(c) the safety of an individual.
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BIVE FNERUEINEICE RO REH BT SIMmersE
Chapter IV Additional Rules on the Provision of Information under Chapters I and I11

FIF EB LD
Article 9 Judicial authorisation

1 AERKENS, MEERIEOENIEDS, SastERkENIC B TEEDOFRE PRI 57201220
FO7REHS ORI EERR UGS, 55 T B E X IR 3w Chllofipk E oD H—#
HEH SRy T TS HETR D 3 D 1 TREREI e CIE A $RIL 3570012, 1575 EDOFF Rl & iRk
LTi37eb0,

A Member State shall not require a judicial authorisation in order to provide information to the Single
Point of Contact or to the competent law enforcement authorities of other Member States under Chapter
IT or IIT where its national law does not require such a judicial authorisation for providing similar
information within that Member State.

2. HERNENT, B I EEIIEMED RISy vCHIDRERIED a7 F7o SRR OH
DUEHATHERI )L TR D720 SREREBIEID EINIED 2T LoFFA]
PESRENDTE, Uil pRIE D B 71 3 YR RIE D RS HEROD 8 1A TH
BIA3, EHIZ, LRAERIEIDEPIEHE y, AIREZRBRDIECANTE DLH7IER LOFF &85
TN TBEE IR DT DAL T LD LT RS D,

Member States shall ensure that, where a judicial authorisation is required under their national law in
order to provide information to the Single Point of Contact or to the competent law enforcement
authorities of other Member States under Chapter I1 or I11, their Single Point of Contact or their competent
law enforcement authorities immediately take all the necessary steps, in accordance with their national
law, to obtain such a judicial authorisation as soon as possible.

3. 2 HURIIES LORFAIOEGET, BEsHERO L 1ER1 RO RKIEIDEPEIIE>TE
i, 230, HlErEi s,

Requests for judicial authorisation as referred to in paragraph 2 shall be assessed and decided upon in
accordance with the national law of the Member State of the competent judicial authority.

810 & BAT—2EART BRI RE B e E
Article 10 Additional rules for information constituting personal data

RERKEND, 265 T B/ IR ED FIZRUNT, YRZEAKIED H— a7l 3 Yaz ikl
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DFREHERO DI THEREDS, BN T — & #Ek D dE i 2854

(8 FEH(EU) 2016/680 DF; 7 5555 2 TEIZHE S, TOMENT —H N, IEMETHY, 582 THY,
MO, B ChDHIE;

(b) T —XEEROFRFED HIARNT —#OFRN, HHIEU)2016/794 DRIFKI O+
ray B AT DT —F RO ED SV N T —Z OFROHIRNICH
HZE, KON, FDOEED A ER T HT-0OIEETHY, 7o, R THhD L,

© UrkApk[ED R 2 X LA E O TRBAHERO S DV THERENS, [RIRHZA>
ORI T, ZOMENT —Z O IERENE, 528K QS EOFLE ONT#
DIANT —Z DT D T DA%, BIORSRE 0D BB w7 IS HER D
SO TR I CE DI T DI DI B L 2 D R PR 52

ZHERT D,

Member States shall ensure that, where their Single Point of Contact or their competent law enforcement
authorities provide information under Chapter II or III that constitutes personal data:

(@ the personal data are accurate, complete and up to date, in accordance with Article 7(2) of Directive
(EU) 2016/680;

(b) the categories of personal data provided per category of data subject remain limited to those listed
in Section B of Annex II to Regulation (EU) 2016/794 and are necessary for and proportionate to
achieving the purpose of the request;

(c) their Single Point of Contact or their competent law enforcement authorities also provide, at the
same time and in so far as possible, the necessary elements enabling the Single Point of Contact or
the competent law enforcement authority of the other Member State to assess the degree of accuracy,
completeness and reliability of the personal data and the extent to which the personal data are up to
date.

EnE SROIYAR
Article 11 List of languages

1 HERRENS, ZOEFE I TUAERIE D s G R MEHE S CE % 1 Fa3d# o=
FEE T UANEAERL, 70, BHIOBDIIRED, [RIVANT, #GEE GO HDET D,

Member States shall establish and keep up to date a list indicating one or more of the languages in which
their Single Point of Contact is able to exchange information. That list shall include English.

2. MERENT, MONEERITHL, 5 1 IR UANCOFEIAND T 77 — Mt d 2%, RN
FERT, TNODVANEVELDT-bDEA L TALTREL, 130, TNVEEFDHDI R

o

Member States shall provide the list referred to in paragraph 1 and any updates thereto to the Commission.

116



Fe Mo & 1S (202441 H)

The Commission shall publish online a compilation of those lists and keep it up to date.

%12 % Europol IZ3x9 218D L
Article 12 Provision of information to Europol

1 FERENL, ZoRSOFHEN ZEATFEINFED RSBV, YiZhEkE D &/ %%
MEZFERKE O RRBSHERRD B HVEE THEREDS, T RO D EFEEA T 2556, £ DLH7%e
S KOTE AT 255G, F21, MakH s ah L SRS HE R D B D1 T
BEBD BRI KO TE AR IET D355, MagH B RS LI MRS HET RO S D18 T
BEBEIORKEDS, r— A A —R T, 732, HIHIIEU) 2016/794 DF; 7 5456 7 BUZIRL T, £ D
15 LB 2 IR HHIEU) 2016/794 DO 3 ZZ7EDZ Europol O HIO i FEFENIZS
DT T AL BIRT 2PN T, THE ROLEGEEO e —F - F RS- 15Ho

2 —% Europol (2L T 2B DM E I E FHT T 5 b e,

Member States shall ensure that, where their Single Point of Contact or their competent law enforcement
authorities send requests for information, provide information pursuant to such requests or provide
information on its or their own initiative under Chapter II or III of this Directive, the staff of their Single
Point of Contact or competent law enforcement authorities also assess, on a case-by-case basis and subject
to Article 7(7) of Regulation (EU) 2016/794, whether it is necessary to send a copy of the request for
information or of the information provided to Europol, in so far as the information to which the
communication relates concerns criminal offences falling within the scope of the objectives of Europol
set out in Article 3 of Regulation (EU) 2016/794.

2. HERKENT, ARZOF 1 T, fFHa R 2B EEOa Y — £ IR o=z —)3
Europol | 23U CEENAEE, HAEU) 2016/794 O 19 Z20, TEHROAELD HF L
WEZABH 5L T35 /IR Buropol |2 CEIEI ZIBFNS VA Z LAl 35, HERRIENT,
BIORERKE F7 135 = ED ORI A TGS, SaznllORE Rk E F721 3 455 = EDS
ZDRIEZGRT5AITIRY, A5 1 TZLY Buropol 123 L CEMENDZEZHEIRT D,

Member States shall ensure that, where a copy of a request for information or a copy of information is
sent to Europol pursuant to paragraph 1 of this Article, the purposes of the processing of the information
and any possible restrictions to that processing pursuant to Article 19 of Regulation (EU) 2016/794 are
duly communicated to Europol. Member States shall ensure that information initially obtained from
another Member State or a third country is sent to Europol pursuant to paragraph 1 of this Article only
where that other Member State or that third country has given its consent.
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F 13 REEBEERR

Article 13 Secure communication channel

1 RENS, B ES LI ED MW TEITE 12 50 BT, SakiinklEo
R T L RS R E DRSS RO D DI THREES, T RO L EEEEA A5
72, ZEDOIREERIIEREARLT D720, Fald, SrdH il mb LI S RAgs
BROGHIEHATHEBAD B S L0 a2 5728, Europol D27 fHA TR NI —2
77V —ar (SIENA) A 2 L2 elv 372,

Member States shall ensure that their Single Point of Contact or their competent law enforcement
authorities use Europol’s Secure Information Exchange Network Application (SIENA) to send requests
for information, to provide information pursuant to such requests or to provide information on its or their
own initiative under Chapter II or III or under Article 12.

2. RERRENY, B EL LTS MED MRV TEZTE 12 50 FICBWT, IFD 1 2038
BOGEITGEL T HEEIE, ik E D B Ry 7o M R E O N EHET R D D15
B TIEEANS, 1A RO DEFEEL LA 57200, ZTOI7e B I 0ERA TR 57-0,
FINL, YRLH R LI M FRIRESHERR D & D1 THERED BRI Z a4t
BHT28IZ SIENA ZAf LR 2780155
(8 Interpol DIBERIEAE N T DGAEGD, TOMEROAHA, 55 =1EH U I ERHERI OB
HAPSRT DA, F20E, BOBPARNT, TOIH72B N EREINDHETHEE
A BRI ET D355

(b) Tz RO DEZEDEREMEA, BIDE SO — R (A B 554

© TS OEAN EFE A ITEH LA TS, M ERRIE O R M
FERIEI D RIZSHERR DI HIEHG THER Z L DIE D ASHDT=5> 0> SIENA O I4IT T
WA,

Member States may permit their Single Point of Contact or their competent law enforcement authorities

not to use SIENA to send requests for information, to provide information pursuant to such requests or to

provide information on its or their own initiative under Chapter IT or III or under Article 12 in one or more
of the following cases:

(@ the exchange of information requires the involvement of third countries or international
organisations or there are objective reasons to believe that such involvement will be required at a
later stage, including through the Interpol communication channel;

(b) the urgency of the request for information requires the temporary use of another communication
channel;

(©) an unexpected technical or operational incident prevents their Single Point of Contact or their
competent law enforcement authorities from using SIENA to exchange the information.

3. MERRIENT, MREERKEID BT R, O, ZORE0 TICHOERO MU 5T 528
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PR EV1GD UREMERE D 2T ORMFSHERDO HOIEPATHERSDS, T s iitlia b, £/ A0
BRI 0856250, SIENA CEBATHRSNDZ Lol D,
Member States shall ensure that their Single Point of Contact, and all their competent law enforcement

authorities that might be involved in the exchange of information under this Directive, are directly
connected to SIENA, including, where appropriate, through mobile devices.
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SVE #RERICHT5HIRERO DT -0 O E—EETR
Chapter V Single Point of Contact for the Exchange of Information between Member States

B4 F B EREROREE - (THEERVHEHEEN
Article 14 Establishment or designation and tasks and capabilities of Single Points of Contact

1

FAERREN L, B e R E E IR E T 5, B —dif&imi, Zofeao Moo R
DRHE LS DL ORI T HZ LT DR E A QO RIE TR 725,

Each Member State shall establish or designate a Single Point of Contact. The Single Point of Contact
shall be the central entity responsible for coordinating and facilitating the exchange of information under
this Directive.

FERKIENL, MEEHERRIEID B—H & R03, D7eEB L N DA CONREE 2 T3 D72 O D&

ZHAHL, 10, EOMHERE D DT LA AR T 5!
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(b) BEHETDRRESHERD®H D TR XL Tl RO D EREEA AL T D28, KUY,
TNDINTIRLE| zt é..:ﬁ%ﬁ*%ﬁﬁ@%é/ﬂﬂfﬁ&ﬁ%@ﬁﬁ ZBWT, ZOLH72TEEDOAL
RO DL 72 B L LD E RO A THET 52 L,

© BlOHERKEDH— @WBF; IXRIL, FE, DN rTRE R XL, BIORERIEI DTS
MHERRDOBH DI THEBIN KL, TEHRAARMT D720, THHRO T R O Z T 5285

(d) EESISUT, o, Bk R0 BRICXY, 55 FLUE 7 /e T, hilo
FERRENZRIL, fEHA R D2 L,
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KON, ZFNDWET e LXIE, 56 5545 3 BUTHESTC, Wb/l IREA It T 524,

Member States shall ensure that their Single Point of Contact is equipped and empowered to carry out at

least all of the following tasks:

(@ receiving and evaluating requests for information submitted in accordance with Article 4 in the
languages notified pursuant to Article 11(2);

(b) channelling requests for information to the relevant competent law enforcement authorities and,
where necessary, coordinating among them the processing of such requests and the provision of
information pursuant to such requests;

(©) coordinating the analysis and structuring of information with a view to providing it to the Single
Points of Contact and, where applicable, to the competent law enforcement authorities of other
Member States;
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(d) providing, on request or on its own initiative, information to other Member States in accordance
with Articles 5 and 7

(e) refusing to provide information in accordance with Article 6 and, where necessary, requesting
clarification or specifications in accordance with Article 6(3);

() sending requests for information to the Single Points of Contact of other Member States in
accordance with Article 4 and, where necessary, providing clarification or specifications in
accordance with Article 6(3).

ERRENT, AR a5
@) YrZAERKED B—E R
() ZOHEBO TS Uik — B RO 2124 T3 DT DI LB fFHNIC S
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AFONZ, FRROTZDDHOEED, RE/IORMEZITHT L,
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Member States shall ensure that:
(@ their Single Point of Contact:

(i)  has access to all information available to their competent law enforcement authorities, in so
far as necessary to carry out its tasks under this Directive;

(ii) carries out its tasks 24 hours a day, 7 days a week;

(i) is provided with qualified staff, appropriate operational tools, technical and financial
resources, infrastructure, and capabilities, including for translation, necessary to carry out its
tasks in an adequate, effective and rapid manner in accordance with this Directive, including,
where applicable, within the time limits set out in Article 5(1);

(b) the judicial authorities competent to grant the judicial authorisations required under national law in
accordance with Article 9 are available on call to the Single Point of Contact 24 hours a day, 7 days
aweek.

RERREN, PRIMNEB ISR, HR%ISaRIED H—d R RO BRE £ IHEEN D 1 LIS,
RIS D, MRZIERKIEND, YRZHERRIEID B —d R S BL CAERDMFET DE 1, BRINE
BRITHL, 8T,

Member States shall notify the Commission within one month of the establishment or designation of their
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Single Point of Contact. They shall inform the Commission where there are changes as regards their
Single Point of Contact.

ERINEE DT, EU B EZBWC, SBakammn Kk OB 7~ 7 7 — N Ak 375,

The Commission shall publish those notifications, and any updates thereto, in the Official Journal of the
European Union.

15 & B ERRUYIE

Article 15 Organisation, composition and training

1 AEREN, HREAERRIEID B —d R 03, DA DS L R CZ DI T D FIZihH Y
AL RO 2 K T CE DI 7L RERRT, MREASAKIEID HE— ST RO M UMk
ZRIET D,

Member States shall determine the organisation and the composition of their Single Point of Contact in
such a manner that it can carry out its tasks under this Directive in an efficient and effective manner.

2. HERNENT, OIS ey NI A R E E I HRE T D7D OB AR TERR
TENZ Lo CRARR T DHERIED RS AU CODEEFANIC I T, A7 UL FD =y hE2l
FHRE D, ZOWBO FIZBITAIEROEY) > G2 AH DT DI Z DB G-H T2
YRLHERKIEI ORI HENRD &0 D1 THEBAD IR BT Lo T AREAEARIE 0D BA— s 7 SRk
NDZLAFERT 5
(@) HIHIEU)2016/794 D 7 ZH I TRRESNTZ Europol EN—=vk;
(b) HIHI(EU) 2018/1862 (D5 7 54545 2 TEIZ > TR ESHLIZ SIRENE HH5);
© l&"‘ﬁl A —Interpol DFEFEDEH 32 FTI > TRHESHZ Interpol DEN =
¥R

Member States shall ensure that their Single Point of Contact is composed of staff from their competent
law enforcement authorities whose involvement is necessary for the adequate and rapid exchange of
information under this Directive, including at least the following in so far as the Member State concemed
is bound by the relevant law or international agreement to establish or designate such units or bureaux:
(@ the Europol national unit established by Article 7 of Regulation (EU) 2016/794;

(b) the SIRENE Bureau established by Article 7(2) of Regulation (EU) 2018/1862;

(©) the Interpol National Central Bureau established by Article 32 of the Constitution of the

International Criminal Police Organisation — Interpol.

3. MERKIEND, LRZHERRIEID B —EAE R RORE D, 2o ODT 2% HEA R DESRER R
FTD DRk AL DT EE MR T D, D BRIDTZOIZ, HERKIENS, Hi%tERkE D H—
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AR ROTREIZXL, E0IT LA T ORIEE BEhE 255800 D EHIR 2 3 ~D 7 72 A

75:5%1 ?“%.’)

() H—HEETRNTHASNDT =2 —/LVOfE, E0iT, SIENA MOV
X%A@ﬁiﬁﬁ

(b) LViF, FEH(EU) 2016/680 Z 5D, AT —ZDLRFEIZEIL, ZD+a5 Kk OHEIRIEU)
2016/794 % &, IEHG THEBADIIZ 3T DIERTA R 200 BEL, WONT, BTG HD
By MZBEL, ZOFES0 T2 2 i R GBhe B4~ BN s Ak K OVE
PIEDE T ;

© 11 FTEY, BT AERRE L TSN A VAN & FAV QWD SEEOM A,

Member States shall ensure that the staff of their Single Point of Contact are adequately qualified in order

to carry out their functions under this Directive. To that end, Member States shall provide the staff of their

Single Point of Contact with access to adequate and regular training, in particular as regards the following:

(@ the use of data processing tools used within the Single Point of Contact, in particular SITENA and
the case management system;

(b) the application of Union and national law relevant for the activities of the Single Point of Contact
under this Directive, in particular on the protection of personal data, including Directive (EU)
2016/680, on cross-border cooperation between law enforcement authorities, including this
Directive and Regulation (EU) 2016/794, and on the handling of confidential information;

(c) the use of the languages included in the list established by the Member State concerned pursuant to
Article 11.

E16E BHEERTL

Article 16 Case management system

1

FERRIENL, MRSk E D B8 E& 03, ZORS0 2D H—EiE RO 2 H—g
FRDZTCTEAINTTDIRTNEL T, H—DF %Eﬁf£${¢”¢fi/?<71aé’@ﬂ%&0\ﬁ
FTHIEEMRT D, FHEEL AT AT, D7l LLFOEER OREN D2 TEL DLk
T5:

(@ 5O 8 [T IHRA RO DEREDZMEEES, NS, ZNLISND, 556 &5
2 KON 3 THICE NIRRT KD D BLEOIRIC B D5, KON, B bE
TEIXRFEDSRE RO D EEE N O OFIAE G0, BIOHERKED B—E R OO,
KO, EpsiEH e e L1, BIOHERIEORREHE RO HAHIERETHEIL DRD, 20D
BV £ ST AP [Tl o A Nk

(b) 2 14 555 2 TH(b)I LD H— & R SR HSHERR D o D 1AM THEBEL DR Did 52 Frdk 3~
HTk;

© ZFBS5E BTHRLOE S FKITHE, BIOHERIE D B—a#& R x5, KO, ZivdviE
FRTRE 2 &1, BIORERREIDORIEHEIRD B DU THEEI 9D IE O e fiA-frdk 3
HTk;
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55 MOV 8 RIRT, ZHE T DI IE RO DEREL, 555 4055 3 TEF 2 BN OV 7
556 3 TR 2 EIEICHE s THRIES 1A 5, Bl Al 2 o TR rTREZ 2 1
W, KO, FHEPE AT ARSIV Z OO BTEEHREAIRET 2L,

EDDT, B 5 RTEDDERES NI IEROTMEOMAIRE BEE I 2L WBLED D, 5 4 5
(R RO HBLEED ZRE~DE G Ot GH 2 S e e 52 L

SIENA SHEASERMEHDHZE, L0ol), SIENA 23 D52 HD S A F 2T A
DOHIZEHATETRSIVEDZE, KUY, SIENA 2T 205 OB EN LG AT 2>
SYIEREANBES [=teV gV - VoNaarx [ 4% S0 Vo N

MK QAR D H B T28012, L0, 55 18 20 BHIDTZDIZ, ZOFRSD FIcdhdHiE
RO BT DR A AT D2,

FE(EU) 2016/680 55 25 ZRITHE, FBHEHTD BIK OWA 73— 2UT 1D BHYD
72012, FEEHE 2T LD GRS CODTEIRE BE T2 7 7B A R O NLISND
RBRSES DZA TOREIE (2 7)) Zfehk 528,

Member States shall ensure that their Single Point of Contact deploys and operates a single electronic
case management system as the repository that allows the Single Point of Contact to carry out its tasks

under this Directive. The case management system shall have at least all of the following functions and

capabilities:

@)

(b)

©

@

©)

()

©

recording incoming and outgoing requests for information as referred to in Articles 5 and 8 and any
other communications relating to such requests with Single Points of Contact and, where applicable,
the competent law enforcement authorities of other Member States, including information about
refusals of requests for information and requests for and the provision of clarification or
specifications as referred to in Article 6(2) and (3) respectively;

recording communications between the Single Point of Contact and the competent law
enforcement authorities, pursuant to Article 14(2), point (b);

recording provisions of information to the Single Point of Contact and, where applicable, to the
competent law enforcement authorities of other Member States in accordance with Articles 5, 7 and
8;

cross-checking incoming requests for information as referred to in Articles 5 and 8 against
information available to the Single Point of Contact, including information provided in accordance
with Article 5(3), second subparagraph, and Article 7(3), second subparagraph, and other relevant
information recorded in the case management system;

ensuring adequate and rapid follow-up to incoming requests for information as referred to in Article
4, in particular with a view to respecting the time limits for the provision of the requested
information set out in Article 5;

be interoperable with SIENA, ensuring, in particular, that incoming communications through
SIENA can be directly recorded in, and that outgoing communications through SIENA can be
directly sent from, the case management system;

generating statistics in respect of exchanges of information under this Directive for evaluation and
monitoring purposes, in particular for the purposes of Article 18;
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(h) logging access and other processing operations in relation to the information contained in the case
management system, for accountability and cybersecurity purposes, in accordance with Article 25
of Directive (EU) 2016/680.

2. RERRENT, FHAEHE AT LLERE T DR TOY A S\— X2 )T FDOVRY, L0, SifhE
B AT BDOT —XT 7T %, R M OVEBE BT T DUART M, [EE) DI BERR TR
KOSHLENADZE, 2T, HHERRD 7 72 A K ORI BT 3 202 22 SRS ED HILD
ZEB R D,

Member States shall ensure that all cybersecurity risks relating to the case management system, in
particular as regards its architecture, governance and control, are managed and addressed in a prudent and
effective manner and that adequate safeguards against unauthorised access and abuse are provided for.

3. AERENT, ZORRFO FIZRUTH—HH &R Y COM s 2% T4 D7 ([T B
FEED RN o TEED D FEBIRZR FEFHPIZRY, SEE RIS 2T DAOMENT — 220352
&, TUTC, T AT WINERSIVIABNT — 203, T Dk, A EShD %
RS2,

Member States shall ensure that the case management system contains personal data only for as long as
it is necessary and proportionate for the Single Point of Contact to carry out the tasks assigned to it under
this Directive and that the personal data contained therein are subsequently irrevocably deleted.

4. HERRIENT, HRAAEAEO GRS, Sl EFEROAHEE LI 6 2 ALINIZ, 2>,
TORITEBIHNS, 265 3 DA RIET L2 MR 5,

Member States shall ensure that their Single Point of Contact reviews, for the first time at the latest six
months after an exchange of information has concluded and subsequently on a regular basis, compliance
with paragraph 3.

F17& E—EREREOTGA
Article 17 Cooperation between Single Points of Contact

1L HERIENE, 20 HEIOTZ0 O SRS KIE D H— b R IS HEIROD & D153 THERE &
DD I LD HEtET %,

Member States shall encourage practical cooperation between their Single Points of Contact and
competent law enforcement authorities for the purposes of this Directive.

2. FERENE, B ROREDS, H—aiE RO RO O E A RIS A7, REEAT
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TeBRZIUNT, BTN EORSE F/2I TRk LOREATRE T D720, ZLT, £NNEER
SNHEENT, FNEZE T 2720, DK lbiE 1], 26T 2L MR T 2,
Member States shall ensure that the Heads of the Single Points of Contact meet at least once a year to

assess the quality of the cooperation between their services, to discuss necessary technical or
organisational measures in the event of any difficulties and to clarify procedures where required.
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SFVIE RRE
Chapter VI Final Provisions

E 185§ Bt
Article 18 Statistics

1L 5 3 H 1 BETIS, SHE, BUNEERITHL, ZOREO PSR THIDRERIELD
I TRIEFE ORI A TN AFRO S B Dt 1242,

By 1 March of each year, each Member State shall provide the Commission with statistics on the
exchanges of information with other Member States under this Directive which took place during the
previous calendar year.

2. FHERENE, 5B 1 EORTHGERD, S=~20b0EL T, LU FOSFIEA BT 52 LA iR

5
@

(b)

©
@

MEEAERRED BT D, KON, T BET AL &, MaakE O HERRD
SO TR SIS B A SR D B O

BADERELB AT WERELETL, 20, BRp ek EE AT L, Y%
AR 0D B oy M OV R R DI HERR D o D 1L TRERE DS 2 T I Ak
DLEFEDOHL, WONT, ZDOFFE XL Y%Ak E D B — &R L OV 3R E D
TRESHERR D o DV THERAM B LT A RO D EFEDHL;
FEETOERREE AN T L, 230, RO NI LT, 3 6 [IXviERSn-
A RO D BEEEOR;

BR T DA RO D EFEEA SR TR EE T U, 85 5 485 2 THITAE> Tl
B L ORI ASD T DI B ST Z LA B E LT 5 445 1 TEICEO D HIRDE D
GaBROMFELT R DR,

Each Member State shall ensure that the statistics referred to in paragraph 1 cover, as a minimum:

@)
(b)

©
©)

the number of requests for information submitted by their Single Point of Contact and, where
relevant, by their competent law enforcement authorities;

the number of requests for information that their Single Point of Contact and their competent law
enforcement authorities received and the number of requests for information to which they replied,
broken down by urgent and non-urgent requests and by requesting Member State;

the number of requests for information refused pursuant to Article 6, broken down by requesting
Member State and by ground for refusal;

the number of cases in which there was a deviation from the time limits set out in Article 5(1)
because it was necessary to obtain a judicial authorisation in accordance with Article 5(2), broken
down by the Member States that submitted the requests for information concermed.
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3. BRONEERT, 2O N CHKEN DIRHSNIR =~ 2Dt L0 ELD, 70, Ml
MOBFRRTHL, THAEFIFITELINTTD,

The Commission shall compile the minimum statistics provided by Member States under paragraph 2
and make them available to the European Parliament and to the Council.

BOE HBE
Article 19 Reporting

1 BERMNZEEAT, 2026 -6 H 12 HETIZ, KON, 2027 46 H 12 HLIRRE 5 AT, BN K
OHIFERIHRIL, ZOSORIERTHMEL, 7>, BHERENZDIESEE DINCIZEL=D
NI DR EME e S ZA R 975, Ui EA L F LD DR, BINEE AT, 1
TSHERROD B DV THEERDS E VT2 T RN A AL T, 1A RO D EGENES S
mm EVDT, EREDZOFRSO BRIOEREIFRIMZ O 5, WS, 7 —2{REICB
ZHA % OY Buropol {25t 21O FH 2 B3 24D FI e U CRATIEEA 409,

The Commission shall, by 12 June 2026 and every five years after 12 June 2027, submit a report to the
European Parliament and to the Council assessing the implementation of this Directive and containing
detailed information on how each Member State has implemented this Directive. In compiling that report,
the Commission shall pay particular attention to how efficiently competent law enforcement authorities
exchanged information, the grounds for which requests for information were refused, in particular where
requests fall outside the scope of the objectives of this Directive, and the compliance with provisions on
data protection and the provision of information to Europol.

2. [;lelé 20, 2027 46 12 BHETIS, KON, FO%IE 5 H4C, BONEES K OHES 6

L, ZOFROIME, L0, ETOW 1, 5 14 558 3 T(a)(i)l 2 ED DI L OMEAT

— X DIRFE TR DT OB OB U T D EA R 35, BINEE S, s

A[RE/R L&, ZOFRBOIZN 3% HE 35355 FOERSE 5, MED Hititsh

T IEHR M O ZOFR O ENE LK NS L BEET 52 Ot BEEE A BIEIZANLD, [FlRE

iz FEpEE L C, BRINEESNT, ThaSimle b &0, SR EE G0, MV FE SO TEE)
(B T2,

The Commission shall, by 12 June 2027 and every five years thereafter, submit a report to the European
Parliament and to the Council assessing the effectiveness of this Directive, in particular its impact on law
enforcement cooperation, the obligations laid down in Article 14(3), point (a)(iii), and the protection of
personal data. The Commission shall take into account the information provided by Member States and
any other relevant information related to the transposition and implementation of this Directive, including,
where applicable, practical obstacles that hamper its effective implementation. On the basis of that
assessment, the Commission shall decide on appropriate follow-up actions, including, where appropriate,
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a legislative proposal.

B2 5 I T GEREEHDIIE
Article 20 Amendments to the Convention implementing the Schengen Agreement

2024 AE 12 A 12 D, =T U BEFEESIOE 39 LM OVE 46 SROPSAAIRIE
2006/960/THA |ZL~> TEZHLZ DIV T8 00E, YRS ZOESO#EHEFHNICH D
TEHOASHL BRET AEIFHNICI T, ZOHESIC > TESHZ Hhs,

From 12 December 2024, the parts of Articles 39 and 46 of the Convention implementing the Schengen
Agreement that have not been replaced by Framework Decision 2006/960/JHA are replaced by this
Directive in so far as those Articles relate to the exchange of information falling within the scope of this
Directive.

215 B
Article 21 Repeal

PtHARIE 2006/960/JHA 1%, 2024 412 A 12 HBRELESND,
Framework Decision 2006/960/JHA is repealed from 12 December 2024.

BE LS OPSHAREL R BT, ZOIRT~OSIELTIRIREIL, >0, BIKKOHTIRXT
MR- THAEZOND,

References to the repealed Framework Decision shall be construed as references to this Directive and shall
be read in accordance with the correlation table in the Annex.

F22 % ENEE
Article 22 Transposition

1. 2024 412 A 12 BETIS, #ENT, ZOFES a8 A7 DI L EEL 72D, HAIKR OYT
BERTEA FENSE D, MasBakEN X, BONEERITHIL, BB, Mikad, AR O TESIA
S5,

Member States shall bring into force the laws, regulations and administrative provisions necessary to
comply with this Directive by 12 December 2024. They shall immediately inform the Commission
thereof.
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55 1 BIEDORHNCIY, HERENT, 2027 426 H 12 HETIZ, % 13 FElT 0720 03—
DA, BRI O TBERIRZ SIS E D, SRAENT, FRMERZIIHL, EHIC, HRAEHE,
BRI K O TEERIEAHAE D,

By way of derogation from the first subparagraph, Member States shall bring into force the laws,
regulations and administrative provisions necessary to comply with Article 13 by 12 June 2027. They
shall immediately inform the Commission thereof.

HERKEIDNES 1 BIPRIC SOV 2 BIPEI R B BRI D1, MR%iEl L, ZoEmoxdd 2%
BEEDLHOEL, FalE, UREHEED N ROBAIEDIIRBIREIA 56D LT D, ZD LD
IRBIEATO TR, MREICE > TED LD,

When Member States adopt the measures referred to in the first and second subparagraphs, they shall
contain areference to this Directive or be accompanied by such a reference on the occasion of their official

publication. The methods of making such reference shall be laid down by the Member States.

2. MERENT, BONZEBRITHL, ZOEOmEHOGHL /3BT U RAAEE D R D EN
{ED R B O IE S 8T D,

Member States shall communicate to the Commission the text of the main measures of national law
which they adopt in the field covered by this Directive.

23 F M
Article 23 Entry into force
ZOHRBE, BU BH EOZDLVRD 20 ARRIZHST 2,
This Directive shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.
F245F R
Article 24 Addressees
ZOFEFIE, FEAKNTHE S, FEREI LTRSS,

This Directive is addressed to the Member States in accordance with the Treaties.
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ARNFAT =W ZEUNT, 2023 4£5 A 10 BIZ Ttz

Done at Strasbourg, 10 May 2023.
BRMEERE LT
For the European Parliament

# R.METSOLA
The President The President
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For the Council

#EK J.ROSWALL
The President J. ROSWALL



Fe Mo & 1S (202441 H)

Al #K
FiExtiER
CORRELATION TABLE
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Council Framework Decision 2006/960/JHA This Directive
CES EAES
25k 25
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EAES LS, 12 5O 13 5%
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