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Council Decision (CFSP) 2019/797 of 17 May 2019 concerning restrictive measures
against cyber-attacks threatening the Union or its Member States

R NS O PR
RRMNEEESK, KO, LI RISSKIODE 29 SR,
ONE B OV A RIEBORI B 2 N 0D Ll RN S DR Z 72,

THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on European Union, and in particular Article 29 thereof,

Having regard to the proposal from the High Representative of the Union for Foreign Affairs and Security

Policy,

Whereas:

(1)

)

2017 6 H 19 H, BT, BEHLA/N—1EENHTT DL EO RIS 7= b OPERE

(ES Y (Hﬂz\—ﬁm/ww/ﬁm)%a&m RO T, IS, BEEDD
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ITABEDREN EERROBEINC BT IR SR R, Tz, P A2 OEEH D VAN
—IEENZHIL TRRINELE, ZFORERE R OV D TR 528 K Otz (Rt 4 D B S 1
ML CNDZEEFEDT,

On 19 June 2017 the Council adopted conclusions on a framework for a joint diplomatic response to
malicious cyber activities (‘the Cyber Diplomacy Toolbox”), in which the Council expressed concerns
about the increased ability and willingness of State and non-State actors to pursue their objectives by
undertaking malicious cyber activities and affirmed the growing need to protect the integrity and security
of the Union, its Member States and their citizens against cyber threats and malicious cyber activities.

PN, £ DI B IEE DDA S —IHEN R 2 ERMNES OAAZ O IETRE)
DAUIFDRERIC OV TR R mﬁ%%éa%_ I, A=/ BT DIRIEE DT TEN
B bz, ZUZEo T, BEE KOV ORRKED#EE i k35 L O Z AL T, &
AU T 2 L X THIEHEEZ 55, FEAKID BHESIR T I TEIRS D B NE 2 R
FEECR (CFSP) OFEFHNIZ S HHEEN S, W1 HatEd 52 L, RIRFO BRI ORI 2 Bmioof%
FERITHIE, ZUTC, IERVREMEE U CRIAMICHI- DB 5 HZ L5 A0 E
T2, EEHDHYAN—TEEN T DERMNE S OE EO IR ES THEL TODIEb i
sz,
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The Council stressed that clearly signalling the likely consequences of a joint Union diplomatic response
to such malicious cyber activities influences the behaviour of potential aggressors in cyberspace, thereby
reinforcing the security of the Union and its Member States. It also affirmed that measures within the
common foreign and security policy (CFSP), including, if necessary, restrictive measures, adopted under
the relevant provisions of the Treaties, are suitable for a framework for a joint Union diplomatic response
to malicious cyber activities, with the aim of encouraging cooperation, facilitating the mitigation of
immediate and long-term threats, and influencing the behaviour of potential aggressors in the long term.

2017 4 10 A 11 H, BORK OWZERERERTE ST, TA—HNE— ViR I AD T D
SEERRSEIREINT -, FISEEFREHE, AR — VAR o7 ZANIZ BT, HillfRE E A
Grte 5 OB R OB A B 57D D Tz~ T VD,

On 11 October 2017 implementing guidelines for the Cyber Diplomacy Toolbox were approved by the
Political and Security Committee. The implementing guidelines refer to five categories of measures,
including restrictive measures, within the Cyber Diplomacy Toolbox, and the process for invoking those
measures.
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The Council conclusions adopted on 16 April 2018 on malicious cyber activities firmly condemned the
malicious use of information and communications technologies (ICTs) and stressed that the use of ICTs
for malicious purposes is unacceptable as it undermines the stability, security and benefits provided by
the intemet and the use of ICTs. The Council recalled that the Cyber Diplomacy Toolbox contributes to
conflict prevention, cooperation and stability in cyberspace by setting out measures within the CFSP,
including restrictive measures, that can be used to prevent and respond to malicious cyber activities. It
stated that the Union will continue strongly to uphold that existing international law is applicable to
cyberspace and emphasised that respect for international law, in particular the United Nations Charter, is
essential to maintaining peace and stability. The Council also underlined that States are not to use proxies
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to commit internationally wrongful acts using ICTs, and should seek to ensure that their territory is not
used by non-State actors to commit such acts as expressed in the 2015 report of the United Nations Group
of Governmental Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security.

2018 46 H 28 H, MMEBEESE, BINESDNN OO A/ =T 207 4 FOBBIHTTD
FEERE S )2 g DB A TR D USRA SR LT, BRINBRS T, SERERE M OMEREN Zxf
L, AN — ViR o 7 AD TR E G, (AT UV R R AT 57 Dla]
I OEEE L OFEEIRE 1 D5 b ) ERET 20N 22 B2 L OGS M OV R ERBEECR I Z B9 DRk
JHEED_HRAERD 2018 4F-6 H 13 H OILFEREAFID HH RS QA E R FEETH T AR
O,

On 28 June 2018 the European Council adopted conclusions which stressed the need to strengthen
capabilities against cybersecurity threats from outside the Union. The European Council asked the
institutions and Member States to implement the measures referred to in the joint communication of the
Commission and the High Representative of the Union for Foreign Affairs and Security Policy of 13 June
2018 entitled ‘Increasing resilience and bolstering capabilities to address hybrid threats’, including the
practical use of the Cyber Diplomacy Toolbox.

2018 /=10 A 18 H, BRINFRET, 2017 4 6 H 19 HOHFESRGERIAHINL T, BRMEGOH]
FRHAEDMEES D Z LTI, A N—BE T D728 L O A S — B AR N3 5728
DREINTBIT DR KD DA PR LT,

On 18 October 2018 the European Council adopted conclusions which called for the work on the capacity
to respond to and deter cyber-attacks through Union restrictive measures to be taken forward, further to
the Council conclusions of 19 June 2017.

ZOINRZISNT, ZORGENT, BINES F72 3 OREREITT 280 OO BT
DERIPF B OV AN BRGNS DT KO AU T DT DB~ T il
FEEDOFHIA 27T D, FNIEASHKIDH 21 2D BIEHZIAD CFSP Ot HHYZ RS %72
(CHETHLEHIESNDEEE, ZOWRTED, 5 —EEIIEFSIR L TRAREED
DY ANN—HIEA DRI BN CEAS AT ED RS2,

In this context, this Decision establishes a framework for targeted restrictive measures to deter and
respond to cyber-attacks with a significant effect which constitute an external threat to the Union or its
Member States. Where deemed necessary to achieve CFSP objectives in the relevant provisions of Article
21 of the Treaty on European Union, this Decision also allows for restrictive measures to be applied in
response to cyber-attacks with a significant effect against third States or international organisations.
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(8) [HIEMOMIEDZNEAE ST, BE o T-HEI X, ZOWEDREMAZIHICHY, HEIckvE
ITENDVAN—BE 5524 TD,

In order to have a deterrent and dissuasive effect, targeted restrictive measures should focus on cyber-
attacks falling within the scope of this Decision that are wilfully carried out.

Q) HIERATZRIBRRFENS, 5= Ed VA — BB S B ED IR R L T s o ~&
TD, HEioT-RIFEEZLEN T 22803, ZDIO7IREEFHE TR, ZDIFEIE, 7
— A=A LD THER O BRI T %, A TOMRIENT, 5 =ENI3 32593
—BEEDIFIRIBAL, SistlE S OHMEA T B HEb O,

Targeted restrictive measures should be differentiated from the attribution of responsibility for cyber-
attacks to a third State. The application of targeted restrictive measures does not amount to such attribution,
which is a sovereign political decision taken on a case-by-case basis. Every Member State is free to make
its own determination with respect to the attribution of cyber-attacks to a third State.

(10) —EDHIEAIZET D7D, BMEEIZIDBIDITRPMETHD,

Further action by the Union is needed in order to implement certain measures,

PLEDEBOTHAD T, ZOWREEEIRTS:
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1. ZOWER, BAECER LD OB LN A R—HEB A G, BRI ALY
AN—IEETEH - T, BRINEE FT21 T2 ORERRIEN 63 D880 B OB R HH DLkt
LGS i5,

This Decision applies to cyber-attacks with a significant effect, including attempted cyber-attacks with a
potentially significant effect, which constitute an external threat to the Union or its Member States.

2. BN OOBBEAIS DY A N—BEH T, LU F O A —K R A G

@
(b)
©

(d)

RRMIEAOINCHAEL, F21, RIGEEDIN CHRI TSN A/ — I,

MRS DIN DDA 7T 2RI DA N —HrH,

MRMEA DM ES B E2 I IRMNES DA TERASN TOD BRRALLTIEA,
FRE TR o THATS NI AR — B 213

MRMEA DN TIEASN QWD ER AL LITIEN, IEERE T 2k, 2o
FERIzdn, F20%, 2O FIZBWCE TSN A 3 — I,

Cyber-attacks constituting an external threat include those which:

@)
(b)
©

@

originate, or are carried out, from outside the Union;

use infrastructure outside the Union;

are carried out by any natural or legal person, entity or body established or operating outside the
Union; or

are carried out with the support, at the direction or under the control of any natural or legal person,
entity or body operating outside the Union.

3. ZORMIDIZDIZ, P AR—BI T, LLFOWTNDE G T4 TH- T, TDIIIT4H34
AT D LLIELT —H FAFE O—EORA L TEIXE NS OMER [t ST L
STHIEITHERRE 52 HIUCURWG D, F20E, BRMEATED LIXBHR T HRLEERD T
BOWTIASI WD ThHD:

@)
(b)
©
©)

[ AT LA~DT T A;
THH AT L0,

T —AOWE F I
T—XDFZ,

For this purpose, cyber-attacks are actions involving any of the following:

@)
(b)
©
©)

access to information systems;
information system interference;
data interference; or

data interception,
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where such actions are not duly authorised by the owner or by another right holder of the system or data
or part of it, or are not permitted under the law of the Union or of the Member State concerned.

RERRENZ R BB A AT DA —BE8E, strh, AT ObL O LB #¢ IR AT LI

WA 5.2 DY AN— A G

(@ EE—7 NV EOFHITITS BT Mitae a6, oD EEHREORERE, F7213,
N& DR, 224, 22 M O EF-13E B BIF7RIRIEE {57200 IR AR
TRWGBAL T

(b) MEDIHAIEEN L OV E - IREEENOHERFD T DI —E A L0}, /L%
— (B, Al O R) jHink (ize, $E, K EROVER) 89 T, SRl 77
(BT A F JRBE R OMBEERD) ;BB DB R OVRL ;T 2 2V A 75 DA,
AFONZ, ZHSOEFALIAND, BURERIEIZLE > THEDERZBI A —E X ;

© EVbUT, Btk 8, KO, AR IS E A G, [EISREREO RS, Fa &
ORI 7 7 O848, WNOIRZZDOE5Y 8, WO, SNSRI L D585 G0, x5+
BRD BT IS1T D, MAADIEIGHEEE;

(d) BEEEHROTER S LI, F1 %

() BUNOEEIST —2,

Cyber-attacks constituting a threat to Member States include those affecting information systems relating

to, inter alia:

(@) critical infrastructure, including submarine cables and objects launched into outer space, which is
essential for the maintenance of vital functions of society, or the health, safety, security, and
economic or social well-being of people;

(b) services necessary for the maintenance of essential social and/or economic activities, in particular
in the sectors of: energy (electricity, oil and gas); transport (air, rail, water and road); banking;
financial market infrastructures; health (healthcare providers, hospitals and private clinics); drinking
water supply and distribution; digital infrastructure; and any other sector which is essential to the
Member State concerned;

(€) critical State functions, in particular in the areas of defence, governance and the functioning of
institutions, including for public elections or the voting process, the functioning of economic and
civil infrastructure, internal security, and external relations, including through diplomatic missions;

(d) the storage or processing of classified information; or

(e) government emergency response teams.

PRI A 032 fH A D VA /S —BCEE, BRMGE S OREES, FRE, 5RO,
RRIMEEA D 5 = [ ~DRFTERE T XEESHRE, RN 50 ol 7z LR ERLECR (CSDP) D
TEFNEONSZ DA HH K ORI MBS OER DT R CIEITSND AN —BBEA G T e,

Cyber-attacks constituting a threat to the Union include those carried out against its institutions, bodies,
offices and agencies, its delegations to third countries or to international organisations, its common
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security and defence policy (CSDP) operations and missions and its special representatives.

6.  FRMNIEASSKIDE 21 5D ER#ESIETD CESP DR HHVAER T DI LB T A LM
HEXL, ZOWED FIZhAHIEREL, F=FEF I IERSHRR 5L TR AR >
AR e A B ThiE S ED,

Where deemed necessary to achieve CFSP objectives in the relevant provisions of Article 21 of the Treaty
on European Union, restrictive measures under this Decision may also be applied in response to cyber-
attacks with a significant effect against third States or international organisations.

WX S
Article 2

ZOWTED HHIDT=DIZ, LLFOEFE SN

@ [MEHR AT L8, ERE I ARSI LIRS D88 Tho T,
MR 1 FTHEEOLON, Yeiises I e EOER, FIIF, (REM O%ER;
BEO BIIDTZOI, 70l T0 X0, FUZVT = HENERL, £, Y%k
F TG HEER A Lo GO RS, WS, MRS E M mssn-7 o2 5
— X% HEWZHEE S 58O D L5 EIRT 5,

(b) MEH AT LOREILNL, TIVHNT =2 A5, ZTDIH7eT — 2 A5k
THE, BAET DL, HIbT 228, HbSEnZe, AT 2L LLIIIET A28k
D, F20X, TDOIT — R T 7 BATERNINTTHIEITID, THH AT LORH)
RO EF AT THIEEERT 5,

© [F—FOWE I, HH AT L ST VAN T =22 HRT DL, BRI 5L,
PeSEDE, WETHZEBLITINET DL, F20T, ZDL72 T =X T VA TE
IPNEITHIEE BT D, T — 2 OWEX, T4, B&, BEEIRE I REEDO U
Bb e,

(d) [F—2OFEZ N, 1HH AT DT D, THHRS AT DODOEIEHRS AT LD
HABAD T — 256D, Hfit e FBAC I D2 OB, TDOIIRT VXN T —
B ONEH AT IIPNOO BT a i aite,

For the purposes of this Decision, the following definitions apply:

(@) ‘information systems’ means a device or group of interconnected or related devices, one or more of
which, pursuant to a programme, automatically processes digital data, as well as digital data stored,
processed, retrieved or transmitted by that device or group of devices for the purposes of its or their
operation, use, protection and maintenance.

(b)  ‘information system interference’ means hindering or interrupting the functioning of an information
system by inputting digital data, by transmitting, damaging, deleting, deteriorating, altering or
suppressing such data, or by rendering such data inaccessible.
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Article 3
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‘data interference’ means deleting, damaging, deteriorating, altering or suppressing digital data on
an information system, or rendering such data inaccessible; it also includes theft of data, funds,
economic resources or intellectual property.

‘data interception’ means intercepting, by technical means, non-public transmissions of digital data
to, from or within an information system, including electromagnetic emissions from an information
system carrying such digital data.

PAS—BEENTE 1 556 | THIORT BRI B%H O) i) a2 HETHEAEE, LLFOWT 7
IEate:

@

(b)
©
(d)

©)
(f)
©

FEATREN N OERTEE), WIHDY—E R, Ral ROESFHERE, AFLORFE-1T A IO
AR DHDOEED, FAEUTIRELOFR, B, A 3RAIE;

RS- AR LIHIEN, IEEIRE T2

BRI DHERIEDHL;

Bhr, AR ET XA PED KT B LD 5D L0 78, FAELUT-REAHHRR
DFH,

IEH BB E-13FDOMDEDT-0O12, NER L > TESI- RIS ;
KIS T — 2 OFEL LI F213 7 — AR EOBIE, F213

TR ARSI FORMODT — 2 OV,

The factors determining whether a cyber-attack has a significant effect as referred to in Article 1(1) include
any of the following:

@)

(b)
©
©)

©)

()
©

EEES

Article 4

the scope, scale, impact or severity of disruption caused, including to economic and societal activities,
essential services, critical State functions, public order or public safety;

the number of natural or legal persons, entities or bodies affected;

the number of Member States concerned,;

the amount of economic loss caused, such as through large-scale theft of funds, economic resources
or intellectual property;

the economic benefit gained by the perpetrator, for himself or for others;

the amount or nature of data stolen or the scale of data breaches; or

the nature of commercially sensitive data accessed.

1L HERRIEND, BRI CYIEES LU T OFEDS S IEIO TS AE L Fadzh zmEd 528
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Member States shall take the measures necessary to prevent the entry into, or transit through, their
territories of:

@
(b)

©

natural persons who are responsible for cyber-attacks or attempted cyber-attacks;

natural persons who provide financial, technical or material support for or are otherwise involved
in cyber-attacks or attempted cyber-attacks, including by planning, preparing, participating in,
directing, assisting or encouraging such attacks, or facilitating them whether by action or omission;
natural persons associated with the persons covered by points (a) and (b),

as listed in the Annex.

551 T, FERRENTRIL, 4EERkE B B OE RS i E OfE R AET A 24557
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Paragraph 1 shall not oblige a Member State to refuse its own nationals entry into its territory.
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©
@
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Pragraph 1 shall be without prejudice to the cases where a Member State is bound by an obligation of

international law, namely:

@)
(b)

©
©)

%3

as a host country of an international intergovernmental organisation;

as a host country to an international conference convened by, or under the auspices of, the United
Nations;

under a multilateral agreement conferring privileges and immunities; or

pursuant to the 1929 Treaty of Conciliation (Lateran Pact) concluded by the Holy See (Vatican City
State) and Italy.

T, SRR SR 22 = ORBE B % (OSCE) 7R ANE T D5 6\ VThili 52
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Paragraph 3 shall be considered to apply also in cases where a Member State is host country of the
Organization for Security and Co-operation in Europe (OSCE).

PREET, 25 3 THEITH 4 AICIDEHIBVABRIED 52 5 & CTOHAITINT, IR
AT D,

The Council shall be duly informed in all cases where a Member State grants an exemption pursuant to
paragraph 3 or 4.
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Member States may grant exemptions from the measures imposed under paragraph 1 where travel is
justified on the grounds of urgent humanitarian need, or on grounds of attending intergovernmental
meetings or meetings promoted or hosted by the Union, or hosted by a Member State holding the
Chairmanship in office of the OSCE, where a political dialogue is conducted that directly promotes the
policy objectives of restrictive measures, including security and stability in cyberspace.
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Member States may also grant exemptions from the measures imposed under paragraph 1 where entry
or transit is necessary for the fulfilment of a judicial process.
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A Member State wishing to grant exemptions referred to in paragraph 6 or 7 shall notify the Council in
writing. The exemption shall be deemed to be granted unless one or more of the Council members raises
an objection in writing within two working days of receiving notification of the proposed exemption.
Should one or more of the Council members raise an objection, the Council, acting by a qualified majority,
may decide to grant the proposed exemption.

15



Ee IR0 & 259 (202442 A)

9. EB3IH, H4H 6 BT HEITE 8 IZID, HNISIES A O ERIE D fE
O NEFEIZ OIS EAEIED T4 556, ZOFFINL, SiZFan52 005 ARk
OERERF A &> TEBACBIR T BRI CIRES L,

Where, pursuant to paragraphs 3, 4, 6, 7 or 8, a Member State authorises the entry into, or transit through
its territory of persons listed in the Annex, the authorisation shall be strictly limited to the purpose for
which it is given and to the persons directly concerned thereby.

ESE
Article 5
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All funds and economic resources belonging to, owned, held or controlled by:

(@ natural or legal persons, entities or bodies that are responsible for cyber-attacks or attempted cyber-
attacks;

(b) natural or legal persons, entities or bodies that provide financial, technical or material support for or
are otherwise involved in cyber-attacks or attempted cyber-attacks, including by planning,
preparing, participating in, directing, assisting or encouraging such attacks, or facilitating them
whether by action or omission;

() natural or legal persons, entities or bodies associated with the natural or legal persons, entities or
bodies covered by points (a) and (b),

as listed in the Annex, shall be frozen.
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No funds or economic resources shall be made available directly or indirectly to or for the benefit of the
natural or legal persons, entities or bodies listed in the Annex.
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(b)
©
(d)
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By way of derogation from paragraphs 1 and 2, the competent authorities of the Member States may

authorise the release of certain frozen funds or economic resources, or the making available of certain
funds or economic resources, under such conditions as they deem appropriate, after having determined

that the funds or economic resources concerned are:

@)

(b)

©

©)

©)

necessary to satisfy the basic needs of the natural or legal persons, entities or bodies listed in the
Annex and dependent family members of such natural persons, including payments for foodstuffs,
rent or mortgage, medicines and medical treatment, taxes, insurance premiums, and public utility
charges;

intended exclusively for the payment of reasonable professional fees or the reimbursement of
incurred expenses associated with the provision of legal services;

intended exclusively for the payment of fees or service charges for the routine holding or
maintenance of frozen funds or economic resources;

necessary for extraordinary expenses, provided that the relevant competent authority has notified
the competent authorities of the other Member States and the Commission of the grounds on which
it considers that a specific authorisation should be granted, at least two weeks prior to the
authorisation; or

to be paid into or from an account of a diplomatic or consular mission or an international
organisation enjoying immunities in accordance with international law, insofar as such payments
are intended to be used for official purposes of the diplomatic or consular mission or international
organisation.
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The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under this paragraph.
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By way of derogation from paragraph 1, the competent authorities of the Member States may authorise

the release of certain frozen funds or economic resources, provided that the following conditions are met:

(@ the funds or economic resources are the subject of an arbitral decision rendered prior to the date on
which the natural or legal person, entity or body referred to in paragraph 1 was listed in the Annex,
or of a judicial or administrative decision rendered in the Union, or a judicial decision enforceable
in the Member State concerned, prior to or after that date;

(b) the funds or economic resources will be used exclusively to satisfy claims secured by such a
decision or recognised as valid in such a decision, within the limits set by applicable laws and
regulations governing the rights of persons having such claims;

(c) the decision is not for the benefit of a natural or legal person, entity or body listed in the Annex; and

(d) recognition of the decision is not contrary to public policy in the Member State concerned.

BRI DAAEN S, AMORERE R OWMNEE R IRIL, AHZIE W TERDIVIZRF 285
ERAR

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under this paragraph.
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Paragraph 1 shall not prevent a natural or legal person, entity or body listed in the Annex from making a
payment due under a contract entered into prior to the date on which that natural or legal person, entity or
body was listed therein, provided that the Member State concerned has determined that the payment is
not, directly or indirectly, received by a natural or legal person, entity or body referred to in paragraph 1.

6.  EDIORHIE, EOMDINAKLOSHL D 1 HIEDDIEI RS DEE THOLZ LA S,
ELT, B2 BT, BRESI RO LL RO L GREAL Tideban:
() 4iZAJE OB FEITZDOMDILN;
(b) HREOEENE 1 LU 2 EICEDHHEICIRTDI0178-o7- B Ib plaksftsiu:
7RI AELI-E, BB EIIFFEITIE SO CTHIBR RIS 7- A F20T
©  PRIGEGN THSIV F- 1 I EHRERIEIPNI I\ TR TRREZRVERS B HIkT, 178 ED
W T AP AT SN THABRS BB L 72 3,

Paragraph 2 shall not apply to the addition to frozen accounts of

(@ interest or other earnings on those accounts;

(b) payments due under contracts, agreements or obligations that were concluded or arose prior to the
date on which those accounts became subject to the measures provided for in paragraphs 1 and 2;
or

(©) payments due under judicial, administrative or arbitral decisions rendered in the Union or
enforceable in the Member State concerned,

provided that any such interest, other earnings and payments remain subject to the measures provided for

in paragraph 1.

EXE S
Article 6
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The Council, acting by unanimity upon a proposal from a Member State or from the High Representative
of the Union for Foreign Affairs and Security Policy, shall establish and amend the list set out in the Annex.
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The Council shall communicate the decisions referred to in paragraph 1, including the grounds for listing,
to the natural or legal person, entity or body concerned, either directly, if the address is known, or through
the publication of a notice, providing that natural or legal person, entity or body with an opportunity to
present observations.
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Where observations are submitted, or where substantial new evidence is presented, the Council shall
review the decisions referred to in paragraph 1 and inform the natural or legal person, entity or body
concerned accordingly.

E1E
Article 7
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The Annex shall include the grounds for listing the natural and legal persons, entities and bodies referred
to in Articles 4 and 5.
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The Annex shall contain, where available, the information necessary to identify the natural or legal
persons, entities or bodies concened. With regard to natural persons, such information may include:
names and aliases; date and place of birth; nationality; passport and identity card numbers; gender;
address, if known; and function or profession. With regard to legal persons, entities or bodies, such
information may include names, place and date of registration, registration number and place of business.
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No claims in connection with any contract or transaction the performance of which has been affected,
directly or indirectly, in whole or in part, by the measures imposed under this Decision, including claims
for indemnity or any other claim of this type, such as a claim for compensation or a claim under a guarantee,
in particular a claim for extension or payment of a bond, guarantee or indemnity, in particular a financial
guarantee or financial indemnity, of whatever form, shall be satisfied, if they are made by:

(@ designated natural or legal persons, entities or bodies listed in the Annex;

(b) any natural or legal person, entity or body acting through or on behalf of one of the natural or legal

persons, entities or bodies referred to in point (a).
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Article 9
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In order to maximise the impact of the measures set out in this Decision, the Union shall encourage third
States to adopt restrictive measures similar to those provided for in this Decision.
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This Decision shall apply until 18 May 2020 and shall be kept under constant review. It shall be renewed,
or amended as appropriate, if the Council deems that its objectives have not been met.

RIS
Article 11
ZOWTENY, BEU B EOFDIROZ R0 5,

This Decision shall enter into force on the day following that of its publication in the Official Journal of

the European Union.

TV a2y UZIBWT, 2019 425 A 17 BT,
Done at Brussels, 17 May 2019.

BHEFALLT

For the Council

#FE E.O.TEODOROVICI
The President E.O. TEODOROVICI
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This Decision applies to cyber-attacks with a significant effect, including attempted cyber-attacks with a
potentially significant effect, which constitute an external threat to the Union or its Member States.
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Cyber-attacks constituting an external threat include those which:

@)
(b)
©

@

originate, or are carried out, from outside the Union;

use infrastructure outside the Union;

are carried out by any natural or legal person, entity or body established or operating outside the
Union; or

are carried out with the support, at the direction or under the control of any natural or legal person,
entity or body operating outside the Union.
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For this purpose, cyber-attacks are actions involving any of the following:

@)
(b)
©
@

access to information systems;
information system interference;
data interference; or

data interception,

where such actions are not duly authorised by the owner or by another right holder of the system or data

or part of it, or are not permitted under the law of the Union or of the Member State concerned.
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Cyber-attacks constituting a threat to Member States include those affecting information systems relating
to, inter alia:

@)

(b)

©

©)
©)

critical infrastructure, including submarine cables and objects launched into outer space, which is
essential for the maintenance of vital functions of society, or the health, safety, security, and
economic or social well-being of people;

services necessary for the maintenance of essential social and/or economic activities, in particular in
the sectors of: energy (electricity, oil and gas); transport (air, rail, water and road); banking; financial
market infrastructures; health (healthcare providers, hospitals and private clinics); drinking water
supply and distribution; digital infrastructure; and any other sector which is essential to the Member
State concerned;

critical State functions, in particular in the areas of defence, governance and the functioning of
institutions, including for public elections or the voting process, the functioning of economic and
civil infrastructure, internal security, and external relations, including through diplomatic missions;
the storage or processing of classified information; or

government emergency response teams.
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Cyber-attacks constituting a threat to the Union include those carried out against its institutions, bodies,
offices and agencies, its delegations to third countries or to international organisations, its common
security and defence policy (CSDP) operations and missions and its special representatives.

6. PRIESLHIDE 21 S0 BRESIATID CFSP D B Wk 1 A7 DI EThH LK
HEXIL, ZOWRED FIZHAHHIBEENL, 5 = EE I I EESHE L CE AR AL >
AR DR B ThiE S S2,

Where deemed necessary to achieve CFSP objectives in the relevant provisions of Article 21 of the Treaty
on European Union, restrictive measures under this Decision may also be applied in response to cyber-
attacks with a significant effect against third States or international organisations.
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Article 2
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For the purposes of this Decision, the following definitions apply:
(@) ‘information systems’ means a device or group of interconnected or related devices, one or more of
which, pursuant to a programme, automatically processes digital data, as well as digital data stored,
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processed, retrieved or transmitted by that device or group of devices for the purposes of its or their
operation, use, protection and maintenance.

‘information system interference” means hindering or interrupting the functioning of an information
system by inputting digital data, by transmitting, damaging, deleting, deteriorating, altering or
suppressing such data, or by rendering such data inaccessible.

‘data interference’ means deleting, damaging, deteriorating, altering or suppressing digital data on
an information system, or rendering such data inaccessible; it also includes theft of data, funds,
economic resources or intellectual property.

‘data interception’ means intercepting, by technical means, non-public transmissions of digital data
to, from or within an information system, including electromagnetic emissions from an information
system carrying such digital data.

YA S—BEEDE 1 2555 1 TN BN b O e T 05333, LFOWTh

DG

@ RRFIEEN OEATES), MHDY—E R, RAlROEZHERE, ALORF T AT
LK DbD% G, FEAEUTIRSLOMH, B, fBS 3 RAL

(b) FEZZFTZBRNBLITEN, EFERE I TR

© BRI DAEREIDE;

d) EE, BRFEIREI I EED NSRBI LD E D L0728, AU IR
DH;

€ WNEHBHEAIZOMDFDTIOIT, NIEF I TR AREIIF RS,

() TSN T —2O%L LI F213 7 — AR EO BRI, F-1%

Q) T eASNTEE OGSO T —Z DIE,

The factors determining whether a cyber-attack has a significant effect as referred to in Article 1(1) include

any of the following:

(@ thescope, scale, impactor severity of disruption caused, including to economic and societal activities,
essential services, critical State functions, public order or public safety;

(b) the number of natural or legal persons, entities or bodies affected;

() the number of Member States concerned,

(d) the amount of economic loss caused, such as through large-scale theft of funds, economic resources
or intellectual property;

(e) the economic benefit gained by the perpetrator, for himself or for others;

()  the amount or nature of data stolen or the scale of data breaches; or

©

the nature of commercially sensitive data accessed.
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Fag
Article 4

1. AEERENE, BRRICEIPESIUIZLL FOF D S E O E I NEL Fo e A s 528
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(@) IR E T LRI — T B CRHTA£05 TR

() TEAZEDDANELAC I BRI T, DI A2 FHET D2k, WFT D28, Th
\CBINTH28, TNAETRIET DL, BT 228 b LT T D2 FTE DL
AR T DHILh G0, TAN—BEEE TR O AN — B R TE 4,
Bt LITEMOMBIAARIET D HARAF T EN LS ONHEZ T D EIRA;

© @KEWNbIZEESNAELEREL O HRA,

Member States shall take the measures necessary to prevent the entry into, or transit through, their

territories of:

(@ natural persons who are responsible for cyber-attacks or attempted cyber-attacks;

(b) natural persons who provide financial, technical or material support for or are otherwise involved
in cyber-attacks or attempted cyber-attacks, including by planning, preparing, participating in,
directing, assisting or encouraging such attacks, or facilitating them whether by action or omission;

() natural persons associated with the persons covered by points (a) and (b),

as listed in the Annex.

2. 31T, FRREICL, YikEkE B B OE R YEAEREOE T ANET A LA ST
BT EHFRNTIIRBTR,

Paragraph 1 shall not oblige a Member State to refuse its own nationals entry into its territory.

3. 1 I, EEEEOFHEI I TERED RSN DGA, 370bh, LLFOIITHRS
VoY i i A E AN SR
(@ [EFEYRBIHERERRORANEEL T,
(b) EFSEEIZI S TBMESIG LIIHESNAERESTHBORANE LT,
(©) FHENUERE 52 DEBRHED FIZHEW T EE
(d) P—<IEET ST AUHE) EAZVT EORICRifESIZ 1929 ORISR (GT7 /1
B2,

Pragraph 1 shall be without prejudice to the cases where a Member State is bound by an obligation of

international law, namely:

(@ asahost country of an international intergovernmental organisation;

(b) asahost country to an international conference convened by, or under the auspices of, the United
Nations;

() under a multilateral agreement conferring privileges and immunities; or
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(d) pursuantto the 1929 Treaty of Conciliation (Lateran Pact) concluded by the Holy See (Vatican City
State) and Italy.

55 3 T T, ABRRIED BRI 2 b J#EA% (OSCE) DR ANE T o5 BT U ThiiE 952
EDRRNSHLD,

Paragraph 3 shall be considered to apply also in cases where a Member State is host country of the
Organization for Security and Co-operation in Europe (OSCE).

PN, 5 3 THETH 4 TSI DWEMBRANARRED 52 52 TOHAIZRN T, HIES
AT D,

The Council shall be duly informed in all cases where a Member State grants an exemption pursuant to
paragraph 3 or 4.

N8 FOBR RO MBEMARPLE L CTHA T IE S ESNDGA, F21E, BURFHEA E21 3R
A XS THEESNG LUTHRARSNAEAEZIE OSCE DOFHRICBITDiRe/m> T
HHEREIZ L TRANSNDEATHH T, A~ DB OV EE 5, HillR
FEEOECR H 0% EH CHEE S 2 EGERIREDM T A B~ DR TR U CEXS b
SNAEE, FEREE, 5 1 HO FICBW Uz bnAHED A 5.2 155,

Member States may grant exemptions from the measures imposed under paragraph 1 where travel is
justified on the grounds of urgent humanitarian need, or on grounds of attending intergovernmental
meetings or meetings promoted or hosted by the Union, or hosted by a Member State holding the
Chairmanship in office of the OSCE, where a political dialogue is conducted that directly promotes the
policy objectives of restrictive measures, including security and stability in cyberspace.

RERREN T, 55 L7 e A% 7O NEF 2 LmE s B2 A BT, 3 1 13
D BN THIZDNAFEED 0% 52 155,

Member States may also grant exemptions from the measures imposed under paragraph 1 where entry
or transit is necessary for the fulfilment of a judicial process.

55 6 THEITH 7 NI 90kwe 52 57 L2 S oAEN T, BRI, Emlc s
%o FabRE, SBROIRREDEHIDSZRND 2 3685 H NI 1 F7o i IO BRI O &
IV EGEDRARDNRNRY, B BT EH2SND, 72720, 1 FI IO PEFARL
BIDIGENIRANON LT, PR, WS EIRICIOFRRL, RROIRELROL L%
RELAGD,

A Member State wishing to grant exemptions referred to in paragraph 6 or 7 shall notify the Council in
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writing. The exemption shall be deemed to be granted unless one or more of the Council members raises
an objection in writing within two working days of receiving notification of the proposed exemption.
Should one or more of the Council members raise an objection, the Council, acting by a qualified majority,
may decide to grant the proposed exemption.

9. EB3IH F4E 6 BT HEITE 8 ITKD, HRNISIES A O R ERIE D fE
O NEFEIZ OIS ASIED T4 556, TOFFIIL, BiZF 52505 M
OGN Lo CIEZ BRSO RS IRES TS,

Where, pursuant to paragraphs 3, 4, 6, 7 or 8, a Member State authorises the entry into, or transit through
its territory of persons listed in the Annex, the authorisation shall be strictly limited to the purpose for
which it is given and to the persons directly concerned thereby.

ESE
Article 5

1. LUTOEBVORMRIAEESNI-EIREL, ASh, RS s A2 TOR S

FOEREIRE, BEsns:
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BN, IEERE TR,

All funds and economic resources belonging to, owned, held or controlled by:

(@ natural or legal persons, entities or bodies that are responsible for cyber-attacks or attempted cyber-
attacks;

(b) natural or legal persons, entities or bodies that provide financial, technical or material support for or
are otherwise involved in cyber-attacks or attempted cyber-attacks, including by planning,
preparing, participating in, directing, assisting or encouraging such attacks, or facilitating them
whether by action or omission;

() natural or legal persons, entities or bodies associated with the natural or legal persons, entities or
bodies covered by points (a) and (b),

as listed in the Annex, shall be frozen.
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VIR DB FTIRFEIRY, BIHICHEESNTZ FESRADLITIEN, IEFRE IR OF)
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No funds or economic resources shall be made available directly or indirectly to or for the benefit of the
natural or legal persons, entities or bodies listed in the Annex.

55 1 RO 2 B DOREHBINIEIY, MR EORESHEROH OHEEAL, MR &

DHSBEIANSEY CH AN D I9725:0FD FIZBW T, BRI 2E 4 LUTRA GRS LT
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L, MiFrov7ed bt 2 LR, ERIOFF R G2 Db & THHE L34S
HERRD I B RN HIMr o DARMLA RN L 72 2 & A S LT, B0 DT DI BT
HDEIT
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FENAZENEIXE IV CODERY, EFSEICHE> CEMERbRE 2523 2B LUXHE
HHRET X EERRRD 1 FEADIHNNET T2 D OJENHD IHNNDT=8,

By way of derogation from paragraphs 1 and 2, the competent authorities of the Member States may
authorise the release of certain frozen funds or economic resources, or the making available of certain
funds or economic resources, under such conditions as they deem appropriate, after having determined
that the funds or economic resources concerned are:

(@ necessary to satisfy the basic needs of the natural or legal persons, entities or bodies listed in the
Annex and dependent family members of such natural persons, including payments for foodstuffs,
rent or mortgage, medicines and medical treatment, taxes, insurance premiums, and public utility
charges;

(b) intended exclusively for the payment of reasonable professional fees or the reimbursement of
incurred expenses associated with the provision of legal services;

() intended exclusively for the payment of fees or service charges for the routine holding or
maintenance of frozen funds or economic resources;

(d) necessary for extraordinary expenses, provided that the relevant competent authority has notified
the competent authorities of the other Member States and the Commission of the grounds on which
it considers that a specific authorisation should be granted, at least two weeks prior to the
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authorisation; or

to be paid into or from an account of a diplomatic or consular mission or an international
organisation enjoying immunities in accordance with international law, insofar as such payments
are intended to be used for official purposes of the diplomatic or consular mission or international
organisation.

BIERTDHERRIEN L, MOORSRE R OWMNERB TR, AETHASWTER LR A2 diE

ERAR

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under this paragraph.

55 1 I DLOBHIFRINC LY, HREORESHEROOOHEBAL, LT ORMHIES 52 L%
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YELHWrAAGET D280, BRI DHIEIZ BT DA HECRE T EL /22 L,

By way of derogation from paragraph 1, the competent authorities of the Member States may authorise
the release of certain frozen funds or economic resources, provided that the following conditions are met:

@)

(b)

©
©)

the funds or economic resources are the subject of an arbitral decision rendered prior to the date on
which the natural or legal person, entity or body referred to in paragraph 1 was listed in the Annex,
or of a judicial or administrative decision rendered in the Union, or a judicial decision enforceable
in the Member State concerned, prior to or after that date;

the funds or economic resources will be used exclusively to satisfy claims secured by such a
decision or recognised as valid in such a decision, within the limits set by applicable laws and
regulations governing the rights of persons having such claims;

the decision is not for the benefit of a natural or legal person, entity or body listed in the Annex; and
recognition of the decision is not contrary to public policy in the Member State concerned.

BRI DA AEN S, AMOHERIE R O EE R TRL, AHIZIE W TR DIVIZRF 285

ERAR

31



Ee IR0 & 259 (202442 A)

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under this paragraph.

MRESHANDE 1 IR T HARABLITEN, EFAE M Lo CERE TR
ZRASIVRNZ E A BURERIED M IE LT ZE 2L LT, 36 1S, BIRICY RS- HARA
HLIREN, EFERE TR, SiZHARANSLIREN, T EFRE IR BRI S5
ST B KOD RIS SN DO TR BIR LT SNV TH T L2 T Tiizen
720,

Paragraph 1 shall not prevent a natural or legal person, entity or body listed in the Annex from making a
payment due under a contract entered into prior to the date on which that natural or legal person, entity or
body was listed therein, provided that the Member State concerned has determined that the payment is
not, directly or indirectly, received by a natural or legal person, entity or body referred to in paragraph 1.

ZDIHLFINE, EDOMDUIAR OSHFNNDE | FITED HREEICIRT D EE ThHHZ L2

ELT, 55 2 T, HRESAVZ FBEOLL FORNINIRL CREAL TiIen7au:
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(b) MEZOEENEE 1 RO 2 TIZED HHFEI IR T Dd01 707 H DG RcHffES v E
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© PRINESN CRSIIZE X BIRERENIC IV TR TRl RER RS LT, 1T B
HIWT T IR DN THIRRDS BRI L 72 3,

Paragraph 2 shall not apply to the addition to frozen accounts of’

(@ interest or other earnings on those accounts;

(b) payments due under contracts, agreements or obligations that were concluded or arose prior to the
date on which those accounts became subject to the measures provided for in paragraphs 1 and 2;
or

(©) payments due under judicial, administrative or arbitral decisions rendered in the Union or
enforceable in the Member State concerned,

provided that any such interest, other earnings and payments remain subject to the measures provided for

in paragraph 1.

55 1 B OV 2 TR, 8RO NJESHRD AR 572012, F2lL, ZDI72 3R/ U
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Paragraphs 1 and 2 shall not apply to the making available of funds or economic resources necessary to
ensure the timely delivery of humanitarian assistance or to support other activities that support basic
human needs where such assistance and other activities are carried out by:

(@ the United Nations (UN), including its programmes, funds and other entities and bodies, as well as
its specialised agencies and related organisations;

(b) international organisations;

(©) humanitarian organisations having observer status with the UN General Assembly and members
of those humanitarian organisations;

(d) bilaterally or multilaterally funded non-governmental organisations participating in the UN
Humanitarian Response Plans, UN Refugee Response Plans, other UN appeals or humanitarian
clusters coordinated by the UN Office for the Coordination of Humanitarian A ffairs;

(e) organisations and agencies to which the Union has granted the Humanitarian Partnership Certificate
or which are certified or recognised by a Member State in accordance with national procedures;

() Member States’ specialised agencies; or

(g) the employees, grantees, subsidiaries or implementing partners of the entities referred to in points
(a) to (f) while and to the extent that they are acting in those capacities.

897 AT 52870, 10, B 1 BV 2 T HOEABRIMZ I, ARk EDRESHERRD
OB, WD NGB SR AR A0, F2iE, NEDFERRFHEA X2 %
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DBEEFIIRFEIA MR, F-1%, —EDOBEE I IRFERAFIHTELIoT5
LEFFRILASD,

Without prejudice to paragraph 7, and by way of derogation from paragraphs 1 and 2, the competent
authorities of the Member States may authorise the release of certain frozen funds or economic resources,
or the making available of certain funds or economic resources, under such conditions as they deem
appropriate, after having determined that the provision of such funds or economic resources is necessary
to ensure the timely delivery of humanitarian assistance or to support other activities that support basic
human needs.
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55 8 TS SFFAlA RO D BREODSHAD A7~D 5 2685 H LIS, BEE DIBHHERRD &2 5%
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In the absence of a negative decision, a request for information or a notification for additional time from
the relevant competent authority within five working days of the date of receipt of a request for
authorisation under paragraph 8, that authorisation shall be considered granted.

BRI AN, ADRERIE R OBRMERB R, TOII7RFFAD% 4 BFLINIZ, 558
RO 9 D FITBUWTER BV FF A #iE T2,

The Member State concerned shall inform the other Member States and the Commission of any
authorisations granted under paragraphs 8 and 9 within four weeks of such authorisation.

FoE
Article 6
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The Council, acting by unanimity upon a proposal from a Member State or from the High Representative
of the Union for Foreign Affairs and Security Policy, shall establish and amend the list set out in the Annex.

BEARABLITIEN, EERE T B R ELR TR O TLa R ML T,
BT, TOFFEOBHZ G0, BRT D BARABLUTEN, IEEAREITMHIIL, £
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60

The Council shall communicate the decisions referred to in paragraph 1, including the grounds for listing,
to the natural or legal person, entity or body concerned, either directly, if the address is known, or through
the publication of a notice, providing that natural or legal person, entity or body with an opportunity to
present observations.

BREDMRHSIIZEE, T3, FEETHT GRSV e, BT, 55 1 |
\ORTIREZ IEL, 720, BRI 2 BARABLITEN, IEEREITHERI ST, Lo~
HRED,

Where observations are submitted, or where substantial new evidence is presented, the Council shall
review the decisions referred to in paragraph 1 and inform the natural or legal person, entity or body
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concerned accordingly.

E1E
Article 7
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The Annex shall include the grounds for listing the natural and legal persons, entities and bodies referred
to in Articles 4 and 5.
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The Annex shall contain, where available, the information necessary to identify the natural or legal
persons, entities or bodies concerned. With regard to natural persons, such information may include:
names and aliases; date and place of birth; nationality; passport and identity card numbers; gender;
address, if known; and function or profession. With regard to legal persons, entities or bodies, such
information may include names, place and date of registration, registration number and place of business.

E8E
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No claims in connection with any contract or transaction the performance of which has been affected,
directly or indirectly, in whole or in part, by the measures imposed under this Decision, including claims
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for indemnity or any other claim of this type, such as a claim for compensation or a claim under a guarantee,

in particular a claim for extension or payment of a bond, guarantee or indemnity, in particular a financial

guarantee or financial indemnity, of whatever form, shall be satisfied, if they are made by:

(@ designated natural or legal persons, entities or bodies listed in the Annex;

(b) any natural or legal person, entity or body acting through or on behalf of one of the natural or legal
persons, entities or bodies referred to in point (a).

FoE
Article 9

ZORTENEDDIEE DR i AT D712, WINE G, ZORGETED Dl E SHAIE
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In order to maximise the impact of the measures set out in this Decision, the Union shall encourage third
States to adopt restrictive measures similar to those provided for in this Decision.
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Article 10
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This Decision shall apply until 18 May 2025 and shall be kept under constant review. The measures set
out in Articles 4 and 5 shall apply as regards the natural and legal persons, entities and bodies listed in the
Annex until 18 May 2024.

555 05 1 BNROVE 2 TICBAS 25 5 556 7 RO 8 U RN L, EHIAS, 7>
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The exceptions referred to in Article 5(7) and (8) as regards Article 5(1) and (2) shall be reviewed at regular

intervals, and at least every 12 months, or at the urgent request of any Member State, the High
Representative or the Commission following a fundamental change in circumstances.
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EUE
Article 11

ZOWTENY, BEU B EOFDIROZ R385,

This Decision shall enter into force on the day following that of its publication in the Official Journal of

the European Union.
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HEFELIRAIEU) 2019/796
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Council Regulation (EU) 2019/796 of 17 May 2019 conceming restrictive measures against cyber-attacks
threatening the Union or its Member States (OJ L 1291, 17.5.2019, p. 1-12) D73 Ak GER) (£ 3T
FIRRA AT,

JESLDOTFH AN AFTEAHY AR URL 1%, FitDEBTHS,

http://data.europa.euw/elireg/2019/796/0j
[2024 42 H 8 A

1. EELHRAIEU) 2019/796

FREAHHAIEU) 2019/796 (%, BLEFATE(CFSP) 2019/797 (OJ L 1291, 17.52019, p. 13-19) % J4
T5H120D, EU DIESTHD,

BREHSPRE(CFSP) 2019/797 OHiTSC(10)i%, Further action by the Union is needed in order to
implement certain measures | &3R~~TIHY, ZOEHEEFHIAIEU) 2019/796 DNEFE ED
BRI 72> TNDEBZ DD,

PREZSRIE(CFSP) 2019/797 Z 4V HALE, BRIMES GRS 29 Sz \EIEOTEAARILE LT VD,

R CIERGR EObO LU TERLUILGE, WA LOMEEL T, BFSIRTE(CFSP)
2019/797 1%, #E (Decision) THHD T, =~ LDOTEAFIRE L TIIRMEA O BEFE0D 21455
R DIEFEDZETZRDDITHL, BEEFRAIIEU) 2019/796 1%, Bl (Regulation) THHD T,
EU O#3 (Institutions) , E#% (Bodies), F+#5/5) (Offices) M UNFR /R (Agencies) 7217 Cld72<, BU @
A TCOREEKRE (Member States) | 23U CEBA TSN S ES THD,

ZOZHE, BIEEAHAEU) 2019796 DO 19 40155 4 TR CE A T
SH1% (This Regulation shall be binding in its entirety and directly applicable in all Member States.) |&
DEEIUESTHEISH TN,

LZAN, BEFEAHIHIEU) 2019/796 LBEEEE(CFSP) 2019/797 DN HlgdgatL TAHb e,
(D72 228875 2730 ) AL CUNDER A 24880 % L RIRFL, BRI TE (CFSP) 2019/797
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DOHNZNT A S —E T D720 D FARF Y oWl % TED BT O DZRIEE T Tl37el, %
DORAAE FEES DI DZTEE U CHSR Al R S EL 250 E T,

UL, BRESRTE(CESP) 2019/797 1, R (Regulation) Tl72<IRE (Decision) THHDT,
DISTLFHEER D L\ P ATRE R SPADERE B 6L CE S VD IERARIML 720 28T
725, Fiz, HESHHIEU) 2019/796 OSRALHEFAE(CESP) 2019/797 SRSHESIAE ORI
WA JEDAHES D85, T DOTEZERR BN TEDINTEZ HREDNTONWTE
AERERSIDIZN,

FFM CBLSR7ERGERE LT3R LT, BFEASHRAIED) 2019/796 [ ONEEF237-E(CFSP)
2019/797 7200 TlI72<, —MGmEL T, BUTAHET DREETOFHILN DI EIRTID 2 S0k
B AL C D e, FOINEA D SIS L L COREERICIBIT HHONEA S0 B AR
YRERBRS N HVIFHEHERIS D,

fF 23T, BRESHHAIEU) 2019/796 OiiExISREERTHSRICEEL T, HE R
DIRDENDEH D 0D,

BN, T AN—BEEOWE A EF T HEEFSHIAIEU) 2019/796 D 1 555 2 L, EU O
FEDEZFFHA RS2 —EDER, 5 —EDHEEDIEN, F—=IHOEZHER%FOEE
IRETITE = EE N B REORE B TE T AREE ST I LRGN TH D,

EZAD, [AHERIOE 18 SRy, [FHANT, —in7sEiERoF IR OVE A FZ=0 FHIC
PV, JFRIIEL T, BU ORSRKEIDEZE BHAIRT D ERA, A, IEREE TR T
FrE FHSIVORER, [FRIHIODEE 15 ST0E> TRABRRIEDS ED HEHEE O SO L £,
JFRNEL T, BU ORSKEDEZF FHAIRT 2 BN, BN, IEFARE IR oL T
HENAZE725,

1Ek, AAED BhaL s By VLA S I D BREEaSCHI IR LA D e L7V EfRIR O FASE
NIRRT DR AR BT ARG A E e D0 D I 7 MR X RSB DR
DT TIIR2VOT, BET & THD,

H AEBIFO BREAA 773 EU OAZBER DOtz a5 512 RIC Thd,

728, BEDTD, FIEEATECFSP) 2019/797 LFEHAHHHIEU) 2019/796 OxtlsEHRD>E
ZRLUTHRLIEIZT 2,

H= I PR RTE(CFSP) 2019/797 PREHARIEU) 2019/796
YA —BEEOTES EAES 11 T~ 6
U AR - A E R — #1854
FIRBOES: #2454 CES R
FHREDIBINESS - H1RERH
T B BRI IRES H2 4
PNESE Sl im A% I a4k
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G MO EIROwS

554 1, 52 1

FRES AR R

BHEORIGEEDEH — H35EE3H
AT D ST DS S DT EERES TRRE R S
JREE 2 e SR EERES 2R RS
THERITO #5503l HSSHESE EES
FIEDORAES IS NEEOLEE) | 85556 RS

BREE RO TS — EIRES
TR RRE T2 - - AR S

HHELBSE T D EOEE — 105

T FIERE DRTER OV ANDIERL EAES EBRE SR
RS DR TEDFRHL 7% H14 5

WA PR T DHEE RGO | 8 4 ESIES
ERRIE R OWRMZ B 1 1R - EAVES
BRI DG E O 9% -

FEREN - LD HIEHEOEIR - #15%
AT —2 D54 - %16 %
TEEHEROBH IO EEL R — EAVES
REL EAUES F13 52 H~R 4 TH
FUELEBIR T D R — B3 455 51
5 ERIES F195

. BETRIERUCHITDEFRAE

ZDOBEBFRIZI U TIE, Corrigendum to Council Regulation (EU) 2019/796 of 17 May 2019
concerning restrictive measures against cyber-attacks threatening the Union or its Member States (OJ L
230, 17.7.2020, p. 3DITEDHEERD IESUTHAD<HESFRAIEU) 2019/796 ORI (recital) & OF
43 (articles) AR AL T2, SAROMEA BRI AN BT, BT (Annex 1) OFRHNTHIFZLT,

Fiz, RO SO LML, BIFEIT (Annex 1D OFRHIBEIZEL,

ZDOBERICBN IR TG T80T, 72720, R Fornd D2 L0 e E s
B0 CRREPICBAIL I, JROCE AR SO Fo v e B LT,

ZOBERL, HLETHLEESHANEU) 2019/796 OFAVRFRR T 5, AAGRTHHEERRTH

720N,

ZOZERL, BRI DI E R Db D T D, Bk, TITHIIEATRDTRIRL
LTEIES _EEDE IR LT, TORFRIZIRWT, BETRREFE VR &N EDDEHR

%ﬁ‘éo
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SEROFHNERL QIFERIEL THERETDZEE LD, HAROFE T AAZEI 2012V
EATCBEIL QI SRhea S B L,

ZOBERITGRIEI, BERTTHLIMNEL, £ TURETHD, FREZIZ AP0
U ST OFRHOFRR) DI WERRESNA BN AL T, SELZSUT, &
EARERICB W THEEL - FE | 0P CRE Iz A2 L2 Lz,

AT SEEL, 430D B(point) DA —HVERE LT, 20, Tpoint(a) & #i(a) 5 T
HEN, 15115 12EMEL, (@)Lt Do,

ZDOBERT, Bur-lex DT —F YR FHGHZES T THERRLT-.

. BEFFICBLVTEREL-FEHR

ZOBEFIFFSHAIEU) 2019/796 OIIRETII RO T, BEDHH &IOS TE ik
THZLLERT, MEITEC CRINTAIRU T LTSGR D2 &L,

ZITUE, FRTRIIA A RN ERRER TR VN ERRIFS VD fERMD O L tETA UL T, 2
DBEFIEI I TR E L FHE AL T D,

x 3k %k

FREEHIRIEU) 2019/796 D 1 54556 2 TH(c)? lare carried out by any natural or legal person, entity
or body established or operating outside the Union | ED &L, RNFER7R LE TR THHEZ X
Hb, HIRAIZBIL Cloperating |IXARAZLZRV Y, ZAUSE, FEARNTIEN F 1T M BT 5
FETCHD,

HEESHNAIEL UL, Tare carried out by any natural or legal person, entity or body resides or locates,
or is established or operating outside the Union | CTé#»%,

7220, ZOZEFRTBNTUL, XD FFRET D8I,

PHEAHRIEU) 2019/796 D 1 555 2 TA(d)?D Tare carried out with the support, at the direction or
under the control of any natural or legal person, entity or body operating outside the Union | & D f&iFTI L,
RFERIRLEIATGFLTHHEEZZALND, HIRNZBIL Tloperating) 1 ZRNZLZR Y, ZHUS,
AENIENFI N TRRRAASETTDREThHD, THEFRIRAT, 55 1 545 1 THOIIFIEL TV
lestablished or |73 /KIF TV 5,

HEESNAIELU UL, Tare carried out with the support, at the direction or under the control of any
natural or legal person, entity or body resides or locates, or is established or operating outside the Union |
TdHD,

ZOBEROVEAEETITIW TR, TRINEGDIMNZSHS HRAB LUTEN, R EIT
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HRR | S EARTAIEGEZ -, e LE AT ThA L OfERA R L- T, & 1
S5 1 (o)L [FRE, ZOBERTRBWTUL, JFXOEERHT DL,

FRERAHIAIEU) 2019/796 D5 4 5:56 1 TFEEOHIZEH 5 lor the making available of certain funds
or economic resources | & &I, lor the making available of certain frozen funds or economic
resources | DRAGEE LD,

72120, ZOBERTBOTUL, XD FERIET D8I,

Corrigendum (OJ L230, 17.7.2020, p. 371, ET1EAATHZEF4LE A0 ToY, 2TIERTOBIES
FHHIEU) 2019/796 D5 4 2555 1 TH@Q)DEZSLD STHELW MRS D,

BIZIE, BN, EEERETERRCEN BARCELTE, (BRATII W0 C) M 6 15K
HIBHVIFR, Ez, IEASHRROIEEEFO BN, B TIPS TORWRD, Z26%
HEBFEDOHHEE WO HIFRHE O RGL25720 0,

PREAHHIEU) 2019/796 D 4 455 1 TH(@)Oii S 720155 D1, BN, IEFRE I
FHR DR —, B, PRBEE R OVASEEKETH D73, ZAUBIZBIL QI BRI, S
FED7=0 D@ F O E LU CRIESIEDIEADO @SR HTO H 2 OHERFOT=0 DOE X
T YIREEIL, AT ER BRI T DA —E R0 SN SRR
ZHODT, 54 5555 1 THCO)MNEMIZRY, 554 555 1 TH@OBEHITA,

PG5, BHSHIHIEU) 2019/796 DF 4 5655 1 TH(a) i, bibl, 554 55 1 He)LDRIZ
BIOBESIEEIN D AL TETVRNEW AN BHET HEZZ LD,

TS5, FIEEEHHEU) 2019/796 DF 4 5555 1 THEREAT DI 7413 KB THE
%K, TS Z TR TA% AR ET 25 9 S350 QD ZOAUIBE T 25 m JRE T
2o

72121, ZOBEFITIB T, Corrigendum (OJ L230, 17.7.2020, p. 3L AT IEBOHEEHAH
HI(EU) 2019/796 D 4 5555 1 F(a)DJF LD EFR T HZ LU,

EESER
PRHRITEIRTE(CFSP) 2019/797 DZEF L, IELERMEE 9 &2 5 1~37 HIZhD,
ATV RGBS S JOIN(Q018) 14 final DBEFR L, {EEEHMEE 3 & 11 5 178~198 HIZH
Do ATV R72EE0EE JOINQ018) 16 final DBERRIL, EEIHFHMES 3 59 5-281~295 HIZH
2o
HIHI (BU)2016/679 (7 —2(REIH1) OSEFR-FETI L, 1EETEHMEE3 55 5 1~114 HIZh
%, HHIEUR018/1725 DZEF T, EEFRMEE4 5 1 5 1~81 HIZHD,
ZDOBEFROVIFZE AL, FEFRIEAK ST 7)) OB %457,

% %k %

42



Ee IR0 & 259 (202442 A)

BREESF- X T DEREICERE5A 5 Y/ \—HEICh T HHIREEICEET 5
2019 £ 5 A 17 HOHEELIRAI(EU) 2019/797

Council Regulation (EU) 2019/796 of 17 May 2019 concerning restrictive measures
against cyber-attacks threatening the Union or its Member States

MRS DOFIHERT,

MRS OREREIZBI9-2555K, KO, VDI RIZKIODE 215 ST,

RIS 7 3 OREREN A 52 DA/ N — BRI ZHT T SR ELC RS9 2019 4F 5 H 17
H OHEFEINE(CFSP) 2019/797H Z8Ex,

AW B OV R BORIZ B9 DR MBS0 _ERRARER L ORI R B 20 OO IR S 7,

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 215 thereof,
Having regard to Council Decision (CFSP) 2019/797 of 17 May 2019 concerming restrictive measures against
cyber-attacks threatening the Union or its Member States "),

Having regard to the joint proposal of the High Representative of the Union for Foreign Affairs and Security
Policy and of the European Commission,

Whereas:

(1) 2018410 A 18 H, RRMEEFIT, 2017 426 A 19 HOBEHRGEZAHINLC, BRIMESOH]
FRAEEDHEES LD T EITLD, A —BER T D720 B O A/ — IR AR 578D
DREI N BT DVEZEA KD DURFEA PR LT,

On 18 October 2018 the European Council adopted conclusions which called for the work on the capacity
to respond to and deter cyber-attacks through Union restrictive measures to be taken forward, further to
the Council conclusions of 19 June 2017.

(2) 201945 A 17 H, BEFAIL, IRTE(CFSP) 2019/797 ZHHRUT-, IRIE(CFSP) 2019/797 1%, ERM
WA 32 OREREN e DM DO B D RIS O A — BB
FNT 57280 O AU T DT8O DRIE AL T IR E O A 55T 5, C O E
IR DAEN, B ORERRE, RIREDBIRIS ZEESID,

On 17 May 2019 the Council adopted Decision (CFSP) 2019/797. Decision (CFSP) 2019/797
establishes a framework for targeted restrictive measures to deter and respond to cyber-attacks with a
significant effect which constitute an external threat to the Union or its Member States. Persons, entities

LZOBEHD 13 BB,
See page 13 of this Official Journal.
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and bodies subject to the restrictive measures are listed in the Annex to that Decision.

ZORANZ, HAR MR ZEEL, 720, MINES O SEAMEE TS > TRROLIVTZHAR
All, L0, SR M VA 2 B MR N BN T —Z O ERSEOMER A S5,
ZORANZ, ZNLDHERNZ > TS~ THD,

This Regulation respects the fundamental rights and observes the principles recognised by the Charter of
Fundamental Rights of the European Union, in particular the right to an effective remedy and to a fair
trial and the right to the protection of personal data. This Regulation should be applied in accordance with
those rights

EE(CFSP) 2019/797 DRIFEREZREL, WEL LK ONRIET 720 D7 mvAlD—BMHAMdrT5
72, ZOHANDRIHE T DYANMFE R OUET HHERT, S Lo TSN ARET
HD,

The power to establish and amend the list in Annex I to this Regulation should be exercised by the Council
in order to ensure consistency with the process for establishing, amending and reviewing the Annex to
Decision (CFSP) 2019/797.

ZORRRANDOFEZBEIL, A0, RN AP BT DI RO I AR 5720, Z D&
BB OREFFEIRDZ ORI CHFES LD BIRAKOVEN, TEFARIE NSRS BR T2
BRRROENLSNDRET —2 1%, ARSNHRNETHD, AT —F DI, Folliis K
OO FIAIEU) 2016/679 K OHHAIEU) 2018/1725%%8519 <& T,

For the implementation of this Regulation, and in order to ensure maximum legal certainty within the
Union, the names and other relevant data conceming natural and legal persons, entities and bodies whose
funds and economic resources are to be frozen in accordance with this Regulation should be made public.
Any processing of personal data should comply with Regulations (EU) 2016/679® and (EU) 2018/1725

2 AT — 2 DORIRERFES D B IRAD IR O E DT — 2 OIEDIR BN BT 5, WO, 155

95/46/EC 71 2R M OB S22 2016 424 H 27 HOBIAIEU) 2016/679 (—x 7 —Z LRaEAHHID

(OJL119,4.5.2016,p. 1).
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).

3 RRNESORE, Ak FHRME ORI OEAT —2 DB BT 2 AR DIRSEIZ BT D30

(ZZDT = ZDIEDTL SNBSS, W, HHIEC) No 452001 JUVRTE No 1247/2002/EC %52

(TR N M OB 0D 2018 4 10 H 23 HO#IHIEU) 2018/1725 (0T L. 295, 21.11.2018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No

1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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® of the European Parliament and of the Council.

6) HERE R OWMNEERE, ZOMANZLVFHECLHTENL O ZOBRILOBIMRIZ I T Y%
HERKE K OB ZE B 233 B BRI CE 52 Dfthod BRhaHE A AR AL g3 ~& Th 2,

Member States and the Commission should inform each other of the measures taken pursuant to this
Regulation and of other relevant information at their disposal in connection with this Regulation.

(7) AERRENE, ZOBRIDZTADERA TR CEASNAHIFRIC BT 2BUEZED, 73, X
AN LS N DT LB ERIT T _ETHD, BT, FIITHY, LBRITHY, 7>,
IENDBHLLED THHRETHD,

Member States should lay down rules on sanctions applicable to infringements of the provisions of this

Regulation and make sure that they are implemented. Those sanctions should be effective, proportionate
and dissuasive,

LLEDERDTHLHDT, ZOHANEEIRT 5!

HAS ADOPTED THIS REGULATION:
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1 ZOHRANT, BEANCERR B OB N AN — KB G, BRI
AN—BEETEH T, BES F7TE OHRIEN D8 D O BRI b D%
LGS,

This Regulation applies to cyber-attacks with a significant effect, including attempted cyber-attacks with
a potentially significant effect, which constitute an external threat to the Union or its Member States.

2. BN OOBBEAIS DY A N—BEH T, LU F O A —K R A G

@
(b)
©

(d)

RRMIEADOINCTHAEL, F2I1E, RRMES OIS CHRI TSN A/ — I8,

MRS DIN DDA 7T 2RI DA N —HrH,

MRMEA DM ES B E2 I IRMNES DA TERASN TOD BRRALLTIEA,
FRE TR o THATS NI AR — B 213

MRMEA DN TIEASN QWD ER AL LITIEN, IEERE T 2k, 2o
FERIzdn, F20%, 2O FIZBWCE TSN A 3 — I,

Cyber-attacks constituting an external threat include those which:

@)
(b)
©

@

originate, or are carried out, from outside the Union;

use infrastructure outside the Union;

are carried out by any natural or legal person, entity or body established or operating outside the
Union; or

are carried out with the support, at the direction or under the control of any natural or legal person,
entity or body operating outside the Union.

3. ZORMIDIZDIZ, P ASN—BI T, LLFOWT N EET T8 ThH> T, TDIITANY
AT D LLIELT —H FAFE O—EORA L TEIXE NS OMER [t ST L
STHIEITHERRE 52 HIUCURWG D, F20E, BRMEATED LIXBHR T HRLEERD T
BOWTIASI WD ThHD:

@)
(b)
©
©)

[ AT LA~DT T A;
THH AT L0,

T —AOWE F I
T—XDFZ,

For this purpose, cyber-attacks are actions involving any of the following:

@)
(b)
©
©)

access to information systems;
information system interference;
data interference; or

data interception,
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where such actions are not duly authorised by the owner or by another right holder of the system or data
or part of it, or are not permitted under the law of the Union or of the Member State concerned.

RERRENZ R DB A AT DA S—BE8E, sth, DAoL 0 LBhEDIF RS AT LI

WA 5.2 DY AN— A G

(@ EE—7 NV EOFHITITS BT Mitae a6, oD EEHREORERE, F7213,
N& DR, 224, 22 M O EF-13E B BIF7RIRIEE {57200 IR AR
TRWGBAL T

(b) MEDIAIEEN G OV E SRS EIOHERF DT D |\ I T2 —E A Lol S, = LF
— (B, Al O R) jHink (ize, $E, K EROVER) 89 T, SRl 77
(BT A F JRBE R OMBEERD) ;BB DB R OVRL ;T 2 2V A 75 DA,
AFONZ, ZHSOERRILIZNGD, BIREREZ > TEDEMNC T L —E R

© EVbUT, Btk 8, KO, AR IS E A G, [EISREREO RS, Fa &
ORI 7 7 ORA8, WNOIRZDOF5y8, WONS, AMHENC L5/ % &0, xiok
BRD BT, MEDIEGHSEE;

(d) BEEEHROTER S LI, F1 %

() BUNOEEIST —2,

Cyber-attacks constituting a threat to Member States include those affecting information systems relating

to, inter alia:

(@) critical infrastructure, including submarine cables and objects launched into outer space, which is
essential for the maintenance of vital functions of society, or the health, safety, security, and
economic or social well-being of people;

(b) services necessary for the maintenance of essential social and/or economic activities, in particular
in the sectors of: energy (electricity, oil and gas); transport (air, rail, water and road); banking;
financial market infrastructures; health (healthcare providers, hospitals and private clinics); drinking
water supply and distribution; digital infrastructure; and any other sector which is essential to the
Member State concerned;

(€) critical State functions, in particular in the areas of defence, governance and the functioning of
institutions, including for public elections or the voting process, the functioning of economic and
civil infrastructure, internal security, and external relations, including through diplomatic missions;

(d) the storage or processing of classified information; or

(e) government emergency response teams.

PRI A 032 fH A D VA /S —BCEE, BRMGE S OREES, FRE, 5RO,
RRIMEES D 5 = [~ E T XEESHRE, RN 5o HaiZe LR ERLECR (CSDP) D
TEFNEONSZ DA HH K ORI MBS OER DT R CIEITSND AN —BBEA G T e,

Cyber-attacks constituting a threat to the Union include those carried out against its institutions, bodies,
offices and agencies, its delegations to third countries or to international organisations, its common
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security and defence policy (CSDP) operations and missions and its special representatives.

BRNBEEZHIDH; 21 e BREAIA O @I NE LR LRFECR (CFSP) O H V& RS %7
DOIZHEETHHEHWHEEIE, ZOBRID MZSHDHMIFRAEL, 55—/ EESHm
U CHEKRRZEA D DT A= 3 D6 B W Th IS IUS2,

Where deemed necessary to achieve common foreign and security policy (CFSP) objectives in the
relevant provisions of Article 21 of the Treaty on European Union, restrictive measures under this
Regulation may also be applied in response to cyber-attacks with a significant effect against third States
or international organisations.

ZORRIND BHIDT=DIZ, LLFOESE SHEASNS

@ [MEHRS AT L) ETL, HasE I I AR ST an i L X B AR Cho T,
MR | FTTEEOLON, Medhan 71 Rt OE, I, (R O%ERE
BEO HIOT=0IZ, 77T NIED, T8V T —H % HEIRNCEEL , 77, Mik%
PREINT SRR S o CREBMR S, ARSI, RSN E M mikSN =T VH
VT A% HEN R 25 DO Z L2 ERL ;

() MHEHRATLOYEILNL, TUXNT —Ha NTTHZEID, ZDIH7aT — 2 Ari%
THZE, BRI DL, HIFRT DL, HfbstnZl, WETHZELLIIIIET A8
X0, X, ZDIH70T XTI BATEIRNINTTHIEID, 1HHR AT 2O
B ENRAZEE AT A LA ERL;

© [F—2DiE LT, HE AT L ECHDT VAN T —2%HT DL, BET 5L,
PASEDZE, WETHZELLITIET D28, F20d, ZDIH7eT —XZT /8 AT
RN TDIEEEML ;T —2OUEL, T—4, B4, B EIRE I EED U
Bhatebnll;

@) [F—=FOFz L, 1HH AT DR 5, HH AT LD E IR AT LD
IEABID T —25350, Biie PRS2 OZ LB, TDIH7eT VAT —
K DIEFH AT DINDOERGH 2T 2 aaie,

For the purposes of this Regulation, the following definitions apply:

(@) ‘information systems’ means a device or group of interconnected or related devices, one or more
of which, pursuant to a programme, automatically processes digital data, as well as digital data
stored, processed, retrieved or transmitted by that device or group of devices for the purposes of its
or their operation, use, protection and maintenance;

(b) ° information system interference’ means hindering or interrupting the functioning of an
information system by inputting digital data, by transmitting, damaging, deleting, deteriorating,
altering or suppressing such data, or by rendering such data inaccessible;

(¢) ‘data interference’ means deleting, damaging, deteriorating, altering or suppressing digital data on
an information system, or rendering such data inaccessible; it also includes theft of data, funds,
economic resources or intellectual property;
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‘data interception’ means intercepting, by technical means, non-public transmissions of digital data
to, from or within an information system, including electromagnetic emissions from an information
system carrying such digital data.

ZORRID BRIDTZHIZ, LLFOM YR ERDEHS S :

@)

(b)

©
@

©)

()

©

GER &, s EO TRV T RSN S E [T, 2806 LUIAEO T

BT, F20T, L LIIASBEBIHRL T, ZOMBIDINI DG BTE2I3F DRI

WA TONIZFEROZEAEIRL, 1730, L0biT, LFOLDE & I

(i) B LIIZBO FITBWT, F20T, 20 LIFAHEBIRL TRAL QD FE
) e OV B

(i) VIVRDIZRETHI, PRIHEHE, RAEEE I B AAHEOIER S350 A2k
HaheR;

(iii) FIFEIIAVEBIRT DEA RO DEEK;

(iv) BGEROFEK;

(V) FEFERAPRO FUILAGAE D, [T EX 52 Ok, (hEEE £
T3NS L IO AGRET T8 T2 R DK ;

BRI L1, DS R E IR0 Y EER T bz 1| HLLIIHERED

B 1 A D 26855 AR T D0 0 2 0T, 2 COTERE M OV COUERIED AT

DZEEERL ;20 BIOT-DIZ, [FINE, B EHSI 0L DO TH L) EDE T,

PRAHEME, (RAEE- 1T, L0bl), EEEIHES N OEAE, ONS, Si%sdibn

TZRWTE AT LEAE BIRL TRAL QD B 5 7

[RRESHERRDBHOFEEANNE, B INIZYE69D Web WA b TrREILCQUOVDIBERIEI D F#sHE

FROBHHFEREID LAFRL ;

REEIR 21X, A CTHONEI CTho)>, BE CHIREE ThHL)E[ T, &7T

DOFFEDOEPE TH>T, BE&TIIRVD, B4, Wb E T —E AEGHT DI HE

NWELLDODZ L2 ERL ;

TR EIRA RS2 1818, WDRDTFEICBWTHE S, WiihEi-3—E 251557

DITRFEIROR AL 9 D2 LA ERL, RO EIREIGE T HZl, BT HoeF-

TR DL LD A E BTN, ZHDOIZRESIVT,

[EBABHET D180, LBy 5, B8, e, (0, ks, FeEb LIISH D

EHRZITAEAFD LR BT O R LB LOBE), Biis, EIE, i, 77EALLL0%

BB 12814228, £20E, R— 73 UAOEHEED, BoeEHHTE5I0UE5L

VRFEDMDEEZERTHZ LA T,

(G4 L3, 2 TOREO ARG, OFREZERL, LLTOLOZEETe)s, ZHHIZE

ESILT

(i) B, /NUIF GEEHE, HEF, BERAR R OENLSND SHATFE;

(i) RSB EITENLISNDIETIRA~DOTEN, DS, B0 OMERS;

(i) MOy, MZ R 5HAE, RUR, J—b, BTG, AtHERE O
BRRAERGSRSE 0, ABANR OFEARCHS [ SN D AlRES R OMES:;

(iv) BPEOFIT, Bi4E LUTZ NSO FI TG PN HRAET D LUTEFEND
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ARSI,
() 515, FEROHMER, P, B TR 2 3 IS D SR
(vi) 1EFR, IR OB I ON
(Vi) BEF I TESIROF RSO 74 3,
MBSO ) L, SREHRIED 22, BONEA SN DAIED FIcks
VN, YRR EN R TR S S50 38 FTRE AR E O D Z L2 BT 5,

For the purposes of this Regulation, the following additional definitions apply:

@

(b)

©
@
©)
()

©

‘claim’ means any claim, whether asserted by legal proceedings or not, made before or after the
date of entry into force of this Regulation, under or in connection with a contract or transaction, and
includes in particular:

() a claim for performance of any obligation arising under or in connection with a contract or

transaction;

(i) a claim for extension or payment of a bond, financial guarantee or indemnity of whatever

form;

(iii) a claim for compensation in respect of a contract or transaction;

(iv) acounterclaim;

(v) a claim for the recognition or enforcement, including by the procedure of exequatur, of a

Jjudgment, an arbitration award or an equivalent decision, wherever made or given;

‘contract or transaction” means any transaction of whatever form and whatever the applicable law,
whether comprising one or more contracts or similar obligations made between the same or
different parties; for this purpose, ‘contract’ includes a bond, guarantee or indemnity, particularly a
financial guarantee or financial indemnity, and credit, whether legally independent or not, as well
as any related provision arising under, or in connection with, the transaction;

‘competent authorities’ refers to the competent authorities of the Member States as identified on
the websites listed in Annex II;

‘economic resources’ means assets of every kind, whether tangible or intangible, movable or
immovable, which are not fnds, but may be used to obtain funds, goods or services;

‘freezing of economic resources’ means preventing the use of economic resources to obtain funds,
goods or services in any way, including, but not limited to, by selling, hiring or mortgaging them;

‘freezing of funds’ means preventing any move, transfer, alteration, use of, access to, or dealing
with funds in any way that would result in any change in their volume, amount, location, ownership,
possession, character or destination or any other change that would enable the funds to be used,
including portfolio management;

‘funds’ means financial assets and benefit of every kind, including, but not limited to:

(i)  cash, cheques, claims on money, drafts, money orders and other payment instruments;

(ii)  deposits with financial institutions or other entities, balances on accounts, debts and debt
obligations;

(i) publicly-and privately-traded securities and debt instruments, including stocks and shares,
certificates representing securities, bonds, notes, warrants, debentures and derivatives
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contracts;
(iv) interest, dividends or other income on or value accruing from or generated by assets;
(V)  credit, right of set-off, guarantees, performance bonds or other financial commitments;
(vi) letters of credit, bills of lading and bills of sale; and
(vii) documents showing evidence of an interest in funds or financial resources;
‘territory of the Union’ means the territories of the Member States to which the Treaty is applicable,
under the conditions laid down in the Treaty, including their airspace.

YA S—BEEDE 1 2555 1 TN AR B b O e T 2533, LFOWTh

DG
@) FEAEER OHES), MDY —E X, RNAIROEFHERE, ANEOBSF 3830
LA Db D% G0, FEUTIRELORE, HE, B IRAE
(b) FEESIT-HRABLITEN, EERE TR
€ BIRIDAEREDE
(d) e, RREEIR R IR PEED KRB BN S D556 D 1978, FEELT-RRERRR
DH;
€ IEEBHETEDOMDEDTDIT, MEFIZL> THROREIIRE;
(H  EEESN=T =20 LIIMHE F3 T — AR EOHWE, F-0%
Q) TIBASNIZREE OISO T —2 DA,
The factors determining whether a cyber-attack has a significant effect as referred to in Article 1(1) include
any of the following:
(@ the scope, scale, impact or severity of disruption caused, including to economic and societal
activities, essential services, critical State functions, public order or public safety;
(b) the number of natural or legal persons, entities or bodies affected,;
() the number of Member States concerned,
(d) the amount of economic loss caused, such as through large-scale theft of funds, economic resources
or intellectual property;
(e) the economic benefit gained by the perpetrator, for himself or for others;
()  the amount or nature of data stolen or the scale of data breaches; or
(g) the nature of commercially sensitive data accessed.
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EIE
Article 3

L B DISFIESHE AL LITEN, IEEREITHMRIIREL, RS, FrirsivEr-
[TEHSNOETOERMORFEIN T, BRRSILD,

All funds and economic resources belonging to, owned, held or controlled by any natural or legal person,
entity or body listed in Annex I shall be frozen.

2. UWIRLBEEFITRFEIRD, HIRE LIFESIV ARG LUTEN, R E TR
FER U CEIATEOREROD T DI CEREE I FHA TR TELINTSN T IR,

No funds or economic resources shall be made available, directly or indirectly, to or for the benefit of
natural or legal persons, entities or bodies listed in Annex L.

3. BUAK T, TRZE(CFSP) 2019/797 D 5 455 1 T E> THEERIC I > TRIESID IO, LA

ToOFEEEDD:

@ VAN—BEEETABONI A AN AL TETA A HARABLITIEN, £
FARE TR

(b) 1EBAZEDDAEBIZ I ERD T, TOIH7e BB AT 528, ¥HT 528, £
WZBIT 528, ENATERTDZE, M A28 LAUTEIR T DL FTED LI
BERINCT DI EWD, A=K ET TR DT A =R T L TE 4,
Fefhit, LITEM OMBIZ SR 132 NLIAONIE T2 ASRAD LIXIEN, 15+
e i

€ AHD(@) L ONIZEFESID BRAD LIRIEN, IEEREI RS RRED D HIRA
HUITIEN, IEFEIRE IR

Annex I shall include, as identified by the Council in accordance with Article 5(1) of Decision (CFSP)

2019/797:

(@ natural or legal persons, entities or bodies who are responsible for cyber-attacks or attempted cyber-
attacks;

(b) natural persons or legal persons, entities or bodies that provide financial, technical or material
support for or are otherwise involved in cyber-attacks or attempted cyber-attacks, including by
planning, preparing, participating in, directing, assisting or encouraging such attacks, or facilitating
them whether by action or omission;

() natural or legal persons, entities or bodies associated with the natural or legal persons, entities or
bodies covered by points (a) and (b) of this paragraph.
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1L 5 3 RDOmEMERMIIY, HRRIEIDORBEHMHEROD OB, LR BB i
YITHLHEHWTT HE725MFD TIZB W T, BRI 2B &L LUTRFER U T O LB T
OLHEHWILT- %, —EDHRSH-E RS LI IREFEIROMR T AIL, $21%, —EDEE
HLLITRH G AN TEDINTT DT EaFr LSS

@)

(b)
©
(d)

©)

B, ZEFIXEEr—, EIERLOER, B, RRE VAR ORI T35
TANNE G, BIRK T IZFPESZ HRAD LURIEN, IEERE Tk O D LD
72 FER NIARAT S D 500D HARH 2 T3 T DI B T D

BERAY L NEE BRI SN FETZ BRI —E AOFEEEBHRL T 7= DT
EEHEOEXL TN,

HHFESNIZE D LLITREETRD H 4 OFTFRFE MRS EO 72D OB E- 13—
E RGBS L EXIL TS,

BT D IHaSHENRD B DR, RS RKEIDNEESHERR D& DR K OWRM B Tkt
L, MiZ#rrloo07p &t 2 LA BRI, BIOFF IR 52 b~ & ThHE Yiklikds
MESRD I DRERE )N DRIV @I L T- 2 &2 St LT, BB D72 BET
HDEIT

Z DI AN Y E S LI E T E IV L EBS RO XD HRO 7= DI ff
HENLZENERSIVTNDERY, ERREICIE> TEMHESRBRE 523 DM E S LI L H
IR I ERSHRRRD DA DSHNNET X2 D LSO ZHNANDT=0,

By way of derogation from Article 3, the competent authorities of the Member States may authorise the

release of certain frozen funds or economic resources, or the making available of certain funds or

economic resources, under such conditions as they deem appropriate, after having determined that the

funds or economic resources concerned are:

@)

(b)

©

©)

©)

necessary to satisfy the basic needs of the natural or legal persons, entities or bodies listed in Annex
I and dependent family members of such natural persons, including payments for foodstuffs, rent
or mortgage, medicines and medical treatment, taxes, insurance premiums, and public utility
charges;

intended exclusively for the payment of reasonable professional fees or the reimbursement of
incurred expenses associated with the provision of legal services;

intended exclusively for the payment of fees or service charges for the routine holding or
maintenance of frozen funds or economic resources;

necessary for extraordinary expenses, provided that the relevant competent authority has notified
the competent authorities of the other Member States and the Commission of the grounds on which
it considers that a specific authorisation should be granted, at least two weeks prior to the
authorisation; or

to be paid into or from an account of a diplomatic or consular mission or an international
organisation enjoying immunities in accordance with international law, insofar as such payments
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are intended to be used for official purposes of the diplomatic or consular mission or international
organisation.

BIERT DM T, MORSRRE R OBRINEERITHL, Uikt rlnD 2 BN, 55 1 THIC
HANWTHR BI85 9D,

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under paragraph 1 within two weeks of the authorisation.

ESE
Article 5

1

53 55 1 D BOBEMIBRINI I, HEREORISHEROGH ML, LU N ORESHIEG S
HILaRAFEL T, —EDHIES NI E o IR EIRD A A LSS -

@)

(b)

©
@

W FIIRFTEIRD, 55 3 R[N TYZBRAD LB, ELARE T
B TIZHIEES I B KOG RSB N IR 528, F21E, 4o HIDG
ATE/IF 3% H LIRIZIU T, RRMNEA P3SN CRS I EF2I 3 TB RO
Wik 3528, L, BRI DR RRENICB TR T RIS EOHIMN IR T2
Zk;

VLB ETTRE G, D, EDIIRGERE T T OE DM A BT DM
AIREZRIEAR N OHIRINC > TED HITZHIBRICISU T, 2D > TREH S
NGB RETZ DI 72O CH N ThH ARGV iER A e S A7 TfE
Hansze;

WELGHFRIAEDS, BIE TIZHEESIZ BARAD LITIEN, IEFERE T OF L%
TRBIRNZ LD

LA AT HZEDS, BRI DRERKEIZ IR ITHAILBERE T E L2k,

By way of derogation from Article 3(1), the competent authorities of the Member States may authorise

the release of certain frozen funds or economic resources provided that the following conditions are met:

@)

(b)

©
©)

the funds or economic resources are the subject of an arbitral decision rendered prior to the date on
which the natural or legal person, entity or body referred to in Article 3 was listed in Annex I, or of
a judicial or administrative decision rendered in the Union, or a judicial decision enforceable in the
Member State concerned, prior to or after that date;

the funds or economic resources will be used exclusively to satisfy claims secured by such a
decision or recognised as valid in such a decision, within the limits set by applicable laws and
regulations governing the rights of persons having such claims;

the decision is not for the benefit of a natural or legal person, entity or body listed in Annex I; and
recognition of the decision is not contrary to public policy in the Member State concerned.
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2. PERRIDMERENT, thoomRRE R OWMZER TR, HR%TFr0 2 RIS, 55 1 HIC
HANWTERLNFF 285892,

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under paragraph 1 within two weeks of the authorisation.

FoE
Article 6

1 %3 0 1 EDLOBARIMNCED, 2>, B 1 IZFPES- BARAALLIRIEA, EEfE
T TR D3NN, H3ZBARADLIRIEN, LR E I B L F PSS = B
FOHANZEHRT 2 AARADLITEN, IEERE AR I TSI 30 LU AR
FXSEARAD LITIEN, IR E TR AU 2855 DO TR B T
BER0, BR DRESHETRD S DREEI LL R D &R0 ThHHE MBI T-Z &% 5L LT, #RkE
DORHHESRD B BN, UeZa RO HOMERENE Y Ch DLW 210740 iz
BT, —EDOBHRESNIZE L LI TR EIRO MR T UASS:

@ K TSN RS LITIEN, IEERE TR L > TEEE I TR AR
INTFHNANDT= OIS ND 5,
(b) HEZSHAVNT, B 3 55 2 BUTER LTV VRLY,

By way of derogation from Article 3(1) and provided that a payment by a natural or legal person, entity
or body listed in Annex I is due under a contract or agreement that was concluded by, or an obligation
that arose for, the natural or legal person, entity or body concerned before the date on which that natural
or legal person, entity or body was included in Annex I, the competent authorities of the Member States
may authorise, under such conditions as they deem appropriate, the release of certain frozen funds or
economic resources, provided that the competent authority concermed has determined that:

(@ the funds or economic resources will be used for a payment by a natural or legal person, entity or

body listed in Annex I; and
(b) the payment is not in breach of Article 3(2).

2. BRI DHERENT, MORSKER OBINER R, S0 2 BRI, 55 1 THIC
FAWTHER BRI 12,

The Member State concerned shall inform the other Member States and the Commission of any
authorisation granted under paragraph 1 within two weeks of the authorisation.
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B1&
Article 7

1L %3 580 2 T, TO&H70 MO IS DI UMD EZRFLL T, JIEShZ A
SRNBLITIEN, EEEREZI IO DI =F Lo TRIRS IV B S H D e
B/ 3 BB S L D B S AU MEED BRI TII7ab720 , RakbiRE 7= 1 3 545 R
(3, BRI DIREERODHOMEBAN L, B2, ZOLI7Z2AZBNTBIL TERET 2,

Article 3(2) shall not prevent the crediting of frozen accounts by financial or credit institutions that receive
funds transferred by third parties onto the account of a listed natural or legal person, entity or body,
provided that any additions to such accounts will also be frozen. The financial or credit institution shall
inform the relevant competent authority about any such transaction without delay.

2. ZFDIHE, Z DDA OSN3 5555 1 B EDAHEEI IR T D EETHHI L

BHAEELT, 553 405 2 THIE, BESI- HEEDLL PO G AL Cidebrau:

@ MeZHEE EOFEFEIZEDOMDILA;

(b) 3 FE 1 HIRT ARALLITEN, IEERE T K L ZEDH-HED
HENTRERESNEIIFRAELZTN, BB IEFHIIES O TR RIS 72 300 Y
FX

(© HERREINCRESN- E2I X BIRERR RPN B\ TR T RlRE R 155 oI, 178z By
W7 AR SO TSRS RIS U= A,

Article 3(2) shall not apply to the addition to frozen accounts of:

(@ interest or other earnings on those accounts;

(b) payments due under contracts, agreements or obligations that were concluded or arose before the
date on which the natural or legal person, entity or body referred to in Article 3(1) was included in
Annex I; or

(©) payments due under judicial, administrative or arbitral decisions rendered in a Member State or
enforceable in the Member State concerned,

provided that any such interest, other earnings and payments remain subject to the measures provided for

in Article 3(1).

ERE S
Article 8

1. i, MR ONTRAER S BR 3 A H rTR e BUE A h T 52870, BIRAKONEN, 538
IR R OSHARI :

(@ MEZOEDEFLLIIAITET DAERIEDORISHEBROH BN, 55 3 5555 1 THICHE

S THRESID DK OFEIZBE 9D IEHRO L5728, ZORANDBESFE A U SDLO 70t

56



ELIERMEE %25 (202442 H)

WEEDIZIRUEL, 220, MINEBERITHL, EHAE I3 SRERIEZ LT, £D 4D
TR TEHRAARIEL ;>
(b) @ITRTTEROBRE I T, UAREHERDO DO 197,

Without prejudice to the applicable rules concerning reporting, confidentiality and professional secrecy,

natural and legal persons, entities and bodies shall:

(@ supply immediately any information which would facilitate compliance with this Regulation, such
as information on accounts and amounts frozen in accordance with Article 3(1), to the competent
authority of the Member State where they are resident or located, and transmit such information,
directly or through the Member State, to the Commission; and

(b)  cooperate with the competent authority in any verification of the information referred to in point (a).

2. WRINEESDSEHZELIOBIMERE, MpE R TEsdolcsns,

Any additional information received directly by the Commission shall be made available to the Member
States.

3. AR TIRALFI TSIV BRI T, SRZER MR E 2 IS - R0 T2
SIS,

Any information provided or received in accordance with this Article shall be used only for the purposes
for which it was provided or received.

LR S
Article 9

Tl T OFIKLT, 3 3 SRR HEERRbES S B EI 32 ORE b SN S
LU, Fksng,

It shall be prohibited to participate, knowingly and intentionally, in activities the object or effect of which
is to circumvent the measures referred to in Article 3.

E10&
Article 10

1 EEKORHEROHGEEITESH LITRFERAFIH TE2INTTDHIEDERIT, £
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TG E T RES IV Z EDREASIRWIRY, [RIFHIZ S22 I0 R AL LITIEN,
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TEEREITHRI AL, F213, ZOBIRES LIIMEEEITHL, W DR BEOTEIEIT
HACSE TS0,

The freezing of funds and economic resources or the refusal to make funds or economic resources
available, carried out in good faith on the basis that such action is in accordance with this Regulation, shall
not give rise to liability of any kind on the part of the natural or legal person or entity or body implementing
it, or its directors or employees, unless it is proved that the funds and economic resources were frozen or
withheld as a result of negligence.

2. BRALLITEN, EERE TR IAT T80T, UeZDBE DI T4 ZORANED D
B UAGDHE O ZEE BREDOFE DSR2 R, KO, MiEDOE DD IS5 B4R
HZHT-7200EA, SREDBE DRI DR DRI BT AU S CIab7auy,

Actions by natural or legal persons, entities or bodies shall not give rise to any liability of any kind on
their part if they did not know, and had no reasonable cause to suspect, that their actions would infringe
the measures set out in this Regulation.

EngE
Article 11

1. HEEEEZRODFER, £20X, ENLSND, FpEE RO DFEREIIIRAR I S<EERD LS
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ITONDEFEITIE, WilzSHUTUIZRBRY
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() @ITRTEHARALLITEN, EEERFITEHBOWT N ENUTITEIL, F20E, £
NHEDOWT ORI TEIT 2 HIRADB LIRIEN, I EERE I,

No claims in connection with any contract or transaction the performance of which has been affected,
directly or indirectly, in whole or in part, by the measures imposed under this Regulation, including claims
for indemnity or any other claim of this type, such as a claim for compensation or a claim under a
guarantee, in particular a claim for extension or payment of a bond, guarantee or indemnity, in particular
a financial guarantee or financial indemnity, of whatever form, shall be satisfied, if they are made by:

(@ designated natural or legal persons, entities or bodies listed in Annex I;

(b) any natural or legal person, entity or body acting through or on behalf of one of the natural or legal

persons, entities or bodies referred to in point (a).
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iz rbDET5,

In any proceedings for the enforcement of a claim, the onus of proving that satisfying the claim is not
prohibited by paragraph 1 shall be on the natural or legal person, entity or body seeking the enforcement
of that claim.

2':7|< 3, 5 1 IR ARABLITEN, IEEEL OIS, ZORANHE- TR Lok
BEIATURN L EIE T DT EDIES LD RIELUE RO DMERIEIIT 720,

This Article is without prejudice to the right of the natural or legal persons, entities and bodies referred to
in paragraph 1 to judicial review of the legality of the non-performance of contractual obligations in
accordance with this Regulation.

L RVE S
Article 12

1

RINZEES K OMEREI, ZORRID FIoBUW TR DIV HEZAHEISEREL, 73, L0
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fthoD B A A%

@ B3 5KD FIZBWTHESIZES, WWONS, B45R, 55 RNOE 6 50 FThHRLIL
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(b) ER O T LD RIEN ONC ENERAFR S &> T RS-,

The Commission and Member States shall inform each other of the measures taken under this Regulation
and share any other relevant information at their disposal in connection with this Regulation, in particular
information in respect of:

(@ funds frozen under Article 3 and authorisations granted under Articles 4, 5 and 6;

(b) violation and enforcement problems and judgments handed down by national courts.

HERENT, HEREFR AL S OWRINZEERIIRIL, DI, S%EREDS B IR T, 2o
BN S 2R 58 5-2 152 € O Ao B B 42,

The Member States shall immediately inform each other and the Commission of any other relevant
information at their disposal which might affect the effective implementation of this Regulation.
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B13E
Article 13

FARABLITIEN, I EAETEMEF 3 RO THEIC RS E D2 PR RET D8
A, BRI, B [ 2 LD ~<KBaET 5,
Where the Council decides to subject a natural or legal person, entity or body to the measures referred to
in Article 3, it shall amend Annex I accordingly.

WAL LITIEN, IETERE ISR B R EA T A E L ST e 4L L,
AT, BUR T2 HARALLITIEN, IEERE ISR, ZOEFMESILTODE
TNTEBAZ, T, BEEOLNRIIY, FFEOBEA G, 5 1 EIOR I IEE A5,

The Council shall communicate the decision referred to in paragraph 1, including the grounds for listing,
to the natural or legal person, entity or body concerned, either directly, if the address is known, or through
the publication of a notice, providing that natural or legal person, entity or body with an opportunity to
present observations.

ERENRINSNLE, F20T, FFERCHT S MRS &, BRI, 5 1 |
\ORTIRIEZR RIEL, 220, BRI 2 BMRALLITEN, IEEEREITHM TG, Lo~
HRED,

Where observations are submitted, or where substantial new evidence is presented, the Council shall

review the decision referred to in paragraph 1 and inform the natural or legal person, entity or body
concerned accordingly.

IR T DUANZ, BN, 730, D7kl 120 AT, RIEShD,
The list in Annex I shall be reviewed at regular intervals and at least every 12 months.
RINZERE, HRED-DRHGS I OIE A SRS LT, BRI Z2duEd DEREe 52 b,

The Commission shall be empowered to amend Annex II on the basis of information supplied by
Member States.

ET14E
Article 14
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Annex I shall include the grounds for the listing of natural or legal persons, entities or bodies concerned.

BRI 1%, TS AR s, BIRT 2 HARADLIRIEN, IEEERE IR RrE 357
OB T2 B H A G D, BIRNZBEL T, ZDI07ME R, UL FOERE 501553
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IRIEHIE, 2FR, BEROBHTR O, F2ED G5 K OSHTE &0 19D,

Annex I shall contain, where available, the information necessary to identify the natural or legal persons,
entities or bodies concerned. With regard to natural persons, such information may include: names and
aliases; date and place of birth; nationality; passport and identity card numbers; gender; address, if known;
and function or profession. With regard to legal persons, entities or bodies, such information may include
names, place and date of registration, registration number and place of business.

L REES
Article 15
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INFEESNDZ LMl R T DT DI\ T ML IR DA COHEEA T D, TEOHIIEIE, TN
THY, HFIHITHY, 7>, Uk HIDHLLDET S,

Member States shall lay down the rules on penalties applicable to infringements of the provisions of this
Regulation and shall take all measures necessary to ensure that they are implemented. The penalties
provided for shall be effective, proportionate and dissuasive.

FERREN T, BRINRESITRIL, ZORADSFEIUT- 148 72, 5§ 1 TR IHREE@IL, 7>
O, BINEESITHIL, ZOH%OUIEE @5,

Member States shall notify the Commission of the rules referred to in paragraph 1 without delay after the
entry into force of this Regulation and shall notify it of any subsequent amendment.

F16%&
Article 16
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DNEEAIITHZE;
(b) BRSSO E RO OIFHHERO D OISO G- 2 DIV FF AN B D &7z,
ZORRNOFED BB DA B 52 L,

The Commission shall process personal data in order to carry out its tasks under this Regulation. These

tasks include:

(@ adding the contents of Annex I to the electronic, consolidated list of persons, groups and entities
subject to Union financial sanctions and to the interactive sanctions map, both publicly available;

(b) processing information on the impact of the measures of this Regulation such as the value of frozen
funds and information on authorisations granted by the competent authorities.

2. ZOHHIDBRIDT=DIZ, BIHITNIZISEESN-BRINZE ESOEEE, SHIEU) 2018/1725 DT
IZBWTEHR T2 BRI SiEDFE DR A TIELASD Z L 2R3 57-8, [FHIRIODE 3 55
75 8 H D ERICIHIT ORINE B MEHE | LU CHRESS,

For the purposes of this Regulation, the Commission service listed in Annex I is designated as ‘controller’
for the Commission within the meaning of Article 3(8) of Regulation (EU) 2018/1725, in order to ensure
that the natural persons concerned can exercise their rights under that Regulation.

E17&
Article 17
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Member States shall designate the competent authorities referred to in this Regulation and identify them
on the websites listed in Annex II. Member States shall notify the Commission of any changes in the
addresses of their websites listed in Annex I1.

2. AERE, BRINEERITHL, ZOBAIDIENUTARERTRS, YR HEIRD & DR BOERS
e Ewh, LREERKEORBHMERO SHHEBIZ @RI, 7>, BNEBRTHIL, ZDOHDER
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Member States shall notify the Commission of their competent authorities, including the contact details
of those competent authorities, without delay after the entry into force of this Regulation, and shall notify
it of any subsequent amendment.

3. ZORAIDER, EHEETTNLSNORIMNERZEDHDBEDT- O DEMAETED HEEIT,
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ZDIIIBEDT-OIENSNDT R AR OZE LS OEHE ST, BRI O CORSNDT
RLAROEN DS OERE L2,

Where this Regulation sets out a requirement to notify, inform or otherwise communicate with the
Commission, the address and other contact details to be used for such communication shall be those
indicated in Annex II.

ERLES
Article 18

COHANT, LT LBEHEND:
@ BRSO B2 50, RONESOE TNIZIUT;
(b) AERIEIDOEHIHED FHOMZREE I TISN T,
© BRIMESHADETRNEEID, FRKEDERTHS BN ;
(d) FERIESHOEIZIEMEEID, FERLEOIEHD T TEMEFITBALSIVIZIEN,

IEEARE AR L
() HHEITEHL, TOEEET—EDRNE SN TR TSIVITIEN, AR E IR
;(A{H_/o
This Regulation shall apply:

(@ within the territory of the Union, including its airspace;

(b) onboard any aircraft or vessel under the jurisdiction of a Member State;

(c) to any natural person inside or outside the territory of the Union who is a national of a Member
State;

(d) toany legal person, entity or body, inside or outside the territory of the Union, which is incorporated
or constituted under the law of a Member State;

(e) to any legal person, entity or body in respect of any business done in whole or in part within the
Union.

F19%
Article 19

ZOKANE, BEU B EDOZDOLNROE IR T 5,

This Regulation shall enter into force on the day following that of its publication in the Official Journal of
the European Union.

63



Ee IR0 & 259 (202442 A)

ZOHANE, ZDORIRTADUWTHERIIAGD, 732, 2 COMREI B B HEA AIETH D,

This Regulation shall be binding in its entirety and directly applicable in all Member States.

201945 H 17 Ac 7 Vay/uZBnWTiThil-,

Done at Brussels, 17 May 2019.

BHFALLT

For the Council

#FE E.0.TEODOROVICI
The President E.O. TEODOROVICI
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