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Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European
Production Orders and European Preservation Orders for electronic evidence in criminal proceedings and for
the execution of custodial sentences following criminal proceedings PE/4/2023/REV/1 (OJ L 191, 28.7.2023,
p. 118-180) D7 AR GahhfO [ ZE DV N THRIRA AT,

JFSCDTHANe AF-CTEDYARD URL(ELD) 1%, FitdEB)ThHo,

EL: http://data.europa.eu/elifreg/2023/1543/0j
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1. RA| (EU)2023/1543 [ZDL\T

11.  EU ® e-evidence 7 Xo/7r— DU TC
HHI(EU) 2013/1543 (%, $547(EU) 2013/15441 K OMA /N —J0FREHK0EE B IRsE =2 (UL R RsE
) FOCKEE DA Z B2 AL 412, e-evidence 7o —V 24T HHDTHD,
ERINZEEDZDTANL, FRiZdHD,

E-evidence - cross-border access to electronic evidence - European Commission (europa.eu)
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-
evidence-cross-border-access-electronic-evidence_en

[2024 4= 12 H 30 Hifed

HHIIEV) 2013/1543 1%, HENCFHEFTE R/ —E 27 0 A 2L, EA iz T B
ZORA T HEFTHOTR M T M OREM B LI DT DR AR L, thE 4 /oL
DIVZE CHDIEOF EAZIN &5 Fofex F213F54 2014/4UEURZH -SRI A 4 (EIO)

! Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down harmonised rules on the
designation of designated establishments and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings (OJ L 191, 28.7.2023, p. 181-190) ELI: http:/data.europa.ew/eli/dir/2023/1544/0j

2 CETS 224 - Second Additional Protocol to the Convention on Cybercrime on enhanced co operation and disclosure of electronic
evidence (CETS No.224) https://mm.coe.int/ 1680a49dab

 JRER IS DR A | BT DRI S ORS00 2014 424 H 3 HOFES 2014/41/EU(OJL130,1.5.2014,


https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en
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p- 1), Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European Investigation
Order in criminal matters (OJ L 130, 1.5.2014, p. 1). EH-& A[F55 2014/41/BU[ZEFR| NELTER 3 4 7 5199245 H
018 4£7 H)
A EEDBAPE 2022 45 H 12 BT 5 0 EOHRE LWL D720 | FaRE BRI IO R 2026 48
A 18 B) IVLisEEDRIDIIOINFL 725 RIGEM D b B,

BRI E AR HliE SWD/2018/118 final.
COUNCIL DECISION authorising the European Commission to participate, on behalf of the European Union, in negotiations
on a Second Additional Protocol to the Council of Europe Convention on Cybercrime (CETS No. 185). (ST 9116/19)
COUNCIL DECISION (EU) 2023/436 of 14 February 2023 authorising Member States to ratify, in the interest of the European
Union, the Second Additional Protocol to the Convention on Cybercrime on enhanced cooperation and disclosure of electronic
evidence. EIR ATEERAPUEBU) 2023/436 [Z57R] 1L EHR 8 4 4 5304 BB, 7nds, BB SREEEAE7K
P HREIEEU) 2022/722 bIFREDO N TiH D,
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https:/www.coe.int/en/web/conventions/full-list?module=declarations-by-
treaty&numSte=224&codeNature=2&codePays=JAP

Proposal fora REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on European Production
and Preservation Orders for electronic evidence in criminal matters COM/2018/225 final - 2018/0108 (COD).

Proposal fora DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules
on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings COM/2018/226 final
-2018/0107 (COD).

https:/data.consilium.europa.euw/doc/document/ST-10206-2019-INIT/EN/pdf
https://www.europarl.europa.ew/doceo/document/A-9-2020-0256_EN.html
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RRMDESGHKIER 34 ST E> THFRIZIVHIES NBIE SR RERO TSN 31T DF AN R 24569
(OJ C 197, 12.7.2000, p. 3), Convention established by the Council in accordance with Article 34 of the Treaty on European
Union, on Mutual Assistance in Criminal Matters between the Member States of the European Union (OJ C 197, 12.7.2000, p.
3).
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lthe authority or authorities which are competent to deal with reasoned objections by addressees in
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. BE
FREE TI R s L LTc b D& L TLL F DRSNS EIT0 5,
- Forlani G. The E-evidence Package : The Happy Ending of a Long Negotiation Saga. eucrim 2023/2,
DOI: 10.30709/eucrim-2023-013.
- Christakis T. From Mutual Trust to the Gordian Knot of Notifications: The EU E-Evidence
Regulation and Directive. In: Franssen V, Tosza S (eds.). The Cambridge Handbook of Digital
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Evidence in Criminal Matters. Cambridge University Press, 2025:173-199.
e-evidence /N — U EADMEAFHLI=bDEL T, LUFRBEIT/ 25,

- Juszczak A, Sason E. The Use of Electronic Evidence in the European Area of Freedom, Security,
and Justice: An Introduction to the New EU Package on E-evidence. eucrim 2023/2, DOI:
10.30709/eucrim-2023-014.

Z ORI LEUISGRB LU T, LURREEITRD,

- Topalnakos PG. Critical Issues in the New EU Regulation on Electronic Evidence in Criminal
Proceedings. eucrim 2023/2, DOI: 10.30709/eucrim-2023-015.

- Tosza S. Mutual Recognition By Private Actors In Criminal Justice? E-Evidence Regulation And
Service Providers As The New Guardians Of Fundamental Rights. Common Market Law Review
2024;61:139-66.
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HEFHERUTREFES&OETI DT CH 5 B FHLO RN G S R URINERESS S
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REGULATION (EU) 2023/1543 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
12 July 2023 on European Production Orders and European Preservation Orders for electronic
evidence in criminal proceedings and for the execution of custodial sentences following criminal
proceedings

B B ORI S D BRI

MIMEEA OREREIZ 24550, L0bit, [RIZSKIDES 82 4565 1 TEIZHE
MM ZEE DS DFEZ A,

NERAERE D FS AL 4.
RN B RO B R B E A

EE ONIETRA e THERLA

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 82(1) thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee @,

Acting in accordance with the ordinary legislative procedure @,

IYRNGIEUR

Whereas:

1) BIEEEL, BH, SRR OVEBOTEBEHERT USRS E 280 BivE BORELTZ, €D
FO7RREIROD MR 2N D731, FRIMEE AT, 1999 4210 H 15 H XN 16 H D& LR
PNEREES LR, WRME SN TSRO 155 15D D FEbfE e — N TN 2L C & 7= IR S QNS
OBREDFAAGED AN EEASHEDOIEB N BIR T DR EEABIR T A2 &L T
Z

o

The Union has set itself the objective of maintaining and developing an area of freedom, security and
justice. For the gradual establishment of such an area, the Union is to adopt measures relating to judicial
cooperation in criminal matters based on the principle of mutual recognition of judgments and judicial
decisions, which is commonly referred to as a cornerstone of judicial cooperation in criminal matters

1 0JC367,10.102018,p. 88.

2 202346 A 13 HERINGEROE R (EU BHAFEH) KU02023 456 H 27 HAFEHAIE,
Position of the European Parliament of 13 June 2023 (not yet published in the Official Journal) and decision of the Council of 27
June 2023.


https://eur-lex.europa.eu/eli/reg/2023/1543/oj#ntr1-L_2023191EN.01011801-E0001
https://eur-lex.europa.eu/eli/reg/2023/1543/oj#ntr2-L_2023191EN.01011801-E0002
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within the Union since the Tampere European Council of 15 and 16 October 1999.

R & 7 A B TR LR TR 3BT, T TR ATL , R4 TN
T EF BB TECN, BT AT B0 AL, IR
OISR TN, ZO XA, BIMEATSTAKI TEUDH 6 RO
AR () ICHRD BT HARE R OVREN, FHC VBB OB A, 72—~
TR, TIPS — AT — S DN B S DR FEA IFEF 35 7 LA R 57
WORE OB <X T,

Measures to obtain and preserve electronic evidence are increasingly important for criminal
investigations and prosecutions across the Union. Effective mechanisms to obtain electronic evidence
are essential to combat crime, and such mechanisms should be subject to conditions and safeguards to
ensure full compliance with fundamental rights and principles recognised in Article 6 of the Treaty on
European Union (TEU) and the Charter of Fundamental Rights of the European Union (the ‘Charter”),
in particular the principles of necessity and proportionality, due process, protection of privacy and
personal data and confidentiality of communications.

2016 -3 A 22 HO TV eV 7 1) AN, Z B89~ DAERRIEI DVEHS - IS PRI K O e
BOMBEDOREZOLFEFINL, EAEREE LT, 7 U2V A L0 0 TN %
BLAFTHZEROEIT D200 BN TFEA R ET DO BN AR LT,

The Joint Statement of the Ministers of Justice and Home Affairs and representatives of the Union
institutions of 24 March 2016 on the terrorist attacks in Brussels stressed the need, asa matter of priority,
to secure and obtain more quickly and effectively digital evidence and to identify concrete measures to
do so.

2016 -6 H 9 HOBEARE L, HFHFHU 3610 A FRHOH AT 2 ML U &
O DRRED T DI A /N —AR—RE W R OB TR DR D B, LT2)3>
T VETY B M OIS ST Lo T A/ S — A e— 2| B 2SS T A L ERE
BT DIZI 2 — Vo T DB AER T,

The Council conclusions of 9 June 2016 stressed the increasing importance of electronic evidence in
criminal proceedings, and the importance of protecting cyberspace from abuse and criminal activities
for the benefit of economies and societies, and therefore the need for law enforcement authorities and
judicial authorities to have effective tools to investigate and prosecute criminal acts related to cyberspace.
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6) EHET., ?WJJ:&U“IW‘?'EU DI=DDIRAN A3 —% X 2T 4 OREEEZBE45 2017 49 A
13 HOBRMZER S K OWNES -2 SREEOR B0 Sk K OBRES~ ORISR
T BRINZR B3 A/ S — TR/ DALIRD IRV LA L 5B A/ S — B8 Tt
DI UES THDHZE KOS B O Ttz A 2 — 3 MR RIC KD LGS 5 2
EDNEECTHLTEETRF LT, YA/ N—BEEOBET, R, BUEO Tz LED, 23,
T e EBTA B T I DR e A AE U S QD

In the joint communication of the Commission and of the High Representative of the Union for Foreign
Affairs and Security Policy to the European Parliament and the Council of 13 September 2017 on
Resilience, Deterrence and Defence: Building strong cybersecurity for the EU, the Commission
emphasised that effective investigation and prosecution of cyber-enabled crime is a key deterrent to
cyber-attacks, and that today’s procedural framework needs to be better adapted to the internet age. The
speed of cyber-attacks can sometimes overwhelm current procedures, thereby creating particular needs
for swift cooperation across borders.

(6)  BRMEERD 2017 4210 H 3 BAHA/N—3U5RITR 2RI Moo TOHRESL., NGRS &
OFEHEEOHHIEU) 2016/679°, BRMFEES M OBEFSOFE4(EU) 2016/680°0F N ZREAFOFH
GBI EAESTIER T4 R, 5 = E R OWMNGEIN CIER7ah—E A7 A 7 T

*&fxﬁﬁwigﬁk%  JOHGRICE TRHVA R LA T2 B R 20 8%
STz, ZOVRIT. BUED WAL TV ER IS A3 AR 2 - I TR D B R U R
HFTHP—E AT TR @a%%_éfé%ntlju%_%ﬁﬁnﬁboo WiINZE B e CBIfR
FREOHRI K OB HD+43 fxﬁé@%%%%f#o RN AFBLDTER IS 2o 1
LT DIORKD D7, BRINEEIE L R COE umw_&mmnﬁﬁpm (EI0) KO}
EiEba /&/v@%ﬁmtwmﬁéﬁu BT Y ANEARZ T IT7T N7 — B[N T=ER
INFEESONRsEI I EEA BRI T2,

3 0JC346,27.9.2018, p. 29.

4 AT —Z DI BRET % FHIRNDISER O DT =S DREDTX BN BT 5, N, #5455 9546/EC %
BEIET2RRINGES K OBREF 2016 4F4 A 27 AOHRI (BU)2016/679 (k7 —# #4501 (OJ L 119,4.5.2016,
p-1o
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).

S LI TROBIIL, A, Bk LITFRBEIEIOB T B IO\ REHERO D OB SN T —#

DIFLEHES 2 ARADRER O DT —Z DXED/RNBARZ T2 WO, B RE
20089770HAZ BE 13 B il OBEEE D 20164 4 A 27 HO$ET(EU) 2016/680(QJ L 119,452016,p.89),
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing
Council Framework Decision 2008/977/JHA (OJ L 119, 4.5.2016, p. 89).
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The resolution of the European Parliament of 3 October 2017 on the fight against cybercrime ©
underlined the need to find means to secure and obtain electronic evidence more rapidly, as well as the
importance of close cooperation between law enforcement authorities, third countries and service
providers active on European territory, in accordance with Regulation (EU) 2016/679 of the European
Parliament and of the Council ® and Directive (EU) 2016/680 of the European Parliament and of the
Council®, and existing mutual legal assistance agreements. That resolution of the European Parliament
also highlighted that the currently fragmented legal framework can create challenges for service
providers seeking to comply with law enforcement requests and called on the Commission to put
forward a Union legal framework for electronic evidence with sufficient safeguards for the rights and
freedoms of all concerned, while welcoming the ongoing work of the Commission towards a
cooperation platform with a secure communication channel for digital exchanges of European
Investigation Orders (EIOs) for electronic evidence and replies between Union judicial authorities.

(7) AT —IRN=ZDY—ERATE NS THIRIETE | B 50— 20 MRS LEN
WIBRRYIe A 7T | MR T NBDMFT DT L2\, LT > T, B L8 FaFlu X
UITUITHEAE S DR E O EY M FLRAFS L, FoTZOEOESMNIB IS —E X
PASYAS CANAUER ZSETcasy AW B i Nk S D Ao sl UINIIE Sl s S i S N

Network-based services can be provided from anywhere and do not require physical infrastructure,
premises or staff in the country where the relevant service is offered. Therefore, relevant electronic
evidence is often stored outside of the investigating State or by a service provider established outside of
that State, creating challenges regarding the gathering of electronic evidence in criminal proceedings.

@)  FYNT—IHP—E ZPMEE NS TIEDT-8  EE L. RO — 27 1]
B ERIZ BENSETHND, SBIZ, Fy b —r—E 203 E T £ FHSN O FI A Fh s
L CEREORI T AIRATH 25, BRGSO RS 2014/41VEWS I toofERkIEIcH 5
AR S5 BBYT EIO 238535 AIREMEA HUEL T D, 12T, RNEASSRIES 34 5%
(A TR I ES M E S AR E IO I 2 36 1T DA AR B4 55K
(TR AEBLARR)) bR EN X U GHE Z55 55 rIREMA HEL TVD, Ll

6 JHHATISIT 2RI A | B DR RS S OS2 201444 H 3 HOOFEST 2014/41/BU (OJ L 130, 1.5.2014,
p-1o
Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the Furopean Investigation
Order in criminal matters (OJ L 130, 1.5.2014, p. 1).

T RSSO 34 SR CRIEA T I OB ES AU RN SR RO 351 D AR BT~ 5 55K
(0J C197,12.7.2000, p. 3),
Convention established by the Council in accordance with Article 34 of the Treaty on European Union, on Mutual Assistance in
Criminal Matters between the Member States of the European Union (OJ C 197, 12.7.2000, p. 3).
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5, EIO ZEALTZ$57 2014/41/EU K OYHISFE AAZBIGKINBUES L CWOD ek OVRFH
i, MR L AL TVES D ORI HIFRSAUISHE AU BIL Cliglel 3z 72
UG LAV, IESFH AR T 2 VR L ClEAREHVE ATT 201X LIZUIT R R
D30 ZORER, IR T ORBILORIF AIRE T2 FhEL 70D, SHIT, Hh—
E AT T SAL EDW DT80 DIEEACSZI T AN — 5, —EDH =[FEHD7 m
RAZE, FOASNAENE CHFASN QWD IEaL TV T — S DEHED a5
FAIVTND, ZORER AERRIEIL, R AR G, B AT 0 A2 LD FFHR R
WITF R, B2 BENOY — )V SR O TFRia L Qb v 77—
ZNZDUWNTE, WO ORERRIEN L — RV E A QD | OREEREN L, 15
INTGIEREEARAFEL T VD,

Due to the way in which network-based services are provided, judicial cooperation requests are often
addressed to States which are hosts to a large number of service providers. Furthermore, the number of
requests has multiplied due to the fact that network-based services are being increasingly used. Directive
2014/41/EU of the European Parliament and of the Council © provides for the possibility of issuing an
EIO for the purpose of gathering evidence in another Member State. In addition, the Convention
established by the Council in accordance with Article 34 of the Treaty on European Union, on Mutual
Assistance in Criminal Matters between the Member States of the European Union @ (the ‘Convention
on Mutual Assistance in Criminal Matters’) also provides for the possibility of requesting evidence from
another Member State. However, the procedures and timelines provided for in Directive 2014/41/EU
establishing the EIO and in the Convention on Mutual Assistance in Criminal Matters might not be
appropriate for electronic evidence, which is more volatile and could more easily and quickly be deleted.
Obtaining electronic evidence using judicial cooperation channels often takes a long time, resulting in
situations where subsequent leads might no longer be available. Furthermore, there is no harmonised
framework for cooperation with service providers, while certain third-country providers accept direct
requests for data other than content data as permitted by their applicable national law. Asa consequence,
Member States increasingly rely on voluntary direct cooperation channels with service providers where
available, and they apply different national tools, conditions and procedures. For content data, some
Member States have taken unilateral action, while others continue to rely on judicial cooperation.

WA LSHVIZIERIRSAZA I, TR T R S OYEBS 2 R), €L CRE R B{EREG G2 8T
LIDET DI —ERT B A Z Lo T S 2 RIS OY, IETERNIIE, O
fill ZIETRT D720, A5 [EE T, L7eAdoC, E RO R BT 5, &

REHLD PR K O HA 57260 D[EBEa B DIEB I I BT DR e AR E 544
L%, ZDII7RRT ZORANDEFIAO MR/ DY —E AT A 21 otk
FRED H R DAL EGRICERICE D85 % B e & THD, LIZh-> T, ZOMANE,
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BHTORNEEIEEMTEL . FAMED TEL72 TR LD | BRI BRI T,
PR TS F T TR IERETRER K ONESS ARl SIS O BRI AR 35,

The fragmented legal framework creates challenges for law enforcement authorities and judicial
authorities as well as for service providers seeking to comply with legal requests for electronic evidence,
as they are increasingly faced with legal uncertainty and, potentially, conflicts of law. Therefore, there
is a need to provide for specific rules as regards cross-border judicial cooperation for preserving and
producing electronic evidence, which address the specific nature of electronic evidence. Such rules
should include an obligation on service providers covered by the scope of this Regulation to respond
directly to requests stemming from authorities in another Member State. This Regulation will therefore
complement the existing Union law and clarify the rules applicable to law enforcement authorities and
judicial authorities as well as to service providers in the field of electronic evidence, while ensuring full
compliance with fundamental rights.

ZOBHNIIEAMELRIEL , TEU 55 6 SR OVER, [EHRTALE N AR OSAR) B ROk
FED T DI G BT RRNNE S F T N TOMRIED ST DERRHE, WO
FRIEIOFEED | ENEIUEASND/EHZ B GRO LI TODFHIE ST 5, 201572
MERILIFRINCIE, FRE, B R OYZEA~OHER], RAEEFIE RO WE, EANT —Z DOk
G, FEAETe HER, JUPEME, SEIRV B K OVAIEZ 2 B 32 MR ], IR HEE K Y
BEIDMER, IEE TFE R OBIMEDIFRI, 2 L CTRI—DIUS- T2 T RERRHIS U/ 3ALET
SNROHERE &0,

This Regulation respects fundamental rights and observes the principles recognised by Article 6 TEU
and the Charter, by international law and by international agreements to which the Union or all the
Member States are party, including the European Convention for the Protection of Human Rights and
Fundamental Freedoms, and in Member States’ constitutions, in their respective fields of application.
Such rights and principles include, in particular, the right to liberty and security, the respect for private
and family life, the protection of personal data, the freedom to conduct a business, the right to property,
the right to an effective remedy and to a fair trial, the presumption of innocence and right of defence,
the principles of legality and proportionality, as well as the right not to be tried or punished twice in
criminal proceedings for the same criminal offence.

ZOBANDV IR DIRES | FEESRIZE ST, AOMHI, AR BRI | 7228
PEPHEME- I AR, [EFE, S35, BUsmE RAZBREL T, 5RBHDNIETT 57012
KRR SR REEENIZ, HDONTENLDEHDOWT NN LS TED ADISEH MR A
ERHZ N RTREMEDS S D LB U LB O 085G, BT T DS LRI S OESA
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5L DOL L THFIRS A RE TR,

Nothing in this Regulation should be interpreted as prohibiting the refusal of a European Production
Order by an enforcing authority where there are reasons to believe, on the basis of objective elements,
that the European Production Order has been issued for the purpose of prosecuting or punishing a
person on account of the person’s gender, racial or ethnic origin, religion, sexual orientation or gender
identity, nationality, language or political opinions, or that the person’s position could be prejudiced for
any of those reasons.

FIFFHRU 31 D FE RO 7= OFERM R A B OVRINER A S ORI L, BRI S
D A, PR ONEBOFERO A PRI ESEThD | ARIEROAR AASHED JFHI R OWERL
[EN L DRI ATEOBEST, D BN, E0ilT , BAMED BESFOHEEI R TD,
LD I HHBIA C LORERREIOMERRS D Y RIS E DI B —E A7 A 2 |
AT D ENAREIC 2D,

The mechanism of the European Production Order and of the European Preservation Order for electronic
evidence in criminal proceedings relies on the principle of mutual trust between the Member States and
on a presumption of compliance by Member States with Union law, the rule of law and, in particular,
with fundamental rights, which are essential elements of the Union’s area of freedom, security and justice.
Such a mechanism enables national competent authorities to send such orders directly to service
providers.

TG R OGIRATEDREE, K OMENT — 2 DB BT 2 B RN DRE TEAME ThH D,
FE T RO 8 556 1 TG, LAY B ORVERS K OFIBAE . FE K ONBEN
HHIN., BT AT =2 0SSN OMER [ 742,

The respect for private and family life and the protection of natural persons regarding the processing of
personal data are fundamental rights. In accordance with Article 7 and Article 8(1) of the Charter,
everyone has the right to respect for their private and family life, home and communications and to the
protection of personal data concerning them.

ZOMRANE FEET HEET ABRREILE AT — 2 03HA (EU) 2016/679 K& OME4ST (EV)
2016/ 680 A ONZERI M K OSBRSS FE S 2002/58/EC 8t T AR K OIS 52 L

8 EBENINCRITAEAT —FUERR YT T A 73— (R B 2R s e ORS00 200457 A 12 HOD
F85 00B8EC (7717 — KUFE TlB(FIZBI549) (QIL20L,3172002,p.37)
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NFLIET =2 DS, HME M OREDS G4 G fik§ ~&EThD,

When implementing this Regulation, Member States should ensure that personal data are protected and
processed in accordance with Regulation (EU) 2016/679 and Directive (EU) 2016/680, as well as
Directive 2002/58/EC of the European Parliament and of the Council ©including in the event of further
use, transmissions and onward transfers of data obtained.

(15 ZOHANZIHEASWTAFEINWMEAT —21E, WEZRIGAIZO Z JOFRO T4, 4,

FOGREB, FIIHENOHG T ROV ke, D B E’Ji:tt{ﬁlJLf:j:Tii’G@féﬁéﬂéf\‘%’C‘ﬁb
%o FHT, FERRENT, 7 — 2 O MA R T DT O DREEE ED . ZOHIRID BRIODT-8
B JE O —E AT S H DN T —F OXEI G0 T —Z DR /H&U
HEBA T D LR RETH D, —E 27 0 (X%, B R ~DENT—ZD
KEICHRICRERTED SN D Z el T & ThHD, HRA L2 B NTETD, 78
A2 CAFCEAEANT — 22 G R~ DT Ve A H T H & ThD,

Personal data obtained under this Regulation should only be processed when necessary and ina manner
that is proportionate to the purposes of prevention, investigation, detection and prosecution of crime or
enforcement of criminal penalties and the exercise of the rights of defence. In particular, Member States
should ensure that appropriate data protection policies and measures apply to the transmission of
personal data from relevant authorities to service providers for the purposes of this Regulation, including
measures to ensure the security of the data. Service providers should ensure that the same safeguards
apply for the transmission of personal data to relevant authorities. Only authorised persons should have
access to information containing personal data which can be obtained through authentication processes.

(16) BRINGES K OHEFAOfR4 2010/64/EU °, f545 2012/13/EU ° F545 2013/48/EU ., fi4r

10

1

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) (OJ
L.201,31.7.2002, p. 37)

TR T 2 d6 U CHlRR B OIaR 520 DHERIC B9 DM R 2 R OB g 20> 2010 4F 10 20 HOFES
2010/64/EU (OJ L 142, 1.6.2012, p. 1),

Directive 2010/64/EU of the European Parliament and of the Council of 20 October 2010 on the right to interpretation and
translation in criminal proceedings (OJ L 280,26.10.2010, p. 1).

FEFTRt o\ v CIE AR OMER L CBE 3 2RRN  OB 2 DFE 4 2012/13/EU (OJ L 142, 1.6.2012, p. 1),
Directive 2012/13/EU of the European Parliament and of the Council of 22 May 2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

T K OB NIRRT 01T BT~ T 7 B AOHEFNEONC B B2 3 SN A S8 =Bl
S, B2 I<ES A CE =3 M ORSS Rl 5 DRI Z B DRI L OB 2013 4F 10
H 22 HO$ES 2013/48/EU,
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(EU)2016/343 2, f543(EV) 2016/800 & OME4F(EU) 2016/1919 M HIE T DI THe 21T
LFGIHIMERNL, N DHOFRAOwAFIAN T, T DRSSO RIEIZ SV
T, ZORBANORIGRE/ L HIFEFRUE SN RE TH D, EE Lo FoifklEbiEfsis
RETHD,

The procedural rights in criminal proceedings set out in Directives 2010/64/EU ©, 2012/13/EU ),
2013/48/EU W, (EU) 2016/343 12, (EU) 2016/800 © and (EU) 2016/1919 9 of the European
Parliament and of the Council should apply, within the scope of those Directives, to criminal
proceedings covered by this Regulation as regards the Member States bound by those Directives. The
procedural safeguards under the Charter should also apply.

(17)  FEAHED T N TOMMEA RIS D720 ZOBIRIDTRAHZ JOIEES VIR REL ) 35

BMERRA AT T DIE8 AR 0| EIPEIZIE, LD | NI e # el e 52T DR R O
DOERETL T, BHITRHIES LD ~ETHD,

In order to guarantee full respect of fundamental rights, the probative value of evidence gathered in
application of this Regulation should be assessed in trial by the competent judicial authority, in
accordance with national law and in compliance with, in particular, the right to a fair trial and the right
of defence.

(18)  ZOBHNIRRIME A NOREHMERE AT D184 703, TStz ST Fhi s T,

FIXZOBAN AT TR DOPER &7 XA D ORI T 7012, BRMNEAINT
B RE L QA —E R X ) ClE PR iAHH F 70 if%é#é_}:%:ﬁk

Directive 2013/48/EU of the European Parliament and of the Council of 22 October 2013 on the right of access to a lawyer in
criminal proceedings and in European arrest warrant proceedings, and on the right to have a third party informed upon deprivation
of liberty and to communicate with third persons and with consular authorities while deprived of liberty (OJ L294, 6.11.2013, p.
D).

12 JHEETE 0 T DHTROHEE KON, B2 HE T DRI —E ORISR I Z B2 i KO0 2016

13

14

3 H 9 HOFESA(EU) 2016/343 (OJ L 65, 11.3.2016,p. 1),

Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 on the strengthening of certain aspects
of the presumption of innocence and of the right to be present at the trial in criminal proceedings (OJ L 65, 11.3.2016, p. 1).
THEFTHUZ IS AR ey N ChD VLD FHa IR Z B8 DIk i S UBR2D 2016 45 7 11 H
DFES(EU) 2016/300 (0J L 132,21.5.2016, p. 1),

Directive (EU) 2016/800 of the European Parliament and of the Council of 11 May 2016 on procedural safeguards for children
who are suspects or accused persons in criminal proceedings (OJ L 132,21.5.2016, p. 1).

TR ZHU) DIEE M UMty AU TRt U D Tl ~ ORI Z R DR R
UHRHED 2016 4510 A 26 HOFES (BU)2016/1919 (OF L297,4.11.2016,p. 1),

Directive (EU) 2016/1919 of the European Parliament and of the Council of 26 October 2016 on legal aid for suspects and
accused persons in criminal proceedings and for requested persons in European arrest warrant proceedings (OJ L.297,4.11.2016,
p-D.

16



(19)

(20)

ELEWMEE 10581 502541 H)

M= TN PR i B2 B T s CE ORI T D, ZORIINT, AhootERkEIC
BNWTH—E AT m ¥ DEEFETE TR ERBE AL QDT N COEEZ R
HFEMHTET T _ETHD, ZOBIRNE, ENOBEHERAAG 52703, FaLlL- EHE
ZRSTSREDT2D | T OFR LTSNS TS —E AT i A 251 N
T OMERES TR0,

This Regulation lays down the rules under which a competent judicial authority in the Union may, in
criminal proceedings, including criminal investigations, or for the execution of a custodial sentence or
a detention order following criminal proceedings in accordance with this Regulation, order a service
provider offering services in the Union to produce or to preserve electronic evidence through a
European Production Order or a European Preservation Order. This Regulation should be applicable in
all cross-border cases where the service provider has its designated establishment or legal representative
in another Member State. This Regulation is without prejudice to the powers of national authorities to
address service providers established or represented on their territory in order for them to comply with
similar national measures.

ZOBANTRERR TSN =T — 4, 37206 | RRINERH A S F IR RS m A E I —E A
TR F IS REUT A CRRRAEL TV 2T — 2 OIUED A ~&ETh D, Zh
X —ERTOASAE D— R T — AR BUES T, Zhux— B> IR 0D
T A ORFFEL =5 T RA T DL O TIIR Y, ZORAN, T —X Dz 13-
Ha AL TN B2 Z LT BRI R R TSNS T — X OB AGE T & TIX
720,

This Regulation should regulate the gathering of data stored by a service provider at the time of receipt
of a European Production Order or a European Preservation Order only. It should not lay down a
general data retention obligation for service providers and it should not have the effect of resulting in
any general and indiscriminate retention of data. This Regulation also should not authorise the
interception of data or the obtention of data that are stored after the receipt of a European Production
Order or a European Preservation Order.

ZORADBEAIL, B AT A IO 2P LD S ORI R& T
13720, BRI A FT RN A S SR S =T — 23, ZSH M ST
WIIMWNFEO, FRIEEZ I IR ESNDRETH D, LnLens, ZOMAE—E 271
INAR T =B EAG BT DU DR DFEORIET 2L T,

The application of this Regulation should not affect the use of encryption by service providers or their
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users. Data requested by means of a European Production Order or a European Preservation Order
should be provided or preserved regardless of whether they are encrypted or not. However, this
Regulation should not lay down any obligation for service providers to decrypt data.

ZLDOYA, T —XIbIEe—F DT A A E TR FH O, S, E2s T
HT I RATHIEE AIREE T D7 T RIZHASEE ETRIF ATRBIZ S TG, ZhsDH—
EREESE D720 AT A XN IRFEDEFERENICENLSIZD, —3 %
L7203 BN, LT23> T, ZOHRIDOMERIL, E D7 A ORZEFTEITZFD
T —ZDOREE L TFHRRAFO SRR O B ED P EHI AR E T _E TR0,

In many cases, data are no longer stored or otherwise processed on a user’s device but made available
onacloud-based infrastructure enabling access from anywhere. To run those services, service providers
do not need to be established or to have servers in a specific jurisdiction. Thus, the application of this
Regulation should not depend on the actual location of the service provider’s establishment or of the
data processing or storage facility.

ZOMANE, REFFIMTEOFHURT D, ZOL TR BN DG A&, 4
DA RAHT DB D TIIZR,

This Regulation is without prejudice to the investigative powers of authorities in civil or administrative
proceedings, including where such proceedings can lead to penalties.

FEAIEBSRBLO Tt WERE O A S A EIPEI G TRl L Tl an b Lz
W28 | ERMR S I XN R A S D MO RRIE 721 355 =B AR Abss R Ba- 1
T DIDITFEASN TR BRNZENIFEICSNDRETH D, DL 7e6 . HHAER
PEBEEEIL. £ DEWNIEICI O AiEB R A fefi CEOMRE 721 35 = Esd Clo i
NHRETHD,

As proceedings for mutual legal assistance might be considered as criminal proceedings in accordance
with applicable national law in the Member States, it should be clarified that a European Production
Order or a European Preservation Order should not be issued to provide mutual legal assistance to
another Member State or a third country. In such cases, the mutual legal assistance request should be
addressed to the Member State or third country which can provide mutual legal assistance under its
national law.

THEEFHEOPAIA I T, RINER A M OB R i, BEEDRFED IR T2
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B2 DT=DI, ETOH—DFFT LI, PEEE F TS NOHR BRI A
T, ZNSDOA T O HFIM N OB EDRBIDO TR R BTSN DN ETHD,

In the framework of criminal proceedings, the European Production Order and the European
Preservation Order should only be issued for specific criminal proceedings concerning a specific
criminal offence that has already taken place, after an individual evaluation of the necessity and
proportionality of those orders in every single case, taking into account the rights of the suspect or the
accused person.

ZORANZ, JHETFReD % T, AIRHRRAS T T-DSEB T ORIEGELTZ BN IR T, )
FIATBEM AP TT D720 FE YRS IFBEE N, ZOEE MRS D0 D TR
B REThHD, LLRDD, PR EII B 5K T RSV a . A AR
Ji eS8 EORIEIZ DU NTORERIEIDIENIE L, RINE SN TRIRIC 25720,
BRI 7 IERIN R A F IR S T TR,

This Regulation should also apply to proceedings initiated by an issuing authority to locate a convicted
person that has absconded from justice, in order to execute a custodial sentence or a detention order
following criminal proceedings. However, where the custodial sentence or detention order was imposed
by a decision rendered in absentia it should not be possible to issue a European Production Order or a
European Preservation Order, as the national law of the Member States on judicial decisions rendered
in absentia varies considerably throughout the Union.

ZORFANTERNE AN T —E 2% 2L QD —E A7 A &7 | S, ZOBANC
BUET D, BOLEAN TSI QWD —E AR T 5T — X DO BRIESTED
RETHD, HoETOERMEEA TSNS —E A, 72— A7 5 A 2 3N
BRITBRNLSIVTNTW TS, ZOHRRIDOEIN Th D, LIch > T, ZOHANZ, bt
—E AT AL EDERINES O 22— RSN QD —E AIZBHR T 5T
—H LN T —Z RSB DIRDT IR AL IR T _RETII R,

This Regulation should apply to service providers offering services in the Union, and it should only be
possible to issue the orders provided for in this Regulation for data pertaining to services offered in the
Union. Services offered exclusively outside the Union should not be included in the scope of this
Regulation, even if the service provider is established in the Union. Therefore, this Regulation should
not allow any access to data other than data related to the services offered to the user in the Union by
those service providers.

19



27)

ELEWMEE 10581 502541 H)
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D3oC, W7 N—T N ORAIDORGLEN DX THD, B EE T —E R IEIEES L)
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NP —E 2D X5 EANE@EE G te, ZOMRANT, BONGES L OBEFEO R4 EV)
2015/1535 8 DEIRIZ B BIFRIL DY —E A TH>C, BHEE—E AT 1A X OFf:
BT SIRUODN, ZD—HFTRILU T, ARG T DRe1adefitl . ol —HFicfio-o
TT —HERtokRATT D0, T DOMT —HZBRT BT DIfEZ DY —E A% f3 580
WCHEHSNDRETHD, ZIU, 7H~ARNT 2001 4= 11 H 23 HIZEABHS = RINRE
A/ N—J1EEEK (ETS No 185) (1747 ARSI NN DA RSN Z 272D,
T X O T BIIERG O TEiES NS RE T, Tiuk, 7 — X OIERk Eio 3B EE
BERL, 2FY, 2 B a— X OMBIEE 2RI TF — 2% AR U T 57O OFRH72
BETHD, ZORANCEESND Y —E A7 0 A F OFEEFANZIT, T2E 203, EE LD
P AITHET DRE IR oA A ~— o N VAR IR N 2 —T
J IR T —E 2RSS TR E G A, EDOMDARAT 17— A ZLTHY
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%, THS Y —E AT, 2O —FIHAIGEE T iR, 20— 27'm
AR LD BIBET DRENDIEARBEL , T2 T —F ORISR RATE DM HRE 1242
77, Fold, xR I LA T A TS N DV, B =TT
OEEH—ERAD L7, T —H DGR — IS AT —E ADRD FL 725 B
F, DFVARRIRILERY Tl A Tobx, 2D —E AT m A7 | 2L TS DY —
EA, 87 (BU) 2015/1535 D EIRIZBIT DG —E A TG Tho>Th, 20D
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The service providers most relevant for gathering evidence in criminal proceedings are providers of
electronic communications services and specific providers of information society services that facilitate
interaction between users. Thus, both groups should be covered by this Regulation. Electronic
communication services are defined in Directive (EU) 2018/1972 of the European Parliament and of
the Council ® and include inter-personal communications services such as voice-over-IP, instant

B BRI A e T DRGSR OB F2500 2018 4512 A 11 HOFES (EU)2018/1972  (OJL321,17.12.2018,
p-36)s
Directive (EU) 2018/1972 of the Furopean Parliament and of the Council of 11 December 2018 establishing the European
Electronic Communications Code (OJ L 321, 17.12.2018, p. 36).

16 BRI O — A BT DU R O/ B ZH T DB Fisea £ DN X OB 2015
49 A 9 ADFEREU)20151535(Q1L241,1792015,p1).,
Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the
provision of information in the field of technical regulations and of rules on Information Society services (OJ L 241, 17.9.2015,

p-D.
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messaging and email services. This Regulation should also be applicable to information society service
providers within the meaning of Directive (EU) 2015/1535 of the European Parliament and of the
Council @ that do not qualify as electronic communications service providers but offer their users the
ability to communicate with each other or offer their users services that can be used to store or otherwise
process data on their behalf. This would be in line with the terms used in the Council of Europe
Convention on Cybercrime (ETS No 185), done at Budapest on 23 November 2001 (‘Budapest
Convention’). Processing of data should be understood in a technical sense, meaning the creation or
manipulation of data, that is to say technical operations to produce or alter data by means of computer
processing power. The categories of service providers covered by this Regulation should include, for
example, online marketplaces providing consumers and businesses with the ability to communicate
with each other, and other hosting services, including where the service is provided via cloud computing,
as well as online gaming platforms and online gambling platforms. Where an information society
service provider does not provide its users with the ability to communicate with each other but only
with the service provider, or does not provide the ability to store or otherwise process data, or where the
storage of data is not a defining component, that is, an essential part, of the service provided to users,
such as legal, architectural engineering and accounting services provided online at a distance, it should
not fall within the scope of the definition of “service provider’ laid down in this Regulation, even if the
services provided by that service provider are information society services within the meaning of
Directive (EU) 2015/1535.

BRETAZDOEN Y TUZBHRT D, 7ozl AL VAN KV VAN T TA /80—
FOTayy —— 27 AE F I A A= T abhU([IP) TR AD il A
B =Ty NP AN D ESp A 50—y AR —E ZDO3RMF L EEDHDH), Eoldk
SASIIZD =7 P A MDA T 278 DFBIRFED RIES /2056 FRIBIRD B D, T
BIE, I TAITHIAS T DT =7 A MO RITOVDIE N E T, E3TRA T4
D FEE OB IEEE TR DT — 2 2R LD,

Providers of internet infrastructure services related to the assignment of names and numbers, such as
domain name registries and registrars and privacy and proxy service providers, or regional internet
registries for internet protocol (‘IP”) addresses, are of particular relevance when it comes to the
identification of actors behind malicious or compromised websites. They hold data that could make the
identification of an individual or entity behind a website used in a criminal activity, or the victim of a
criminal activity, possible.

P AT TS ZPERNE AN T —E ZAZ L QBINE I HET D&, D
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Determining whether a service provider offers services in the Union requires an assessment as to
whether the service provider enables natural or legal persons in one or more Member States to use its
services. However, the mere accessibility of an online interface in the Union, such as for instance the
accessibility of a website or an email address or other contact details of a service provider or an
intermediary, taken in isolation, should be considered insufficient to determine that a service provider
offers services in the Union within the meaning of this Regulation.
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T —EREARET D T LI L DBRBIRO AR VBB A UASD, FEER RS L, FROMNGES
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T RERUPER ST DEHE T N RO AGR L OB TV BT 2R RER M OB R 2012 4212 A 12 A
DO#HE (EU) 1215/2012 (OJ L 351, 20.12.2012,p. 1),

Regulation (EU) No 1215/2012 of the European Parliament and of the Council of 12 December 2012 on jurisdiction and the
recognition and enforcement of judgments in civil and commercial matters (OJ L 351, 20.12.2012, p. 1).
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WIET DRGSR OFREE0 2018 42 H 28 HOMAIEU) 2018/302 (OTL 601,2.3.2018, p.1),

Regulation (EU) 2018/302 of the European Parliament and of the Council of 28 February 2018 on addressing unjustified geo-
blocking and other forms of discrimination based on customers' nationality, place of residence or place of establishment within
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A substantial connection to the Union should also be relevant to determining whether a service provider
offers services in the Union. Such a substantial connection to the Union should be considered to exist
where the service provider has an establishment in the Union. In the absence of such an establishment,
the criterion of a substantial connection should be based on specific factual criteria such as the existence
of a significant number of users in one or more Member States, or the targeting of activities towards
one or more Member States. The targeting of activities towards one or more Member States should be
determined on the basis of all relevant circumstances, including factors such as the use of a language or
a currency generally used in that Member State, or the possibility of ordering goods or services. The
targeting of activities towards a Member State could also be derived from the availability of an
application (‘app’) in the relevant national app store, from the provision of local advertising or
advertising in the language generally used in that Member State, or from the handling of customer
relations, such as by the provision of customer service in the language generally used in that Member
State. A substantial connection should also be considered to exist where a service provider directs its
activities towards one or more Member States as set out in Regulation (EU) No 1215/2012 of the
European Parliament and of the Council 7. On the other hand, provision of a service for the purpose
of mere compliance with the prohibition of discrimination laid down in Regulation (EU) 2018/302 of
the European Parliament and of the Council ™ should not, without additional grounds, be considered
to be directing or targeting activities towards a given territory within the Union. The same
considerations should apply when determining whether a service provider offers services in a Member
State.

ZORANT, IMAE T —H NI T 47T =2 f O T T —H D e i3 _& T
5D, ZOHFEFHT. ZLOMERRIEIDESFES 2002/58/EC N OWRMN A T ERCHIFTOAIE
DIHTLBMNESDIE, SHITTERE, FAT X RANKIEEST 5,

This Regulation should cover the data categories of subscriber data, traffic data and content data. Such
categorisation is in line with the law of many Member States and Union law, such as Directive
2002/58/EC and the case law of the Court of Justice, as well as international law, in particular the
Budapest Convention.

the intemal market and amending Regulations (EC) No 2006/2004 and (EU) 2017/2394 and Directive 2009/22/EC (OJ L 601,
2.32018,p. 1).
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IP addresses as well as access numbers and related information can constitute a crucial starting point for
criminal investigations in which the identity of a suspectis not known. They are typically part of a record
of events, also known as a server log, that indicates the commencement and termination of a user access
session to a service. It is often an individual IP address, be it static or dynamic, or other identifier that
singles out the network interface used during the access session. Related information on the
commencement and termination of a user access session to a service, such as the source ports and time
stamp, is needed as IP addresses are often shared amongst users, for example where carrier grade
network address translation (CGN) or technical equivalents are in place. However, in accordance with
the Union acquis, IP addresses are to be considered personal data and have to benefit from full
protection under the Union’s data protection acquis. In addition, under certain circumstances, IP
addresses can be considered traffic data. Also, access numbers and related information are considered
traffic data in some Member States. However, for the purpose of a specific criminal investigation, law
enforcement authorities might have to request an IP address as well as access numbers and related
information for the sole purpose of identifying the user before subscriber data related to that identifier
can be requested from the service provider. In such cases, it is appropriate to apply the same regime as
for subscriber data, as defined in this Regulation.
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Where IP addresses, access numbers and related information are not requested for the sole purpose of
identifying the user in a specific criminal investigation, they are generally requested to obtain more
privacy-intrusive information, such as the contacts and whereabouts of the user. As such, they could
serve to establish a comprehensive profile of an individual concerned, but at the same time they can be
processed and analysed more easily than content data, as they are presented in a structured and
standardised format. It is therefore essential that, in such situations, IP addresses, access numbers and
related information not requested for the sole purpose of identifying the user in a specific criminal
investigation, be treated as traffic data and requested under the same regime as content data, as defined
in this Regulation.
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Al data categories contain personal data and are thus covered by the safeguards under the Union data
protection acquis. However, the intensity of the impact on fundamental rights varies between the
categories, in particular between subscriber data and data requested for the sole purpose of identifying
the user as defined in this Regulation, on the one hand, and traffic data, except for data requested for the
sole purpose of identifying the user as defined in this Regulation, and content data on the other. While
subscriber data as well as IP addresses, access numbers and related information, where requested for
the sole purpose of identifying the user, could be useful to obtain first leads in an investigation about the
identity of a suspect, traffic data, except for data requested for the sole purpose of identifying the user
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as defined in this Regulation, and content data are often more relevant as probative material. It is
therefore essential that all those data categories are covered by this Regulation. Given the varying degree
of interference with fundamental rights, appropriate safeguards and conditions should be imposed for
obtaining such data.
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Situations in which there is an imminent threat to the life, physical integrity or safety of a person should
be treated as emergency cases, and entail shorter time limits for the service provider and the enforcing
authority. Where the disruption or destruction of a critical infrastructure as defined in Council Directive
2008/114/EC “® would imply such a threat, including through serious harm to the provision of basic
supplies to the population or to the exercise of the core functions of the State, such a situation should
also be treated as an emergency case, in accordance with Union law.
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When a European Production Order or a European Preservation Order is issued, there should always
be a judicial authority involved either in the process of issuing or in the process of validating the order.

19 BRI HIEA L7 Z ORI R OFERETONZZE OUGED ] EOMEEEDORHINEE % 2008 £F 12 7 8 HOHEAEE
45 2008/114/EC (OJ L 345, 23.12.2008, p. 75),
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures
and the assessment of the need to improve their protection (OJ L 345, 23.12.2008, p. 75)
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In view of the more sensitive nature of traffic data, except for data requested for the sole purpose of
identifying the user as defined in this Regulation, and of content data, the issuing or validation of a
European Production Order to obtain those data categories requires review by a judge. As subscriber
data and data requested for the sole purpose of identifying the user as defined in this Regulation are less
sensitive, a European Production Order to obtain such data can in addition be issued or validated by a
competent public prosecutor. In accordance with the right to a fair trial, as protected by the Charter and
the European Convention for the Protection of Human Rights and Fundamental Freedoms, public
prosecutors are to exercise their responsibilities objectively, taking their decision in relation to the
issuing or validation of a European Production Order or a European Preservation Order solely on the
basis of the factual elements in the case file and taking into account all incriminatory and exculpatory
evidence.
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In order to ensure that fundamental rights are fully protected, any validation of European Production
Orders or of European Preservation Orders by judicial authorities should in principle be obtained before
the order concerned is issued. Exceptions to that principle should only be made in validly established
emergency cases when requesting the production of subscriber data or data requested for the sole
purpose of identifying the user, as defined in this Regulation, or the preservation of data, where it is not
possible to obtain prior validation by the judicial authority in time, in particular because the validating
authority cannot be reached to obtain validation and the threat is so imminent that immediate action has
to be taken. However, such exceptions should only be made where the authority issuing the order
concerned could issue an order in a similar domestic case under national law without prior validation.

BRMBEH AL, ZHAAET, HEBIRYTT, JEYIC, IRAD 7 — AT TSI D4
FFENHETHD, T, LIATRHZEEET D FHi I DAREE FIIEA
DRV BT ~ETHY, [FEROENFECRICHFTE DI BT T TEOHAIT
DA LT T & THD, HINRHM LRG0 EINOFETIE, €D

27



(39)

(40)

ELEWMEE 10581 502541 H)

FO7a i 3, RS EDORHILE U CRIEL | B2 T — 22 ATFT DL ) IE27: HAZ 2K,
T DT L ETRB DI IRES IV TN E DN T BT ~NE T,

A European Production Order should only be issued if it is necessary, proportionate, adequate and
applicable to the case at hand. The issuing authority should take into account the rights of the suspect or
the accused person in proceedings relating to a criminal offence and should only issue a European
Production Order if such order could have been issued under the same conditions in a similar domestic
case. The assessment of whether to issue a European Production Order should take into account
whether such order is limited to what is strictly necessary to achieve the legitimate aim of obtaining data
that are relevant and necessary as evidence in an individual case.
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In cases where a European Production Order is issued to obtain different data categories, the issuing
authority should ensure that the conditions and procedures, such as natification to the enforcing
authority, are met for each of those data categories respectively.
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In view of the more sensitive nature of traffic data, except for data requested for the sole purpose of
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identifying the user as defined in this Regulation, and of content data, a distinction should be made
regarding the material scope of this Regulation. It should be possible to issue a European Production
Order to obtain subscriber data or to obtain data requested for the sole purpose of identifying the user,
as defined in this Regulation, for any criminal offence, whereas a European Production Order to obtain
traffic data, except for data requested for the sole purpose of identifying the user as defined in this
Regulation, or to obtain content data should be subject to stricter requirements to reflect the more
sensitive nature of such data. This Regulation should provide for a threshold in relation to its scope,
allowing for a proportionate approach, together with a number of other ex ante and ex post conditions
and safeguards to ensure respect for proportionality and the rights of the persons affected. At the same
time, such a threshold should not limit the effectiveness of this Regulation and its use by practitioners.
Allowing the issuing of European Production Orders in criminal proceedings only for offences that
carry at least a three-year maximum custodial sentence will limit the scope of this Regulation to more
serious offences, without excessively affecting the possibilities of its use by practitioners. That limitation
would exclude from the scope of this Regulation a significant number of offences which are considered
less serious by Member States, as expressed in a lower maximum penalty. That limitation will also have
the advantage of being easily applicable in practice.
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D FrYALEDFIVICET S, WO, BESMSHAARIE 2002475JHA ZEZ R KO, HFRRRE
2005/671/THA %S IET DR L OB 2017 423 A 15 HOHER(EU) 2017/541(0J L 88,31.3.2017, p. 6),
Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing
Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA (OJ L 88,31.3.2017, p. 6).
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Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse and
sexual exploitation of children and child pomography, and replacing Council Framework Decision 2004/68/JHA (OJ L 335,
17.12.2011, p. 1).
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There are specific offences where evidence will typically be available exclusively in electronic form,
which is particularly fleeting in nature. This is the case for cyber-related offences, even those which
might not be considered serious in and of themselves but which could cause extensive or considerable
damage, in particular offences with low individual impact but high volume and overall damage. For
most cases in which the offence has been committed by means of an information system, applying the
same threshold as for other types of offences would to a large extent lead to impunity. That justifies the
application of this Regulation for such offences also where they carry a maximum custodial sentence
of less than three years. Additional terrorism-related offences within the meaning of Directive (EU)
2017/541 of the European Parliament and of the Council @ as well as offences concerning sexual abuse
and sexual exploitation of children within the meaning of Directive 2011/93/EU of the European
Parliament and of the Council ® should not require the minimum threshold of a three-year maximum
custodial sentence.
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As a matter of principle, a European Production Order should be addressed to the service provider,
acting as controller. However, in some circumstances, determining whether a service provider has the
role of controller or processor can prove particularly challenging, in particular where several service
providers are involved in the processing of data or where service providers process the data on behalf
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of a natural person. Distinguishing between the roles of controller and processor with regard to a
particular set of data requires not only specialised knowledge of the legal context, but could also require
interpretation of often very complex contractual frameworks providing in a specific case for allocation
to various service providers of different tasks and roles with regard to a particular set of data. \Where
service providers process data on behalf of a natural person, it may be difficult in some cases to
determine who the controller is, even where there is only one service provider involved. Where the data
concerned are stored or otherwise processed by a service provider and there is no clarity as to who the
controller is, despite reasonable efforts on the part of the issuing authority, it should therefore be possible
to address a European Production Order directly to that service provider. Moreover, in some cases,
addressing the controller could be detrimental to the investigation in the case concerned, for example
because the controller is a suspect or an accused or convicted person or there are indications that the
controller could be acting in the interest of the person that is the subject of the investigation. Also in
those cases, it should be possible to address a European Production Order directly to the service provider
processing the data on behalf of the controller. That should not affect the right of the issuing authority
to order the service provider to preserve the data.

FHHIEV) 2016/679 (ZHE N, EHLEIC b CF — 2% Gl kRAT-C DAL 2 AUEE L
YRR —E AT B ZZ BT DT i 7 oD, B Hefilirye
HIR, BB A~ OWEFEAEZ DI EFEL/2VRD, 7 —FZ ORI DWW TE B I @A
EThD, TOHE, 35 YR EERE ~ OO IO EERZ 7 7 A /G, 450
MNOEEENDIRTFEIAZE OB IE S LA BT _& TH D,

In accordance with Regulation (EU) 2016/679, the processor that stores or otherwise processes the data
on behalf of the controller should inform the controller about the production of the data unless the
issuing authority has requested the service provider to refrain from informing the controller, for as long
as necessary and proportionate, in order not to obstruct the relevant criminal proceedings. In that case,
the issuing authority should indicate in the case file the reasons for the delay in informing the controller
and a short justification should also be added in the accompanying certificate transmitted to the
addressee.

P AT R EZ NIRRT DAL T T AT I F v D L CT —H DN el AT
F MBS NAEEE . T —F ISR TF DALERS 31D AT T e s
FARERREN DB DRI N S £ IR B E RS TEAINTT RET
HD,

Where the data are stored or otherwise processed as part of an infrastructure provided by a service
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provider to a public authority, it should only be possible to issue a European Production Order or a
European Preservation Order where the public authority for which the data are stored or otherwise
processed is located in the issuing State.

(45)  FEEHERRIEDIERI I S<SEMFRHEC L > THSESHL QWD T —4 0, TOE VKA LD
RENTIUN T, BEFIRIRRED X572 5 B S (TRRERTZR ) IR kS DA 7T AT 7
T DO—FREL TH—E AT 0 A F Lo TREERIRAFE DA D56, ZOHAITE
FESNHL— VR E R BB T — 22BN 7400 T — 2% ANFS 20, Ei2id=
P T T2 NFT DI OO a5 201k, FRHERIZ N e SR EIC
JEELCWOSE, FrHEDOSHDHIAF A5 NET DI EDMEERI TR 5.2 2 vRetid
DYrer. FITE A e TR BEES - BT DA ATREE §_E T,

In cases where data protected by professional privilege under the law of the issuing State are stored or
otherwise processed by a service provider as part of an infrastructure provided to professionals covered
by professional privilege (“privileged professional’), in their business capacity, it should only be possible
to issue a European Production Order to obtain traffic data, except for data requested for the sole purpose
of identifying the user as defined in this Regulation, or to obtain content data where the privileged
professional resides in the issuing State, where addressing the privileged professional might be
detrimental to the investigation, or where the privileges were waived in accordance with the applicable
law.

(46) —FARFHEOERLFANL, BECRDLIL, BIMES FEREEHIFTO HIFREIC L > TR S
2 RSB ITDIEO EARRRITH D, Fa54/H3, hORRETHIA TL TR Fi
DMETTL QD ATREMES D LB U MR 5856, BEFAVSHIRIE 2009/948/IHAZ 2>
T, ZORERED LR W & THD, VDDA, BN A E72 1 IR N
BIE TN —FAFHFANC R UASD 3D Y RAME UMD HI5A I IFE BIND
RETIIRY,

The principle of ne bis in idem is a fundamental principle of law in the Union, as recognised by the
Charter and developed by the case law of the Court of Justice of the European Union. Where the issuing
authority has grounds to believe that parallel criminal proceedings could be ongoing in another Member
State, it should consult the authorities of that Member State in accordance with Council Framework

2 JHSTRU IV D EHEME TR TN EE T2 2009 4 11 A 30 HOBLF2MSHAIRIE 2009/948/THA
(OJL328, 15.12.2009, p. 42),
Council Framework Decision 2009/948/JHA of 30 November 2009 on prevention and settlement of conflicts of exercise of
jurisdiction in criminal proceedings (OJ L 328, 15.12.2009, p. 42).
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Decision 2009/948/JHA @, In any case, a European Production Order or a European Preservation
Order is not to be issued where the issuing authority has grounds to believe that this would be contrary
to the ne bis in idem principle.

—EOFIEDE, 1L 2 ITHRE RN ESIVBIR, 7ol 2 IS =R,
FTHERIE B RU W e —FURRNOMER, 245U~ 9fabR OVREN, EIO ZAIRRL
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THZ BT DRI THRA TEALAICDAHIFETTEDHT0D | Z UM A F7- 13/
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O H B R OZEDMDAT 4712351 HFEEO B I BRI ETOPE K OIS
DU TOHHS & EHGD,

Immunities and privileges, which may refer to categories of persons, such as diplomats, or specifically
protected relationships, such as lawyer-client privilege or the right of journalists not to disclose their
sources of information, are referred to in other mutual recognition instruments such as in Directive
2014/41/EU establishing the EIO. The range and impact of immunities and privileges differ according
to the applicable national law that should be taken into account at the time of issuing a European
Production Order or a European Preservation Order, as the issuing authority should only be able to issue
the order if it could have been issued under the same conditions in a similar domestic case. There is no
common definition of what constitutes an immunity or privilege in Union law. The precise definition
of those terms is therefore left to national law, and the definition can include protections which apply to,
for instance, medical and legal professions, including when specialised platforms are used in those
professions. The precise definition of immunities and privileges can also include rules on determination
and limitation of criminal liability relating to freedom of the press and freedom of expression in other
media.

B BTN, KO A ZRET DI T ZORAICERSND = — 3B e H
MEWNERET — 25T T 40 T =2 NFT 20, Faldar 77 —2% AFLED
LLTHY, FEFESNIZT —2 03, S TRREDOIERI CFE SN T GENT BR E T TR
FOTHRESIL QDD FFTENHDT —Z D32 ORERRENZ IV Y CHEED H H &R Ot
AT ATNZH T HFEIO B BT ISR TORE L OB B 28RIloxE chrT
— X ThHLUECLE BRI D555, Fa YR, RN A S AR5 DR, H
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B2, HHNNIL— Ty AMCIRINFER Y MY — 2%/ T, BUTRIEIOMERZ A3 245
728 LT, M bARODTEN TEHRE THD,

Where the issuing authority seeks to obtain traffic data, except for data requested for the sole purpose
of identifying the user as defined in this Regulation, or to obtain content data, by issuing a European
Production Order and has reasonable grounds to believe that the data requested are protected by
immunities or privileges granted under the law of the enforcing State, or that those data are subject in
that State to rules on determination and limitation of criminal liability relating to freedom of the press
and freedom of expression in other media, the issuing authority should be able to seek clarification
before issuing the European Production Order, including by consulting the competent authorities of the
enforcing State, either directly or via Eurojust or the European Judicial Network.

(49)  FRMMERRRIIV DRI TAIC OV TH IR TEHNETHD, B YmiL, 0T T4
(2B 24 FT I I F TR O fE NDOHERIZBIEIC AN SR EThH-C, [RkDENSF
PECRICEED FCEDOIIRMB DTS T AREMER DY 7o, METHY, BT
HY., WEITHY | ARFHOFIRTEH TCELA THOG A DAHIINR M BEFEL T
T THD, IR A DZIET T HEINOFETIL, EOI70am B3, (ERIOFEDFE
LU CRBHL M TR T — X DFRZE, HIBR, T3S AZ P IET 580 )HIE 47 B % /K
T BT, ZNHDT —XDEFRHESD T8O SHITRARD D D RIREMD B DA
T, BB 2 DIZFRESIV QDN E I EBET RETH D,

It should be possible to issue a European Preservation Order for any criminal offence. The issuing
authority should take into account the rights of the suspect or the accused person in proceedings relating
to a criminal offence and should only issue a European Preservation Order if such order could have
been issued under the same conditions in a similar domestic case and where it is necessary,
proportionate, adequate and applicable to the case in hand. The assessment of whether to issue a
European Preservation Order should take into account whether such order is limited to what is strictly
necessary to achieve the legitimate aim of preventing the removal, deletion or alteration of data that are
relevant and necessary as evidence in an individual case in situations where it could take more time to
obtain the production of those data.

(50) PRI B OBRIN R A S 3N R OB B (EV) 2023/1544%1 2060 v —
RS T DFEEE T MM LT e E I T ERBIE 2 5, A58 NET & T

B JHEHEFE I DRHUNEED H T COEEREOIEER OFEEREEE DA &%‘5@:}1 b HA B
BRI PR 2023 427 A 12 HOFES (EU)2023/1544 (20> EU ‘B4 181 EZH),
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European Production Orders and European Preservation Orders should be addressed directly to the
designated establishment or to the legal representative, designated or appointed by the service provider
pursuant to Directive (EU) 2023/1544 of the European Parliamentand of the Council @. Exceptionally,
in emergency cases as defined in this Regulation, where the designated establishment or the legal
representative of a service provider does not react to the accompanying European Production Order
Certificate (EPOC) or European Preservation Order Certificate (EPOC-PR) within the deadlines or has
not been designated or appointed within the deadlines set out in Directive (EU) 2023/1544 it should be
possible to address the EPOC or the EPOC-PR to any other establishment or legal representative of the
service provider in the Union alongside or instead of pursuing enforcement of the initial order in
accordance with this Regulation. Given those various possible scenarios, the general term ‘addressee’
is used in the provisions of this Regulation.

ZORAICEFRSND — VB I E B B BT T — 22BN 7 400 T — 2 AL,
FolFmr T T 5% AT T 57200 OBRINFE M B O LIS OBLE B, 2
BOT =2 7173V % ANFT 5T DI A S SEAS VDA = X D HETHZ
LY THD, EDOMHAT =X LT, FUTYRE B G-38, EPOC 23458 NIZIEESD
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In view of the more sensitive nature of a European Production Order to obtain traffic data, except for
data requested for the sole purpose of identifying the user, as defined in this Regulation, or to obtain

Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down harmonised rules on the
designation of designated establishments and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings (see page 181 of this Official Journal).
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content data, it is appropriate to provide for a notification mechanism applicable to European Production
Orders to obtain those data categories. That notification mechanism should involve an enforcing
authority and consist in the transmission of the EPOC to that authority at the same time as the EPOC is
transmitted to the addressee. However, where a European Production Order is issued to obtain
electronic evidence in criminal proceedings with substantial and strong links to the issuing State, no
notification to the enforcing authority should be required. Such links should be assumed where, at the
time of issuing the European Production Order, the issuing authority has reasonable grounds to believe
that the offence has been committed, is being committed or is likely to be committed in the issuing State,
and where the person whose data are requested resides in the issuing State.

SOOI AR b (51T 508, R I oA, [T T VB, S ThIUA ThE
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For the purposes of this Regulation, an offence should be considered as having been committed, being
committed or being likely to be committed in the issuing State if it is so considered in accordance with
the national law of the issuing State. In some cases, especially in the cybercrime field, some factual
elements, such as the place of residence of the victim, are usually important indications to consider when
determining where the offence has been committed. For instance, ransomware crimes can often be
considered as having been committed where the victim of such a crime resides, even when the exact
location from where the ransomware has been launched is uncertain. Any determination as to the place
where the offence was committed should be without prejudice to the rules on jurisdiction over the
relevant offences pursuant to the applicable national law.
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It is for the issuing authority to assess, at the time of issuing the European Production Order to obtain
traffic data, except for data requested for the sole purpose of identifying the user as defined in this
Regulation, or to obtain content data, and on the basis of the material before it, whether there are
reasonable grounds to believe that the person whose data are requested resides in the issuing State. In
that regard, various objective circumstances that could indicate that the person concemed has
established the habitual centre of their interests in a particular Member State or has the intention to do
S0, can be of relevance. It follows from the need for uniform application of Union law and from the
principle of equality that the notion of ‘residence’ in this particular context should be given uniform
interpretation throughout the Union. Reasonable grounds to believe that a person resides in an issuing
State could exist, in particular, where a person is registered as a resident in an issuing State, as indicated
by holding an identity card or a residence permit or by being registered in an official residence register.
In the absence of registration in the issuing State, residence could be indicated by the fact that a person
has manifested the intention to settle in that Member State or has acquired, following a stable period of
presence in that Member State, certain connections with that State which are of a similar degree as those
resulting from establishing a formal residence in that Member State. In order to determine whether, in
a specific situation, there are sufficient connections between the person concerned and the issuing State
that give rise to reasonable grounds to believe that the person concerned resides in that State, various
objective factors characterising the situation of that person could be taken into account, which include,
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in particular, the length, nature and conditions of the person’s presence in the issuing State or the family
ties or economic connections which that person has with that Member State. A registered vehicle, a
bank account, the fact that the person’s stay in the issuing State has been uninterrupted or other objective
factors could be of relevance for determining that there are reasonable grounds to believe that the person
concerned resides in the issuing State. A short visit, a holiday stay, including in a holiday home, or a
similar stay in the issuing State without any further substantial link is not enough to establish a residence
in that Member State. In cases where, at the time of issuing the European Production Order to obtain
traffic data, except for data requested for the sole purpose of identifying the user as defined in this
Regulation, or to obtain content data, the issuing authority does not have reasonable grounds to believe
that the person whose data are requested resides in the issuing State, the issuing authority should notify
the enforcing authority.
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In order to provide for a swift procedure, the relevant point in time at which to determine whether there
is a need to notify the enforcing authority should be the time when the European Production Order is
issued. Any subsequent change of residence should not have any impact on the procedure. The person
concerned should be able to invoke their rights as well as the rules on determination and limitation of
criminal liability relating to freedom of the press and freedom of expression in other media, during the
entire criminal proceedings, and the enforcing authority should be able to raise a ground for refusal
where, in exceptional situations, there are substantial grounds to believe, on the basis of specific and
objective evidence, that the execution of the order would, in the particular circumstances of the case,
entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and the Charter. In
addition, it should also be possible to invoke those grounds during the procedure for enforcement.
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A European Production Order should be transmitted through an EPOC, and a European Preservation
Order should be transmitted through an EPOC-PR. Where needed, the EPOC or the EPOC-PR should
be translated into an official language of the Union accepted by the addressee. Where no language has
been specified by the service provider, the EPOC or the EPOC-PR should be translated into an official
language of the Member State where the designated establishment or the legal representative of the
service provider is located, or into another official language that the designated establishment or the
legal representative of the service provider declared it will accept. Where a notification to the enforcing
authority is required pursuant to this Regulation, the EPOC to be transmitted to that authority should be
translated into an official language of the enforcing State or into another official language of the Union
accepted by that State. In that regard, each Member State should be encouraged to state, at any time, in
a written declaration submitted to the Commission if, and in which official language or languages of
the Union in addition to the official language or languages of that Member State, they would accept
translations of EPOCs and EPOC-PRs. The Commission should make such declarations available to
all Member States and to the European Judicial Network.
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Where an EPOC has been issued and a notification to the enforcing authority is not required under this
Regulation, the addressee should ensure, upon receipt of the EPOC, that the requested data are
transmitted directly to the issuing authority or the law enforcement authorities as indicated in the EPOC
at the latest within 10 days following receipt of the EPOC. Where a notification to the enforcing
authority is required pursuant to this Regulation, upon receipt of the EPOC, the service provider should
act expeditiously to preserve the data. Where the enforcing authority has not raised any grounds for
refusal pursuant to this Regulation within 10 days following receipt of the EPOC, the addressee should
ensure that the requested data are transmitted directly to the issuing authority or the law enforcement
authorities as indicated in the EPOC at the end of that 10-day period. Where the enforcing authority,
already before the end of the 10-day period, confirms to the issuing authority and the addressee that it
will not raise any grounds for refusal, the addressee should act as soon as possible upon such
confirmation and at the latest at the end of that 10-day period. The shorter time limits applicable in
emergency cases as defined in this Regulation should be respected by the addressee, and, where
applicable, the enforcing authority. The addressee, and, where applicable, the enforcing authority,
should execute the EPOC as soon as possible and at the latest within the deadlines set out in this
Regulation, taking as full account as possible of the procedural deadlines and other deadlines indicated
by the issuing State.
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Where the addressee considers, based solely on the information contained in the EPOC or in the EPOC-
PR, that the execution of the EPOC or of the EPOC-PR could interfere with immunities or privileges,
or with rules on the determination or limitation of criminal liability that relate to freedom of the press or
freedom of expression in other media, under the law of the enforcing State, the addressee should inform
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the issuing authority and the enforcing authority. As regards EPOCs, where no notification to the
enforcing authority took place pursuant to this Regulation, the issuing authority should take the
information received from the addressee into account, and should decide, on its own initiative or at the
request of the enforcing authority, whether to withdraw, adapt or maintain the European Production
Order. Where a notification to the enforcing authority took place pursuant to this Regulation, the issuing
authority should take the information received from the addressee into account and decide whether to
withdraw, adapt or maintain the European Production Order. It should also be possible for the enforcing
authority to raise the grounds for refusal set out in this Regulation.
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In order to allow the addressee to address formal problems with an EPOC or an EPOC-PR, it is
necessary to set out a procedure for the communication between the addressee and the issuing authority,
as well as, where a notification to the enforcing authority took place pursuant to this Regulation,
between the addressee and the enforcing authority, in cases where the EPOC or EPOC-PR is
incomplete or contains manifest errors or does not contain sufficient information to execute the order
concerned. Moreover, should the addressee not provide the information in an exhaustive or timely
manner for any other reason, for example because it considers that there is a conflict with an obligation
under the law of a third country, or because it considers that the European Production Order or the
European Preservation Order has not been issued in accordance with the conditions set out by this
Regulation, it should inform the issuing authority, as well as, where a notification to the enforcing
authority took place, the enforcing authority, and provide the justification for not executing the EPOC
or the EPOC-PR in a timely manner. The communication procedure should thus allow for the
correction or reconsideration of the European Production Order or of the European Preservation Order
by the issuing authority at an early stage. To guarantee the availability of the data requested, the
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addressee should preserve those data if that addressee can identify those data.
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The addressee should not be obliged to comply with the European Production Order or with the
European Preservation Order in the event of a de facto impossibility due to circumstances not
attributable to the addressee or, if different, the service provider at the time when the European
Production Order or the European Preservation Order was received. A de facto impossibility should be
assumed if the person whose data were requested is not a customer of the service provider or cannot be
identified as such even after a request for further information to the issuing authority, or if the data have
been lawfully deleted before the order concerned was received.
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Upon receipt of an EPOC-PR, the addressee should preserve the requested data for a maximum of 60
days unless the issuing authority confirms that a subsequent request for production has been issued, in
which case the preservation should be continued. The issuing authority should be able to extend the
duration of the preservation by an additional 30 days where necessary to allow for the issuing of a
subsequent request for production, using the form set out in this Regulation. Where the issuing authority
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confirms during the period of preservation that a subsequent request for production has been issued, the
addressee should preserve the data as long as necessary to produce the data once the subsequent request
for production is received. Such a confirmation should be sent to the addressee within the relevant
deadline, in an official language of the enforcing State or in any other language accepted by the
addressee, using the form set out in this Regulation. To prevent the preservation from ceasing, it should
be sufficient that the subsequent request for production has been issued and the confirmation has been
sent by the issuing authority; it should not be necessary to complete further required formalities for the
transmission, such as the translation of documents, at that point in time. Where the preservation is no
longer necessary, the issuing authority should inform the addressee without undue delay and the
obligation to preserve on the basis of the European Preservation Order should cease.
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Notwithstanding the principle of mutual trust, it should be possible for the enforcing authority to raise
grounds for refusal of a European Production Order, where a notification to the enforcing authority took
place pursuant to this Regulation, based on the list of grounds for refusal provided for in this Regulation.
Where a notification to the enforcing authority, or enforcement, takes place in accordance with this
Regulation, the enforcing State could provide under its national law that the execution of a European
Production Order might require the procedural involvement of a court in the enforcing State.
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Where the enforcing authority is notified of a European Production Order to obtain traffic data, except

for data requested for the sole purpose of identifying the user, as defined in this Regulation, or to obtain
content data, it should have the right to assess the information set out in the order and, where appropriate,
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refuse it where, based on a mandatory and due analysis of the information contained in that order and
in observance of the applicable rules of primary Union law, in particular the Charter, it reaches the
conclusion that one or more of the grounds for refusal provided for in this Regulation could be raised.
The need to respect the independence of judicial authorities requires that a degree of discretion be
granted to those authorities when taking decisions as to the grounds for refusal.
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It should be possible for the enforcing authority, where it is notified pursuant to this Regulation, to refuse
a European Production Order where the data requested are protected by immunities or privileges
granted under the law of the enforcing State which prevent the execution or enforcement of the
European Production Order, or where the data requested are covered by rules on the determination or
limitation of criminal liability that relate to freedom of the press or freedom of expression in other media,
which prevent the execution or enforcement of the European Production Order.
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It should be possible for the enforcing authority to refuse an order, in exceptional situations, where there
are substantial grounds to believe, on the basis of specific and objective evidence, that the execution of
the European Production Order would, in the particular circumstances of the case, entail a manifest
breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter. In particular, when
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assessing that ground for refusal, where the enforcing authority has at its disposal evidence or material
such as that set out in a reasoned proposal by one third of the Member States, by the European
Parliament or by the European Commission, adopted pursuant to Article 7(1) TEU, indicating that there
is a clear risk, if the order were executed, of a serious breach of the fundamental right to an effective
remedy and to a fair trial under Article 47 of the Charter, on account of systemic or generalised
deficiencies concerning the independence of the issuing State’s judiciary, the enforcing authority should
determine specifically and precisely whether, having regard to the personal situation of the person
concerned, as well as to the nature of the offence for which the criminal proceedings are conducted, and
the factual context that forms the basis of the order, and in the light of the information provided by the
issuing authority, there are substantial grounds for believing that there is a risk of a breach of a person’s
right to a fair trial.
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It should be possible for the enforcing authority to refuse an order where the execution of such order
would be contrary to the principle of ne bis in idem.
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It should be possible for the enforcing authority, where it is notified pursuant to this Regulation, to refuse
a European Production Order in the event that the conduct for which the order has been issued does not
constitute an offence under the law of the enforcing State, unless it concerns an offence listed within the
categories of offences set out in an annex to this Regulation, as indicated by the issuing authority in the
EPOC, if itis punishable in the issuing State by a custodial sentence or a detention order for a maximum
period of at least three years.
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Since informing the person whose data are requested is an essential element as regards data protection
rights and defence rights, in that it enables effective review and judicial redress, in accordance with
Article 6 TEU and the Charter, the issuing authority should inform the person whose data are being
requested, without undue delay, about the production of data on the basis of a European Production
Order. However, the issuing authority should be able, in accordance with national law, to delay or
restrict informing or omit to inform the person whose data are being requested, to the extent that, and
for as long as, the conditions of Directive (EU) 2016/680 are met, in which case the issuing authority
should indicate in the case file the reasons for the delay, restriction or omission and add a short
justification in the EPOC. The addressees and, if different, the service providers should take the
necessary state-of-the-art operational and technical measures to ensure the confidentiality, secrecy and
integrity of the EPOC or the EPOC-PR and of the data produced or preserved.
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It should be possible for a service provider to claim reimbursement of its costs for responding to a
European Production Order or to a European Preservation Order from the issuing State, if that
possibility is provided for in the national law of the issuing State for domestic orders in similar situations,
in accordance with the national law of that State. Member States should inform the Commission about
their national rules for reimbursement, and the Commission should make them public. This Regulation
provides for separate rules applicable to the reimbursement of costs related to the decentralised IT
system.
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Without prejudice to national laws providing for the imposition of criminal penalties, Member States
should lay down the rules on pecuniary penalties applicable to infringements of this Regulation and
should take all measures necessary to ensure that they are implemented. Member States should ensure
that pecuniary penalties provided for in their national law are effective, proportionate and dissuasive.
Member States should, without delay, notify the Commission of those rules and of those measures and
should notify it, without delay, of any subsequent amendment affecting them.
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When assessing in the individual case the appropriate pecuniary penalty, the competent authorities
should take into account all relevant circumstances, such as the nature, gravity and duration of the
breach, whether it was committed intentionally or through negligence, whether the service provider has
been held responsible for similar previous breaches and the financial strength of the service provider
held liable. In exceptional circumstances, that assessment could lead the enforcing authority to decide
to abstain from imposing any pecuniary penalties. In this respect, particular attention is to be given to
microenterprises that fail to comply with a European Production Order or a European Preservation
Order in an emergency case due to lack of human resources outside normal business hours, if the data
are transmitted without undue delay.
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Without prejudice to data protection obligations, service providers should not be held liable in Member
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States for prejudice caused to their users or third parties exclusively resulting from compliance in good
faithwith an EPOC or an EPOC-PR. The responsibility for ensuring the legality of the order concerned,
in particular its necessity and proportionality, should lie with the issuing authority.
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Where the addressee does hot comply with an EPOC within the deadline or with an EPOC-PR, without
providing reasons accepted by the issuing authority, and, if applicable, where the enforcing authority
has not invoked any of the grounds for refusal as provided for in this Regulation, it should be possible
for the issuing authority to request the enforcing authority to enforce the European Production Order or
the European Preservation Order. To that end, the issuing authority should transfer the order concerned,
the relevant form provided for in this Regulation, as completed by the addressee, and any relevant
document to the enforcing authority. The issuing authority should translate the order concerned and any
document to be transferred into one of the languages accepted by the enforcing State and should inform
the addressee of the transfer. That State should enforce the order concermned in accordance with its
national law.
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The procedure for enforcement should allow the addressee to invoke grounds against the enforcement,
based on a list of specific grounds provided for in this Regulation, including that the order concerned
has not been issued or validated by a competent authority as provided for in this Regulation, or where
the order does not concern data stored by or on behalf of the service provider at the time of receipt of
the relevant certificate. The enforcing authority should be able to refuse to recognise and enforce a
European Production Order or a European Preservation Order based on those same grounds, and also,
in exceptional situations, on account of the manifest breach of a relevant fundamental right as set out in
Article 6 TEU and the Charter. The enforcing authority should consult the issuing authority before
deciding not to recognise or not to enforce the order, based on those grounds. Where the addressee does
not comply with its obligations under a recognised European Production Order or European
Preservation Order the enforceability of which has been confirmed by the enforcing authority, that
authority should impose a pecuniary penalty. That penalty should be proportionate, in particular in view
of specific circumstances such as repeated or systemic non-compliance.
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Compliance with a European Production Order could conflict with an obligation under the applicable
law of a third country. To ensure comity in respect of the sovereign interests of third countries, to protect
the individual concerned and to address conflicting obligations on service providers, this Regulation
provides for a specific mechanism for judicial review where compliance with a European Production
Order would prevent a service provider from complying with legal obligations deriving from the law
of a third country.
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Where an addressee considers that a European Production Order in a specific case would entail the
violation of a legal obligation deriving from the law of a third country, it should inform the issuing
authority and the enforcing authority of its reasons for not executing the order by way of a reasoned
objection, using the form provided for in this Regulation. The issuing authority should review the
European Production Order on the basis of the reasoned objection and any input provided by the
enforcing State, taking into account the same criteria that the competent court of the issuing State would
have to follow. Where the issuing authority intends to uphold the order, it should request a review by
the competent court of the issuing State, as notified by the relevant Member State, which should review
the order.
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In determining the existence of a conflicting obligation in the specific circumstances of the case under
examination, the competent court could rely on appropriate external expertise where needed, for
example on the interpretation of the law of the third country concerned. For that purpose, the competent
court could for example consult the central authority of the third country, taking into account Directive
(EV) 2016/680. Information should, in particular, be requested from the competent authority of the third
country by the issuing State where the conflict concems fundamental rights or other fundamental
interests of the third country related to national security and defence.
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Expertise on interpretation could also be provided through expert opinions where available. Information

and case law on the interpretation of the law of a third country and on conflict of law procedures in
Member States should be made available on a central platform such as the SIRIUS project or the
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European Judicial Network, with a view to making it possible to benefit from experience and expertise
gathered on the same or similar questions. The availability of such information on a central platform
should not prevent a renewed consultation of the third country where appropriate.
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When assessing whether conflicting obligations exist, the competent court should determine whether
the law of the third country is applicable and, if so, whether the law of the third country prohibits
disclosure of the data concerned. Where the competent court establishes that the law of the third country
prohibits disclosure of the data concerned, that court should determine whether to uphold or lift the
European Production Order, by weighing a number of elements which are designed to ascertain the
strength of the connection to either of the two jurisdictions involved, the respective interests in obtaining
or instead preventing the disclosure of the data, and the possible consequences for the addressee or for
the service provider of complying with the order. Particular importance and weight should be given to
the protection of fundamental rights by the relevant law of the third country and other fundamental
interests, such as national security interests of the third country, as well as the degree of connection
between the criminal case and either of the two jurisdictions when conducting the assessment. Where
the court decides to lift the order, it should inform the issuing authority and the addressee. If the
competent court determines that the order is to be upheld, it should inform the issuing authority and the
addressee, and that addressee should proceed with the execution of that order. The issuing authority
should inform the enforcing authority about the outcome of the review procedure.

EPOC DIATIZH>EZOMANTESNARIA L, B = EE DAL AN B &7
EXITHHEHSNARETHD, LT3 T, BN S OB FAE = [EE AL A —E
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AT ANAL DI T T HIEEEET DG LIRS E DO FIEIC LD RIE LR DR,
MM DICEVEFSND T —HIRESNDHRETHD, FHEICLD RELEFEEDH%, TS
MR AT HEHIFTD RN B A PR B L2 REL TG BAYRNEDT —4
DIEHEMO T V| To e X NI AR B GER T A LA 7R T 57D BN RAE
MRERTTHIENAREE T REITHH,

The conditions set out in this Regulation for the execution of an EPOC should also be applicable in the
event of conflicting obligations deriving from the law of a third country. Therefore, during the judicial
review, where compliance with a European Production Order would prevent service providers from
complying with a legal obligation deriving from the law of a third country, the data requested by that
order should be preserved. Where, following the judicial review, the competent court decides to lift a
European Production Order, it should be possible to issue a European Preservation Order to allow the
issuing authority to seek production of the data through other channels, such as mutual legal assistance.

DT —H LS - I E TR BV TERESNZ 2 TOED, FBHEE 47 F[he-
TNV RIEIRGFIZ T 7 B A TELZEMMARAI R TohDH, ZOBHHEN, ERIEIIEST
FIH FTRER SO DIER R Z T 22 L72< BRINRINM B 2B CTE DT —F & 2R
T2FE, TOMAITH LTI RE 22 T DMERE T H_ETHD, D NI e
FHEIENTHDGA . TDO NIIET —H 3 GHiLE U S - s e P S22y
1R BT DM T D& Th D, TR REE 252 T HHEFIX, F8 D RIE O EN
HEES TRBHERREDOBHFT CITHESN D RETHY | HUTHERRIEN 33T 2 FEAMEDO RS,
FTENIEZ U3 > T2 2 OMOIBIMMOBEZ W 572 Z DB A B e
FEEO AN IGE PN CI D ATREM A B D _ETH D, ZOMANIMBO AT B
HIST T A7 DI ATREMED & DRI TRE 3~ & Tldev, ZOBANCHESI TWD I
B Rk 2 s T OMERIE, BIRIIEU) 2016/679 K OME(EU) 2016/680 (ZHE S Rsz kDb
MERIZIT 28D ThH_ETIIRV N, EPNEIZIE S B A KD 2 rTREMEI B3 A 1
TR IS N D RETHY , B VIRAN A TES GO LGS N D RE ThH D,

It is essential that all persons whose data are requested in criminal investigations or proceedings have
access to an effective legal remedy, in line with Article 47 of the Charter. In line with that requirement
and without prejudice to further legal remedies available in accordance with national law, any person
whose data were requested viaa European Production Order should have the right to effective remedies
against that order. Where that person is a suspect or an accused person, such person should have the
right to effective remedies during the criminal proceedings inwhich the data are being used as evidence.
The right to effective remedies should be exercised before a court in the issuing State in accordance
with its national law and should include the possibility of challenging the legality of the measure,
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including its necessity and proportionality, without prejudice to the guarantees of fundamental rights in
the enforcing State, or other additional remedies in accordance with national law. This Regulation
should not limit the possible grounds for challenging the legality of an order. The right to effective
remedies provided for in this Regulation should be without prejudice to the right to seek remedies under
Regulation (EU) 2016/679 and Directive (EU) 2016/680. Information should be provided in due time
about the possibilities under national law for seeking remedies and it should be ensured that they can be
exercised effectively.

GG, [HRE, FHETER ATHET, Rt ATRETC, BB B 2 272 [EB Az DD E
K, T EROE 1AM /JREIZ T 20 BEUEREAT (IT) S AT L& T, 37T
FENT 2V TE IR ) CE AT EA MR 572 | s T v/ VBRSNS
RETHD,

Appropriate channels should be developed to ensure that all parties can efficiently cooperate by digital
means, through a decentralised information technology (IT) system that allows for the swift, direct,
interoperable, sustainable, reliable and secure cross-border electronic exchange of case-related forms,
data and information.

ZOMAN ISR A AT DY (e —E AT A X OFREH T E - e
FHLDOMDBRAN LRI EE L DA =r— 2 a B AlREICT 72012, ENHDHE
TEFHEFTE A TEEREANDL, 08 IT VAT 20— ChOEREICLVIEHSIN D%
IT S AT NZT 7 BAT HEFFEDRHIESNORETH D,

In order to allow for efficient and secure written communication between competent authorities and
designated establishments or legal representatives of service providers under this Regulation, those
designated establishments or legal representatives should be provided with electronic means of access
to the national IT systems, part of the decentralised IT system, operated by the Member States.

SRR IT AT I WERE S WIS OFR R L OSERD IT S AT L&, b IT &
2T DO HBES N A B TR T 7 B ARA L N SN A & TH D, 480 IT
VAT LDT TRARAUNL, BRNGES K OFEEEOBIHIEV) 2022/850°4 2 f -~ CThENT S
77 &-CODEX VAT AITHESREThD,

2 REKOTFEOWES LOWMIIO RN o7 — X DIERAX HTE A VRO T2 D Ba—2 kS
AT (@-CODEX L AT IR DI ONTIRAINEU) 2018/1726 % eI 2B M OEHE20D 2022 4F 5
30 HOHHEU) 2022/850 (OJ L 150, 1.6.2022, p. 1),
Regulation (EU) 2022/850 of the European Parliament and of the Council of 30 May 2022 on a computerised system for the
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The decentralised IT system should comprise the IT systems of Member States and the Union agencies
and bodies, and interoperable access points, through which those IT systems are interconnected. The
access points of the decentralised IT system should be based on the e-CODEX system, established by
Regulation (EU) 2022/850 of the European Parliament and of the Council @,

A RAHLO EEH ERE T DRSO T — 225 HRYCTRRED 1T Y a—ra 2R3
L —E AT u A AZN L, BT —H AHREAEAAF L TR T S A7 T 78 AT
A HE ST TN RSN A RE TH 5,

Service providers who make use of bespoke IT solutions for the purposes of exchanging information
and data related to requests for electronic evidence should be provided with automated means of
accessing the decentralised IT systems by means of a common data exchange standard.

JFRIEL T, BSHERA A 35 YR, ERESHE R A A2 YRS R E ST E I EE
REEELOMOT R TOEMEICI DR 2= —aid, i 1T VAT 280 THAT
NHRETHD, T2Lx UL, FFED 7 4L Dy VBN DT80 | $ikS DT —H B3l
HIRE N DN LS THHT DI TNDI2, 2, BEFRRICRW T, 08l IT AT A
VRS CUORWBID FEFTAASENE T RETHLI2D | DINTHBILIT VAT LOfE
R ARE GBI D F, R TBA N TEDRETHD, ZOIH7GE, i, 280
OIGHEMED B MEBA AR T AL EMA B EL T, MBI Rb e TR LS T
FATENHRETHD,

As arule, all written communication between competent authorities or between competent authorities
and designated establishments or legal representatives should be carried out through the decentralised
IT system. It should be possible to use alternative means only where the use of the decentralised IT
system is not possible, for example because of specific forensic requirements, because the volume of
data to be transferred is hampered by technical capability constraints, or because another establishment
not connected to the decentralised IT system has to be addressed in an emergency case. In such cases,
the transmission should be carried out by the most appropriate alternative means, taking into account
the need to ensure a swift, secure and reliable exchange of information.

ZOMRANT IS SEHIZLDCVE D FERIR T HI 1T VAT MG FNHZEa N
PRI 27-0  RIEFBUC L > CHATSNT MBI IR A2 72 B0 1T S AT DI REkS
NAHRXTHD,

cross-border electronic exchange of data in the area of judicial cooperation in civil and criminal matters (e-CODEX system), and
amending Regulation (EU) 2018/1726 (OJ L 150, 1.6.2022, p. 1).
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To ensure that the decentralised IT system contains a complete record of written exchanges under this
Regulation, any transmission carried out by alternative means should be recorded in the decentralised
IT system without undue delay.

(87)  FRMEES N OHEHEEOHIHIEU) No 910/20145 T ESILCUVHERY | BLEMA 9 57-
DDA =X LDFEFDEHESNAETHD,

The use of mechanisms to ensure authenticity, as provided for in Regulation (EU) No 910/2014 of the
European Parliament and of the Council ®, should be considered.

(88) Tr—ERTE AL HHIHVIMEZET, SrHOH T VAT AOREEEERIZBhEL TRY R
MEAFHZTRNS D RETIIZR Y, LT3 T, FINEE AT, ?%HE%@VEEE RS BAFED
—BREL T P —ERT A EZINSEO T AT LT 7B AT A0, B OF A
TIANT I F X aABGET DB | HRE AT E TEDH IO ﬂ“ér?:c7«\~x®4’/5’
— 7 = AABFIH AR T & THD,

Service providers, in particular small- and medium-sized enterprises, should not be exposed to
disproportionate costs in relation to the establishment and operation of the decentralised IT system. As
part of the creation, maintenance and development of the reference implementation, the Commission
is therefore also to make available a web-based interface allowing service providers to communicate
securely with authorities without having to establish their own dedicated infrastructure in order to access
the decentralised IT system.

(89) HERKEDS, &E IT T AT 2DV, BINEERIZE > TSIV 7 =7 T700h
SRRIEL TN 2T B TEDINCT RETHD, ZOSMRIEL/ 7 =T X, V7 =
T O IT AT MMZHEe T D723 7 e-CODEX T A7 L AR— R R FBINITN
=S SN A Z A BT D E D a— VRN Ty AT HASLRETh D, ik
By N7y ANCED | ERRIEN, B T RE BE LT Z OB OENIESE
1BAL 775 BRI ET L TELINTT RETHD,

It should be possible for Member States to use software developed by the Commission, namely the
reference implementation software, instead of a national IT system. That reference implementation

% NI IS DR FHYRRN LD DT b O {RHHI R OB — BB %, KON #5847 1999/93/EC ZFEIET
DR OB 2014 47 H 23 HOMHEU) No 91012014 (OJ L 257,28.8.2014, p. 73),
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC (OJ L 257, 28.8.2014, p. 73).
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software is to be based on a modular setup, meaning that the software is packaged and delivered
separately from the e-CODEX system components needed to connect it to the decentralised IT system.
That setup should enable Member States to reuse or enhance their existing respective national judicial
communication infrastructure for the purpose of cross-border use.

RNZBESIE, SRFEL 7 =7 OFHUERL, IR5F, BIRICETABINETHD, MNZE
[=ESEWN Elel;%%&oﬁ%/\@%ﬁﬁl (EU) 2018/1725 %, HIHI(EU) 2016/679, M 54 (EV)
2016/680 (ZiEDHOIIZT —AREOEELIFRI, LODITFAI AT AL KOS T 741
MZkBT— 571'% @J?E'J&U,—JV/\JI/@#%/\H'TZ%:LJTA ZESFLC, SRS T
V=T ZpkEt, B K OMRSF T RETH D, ZIRFEEY 7Ny = I L e B TR B
FAUTEY, WL~ DX 2 VT ¢ CAH ESEMA R T D7D I B kAR TR A
HUDZ LA AR T AIENEE THD,

The Commission should be responsible for the creation, maintenance and development of the reference
implementation software. The Commission should design, develop and maintain the reference
implementation software in compliance with the data protection requirements and principles laid down
in Regulation (EU) 2018/1725 of the European Parliament and of the Council @, Regulation (EU)
2016/679, and Directive (EU) 2016/680, in particular the principles of data protection by designand by
defaultaswell asa high level of cybersecurity. It is important that the reference implementation software
also include appropriate technical measures and make it possible to take the organisational measures
necessary for ensuring an appropriate level of security and interoperability.

ZORBNDIEZEDT= D DRV SRS DT-OIZ, BRINZE BT IEEHERRD 52 D
HRETHD, ZHSDHERT. @UII“*A&U@%@%EE' (EU) No 182/2011%" | Zi> T i
ENHRETHD,

% ERINES O, ARk, SRR O RICEDE AT —F DR BRES 2 IR DRI BT 2 NC 2 DT
—HDOHFED7R\ MEENZEET 5, IO, FEIEC) No 452001 K OVE No 12472002/EC A FEIE T 2RISR
U200 2018 4210 H 23 HOHIHIEU) 2018/1725 (0J L.295,21.11.2018, p. 39),

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L. 295, 21.11.2018, p.

39).

7 PRINE B0 FEEHEROA TEORERIEN C LB EROT= O DHHAAMZ BET DRUE R ORI D 2B K
UHRHED 2011 42 A 16 HOBIAI (BU) No 182/2011 (OJ L55,28.2.2011, p. 13),
Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and
general principles conceming mechanisms for control by the Member States of the Commission's exercise of implementing
powers (OJ L55,28.2.2011, p. 13).
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In order to ensure uniform conditions for the implementation of this Regulation, implementing powers
should be conferred on the Commission. Those powers should be exercised in accordance with
Regulation (EU) No 182/2011 of the European Parliament and of the Council @".

IR NT S AT LI U CHATSND T —H A, FII30 800 IT AT M Ress s T
— BRI HOUNTI T, AERREIE. ZOHRI OB O 3555% R-3 78 . K E DR —
NN CTHREHEIE TEHRETHD,

For data exchanges carried out via the decentralised IT system or recorded in the decentralised IT
system, Member States should be able to collect statistics to fulfil their monitoring and reporting
obligations under this Regulation via their national portals.

ZOHBEIDRR fE R, LT H7-010 FINEESIIHREN O AF LT —2IZ
FEDWT HEFIC DWW TCOFRREE ELFATT & THD, 20 BIIDT-OIZ HEREIT,
BEESNI-T — X OFEHH, 456N, BEAFRENEI), S, ZORAIDSEX E w2 Y
T DRHEY SRR HAEEL | RINZ BRI & Th D,

In order to monitor the outputs, results and impacts of this Regulation, the Commission should publish
an annual report on the preceding calendar year, based on data obtained from the Member States. For
that purpose, Member States should collect and provide to the Commission comprehensive statistics on
different aspects of this Regulation, by type of data requested, the addressees and whether it was an
emergency case or not.

FRNCERRS U LS BRI, ZOBBNZES S LG Haa iRl | Ei
(& T — =TV R = A CRORGE) D FZIA R o= — 2 a IS AREIC7RD
135, ZOIHEANTFHERAANHIEL | S ERala = — a AFEICEIR LSS, I
EEANL, FRCa— =T T MELRO, FI3RI TR e T — 20372\ 2sb i
—ERT B AL PUEPLTEIRNGANZ, RRRI AR LS - T i ATRRIC LS, 20D
HAICHES IV TODERT, FEtONEEMEELASS,

The use of pre-translated and standardised forms would facilitate cooperation and the exchange of
information under this Regulation, thereby allowing for quicker and more effective communication in
a user-friendly manner. Such forms would reduce translation costs and contribute to a high-quality
standard of communication. Response forms would similarly make a standardised exchange of
information possible, in particular where service providers are unable to comply because the user
account does notexist or because no data are available. The forms provided for in this Regulation would
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also facilitate the gathering of statistics.

(95) EPOC }¢(}EPOC-PR MEZ, I ONT EPOC E721% EPOC-PR D FE TR ATRE THHZ LIRS
T OIEWAARAET 272 | INR MBS &R EREDO I B OMERDT= | KL OVE T
AR EDIERD 7=\ A S D ERD NI B AU DI RN 2 = — RN
VX578 BRINEE OBREIZ BT 2550 (ITREU DS 290 SRICEAS I TAZEIRT
DHENN T, ZOBANTHRESH QO D ERDEIEIC L CRINEERICTHESND & THD,
Wi NEE S ST, B~V & S ety G 3902k, £2. Zh
HOE RBEE LY BUWHEICE S 2016 4F 4 A 13 HOMBIRIAEZIZ @D LRI
o TIMSNDZEDFAZEETH D, FHZ, ZAESNTATRD U ~D VA2 SV e
T HI20I, BRMNEES M OS2 IR E O BPZE L [RIFH S 3T SCEAR L, 2hb
DOEMZIT, BB, TSN TAD Ui BB EEROHIAZT —T D%
BADT I AR TS,

In order to effectively address a possible need for improvements regarding the content of the EPOC and
EPOC-PR forms and of the forms to be used for providing information on the impossibility of executing
an EPOC oran EPOC-PR, for confirming the issuance of a request for production following a European
Preservation Order and for extending the preservation of electronic evidence, the power to adopt acts in
accordance with Avrticle 290 of the Treaty on the Functioning of the European Union (TFEU) should
be delegated to the Commission in respect of the amendment of the forms provided for in this
Regulation. It is of particular importance that the Commission carry out appropriate consultations
during its preparatory work, including at expert level, and that those consultations be conducted in
accordance with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better
Law-Making @, In particular, to ensure equal participation in the preparation of delegated acts, the
European Parliament and the Council receive all documents at the same time as Member States’ expetts,
and their experts systematically have access to meetings of Commission expert groups dealing with the
preparation of delegated acts.

(96)  ZOOHANE, ZDHRRIDE FFEHI ADREWOIEEIZ B9 DRME S D, F2l iMODIIV“E!"J
I3GE, WER OHPDI T8 52 & TR, HERRIEID SR, Y oD S 2
ALY —VEBRSNETHD, Ay T MAED YR, horERE)HE T nH@
DI BTN ZAUZ ROV R D FRIAO A FE DBy M EGRE T D L ETRINES D,
F IO ERRARSGE, RN OHRD Z IV b LR, HREIL, ORI
FRMRIECED 3 LIPS, ZOMAITRSIVE, 5I&Re& I 2REFO 3G ek U

% QJL123,1252016,p.1.

58



@7

(98)

ELEWMEE 10581 502541 H)

DY EIINFE BRI & CdoD, MERIEIE T, ZOBAICRINI B i E7
IXEOPDDELNS 37> H LINICKINEB Rl & Th D,

This Regulation should not affect Union or other international instruments, agreements and
arrangements on the gathering of evidence that falls within the scope of this Regulation. Member States’
authorities should choose the tool most adapted to the case at hand. In some cases, they might prefer to
use Union and other international instruments, agreements and arrangements when requesting a set of
different types of investigative measures that are not limited to the production of electronic evidence
from another Member State. Member States should notify the Commission at the latest three years after
the entry into force of this Regulation of the existing instruments, agreements and arrangements referred
to in this Regulation which they will continue to apply. Member States should also notify the
Commission within three months of the signing of any new agreement or arrangement as referred to in
this Regulation.

Bl IRE BB DL, F/RREDIEY — VDL K d 27 sb LA, 2
ORIV DRI AEC D LAVR, L3> C, T OBHADRHliEE 9250
NEEETHD,

Given technological developments, new forms of communication tools could prevail in a few years, or
gaps could emerge in the application of this Regulation. It is therefore important to provide for an
evaluation of its application.

BRMZE TR, S, B, — B O EU AHIMIESY V) 5 DO FAE I S< A~
ETHLZORANDOFHIZ FA T ~ETHY, HikaHli L, TREMEDH LS00 FEROFE
FHIO AR & Th D, FHliREEIZOBRIOE M, KOV D HENZBIL Tk
SHIHEROFHG, 2L CZOBIAIO HEAME~DOZZED i G Te <& Th D, MMNERE
(3. ZORRAIDFHHA BT D7D IFHRE EHIN T ~ETHD,

The Commission should carry out an evaluation of this Regulation that should be based on the five
criteria of efficiency, effectiveness, relevance, coherence and EU added value, and that evaluation
should provide the basis for impact assessments of possible further measures. The evaluation report
should include an assessment of the application of this Regulation and of the results that have been
achieved with regard to its objectives, as well as an assessment of this Regulation’s impact on
fundamental rights. The Commission should collect information regularly in order to inform the
evaluation of this Regulation.
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ZOWEBOHB, T0bb, EfRHlE | ERABZ TR ATF T 2208655
ZEE, ZD IR EER AR DI OB OIE, AEIC > U ool aEsis s, T
LARKINES DL U\ TR BRGERTEDHO THHO T, BhEATX, TEU 55 5 &
\ZEDDMITEMEFANIAEN, FHEZ BRI TE D, RISITED 2 HBIMEFERIIE N, ZOHH]
1%, D H a7 O\ 2 A R CU R,

Since the objective of this Regulation, namely to improve the securing and obtaining of electronic
evidence across borders, cannot be sufficiently achieved by the Member States given its cross-border
nature, but can rather be better achieved at Union level, the Union may adopt measures, in accordance
with the principle of subsidiarity as set out in Article 5 TEU. In accordance with the principle of
proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order
to achieve that objective.

TEU KON TFEU IZffSiz B, PR R OVEBORERIZ DWW TOES EER T ALV TR
DIBABTHEEES 21 5 3 FTHE, TAL TRz OFAIOEHREEIC ST 5
FDEIAEBIE THD,

In accordance with Article 3 of Protocol No 21 on the position of the United Kingdom and Ireland in
respect of the area of freedom, security and justice, annexed to the TEU and to the TFEU, Ireland has
notified its wish to take part in the adoption and application of this Regulation.

TEU K OX TFEU (&= T o ~— DI B 25 550 22 55 1 SR OV 2 SRt
W, T =X OBAIOEIRIZSITE T, 2>, ZAUTHERSIT F132 O IR
R EvA AN

In accordance with Avrticles 1 and 2 of Protocol No 22 on the position of Denmark annexed to the TEU
and to the TFEU, Denmark is not taking part in the adoption of this Regulation and is not bound by it
or subject to its application.

PRINT— A R ENE T, BRIMRES S O BRSO HIRII(EC) 2018/1725 58 42 5556 1 THIZHE-
TERIERAEZT. 2019 4£ 11 H 6 HICFDE R EP 2 mELT-,

The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EV) 2018/1725 and delivered an opinion on 6 November 2019,

% 0JC32,311.2020, p. 11.
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ZOMANEER LT

HAVE ADOPTED THIS REGULATION:
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BIE  IFSEE, EAEERUER
Chapter I Subject Matter, Scope and Definitions

B1E NEFE
Article 1 Subject matter
1 ZOHANE, HRkED LR, HFEFRUBW T, BMNEEGN T —E 242t 50— 2

T SAL T T MOREREIPIZERANLS I, £20T, BALSIUTURWEATT, fooRERLE
IZBWTHEERFEE I LORBIE N TOAEDIZRIL T 7 —Z D FHEIC B S B A
R, FMEE T D2 S A MU AR NS £ IR 2 DA RS CE MR ED 5,

This Regulation lays down the rules under which an authority of aMember State, in criminal proceedings,
may issue a European Production Order or a European Preservation Order and thereby order a service
provider offering services in the Union and established in another Member State, or, if not established,
represented by a legal representative in another Member State, to produce or to preserve electronic
evidence regardless of the location of the data.

COBANT AERIEO L /AN, 5 1 BFRISE~NSN TSSO LU IAEOHTEI O 2L
RS DT2DITE DOfE T RICBLEN, FATRESN TS —E A7 m X 2458 &
ERAL Ellic TR AN

This Regulation is without prejudice to the powers of national authorities to address service providers
established or represented on their territory for the purpose of ensuring that they comply with national
measures similar to those referred to in the first subparagraph.

BRMFRH A 7 IR A O FEF L, SN D YAIEO SN T, FEDHFF
R THE N BEEE A LITE NFT 2D N RBEL Tt BbaiRk T& 5,

The issuing of a European Production Order or of a European Preservation Order may also be requested
by a suspect or an accused person, or by a lawyer on that person’s behalf within the framework of
applicable defence rights in accordance with national criminal procedural law.

CORBANT, FERO TEU 5 6 RO TND, FAME K OVEFRIZ B 53554 &
EFTDRREFRHT2NEDEL, D30, ZORICBITHIENT YR EIHES S RICEHS NS
P TFCESHVRWEFMERFRSIND, ZOBUER, BARFERI L0l A74T DK DS
et S LeFHR R OMEHRD B H, AVETER OF RO WE, AT —Z DR, £ L THE
BV LIERS L OUREEIT TSNS,
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This Regulation shall not have the effect of modifying the obligation to respect the fundamental rights
and legal principles as enshrined in the Charter and in Article 6 TEU, and any obligations applicable to
law enforcement authorities or judicial authorities in this respect shall remain unaffected. This Regulation
applies without prejudice to fundamental principles, in particular the freedom of expression and
information, including the freedom and pluralism of the media, respect for private and family life, the
protection of personal data, as well as the right to effective judicial protection.

2% EMRE
Article 2 Scope
1. ZOHHANL, 2O —EAZFRMEG N TR T —E X7 m A A X TR LD,

This Regulation applies to service providers which offer services in the Union.

2. PRMHRHIA S M OWRMIER A T I FREOMSHAN T, K OYREETRiD B, ONIIHEE
Tt BEE AR TSIV TURWREIC KBS A7e< &b 4 A OWESRIE 2134
5 T THIRHIRE 2T T NSES TRt DR ELTZE A OB TO RN DI F45
T&EDe ZOIO72 AL, FEHERIEI W TEAPFEE T ONIT TAIZ R
FTOFHUHIETTED,

European Production Orders and European Preservation Orders may be issued only in the framework
and for the purposes of criminal proceedings, and for the execution of a custodial sentence or a detention
order of at least four months, following criminal proceedings, imposed by a decision that was not rendered
in absentia, in cases where the person convicted absconded from justice. Such orders may also be issued
in proceedings relating to a criminal offence for which a legal person could be held liable or punished in
the issuing State.

3. BRINFRHIA A R OBRINGR A 31T, BRIES N TS DS 3 45 3 Blod~bi-h—
ERACBIRT DT —ZITONWTOLIESTES,

European Production Orders and European Preservation Orders may be issued only for data pertaining
to the services referred to in Article 3, point (3), offered in the Union.

Z DI IAR I A5 R e oA AR E 721358 = N3RS D70 | i S e T 2 i

IRV VAAR
This Regulation does not apply to proceedings initiated for the purpose of providing mutual legal
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assistance to another Member State or a third country.

ETIF TR
Atrticle 3 Definitions

ZOMRND BEITIE, LR OESR S :
For the purpose of this Regulation, the following definitions apply:

@

)

©)

MERINFRHI A 7] £U3, FRINE SN T —E A& iR 5 ¥ —E 27 A OFEE T E
TFEENEE A5 ANE L. ZOMANTHRS N OMORERRIEI S Yrsta E T £/ 34E
FEREEDFES DANT, 55 4 5055 1T, 05 2 A, 5 4 T OV 5 TRSHE M IRIEID 148
YR IV FET F A TFF IS B RHLOSR A A U OIREATEIRL ;

“European Production Order’ means a decision ordering the production of electronic evidence, issued
or validated by a judicial authority of a Member State in accordance with Article 4(1), (2), (4) and (5),
and addressed to a designated establishment or to a legal representative of a service provider offering
services in the Union, where that designated establishment or legal representative is located in another
Member State bound by this Regulation;

MERINER A 7] £UT, RIS N T —E A& 4R 2 —E 27 m O EF T E
TR EREE 2SI ANEL . ZOBHNTHIR SO OMSRENZ SR%ta e F R Eo 34
FEREEDSETES D5 AN, 55 4 555 3 TH, 55 4 UL OV 5 TSI WERRED IR SRk
DIETEINTFFAISIVIZ, BIERERHEREOT- DI RHIOD IR B2 A COIRIEA L

‘European Preservation Order’ means a decision which orders the preservation of electronic evidence
for the purposes of a subsequent request for production, and which is issued or validated by a judicial
authority of a Member State in accordance with Avrticle 4(3), (4) and (5), and addressed to a designated
establishment or to a legal representative of a service provider offering services in the Union, where that
designated establishment or legal representative is located in another Member State bound by this
Regulation;

[Yr—E 270 AZ |21 E, BRNRES I OSBRSSO FEY 2006/123/ECE 2 2545 2 T b =

D SFNTIA BT DY —E AR DRMNRER K OB 2022 4F 1 H 25 AOfES (EU) 2006/123 (OJ L 376,

27.12.2006, p. 36),
Directive 2006/123/EC of the Furopean Parliament and of the Council of 12 December 2006 on services in the internal market
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VWD ER—E 2A SN LT, BUROREROD 1 F21 38880 —b 2242492 BIR AN E-
IFENEEIRL :
(a) 645 (EV) 2018/1972 %5 2 5455 4 AT EFe T DB AWE—E R
() IP 7RLREWMYE T RALAV VAN RASALVANT  WNT, RAA 4 B~
FTAN—= RO BF L DY —EADLIR, A F =Ry NRA A KON IP [ —E 2
(©) ZDHIDMRINGEEE M OB DFE(EV) 2015/1535 D5 1 45575 1 HHE b 72V WOIE it
S —ERATHH-T:
() FO—VIHAITHETHIEEAREICT D60, Folk
(i) Y —EZPREEN DI | T —F A FURIRMEE DHIAERS HZ L% Al
2T Db ThH> T, YihT —F DFFRIRAFD 2 — FIHREZ LD T —E RDWRIE
VLR ESE 72> TNVDHD

‘service provider’” means any natural or legal person that provides one or more of the following
categories of services, with the exception of financial services as referred to in Article 2(2), point (b), of
Directive 2006/123/EC of the European Parliament and of the Council €
(@) electronic communications services as defined in Article 2, point (4), of Directive (EU)
2018/1972;
(b) internet domain name and IP numbering services, such as IP address assignment, domain name
registry, domain name registrar and domain name-related privacy and proxy services;
(c) other information society services as referred to in Article 1(1), point (b), of Directive (EU)
2015/1535 that:
(i)  enable their users to communicate with each other; or
(i) make it possible to store or otherwise process data on behalf of the users to whom the service
is pro-vided, provided that the storage of data is a defining component of the service provided
to the user;

@ ERNEAEN T —E A& 4242 ) LiE, LT OZE A EIRL |
(@) WERRIEINGD BIRANFIATIEADE 3 BACHIEET D —E 2&FIH T 522 FlHEE L TR
INReN
(b) 5 a BV OAERE LR ED FHRIBE I DM L SSRER A A T H2 820D
PRFEEHBESR L, Y —E AT A IN— O ORERRENCFEE AT DA, £213. £
DIITRFEEFIRNEE ZREDO2—VN 1 FTEEORERREIC D, #51L<
1 1 F O EETEBIORENIE L QDA IHE T DRSS

(OJL376,27.12.2006, p. 36)
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‘offering services in the Union’ means:
(@ enabling natural or legal persons in a Member State to use the services listed in point (3); and
(b) having a substantial connection, based on specific factual criteria, to the Member State referred to
in point (a); such a substantial connection is to be considered to exist where the service provider has
an establishment in a Member State, or, in the absence of such an establishment, where there is a
significant number of users in one or more Member States, or where there is targeting of activities
towards one or more Member States;

FEET L3, Y —E ADRIEATHFEIM TN D), T, U EHS O KE
U7z 38 C . ANHEE O], eprtBlve SRR S T DR A R,

‘establishment’” means an entity that actually pursues an economic activity for an indefinite period
through a stable infrastructure from where the business of providing services is carried out or the
business is managed;

FEEFHEAT SIE, F55 (BU)2023/1544 55 1 5556 2 TEIZ\ WOIERSCE S INT HDRERIENIC
BALSHIU—E A7 0 A ZID | SRR 1455 1 KOS 3 4485 LI HIy CL &
IR ES NI IE N2 T D F2ETa BIRL

‘designated establishment’” means an establishment with legal personality designated in writing by a
service provider established in a Member State taking part in a legal instrument referred to in Article
1(2) of Directive (EU) 2023/1544, for the purposes referred to in Article 1(1) and Avrticle 3(1) of that
Directive;

FEEAFLE ) LIE, F845 (EV)2023/1544 45 1 55565 2 TEIZ\ IR SCE S S IN A HERIENIC
BNLSAUCY VRV —E R A 2210 AR RH 1 455 1 ROV 3 5546 1 T H
AT, BEICIVIEESN BRAEATIEALZERL ;

‘legal representative’ means a natural or legal person appointed in writing by a service provider not
established in a Member State taking part in a legal instrument referred to in Article 1(2) of Directive
(EU) 2023/1544, for the purposes referred to in Article 1(1) and Article 3(1) of that Directive;

(EARHL ST —E AT A 2D FATENDTDITTEERA TSIV TND, fR A

SAFAE (EPOC) F7-I3 A2 aiEHE (EPOC-PR) OZMERHC, B THLIMAE
T =M ST T AT =R E T T T AR TERL
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‘electronic evidence” means subscriber data, traffic data or content data stored by or on behalf of a
service provider, in an electronic form, at the time of the receipt of a European Production Order
Certificate (EPOC) or of a European Preservation Order Certificate (EPOC-PR);

MAET —& 1803, = AT 0 XLV RASNE DY —EZOAIAIZEL , LIT
\ZBHES 5T —HTHY:

() RLSN-KA ., 34 R BYES L THEAYTAL, 5RO THAT —4 | Bk 5
XA A—ILT RUAD LR NMAE ET IR ORI RFER R ;

() UHIDBGEEINLT 7T = ar DR CHIAE FTEE R S AL 3t
SN HATT — 2 K OBTE S D HAN N PR E 3 A X —T oA RGBT BT — 2%
Geth—E RO OO, KO, 22— XS o0 F T2 —F O EG

JSL“C{’EEJZ?S%L@/\XUHFHL< ;t%@ﬂﬁ@/\xv~ (AR TSNS E TR
bR E DY —EROF | RO MR BT 57 — 4 ;

‘subscriber data’ means any data held by a service provider relating to the subscription to its services,

pertaining to:

(@ the identity of a subscriber or customer, such as the provided name, date of birth, postal or
geographic address, billing and payment data, telephone number, or email address;

(b) the type of service and its duration, including technical data and data identifying related technical
measures or interfaces used by or provided to the subscriber or customer at the moment of initial
registration or activation, and data related to the validation of the use of the service, excluding
passwords or other authentication means used instead of a password that are provided by a user, or
created at the request of a user;

[ — YRR B H I ERET — 42 |LIE, FREDFEAI I v CIERI T4 R E i?i‘:

BRI 2 — Yo R E 2 B B D2 CERESIVIIGED 1P TRLAIONT
TG BT — AR — N O ALRZ T 37206 BAH RO, F72 iJ’L%OD
OB, OB, 2B ;

‘data requested for the sole purpose of identifying the user’ means IP addresses and, where necessary,
the relevant source ports and time stamp, namely the date and time, or technical equivalents of those
identifiers and related information, where requested by law enforcement authorities or by judicial
authorities for the sole purpose of identifying the user in a specific criminal investigation;

(N7 4977 =4 1813, F—E AT 0 A F LRSI D T —E ADTRU L, 2D
L7 Y —EAD RS D0 F B MO TERZR S D DI —E AT mo A
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Z O AT DI AERE TS, —E2OFIHAD AR —E 2D A
KORZHF7DLIH78, P—EA~D2—HT Ity ar OBIESHE TICEHRT 27 —4,
7oL 2T A= ROZOAMOFRIHAD 2D LD DIE(E e ETI TS0, FdeDNLEIZ OV T
DT —5 A R IR, A2 R, T MRS -7 b= R OYE O, £
DD EABEDAZ T —5 K OT —2 Tlo> T, IMAET —ZLSNDEDZ EIRL ;

‘traffic data’ means data related to the provision of a service offered by a service provider which serve
to provide context or additional information about such service and are generated or processed by an
in-formation system of the service provider, such as the source and destination of a message or another
type of interaction, the location of the device, date, time, duration, size, route, format, the protocol used
and the type of compression, and other electronic communications metadata and data, other than sub-
scriber data, relating to the commencement and termination of a user access session to a service, such
as the date and time of use, the log-in to and log-off from the service;

(12) [z Ty —& b, U7 B, Bl A A=Y ROEED L7 T XN CRosk®:
FENT- IMAE T — 2 E- 3T 7 07T — B LISND T — 2 2R,

‘content data’ means any data in a digital format, such as text, voice, videos, images and sound, other
than subscriber data or traffic data;

(13) T AT ) &1, BONGEER M OFEHADTES 2013/40/EU 3455 2 4545 a S Egsh T
HIEH AT I EIRL

‘information system’ means an information system as defined in Article 2, point (a), of Directive
2013/40/EU of the European Parliament and of the Council ©Y;

(14)  [FETHERIE LI, RN S 72 IRN PR B B2 S TS O R A RL

“issuing State’ means the Member State in which the European Production Order or the European
Preservation Order is issued;

(15  DEFHRISE F 4 RTINS E TN R A B2 T3 CEOMKED s

B AT DT DB D, RO BRSPS AZRIE 2005222JHA. ZiE &2 DERINGER KO
2013 48 H 12 HOFE4 2013/40/EU (OJ L 218, 14.8.2013, p. 8),
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against
information systems and replacing Council Framework Decision 2005/222/JHA (OJ L 218, 14.8.2013, p. 8).
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MERRAAT92 2 JRa kL

“issuing authority’ means the competent authority in the issuing State, which, in accordance with Article
4, can issue a European Production Order or a European Preservation Order;

(ST TAE AR SRR A 72 IR MR B B O FREF TN L S, £
FRESIHEL . ZOHANIREN, FEA YR ED . BN KO EPOC H -1 3R N A
45 B OV EPOC-PR 288N £ 21 TG T I SN ARSI ER EWL ;

‘enforcing State’ means the Member State in which the designated establishment is established or the
legal representative resides and to which a European Production Order and an EPOC or a European
Preservation Order and an EPOC-PR are transmitted by the issuing authority for notification or for
enforcement in accordance with this Regulation;

BT 7 ) &1, ZOIRANTHE MBENET= T T 7= 38 Y Jan Db S AR
A &N EPOC F7- 1 TR KON EPOC-PR Z 3y TSR EIDEIPE ZE VZFE-4-%
SRR AT 3 D3 TAERRIE D Y JRa R ;

‘enforcing authority’ means the authority in the enforcing State, which, in accordance with the national
law of that State, is competent to receive a European Production Order and an EPOC or a European
Preservation Order and an EPOC-PR transmitted by the issuing authority for notification or for
enforcement in accordance with this Regulation;

[BXEEAE LT, ADEM, BRDOREMEE LT REICK D200, F-13, EEA
VT TONEEFETNTRIED | T RO IR E O UMHE FI I IHERIE O LR O T~
DEKREEILL DL DEE I, NDEA, FROREENE, LT LE~DZH 0)%&2}29!
SEZUGOYA D, F57 2008/114/EC 55 2 55 a ST ERSNAOHEA L 7% T %
DB DDA IR ;

‘emergency case’ means a situation in which there is an imminent threat to the life, physical integrity or
safety of a person, or to a critical infrastructure, as defined in Article 2, point (a), of Directive
2008/114/EC, where the disruption or destruction of such critical infrastructure would result in an
imminent threat to the life, physical integrity or safety of a person, including through serious harm to
the pro-vision of basic supplies to the population or to the exercise of the core functions of the State;

MEFLE | LITHHHIEV) 2016/679 45 4 4545 7 B ERSNI- BB 28k
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‘controller” means controller as defined in Article 4, point (7), of Regulation (EU) 2016/679;
M LIIHIHIEV) 2016/679 55 4 5555 8 BATERS I BEZ ML ;
‘processor’” means processor as defined in Article 4, point (8), of Regulation (EU) 2016/679;

[T S AT T T AT LR OFHRERIED L T 7 ARA L DR NI — 27T
B0, BAERRE., FRMNEAOEREE TR ME ~ DEEL~ R AN IBH#ET 58D T,
T EHED 1T 5 L CEBA B D TEROARHINFATINAZEE AIREICT DL D% &
Het2,

‘decentralised IT system’ means a network of IT systems and interoperable access points, operating
under the individual responsibility and management of each Member State, Union agency or bodly,
which enables the cross-border exchange of information to take place in a secure and reliable manner.

FNE FNRHGS. BRNRESSRURIAE
Chapter II European Production Order, European Preservation Order and Certificates

BAE RLEB
Article 4 Issuing authority

1

IMAET —4% NFT 51200, AL KO 3 55 10 SO ERSIV 2 — A R E Hl

HHEGET — 2% AT 5720 OMMNERHMBIILL FOF LIS TESD:

(@) FGFIHIIB N URBEHERA A RHE , Bepl, A E o R e 2%

(b) FEDREREI LV ERSN - E DOMOBEHERRAE AT 224 R Thh->C, R HZIBN T,
FEIPTAIZHE FIELOINEEZ U DM HERR A AL | 2 DS FHIEE e 301 DAY
Je UTOREEE I THDH D 2D IH7856 | BN 3L, ZOHAI ORI
TEHM B OFRBDT-D DG~ DOE G FE L%, FEOHERE ORI E BT,
A E I IR B IR STV T AU TR 720,

A European Production Order to obtain subscriber data or to obtain data requested for the sole purpose of

identifying the user, as defined in Article 3, point (10), may be issued only by:

(@ ajudge, acourt, an investigating judge or a public prosecutor competent in the case concerned; or

(b) any other competent authority as defined by the issuing State which, in the case concerned, is acting
in its capacity as an investigating authority in criminal proceedings with competence to order the
gathering of evidence in accordance with national law; in such a case, the European Production
Order shall be validated, after examination of its conformity with the conditions for issuing a
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European Production Order under this Regulation, by a judge, a court, an investigating judge or a
public prosecutor in the issuing State.

%3 55 10 TAICERSN - — B R E B B BT — 2 2 K N 7o 7T — A A
FI D200, Foldar 7o T —2 e ANFT 5200 AT, LA FOFIZLRES
T&E5:

@)
(b)

KGR R\ RS HENR 2 A3 DR HIE |, Bl A 7213
FEBHERRENC KBRS E DOMOHEHERA AT 545 Chho T RRFHIBNT,
EIPNEZHE O GIHILDIEEA i U DTS HERR A A L, £ OR%s HH Rl 31T 1A Y
JREL TOEEE R L TWDHO ; ED X075 BN SIE, 2O EORKN
FHM B ORFOTD DO ~OEEVEE TR LT, BAEREORIE., BHIFT,
T IR AT SR AU RS20,

A European Production Order to obtain traffic data, except for data requested for the sole purpose of
identifying the user as defined in Article 3, point (10), or to obtain content data may be issued only by:

@
(b)

a judge, a court or an investigating judge competent in the case concerned; or

any other competent authority as defined by the issuing State which, in the case concerned, is acting
in its capacity as an investigating authority in criminal proceedings with competence to order the
gathering of evidence in accordance with national law; in such a case, the European Production
Order shall be validated, after examination of its conformity with the conditions for issuing a
European Production Order under this Regulation, by a judge, a court or an investigating judge in
the issuing State.

T _RCOPFEDOT —Z D= DRRIMNEEMAIE, LU FOFZLV RS TES:

@)
(b)

PUE & 2 Lo SINE 77 i S I - e [ENE ol BTN Fe e el ey 4= Sl e
FEDERENC L E RSV Z DO RIGHERA AT 5 4R CTh- T, FREDFHICE
UWNVT, EIPEICHEO GHO SR A iy U DIEESHERRA AT L, 20N e 2dsi ) 51
HYREL TORENE B2 CQODHO 2 DI GE | BRNGREM AL, ZOMALED
RRINER B OFEE DT D DGO A A FAEL T 1%, FEOHREORIE , £l
AT, B o R B S L RIS IR T AU D780,

A European Preservation Order for data of any category may be issued only by:

@)
(b)

a judge, a court, an investigating judge or a public prosecutor competent in the case concerned; or

any other competent authority as defined by the issuing State which, in the case concerned, is acting
in its capacity as an investigating authority in criminal proceedings with competence to order the
gathering of evidence in accordance with national law; in such a case, the European Preservation
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Order shall be validated, after examination of its conformity with the conditions for issuing a
European Preservation Order under this Regulation, by a judge, a court, an investigating judge or a
public prosecutor in the issuing State.

MM D FT TN BN L TEF b =, 55 2 THF b 5 M OV 3 THF b BAZHEV kA
B A KRS E . Mi%Y b EPOC J 0N EPOC-PR D30 BHICRBITAFESY
JRL T2 T LN TED,

Where a European Production Order or a European Preservation Order has been validated by a judicial
authority pursuant to paragraph 1, point (b), paragraph 2, point (b), or paragraph 3, point (b), that authority
may also be regarded as an issuing authority for the purposes of transmission of the EPOC and the EPOC-
PR.

BINZRRNLUT5 3 5556 18 B ERS-BEFREDY A, 85 L IEF b 5K OV 3THD B
ISV HENRA A0 M a0 d, BN, IIAGE T —2 RO 3 2545 10 ST EFRS-
—PRRREE IR H SRS T — 2 ORI N A B ET o IRON R 5%, FF RT3 245
BIVT . 3 R ERRD ENFH IO TR A LTI S CEOEAITIE, x5
BOHEROF AL FBTED, FE UL, AU E<EY 48 FELIPIC M5k
BOFETF G ROIRATHUTIREIR N, M B OFETF RGO DIV S| 38545
FELICMEE I T AFUT —2&HIRL, 2 OMARZHIRLZ2 A uE7eniaun,

In a validly established emergency case, as defined in Article 3, point (18), the competent authorities
referred to in paragraph 1, point (b), and in paragraph 3, point (b), of this Article may exceptionally issue
a European Production Order for subscriber data or for data requested for the sole purpose of identifying
the user as defined in Article 3, point (10), or a European Preservation Order, without prior validation of
the order concerned, where validation cannot be obtained in time and where those authorities could issue
an order in a similar domestic case without prior validation. The issuing authority shall seek ex
post validation of the order concerned without undue delay, at the latest within 48 hours. Where such ex
post validation of the order concerned is not granted, the issuing authority shall withdraw the order
immediately and shall delete or otherwise restrict the use of any data that were obtained.

FRERIENT, EPOC KUY EPOC-PR, ERINFEH 4 M ORI L OB E B U7~ 16
{8, WONTT —H L OSEHIOZAE L D i HEX - TSI BhEd- 5 F O /A0
EOEEEERLTD 1 FATERO T IS FEfeE TED,

Each Member State may designate one or more central authorities to be responsible for the administrative
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transmission of EPOCs and EPOC-PRs, of European Production Orders and European Preservation
Orders and of notifications, and for the receipt of data and notifications as well as for the transmission of
other official correspondence relating to such certificates or orders.

FE5E FHRHGRERSTIEN
Article 5 Conditions for issuing a European Production Order

1

FET AT AR TIRE T DR TSNS DA, RN 525 TED,

An issuing authority may only issue a European Production Order where the conditions set out in this
Article are fulfilled.

BRI 1 3, R 73l NOMERIZ B REIC A, 55 2 255 3TRICV W Fieed A RIS
WO BRI TR T2 DT FERHERIEI IV T D EIRNEHH IS T, Filblom
BFECFCRETAFDH NI DHFELTTED,

A European Production Order shall be necessary for and proportionate to the purpose of the proceedings
referred to in Article 2(3), taking into account the rights of the suspect or the accused person, and may
only be issued if a similar order could have been issued under the same conditions in a similar domestic
case.

IAET =52 AF 21200 F135 3 555 10 BlERSH - — 0 e R B Y

BT — e NFT DD OBRINRE AL, T~ TOFITRADIZD K OITHFFRHRIC,
BE AR TR SIUTU VRWIRTEIC IO RIS I8 4 H OIS 33 it Cdoo

TAHIBHIRE T T NI EB TR DIEL TG E DBATOTOIZ, FEHTED,

A European Production Order to obtain subscriber data or to obtain data requested for the sole purpose
of identifying the user as defined in Article 3, point (10), may be issued for all criminal offences and for
the execution of a custodial sentence or a detention order of at least four months, following criminal
proceedings, imposed by a decision that was not rendered in absentia, in cases where the person convicted
absconded from justice.

% 3 550 10 SlESESN -2 — VS RFE IR B EGE T — 22BN 7 v 0 T — 5 N
FT D200, O 7207 —4% NFT 512D ORI, L FOGAIZO T
FTCED;

() FEHWEREICR T EGLER 3 FO RS C LV ETEDIAINTR T4 F-1%
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THH AT AT B E 13— 5T TSNS B DL F OIS T4

(i) PERINGESROBEESOfES (EV) 2019/713%%45 3 )00 8 SRl EFES VAR ELT
(i)  PRINGES OB OFE4 2011/93/EU 56 3 S0 058 7 SRICEFRS IR EA T4,
(i) PRINGES OB FE4 2013/40/EU 56 3 50058 8 SRICEFRS AR E T4,

MRMEES M OB OFR S (EV) 2017/541 55 3 G055 12 S5 O 14 S/ EFRS
AT,

T TR, B AR TS QU VRWREIZKORIRST-D7K b 4 A OFEsr &
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A European Production Order to obtain traffic data, except for data requested for the sole purpose of
identifying the user as defined in Article 3, point (10), of this Regulation or to obtain content data shall
only be issued:

@

(b)

©
@

for criminal offences punishable in the issuing State by a custodial sentence of a maximum of at

least three years; or

for the following offences, if they are wholly or partly committed by means of an information

system:

(i)  offences as defined in Articles 3 to 8 of Directive (EU) 2019/713 of the European
Parliament and of the Council ©;

(i) offences as defined in Articles 3 to 7 of Directive 2011/93/EU;

(i)  offences as defined in Articles 3 to 8 of Directive 2013/40/EU;

for criminal offences as defined in Articles 3 to 12 and 14 of Directive (EU) 2017/541;

for the execution of a custodial sentence or a detention order of at least four months, following

criminal proceedings, imposed by a decision that was not rendered in absentia, in cases where the

person convicted absconded from justice, for criminal offences referred to in points (a), (b) and (C)

of this paragraph.

BRI, LU OE e & ifiw‘ﬂﬁfi ST

@)
(b)

YR, KON EHSNAGEIZIE, 7Y,
BT JRT RN D @%5@/\

TR OSRGOS TEOD 2SS DRIV NZBET 5 . LUBRFEPEAE 2001/413/THA Z Bz A0

ORS00 2013 48 H 12 HORES (EU)2019/713

Directive (EU) 2019/713 of the European Parliament and of the Council of 17 April 2019 on combating fraud and counterfeiting
of non-cash means of payment and replacing Council Framework Decision 2001/413/JHA (OJ L 123, 10.5.2019, p. 18).
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i 25 3K 9 D 12 BITERSNIZT — 2530,
RSN TR ERES V=T — 2 O,
TR ED LD S AEE;
5 3 44 18 T EFSN- B A SRR T, FORAMAIE Y 958 H;
WSR3, [EHE, EER o> CRER T OMEEA L QD —E A7 N
AZNTFETHIVTCODTFA ARG 6 BUTHIES ISR TSIV TODZ E DD,
RIINHRH A SIS 2 TEO VBV OO S FE R L COD L T-ARL;
O ER,

A European Production Order shall include the following information:

@
(b)
©

@
©)
()
©
(h)

(i

0)

the issuing authority and, where applicable, the validating authority;

the addressee of the European Production Order as referred to in Article 7;

the user, except where the sole purpose of the order is to identify the user, or any other unique
identifier such as user name, login ID or account name to determine the data that are being
requested;

the requested data category as defined in Article 3, points (9) to (12);

if applicable, the time range of the data for which production is requested;

the applicable provisions of the criminal law of the issuing State;

in emergency cases as defined in Article 3, point (18), the duly justified reasons for the emergency;
in cases where the European Production Order is directly addressed to the service provider that
stores or otherwise processes the data on behalf of the controller, a confirmation that the
conditions set out in paragraph 6 of this Article are met;

the grounds for determining that the European Production Order fulfils the conditions of necessity
and proportionality under paragraph 2 of this Article;

a summary description of the case.

MRMEEH ST ERAIEU) 2016/679 | ZHE VEBEE L COBREITH LY —E A7 A X258
TRITFIUTRDRN,

A European Production Order shall be addressed to the service provider acting as controller inaccordance
with Regulation (EU) 2016/679.

RO BB, BRI, BB ROV LR DL A3 5 — 2T
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T NAK N EESE TS ;
() FOURACOBRBERYREINTHEIOL T, FEE DR R E CE  F20%
(b) EEEEIISE CAHEHIA AR KT 3 RIREMED B D,

By way of exception, the European Production Order may be directly addressed to the service provider
that stores or otherwise processes the data on behalf of the controller, where:

(@ the controller cannot be identified despite reasonable efforts on the part of the issuing authority; or
(b) addressing the controller might be detrimental to the investigation.

HRHI(EU) 2016/679 1ZHEW Y, FEEE IO T — & 5idk T2 O MR DUERE L, F4
BRI —EZT 0 A2 BRET DI ILT 72 DI T ) D HFIR YR I
FRD | BB ~OIBAEAEZ DI EEEL RV RD, 7 —Z O DWW T B Sl L7l T
FUT7eB700, ZDO8E FE YR, EEE~OBAD BB Z T 7 A /RO
72T HUTZR B2, EPOC 2V E X b RGBSR T U eb7a0,

In accordance with Regulation (EU) 2016/679, the processor that stores or otherwise processes the data
on behalf of the controller shall inform the controller about the production of the data unless the issuing
authority has requested the service provider to refrain from informing the controller, for as long as
necessary and proportionate, in order not to obstruct the relevant criminal proceedings. In that case, the
issuing authority shall indicate in the case file the reasons for the delay in informing the controller. A short
justification shall also be added in the EPOC.

TR Z PN AR DAL 7T DL TF — 2 DN Rk R T o TR
NG E MR I, 77— DR Rl AP S D AR 8 s Rl S A E
TOGEILDHIETTED,

Where the data are stored or otherwise processed as part of an infrastructure provided by a service
provider to a public authority, a European Production Order may only be issued where the public
authority for which the data are stored or otherwise processed is located in the issuing State.

SRR E DA I S HGHRHE L Lo TSIV QD T — 203, 3655 LD NI
T, HIFRHEO RG22 BMZE (RHERZ ) | ES DA 7 T D— e L T —E' X
T ALV Lo CRERATE ORI DY A 56 3 5556 10 BATEFRS AU — kB Ry
EHIHEGET — 25K T 7407 T — 5 NFT 572000, Fdar 77 —4% A
FF DTN DL, LLFOSEICD ARG TED:

@ FREFMZDVEREREICREL QODE
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(b) FAEAVR IS TSE CHOT LM R KT IREMD o056 £l
© HEHASNDIE I ES TRHEDS BEES VA

In cases where data protected by professional privilege under the law of the issuing State are stored or
otherwise processed by a service provider as part of an infrastructure provided to professionals covered
by professional privilege (‘privileged professional’), in their business capacity, a European Production
Order to obtain traffic data, except for data requested for the sole purpose of identifying the user as defined
in Article 3, point (10), or to obtain content data may only be issued:

(@ where the privileged professional resides in the issuing State;

(d) where addressing the privileged professional might be detrimental to the investigation; or

(e) where the privileges were waived in accordance with the applicable law.

TR, BN S I RSS2 H 3 4555 10 FAEFRS Iz — W3l R e Hl
WSS T — 22 NT T 407 7 —& e ONa T 7 — 2 38 TR E O BT 5-Ehn
TR BN IRHE Lo TIRES IV QD F2I3E LD T — X I3 ORERIENZ 3\ N CHbE
D HHEEIMDAT 4 7 1Z31F HFRELD B BB DIFE(TOPRE K O BT 51
FHIOKIGTHOAEULIHN Y, T L, BRI E R ST 2R ERE, £/
(XY ANE IR EE R NT — 2% U C S TSR E DRSS HENR A A3 A 4R
BRI 22 L5 B fEN AR DL TED,

If the issuing authority has reasons to believe that the traffic data, except for data requested for the sole
purpose of identifying the user as defined in Article 3, point (10), or the content data requested by the
European Production Order are protected by immunities or privileges granted under the law of the
enforcing State, or that those data are subject in that State to rules on determination and limitation of
criminal liability relating to freedom of the press or freedom of expression in other media, the issuing
authority may seek clarification before issuing the European Production Order, including by consulting
the competent authorities of the enforcing State, either directly or via Eurojust or the European
Judicial Network.

TR, B 3 55 10 FASERS N - — VB E I BB T — 22BN 7 1

IT =BT T — A PG TRERIE O EA SN aag Fo IR oo T

IINTWD, T, ENHDOT —H R ZOREKEIC I CTHuED B H K UMIOAT 7128

FHFEID B I BE T DB TORE R OHIBRIC B2 g0 x Gl b SHEL T4
RN B2 T L TR0,

The issuing authority shall not issue a European Production Order if it finds that the requested traffic data,
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except for data requested for the sole purpose of identifying the user as defined in Article 3, point (10), or
the content data are protected by immunities or privileges granted under the law of the enforcing State, or
that those data are subject in that State to rules on determination and limitation of criminal liability relating
to freedom of the press and freedom of expression in other media.

F6E BUNREMRERSTIEN

Article 6 Conditions for Issuing a European Preservation Order
1 BRI HUE T DR TSI DARINR B T E I C&D, #55 55F 8
I EZMEIEZINZ TSN,

An issuing authority may only issue a European Preservation Order where the conditions set out in this
Avticle are fulfilled. Article 5(8) shall apply mutatis mutandis.

2. BONRARAE, 7 rORRE, HIRE RS AT HT=01C, 5 AR,
BN A (EIO) . /TR AL 722 07 — SRRSO 3RO BA
W SRR G e, WA SR KA NDHER I A 5,

A European Preservation Order shall be necessary for and proportionate to the purpose of preventing the
removal, deletion or alteration of data with a view to issuing a subsequent request for production of those
data via mutual legal assistance, a European Investigation Order (EIO) or a European Production Order,
taking into account the rights of the suspect or the accused person.

3. HMPREm R, ETOIIEITAIC W T, RO ENFIHI W T, FROMERFTS
HFCRELADTE . MO JHEETHU 5 1&H | HE AR TS TN REICIDRRS
NTD7eEl 4 HOREINEI I IR i T Clh o THIRHIRE T T NIHNERS ot ok
ELTSHEDHTO BT, R TED,

A European Preservation Order may be issued for all criminal offences, if it could have been issued under
the same conditions in a similar domestic case, and for the execution of a custodial sentence or a detention
order of at least four months, following criminal proceedings, imposed by a decision that was not rendered
in absentia, in cases where the person convicted absconded from justice.

4. BRINPREAEIE, L FOERE & R0 UTebeuy,
@ FEFUE. KO EHSNDSEEITIE, 7R,
(b) 7 RIRIHMNREATOATEN;
© A EOME—D H I, D —FORBNE ChHLHLEEIRE, 2—W It DnT —
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HNEFESIV QDB HET DD D, 22— 4, vl A2 ID BLLUTT I MDD ED
72 DD L =— 7725853

(d) ZEETDH IS 9 5D 12 T ERSNIT — #5748,

@ HHINDGE . (REDERESIVCT — X DI,

(M AR EOFFEOBEASNAEIE;

@ PRINRAEMD AT 2 THOMENE R OBIMEO S TR L TODEHIELT-ARIL;

European Preservation Order shall include the following information:

(@ the issuing authority and, where applicable, the validating authority;

(b) the addressee of the European Preservation Order as referred to in Article 7;

(c) the user, except where the sole purpose of the order is to identify the user, or any other unique
identifier such as user name, login ID or account name to determine the data for which preservation
is requested;

(d) the requested data category as defined in Article 3, points (9) to (12);

(e) if applicable, the time range of the data for which preservation is requested;

() the applicable provisions of the criminal law of the issuing State;

(9) the grounds for determining that the European Preservation Order fulfils the conditions of
necessity and proportionality under paragraph 2 of this Article.

F7E  PBHRHSSRUBRMRESHEDAIEA
Article 7 Addressees of European Production Orders and European Preservation Orders

1

MM S R OWRMIR DL, SRE72 DY —E A7 S DI E AT £ e
FREIORL CHEBE CHOIRTIUT D720,

European Production Orders and European Preservation Orders shall be addressed directly to a
designated establishment or to a legal representative of the service provider concerned.

FIFNIZ, 55 3 555 18 THIC EFS T DB AT REI B T R E T2 E - e e ERE ) IR
MIZ EPOC F7213 EPOC-PR IZHGLZ2W A, %% EPOC F7-1% EPOC-PR 1%, H—E A7
AL OERINES OO FZERTE 721 TR E B 1258 TR,

Exceptionally, in emergency cases as defined in Article 3, point (18), where the designated establishment
or the legal representative of a service provider does not react to an EPOC or an EPOC-PR within the
deadlines, that EPOC or EPOC-PR may be addressed to any other establishment or legal representative
of the service provider in the Union.
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F8E BITHR~DEA
Article 8 Notification to the enforcing authority

1

5% 3 550 10 FACERSN - — I B H RS T — 22 b T 7 o T — 2 AT
B, EATaL T T — 2R AT A OISR S BRSNS E . Y
B TR, 55 9 450 1 TER OV 2 THICHE Y EPOC A4458 N5 320D LRIFEZ, EPOC
i aOE) o e i N N7 51| AN By gV i AN VAN AN

Where a European Production Order is issued to obtain traffic data, except for data requested for the sole
purpose of identifying the user as defined in Article 3, point (10), or to obtain content data, the issuing
authority shall notify the enforcing authority by transmitting the EPOC to that authority at the same time
as it transmits the EPOC to the addressee in accordance with Article 9(1) and (2).

%1 L D ORI, B YRNLL FOZEEZ U AR BE G DA 2w
Sy

(@ REATAVESHRKETITOIV, fThiIv W5, F3 7oA RIEEER S, 1o
(b) T —HFEEEESNAEDFEREREI T EL QAT

Paragraph 1 shall notapply if, at the time of issuing the order, the issuing authority has reasonable grounds

to believe that:

(@ the offence has been committed, is being committed or is likely to be committed in the issuing State;
and

(b) the person whose data are requested resides in the issuing State.

AR 1 TR EPOC 28U T4 CHME 3256, Y ad, muasa., &4 12 [t
R 2R3 TREMED S S A BB L 72 S D B I i 2D 72l AU R 5700,

When transmitting the EPOC as referred to in paragraph 1 of this Article to the enforcing authority, the
issuing authority shall, where appropriate, include any additional information that could be needed for the
evaluation of the possibility of raising a ground for refusal in accordance with Article 12.

ARG 1 BUTHUE T 29 T4 R~ DAL, 25 3 275 18 SATHUE T DR EFEOLEE R
&, 510 2958 2 TICRUE T 2058 ND B2 AT 1T 2 Re A%,

The notification to the enforcing authority referred to in paragraph 1 of this Article shall have a suspensive

effect on the obligations of the addressee as set out in Article 10(2), except in emergency cases as defined
in Article 3, point (18).
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FOFE FMIRHAHIIBREEPOC) RUBKMN RS |EIEIE(EPOC-PR)
Article 9 European Production Order Certificate (EPOC) and European Preservation Order
Certificate (EPOC-PR)

PRINFRH A ETI TN R SIE, 5 7 RICERSNDA5B NI LT EPOC #iBUC, £
7213 EPOC-PR %180 A SR T IUR B0,

A European Production Order or a European Preservation Order shall be transmitted to the addressee as
defined in Article 7, through an EPOC or through an EPOC-PR.

REYRFEAIL, “r&?ﬁﬁéhéfi%\ FERRY SR, BIRE | ISHIE 5 EPOC /-1 35IE 1 IHE
9% EPOC-PR (ZEX AIL, FIUTEL L, D OFOWNEIIEMECHHZ LA FFAL AT HUE7 R
SRR

The issuing authority or, where applicable, the validating authority shall complete the EPOC set out in
Annex | or the EPOC-PR set out in Annex |1, shall sign it and shall certify that its content is accurate and
correct.

EPOC %, &SP YRR N, ME/A . B TYRa R R EL, 2T NS0 YRS
W& LD Z LN TED 7R A B 55 5 4585 5 THES a D Es h BICVIPRSNAIE A
GEERTIUTRBZ20,

An EPOC shall contain the information listed in Article 5(5), points (a) to (h), including sufficient
information to allow the addressee to identify and contact the issuing authority and the enforcing authority,
if necessary.

8 SRITHENFA TR~ DIRED T 256 RS EPOC 1355 5 5555 5 A a 570

5
5 | A TSESN DI A & F AT IUTIRD0,

Where a notification to the enforcing authority is required pursuant to Article 8, the EPOC transmitted to

that authority shall contain the information listed in Article 5(5), points (a) to (j).

EPOC-PR 1%, SN Y E L, & A EDDIH7alE e G, 55 6 556 4
TS a BDH T BCYPESNI- a2 T ULy,

An EPOC-PR shall contain the information listed in Article 6(4), points () to (f), including sufficient
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information to allow the addressee to identify and contact the issuing authority.

4. MBI EPOC $7-1% EPOC-PR 1351 (EV) 2023/1544 | THIET L0 4058 NI T A
NHNBRNEE D AFRECEIRRS 2 TUTRDZe0, b —E AT A Z 2LV ED SFED
FRESIUTUVRVWEE, EPOC 7243 EPOC-PR 1, H—E A7 0\ 2 ¥ E 3T /-1 4R
ERBLEASIHES DHAIED AHREO — DI RRRS VR TEZaB 780,

Where needed, the EPOC or the EPOC-PR shall be translated into an official language of the Union
accepted by the addressee as provided for in Article 4 of Directive (EU) 2023/1544. Where no language
has been specified by the service provider, the EPOC or the EPOC-PR shall be translated into an official
language of the Member State where the designated establishment or the legal representative of the
service provider is located.

8 SRITHEV VT T4 SR~ DI MBI A . DY Gk SD EPOC 13, 3 THERRIE
INFHEE. FT1 3 OREREDSTRD ARRNEA OBIO A FEE CFERS V2 T U T e 670,

Where a notification to the enforcing authority is required pursuant to Article 8, the EPOC to be
transmitted to that authority shall be translated into an official language of the enforcing State or into
another official language of the Union accepted by that State.

F10%& EPOC M=ELT
Atrticle 10 Execution of an EPOC
1. EPOC Z&MaRE. £ NIEGES =T — 2% Gl I AT DI TEIL 22 U772 0,

Upon receipt of an EPOC, the addressee shall act expeditiously to preserve the data requested.

2. B8 RN T T LR~ LECTHHGE T, Ui R Eh 12 SRHE>C EPOC %
ZHRALTH 10 A DIPITHES HHAAREL T VRWEE ., 458 N, BRESI- T — 20355
WREIIT EPOC IZRESIVIER T RIC 5% 10 H RO FAZICEHEENSNAD IR L7

FAUTZeB720, BETYE Y% 10 HEOFZETIC, BRCE S Y R&L U5 AITHL T,
R FHAARE LR 2GRl QODEA ASENIT, YrkMERER ., ATRe e fRD <A
P L 245% 10 H OB £ TIATEIL R T AUTZRD700,

Where a notification to the enforcing authority is required pursuant to Article 8 and that authority has not

raised any ground for refusal in accordance with Article 12 within 10 days following receipt of the EPOC,
the addressee shall ensure that the requested data are transmitted directly to the issuing authority or the
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law enforcement authorities, as indicated in the EPOC, at the end of that 10-day period. Where the
enforcing authority already before the end of that 10-day period confirms to the issuing authority and the
addressee that it will not raise any ground for refusal, the addressee shall act as soon as possible upon such
confirmation and at the latest at the end of that 10-day period.

5 8 STt THY TS R~ DIBED L ECH A 451N T . EPOC 232 fEK S, BiahX
=T =2 YR E-I T EPOC [ ZFES- U T4 Rl i & EPOC 2684 10 Elum -
ERER TS NDIOMER LT AU 2B 720,

Where a natification to the enforcing authority is not required pursuant to Article 8, upon receipt of an
EPOC, the addressee shall ensure that the requested data are transmitted directly to the issuing authority
or the law enforcement authorities, as indicated in the EPOC, at the latest within 10 days following receipt
of the EPOC.

AR OIE, A NI @2 EPOC D% LY 8 BitLIPICE R sn=T
—HREURIT U260\, 5 8 SRS TR TS R~ DIBEID B2 A HU TR
13,56 12 5556 1 I TEGFRA IR T 222U ELT 56, iR EEHIED
ZHE% 96 WEHLIPIZRS YR K O 5E NICE DT —2 ORI Baa "B x D 5 Ei) i%ﬁ/:ﬁ
T DM COMERTED BB TED, BUTL I THERFHMBESNGE T, T

— AN FE NI G TIOEESN QOB E, Y RIET —2 2 IR 57,
HLLITZ DO FIETT —ZDOERZHRIFRL . £21E, TSR RZ e e Choma
YN ET —H e T DT DRI F LT AU/ D7200,

In emergency cases, the addressee shall transmit the requested data without undue delay, at the latest
within eight hours following receipt of the EPOC. Where a notification to the enforcing authority is
required pursuant to Article 8, the enforcing authority may, if it decides to raise a ground for refusal in
accordance with Article 12(1), without delay and at the latest within 96 hours following receipt of the
notification, notify the issuing authority and the addressee that it objects to the use of the data or that the
data may only be used under conditions which it shall specify. Where a ground for refusal is raised by the
enforcing authority, if the data have already been transmitted by the addressee to the issuing authority, the
issuing authority shall delete or otherwise restrict the use of the data or, in the event that the enforcing
authority has specified conditions, the issuing authority shall comply with those conditions when using
the data.

EPOC Z&EENDIFHRD AIIIFESNT, B TEERIEID A |, EPOC DS THeED LT
Me. E-1TH0ED B AL, OAT 4TI BT HEHO B BB A S ORE
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FULIEAIPR B DRSS D ATREMD D DA SE NN E A D5 E e NN (2
OB EREMAL TR LR S OB T R BRI 22 AU 37720,

Where the addressee considers, based solely on the information contained inthe EPOC, that the execution
of the EPOC could interfere with immunities or privileges, or with rules on the determination or limitation
of criminal liability that relate to freedom of the press or freedom of expression in other media, under the
law of the enforcing State, the addressee shall inform the issuing authority and the enforcing authority
using the form set out in Annex III.

55 8 R T T Y SR~ ED M TR T H5e, FETRIT AHDE 1 R ORS
NI EHRAEIEL, BOOIET, TP TYROEEFIISE T, BRINRH A A2 A=l 7
L, FATHERFT D0 E0DZRTELRTIUTTR D720,

Where no notification to the enforcing authority took place pursuant to Article 8, the issuing authority
shall take the information referred to in the first subparagraph of this paragraph into account, and shall
decide, on its own initiative or at the request of the enforcing authority, whether to withdraw, adapt or
maintain the European Production Order.

5 8 RN THTL R~ DRI TONTIHE, LRI AHDH 1 BRI RSH
T BREL ., FINRH AR, FREEL . FoTHER 2 aREL2 T T a7,
BATHRIE, 5 12 RTBESIV OO DIESFHE R 52 LA RETED

Where a notification to the enforcing authority took place pursuant to Article 8, the issuing authority shall
take the information referred to in the first subparagraph of this paragraph into account, and shall decide
whether to withdraw, adapt or maintain the European Production Order. The enforcing authority may
decide to raise the grounds for refusal set out in Article 12.

EPOC |ZFLARNAMEY ., IR0 05 F4, £21% EPOC 234 T3 2Dl +-572 iy E
FIUQUNVRNZD , A NN TGRS =T — 2 2T D F 55585 F CEIRWG S, 458 NI
Y702 R YR TIBENL . 5 8 SRITHES Gl TN IEAITIX, H#% EPOC (TR
SHIVZBETHRITS, BIE N IEDHERA AL CEHL, FillEReOZRT U b2,
[T, 5B NE, A 9 THIHESITCOAIONC, BRESN=T — 2 OiBR e s T s
DT —H DD AIBETH T2 EIDVEFES YN TEIMURT AU D20,

Where the addressee cannot comply with its obligation to produce the requested data because the EPOC
is incomplete, contains manifest errors or does not contain sufficient information to execute the EPOC,
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the addressee shall, without undue delay, inform the issuing authority and, where a notification to the
enforcing authority took place pursuant to Article 8, the enforcing authority referred to in the EPOC, and
seek clarification, using the form set out in Annex Ill. At the same time, the addressee shall inform the
issuing authority of whether identification of the data requested and preservation of those data as set out
in paragraph 9 of this Article was possible.

FEAYRNT, EROZMES, B<ED 5 B LINIGREISHGLZRTAUSZ B2, 458 N, 5
1IE)D S A TEI D DAV FSA BT 512012, Y i S AL 872 i i £ -1
BIFEAZTONATEEMERLR T U 20700, 85 1 I D 4 TAICHET D55, B0
JAEIT T L RN LS TED LA E I HME RIS A E TSR,

The issuing authority shall react expeditiously and at the latest within five days following receipt of the
form. The addressee shall ensure that it can receive the necessary clarification or any correction provided
by the issuing authority, in order for the addressee to fulfil its obligations set out in paragraphs 1 to 4. The
obligations set out in paragraphs 1 to 4 shall not apply until such clarification or correction is provided by
the issuing authority or the enforcing authority.

AN D BT TIIRNFIFI I FFE ERAIHECH DD, BB ADERESNT =T — 4%
9 B385% B T CE/2WEE, A5 NS e <R 4RI, 72, 3 8 SRITiE- T

A T4 ~DIBEHH THONT AL, EPOC {RESHVZHE 4R, B N (2Eh 5EA
ZHWT, 2O X570 EARRIRE CH LB Z T 22 LI XL U7 nren, 78
BYRNEDINTFE EARFRECThD Lt HI7-355/121%, EPOC AT 2B e
IpoleZER BN, B 8 SRTNES TR TU R~ DIBHDM T A T TS ™IS,
% EPOC bl IR0 I T T DME )2 TeoTe 2 b7 IRILRITAUT/R D720,

Where the addressee cannot comply with its obligation to produce the requested data because of a de
facto impossibility due to circumstances not attributable to the addressee, the addressee shall, without
undue delay, inform the issuing authority and, where a notification to the enforcing authority took place
pursuant to Article 8, the enforcing authority referred to in the EPOC, explaining the reasons for such a de
facto impossibility, using the form set out in Annex I11. Where the issuing authority concludes that there
is such a de facto impossibility, it shall inform the addressee, and, where a notification to the enforcing
authority took place pursuant to Article 8, the enforcing authority, that the EPOC no longer needs to be
executed.

ARGROHE 5 I, 5 6 TN OV 7 T CRSHIZLISAOBEH T 25BN ERESHIZ T — 2 2 e
FCEREEL 200 I THESHIRNICES S S T — 2 AR- LW~ TO5E, 4
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SE NI, ZOBHZ BRI (ICEDHNI-EAE AL CTRY7eiE72< | EEDARSDE 2
TH, 5 3 RO 4 HITEDDOHIRMIZ, F Y RITIBEIL ., 5 8 S T T4 )R~
DD TONTZ AL, EPOC (RSB TY R BEIL 2T U720, 5
R, ASE NSRS U A S L TR S FUEL . MELZIRE T, ASEAD
T AR T DT OB RE R E L T AU B0,

In all cases where the addressee does not provide the requested data, does not provide the requested data
exhaustively or does not provide the requested data within the specified deadline, for reasons other than
those referred to in paragraphs 5, 6 and 7 of this Article, the addressee shall, without undue delay and at
the latest within the deadlines set out in paragraphs 2, 3 and 4 of this Article, inform the issuing authority
and, where a notification to the enforcing authority took place pursuant to Article 8, the enforcing
authority referred to in the EPOC, of those reasons using the form set out in Annex 111. The issuing
authority shall review the European Production Order in light of the information provided by the
addressee and, if necessary, seta new deadline for the addressee to produce the data

9. T3, BHANTIHME LSRR LD EPOC (ZHADW TR ERFS IV,
FAEB R 2 E O — il CERRS N B RSN D ETRIRERIRY
FIFERIHR A B MRS IS FCRESIVRTIUTZRBZ20,

The data shall be preserved, to the extent possible, until they are produced, irrespective of whether the
production is ultimately requested on the basis of a clarified European Production Order and its EPOC or
through other channels, such as mutual legal assistance, or until the European Production Order is
withdrawn.

T —HDIEHEFDIRENARBN 2o T85A TR, MO 16 4555 8 T S8,
BT TY R, A7 m 72 A5 NI TERI L2 AU 5720,

Where the production of data and their preservation are no longer necessary, the issuing authority and,
where applicable pursuant to Avrticle 16(8), the enforcing authority shall inform the addressee without
undue delay.

%114 EPOC-PR DEfT

Article 11 Execution of an EPOC-PR

1. EPOC-PR Z#SAHLI-FA ., A5 NI RMSeilE e ERSe T — 42 Rl 72 udieh
TR, T A EARET HIFEE, I LRI V ISR EAE LT, 2 O%ORRHE
FEONIE TSI Z A M LR BRD 60 HAZIZHE TLZ2ITAUTZ2B720 Y, 20D 60 H O,
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FEFHEEL BIE VI ITED SN EA AL T, ZOBROIBHEGEO I % AIREI 57
OITHEI BT, 7 — 2R 23O B SHIC 30 ARBER DL TED,

Upon receipt of an EPOC-PR, the addressee shall, without undue delay, preserve the data requested. The
obligation to preserve the data shall cease after 60 days, unless the issuing authority confirms, using the
form set out in Annex V, that a subsequent request for production has been issued. During that 60-day
period, the issuing authority may, using the form set outin Annex V|, extend the duration of the obligation
to preserve the data by an additional 30-day period, where necessary to allow for the issuing of a
subsequent request for production.

5 1 TED DRI TN FEHYJRZ DR OIBHEEENIE TSN Z L2 gL
7o, AN, ZOBRORNEREE ZHLI- %, 7 — 22T 201 EI7R R 7 —%
ZORELRTIUTIRE20

Where, during the period of preservation set out in paragraph 1, the issuing authority confirms that a
subsequent request for production has been issued, the addressee shall preserve the data as long as
necessary to produce the data once the subsequent request for production is received.

PRAEDNRIEN T 2o T8 380 Y IR G727 < 458 NI EEIL , BEhE9- DR
(ISR T T LT AU e b7,

Where the preservation is no longer necessary, the issuing authority shall inform the addressee without
undue delay and the obligation to preserve on the basis of the relevant European Preservation Order shall
cease.

EPOC-PR IZE EAVAIHMD AT FLANT, B THERIEID VA |, EPOC-PR DI TR AL
IFHFHE, T3 HED B BELIIMMOAT 47 OFBID B BIZBHET D FETORES
UV BT 2 B8 S T 9 D RIREM A LA SE NN B Z D55 E S NERIE I
TEOOINT-EREEHL TR Y RL OB T Y RSB T AU n2 0,

Where the addressee considers, based solely on the information contained in the EPOC-PR, that the
execution of the EPOC-PR could interfere with immunities or privileges, or with rules on the
determination or limitation of criminal liability that relate to freedom of the press or freedom of expression
in other media, under the law of the enforcing State, the addressee shall inform the issuing authority and
the enforcing authority using the form set out in Annex I11.
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FETUEIEL B 1 PR CORSIVIZIEREBEL, HOOHET, FTBd T RO EEFIGT
T, KPR B filalL  FEEL . F7i3HERF T o0 EOMEREL 2T IUTIaBTR0

The issuing authority shall take the information referred to in the first subparagraph into account, and shall
decide, on its own initiative or at the request of the enforcing authority, whether to withdraw, adapt or
maintain the European Preservation Order.

EPOC-PR |ZECAIRAVIAY , BIGD Y2320 035 T, F721%, EPOC-PR A F T 5DIT
(X7 N E FL UV RN | A5 NN ERESIT =T — H AR T DF e T &R
WA A5 NS08 72 EPOC-PR C/RSIVIZFEA M RNZHIR N (2D - A
FLT, i@tz RO 2T AU en7e

Where the addressee cannot comply with its obligation to preserve the requested data because the EPOC-
PR is incomplete, contains manifest errors or does not contain sufficient information to execute the
EPOC-PR, the addressee shall, without undue delay, inform the issuing authority referred to in the EPOC-
PR and seek clarification, using the form set out in Annex lil.

FEmYRE, FAOZEE, ELE 5 ALPICHISEICIS LR ud7ebien, A5 N

AFENDE LI, 2 T KO 3 HITEDOLIV- I a R 720012, T Jmn b

SN D VBT R FRAFI I EEZZ T DT EN TELIIMERL 22T T2, D5 HEL

PIZFE I RMDDRIENERNMEEITIT, T —E AT w138 1RO 2 I ED DL
T FBH O IEREND,

The issuing authority shall react expeditiously and at the latest within five days of the receipt of the form.
The addressee shall ensure that it can receive the necessary clarification or any correction provided by the
issuing authority in order for the addressee to fulfil its obligations set out in paragraphs 1, 2 and 3. In the
absence of a reaction from the issuing authority within the five-day period, the service provider shall be
exempt from the obligations set out in paragraphs 1 and 2.

£58 NI CEIRNFIFIC I FEE ERRRETH DT80 AIEADEGES N =T — X5 he
T DI T CEIRNGE | A5 NI 72872 | EPOC-PR | IIRSHVIZFE YR, &
DI/ EARRRETHHEE A, B I (ZEDT-ERE AL CGRIAL, @l iul
IRBTRN, FE Y RDE D IO AN ATREMD M ET H&ftamL =%t EPOC-PR & 3477 24
B IpoTc B AN TEHILRITIUTZRBR0 N,

Where the addressee cannot comply with its obligation to preserve the requested data because of a de
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facto impossibility due to circumstances not attributable to the addressee, the addressee shall, without
undue delay, inform the issuing authority referred to in the EPOC-PR explaining the reasons for such de
facto impossibility, using the form set out in Annex 111. Where the issuing authority concludes that such
impossibility does exist, it shall inform the addressee that the EPOC-PR no longer needs to be executed.

7. ASEADF AT, 55 HM O 6 IHORSIVZUAD B CERES NI T —F e Lo
NTOEE AFENTAEZRIER R BRE I IZED T EAZ L TR RIE DR
ZIHILRT U272, FET Y RNT, A5 AN IR S i 2 B R CERIN R
B RIESIRTAUTR5720,

In all cases where the addressee does not preserve the requested data, for reasons other than those referred
to in paragraphs 4, 5 and 6, the addressee shall, without undue delay, inform the issuing authority of those
reasons, using the form set out in Annex I11. The issuing authority shall review the European Preservation
Order in light of the justification provided by the addressee.

F12% BRMRHGROIESSH
Article 12 Grounds for refusal of European Production Orders
1 RN 8 FRAE TH T RITIEILI- G, 5 1555 3 AT 5287e< $U TR
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© MmOFETH, —FAHEOFANIKLGS;
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Where the issuing authority has notified the enforcing authority pursuant to Article 8, and without
prejudice to Article 1(3), the enforcing authority shall, as soon as possible but at the latest within 10 days
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following receipt of the notification, or, in emergency cases, at the latest within 96 hours following such

receipt, assess the information set out in the order and, where appropriate, raise one or more of the

following grounds for refusal:

(@) the data requested are protected by immunities or privileges granted under the law of the enforcing
State which prevent the execution or enforcement of the order, or the data requested are covered by
rules on the determination or limitation of criminal liability that relate to freedom of the press or
freedom of expression in other media, which prevent the execution or enforcement of the order;

(b) in exceptional situations, there are substantial grounds to believe, on the basis of specific and
objective evidence, that the execution of the order would, in the particular circumstances of the case,
entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and in the
Charter;

(c) the execution of the order would be contrary to the principle of ne bis in idem;

(d) the conduct for which the order has been issued does not constitute an offence under the law of the
enforcing State, unless it concerns an offence listed within the categories of offences set out in
Annex 1V, as indicated by the issuing authority in the EPOC, if it is punishable in the issuing State
by a custodial sentence or a detention order for a maximum period of at least three years.

GATLRAHE 1 B> TG TR 5550, 450K ORA L RICELA U
PR, 258 NIRRT TAAS L, T — S 28Tl R Rl
AEREL T UT R,

Where the enforcing authority raises a ground for refusal pursuant to paragraph 1, it shall inform the
addressee and the issuing authority. The addressee shall stop the execution of the European Production
Order and not transfer the data, and the issuing authority shall withdraw the order.

TR FHOIBEZRIET DRI, 5 8 RN TIIRIASIT T2 T4 il L, B~ b/
EA eS0T | WYVR TSI IS Y R SHE & LD UIRBR Y, ZAUTEE DU
T\ I AR FERINTR A A O £ IRIRTE TED,  ZOI7 il e, MR
DMESTRNGE . 55 8 SR> TEIISIVZ B TH R, BN A S OIS a9
HTEERIEL, AL RSO D FZEHITED,

Before deciding to raise a ground for refusal, the enforcing authority notified pursuant to Article 8 shall
contact the issuing authority by any appropriate means, in order to discuss the appropriate measures to
take. On that basis, the issuing authority may decide to adapt or to withdraw the European Production
Order. Where, following such discussions, no solution is reached, the enforcing authority notified
pursuant to Article 8 may decide to raise grounds for refusal of the European Production Order and inform
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the issuing authority and the addressee accordingly.

BATLRDE 1 T TEGFHZIRE T 2L RELTISE, BUTH R, FM it
B TEHESNIT N TOT =2 OBAR I EGRABA O EDN, FolT, BATERICEIIEES
VISR T 34T — 2 DN D HRELET N I TE LD E I A2,

Where the enforcing authority decides to raise grounds for refusal pursuant to paragraph 1, it may indicate
whether it objects to the transfer of all data requested in the European Production Order or whether the
data may only be partly transferred or used under conditions specified by the enforcing authority.

ARG 1 T a A THUE T D BRI I T D MRS B TR E D YR D55 6
FE YR, 5 8 SR TIHHISIUV- B TARITHRIL . OB TERIED 2 /I i & L0
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HOERE 735 —ED YR, FFERHERECH 55 5 URIEBIR Y RIS E O
IREATH T DI EGEET HIENTED,

Where the power to waive the immunity or privilege as set out in paragraph 1, point (a), of this Article,
lies with an authority of the enforcing State, the issuing authority may request the enforcing authority
notified pursuant to Article 8 to contact that authority of the enforcing State to request it to exercise that
power without delay. Where the power to waive the immunity or privilege lies with an authority of
another Member State or a third country or with an international organisation, the issuing authority may
request the authority concerned to exercise that power.

F13& 1—HIERRUHMEE
Article 13 User information and confidentiality

1
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The issuing authority shall, without undue delay, inform the person whose data are being requested about
the production of data on the basis of a European Production Order.

Y RE . FEORERREDEPNIEICIE, 85 (EU) 2016/680 05 13 4555 3 TEMNii/-SHC
WBIRY, ZOHAFNCIRD , 7 — 2% ERSITODE~DOEEESE, FHLUIEHIRL, F=
(XIBEEANETHDIENTE, EOHE T YT I 7 7 A VZEEE, §iliR, F2i3Ems0
FRHA RS2 T AUER 5720, EPOC 1213 B b F BB BV ud7e bz,
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The issuing authority may, in accordance with the national law of the issuing State, delay or restrict
informing, or omit to inform, the person whose data are being requested, to the extent that, and for as long
as, the conditions in Article 13(3) of Directive (EU) 2016/680 are met, in which case the issuing authority
shall indicate in the case file the reasons for the delay, restriction or omission. A short justification shall
also be added in the EPOC.

RGO 1 RSN T — A NEBRSIV TS EITEATT D85, 5 MRIEEH 18 F-ht
> TR TR R R T BT 2 i G2l ud7anrau,

When informing the person whose data are being requested as referred to in paragraph 1 of this Article,
the issuing authority shall include information about available remedies pursuant to Article 18.

25N, KON LI DA h—E A7 2 %, EPOC %713 EPOC-PR, K OMEHE-
I IRESNT=T — X DR, FMENE, 522l 57012, VB2 i euiER _EE O
Heftt FOFEEA FEC 72 AUT B0,

The addressees and, if different, the service providers shall take the necessary state-of-the-art operational
and technical measures to ensure the confidentiality, secrecy and integrity of the EPOC or the EPOC-PR
and of the data produced or preserved.

F14E BRADER
Article 14 Reimbursement of costs

1
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The service provider may claim reimbursement of its costs from the issuing State, if that possibility is
provided for in the national law of the issuing State for domestic orders in similar situations, in accordance

with the national law of that State. Member States shall inform the Commission about their national rules
for reimbursement, and the Commission shall make them public.

AREIEL 5 25 SRV ETIT o A7 2O OB EAS I,

This Avrticle shall not apply to the reimbursement of costs of the decentralised IT system as referred to in
Article 25.
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B INE HERREUPIT
Chapter III Penalties and Enforcement

EISE FlF
Atrticle 15 Penalties

1
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Without prejudice to national laws providing for the imposition of criminal penalties, Member States
shall lay down rules on pecuniary penalties applicable to infringements of Articles 10 and 11 and Article
13(4), in accordance with Article 16(10), and shall take all measures necessary to ensure that they are
implemented. The pecuniary penalties provided for shall be effective, proportionate and dissuasive.
Member States shall ensure that pecuniary penalties of up to 2 % of the total worldwide annual turnover
of the service provider’s preceding financial year can be imposed. Member States shall, without delay,
notify the Commission of those rules and of those measures, and shall notify it, without delay, of any
subsequent amendment affecting them.

2. THREDFGAELITHIL, P EAT T A FITHL T, EPOC %7213 EPOC-PR D3k
FEEFICDIAER T HE D — W F X = F AT AR OE  EREIC VTR
RO TUIRBR0 Y,

Without prejudice to data protection obligations, service providers shall not be held liable in Member
States for prejudice caused to their users or third parties that exclusively results from compliance in good
faith with an EPOC or an EPOC-PR.

FI6FE PITTFE

Article 16 Procedure for enforcement

1

LB NINFES SN2 T NS NAEE Rz, EPOC Z#AMRPIZ 7213 EPOC-PR %1%
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PHECED,
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Where the addressee does not comply with an EPOC within the deadline or with an EPOC-PR, without
providing reasons accepted by the issuing authority, and, if applicable, where the enforcing authority has
not invoked any of the grounds for refusal as provided for in Article 12, the issuing authority may request
the enforcing authority to enforce the European Production Order or the European Preservation Order.

FIRPRIZ ST TO BRIT, 5519 [T T, RIRET D, A58 NCKDFEASI I
N DEAXKOBIET 5 LEL TS R FETURITIUT B0, FETY R, 5T D
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NTHUTZDR AR 22T AUTIR5720,

For the purpose of enforcement as referred to in the first subparagraph, the issuing authority shall transfer
the order concerned, the form set out in Annex 11l as completed by the addressee, and any relevant
document in accordance with Article 19. The issuing authority shall translate the order concerned and any
document to be transferred into one of the languages accepted by the enforcing State and shall inform the
addressee of the transfer.

PUF ORI, BTSN, BT x/2 LIS, ZaEAGRLR T URend, 20
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Upon receipt, the enforcing authority shall without further formalities recognise and take the necessary

measures for enforcement of:

(@ a European Production Order, unless the enforcing authority considers that one of the grounds
provided for in paragraph 4 applies; or

(b) a European Preservation Order, unless the enforcing authority considers that one of the grounds
provided for in paragraph 5 applies.

The enforcing authority shall take the decision on the recognition of the order concerned without undue
delay and no later than five working days after the receipt of that order.

HETY T, BT D85 A BT A LA A5 NIERIZERR L, A58 NIZLL FOFIEA @
FNLZRT AT 5700
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@ H4TEDFa BT BECT, T 5 HDS a BHLH e BECICHRESARL
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(b) LTS AlCES S 2L T

©  RETEI SRR

The enforcing authority shall formally require the addressee to comply with their relevant obligations,

and shall inform the addressee of the following:

(@ the possibility of objecting to the execution of the order concerned by invoking one or more of the
grounds listed in paragraph 4, points (a) to (), or in paragraph 5, points (a) to (e);

(b) the applicable penalties in the event of non-compliance; and

(c) the deadline for compliance or objection.

MM, AFD 1 L EORRHUZ LSV COREELTE D,
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Enforcement of the European Production Order may only be denied on the basis of one or more of the

following grounds:

(@ the European Production Order has not been issued or validated by an issuing authority as provided
for in Article 4;

(b) the European Production Order has not been issued for an offence provided for in Article 5(4);

(c) the addressee could not comply with the EPOC because of a de facto impossibility due to
circumstances not attributable to the addressee, or because the EPOC contains manifest errors;
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the European Production Order does not concern data stored by or on behalf of the service provider
at the time of receipt of the EPOC;

the service is not covered by this Regulation;

the data requested are protected by immunities or privileges granted under the law of the enforcing
State, or the data requested are covered by rules on the determination or limitation of criminal
liability that relate to freedom of the press or freedom of expression in other media, which prevent
execution or enforcement of the European Production Order;

in exceptional situations, based on the sole information contained in the EPOC, it is apparent that
there are substantial grounds to believe, on the basis of specific and objective evidence, that the
execution of the European Production Order would, in the particular circumstances of the case,
entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and the Charter.

RINER AL, BL T 1L EORUIIE S\ TO AL TED,
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The enforcement of the European Preservation Order may only be denied on the basis of one or more of
the following grounds:

@)

(b)

©

the European Preservation Order has not been issued or validated by an issuing authority as
provided for in Article 4;

the addressee could not comply with the EPOC-PR because of a de facto impossibility due to
circumstances not attributable to the addressee, or because the EPOC-PR contains manifest errors;
the European Preservation Order does not concern data stored by or on behalf of the service
provider at the time of receipt of the EPOC-PR,;
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(d) the service is not covered by the scope of this Regulation;

(e) the data requested are protected by immunities or privileges granted under the law of the enforcing
State, or the data requested are covered by rules on the determination or limitation of criminal
liability that relate to freedom of the press or freedom of expression in other media, which prevent
execution or enforcement of the European Preservation Order;

(f) inexceptional situations, based on the sole information contained in the EPOC-PR, it is apparent
that there are substantial grounds to believe, on the basis of specific and objective evidence, that the
execution of the European Preservation Order would, in the particular circumstances of the case,
entail a manifest breach of a relevant fundamental right as set out in Article 6 TEU and the Charter.

265 3 THES a Bl ORSIIZASE N LD EEHER ST COHA ., BUT4 ML, Z56 DML 715
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In the event of an objection by the addressee as referred to in paragraph 3, point (a), the enforcing authority
shall decide whether or not to enforce the European Production Order or the European Preservation Order
on the basis of any information provided by the addressee and, if necessary, supplementary information
obtained from the issuing authority in accordance with paragraph 7.

55 2 THFTIXE 6 DO T IVETUTHE WRINFRH A S FT I IR B a AGEL 72\, F20
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Before deciding not to recognise or not to enforce the European Production Order or the European
Preservation Order in accordance with paragraph 2 or 6, respectively, the enforcing authority shall consult
the issuing authority by any appropriate means. Where appropriate, it shall request further information
from the issuing authority. The issuing authority shall reply to any such request within five working days.

PATLRIL, ZOT S TOWRIEE, BT MR L OAFCEALARTAUT R0,

The enforcing authority shall notify all of its decisions immediately to the issuing authority and to the
addressee.
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If the enforcing authority obtains the data requested by a European Production Order from the addressee,
it shall transmit those data to the issuing authority without undue delay.
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Where the addressee does not comply with its obligations under a recognised European Production Order
or European Preservation Order the enforceability of which has been confirmed by the enforcing
authority, that authority shall impose a pecuniary penalty in accordance with Article 15. An effective
judicial remedy shall be available against a decision to impose a pecuniary penalty.

EIVE ZOEMRUSH
Chapter IV Conflicts of Law and Remedies

F17& ERTIBHOHEORELTH
Article 17 Review procedure in the event of conflicting obligations
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Where an addressee considers that compliance with a European Production Order would conflict with an
obligation under the applicable law of a third country, it shall inform the issuing authority and the
enforcing authority of its reasons for not executing the European Production Order, in accordance with
the procedure set out in Article 10(8) and (9) using the form set outin Annex III (“the reasoned objection’).
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The reasoned objection shall include all relevant details on the law of the third country, its applicability to

the case at hand and the nature of the conflicting obligation. The reasoned objection shall not be based on:

(@ the fact that similar provisions concerning the conditions, formalities and procedures for issuing an
order for production do not exist in the applicable law of the third country; or
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(b) the sole fact that the data are stored in a third country.
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The reasoned objection shall be filed no later than 10 days after the date on which the addressee received
the EPOC.
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The issuing authority shall review the European Production Order on the basis of the reasoned objection
and any input provided by the enforcing State. Where the issuing authority intends to uphold the
European Production Order, it shall request a review by the competent court of the issuing State. The
execution of the European Production Order shall be suspended pending completion of the review
procedure.
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The competent court shall first assess whether a conflict of obligations exists, based on an examination of

whether:

(@ the law of the third country is applicable based on the specific circumstances of the case in question;
and

(b) the law of the third country, if applicable as referred to in point (a), prohibits disclosure of the data
concerned when applied to the specific circumstances of the case in question.
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Where the competent court finds that no relevant conflict of obligations within the meaning of paragraphs
1 and 4 exists, it shall uphold the European Production Order.
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HEESHERR A AT 28BS, 55 4 TEER b BATIEST- 3R ARSI\ T, BB =EOEE L7

L7 —ZDBREEEIEL CWDEREL TS G TSHENR A AT 28 HIPm &, BN e 54

HERFT DR B E RE LRI AUS 25720, ZDOFHINE, 55 a B RO b SR A

R ESZTEY VT, FHCLL T OBERITH DR U570

(@) FEAMERLOT —F DB RENITHZ DM FEARFIGSE, BRI —EoEZF 225 o
Flisaate, 5 —[EOBHEEI > TIHRGESIOFIRE;

(b) ELVDTLL NI TREND, BN SR BSAVIEFF L 2 SOEEEXIkD
UNTHUNE DO BB R :
() T —EBERSIN TSN, FIIRTEOILTATADOBEZ OFTEH, [EEE L O

JEAEH,

(i) RIEDIIHATAIM TIN5,

(€ V=R AF LRED F =EEOROEFEOFREE ; 2O SR Tl T —Z Dithk{F
FHFTO AT, FEHIENZ DRREDMERE AT 2D +o3E L CIEzRnhialy;

(d) FEIRDEIRM: K ONRHe F71E CRHiE AT 22 L OEEME IS, BIEDFHLD A
FIZBIT AT DIERIEOFE,

@ PRI BT T DL E o TASEANE T —E AT 0 A H 35210 T 5 RTREMED
&%, Y A B ek

Where the competent court establishes, based on the examination pursuant to paragraph 4, point (b), that

the law of the third country prohibits disclosure of the data concerned, the competent court shall determine

whether to uphold or lift the European Production Order. That assessment shall in particular be based on

the following factors, while giving particular weight to the factors referred to in points (a) and (b):

(@ the interest protected by the relevant law of the third country, including fundamental rights as well
as other fundamental interests preventing disclosure of the data, in particular national security
interests of the third country;

(b) the degree of connection between the criminal case for which the European Production Order was
issued and either of the two jurisdictions, as indicated inter alia by:

(i) the location, nationality and place of reside;
(ii)  the place where the criminal offence in question was committed;

(c) the degree of connection between the service provider and the third country in question; in this
context, the data storage location alone shall not suffice for the purpose of establishing a substantial
degree of connection;

(d) the interests of the investigating State in obtaining the evidence concerned, based on the seriousness
of the offence and the importance of obtaining evidence in an expeditious manner;

(e) the possible consequences for the addressee or for the service provider of complying with the
European Production Order, including the potential penalties.
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HEHE R A3 2R AN, F545 (EV) 2016/680, FHIZEDH V A B[EL T, ZDIH7RER
DSBS DI FReA 15T 72V P C 3 —EORBHE A A5 2 M RE Z5R5TE D,
FHZ. FBOHAD EAMEE - LEF L2 R OV B2 5 —Eo ARG R IR B
DAt TE, FEHHEREIC KR B = EORBEHERA A5 M RICIF RS ERESA VR T 1 URe5
720N,

The competent court may request information from the competent authority of the third country, taking
into account Directive (EU) 2016/680, in particular Chapter V thereof, and to the extent that such request
does not obstruct the relevant criminal proceedings. Information shall, in particular, be requested from
the competent authority of the third country by the issuing State where the conflict of obligations concerns
fundamental rights or other fundamental interests of the third country related to national security and
defence.

BHERA A DEHIFTS MR 2 R T D LIREL TGS U R U4 5EAIC
L%DUZE TAUIZRDTR20, TSHER A D HHIFT B R S MR T~ & BIRELT S

A BT RMOAFENTEULRT UGS 250 NFERINR I 5 O FA T2 D 721
ﬂ EANGYAAN

If the competent court decides to lift the European Production Order, it shall inform the issuing authority
and the addressee. If the competent court determines that the European Production Order is to be upheld,
it shall inform the issuing authority and the addressee, and that addressee shall proceed with the execution
of the European Production Order.

AREDFfed BRTTIE, HIRT, FEFHERREDENIEC LI GRS S0,

For the purposes of the procedures under this Article, the time limits shall be calculated in accordance
with the national law of the issuing authority.

FE LR RIELFEAORRI SOV TR T SR SEELRT U770,

The issuing authority shall inform the enforcing authority about the outcome of the review procedure.

185 RIRGE
Article 18 Effective remedies

1

[EPECOE I TR R S DR DIENIBEE W T 2872 £ DT — 23BN 2t
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FOWEE NDEE EDOFNE, ZDOT — 23RS ATHETR ., SZhaRaks =T
a2, ABD I 2R =T HHERNIE, FAIEV) 2016/679 & UME4S(EU) 2016/680
FOREE A RDDHERNEAHT HZ 13720,

Without prejudice to further legal remedies available in accordance with national law, any person whose
data were requested via a European Production Order shall have the right to effective remedies against
that order. Where that person is a suspect or an accused person, such person shall have the right to
effective remedies during the criminal proceedings in which the data were being used. The right to
effective remedies referred to in this paragraph shall be without prejudice to the right to seek remedies
under Regulation (EU) 2016/679 and Directive (EU) 2016/680.

TN IRA % ST DHERN I3 S AERREI D EAIFTC., Z D EINIEICHE M TSI, U THERE
BT DRAMED LRI A T 52 272K B e BEE St e TEED AR 4 rlEert:
ZEF AT IURRD R0,

The right to effective remedies shall be exercised before a court in the issuing State in accordance with its
national law and shall include the possibility of challenging the legality of the measure, including its
necessity and proportionality, without prejudice to the guarantees of fundamental rights in the enforcing
State.

%5 13 5555 1 T BRI T, Bz sRed HEPHE LD TREMEZ OUWNTOTERI L, iR 21 S
IRTIUITRE T Z NS FEIRNATIE TE DL THERSVRTFUIZRB7R0,

For the purposes of Article 13(1), information shall be provided in due time about the possibilities under
national law for seeking remedies and it shall be ensured that they can be exercised effectively.

Risa KD DIREED ENFAHZ W TRICHR, F2i3Z oMo S405, Zo R0 BT,
IMORIGEEN > TEDORGEE RO DMER e SN AT CEAZEAET H LT, #Hs
TRT U570,

The same time limits or other conditions for seeking remedies in similar domestic cases shall apply for

the purposes of this Regulation and in a way that guarantees that the persons concerned can exercise their
right to those remedies effectively.

ENOFRRIAZLT 52 &7 ZOBIAIE, BRSNSV IS RERKE K OMhoR
RIEN L, BRINFR A S 2L CAFUTREE 9256, B MR K QIR TFiD A1
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DRSNS L ERLZRATIUTTRB/20 N,

Without prejudice to national procedural rules, the issuing State and any other Member State to which
electronic evidence has been transmitted under this Regulation shall ensure that the rights of defence and
fairness of the proceedings are respected when assessing evidence obtained through the European
Production Order

BVE SBEITVRTA
Chapter V Decentralised I'T System

F 19 BEEREETIUREVY—ERTON\ (AL VICHFERE T 5 LFHEEDR
RETORIVBERVT 53

Article 19 Secure digital communication and data exchange between competent authorities and service

providers and between competent authorities

1 ORI EOREHMHERA A% YRR EFEIT e ENELE LOROERICL L8E3,
ZOMANTHESH T D EAM OBRINR i & E IR R IOV TERSND
TS DB G DO EIREDO RO IT AT Wil CI TSR U7es
720N, (3BT S AT ),

Written communication between competent authorities and designated establishments or legal
representatives under this Regulation, including the exchange of forms provided for in this Regulation
and the data requested under a European Production Order or a European Preservation Order, shall be

carried out through a secure and reliable decentralised IT system (“the decentralised IT system’).

2. BHERREL. FORKEICHET DY —E A7 0 F OFeE RS R HEE R FRE N, £
NENDEN IT VAT LDENUTHER T 3 AT AA~DT 7B A5 HE N AT LA flER L
AT,

Each Member State shall ensure that the designated establishments or legal representatives of service
providers located in that Member State are provided with access to the decentralised IT system via their
respective national IT system.

3. VBRI FL, FEEFHEITE IR E B3, EPOC K OY EPOC-PR A321HL , 2D
HANCHET 200, ERESIT — a3 Y IEE L, EOMD FIE TR Y /KO
TS JRERET DD, FNENDEN IT AT AN THOETIT AT LI TE5
N E AN P AV e A YA
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Service providers shall ensure that their designated establishments or legal representatives can use the
decentralised IT system via the respective national IT system in order to receive EPOCs and EPOC-PRs,
send the requested data to the issuing authority and communicate in any other way with the issuing
authority and the enforcing authority, as provided for in this Regulation.

ZOHANTHIE T HEROAM L, KO 16 RITHIET D TOFRHU ISV CERRS T
— DA TN IERME E ORHBHENR A T2 Y R Er- 1 TRk O E il L D1(EE e,
ZOHANZIEASEHERRA A5 Y RO EmIC LWL, /0H0 1T AT L%l TE
ITSHRTUT 726720,

Written communication between competent authorities under this Regulation, including the exchange of
forms provided for in this Regulation, and of the requested data under the procedure for enforcement as
provided for in Article 16, as well as written communication with competent Union agencies or bodies,
shall be carried out through the decentralised IT system.

TeEZ 03, HOIT AT DO HET, IHESIIZFOME, 7 —F A7 E OHARHIHIER,

PRSI T —H DOFHILE L COFFEMEE X EREN o T — X TEASN D 7 AL Py 7 3
PRI BETDIERHIR, FFBPMRRIUZED, 5 1 BEHEITES 4 TTEE S HI IT T
T LA UTBED R AT A MBI, TE, 28, (B EK | ZEE DN EIEMAENL
TEDIHFROHAE R T DVEMABEL C, bl R FRIC > TIATE T uUT
TRBTRN,

Where communication through the decentralised IT system in accordance with paragraph 1 or 4 is not
possible due to, for instance, the disruption of the decentralised IT system, the nature of the transmitted
material, technical limitations, such as data size, legal constraints relating to the admissibility as evidence
of the requested data or to forensic requirements applicable to the requested data, or exceptional
circumstances, the transmission shall be carried out by the most appropriate alternative means, taking into
account the need to ensure an exchange of information which is swift, secure and reliable, and allows the
recipient to establish authenticity.

PHENE 5 HICHESN QWA FBIC LTI TESNAES . EEOREZ L. VBTG
CC M50 BER, IMEEEZEE . 77 AN EZ DOV ARG e G55, /B0 IT VAT A
PIZ, ARG B 2 GRSk T U7 e 5720,

Where a transmission is carried out by alternative means as provided for in paragraph 5, the originator of
the transmission shall record the transmission, including, as appropriate, the date and time of transmission,
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the sender and recipient, the file name and its size, in the decentralised IT system, without undue delay.

E20F BFXEOENZNN
Article 20 Legal effects of electronic documents

7.

BAEEO—EREL CREESNTCETL, ETETHLZ LD HZERILEL T, ZoOHA| Eo
ERA R DIEE Tt ORIV TERN A B ESIY, AHIBE I 2N EREST-
1P QEvANSYA AN

Documents transmitted as part of electronic communication shall not be denied legal effect or be
considered inadmissible in the context of cross-border judicial procedures under this Regulation solely
on the ground that they are in electronic form.

F2E BFEARUI—IL
Article 21 Electronic signatures and seals

1.

HiHI (EU) N0 910/2014 |ZHUESIL T BT —E 2D Z BT 50— BRI AA
ZOHA EOFE HBEICEAS LD,

The general legal framework for the use of trust services set out in Regulation (EU) No 910/2014 shall
apply to electronic communication under this Regulation.

ZOHRIE 19 558 1 HFIEE 4 T EOB EEO—HE L CHESNLEENRZOHANC
B T — VAT BL A VLT HEA . TOXCECIE. H17l] (EU)N0910/2014 TEFESN
PR AV B Yl S 1 e A = AN ST A VAN D gV E AN YA A

Where a document transmitted as part of the electronic communication under Article 19(1) or (4) of this
Regulation requires a seal or a signature in accordance with this Regulation, the document shall feature a
qualified electronic seal or qualified electronic signature as defined in Regulation (EU) No 910/2014.

ENE BREER/INITT

Article 22 Reference implementation software

1

BRINZE DT, AE T VA7 MR T REREDR, 20y RV AT AU TREATS
LA TED ML 7y =7 OB, PR5F. BIRICE A AD, ZEEE 7=
T DOHFFRBITE , ARST. BRI ME S DT RS T HEN S,

The Commission shall be responsible for the creation, maintenance and development of reference
implementation software which Member States may choose to apply as their back-end system instead of
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a national IT system. The creation, maintenance and development of the reference implementation
software shall be financed from the general budget of the Union.

RINZE ST, ZIREEL 7 Ny = 7 2 E TIRALL | fR5FL, PAR— LRI U570,

The Commission shall provide, maintain and support the reference implementation software free of
charge.

ERE HEEITLRTLOER
Article 23 Costs of the decentralised IT system

1

FAERRIEN T . FORREN A A SEIINT AT LD T 7B ARA L SOeRE., M O
SFOE AL U220,

Each Member State shall bear the costs of the installation, operation and maintenance of the access points
of the decentralised IT system for which that Member State is responsible.

FAERRENL, BT DKE IT VAT DEHEEEL, 77 B ARA L M AER CEDINIEE
DEREEHL., F-, TNHOU AT LOEHL, B, tRFOEHZ G LTI 570,

Each Member State shall bear the costs of establishing and adjusting its relevant national IT systems to
make them interoperable with the access points, and shall bear the costs of administering, operating and
maintaining those systems.

BRI S O SL ORI L, CNODFRTE R, 0 IT VAT DA D R —x
RORE, B K ORSFO R E GBI 22 UT720780

Union agencies and bodies shall bear the costs of the installation, operation and maintenance of the
components comprising the decentralised IT system under their responsibility.

BB SO ER L UKL, 77 B RR A N LR TE DI IR AT LA R
L S 2R M 3L, 2, ZNBOL AT AOBE, &, ROMRSFOTA M AL
Dy gV ECANCYAAN

Union agencies and bodies shall bear the costs of establishing and adjusting their case-management
systems to make them interoperable with the access points, and shall bear the costs of administering,
operating and maintaining those systems.
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5. Y—ERT A AZNL, IEFITHE IT AT AERAEOMAAAEAS TSI B2
RTCOTANAHALRTIUT 25720,
Service providers shall bear all costs necessary in order for them to successfully integrate or otherwise
interact with the decentralised IT system.

245 BATHR

Article 24 Transition period

%19 RCORSIHI 1T 2 AT B0 CERIANC I D8E2 1 HIEBm S LT (1T
1), ZOBANC IS IBISHERRA A 90 YRR EF T E I S EERE L O RO E Ml L AiH
B, TG T, 2T, BHEMED @\ ME RS (R DB A B IE LT, Bebible (R FEIT
o TTOIRTIUZIRDIRN, —E AT A% HERRIE, BRINEES O RO/, 8 724
J R ONERS Y N B TF —F 52 B T2 DB T 5 87 0 — DR Z DD 22472 F v L
ERESLL QWSS BATHIRIIE, 8524/, ZodTF v/ % /LT EPOC $£7213 EPOC-PR
R RN E eI AT A LN TED,

Before the obligation to carry out written communication through the decentralised IT system referred to in
Atrticle 19 becomes applicable (“transition period’), the written communication between competent authorities
and designated establishments or legal representatives under this Regulation shall take place by the most
appropriate alternative means, taking into account the need to ensure a swift, secure and reliable exchange of
information. Where service providers, Member States or Union agencies or bodies have established dedicated
platforms or other secure channels for the handling of requests for data by law enforcement authorities and
judicial authorities, issuing authorities may also choose to transmitan EPOC or an EPOC-PR via those channels
to designated establishments or legal representatives during the transition period.

BB E EETA
Article 25 Implementing acts
1 WINEEAIT, ZOBRID BRIOT- DI IT S AT MO NETL, LATEH
TET DI TR IR 2T UT 26720 N
@ HIEIT 227 b AL LT ARV TFBUC L 0E ik e D 8div bk,
(b) BET L OEGHEE
© HENT T AT LN TOIEROUBL B EDTZO DRASIRO NG A =2 7 L L
SNDP A= X2 VT TS D7D OIE e 207 ¢ BAE K OBHERAIRER,
d) BT AT AL TR IS T —E 2D F NIt BAE R OVE 2 D Bty
T,

The Commission shall adopt implementing acts necessary for the establishment and use of the
decentralised IT system for the purposes of this Regulation, setting out the following:
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(@ the technical specifications defining the methods of communication by electronic means for the
purposes of the decentralised IT system;

(b) the technical specifications for communication protocols;

(c) the information security objectives and relevant technical measures ensuring minimum information
security standards and a high level of cybersecurity for the processing and communication of
information within the decentralised IT system;

(d) the minimum availability objectives and possible related technical requirements for the services
provided by the decentralised IT system.

2. RSGER 1 HICVYOIEETAIL, 5 26 5555 2 TRl ORI 5ass o it TERIRS V2 0 3 7es
720N,

The implementing acts referred to in paragraph 1 of this Article shall be adopted in accordance with the
examination procedure referred to in Article 26.

3. 1V IEEETAIL, 202548 A 18 H F TITEIRSIVR T UEZ 720,

The implementing acts referred to in paragraph 1 shall be adopted by 18 August 2025.

26 EREOFH

Article 26 Committee procedure

1 BINEEST, ZEACIAHEE 2T, TOREST, JHAIEU) No 182/2011 OFEMRIZE
THREETHD,

The Commission shall be assisted by a committee. That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

2. AHIXH 2R TG BIHIEVU) No 182/2011 D% 5 ZeisiEsing,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

EVIE RREIA
Chapter VI Final Provisions
B2k B
Article 27 Languages

FRERENL, VWO Th, BEDOAREEIIINZ T, BIINEED 1 DL EOAHEEICED EPOC KON
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EPOC-PR DOFRRA 2T ANADZEEIIET HIENTE  INEESI TSNS ERICEAE ST
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Each Member State may decide, at any time, that it will accept translations of EPOCs and EPOC-PRs in one
or more official languages of the Union in addition to their official language or languages, and shall indicate
such a decision in a written declaration submitted to the Commission. The Commission shall make the
declarations available to all Member States and to the European Judicial Network.

R 285 EEMRLHRE
Article 28 Monitoring and reporting

1
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By 18 August 2026, the Commission shall establish a detailed programme for monitoring the outputs,
results and impacts of this Regulation. The monitoring programme shall set out the means by which and
the intervals at which the data will be collected. It shall specify the action to be taken by the Commission
and by the Member States in collecting and analysing the data.

UDRDSEE, 2026 4 8 H 26 H7bh, ABAIEIT, B2 Y Jan O alfEr et EEL 2
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In any event, from 18 August 2026, Member States shall collect from the relevant authorities

comprehensive statistics and keep arecord of such statistics. The data collected for the preceding calendar
year shall be sent to the Commission each year by 31 March, and shall include:

@

(b)

©

(d)

©)

(f)

©

(h)

0)

the number of EPOCs and EPOC-PRs issued, by the type of data requested, the addressees and the
situation (emergency case or not);

the number of EPOC:s issued under emergency case derogations;

the number of fulfilled and non-fulfilled EPOCs and EPOC-PRs, by the type of data requested, the
addressees and the situation (emergency case or not);

the number of natifications to enforcing authorities pursuant to Article 8, and the number of EPOCs
that were refused, by the type of data requested, the addressees, the situation (emergency case or
not) and the ground for refusal raised;

for fulfilled EPOCs, the average period between the moment the EPOC was issued and the moment
the data requested were obtained, by the type of data requested, the addressees and the situation
(emergency case or not);

for fulfilled EPOC-PRS, the average period between the moment the EPOC-PR was issued and the
moment the subsequent request for production was issued, by the type of data requested and the
addressees;

the number of European Production Orders or European Preservation Orders transmitted to and
received by an enforcing State for enforcement, by the type of data requested, the addressees and
the situation (emergency case or not) and the number of such orders fulfilled;

the number of legal remedies used against European Production Orders in the issuing State and in
the en-forcing State, by the type of data requested;

the number of cases where ex post validation in accordance with Article 4(5) was not granted;

an overview of the costs claimed by service providers in relation to the execution of EPOCs or
EPOC-PRs and the costs reimbursed by the issuing authorities.

2026 4 8 H 18 HLIFE, 55 19 5556 1 TEITHE> TOld IT S AT 22N LT Ta8NST —H
AT OUNT AR 2 THIZV OFtRH T FER—2U > THEWIIESIIES, 5 22
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RTRTBREGEL 7y 2713, DL IR AR AT D7 DI T BRI S Tl
AUFT2B720,

From 18 August 2026, for the data exchanges carried out via the decentralised IT system pursuant to
Avrticle 19(1), the statistics referred to in paragraph 2 of this Article may be programmatically collected
by national portals. The reference implementation software referred to in Article 22 shall be technically
equipped to provide for such functionality.

= RT B ASAFNE, BHFOT — 2PN e TR IEL | Ridka fREFL, AT

Do AL ZZ DI ESIIZ5A1E, 3 H 31 HETIZERERITHEI AN TE,
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(d) JEIT%D EPOC-PR (25U T, EPOC-PR 233 EGENIZ R L2 D% DRSNS S
RS E DRI (BRESI=T — & ORREE L O SHERER).

Service providers may collect, keep a record of and publish statistics in accordance with existing data

protection principles. If any such statistics are collected for the preceding calendar year, they may be sent

to the Commission by 31 March and may;, as far as possible, include:

(@ the number of EPOCs and EPOC-PRs received, by the type of data requested, the issuing State and
situation (emergency case or not);

(b) the number of fulfilled and non-fulfilled EPOCs and EPOC-PRs, by the type of data requested, the
issuing State and the situation (emergency case or not);

(c) forfulfilled EPOCs, the average period needed to provide the requested data from the moment the
EPOC was received to the moment the data were provided, by the type of data requested, the issuing
State and the situation (emergency case or not);

(d) forfulfilled EPOC-PRs, the average period between the moment the EPOC-PR was issued and the
moment the subsequent request for production was issued, by the type of data requested and the
issuing State.
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5. 2027 48 H 18 A, BRINEE AT, fi4FE 6 H 30 HETIZ, 5 2 AU 3TV W T —4
Z R EOTIETHEREL I —E 27 S F ORISR 0T CHlEEE AR LT IUTRB20,
From 18 August 2027, the Commission shall, by 30 June each year, publish a report containing the data
referred to in paragraphs 2 and 3 in a compiled form, subdivided into Member States and type of service
provider.

FE29E MHERUVEKXDEE
Article 29 Amendments to the certificates and the forms
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’J TR DT20IT, BRI L, V KON VI ZAEIET D720 DZATSIVHT T2% 5 30 S-liE-T
2SN D P AV VNN

The Commission shall adopt delegated acts in accordance with Article 30 to amend Annexes I, I, III, V and VI
in order to effectively address a possible need for improvements regarding the content of the EPOC and EPOC-
PR forms and of the forms to be used for providing information on the impossibility of executing an EPOC or
an EPOC-PR, for confirming the issuance of a request for production following a European Preservation Order
and for extending the preservation of electronic evidence.

F30FE FEORET
Article 30 Exercise of the delegation

1 ZESNAITRZRIRT DHEIRIE ARITED DAEHARL T, BMNZEERITHL ThAbI
60

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in
this Avrticle.

2. 29 [N T RSN TAZEIRT DB T, BINEERIZRIL T 2026 428 H 18 HH D
AR C 5.2 B,

The power to adopt delegated acts referred to in Article 29 shall be conferred on the Commission for an
indeterminate period of time from 18 August 2026.

3. 29 RTRTHEROZATIL, WO Th, BNl F7o TP R T > THIHS UGS, BT
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RSB HIZRZIL ., F21%, ZOWED P CHESNI- 1% BIZRERNT 5, TOWET., BE
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The delegation of power referred to in Article 29 may be revoked at any time by the European Parliament
or by the Council. A decision to revoke shall put an end to the delegation of the power specified in that
decision. It shall take effect the day following the publication of the decision in the Official Journal of the
European Union or at a later date specified therein. It shall not affect the validity of any delegated acts
already in force.

FALENA T A BRI DRI INEESIT., ZD BV WHEICET % 2016 454 A 13 Hook
FBMAEICED D ARG N, EAERLED SR ES - BI5) O & RS2 UuE7s
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Before adopting a delegated act, the Commission shall consult experts designated by each Member State
in accordance with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better
Law-Making.

BRPINZE BT, TSN T A PR LTSI EDBIC, BNiES K OFRFEEI R, RIS
BENL2 T T2 5720,

As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European
Parliament and to the Council.

55 29 RITL o THIRSI - ZHES DT T4 BRGSO 63725 M3 TAD 8
25 2 DA LIRIZRNEESD LI TEFEOWT OB IR RIS LS F3, £
DOIARAN TIDRN BRINGER M OB RO WA D BNEERN L TREE IR~ E
S LT EZI RO TN, ZOWIRNE, MINGEROREE E I FBFROFREZIZID, 2021
FTHERSND,

A delegated act adopted pursuant to Article 29 shall enter into force only if no objection has been
expressed either by the European Parliament or the Council within a period of two months of notification
of that act to the European Parliament and the Council or if, before the expiry of that period, the European
Parliament and the Council have both informed the Commission that they will not object. That period
shall be extended by two months at the initiative of the European Parliament or of the Council.
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EILF BINEER~0EA
Article 31 Notifications to the Commission

FABRENS, 2025 4F- 8 H 18 H £ CIZEINZEERIZLL T2 RIL 2 U722 5700

1

@

(b)

©

@

ZOENEHEN, 5 4 FH TERMBRHM S L OBRMNR S £ X2 AUD DA
BHAT AT EIXE 3D L E 3 Y

5 8 ST NEAVE ST D, KON 55 16 SR> CHEORERZIENZA o> TRRINERHIdy
B R ORI A B OB T2 T DSRS0 1 F 388500047,

5 17 RHETAIEN I DFRZ A U Bk T i ARG HE 2 975 1 %
TV IR DFHIT;

% 21 ST, $UTOHA ., EPOC, EPOC-PR, BN & F - 1 TR M2 oD
BENS O DOT=DITZT ANSINAAHRE

By 18 August 2025 each Member State shall notify the Commission of:

@

(b)

©

@

the authority or authorities which, in accordance with its national law, are competent in accordance
with Article 4 to issue, validate or transmit European Production Orders and European Preservation
Orders or the netifications thereof;

the authority or authorities which are competent to receive notifications pursuant to Article 8, and
to en-force European Production Orders and European Preservation Orders on behalf of another
Member State, in accordance with Article 16;

the authority or authorities which are competent to deal with reasoned objections by addressees in
accordance with Article 17;

the languages accepted for the notification and the transmission of an EPOC, an EPOC-PR, a
European Production Order or a European Preservation Order in the case of enforcement, in
accordance with Article 27.

MRINEERIL, ARSIV ZHELZEHRE, EFHOU =7V A EEIFEESRE
2008/976/JHA 255 9 SRR TSR AN TRE R NI —F D =7 HA b TS F|
HRREIZ L7 T U7 e b7y,

The Commission shall make the information received under this Article publicly available, either on a
dedicated website or on the website of the European Judicial Network in criminal matters referred to in
Avticle 9 of Council Decision 2008/976/JHA 2,

B FRINFEREFRY NI —21ZB5 2008 4E 12 H 16 H BT 2008/976/JHA (OJ L 348, 24.12.2008, p. 130),

Council Decision 2008/976/JHA of 16 December 2008 on the European Judicial Network (OJ L 348, 24.12.2008, p. 130).
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ERE thOXE, HERVERYROEDER

Article 32 Relationship to other instruments, agreements and arrangements

1 ORI, ZOMRROIEFFEFHN IS ADEOUNERIZ B2 RN E S F 7 SO [EERE e
S, EM ORI 52 7200,

This Regulation does not affect Union or other international instruments, agreements and arrangements
on the gathering of evidence that falls within the scope of this Regulation.

2. AERRIENZ. 2026 4F 8 A 18 HETIZ, 5 1 TR BHFOSCE, e O Th-> Tk
el Gl 320 OZ@EILZR2 T AUT 2 B7au, AERIENE, Hi7-7250 1 TV BEE K OSHOTR
HDELNG 30 H UPIZERINE B Z@HL 2T U7 5720,

Member States shall notify the Commission by 18 August 2026 of any existing instruments, agreements
and arrangements as referred to in paragraph 1 which they will continue to apply. Member States shall
also notify the Commission within three months of the signing of any new agreement or arrangement as
referred to in paragraph 1.

%33 T

Atrticle 33 Evaluation

20294F-8 A 18 HETIT, BINEERIX, ZOBRIOFHIlA SHHEL 2T AUT7e 6700, BINEERIE,

WM, B BRINT — R B M ORI S A el Rl S B s L T iud7e
BV, MEGEHlEE X, ZOBRIOBER L O O BN B CEERS T RER ORI, Nz
DIFRIND FAME~D Gl & F2 T uT e bre s, ZOFHIIEINZE RS0 10 By B E
FREH RO FE SR UL D700, AEREI, BRINEE R Yl B DO M LB s
FEHEL 22T AUT72 6700,

By 18 August 2029, the Commission shall carry out an evaluation of this Regulation. The Commission shall
transmit an evaluation report to the European Parliament, the Council, the European Data Protection Supervisor
and the European Union Agency for Fundamental Rights. That evaluation report shall include an assessment
of the application of this Regulation and of the results that have been achieved with regard to its objectives, as
well as an assessment of this Regulation’s impact on fundamental rights. The evaluation shall be conducted in
accordance with the Commission’s better regulation guidelines. Member States shall provide the Commission
with the information necessary for the preparation of the evaluation report.

FUE EIRVEMR
Article 34 Entry into force and application

1 ZOMANL, EU B ETARSZ 20 HERIZHERIT 2,
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This Regulation shall enter into force on the twentieth day following that of its publication in the Official

Journal of the European Union.

ZAUZL, 2026 -8 H 18 A biHEinD,

It shall apply from 18 August 2026.

72720, ZOHRI EOF 19 SRS KOS~ EHE|I I DIBE DT D DO/ T AT 2% Al
T DREHERR A A5 YR N O —E A7 A DI L, 5 25 SR )FEE 4D

POrs VFEEOEASND,

However, the obligation for competent authorities and service providers to use the decentralised IT
system established in Avrticle 19 for written communication under this Regulation shall apply from one

year after the adoption of the implementing acts referred to in Article 25.

ZOHANL, ZORIRIZOUWTHEHRII3HD . 730, sESHKINIIENETORERKEIZIBNT

B TRE T D,

This Regulation shall be binding in its entirety and directly applicable in the Member States in

accordance with the Treaties.

202347 A 12 BICARNTIAT — /UZBW T T,

Done at Strashourg, 12 July 2023.

YOI =N Pye

% R.METSOLA

For the European Parliament
The President R. METSOLA

PFERLLT

£ P.NAVARRO RIOS

For the Council

The President P. NAVARRO RiOS
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BEKI  ANNEXI

BEFIHLORHOT-HORXMZH A REIEAE (EPOC)
EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODUCTION OF
ELECTRONIC EVIDENCE
WRIN a2 M OS2 0 1HI] (EU) 2023/15431 F, FRINFR S REE (EPOC)D 4458 1T
EPOC ZFLTL, voROLNIZT —4% EPOC D G M) Bl FesiS = 4/ s L i
I, T —=FDPRESHRNGE ThH->Th, £58NT L EPOC ZBHKES, SRDHIL
tT —%% EPOC tODIEHAE DT — 22 liiE 4202 ATREICL TV VRWIRY | SR
THUFZREZ20, TRBT T =2 DMRHE DD, Foid, BHSNDSE, BUT4R05, bITeT
— SRR DM BN ETR R T HERFS VR UT 25700,
A5 NE EPOC M OMEHSNE I IRESND T —F OB Z MR DB o B AR
AUTIRBTRUN,
Under Regulation (EU) 2023/1543 of the European Parliament and of the Council ! the addressee of this
European Production Order Certificate (EPOC) must execute this EPOC and must transmit the requested
data in accordance with the deadline(s) specified in Section C of this EPOC to the competent authority
indicated under point (a) of Section L of this EPOC.
In all cases, the addressee must, upon receipt of the EPOC, act expeditiously to preserve the data requested,
unless the information in the EPOC does not allow it to identify those data. The data must continue to be
preserved until the data are produced or until the issuing authority or, where applicable, the enforcing

authority, indicates that it is no longer necessary to preserve and produce the data.
The addressee must take the necessary measures to ensure the confidentiality, secrecy and integrity of the
EPOC and of the data produced or preserved.

AR FEBRF AT

T .
B .
R R G S L) oot
T FED K OFF S RO FH IR RS0 (1 A UM I )

T R0 7 A T e
TSRO T ATV e e

SECTION A: Issuing/validating authority

bR O FHee OO B TI 2364 2 B FRED RN 75 K ORI N DR Z B DR
S ORS00 2023 477 H 12 HOHHI (EU) 2023/1543 (OJ L 191,28.7.2023, p. 118-180),
Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings (OJ L 191, 28.7.2023, p. 118).
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O feEsEsr

O feEees

O ot V—E A7 F O EEEFE- I EREEE 2 I (EU) 2023/1543
DF 10 FTEDLIHENIZ EPOC (2R LZRD 7270, F21E, BRINEEES K OB
205D (EU) 2023/15442 2D DAV IR CHE EFEAT S T ERERE DS, f5E
FAHMEMSI ST T DIRFED 458 NI B R e L CRAENT,

BT . o
Tatis IFaX TR A=V (BEEICHIUD) © e
T 2 (R CaUIE) ¢ oo e e e
ZFEND T 7 ANE S EFEITHIUL) 1 e
KB —E AT TS (BFBNE BT 2D E) e
OB ..o
SECTION B: Addressee

Addressee:. ..

[1  Designated establishment
[1  Legal representative

[1This order is issued in an emergency case to the specified addressee because the designated establishment
or the legal representative of a service provider did not react to the EPOC within the deadlines set out i
Article 10 of Regulation (EU) 2023/1543 or has not been designated or appointed within the deadlines set
out in Directive (EU) 2023/1544 of the European Parliament and of the Council ®

2 JHEETFRU IS T HAEUEED HRIDT- O DR E SO E R OFEE RELE DA RS DI S ks - Blika
TED DR OB 2023 477 A 12 HOFSS (BU)2023/1544 (0J L 191,28.7.2023, p. 181-190)
DIRECTIVE (EU) 2023/1544 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 12 July 2023 laying
down harmonised rules on the designation of designated establishments and the appointment of legal representatives for the
purpose of gathering electronic evidence in criminal proceedings (OJ L 191, 28.7.2023, p. 181-190)
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C M- IR GEGVRAR v 7 2% F =y 7 U, B E FEASIUIZY)
EPOC Z 38R, Bt iviz 7 — 2, LR ECITRIISh R UTTeb7eu

O AIREZRIRDACIE LY 10 H LA G T8/~ ke L)

O TSR~ OEHOSE 10 HEO THRE, S0 T4 )R O MMM Fr A s L2
molebra. T3 10 RO TRITHEERR SRRV &, BUTY RIS MRS
TG, TR B 10 ARIOR TR

O UUTEOREFEOLA, NSl e<, 3 8 IRHHLIA:
O ADOEMFIATIFARDOMEEEVE, FI1X 2~ 28D E
O HEFHESES 2008/114/ECH 2 55465 a SIS EFRSITZEHEA L 7T ~DEED BT
o T DINDEEI AL 7 TOIRELET-ITAREIC LY | [ EEA~O A rE o dts<o

HERKEOD PRZARRED B T\ X DA fa B2 ate, NN, HIRDREEM S
ITZR T DRI BB ECAFD Y

ZD EPOC OEL AL TERE T _&EFt FF T2 OMOBIRNHD03E 9D .

SECTION C: Deadlines (tick the appropriate box and complete, if necessary)
Upon receipt of the EPOC, the data requested must be produced:
[1 as soon as possible and at the latest within 10 days (no notification to the enforcing authority)

[1in the case of notification to the enforcing authority: at the end of the 10 days, where the enforcing authority
has not raised a ground for refusal within that time period, or upon confirmation by the enforcing authority
before the end of the 10 days that it will not raise a ground for refusal, as soon as possible and at the latest af
the end of the 10 days

[without undue delay and at the latest within eight hours in an emergency case involving:

] an imminent threat to the life, physical integrity or safety of a person

3 HWHOHEEA L7 Z OB S QR ON S ORI EOEHEDF AN B2 BSR4 2008/114/EC (OT L
345, 23.12.2008, p. 75),
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures
and the assessment of the need to improve their protection (OJ L 345, 23.12.2008, p. 75).
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[Jan imminent threat to a critical infrastructure as defined in Article 2, point (a), of Council Directive
2008/114/EC®, where the disruption or destruction of such critical infrastructure would result in an|
imminent threat to the life, physical integrity or safety of a person, including through serious harm to the
provision of basic supplies to the population or to the exercise of the core functions of the State.

Please indicate whether there are any procedural or other deadlines which should be taken into account for the
execution of this EPOC....
Please provide additional information where relevant:. ..

D#: DIRIOTRRBEREL O BIR OISR v 7 A% T = 7 L BT E SEASIZVY)
O #Ehsie7 —23, DD, LUFOREEER N> TR/ —Mrasiv T,

.................................... IZE o THRAESN YR O 7 ANV E57%7EN)

.................................... (2 (FEEEORSO BTN

.................................... 2 EDOEEEDOERT HEFA)

.................................... (258 C EEN RSN —E A7 o F e EE
BESES TSR AT 24 R% R0, bLHIUT, BFEANNHD T 7 AV EED)

O ZEESHeT =213, Bl LUFORHESHIZBHR T %:
.................................... (CESTHEFSNERLOT 7ANFEFETN)
.................................... (Z EEEOFEFD BAZFEN)
.................................... (2 (EDEGHEOERTHZFLIA)

Z DAt B

SECTION D: Relation to a previous production/preservation request (tick and complete if applicable and
available)

[1The requested data were totally/partially preserved in accordance with an earlier request for preservation
issued by ... (indicate the authority and the file number)

on ... (indicate the date of issuance of the request)

and transmitted on ... (indicate the date of transmission of the request)

to ... (indicate the service provider/ legal representative/ designated establishment/competent authority tq
which the request was transmitted and, if available, the file number given by the addressee).

[1The requested data are related to an earlier request for production
issued by ... (indicate the authority and the file number)

on ... (indicate the date of issuance of the request)

and transmitted on ... (indicate the date of transmission of the request)
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to ... (indicate the service provider/ legal representative/ designated establishment/competent authority tg
which it was transmitted and, if available, the file number given by the addressee).
Any other relevant information:. ...

EMll: BEESHCT — 2 O R E 2B D1 i (2 OIF BB > 7 — 2 i i3
DIZDIEETHDHIRET)

O B A B R . e

SECTION E: Information to support identification of the requested data (complete to the extent this
information is known and necessary to identify the data)

[P address(es) and timestamps (incl. date and time zone):. ...

Tel No:...

Email address(es):. ..

IMEI number(s):. ...

MAC address(es):. ..

The user(s) or other unique identifier(s) such as user name(s), login ID(s) or account name(s):. ...
[Name(s) of the relevant service(s):. ..

Other:...

If applicable, the time range of the data for which production is requested:

[1 Additional information if needed:. ..

i $RHSH o~ SEFREL

2D EPOC I LA MIZBET (BT 2y VA% F oy JSHUIZWY):
(@ O MmAET—4:

O 4w, #04 B | B E2 BT, S SE(E A~V T R A, i) L=
— W/ IMAE DA NI BET 5 . 2 O B2 H
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SECTION F: Electronic evidence to be produced
This EPOC concerns (tick the relevant box(es)):
(2 subscriber data:

[name, date of birth, postal or geographic address, contact information (email address, phone number) and
other relevant information pertaining to the identity of the user/subscription holder

[l date and time of initial registration, type of registration, copy of a contract, means of verification of identityf
at the moment of registration, copies of documents provided by the subscriber

[ type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment
of nitial registration or activation (e.g. phone number, SIM-card number, MAC address) and associated
device(s)

[ profile information (e.g. user name, screen name, profile photo)

[ldata on the validation of the use of service, such as an alternative email address provided by the]
user/subscription holder

[Cddebit or credit card information (provided by the user for billing purposes), including other means off
payment

| PUK-codes
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O other:. ..
(b) data requested for the sole purpose of identifying the user as defined in Article 3, point (10), off

Regulation (EU) 2023/1543:

LIIP connection records such as IP addresses / logs / access numbers together with other technical
identifiers, such as source ports and time stamps or equivalent, the user ID and the interface used in the]
context of the use of the service, please specify, if necessary:. ..

[ time range of the data for which production is requested (if different from Section E):....

O other:...

(o) traffic data:

(D)for (mobile) telephony:

[ outgoing (A) and incoming (B) identifiers (phone number, IMSI, IMEI)
(| time and duration of connection(s)

O  callattempt(s)

[base station ID, including geographical information (X/Y coordinates), at the time of initiation and
termination of the connection

[0  bearer/ teleservice used (e.g. UMTS, GPRS)
O other:. ..
(i)for internet:
Crouting information (source IP address, destination IP address(es), port number(s), browser, email

header information, message-ID)

[base station ID, including geographical information (X/Y coordinates), at the time of initiation and
termination of the connection(s)

| volume of data

O date and time of connection(s)

[0  duration of connection or access session(s)
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O other:. ..
(iii) for hosting:
O logfiles
O tickets
O other:...
(iv) other:
O purchase history

O prepaid balance charging history

O other:...

A
&
O

content data:

(web)mailbox dump
online storage dump (user-generated data)

pagedump
message log/backup

voicemail dump

server contents

device backup

contact list

O 0O 0 0o o 0o o 0o 0O

other:...

[] Additional information in case necessary to (further) specify or limit the range of the requested data:. ..
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TV T A EINIVFTHOE RS, LT % GEHASAE S, BhEd DR v/ A
BT oy TSI
TR TR EL R 3 FRCIVETR DN DI T4
ATEAT MG AT 2 FERELUTUREINIGED 1 U EDO LI TR ET4:
R R OBRF1e4 (EU) 2019/713° 45 3 59005 8 Sl ERSTFE, T4,
RN B OBEFEDFR4 2011/93/EUCH 3 G005 7 R ERSIVIIRFA T4,
Wi NGE B BRSO FR4 2013/40/EUTE 3 50056 8 SR ESRSIVIIR FA T4,
MR K OSSR (EU) 2017/541845 3 50555 12 S OV 14 S EFRSN
TR T4,
(d) EREEMEEE
RN DT B L L CORETHH I —E A7 A X255 CTRTTUTR B0, B
ST, BRI, EEEE SO R T O AT 5 — A7 m A |
B D,

ooooOooao

SN

PSS IR A OB IOV T, 2 — P RBIRFERI B CERFS VT VRO T T 77— 3=
YT IT =BT, AR DR E TR (D) FA RO TREAT DT,

For execution of a custodial sentence or detention order for traffic data, which is not required for the sole purpose of identifying
the user, or content data please indicate in (b) and (c) the offence for which the sentence was imposed.

FRRN OHFRBDSEATFEO RS D MBI D, KOBEFPHEARIE 2001/413/HA ZESHAZ DENRES
K ORS00 2013 48 H 12 HOFES (EU)2019/713 (OJ L 123, 10.5.2019, p. 18),

Directive (EU) 2019/713 of the European Parliament and of the Council of 17 April 2019 on combating fraud and counterfeiting
of non-cash means of payment and replacing Council Framework Decision 2001/413/JHA (OJ L 123, 10.5.2019, p. 18).
VB ERAEIUL O VLB L OB BT %, IEONC, BRHERMHEZARIE 2004/68THA & B
RN M O0D 2011 4K 12 A 13 HO$ER 201193/EU (OJ L335,17.12.2011, p. 1),

Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse and
sexual exploitation of children and child pomography, and replacing Council Framework Decision 2004/68/JHA (OJ L 335,
17.12.2011, p. 1).

B AT IS DEER B S, MO, BERMSEAUIE 2005/2220HA % B DR GRS S OISR
2013 4£-8 A 12 HOHE4 2013/40/EU (OJ L 218, 14.8.2013,p. 8),

Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against information systems
and replacing Council Framework Decision 2005/222/JHA (OJ L 218, 14.8.2013, p. 8).

TRYZLEOBINICEIT 2, WIS, BN RIE 20024750HA ZEE ML, KO, BEPIE
2005/671/JHA ZTES DRk A OE0D 2017 423 A 15 HOFES(EU)2017/541(0J L 88, 31.3.2017, p. 6),
Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing
Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JTHA (OJ L 88, 31.3.2017, p. 6).
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ZOMDBEETEIR: oo

SECTION G: Information on the underlying conditions
s EPOC concerns (tick the relevant box(es)):
inal proceedings in respect of a criminal offence(s);

:ution of a custodial sentence or a detention order of at least four months following criminal
proceedings, imposed by a decision that was not rendered in absentia, in cases where the person
convicted absconded from justice.

Jare and legal classification of the offence(s) in relation to which the EPOC is issued and the applicable
statutory provision

s EPOC is issued for traffic data which are not requested for the sole purpose of identifying the user, or
for content data, or both, and concerns (tick the relevant box(es), if applicable):
1nal offence(s) punishable in the issuing State by a custodial sentence of a maximum of at least three
years;

or more of the following offences, if wholly or partly committed by means of an information system:
nce(s) as defined in Articles 3 to 8 of Directive (EU) 2019/713 of the European Parliament and of
the Council ®;

nce(s) as defined in Articles 3 to 7 of Directive 2011/93/EU of the European Parliament and of the

O REURIL, BT 7AW TIES B DB A RIS R AUTRB720 8, EPOC 123 EXA LD AN
MR HUTT D720,
The issuing authority must indicate the reasons for the delay in the case file, only a short justification must be added in the EPOC.
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Council ©;

nce(s) as defined in Articles 3 to 8 of Directive 2013/40/EU of the European Parliament and of the
Council 7;

inal offences as defined in Articles 3 to 12 and 14 of Directive (EU) 2017/541 of the European
Parliament and of the Council ®.

troller/processor:
opean Production Orders shall be addressed to service providers acting as controllers. By way of
exception, the European Production Order may be addressed directly to the service provider that
processes the data on behalf of the controller.
¢ where appropriate:
s EPOC is addressed to the service provider acting as controller.

s EPOC is addressed to the service provider who is or, in the case of situations where the controller
cannot be identified, is possibly processing the data on behalf of the controller, because:
>ontroller cannot be identified despite reasonable efforts on the part of the issuing authority

-essing the controller might be detrimental to the investigation
is EPOC is addressed to the service provider processing data on behalf of the controller:

arocessor shall inform the controller about the data production

arocessor shall not inform the controller about the data production until further notice, as it would be
detrimental to the investigation. Please provide a short justification ®". ..

r other relevant information:. ...

HAll: =— Nt
BFENL, EOT —ZNEFESI BT DI L2 RO A BER 2T AU B0,
F—SHRHITOUT, 2O, LRI BT DO TS ROBRETDHD,

AT EEET D28 @ eE, Ty /S0

O  BEYURIEL BEOSRMED 1 Fa3B DS CQOBIRY | 207 —2 R EEES -
BT HOEIESHED:

O  AWFEIREARTE, 38, X B EZ T DM G5

O  ESTAO T, M, A, BUITEFREIIHEIOBI T EE KE T L2085
VENDHD;

O QAo ZLEVGETHVENGD;

O [EFRRZEETAVNENDD;
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O MEOHERIN OB hz T D0 E B2,

SECTION H: Information to the user

The addressee shall in any event refrain from informing the person whose data are being requested. It is the
responsibility of the issuing authority to inform that person, without undue delay, about the data production.
Please note that (tick where appropriate):

[the issuing authority will delay informing the person whose data are being requested, for as long as one of
several of the following conditions are met:

[ it is necessary to avoid obstructing official or legal inquiries, investigations or procedures;

it is necessary to avoid prejudicing the prevention, detection, investigation or prosecution of criminal
offences or the execution of criminal penalties;

[0 itis necessary to protect public security;
[0 itis necessary to protect national security;

[0 itis necessary to protect the rights and freedoms of others.

IHR: & YR

FAYROFER | (B DRI A% T 2o 7SI ) -
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O FAREREICKERSNI T OMORBHMHERA AT 545
FFAIHSLEE A I SEAS IV,

LU ET L HEHSNSGAT =/ SNT20)
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T —HEIN T OB T, BN SNT-BRRFREIZ BT, e 552803 C
X oTolod  FERSI, YR, FRROENFLHZ B TR L Chma e
T HIENTE, FEFF DAY 2 &S 48 RFELINICROBNAZ LR 5
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FERE DS EPOC OFATZ BT AERDT- DI I8HE TE D Y 7,/ &SR = (3] ey
J&)) :

Banar (ERE D) MU/ )
FAX 25 (ERE ) MU/ AT ) e

EPOC OIS IEMECHHT LA AT 2 B URE - ITEDOMRBELAND B4
B s e
0 e,

SECTION I: Details of the issuing authority
The type of issuing authority (tick the relevant box/boxes):
1 judge, court, or investigating judge

1 public prosecutor

[1 other competent authority as defined by the issuing State
[f validation is necessary, please fill in also Section J.

Please note that (tick if applicable):

[1This EPOC was issued for subscriber data, or for data requested for the sole purpose of identifying the user.
in a validly established emergency case without prior validation, because the validation could not have been
obtained in time, or both. The issuing authority confirms that it could issue an order in a similar domestig
case without validation, and that ex post validation will be sought without undue delay, at the latest within
48 hours (please note that the addressee will not be informed).
Details of the issuing authority, or its representative, or both, certifying the contents of the EPOC as accurat
and correct:

[Name of authority:. ..

[Name of its representative:. . .
Post held (title/grade).. ..

10 SFHIUIT S AT DHHOGIL T VRWGE AT, FE-—/V H 3SR TR B ISy,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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File number:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..
Fax No: (country code) (area/city code). . .
Email:...

Language(s) spoken:. ..

If different from above, authority/contact point (e.g. central authority) which can be contacted for any question
related to the execution of the EPOC:
[Name of the authority/name:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..
Fax No: (country code) (area/city code). ..
Email:...

Signature of the issuing authority or its representative certifying the content of the EPOC as accurate and
correct:
Date:...
Signature . ..

JHRFF RS ROFER GE S NA A, FRAIIZY)

RS RIOFER]:

O ZHE., BT E s e

O mEEE

EPOC DINZNERME T DT L2 s F T 25 4 i L<IZE DORBLNE2 T2 DT OFEM
e T Y /PR OTPR PP
B N D T e
R )t e
T T G . e
T L e
HErtar - () B/ ATR) o

FAX %5 ([ERE ) B/ AT ) e

B R Il e

O D B i . oot

F T e e

B

SECTION J: Details of the validating authority (complete if applicable)
The type of validating authority
1 judge, court or investigating judge

B S HUIT S AT DSFOSILTY VRWE S AJFIRE, T —/L S IS i B B,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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L1 public prosecutor
Details of the validating authority, or its representative, or both, certifying the contents of the EPOC as accuratg
and correct:

[Name of the authority:. ..

[Name of its representative:. . .

Post held (title/grade).. ..

File number:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..
Fax No: (country code) (area/city code). ..
Email:...

Language(s) spoken:. ..

Date:...

Signature ®:. ..

K : 0060 N OSBENS AT 50 T 247 GRS A58
O Z® EPOC 1%, LA FOHG T4/l Zid@isinG:

ISV T4 RS S DRI TEAS IV (ATREZG B |

B T R A TIT: oo
BT . e
Ttk (EF ) /AT e
FAX %5 (ERE ) (/AR e
BB A I L

SECTION K: Notification and details of the notified enforcing authority (if applicable)
[1This EPOC is notified to the following enforcing authority: ...

Please provide contact details of the notified enforcing authority (if available):

Name of the enforcing authority:. . .

Address:. ..

Tel. No: (country code) (area/city code). ..

Fax No: (country code) (area/city code). . .

Email:...

LHH: 7 —XDukft

() T —FEEMLURATIUTRD7R Y R
O #5YH
O FFe4)R
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O AhooRsHeRA A4 % 4R (B sht =)
AFRBOMEREIEEER . Lo
(b) T EBEFENRTIUTRERNFELNERE T TR EHSNDGE) e

SECTION L: Transfer of data
(a) Authority to whom the data have to be transferred
O issuing authority,

O validating authority

[0  other competent authority (e.g. central authority)
Name and contact details:. ..

(b) Preferred format in which or means by which the data have to be transferred (if applicable):. ...

M Wl & ENDRET2D (B5E NTENSIU TS, Y T4 S~ DN VI A
BT IR SN D) T

RN A B AN AEHE R OB G2 i = L CUVDZ LA HE L T ARML:

PRINFEH A B DT DIV CODIREITAIL, FOREICB W T EL B 3 ED |
FII IR L S TRETSND RIREMED B, LU FICEEE S CQUWODIREI TADUANI & E
NTCWDED GEET DRI AT = 7 EFU=) 2

JLIEHRR A~
VA
o

IEEDOVERPEIRE AL/

PREE R O R OIS RIS |

e, D, I OEERG |

e

RRMNEES  OBRMER RSO (BU) 2017/137T1 IS EFRSI TODTEIE O E A0
TEFEHIRIAI T 8 5.2 D2 ORI T A% Sk

Oo0OoOoOoood

12 BRIMEES ORI G ~OFEHRE DT FEE T DB MRS DM RS M OB00 2017 4E7 H 5 HOHR
45 (BU)2017/1371 (OJ L 198, 28.7.2017, p. 29),
Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against fraud to the Union's
financial interests by means of criminal law (OJ L 198, 28.7.2017, p. 29).
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SECTION M: Further information to be included (not to be sent to the addressee — to be provided to the
enforcing authority in the event that notification to the enforcing authority is required)

The grounds for determining that the European Preservation Order fulfils the conditions of necessity and
proportionality:

Is the offence for which the European Production Order is being issued punishable in the issuing State by a
custodial sentence or a detention order for a maximum period of at least three years and included in the list of
offences set out below (tick the relevant box/boxes)?

[1  participation in a criminal organisation;
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1 terrorism;

L1 trafficking in human beings;

1 sexual exploitation of children and child pornography;

[1 illicit trafficking in narcotic drugs and psychotropic substances;
[1 illicit trafficking in weapons, munitions and explosives;

L1 corruption;

[1fraud, including fraud and other criminal offences affecting the Union's financial interests as defined in
Directive (EU) 2017/1371 of the European Parliament and of the Council *?;

L1 laundering of the proceeds of crime;
[1  counterfeiting currency, including the euro;
1 computer-related crime;

[lenvironmental crime, including illicit trafficking in endangered animal species and in endangered plant
species and varieties;

facilitation of unauthorised entry and residence;
murder or grievous bodily injury;

illicit trade in human organs and tissue;

racism and xenophobia;
organised or armed robbery;

illicit trafficking in cultural goods, including antiques and works of art;

L1
[
L1
[1 kidnapping, illegal restraint or hostage-taking;
L1
L1
[
L1

swindling;
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racketeering and extortion;
counterfeiting and piracy of products;
forgery of administrative documents and trafficking therein;
forgery of means of payment;
illicit trafficking in hormonal substances and other growth promoters;
llicit trafficking in nuclear or radioactive materials;
trafficking in stolen vehicles;
rape;
arson;
crimes within the jurisdiction of the International Criminal Court;

unlawful seizure of aircraft or ships;

o 0 0o 0o 0o o o0 0o o o o O

sabotage.
'Where appropriate, please add any additional information that the enforcing authority may need to evaluate the
possibility of raising grounds for refusal:
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BUEK Il ANNEXII

B HLIDRED-HDEMREHSIIHS
EUROPEAN PRESERVATION ORDER CERTIFICATE (EPOC-PR) FOR THE PRESERVATION
OF ELECTRONIC EVIDENCE
KM M OSBRSSO IR (EU) 2023/1543 ., FRMN R A REHE (EPOC-PR)D4 58 NI
EPOC-PR #32fHL7-1%., NYU7pE7e< | ERESIe T — X2 RELRT U b, ZOM%
AL FETYRTEVIEM 30 HIERSIDD, FET Y R0 | Sk iR R I N 2%
FALZRVBRD, 60 HARIZHE T L7 U esrey, 2B HARRINICHS A A3 5 | Zi e
PEENREA SN Z LB MER LT3 A BB NE, Wl AR &K IR N B S A sE L=, 4450
NFRHT 27D B2, 7 — 2 a2 U D7,
£58 NiX, EPOC=PR N OMREZIIZT — X OGN, SN OSe MR R T DT DI
SR A AN By gV e VA VA AN

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council" the addressee of thig
European Preservation Order Certificate (EPOC-PR) must, without undue delay after receiving the EPOC-PR|
preserve the data requested. The preservation must cease after 60 days, unless extended by the issuing authority,
by an additional 30 days, or the issuing authority confirms that a subsequent request for production has been
issued. If the issuing authority confirms within those time periods that a subsequent request for production hag
been issued, the addressee must preserve the data for as long as necessary to produce the data once theg
subsequent request for production is received.
The addressee must take necessary measures to ensure the confidentiality, secrecy and integrity of the EPOCH
PR and of the data preserved.

AMR:ZES TR

A .

B R e

R R G S U ) e e
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FFARY RO T 7 AN S GEESIUDIEE) & e e

SECTION A: Issuing/validating authority:

bR O FHee OO B TI 2364 2 B FRED RN 75 K ORI N DR Z B DR
S ORS00 2023 477 H 12 HOHHI (EU) 2023/1543 (OJ L 191,28.7.2023, p. 118-180),
Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings (OJ L 191, 28.7.2023, p. 118).
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Issuing State:. ..

Issuing authority:. . .

Validating authority (where applicable):. ..

INB: details of issuing and validating authority to be provided at the end (Sections F and G)
File number of the issuing authority:. ...

File number of the validating authority:. ..

B 445N

BB N e

O feEsr

O el

O Zofdid, —E A7 A E OIEEFEETTE RS FE D WIBRAIZ EPOC-PR (2
KHGLIE T2, F2d, R K OBER0 s (EU) 2023/15444 28D BV
PRI E ST E I THEE RBRE D FEE E M TMSIVeh T eI ED 45BN
(B EEREL L OSSN,

s g TFax BB A=V BEEITHIUR) 1 oo
LSS (BEEITTHIUE) 1 oo

SECTION B: Addressee
Addressee:. ..
O Designated establishment

O Legal representative

[1This order is issued in an emergency case to the specified addressee because the designated establishment
or the legal representative of a service provider did not react to the EPOC-PR within the deadlines or has
not been designated or appointed within the deadlines set out in Directive (EU) 2023/1544 of the Europear)
Parliament and of the Council ®

Address:. ..

Tel. No/Fax No/email (if known):. ..

2 JHEETFRU IS T HAEUEED HRIDT- O DR E SO E R OFEE RELE DA RS DI S ks - Blika
TED DRI M O 2023 457 A 12 HOfRS (EU)2023/1544 (0T L 191,28.7.2023, p. 181),
Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July 2023 laying down harmonised rules on the
designation of designated establishments and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings (OJ L 191, 28.7.2023, p. 181).
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Contact person (if known):. ..

File number of the addressee (if known).. ..

Service provider concemed (if different from addressee):. ..
Any other relevant information:. ...
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SECTION C: Information to support identification of the data requested to be preserved (complete to the extent
this information is known and necessary to identify the data)
[0 1P address(es) and timestamps (incl. date and time zone):...

O Tel. No....
O Email address(es):. ...
O IMEI number(s):. ..
O MAC address(es):. ..

[1The user(s) of the service or other unique identifier(s) such as user name(s), login ID(s) or account
name(s). ..
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[0  Name(s) of the relevant service(s):. ..

O Other:...
Ifapplicable, the time range of the data for which preservation is requested:. ...

[l Additional information if needed:. ..
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SECTION D: Electronic evidence to be preserved
This EPOC-PR concerns (tick the relevant box(es)):

(ad subscriber data:

Oooon

=
=

©)

OOoO0O0O0O0O0O0OoOoOooZEo00

[name, date of birth, postal or geographic address, contact information (email address, phone number) and
other relevant information pertaining to the identity of the user/subscription holder

[l date and time of initial registration, type of registration, copy of a contract, means of verification of identityf
at the moment of registration, copies of documents provided by the subscriber

[ type of service and its duration, including identifier(s) used by or provided to the subscriber at the moment
of initial registration or activation (e.g. phone number, SIM-card number, MAC-address) and associated
device(s)
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[ profile information (e.g. user name, screen name, profile photo)

[ldata on the validation of the use of service, such as an alternative email address provided by the
uset/subscription holder

[Cddebit or credit card information (provided by the user for billing purposes), including other means off
payment

| PUK-codes

| other:...

(b)[data requested for the sole purpose of identifying the user as defined in Article 3, point (10) of Regulation
(EU) 2023/1543:

[I1IP connection records such as IP addresses / logs / access numbers together with other identifiers, such ag
source ports and time stamps or equivalent, the user ID and the interface used in the context of the use off
the service strictly necessary for identification purposes; please specify, if necessary:. ..

[ time range of the data for which preservation is requested (if different from Section C):...

O other:...

(c)traffic data:
(i)for (mobile) telephony:
[ outgoing (A) and incoming (B) identifiers (phone number, IMSI, IMEI)
O time and duration of connection(s)

O call attempt(s)

[base station ID, including geographical information (X/Y coordinates), at the time of initiation and
termination of the connection

[0 bearer/ teleservice used (e.g. UMTS, GPRS)

(| other:. ..

(i)for internet:
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(@O

O 0O 0O 0O

[routing information (source IP address, destination IP address(es), port number(s), browser, email
header information, message-ID)

[base station ID, including geographical information (X/Y coordinates), at the time of initiation and
termination of the connection(s)

O volume of data
O date and time of connection(s)
[0 duration of connection or access session(s)
O other:. ..
(i) for hosting:
[l logfiles
O tickets
O other:. ..
(iv) other:
O purchase history

[0  prepaid balance charging history
O other:. ..
content data:
(web)mailbox dump
online storage dump (user-generated data)
pagedump

message log/backup

voicemail dump
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server contents

device backup

contact list

o 0O 0O 0Od

other:...

[] Additional information in case necessary to (further) specify or limit the range of the requested data:. . .
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SECTION E: Information on the underlying conditions
(a)This EPOC-PR concerns (tick the relevant box(es)):
] criminal proceedings in respect of a criminal offence;

[Cexecution of a custodial sentence or a detention order of at least four months following criminal
proceedings, imposed by a decision that was not rendered in absentia, in cases where the person convicted
absconded from justice.

(b)Nature and legal classification of the offence(s) for which the EPOC-PR is issued and the applicabld
statutory provision®. ..
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For execution of a custodial sentence or detention order, please indicate the offence for which the sentence was imposed.
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UUTEETHZE SN AT =/ SN 0)

O Z® EPOC-PR &, FHIOFFAZLIZ, MMAET —# BHLLIE2—Va R E B E By
PEET —HEATEOBFITHU T, AN LS BB RBIC W T FFrafsbin
TRlpoTo o AN, R YRR, RO ENFHZ B O TRFAlZ L TRd e RS
THIENTE T DAY 22 GBS 48 FFEILINITROBINAZ LR 5
FEE N TENS RN Z IR BES Y,

DOBRAFRE T, ANDAA, FIROREAVEE LT LTI R0, £21%, EEA
77@Htit THREEDS, T R~ D I B DU F 21 IAB R E D HEAERE DB T~D E
KIfEECLDLDEE T NDA N, FIRDEEVE, LT LE~DEADfEA S XL
THED, F54 2008/114[ECHS 2 555 a FAZEFRSHNVAD BEEA L 7713 Daid DB Y
FOMRA EWT 2,

EPOC-PR DN IEME T D LA AT DR 4 R e OV T F2 DRERADEH:
DT, e
R N D T s e
BB /00T e
A T e e
BT T e
TEE A (EEE D) B ZITIZED) oo
FAX 5t (RS B T 257 et
BB Rl e

A O D B B o e

FREEF D5 EPOC-PR D IHATIZEET DEMID T8O LEE TE D Y 5y, HkE = () Hroe
‘é’u)%)

o e e

4 ERHOEEA L7 Z OB ORI ON S O PR EOEHEDF AN B2 BSR4 2008/114/EC (OT L
345, 23.12.2008, p. 75),
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures
(OJL345,23.12.2008, p. 75).

> THTRIT VAT LOSHOGIVTY VR B AR, BB — /L S 3SR E TR B
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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SECTION F: Details of the issuing authority
The type of issuing authority (tick the relevant box/boxes):
L1 judge, court, or investigating judge

1 public prosecutor

[1 other competent authority as defined by the law of the issuing State
If validation is necessary, please fill in also Section G.
Please note that (tick if applicable):

[1This EPOC-PR was issued for subscriber data, or data requested for the sole purpose of identifying the user
in a validly established emergency case without prior validation, because the validation could not have been
obtained in time, or both. The issuing authority confirms that it could issue an order in a similar domestic
case without validation, and that ex post validation will be sought without undue delay, at the latest within
48 hours (please note that the addressee will not be informed).

This emergency case refers to an imminent threat to the life, physical integrity or safety of a person or an

imminent threat to a critical infrastructure as defined in Article 2, point (a), of Council Directive)

2008/114/EC™, where the disruption or destruction of such critical infrastructure would result in an imminent
threat to the life, physical integrity or safety of a person, including through serious harm to the provision of
basic supplies to the population or to the exercise of the core functions of the State.

Details of the issuing authority and/or its representative certifying the content of the EPOC-PR as accurate and

correct:

[Name of authority:. ..

[Name of its representative:. . .

Post held (title/grade).. ..

File number:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..

Fax No: (country code) (area/city code). . .

Email:...

Language(s) spoken:. ..

If different from above, authority/contact point (e.g. central authority) which can be contacted for any question

related to the execution of the EPOC-PR:

[Name of authority/name:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..

Fax No: (country code) (area/city code). . .

Email:...
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Signature of the issuing authority or its representative certifying the content of the EPOC-PR as accurate and
correct:

Date:. ..

Signature ®:. ..

G i 7l 4 RoRErE GE SN DA, RRASIVZVY)

T4 ROFER]:

O EeHE ., BT s e

O mEEE

EPOC-PR DN EME CTloHZ L2 it D7 F Al 4 i LI T2 DOMRBRANF T2 DB D7E
]

R ATIRL e
R N DD Tt e e e
B ) . <ot
A T . e
Tt e e
Tt (ERE ) I BT 5 e
FAX &5 (ERE ) I BT 57) . oo
BB R Tl e
B D B R oot
L T e e

SECTION G: Details of the validating authority (complete if applicable)
The type of validating authority:
1 judge, court or investigating judge

L1 public prosecutor
Details of the validating authority or its representative, or both, certifying the contents of the EPOC-PR ag
accurate and correct:

Name of the authority:. ..

Name of its representative:. . .

Post held (title/grade).. ..

File number:. ..

Address:. ..

Tel. No: (country code) (area/city code). ..
Fax No: (country code) (area/city code). . .

8 BT AT LSHOBIV T VRWGE ARIHIE, FEA-—/ V3R B Bs i,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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Email:. ..

Language(s) spoken:...

Date:. ..
Signature ©. ..
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BUIEK 111 ANNEX III

EPOC/EPOCPR #1179 5= DA ATREMEIZ DL\ T DR
INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

WS L OFEEA O BIRIEU) 2023/1543" L. 4458 NS CEAaWHIBIC I FFE EAATRE
THDHT-80, 458 NS EPOC-PRIZEVEEES =T — X 5 AR4Ad536%, £/21XEPOC L., #H
T HIGLEIT CEeW FEESIIHIIRA BSF TR 7 — 2 &l L WG4,

ZOEXITASENTIVFEASIL, A L7272 RD Y RN RRES L, DM T VD
flDIFE T, WHSILDY A, EPOC IR 3 T4 A CH SR AU 0720,

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council , in cases where the
addressee cannot comply with its obligation to preserve the requested data under an EPOC-PR or to
produce it under an EPOC, cannot respect the specified deadline or does not provide the data exhaustively,
this form should be completed by the addressee and sent back to the issuing authority as well as, where a
notification took place and in other cases where applicable, to the enforcing authority referred to in the
EPOC, without undue delay.

Where possible, the addressee shall preserve the data requested even where additional information is
needed to identify them precisely, unless the information in the EPOC/EPOC-PR is insufficient for that
purpose. If clarifications by the issuing authority are needed, the addressee shall seek them, without undue
delay, using this form.

A MR R E 72D R E

LT OIEHELL M x5ET%:

O BRI AREE (EPOC)

O B aaEE (EPOC-PR)
SECTION A: Certificate concerned
The following information concerns:
[1  a European Production Order Certificate (EPOC)

[1 a European Preservation Order Certificate (EPOC-PR)

[ B Al Bty %

U TR OTREE Tt ORI IO TI 235 D FE RO BRI i 75 S OV R A S B DR e

FOHEFE0 2023 47 A 12 HOFHI (EU)2023/1543 (OJ L 191,28.7.2023, p. 118-180),

Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences

following criminal proceedings (OJ L 191, 28.7.2023, p. 118)
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B R T e
FE M STID T TATVZRIT L e
B[Sy VAT e e ] 0 = LU OO RUPRURUPRUPPPRRR
B HSNAEA . FF R T T ATV D T oo
EPOC/EPOC-PR DZEAT F L oo e e
EPOC/EPOC-PR DB BE FIRE: e
T S D A T T T e e

B SNAA . BU TR T T ATV D T e

SECTION B: Relevant authority(ies)

Issuing authority:. ..

File number of the issuing authority:. ...

If applicable, validating authority:. ...

If applicable, file number of the validating authority:. ...
Date of issue of the EPOC/EPOC-PR....

Date of receipt of the EPOC/EPOC-PR:...
Ifapplicable, enforcing authority:. ...

Ifavailable, file number of the enforcing authority:. ...

C ##l:EPOC/EPOC-PR D 4456 A\

EPOC/EPOC-PR DAABE: .ot
BAIBNDD T A I TG T e
SECTION C: Addressee of the EPOC/EPOC-PR

Addressee of the EPOC/EPOC-PR....

File number of the addressee:. ...

D Hi: A3 TR
(8 EPOC/EPOC-PR (%, LA FOPEH TIATTEAR NE I TRO LRI Z IS T T
7auN:
FIUFIARFEETHD
FIUIH R0 EETe
EIUTA 72T T A TR
EPOC / EPOC-PR SZHgRH - —E 2 S Z L0 E -1 3V R L CRldR R S
e T —2ZBRL TV R,
258 NEI T —E AT 0 A Z I fE CEIRNEDOMOFE O AHENE
RIMFE T, PRINER A 384 Rl Z D HRHIEU) 2023/1543 55 4 SRICHES I
EBVFRAEINTFFATSIUTU VRU,
FHI(EV) 2023/1543 £ 3 4546 10 FAZEFRS IV —VilB R E AR H i CERESALC
WRWNT T 4o T —H e NFT 5120 F3a 7o 57— 4% NTF3 572 ORI

a EIEI ooood
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AR (EU) 2023/1543 55 5 5555 4 TRICHUES IV QU VU MREL T2 2DV VT
SHTUVD,

O Y—t 2HAEV) 2023/1543 D% 5 CIL M,

O ZEESNT —21, B OSATEIIT D80 THERKE D I BTG-Sz i £ 35
MEIZ Lo CHSESIU QD F3BGES T — 213, Bl D B E2 3o AT 47
(2B HFEHO A HICBHET HIE R TORE EIIHIRIC BT 5., BN S/ER
INERAA D S TARLIET DHIEID x5k 72 > T VD,

O BN SORESH L, BhEd 57 —2 OB Ra 20 55 = [EOkEHHR S,

55 E A Ro AL,
(b) FEPAITRSNIZAFATOIRH, KO, LB Fi@)HEICHIPESIUTL VeWZED oD
PR & A SRS U

SECTION D: Reasons for non-execution
(a)The EPOC/EPOC-PR cannot be executed or cannot be executed within the specified deadline for the]

following reason(s):
O itis incomplete

(| it contains manifest errors
[  itdoesnotcontain sufficient information

it does not concern data stored by or on behalf of the service provider at the time of receipt of the]
EPOC/EPOC-PR

Cother reasons of de facto impossibility due to circumstances notattributable to the addressee or the service
provider at the time the EPOC/EPOC-PR was received

[the European Production Order/European Preservation Order has not been issued or validated by any
issuing authority as specified in Article 4 of Regulation (EU) 2023/1543.

[ the European Production Order to obtain traffic data which are not requested for the sole purpose of
identifying the user as defined in Article 3, point (10), of Regulation (EU) 2023/1543, or to obtain conten
data, has been issued for an offence not covered by Article 5(4) of Regulation (EU) 2023/1543.

[ the service is not covered by Regulation (EU) 2023/1543.
[the data requested are protected by immunities or privileges granted under the law of the enforcing State,

or the data requested are covered by rules on the determination or limitation of criminal liability that relatg
to freedom of the press or freedom of expression in other media, which prevent execution of the European
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(b)Please explain further the reasons for non-execution referred to in point (a), and, where necessary, indicat

Production Order / European Preservation Order.

[ compliance with the European Production Order would conflict with the applicable law of a third country,
Please complete also Section E.

and explain any other reasons not listed under point (a):

E 4855 = DA T DI 02885

B = EE AT AT AZBEOME . LD S50 TTFE:

BDIE

SECTION E: Conflicting obligations arising from the law of a third country
In the event of conflicting obligations arising from the law of a third country, please include the following
information:

B2 480 A ST —[EDIED AT

—EOIETIDIREES I QOO A Sl 228 B5 O iRk
EI EADEAHEGLE Y :

O ERZERER O BT 55 = Eo AR oSz )

RRINFR A B2 8T T2 2L D458 A~ D | BHELIDD L filEA e TRErE

title of the law(s) of the third country:
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— applicable statutory provision(s) and text of the relevant provision(s):

—nature of the conflicting obligation, including the interest protected by the law of the third country:
[0 fundamental rights of individuals (please specify):

O other interests (please specify):

—possible consequences for the addressee of complying with the European Production Order, including the
penalties that may be incurred:

FAR: SBIMEH, SAOBELEEHSND S A, FRASILZY)
EPOC/ EPOC-PR NS TENDT- DI Y o b B/ DI B

SECTION F: Request for additional information/clarification (complete, if applicable)
Further information is required from the issuing authority for the EPOC/ EPOC-PR to be executed:

Gll: 7 —X DA
KOONT=T — IR 7 2 F =7 UGRASHIZY):
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O F—#RHSNDET, T3 TYR, FEHSN SR T4/, 7 —F D
RN OSRHOMEEN 2 3o T LBl T D E T, HDHNNIT —FX DB OO
ViAF % ATRA S DB TE ISR T RIS TSNS E T, fRESD,

O RESHTURD GHIICOI, 72203, Y —E R7 0 H EEOZHERA T — 4
RAL CQURWEES ., F23)7 AN =T — 2% GBI CEIROEE, )

SECTION G: Preservation of data
The requested data (tick the relevant box and complete):

[lare being preserved until the data are produced or until the issuing authority, or where applicable, the
enforcing authority, informs that it is no longer necessary to preserve and produce data or until the necessary
information is provided by the issuing authority that makes it possible to narrow down the data to be
preserved/produced

[1are not being preserved (this should only be the case exceptionally, e.g. if the service provider does not have
the data upon receipt of the request or cannot identify the requested data sufficiently)

H - 3 — & 27 S 2 OFR e SR e B OO R E
FREFZEITHFRERIIE DLIR: o

THEF IO ERAA L e

BRI oo

(ECIE .

ﬁﬁéﬁ (I%‘éﬁ)(fﬂﬂﬁ%ﬁm%’éﬁ)

FAX 75 (Iﬁéﬁ)(iﬁijﬂ%ﬁm%'éﬁ)
AV

Txi%éﬂt%@&%

EIH

SECTION H: Contact detalls of the des1gnated estabhshment/ legal representative of the service prOVlder

Name of the designated establishment / legal representative of the service provider: ...

Name of the contact person: ...

Post held:...

Address:. ..

Tel. No: (country code) (area/city code). ..

Fax No: (country code) (area/city code). . .

Email:...

Name of the authorised person:. ..

2 BT AT LSHOGIVTU VRO ARIHIE, FEA-—/ V3R BB,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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Date. ..
Signature (°):...
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BIEK IV ANNEX IV

5512 &5 1 105 d BITREN-BETADER

@
)
©)
O
©)
©)
)
®

©)

(10)
(11
(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)
(20)
(21)
(22)
(23)
(24)
(25)
(26)
(27)
(28)

FLIBER~D SN

T
)\E'TET?

IREOMAWERE R RV )
JEREE R OV FIREHERE DI AR |
R, T, RFEOE L |
1718k

I S OVRMIBR S OFES (EV) 2017/1371H T EFESIVCUOVDT B OB M A DR
HIFRRIZ 88 -2 B2 DIMOILIA T 2% ST ea ik
LEEINEA NS

a—aEETEEO A

a2 —HZBhESIR

Ft AR B MR RO MBS S FEDIE L |2 B T BRE IR
ANIEZ2 NE K OVEFEO

BRNFTEEE

N DR A& LTS |

i N AL AL b= 9kl b N = g ) o N
NFEZRIEAMNE NS

FAREAOF TR RS

B FEMT R E O S OE RS |

Tk

I}Lp%g:Iin%

BRSO B ORI FRSA T2
ATBOLED S 1EE % DT

SANNTFED (i

TIVE RO DD ARAERODIE RS |
K TSR O B |

ST =TT U

e

b BRINES ORI G ~OREHRE DI FE LT DI MRS DM M ORS00 2017 4E7 5 HOHR
45 (BU)2017/1371 (OJ L 198, 28.7.2017, p. 29),
Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against fraud to the Union’s
financial interests by means of criminal law (OJ L 198, 28.7.2017, p. 29).
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Jlek

[EFIRI SR FrO EEENOILIR
RS E Y B SR SEAS 1Y
WiEATR

CATEGORIES OF OFFENCES REFERRED TO IN ARTICLE 12(1), POINT (D)

)

@

©)

@

®)

(©)

@

@

©)

(10)

(11)

(12)

(13)
(14)

(15)

participation in a criminal organisation;

terrorism;

trafficking in human beings;

sexual exploitation of children and child pormography;

illicit trafficking in narcotic drugs and psychotropic substances;
illicit trafficking in weapons, munitions and explosives;
corruption;

fraud, including fraud and other criminal offences affecting the Union's financial interests as defined in
Directive (EU) 2017/1371 of the European Parliament and of the Council (V;

laundering of the proceeds of crime;
counterfeiting currency, including the euro;
computer-related crime;

environmental crime, including illicit trafficking in endangered animal species and in endangered plant
species and varieties;

facilitation of unauthorised entry and residence;
murder or grievous bodily injury;

illicit trade in human organs and tissue;
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(16)

(17)

(18)

(19)

(20)

@D

22

23)

24

(25)

(26)

@7

(28)

29

(30)

@)

(32)

ELEWMEE 10581 502541 H)

kidnapping, illegal restraint or hostage-taking;

racism and xenophobia;

organised or armed robbery;

illicit trafficking in cultural goods, including antiques and works of art;
swindling;

racketeering and extortion;

counterfeiting and piracy of products;

forgery of administrative documents and trafficking therein;

forgery of means of payment;

illicit trafficking in hormonal substances and other growth promoters;
illicit trafficking in nuclear or radioactive materials;

trafficking in stolen vehicles;

rape;

arson;

crimes within the jurisdiction of the International Criminal Court;
unlawful seizure of aircraft or ships;

sabotage.
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BIEYV  ANNEXV

BRI R E A5 <5 IESKIRHERDORER
CONFIRMATION OF ISSUANCE OF A REQUEST FOR PRODUCTION FOLLOWING A
EUROPEAN PRESERVATION ORDER
MRS &Uﬁ%@ﬁﬁl (EV) 2023/1543" |, FRINER AR (EPOC-PRYDA5E NI
EPOC-PR Z3ZHHLT-1%., AN/ BRbSH T — A 2 RELZRTIUTZRB20, TR
SN %ﬂé"é% ZEDIEI 30 HAERSHDNN FEm 4 RNG [E e iRIHESREN T TSN 2o %
ZORHUZED DEAZ N THEGERLZROERD, 60 HIRISHK T LRI HUITeB720, %D
%, AFENE, W7o A S ISR IRHERRE AL -6 1R 270 B i, 7 —# %
RELZRTIUIZRE20,
Under Regulation (EU) 2023/1543 of the European Parliament and of the Council ®, upon receipt of the
European Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve
the data requested. The preservation must cease after 60 days, unless extended by the issuing authority by
an additional 30 days, or the issuing authority confirms that the subsequent request for production has been
issued, using the form set out in this Annex.

Following that confirmation, the addressee must preserve the data for as long as necessary to produce the
data once the subsequent request for production is received.

AHH:EPOC-PR DFEA 4 J5)

FEAORERKE:

YR

EPOC-PR _/Téhf_u&f‘a&ﬁfxé%é\ EPOC PR@ F%W%T’T'ﬁ _O% f&’Cé“%Z)é
JRIhEAEA R (1) R4 JR)) -

BT R OB TR e e e

SECTION A: Issuing authority of the EPOC-PR

Issuing State:. ..

Issuing authority:. ..

If different from the contact point indicated in the EPOC-PR, authority/contact point (e.g. central authority)
which can be contacted for any question related to the execution of the EPOC-PR:

Name and contact details:. . .

bR O FHee OO B TI 2364 2 B FRED RN 75 K ORI N DR Z B DR
S ORS00 2023 477 H 12 HOHHI (EU) 2023/1543 (OJ L 191,28.7.2023, p. 118-180),
Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings (OJ L 191, 28.7.2023, p. 118).
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B #i#l:EPOC-PR M4 %56 M\

BN .

(S5
%ﬁéﬁlFax?éﬁ/E’% %*/V(%D’C“Z?)hii):
A I CAUIE) & e e

BFENDT 7ANE G WEEITHIUT) 1 oo
RIGA—E AT TS (GFENETTLDTEE) oo
ZOMMDBBEIEER: ..o

SECTION B: Addressee of the EPOC-PR

Addressee:. ..

Address....

Phone/fax/email (if known):. ..

Contact person (if known):. ..

File number of the addressee (if known).. ...

Service provider concemed (if different from addressee):. ..
Any other relevant information:. ..

C H#l:EPOC-PR |22\ T OfEER

F—H EEEDIG AN TSN, 77 ANVE T . SN
AT, (BEEEOREA A ZFEAN) BAFCREATENTZ EPOC-PR IZHE> TIRESIU TS,
O FHUIe4E N A7 7 AN E T30 HIE

REhi- (EHSNDSET =y 7L, REASHIZY),

SECTION C: Information about the EPOC-PR

The data are preserved in accordance with the EPOC-PR issued on. .. (indicate the date of issuance of
request) and transmitted on. . . (indicate the date of transmission of request) with the file number. . .(indicate
file number).

[11t was extended by 30 days by the issuing authority ..., file number ... on ... (tick the box and indicate, if
applicable).

D ##l:

UL, AP ORRHESEN R A SN 2 e a i35 ey 7 A% F oo 7 L B A
FEASINZVY),

O (Y JFEFE ALY (EFEOFD HEFLAN T TIRASIN, (FEEEDE

FTHZGTRAMT (ENDENESNI—E AT 0 Z EE ST e R

H WA AT D4 RO HOGATIT4ASE NI SN T 7 AN E S EFTIN)
50 ISR SN 7 7 ANV G SR N) DRI FRETE,
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[ (HFEFRANCEY EEFORF AT THREASN, (FRED %
fFREZFZMNAT (DS AHERRIE S OB HERA A2 R, KON &

DY AT AN IV ENTZT7 7 ANV EFEFTEN) 56 UTIEMN SN 7 7 ANV
(T2 30N ORI RS A,

[ (HFEFRANTEY EEHEORF AT THREATSN, (EGED%
fREZFZNAT (DI SIVAHERRIE S OB HE R A A 52 R, KON &

DI AT ERES N R IO SN T 7 AV E 5 RN 58 T SNIZ T 7 A L3
2 @27 N) OFF BERZBIES,

SECTION D: Confirmation
This confirms that the following request for production has been issued (tick the appropriate box and
complete, if necessary):

[1European Production Order Certificate issued by... (indicate the authority) on...(indicate the date of
issuance of request) and transmitted on... (indicate the date of transmission of request) with the file
number... (indicate file number) and transmitted to...(indicate the service provider/ designated
establishment/ legal representative/ competent authority to which it was transmitted and, if available, the file
number given by the addressee).

[1European Investigation Order issued by. .. (indicate the authority) on... (indicate the date of issuance of
request) and transmitted on. . . (indicate the date of transmission of request) with the file number. .. (indicata
file number) and transmitted to. .. (indicate the State and competent authority to which it was transmitted
and, if available, the file number given by the requested authorities).

[1Mutual Legal Assistance request issued by. .. (indicate the authority) on. . .(indicate the date of issuance of
request) and transmitted on. .. (indicate the date of transmission of request) with the file number. . . (indicatg
file number) and transmitted to. . .(indicate the State and competent authority to which it was transmitted
and, if available, the file number given by the requested authorities).

Signature of the issuing authority and/or its representative

(Name:...

2 BT AT LSHOGIVTU VRO ARIHIE, FEA-—/ V3R BB,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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Date:...
Signature®:. ..
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BIEEVI ANNEX VI

BFIHOREDIER

EXTENSION OF THE PRESERVATION OF ELECTRONIC EVIDENCE

RN ORI (EU) 2023/1543" b, BN PRir R E (EPOC-PR)DASENIT

EPOC-PR Z3ZHHLT-1%, N/ BRbSHI T — A 2 RELZRTIUTTRB/2 0, TR

AE, FETYRCIEN 30 FIERSNDN, U Jmhg [ SHki BN RS- L%
FELZRVERD, 60 HZITHE T LRI AUT D720, 20060 H MR, R4/, 2RI

[ZEDHNTZEALH L T, ZOBROIRHEREOIE T4 AIREIC T DTN LB A1TIT,

T B EARET DFIFO A SIHIZ 30 HRPER T 2283 TED,

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council ", upon receipt of the

European Preservation Order Certificate (EPOC-PR) the addressee must, without undue delay, preserve

the data requested. The preservation must cease after 60 days, unless the issuing authority confirms that

the subsequent request for production has been issued. Within the 60 days, the issuing authority may
extend the duration of the preservation by an additional 30 days where necessary, to allow for the issuing
of the subsequent request for production, using the form set out in this Annex.

AHH:EPOC-PR DFEA 4 J5)

R e
B R T e
D SR D Vi = TR OUP SR

EPOC-PR | T REHUT AR B2 3. EPOC-PR DI T BR T A BRI > X #E TX 5
JRIEEAEER (1) HP o4 /)
AT L O ST E A oo

SECTION A: Issuing authority of the EPOC-PR

Issuing authority: .......

File number of the issuing authority: ......

If different from the contact point indicated in the EPOC-PR, authority/contact point (e.g. central authority)
which can be contacted for any question related to the execution of the EPOC-PR:

Name and contact details: ......

bR O FHee OO B TI 2364 2 B FRED RN 75 K ORI N DR Z B DR
S ORS00 2023 477 H 12 HOHHI (EU) 2023/1543 (OJ L 191,28.7.2023, p. 118-180),
Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings (OJ L 191, 28.7.2023, p. 118).
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B #i#l:EPOC-PR D456 A\

TEREE FIFax B SEAA— L BEETTHIUD) oo
TGP (T CHAUE) T oo

ZFENDT 7ANVE S CEETTHIUD) 1 oo
KB —E AT TS (BFENEFILDIEER) 1 oo
ZOMDBIRETEER: oo

SECTION B: Addressee of the EPOC-PR
Addressee: ......

Phone/fax/email (if known): ......

Contact person (if known): .......

File number of the addressee (if known): ......

Service provider concemed (if different from addressee): .. ....
Any other relevant information: ... ..

C ##: LR EPOC-PR (22D N COOfEER

Va4 = S (FEFHEORD HELR NN TSI, 77AVES EEFETN) %
L (FEEFEOEA A ZFA) BAFCIEETZ EPOC-PR [ ZHE> TRRESN TV,

SECTION C: Information on prior EPOC-PR

The data are preserved in accordance with the EPOC-PR issued on ...... (indicate the date of issuance of
request) and transmitted on ...... (indicate the date of transmission of request) with the file number
...... (indicate file number) and transmitted to ... ..

D ##l: RO PR B DI K

C HAlZR"E7= EPOC-PR DT —HaAR43 585503, ZHUZE->C, BN 30 RS
50

FALRBREON FTFORFEADEL
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SECTION D: Extension of the prior preservation order

The obligation to preserve data under the EPOC-PR as specified in Section C is hereby extended by an
additional 30 days.

Signature of the issuing authority and/or its representative

Name: ......

Date: ......

Signature®@: ...

2

SIBIRIT S AT DSOSV RO AR, FE - — L R3S aRE B B IIS I,
Ifthe decentralised IT system is not used, please also add an official stamp, electronic seal or equivalent authentication.
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T <1+ 5 EFIHHDIURD BT OIREEEMDIEERMEEREBED THIBET 5
Eﬁ1b$hf:iﬁﬁ’éi&)%EMHE;@&UEE$%®?E‘% (EU) 2023/1544
[BER]

2025F1H3H

BB RFIE %

s B

Directive (EU) 2023/1544 of The European Parliament and of The Council of 12 July 2023 laying down
harmonised rules on the designation of designated establishments and the appointment of legal representatives

for the purpose of gathering electronic evidence in criminal proceedings PE/3/2023/REV/1 (OJ L 191,
28.7.2023, p. 181-190) D7 A GREEIO I H DV NTHIFRA AT,

JFCDOT AN AFTEDY AR URL (ELI) 1%, FRtdlB0THo,

EL: http://data.europa.eu/eli/dir/2023/1544/0j
[2024412 H 30 H ]

1 #8% (EU) 202315442200 T

11 FEEfEmaers
FEA(EV) 2023015440, —EDF—E AT A ZITHIL, FIT I8 B EEEA % 2 1R
WEEDA5E NEL T, FEEFEFT U IR ERPEE 2 R E ATmS T o BEA b - Blaa 1 Ak
ENZSEES DL THD,
AFREIIERINES O F R, 5225 ONER O REN (area of freedom, security and justice=AFSJ) {2
BT 2 EPIEO AR EI RO D03, SHERBU L, FRNES ORI BET 245K (Treaty
on Functioning European Union: TFEU) DF%N7.0 H H (49 —555%) e OM—E A $21to> H H (56-62
FNCBIT DRI U COOLERH T TS, S —E AT A IR E T FRE B DR E-
RSO a T DTN NZAFSIOD HRERCIRN L EL SN OBIAITHH LN R4
IYTRDTHAIN, k45 Variable Geometry (2RS4 57 AL T RET L~ — 25RO MIED
FinKENEEDbND,

12. FNTETORNE
B (EU) 2023/1544 1%, ZE2EMNCOM (2018) 226 final' (2 LW HIHIIEU) 2023/154FDHE4EC

! Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised
rules on the appointment of legal representatives for the purpase of gathering evidence in criminal proceedings. COM/2018/226
final - 2018/0107 (COD)

2 Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings PE/4/2023/REV/1 (OJ L 191, 28.7.2023, p. 118-180)
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HHZELEIACOM (2018) 225 finalPlL1,1220184F4 18 H 1 Ze-evidence il Sor— D —
HRELTHERRS AL, 202346 H RICHFLIER CTAEL , RS HAI (EU) 2023/15434 L%,
VRN LT,

w BNESLIBER B AN ZE S WA EI B W TN A SE L TAI T 5 08%

SAUTV VD, COM (2018) 225 finall L DM R A 13 M OV A I OFsiH A L 3 E 2 HRE

17 M OMFRD I E BT DAHUNEIC BT, Y —E A7 A Z (450 NEARTE A S

HHZED, RN G ORI BT 250N TER T 5720 | D FEUNEMHEA T T,
A R 2O COM (2018) 225 finall 4458 NDFREIZ BT 240 IS H L, &

LD TH -T2, ZORRUTOVTIE, HFEANTIE, BIHIEU)2023/15431 212 7C, B Ry

BRI DB 201441UEW° . KON G GRS A TR LD il ES AT FERM

EEAERRERO 31 D H BN RS2 55505200040 AR BhASRII T H S FE TR
DOYEEE HIELT-E RO BREL GRS D (15555200 Z L L €L St LT-,

AFSJIZ 517 % Variable Geometry D BifR

EUIZI3U TR EID FEEMO BN | —EDIERIEEA~D ARSI OV TERIE D Opt-in X
[ZOptout|Z KO BEZFRD HEIR - HIZ 1T, ZHRHEZEDEIRICEDHE T bbb
Differentiated Integrationz > fttiTwo-tier Europe, 'Multi-speed' Europe. Variable Geometry (F]Z532)
ELUTHRHIENDS (B EHEEZOZEL@COM (2018) 226 final B iR fifnt, M), ittt
FITITHEH 573, F547(EU) 2023/1544 CIERTCE12ME CRARES U TRY , FRME A F .
P2 R OV DK (area of freedom, security and justice =AFSI) (2 B4 DArEAST S
T2 NI — DT D,

AFSIDNAEIZE 1T S Variable Geometryi S, BRI (BrexitRiD S4E e DY) 7 A /L7 R I
FSNOEEF21PLT o~ — 7 | SO E FH22 L L OB U T Lo CHEIS
AN, FEH(EV) 2023/1544 FRIZI T2 ORI B9 D RITSUTHRE B S )~ T, 5H<ET
H ., BALO H KO —E 224500 B B BT 28I T T IBPGED TEA T H DTl

Proposal fora REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on European Production
and Preservation Orders for electronic evidence in criminal matters COM/2018/225 final - 2018/0108 (COD)

A9-0257/2020 11.12.2020, Committee on Civil Liberties, Justice and Home Affairs, European Parliament

Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European Investigation
Order in criminal matters (OJ L 130, 1.5.2014, p. 1)

Convention established by the Council in accordance with Article 34 of the Treaty on the European Union, on Mutual Assistance
in Criminal Matters between the Member States of the European Union (OJ C 197, 12.7.2000, p. 3) and its Pratocol (OJ C 326,
21.11.2001, p. 2).

202445 H O3 =7 v Bl oo N HIERE BRI B4 5 22 D& 1E 47 I (hitp://data.europa.eu/eli/req/2024/1352/0j 2 T}
hitp://data.europa.eu/elifreg/2024/1356/0)) H3ASCHNZ S KL TV VA,

PROTOCOL (No21) ON THE POSITION OF THE UNITED KINGDOM AND IRELAND IN RESPECT OF THE AREA
OF FREEDOM, SECURITY AND JUSTICE (OJ C 202, 7.6.2016, p. 295-297)

PROTOCOL (No 22) ON THE POSITION OF DENMARK (QJ C 202, 7.6.2016, p. 298-302)
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HANETDHDTHD,

THROLBY, A DIHUNEDOHSEAI DN T TT v ~—278 T A/ 7 RH 200044
HIEBESREREREL TBY ., TAN T RIS A AL BN,

2000(FFAIEN) | WHHEAMA | HNRAHEL | % Rk
29 iy i
oy O X X X
TAINTR O X O X

Oz XTSI,

T o= DG BENOINZFHETTE AT 50— X7 0 A 2T B EBMOBRN
AN TH—E 2Rl TODIEEITIE, WO HEA 7 R OWMN Rz R A TR IS T

DYEERME LT o ~—7LISNDLD (T AN T REFRELT A SHIlbH1-0) OREREIC
B D EaRERL 72T T80,

TANT R HHAIRIHEE RIS TR, FEeE AR O Y —E 27 A Z TR,
T o= BT AT RSO ERIHRA S I SN CUODRERIENZE BR N A 2okt
T DO DFEREEE AT DIOMERL 2 T2 b7,

WD Z AL EHERRELIIMN S F2EFTa 95— A7 X 13, O RIEE feE S 23E0T
ELUTHRELRTIUR BRS040 5,

BEFIERICE +EEF ST
ZOBERTBOTUL, F55(EV) 2023/1544 230 7RHHLTZ,

ZOBERIL, B NBEZI LD [ ERESEAICOM(2018) 226 final [Z5aR] J1ELIH MRS
ET15328~357 H DR EEPE CRRIHS IR D AL O T % R R E L CE O FFFIH
L. SVEICIAEERE R IU GRELT. BT 2RO FTHEAART - D THY . HEINZITE
il AL I REE L ONESIT 725 DT, [RBdR OIS -b D TH D,
ZDOBERITBDTUIRER G AE T 52 8L,

ZDOEERE, HLETHIN(EV) 2023/1544D RV FIFR T D, ARGR CHIEERR THRU ),
ZDOSBERT, BRI BIT AR E T DL D THD, [k, BITHIA RO TG RL
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LT, RS EREL

ZOBERE, EUR-Lex DF —4 “IRFIASEA ST VR L T2,
SERERIZBVTCGEREL-FE

loffering services on the territory of a Member State | loffering services in the Union JI L EFEL72>C
WD (2551 B N2)) o EAVEEFRANZ ERKE D fE T BT —E 2242 | TR E S
WTH—EREARAET 2 | EFRUTZDS, W Rub Sh Rk ERE A - EUSSN) 25N (R ERE 1
PN -EUIP) 211 TP —E AR LD EHED I 4P EDT- D ORER T D,

SE30

feth - IR SRR TI BRI T D TH O, FER~DEKbHLHDEL

CLL ORI BEI 2D,

- Forlani G. The E-evidence Package: The Happy Ending of a Long Negotiation Saga. eucrim
2023/2, DOI: 10.30709/eucrim-2023-013.

- Christakis T. From Mutual Trust to the Gordian Knot of Notifications: The EU E-Evidence
Regulation and Directive. In: Franssen V, Tosza S (eds.). The Cambridge Handbook of Digital
Evidence in Criminal Matters. Cambridge University Press, 2025:173-199.

e-evidence’ N — IV BIROEAMRHLTZb DL LT, LLFRSEIT0%,

- Juszczak A, Sason E. The Use of Electronic Evidence in the European Area of Freedom, Security,
and Justice: An Introduction to the New EU Package on E-evidence. eucrim 2023/2, DOI:
10.30709/eucrim-2023-014.

L ORI FLE LIRS EL T, LU BEIT0 %,

- Topalnakos PG. Critical Issues in the New EU Regulation on Electronic Evidence in Criminal
Proceedings. eucrim 2023/2, DOI: 10.30709/eucrim-2023-015.

- ToszaS. Mutual Recognition By Private Actors In Criminal Justice? E-Evidence Regulation And
Service Providers As The New Guardians Of Fundamental Rights. Common Market Law Review
2024,61:139-66.
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T "1 HEHMSRD B D T-5H DISEBRFDIEERVIEERIEEDIHIZET S
BEESh-RExr OB MNEBERUERRD2023F7A12HDIESR (EVU) 2023/1544

DIRECTIVE (EU) 2023/1544 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
12 July 2023 laying down harmonised rules on the designation of designated establishments and the
appointment of legal representatives for the purpose of gathering electronic evidence in criminal

proceedings

MM M ORME SO BT,

RRMEAOBEREIZ BT 25550, L0l RIS SB35 L UV625R1 T A
MM ZEE DD DFEZ T,

SEERA RS E DS T4,

RN AN 22 B 0D BN T
EEONETRAHESTHEHEL? |

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Articles 53 and 62

thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee
Acting in accordance with the ordinary legislative procedure @,

VLR :
Whereas:

Q) FYRT=IRX=2OYP—E XL, EIPSTHIETE,| BEIOY —e AN RSN DE,

TN E VB IRO I MR AL 77 X ETAINBDMFT AZEEELRN, £
DFERLL T, BIRT DY —E A7 0 A Z U ClFASIVA EINIE R ORI NEATRIZEDD
FH5, LD B AN L DM S R IR B P & B A AL, ST D L0 R
RHOEIRNED, EVOIT, FAFEIZI T, FERED M /03, K72, B —E A2 DOfE T
AP NDE A COWEE EEL , ZOBSFAfERL, T LT, B T35 L ToREH
BT DA, ZDIGEThD, ZDIH78E 50, FEENL, T ORERED N2 L
DEARANTEAL , BT T D7D Dk % 7 B D EE AT CE T, ZAUTiE, FIFFelB
HEDBDE FAHVE LT O DY —E AT A F 4055 Ne T DHEES & EnD, £ 0 BiY
DD, M ORERENT, SEABREOE LN T — e REA T 2 2500 —e 271
PRABNVHRIL, Z ORERIE BB OFEHPICRBEE OFEEE BT DA BHR L, £203,

0J C 367,10.10.2018, p. 88.
2 202396 H1I3HFRMGEROER. (EURSAESR) KUR023F6 A 27 H A BEESIE,

Position of the European Parliament of 13 June 2023 (not yet published in the Official Joumal) and decision of the Council of 27

June 2023.
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FDOEPREFRTL D, EDIH72FEH5 ., NI B —E 2D RS0 72\ A1)
B,

Network-based services can be provided from anywhere and do not require physical infrastructure,
premises or staff in the country where the relevant service is offered, or in the internal market itself. Asa
consequence, it can be difficult to apply and enforce obligations laid down in national and Union law
which apply to the service providers concerned, in particular the obligation to comply with an order or a
decision by a judicial authority. This is the case in particular in criminal law, where Member States’
authorities face difficulties with serving, ensuring compliance with and enforcing their decisions, in
particular where relevant services are provided from a location outside their territory. Against that
background, Member States have taken a variety of disparate measures to more effectively apply and
enforce their legislation. This includes measures for addressing service providers to obtain electronic
evidence that is of relevance to criminal proceedings. To that end, some Member States have adopted, or
are considering adopting, legislation imposing mandatory legal representation within their own territory,
for a number of service providers offering services in that territory. Such requirements create obstacles to
the free provision of services within the internal market.

EERINESHY LT 7 0 —F D RIT TOFUT REE TN, 2XKRR5ENE o2
AR ZEICED | SIS D EFRELOIEEL BE 4 DREFO KMz S iIRL LD & DU AT
FHET D, ZDI5724 S B EINIE EOFEHIT, NI 10 59— AD SBEDIR R
AT 2 B2 DR 2 S &I T3 Db D THD,

There isarisk that, in the absence of a Union-wide approach, Member States will try to overcome existing
shortcomings related to gathering electronic evidence in criminal proceedings by imposing disparate
national obligations. Such disparate national obligations would create further obstacles to the free
provision of services within the internal market.

RIRIEA T 7 H—TO S LY —E 2T 0 R OIS RO - 7
W R AU %, B BRI 300 v ORI, S, H—E RIS B — e 27
ST, BB, 2o, TFIETHTREEASDY, Z DML OBAITBNT, —E %
PO % BB RS BB T T R SRS NS, Fok O H & DR AL
BB BB —E A B EAHIRLGET TV VBT Ens, TR
PSS 2200 573572 L RS, TSRS 2% TTRBIEAS %, X772 Ly i
NSO B L B0 TG Gl BOMEAD Fl i, (RER K
RSO RO T ETE LN B 15 3R FE L O T,
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The absence of a Union-wide approach results in legal uncertainty affecting both service providers and
national authorities. Disparate and possibly conflicting obligations apply to service providers established
or offering services in different Member States, which results in such service providers being subject to
different penalties in the event of violations. Such divergences in the framework for criminal proceedings
will likely further expand because of the growing importance of communication and information society
services in our daily lives and our societies. Such divergences not only represent an obstacle to the proper
functioning of the internal market, but also entail problems for the establishment and correct functioning
of the Union’s area of freedom, security and justice.

(@) TEWEHAZ I DE D X7 T2 N EREARE T, 70 INTIEHZ RO TR 853,
[FIC B ET DTS IR DL Z R T 578 RN G L, 7 — 2R SO 70 B
SYEZIUNT, ZEDIERH T2, FRIRINGEES K OBEFEO A (EV) 2016/679° K& ORI
2R OB DOFRS2002/58/[EC A BN T, T — X FRDOLFEDL ~IV & @D 570 #
HI] (EV) 2016/679DHIENL, BRRMGEAPINZERNLS AU TU VRO, BRINEGND T — 35551
KU T T —E RZARMET 27> Z O TSNS N CREE DL ALHOT THA RS
BT DEBEE FTUFERT T LD, EONBDMEZER 2D THY, RO ENT —#
DIFRZ KB E A TR T BHLIE, AIRHPR QLI T2 L BhET AE AT —F DAL
HAGATRELT, TONBROMEE, 82, ik O HEBEIC ANz ET, BIRADHER]
FKOH BIZHT DU AT AL SEDRBZNDRNGATRVRY, F2id, YadE s £
RPRE DM TEASEIE U I TEGHR TV EAIZ, BRIINEASNICR I A IEE S A fRET 5
ZEETEDTND,

To avoid divergences in the legal framework and to ensure that undertakings active in the internal market
are subject to the same or similar obligations, the Union has adopted a number of legal acts in related
fields such as data protection, namely Regulation (EU) 2016/679 of the European Parliament and of the
Council ® and Directive 2002/58/EC of the European Parliament and of the Council ®. To increase the
level of protection for the data subjects, Regulation (EU) 2016/679 provides for the designation of a legal

8 EAT —Z DORBHERRET 2 BIRNDIRGEN O DT —Z D357 BN RIS %, WONT, FE90UEEC B8
19 2R M OB S22002016 4F4H27 H OB (BU) 200667 (7 — 4 {RsERiI) (QIL119,45.2016,p.1),
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal dataand on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1).

4 B REIN I AN T — S UBER OT TA 7S — 5 B3 DR S OB 0D 200267 H 12 H Oy
200288EC (7 T 73— K ORI 2B 24545) (UL 201, 3L7.2002,p.37),

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) (OJ
L 201, 31.7.2002, p. 37).
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representative in the Union by controllers or processors that are not established in the Union but offer
goods or services to data subjects in the Union or monitor the behaviour of data subjects if their behaviour
takes place within the Union, unless the processing of data is occasional, does not include processing, on
a large scale, of special categories of personal data or the processing of personal data relating to criminal
convictions and offences, and is unlikely to result in a risk to the rights and freedoms of natural persons,
taking into account the nature, context, scope and purposes of the processing or if the controller or
processor is a public authority or body.

THERFRU I T A RHLOEED HIIOT D\ THERKEIN ORGSR A A5 21 RS 38t
BIRER O FOZE, BT R OFATIZBEL . —EDY —E AT 0 A F L DM
WNOFREFHEFTOFEE M OCFRERBEE DAL BT DR A LS iE B0 5 28128,
P—EADZFEDTRMRHH S DBEAFOIERH T, BRESHONETHY, £, ZORIZEET
DABEDHLENT 7 0 —F 2 RERIZIB W TR 283, BIESh D& THD, LIz3>TH
—ERT T ASAE DI DN N LSO NE T D, —E AT I A Z DS
PUTRRALEVTODDEDINTIEL T, HEII Y —E AT 0 M 2 S R E ST AR E 07
FREREE AT DL AR N ETHD, FREFEOfEE M OFRERIEE OEmIZ B
FTHINODEA S HREI L, tORMNEEIEEL S —E AT 0 F DFH TR
ZHZBHARE TR, B, BRINES O B, R OMEBOTEIIC 31T %, KR
FERTIMEESN D NETHD,

By setting out harmonised rules on the designation of designated establishments and the appointment of
legal representatives of certain service providers in the Union for receipt of, compliance with and
enforcement of decisions and orders issued by competent authorities of the Member States, for the
purposes of gathering electronic evidence in criminal proceedings, the existing obstacles to the free
provision of services should be removed, and the imposition of divergent national approaches in that
regard, in the future, should be prevented. A level playing field for service providers should therefore be
established. Depending on whether service providers are or are not established in the Union, Member
States should ensure that service providers designate a designated establishment or appoint a legal
representative. Those harmonised rules on the designation of designated establishments and the
appointment of legal representatives should not affect the obligations on service providers under other
Union legislation. Moreover, more effective criminal law enforcement in the Union’s area of freedom,
security and justice should be facilitated.

ZOFERITBIESN TODIEE FHRFT R O E B, BONEES L OS2 OMA] (EV)
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The designated establishments and legal representatives provided for in this Directive should serve as
addressees for decisions and orders for the purpose of gathering electronic evidence on the basis of
Regulation (EU) 2023/1543 of the European Parliament and of the Council ©, of Directive 2014/41/EU
of the European Parliament and of the Council © and of the Convention established by the Council in
accordance with Article 34 of the Treaty on the European Union, on Mutual Assistance in Criminal
Matters between Member States of the European Union ), including where those decisions and orders
are transmitted in the form of a certificate.

FREFREITE I HEE R ~ OB T, eI R e R O D E 2 iz
TORBE A B IERERE S DT LAEASCEDSTF AL QO Foid IEHSGEDS, R
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B OVERHTED DIVIZTFRUMED N ETH D, FREFEIDBOLSIN TN, Fzi3FaE
FHPHES DI E DTG HERZ AT 22 RiE, £ OB BIESI TODZENE D
CETED I ABEN S TTEIT & Th D, MRIEIL., EPAIZHE DU THEFRELAIY
LI 2ARDOIRERMTE ., BEFE T LT, —E 270 A Z O EREE L L TOEET 2
AN LITEANEIITEFEINTD, i COTEN TEHETHD,

Recourse to the designated establishment or the legal representative should be in accordance with the
procedures set out in the instruments and legislation applicable to the judicial proceedings, including
where the instruments permit the direct serving of orders in cross-border situations on the designated

S TR O E TR DI T 361 258 FREBUD BN i 1 M OWRIN R 2 B 2R
K ORE0020234E7 H12 HOKIHI (EU) 2023/1543 (CO'BHRLISEA SHH),
Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European Production Orders and
European Preservation orders for electronic evidence in criminal proceedings and for the execution of custodial sentences
following criminal proceedings (see page 118 of this Official Jounal).

6 JHER IS DRI Ay 2 B 2Rk i S OB 200 2014474 H3 A D545 2014/41/EU (OJ L 130, 1.5.2014, p.
D
Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European Investigation
Order in criminal matters (OJ L 130, 1.5.2014, p. 1).

T BRIMEASSRIFRBAR Tl TR S I ES BRI N SR T 3 T DA AN TR0
C326,21.11.2001, p. 2) KUM%EDaEE (0JC326,21.11.2001, p. 2),
Convention established by the Council in accordance with Article 34 of the Treaty on the European Union, on Mutual Assistance
in Criminal Matters between the Member States of the European Union (OJ C 197, 12.7.2000, p. 3) and its Pratocol (OJ C 326,
21.11.2001, p. 2).
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establishment or legal representative of the service provider, or are based on cooperation between
competent judicial authorities. The competent authorities of the Member State where the designated
establishment is established or the legal representative resides should act in accordance with the role set
out for them in the respective instrument where involvement is provided for. Member States should also
be able to address decisions and orders for the purpose of gathering electronic evidence on the basis of
national law to a natural or legal person acting as legal representative or designated establishment of a
service provider on their territory.

FERKIENT, 202642 H 18 HIZ RSN T —E 2% 3 20— 27 A Z 1 ZBIL Tl
FECEH20264F8 H18 H £ TIT, Al &b 1 DDIRESFHEITATEE T D70, Fold, A7ebls
DIFERIEEZATA T & . L L% H DRI —E 2Ot Bt o —e 27’
A AZ B TIRINEA N TE DY —E A7 0 3 F 93— 2O BlAh 92 H )56
D H LN 72 EB 1D DFREFHEFTEFEEL ., T30 Eb 14 DOFREREEE A Tm T

ERBEATHIEEMR T RETHD, 7 —FREDBGREREZ T 5272, FD L7 5
EFHEFTEITEEREE L, W< DOH—E 27 04T, E0biFHvIMEZED T —E X
T ALZTHH LSS,

Member States should ensure that service providers that offer services in the Union on 18 February 2026
have the obligation to designate at least one designated establishment or to appoint at least one legal
representative by 18 August 2026 and that service providers that start offering services in the Union after
that date designate at least one designated establishment or appoint at least one legal representative within
six months of the date when they start offering services in the Union. Without prejudice to data protection
safeguards, such designated establishment or legal representative could be shared between several service
providers, in particular by service providers that are small or medium-sized enterprises.

FRESHEITEAREL . FoUTEENEE AT S, 1FIEROMBRIENZ Bk
FTORIEASN T —E 22T D — 27 2 A XL GRS AR ETHD, —
ERT TS D= OORERIEIDFE L BISRRNZSIVTIY, 730, S Yk E o+ BT
PR DROUL, ZOFRBREHSNDOFIHANLSN D ~NE TR,

The obligation to designate a designated establishment or to appoint a legal representative should apply
to service providers that offer services in the Union, meaning in one or more Member States. Situations

in which a service provider is established on the territory of a Member State and offers services
exclusively on the territory of that Member State should not be covered by this Directive.

TEETFE 231 D EAREHUNERD BT, ABRRIEIL, BMESEL N ENOENIEIZL

176



ELEIRMEEE1051 75 (2025421 1)

TERINENDSIEH ZENOIRDO G D THAIRY | ZORERREORE T HIZgE S rE vz —e A
TNAR L B EREEAIENET HIENTELRETH D, ENIEIZBERES - BIEOHE
T EOV—ERT m A X T4 55 NET D RIREMEI L B ST, fERRIEIL . AR E A
(EV) 2023/1543D Hbfel- 705 Sl A mbbE g~ & Tz uy,

For the purpose of gathering electronic evidence in criminal proceedings, Member States should be able
to continue addressing service providers established on their territory for purely domestic situations in
accordance with Union law and their respective national law. Notwithstanding the possibilities currently
provided for in domestic law to address service providers on their own territory, Member States should
not circumvent the principles underlying this Directive or Regulation (EU) 2023/1543.

(10) P —EZF A Z PRI SN T —E ZZARHEL CUOVEEDEHIET D21, D —
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Determining whether a service provider offers services in the Union requires an assessment as to whether
the service provider enables natural or legal persons in one or more Member States to use its services.
However, the mere accessibility of an online interface in the Union, such as for instance the accessibility
of awebsite or an e-mail address or other contact details of a service provider or an intermediary, taken in
isolation, should be considered insufficient to determine that a service provider offers services in the
Union within the meaning of this Directive.

(11) Y —E 2T, E PRI SN T —E ZRZREL TODNEIMEHET D8, ZD
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Determining whether a service provider offers services in the Union requires, in addition to assessing
whether the service provider enables natural or legal persons in one or more Member States to use its
services, establishing whether there is a substantial connection to the Union. Such a substantial connection
to the Union should be considered to exist where the service provider has an establishment in the Union.
In the absence of such an establishment, the criterion of a substantial connection should be based on
specific factual criteria such as the existence of a significant number of users in one or more Member
States, or the targeting of activities towards one or more Member States. The targeting of activities
towards one or more Member States should be determined on the basis of all relevant circumstances,
including factors such as the use of a language or a currency generally used in that Member State, or the
possibility of ordering goods or services.

1 OOERREZATEN ORI L CNAZ X, FEDT Z VAN 20567 7V r—ya (7
U J(app)) DFIF FTREMD S | HBsi 7 s BARO SR IR E CRIHS L QO D SEEICE
DIREEAEH D, F2IE, T e I THERET—RANFIHESN TS SRBIC L OBR I — 1 2%
TR D2 LI K DBERILRD B Vb A UAGD, FEERERTL, BN MO0 #
HI(EU) No 1215/20128|ZfIiE 3 DL 30V —E 27 0 S X 3 - AR ORERRE 2 D% S,
EEMTIEADHETDHEBZHETHDH, iy, BINGES K OB ESOH A
(EU)2018/302°%\ ZHE T 2 725D EE 112 BU TS F 3 DB COH —E AR L, JENOARHL
73 B R L s S VAT a2 e i N | D G VA 15 1) m ) | D RN e ¥ L P D QA N
HHFSNDRE TRV, RILEZ T —E A7 03 F 78— D ORERIECH—E 2242
L CWDNEINEE T HEEICHLEAS N ETHD,

The targeting of activities towards a Member State could also be derived from the availability of an
application (‘app’) in the relevant national app store, from the provision of local advertising or advertising
in the language generally used in that Member State, or from the handling of customer relations, such as
by the provision of customer service in the language generally used in that Member State. A substantial
connection should also be considered to exist where a service provider directs its activities towards one

8

RAR ORI DR R ON RO ZEGR K O TN BE T 2R KX OB 0201 24R12 H 12 HD
HiHl] (EV) 1215/2012 (0J L 351, 20.12.2012, p. 1),

Regulation (EU) No 1215/2012 of the European Parliament and of the Council of 12 December 2012 on jurisdiction and the
recognition and enforcement of judgments in civil and commercial matters (OJ L 351, 20.12.2012, p. 1).
BATANICIIT DI LSRN AT By 7 ROVENLISNDTEREDREZ D EIEE, JE{ EH O ETAT e
HA B D 2R~ ORI BT 5, HiHI] (EC) No 2006/2004 KL OWHHI (EU) 2017/2394 MM ZH5452009/22/EC
ZYIET DRI L O 2500201842 H 28 H O (EU) 2018/302 (OJ L 601, 2.3.2018, p.1),

Regulation (EU) 2018/302 of the European Parliament and of the Council of 28 February 2018 on addressing unjustified geo-
blocking and other forms of discrimination based on customers’ nationality, place of residence or place of establishment within
the internal market and amending Regulations (EC) No 2006/2004 and (EU) 2017/2394 and Directive 2009/22/EC (OJ L 60 |,
232018, p. 1).
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or more Member States as set out in Regulation (EU) No 1215/2012 of the European Parliament and of
the Council ®. On the other hand, provision of a service for the purpose of mere compliance with the
prohibition of discrimination laid down in Regulation (EU) 2018/302 of the European Parliament and of
the Council © should not, without additional grounds, be considered as directing or targeting activities
towards a given territory within the Union. The same considerations should apply when determining
whether a service provider offers services in the territory of a Member State.
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Different instruments falling within the scope of Title V, Chapter 4, of the Treaty on the Functioning of
the European Union apply to the cooperation between Member States when gathering evidence in
criminal proceedings. As a consequence of the variable geometry that exists in the Union’s area of
freedom, security and justice, there is a need to ensure that this Directive does not facilitate the creation of
further disparities or obstacles to the provision of services in the internal market by allowing service
providers offering services on the territory of Member States to designate designated establishments or
appoint legal representatives within Member States that do not take part in the relevant legal instruments.
Therefore, at least one designated establishment or legal representative should be designated or appointed
ina Member State that participates in the relevant Union legal instruments to avoid the risk of weakening
the effectiveness of the designation or appointment provided for in this Directive and to make use of the
synergies of having a designated establishment or a legal representative for the receipt of, compliance
with and enforcement of decisions and orders falling within the scope of this Directive, including under
Regulation (EU) 2023/1543, Directive 2014/41/EU and the Convention established by the Council in
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accordance with Article 34 of the Treaty on the European Union, on Mutual Assistance in Criminal
Matters between Member States of the Union. In addition, designating a designated establishment or
appointing a legal representative, which could also be utilised to ensure compliance with national legal
obligations, would make it possible to benefit from the synergies of having a clear point of access to
address service providers for the purpose of gathering evidence in criminal proceedings.

(13) Y —E XTI AZ 1T, EORKENICI N TE DI E SRR T 50, F3, EHSh
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Service providers should be free to choose in which Member State they designate their designated
establishment or, where applicable, appoint their legal representative, and Member States should not be
able to restrict that freedom of choice, for example by imposing an obligation to designate the designated
establishment or to appoint the legal representative on their territory. However, this Directive should also
provide for certain restrictions with regard to that freedom of choice of service providers, in particular
concerning the fact that the designated establishment should be established, or where applicable, the legal
representative should reside, in a Member State where the service provider provides services or is
established, as well as provide for an obligation to designate a designated establishment or to appoint a
legal representative in one of the Member States participating in a legal instrument referred to in this
Directive. The sole appointment of a legal representative should not be considered to constitute
establishment of the service provider.
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The service providers most relevant for gathering evidence in criminal proceedings are providers of
electronic communications services and specific providers of information society services that facilitate
interaction between users. Thus, both groups should be covered by this Directive. Electronic
communication services are defined in Directive (EU) 2018/1972 of the European Parliament and of the
Council ®and include inter-personal communications services such as voice-over-IP, instant messaging
and e-mail services. This Directive should also be applicable to information society service providers
within the meaning of Directive (EU) 2015/1535 of the European Parliament and of the Council ™ that
do not qualify as electronic communications service providers, but offer their users the ability to
communicate with each other or offer their users services that can be used to store or otherwise process
data on their behalf. This would be in line with the terms used in the Council of Europe Convention on
Cybercrime (ETS No 185), done at Budapest on 23 November 2001, also referred to as the Budapest
Convention. Processing of data should be understood in a technical sense, meaning the creation or
manipulation of data, that is to say technical operations to produce or alter data by means of computer
Processing powver.
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Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European
Electronic Communications Code (OJ L 321, 17.12.2018, p. 36).
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49 A9 HOIEREU) 20151535(0JL241,1792015,p1),,

Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the
provision of information in the field of technical regulations and of rules on Information Society services (OJ L 241, 17.9.2015,

p.- 1.
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The categories of service providers covered by this Directive should include, for example, online
marketplaces providing consumers and businesses with the ability to communicate with each other and
other hosting services, including where the service is provided via cloud computing, as well as online
gaming platforms and online gambling platforms. Where an information society service provider does
not provide its users with the ability to communicate with each other, but only with the service provider,
or does not provide the ability to store or otherwise process data, or where the storage of data is not a
defining component, that is, an essential part, of the service provided to users, such as legal, architectural
engineering and accounting services provided online at a distance, it should not fall within the scope of
the definition of ‘service provider’ laid down in this Directive, even if the services provided by that service
provider are information society services within the meaning of Directive (EU) 2015/1535.
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Providers of internet infrastructure services related to the assignment of names and numbers, such as
domain name registries and registrars and privacy and proxy service providers or regional internet
registries for internet protocol (‘IP”) addresses, are of particular relevance when it comes to the
identification of actors behind malicious or compromised websites. They hold data that could make the
identification of an individual or entity behind a website used in a criminal activity, or the victim of a
criminal activity, possible.
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Member States should ensure that service providers established or offering services on their territory
provide their designated establishments and legal representatives with the necessary powers and resources
to comply with decisions and orders falling within the scope of this Directive, received from any Member
State. Member States should also verify that the designated establishments or legal representatives
residing on their territory have received from the service providers the necessary powers and resources to
comply with decisions and orders falling within the scope of this Directive, received from any Member
State, and that they cooperate with the competent authorities when receiving such decisions and orders,
in accordance with the applicable legal framework. The absence of such measures or shortcomings in
those measures should not serve as grounds to justify non-compliance with decisions or orders falling
within the scope of this Directive.
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In addition, service providers should not be able to justify their non-compliance with obligations deriving
from the applicable legal framework upon the receipt of decisions or orders falling within the scope of
this Directive on the grounds of the lack of, or of ineffective, internal procedures, as they are responsible
for providing the necessary resources and powers to guarantee compliance with such decisions and orders.
Designated establishments or legal representatives should also not be able to justify such non-compliance
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by claiming, for example, that they are notempowered to deliver data. To that end, Member States should
ensure that both the designated establishment or the legal representative and the service provider can be
held jointly and severally liable for non-compliance with obligations deriving from the applicable legal
framework upon the receipt of decisions and orders falling within the scope of this Directive, so that each
of them can be subject to penalties for non-compliance by any of them. In particular, it should not be
possible for the service provider or the designated establishment, or the legal representative where
applicable, to use the lack of appropriate internal procedures between the service provider and the
designated establishment or the legal representative as a justification for non-compliance with those
obligations. Joint and several liability should not apply for actions or omissions of either the service
provider or the designated establishment, or the legal representative where applicable, which constitute a
criminal offence in the Member State applying the penalties.
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Member States should ensure that each service provider established or offering services on their territory
notifies in writing the central authority, as designated pursuant to this Directive, of the Member State
where its designated establishment is established or its legal representative resides, of the contact details
for that designated establishment or legal representative, and of any changes thereto. The notification
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should also provide information about the languages in which the designated establishment or the legal
representative can be addressed, which should include one or more of the official languages as laid down
in the national law of the Member State where the designated establishment is established or the legal
representative resides, but can also include other official languages of the Union, such as the language of
the Member State where their headquarters are located. Where a service provider designates several
designated establishments or appoints several legal representatives in accordance with this Directive,
Member States should ensure that such service provider indicates, for each designated establishment or
legal representative, the precise territorial scope of its designation or appointment. The territory of all the
Member States taking part in the instruments within the scope of this Directive should be covered.
Member States should ensure that their respective competent authorities address all their decisions and
orders pursuant to this Directive to the indicated designated establishment or legal representative of the
service provider. Member States should ensure that the information notified to them in accordance with
this Directive is publicly available on a dedicated web page of the European Judicial Network in criminal
matters to facilitate coordination between Member States and the recourse to the designated establishment
or legal representative by authorities from another Member State. Member States should ensure that such
information is regularly updated. It should also be possible to further disseminate the information to
facilitate access to that information by competent authorities, such as via dedicated intranet sites or forums
and platforms.

(18) HERKIENL. ZOFRBIHE > CHARS I EINBLUE D& S S LA HllEI B9~ 2 i 1A E
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T —F LR DI FRY TS RETHD, BINEERIL, BERHLEEIL, &
DI FEAARET RETHY, W DRDED BRI TR DN THILIIANE ThDH, =
OFFRTE, —E AT A X LR E R FES F- I3RS ORI BT A NLDOFITN
X DIV HIFRO BEAREROBERE T TAHU BT 2550 EOEOPDIZBEL Tl HEL
720N,

Member States should lay down the rules on penalties applicable to infringements of national provisions
adopted pursuant to this Directive and should take all measures necessary to ensure that they are
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implemented. The penalties provided for should be effective, proportionate and dissuasive. Member
States should, by the date set out in this Directive, notify the Commission of those rules and of those
measures and should notify it, without delay, of any subsequent amendment affecting them. Member
States should also inform the Commission on an annual basis about non-compliant service providers,
relevant enforcement action taken against them and the penalties imposed. Under no circumstances
should the penalties result in a ban, be it permanent or temporary, of the provision of services. Member
States should coordinate their enforcement actions where a service provider offers services in several
Member States. Central authorities should coordinate to ensure a coherent and proportionate approach.
The Commission should facilitate such coordination if necessary, and should, in any event, be informed
of cases of infringement. This Directive does not govern the contractual arrangements for transfer or
shifting of financial consequences between service providers, designated establishments and legal
representatives of penalties imposed upon them.

(19 #—E“X?)D/W HNZ KBRS S O VR AR E S DR, BEHEIRE A3 2525
I, R ASAF DREFRES ) 1B OV, BN O], SR 73 dns, WO,
#—E AT 0 A ZDHED [FIROERI IR L TEIFA RO L HESNIZNE DD, DEH72, B
LT R TORNE BRI ANDETH D, ZORIZIN T, FAEHETIIRR T EREZ A
INETHD,

When determining the appropriate penalties applicable to infringements by service providers, the
competent authorities should take into account all relevant circumstances, such as the financial capacity
of the service provider, the nature, gravity and duration of the infringement, whether it was committed
intentionally or through negligence and whether the service provider was held responsible for similar
previous infringements. Particular attention should, in this respect, be given to microenterprises.

(200 ZofEmIE, TDOIIL TR HEE BSOS G E | REFEFRE I TETR 1T 54%
10D 4 SR AR WINT 720N,

This Directive is without prejudice to the powers of national authorities in civil or administrative
proceedings, including where such proceedings can lead to penalties.

(21) —BMOLHLERI L Z O NEMASND ZEZ MR D720  RRIEROFREE DI DI
N LHAAF DT DN D& T D, £ HRIDT=OIZ, HERKEIL, ZOFRFOmEMICI
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THD, AT AERIENT, FIY DY, ZDIH7RI FIZHW TR AL B OEBh
FRECE WS, ZNBIET AL & T, RIS I CED LA & TH D, PETiEE
DA BT DY FOMOW L, B DR E ORGSR A2 4 R[oIckiT5
WA TEBIOEEAALD 23 CED, ED IR 1% WRSHERROO R 7 TV 2 FH
RS DL LT RETHD, YU HEBIOFFICRIL . R F/L, s BhEd 58
X, HOINERESLBESEHRETHD, ZNHDYROW 195353, 2O
FIE ST LI\ —E 2T AR CHIIEZ N2 DA 2 OFRERRIEIOHERZ 1hi T =&
Tl Y, FIRYJHOFRE K OIS (I BT DIHHO AFI L, EOFREF I LS,
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NSRRI AT T RETHD,

In order to ensure that this Directive is applied in a consistent manner, additional mechanisms for the
coordination between Member States should be put in place. For that purpose, Member States should
designate one or more central authorities that can provide central authorities in other Member States with
information and assistance in the application of this Directive, in particular where enforcement actions
under this Directive are considered. That coordination mechanism should ensure that relevant Member
States are informed of the intention of a Member State to undertake an enforcement action. In addition,
Member States should ensure that central authorities are able to provide each other with any relevant
information and with assistance in those circumstances, and cooperate with each other where relevant.
Cooperation amongst central authorities in the case of an enforcement action could entail the coordination
of an enforcement action between competent authorities in different Member States. Such cooperation
should aim to avoid positive or negative conflicts of competence. For the coordination of an enforcement
action, central authorities should also involve the Commission where relevant. The obligation of those
authorities to cooperate should not prejudice the right of an individual Member State to impose penalties
on service providers that fail to comply with their obligations under this Directive. The designation and
publication of information about central authorities would facilitate the notification by service providers
of the designation and contact details of their designated establishment or legal representative to the
Member State where their designated establishment is established or legal representative resides. To that
end, Member States should inform the Commission of their designated central authority or authorities,
and the Commission should forward a list of designated central authorities to the Member States and
make it publicly available.

(22) ZOfRHDRM, 37005, T D E FHEHWDIED M NIZBIT B —E 2D
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Since the objective of this Directive, namely to remove obstacles to the free provision of services in the
framework of gathering electronic evidence in criminal proceedings, cannot be sufficiently achieved by
the Member States, but can rather, by reason of the borderless nature of such services, be better achieved
at Union level, the Union may adopt measures, in accordance with the principle of subsidiarity as set out
in Article 5 of the Treaty on European Union. In accordance with the principle of proportionality as set
out in that Article, this Directive does not go beyond what is necessary in order to achieve that objective.

(23) BRINT — AR B T, FROMNRES L OSSO HRI(EU) 2018/17251200 Fd2 5 5F1 T HiE»
TERIEEEZT, 201911 A6 HIZE R ERA LT,

The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation
(EU) 2018/1725 of the European Parliament and of the Council “ and delivered an opinion on 6
November 2019@,

(24) BRMNZESIIRh=E, T2, B, — B ML OEUR NS W5 DD S B S5~ &
ThHOHZORIRINOFHZ FA T _ETHY, YiZaHilil L, FIREMEDHHEH720 B FESH
DFEARMA RETHD, ZOFRE LOFEE AT H 07T — 2D HZENTEDHLD
(T 576 ZFDFHL, 2029458 18 H £ TI58 T & ThD, 1HHIL. ZDIEHO A
WEIT D7D VTG IEES AR ETH D,

The Commission should carry out an evaluation of this Directive that should be based on the five criteria
of efficiency, effectiveness, relevance, coherence and EU added value, and that evaluation should provide
the basis for impact assessments of possible further measures. The evaluation should be completed by 18

2 RRMGEAOMEE, Mk, FERK ORI AEAT —2 OB BIRADHEI BT DN ZE DT

—BDIFEDT2 MEENBET5, WONZ, FHRIEC) No 452001 K UVRENo 1247/2002/EC A FEIEHRRINEER K
UHEH220184210 A 23 HOBIHI(EU) 2018/1725 (QJ L 295, 21.11.2018, p. 39),
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p.
39).

¥ 0JC32,31.1.2020, p. 11.
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August 2029, to allow for the gathering of sufficient data on its practical implementation. Information
should be collected regularly in order to inform the evaluation of this Directive,

ZORBRIEBEHRLT :
HAVE ADOPTED THIS DIRECTIVE:
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B  HNFEEEERGEHE

Avrticle 1 Subject matter and scope

1
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This Directive lays down the rules on the designation of designated establishments and the appointment
of legal representatives of certain service providers that offer services in the Union, for the receipt of,
compliance with and enforcement of decisions and orders issued by competent authorities of the Member
States, for the purposes of gathering electronic evidence in criminal proceedings.

ZOFESIE. FHRIEV) 2023/1543, $54572014/41/EU K OWKIEA S0 553450 it THLER|
FOHIES IR EAHERRIEROTIEH Z 301 DA AR B35 550 5 S <E FREDIY
4 AL UT-IE R OB IS NS, ZOfAIE. REDF oM Eo#E - LT —
R AL OFFERBEE LU T TEIT2 BN LIREANF e A5 AT
5., EINIEICES<E TRHLWDIEES B E LT E R O b [RERI B S5,

This Directive applies to decisions and orders for the purpose of gathering electronic evidence on the
basis of Regulation (EU) 2023/1543, Directive 2014/41/EU and of the Convention established by the
Council in accordance with Article 34 of the Treaty on European Union, on Mutual Assistance in
Criminal Matters between Member States of the Union. This Directive equally applies to decisions and
orders for the purpose of gathering electronic evidence on the basis of national law addressed by a
Member State to a natural or legal person acting as legal representative or designated establishment of a
service provider on the territory of that Member State.

OB, HETHIZBIDE A RHLOIEED HDOT=01 2 ORERRIEOfE - FIZFErs
NI —E AT A F B HPAN 458 NE T DT80 DERMNEESTER ONENTEIZR/EST-EN
L IRBOMERREAHT 720,

This Directive is without prejudice to the powers of national authorities in accordance with Union and
national law to address service providers established on their territory directly, for the purposes of
gathering electronic evidence in criminal proceedings.

HERCEN S, BBLITICED D HIY T, —E AT 0 A 2K ZOFRAOET DB
T3, LODITEEEREIORE E T EREE OEMIZ BT Db O 2Rl TlIrb
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VY,

Member States shall not impose on service providers obligations additional to those deriving from this
Directive, in particular with regard to the designation of designated establishments or the appointment of
legal representatives, for the purposes set out in paragraph 1.

5.  ZOESTE, BUNMESN T —E AT 25255801 S BRI D —E A7 /& | i
FEN5, B—OERRKEOE T FICHRISNTRY ., 5 YR EOME + T — 2442
B DY —E X A F IR, ZOFESTTES R,

This Directive applies to service providers as defined in Article 2, point (1), that offer their services in the
Union. It does not apply to service providers established on the territory of a single Member State that
offer services exclusively on the territory of that Member State.

2R TH
Atrticle 2 Definitions

ZOEFORITIE, LFOEREHSND:
For the purpose of this Directive, the following definitions apply:

(1) =27 AF B, NS KO0 F5452006/123/ECLA52 5552 b 5 20
IR —E 2E LT, DL FOERIOL F 235D —E 224D BSRAE 1T
IENE TS

() T8 (EU) 2018197200552 LA ERT DHEBE—E %,
b) PTRLVRERRED, KA VAN KA VART  AFONS, KA 44 B~
AR —=ROTBX L DY —EAD L7 AL B —F S NRA 44 L ONPHER—E A,
© ZOMOERINGER &K OBEHERO RS (EU) 200515350 S 11 (b) HA 2\ OTE ik
—ERATH- T,
() FOZ—VPPHAIGHETDHIEEATHEICT D00 Fol X
(i) P—EAPREEIND—PFIRDY, T —F & FRFE DT 52 L% FTRE
220D Th> T, HikT —FOFHR R 1 — FITHREE LD P — B ZDRGE
BV LT TNDHOD

YNSRI BT 2 — BRI BT RN GRS K OB 20224F1 H 25 H OHIHI (EV) 2006/123 (OJ L 376,
27.12.2006, p. 36).

Directive 2006/123/EC of the European Parliament and of the Council of 12 December2006 on services in the internal market (OJ
L 376, 27.12.2006, p. 36).
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“service provider’ means any natural or legal person that provides one or more of the following
categories of services, with the exception of financial services referred to in Article 2(2), point (b), of
Directive 2006/123/EC of the European Parliament and of the Council ®;

@)
(b)

©

(i

electronic communications services as defined in Article 2, point (4), of Directive (EU) 2018/1972;

internet domain name and IP numbering services, such as IP address assignment, domain name

registry, domain name registrar and domain name-related privacy and proxy services;

other information society services as referred to in Article 1(1), point (b), of Directive (EU)

2015/1535 that:

enable their users to communicate with each other; or

(i) make it possible to store or otherwise process data on behalf of the users to whom the service
is provided, provided that the storage of data is a defining component of the service provided
to the user;

ERREOE L BV —E 22246975 ) &3, LUFOZEZ2 B

@

(b)
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‘offering services on the territory of a Member State’ means:

@)
(b)

enabling natural or legal persons in a Member State to use the services listed in point (1); and
having a substantial connection, based on specific factual criteria, to the Member State referred to
in point (a); such a substantial connection is to be considered to exist where the service provider has
an establishment in that Member State, or, in the absence of such an establishment, where there is
a significant number of users in that Member State, or where there is targeting of activities towards
that Member State;

(RN SN T —E AT D ) LT, LT OZ LA R :

@)

(b)
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‘offering services in the Union’ means:
(@ enabling natural or legal persons in a Member State to use the services listed in point (1); and
(b) having a substantial connection, based on specific factual criteria, to the Member State referred to
in point (a); such a substantial connection is to be considered to exist where the service provider has
an establishment in a Member State, or, in the absence of such an establishment, where there is a
significant number of users in one or more Member States, or where there is targeting of activities
towards one or more Member States;

@) TE3EETLE, P —ERORIEAT TP TONDD, Fold, TOFENEHEINDLEL
TR AT T AHEE D JAR], BT EA SR S T DRI A B ;

‘establishment’ means an entity that actually pursues an economic activity for an indefinite period
through a stable infrastructure from where the business of providing services is carried out or the business
is managed;

(6) MEESHITI&IE, WU HIERSGER IS QO D RRENIC B LS o —E A
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TOHEENEEIRL;

‘designated establishment’ means an establishment with legal personality designated in writing by a
service provider established in a Member State taking part ina legal instrument referred to in Article 1(2),
for the purposes referred to in Article 1(1) and Article 3(1);

(6) MEEMHEE |LIL, FIEREII W SCEIZS L QOB RE D fEHEIZER N LS LT
PPN —E AT R Z LD | BBISREBITE R OV IR W BT, EEICX0fEmsi
T-BHRANFXENE EWT D,

‘legal representative’ means a natural or legal person appointed in writing by a service provider not
established in a Member State taking part in a legal instrument referred to in Article 1(2), for the purposes
referred to in Article 1(1) and Article 3(1).

B3R EEERTRUEERES
Avrticle 3 Designated establishments and legal representatives
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(b)
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Member States shall ensure that service providers offering services in the Union designate or appoint at

least one addressee for the receipt of, compliance with and enforcement of decisions and orders falling
within the scope laid down in Article 1(2) (‘decisions and orders falling within the scope laid down in

Article 1(2)”) issued by competent authorities of Member States for the purpose of gathering evidence in

criminal proceedings, as follows:

@)

(b)

©

for service providers established in the Union with legal personality, the Member States where the
service providers are established shall ensure that such service providers designate the designated
establishment or designated establishments responsible for the activities described in the
introductory part of this paragraph;

for service providers that are not established in the Union, with legal personality, Member States
shall ensure that such service providers offering services on their territory appoint the legal
representative or legal representatives responsible for the activities described in the introductory part
of this paragraph in Member States taking part in the instruments referred to in Article 1(2);

for service providers established in Member States not taking part in the instruments referred to in
Article 1(2), Member States shall ensure that such service providers offering services on their
territory appoint the legal representative or legal representatives responsible for the activities
described in the introductory part of this paragraph in Member States taking part in such instruments.

HEREN T, BRIV DA S L T D LB ThHZ LA MR L 72 AUT 5720

@)
(b)

Y —E AT 0 S E DY —E RS ORI S LS IVET I E S 5, LT
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Member States shall ensure that the addressees referred to in paragraph 1:

@)
(b)

are established or reside in a Member State where the service providers offer their services; and
can be subject to enforcement procedures.
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Member States shall ensure that decisions and orders falling within the scope laid down in Article 1(2)
are addressed to the designated establishment or legal representative designated or appointed for that
purpose in accordance with paragraph 1 of this Article.
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Member States shall ensure that service providers established or offering services on their territory
provide their designated establishments and legal representatives with the necessary powers and
resources to comply with decisions and orders falling within the scope laid down in Article 1(2) received
from a Member State. Member States shall also verify that the designated establishments established or
legal representatives residing on their territory have received from the service providers the necessary
powers and resources to comply with those decisions and orders received from a Member State and that
they cooperate with the competent authorities when receiving those decisions and orders, in accordance
with the applicable legal framework.

RERRENE, FRE ST R R E RS L O —E A7 0 A F O, BLLQIHES
N COBHEPHNOTE L OV A% 32 BE LT BRI ji S D RIS A SR T2 8O AR
PR CHAT L CRTA BIZ LA REIRL, OO W TN D ARBSFIZ DUV T BISHIE
DERSISDINCURITAUT D20, FHE WRIENE, h—E A7 A4 e R,
FALEANDLE AN TFRENRELE D, —E A7 07 LR E R R R e
EDRE DI 2 NETFREE DKV | THSDFHED GO S LR E L CRIA+528
INATRE T D Z L AL AUT D720, B T L, HilEA S A RIEIC 175
TR T AR T D —E A7\ F E R E ST, BT, BN HEAIE
FREMBEE DR FIATMER TSI T IR,

Member States shall ensure that both the designated establishment or the legal representative and the
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service provider can be held jointly and severally liable for non-compliance with obligations deriving
from the applicable legal framework upon the receipt of decisions and orders falling within the scope laid
down in Article 1(2), so that each of them may be subject to penalties for non-compliance by any of them.
In particular, Member States shall ensure that it is not possible for the service provider or the designated
establishment, or the legal representative where applicable, to use the lack of appropriate internal
procedures between the service provider and the designated establishment or the legal representative as a
justification for non-compliance with those obligations. Joint and several liability shall not apply for
actions or omissions of either the service provider or the designated establishment, or the legal
representative where applicable, which constitute a criminal offence in the Member State applying the
penalties.
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Member States shall ensure that service providers that offer services in the Union on 18 February 2026
have the obligation to designate designated establishments or to appoint legal representatives by 18
August 2026 and that service providers that start offering services in the Union after 18 February 2026
have the obligation to designate designated establishments or to appoint legal representatives within six
months of the date when they start offering services in the Union.

Bak BENRUERR
Avrticle 4 Notifications and languages

1

FERKEN T, Z OREEREDOEENICEISI, T2, fHEN T —E 223435 &« DY—
ERAT T SAL | EOFRE RIS, FATZOIERBEE D IHET 5., 5650
STHRESIAERIEO FIYS TL, FmIZED, FOFHEFTE VTSRS OEHE L
DFEHINEONTZ D% DL F o BT 57 LR U7l iuE7e s,

Member States shall ensure that each service provider established or offering services in their territory
notifies in writing the central authority, as designated pursuant to Article 6, of the Member State where
its designated establishment is established or where its legal representative resides, of the contact details
for that establishment or legal representative, and of any changes thereto.
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The notification referred to in paragraph 1 shall specify the official language or languages of the Union,
as referred to in Council Regulation No 1%, inwhich the legal representative or designated establishment
can be addressed. Those languages shall include one or more of the official languages as laid down in the
national law of the Member State where the designated establishment is established or where the legal
representative resides.

3. EEISBBLVHEICHEN — AT S X ISR D FREFETTAAREL . F 3o e
AEMLUIZEE REL, T0X57eh—E A7 23, RSB W@E s, =
BOEEHEITE TR E RS DR E £/ Mo HERAE FI#IHE EHE O 2 8%
PRLZRT U R D72\, DML, Z SO HEFHEAT - E RS H A S T fge
RRPN3EL S 7 IR E D A FHREZ RS2 U T e b2,

Where a service provider designates several designated establishments or appoints several legal
representatives in accordance with Article 3(1), Member States shall ensure that such service providers
specify, in the notification referred to in paragraph 1 of this Article, the precise territorial scope of the
designation or appointment of those designated establishments or legal representatives. The notification
shall specify the official language or languages of the Union or Member States in which each of the
designated establishments or legal representatives can be addressed.

4, FERRENL, P —E AT AZ DN RIS TEORERIE @S s C 3610 D
RRMNEBS R N — 7 DEA— FIZEBWT, ARSNAOZEE MR T U b0, 1
DS E A R /A 1 [ DIE b STy gV N [ N AN B gV E AN SYAN RN T A | o U 72 il
AT HYURNEDT B REARMES T DT | SHIZIADHIFD,

Member States shall ensure that the information notified to them in accordance with this Article is made
publicly available on a dedicated web page of the European Judicial Network in criminal matters.
Member States shall ensure that that information is regularly updated. That information may be further
disseminated to facilitate access by competent authorities.

B MR O SIS SREATRE T D EIEIENo 1 (00 17, 6.10.1958, p. 385),
Council Regulation No 1 determining the languages to be used by the European Economic Community (OJ 17, 6.10.1958, p. 385).
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/o5 HilF
Article 5 Penalties

RERRIEN L, B35 L OVEBAGRI T > CHIRS U7 [EINERIAD B T2, T3 LGl F AT RE e il 2 B
THERETED , ZIOMNFEESNAZ LT D7 DI B L7 A2 COHEEA B2 udes
720N, ZOHIFEIL, ZHRATTHY, BIHTTHY, Hxo, JH0HLLD LU UR b2, iRk
X, 2026472 18 H £ TIZ, BINEERITRIL, ZIHDIES KOO EZEBHIL , 7>, I
W7 ENDOIZE % 5.2 HC DEOUUEZBFNT 5, AERIEIL, BONEZERITHL, KT, &~
BEFO Y —E 27 B A Z W ONCZE VLRI CRECH A B9~ 258 TG 8h M O D7 il
WZBAL, EEIL 72T USRS 700,

Member States shall lay down the rules on penalties applicable to infringements of national provisions adopted
pursuant to Articles 3 and 4 and shall take all measures necessary to ensure that they are implemented. The
penalties provided for shall be effective, proportionate and dissuasive. Member States shall, by 18 February
2026, notify the Commission of those rules and of those measures and shall notify it, without delay, of any
subsequent amendment affecting them. Member States shall also inform the Commission on an annual basis
about non-compliant service providers, relevant enforcement action taken against them and the penalties
imposed.

B/ER PRI/

Atrticle 6 Central authorities

1 HEAENE. ZOIERIEEICIES T, ZOREED—EMOH L AL BRI LB S 2 L%
TR D720 | LRI TGO H R R ARE LR AUd7e by,

In accordance with their legal systems, Member States shall designate one or more central authorities to
ensure that this Directive is applied in a consistent and proportionate manner.

2. FEEE. BONERESICRL, BURIEANEELZ1E 3o e /e @l 7zt
725700, BRINEE ST, FRESN- I OV ANAERENHRE L, EHVE AR Af
BEARL DL LR T UT B0,

Member States shall inform the Commission of the central authority, or central authorities, they designate
pursuant to paragraph 1. The Commission shall forward a list of designated central authorities to the
Member States and make it publicly available.

3.  ZofEna —BYOGHLHBHR RS I 0E T 5720  WRENE, Zhbo Ry a3, FH

HIZ, ZLUCEET D5 AMINERRE LG22 L2kl | bl e zihzAH
AR D LA REIRL 22T AUTIRB720 N, ZDIS7RFEE, 1 ON L OMEBLO1R (I
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(. E0OT | BATHERE BRI IUT B0,

Member States shall ensure that their central authorities coordinate and cooperate with each other and,
where relevant, with the Commission, and that the central authorities provide any appropriate information
and assistance to each other in order to apply this Directive in a consistent and proportionate manner.
Such coordination, cooperation and provision of information and assistance shall cover, in particular,
enforcement actions.

Bk BITHE
Avrticle 7 Transposition

1

FERRENT, 20265F2 H 18 H £ T2, ZOFRNEEF 3 DT DI I BEE 2 A A, BRI O TEGH,
HIZ RS2 T UT 20700, RERRENT . RRNEE ST, BEHIZ, ZNH0HED 4
TIN5,

Member States shall bring into force the laws, regulations and administrative provisions necessary to
comply with this Directive by 18 February 2026. They shall immediately communicate the text of those
measures to the Commission.

2. HERENTNOOHEAEIRT DR, ZAUE, 2O ~OZEED L), FolX, FOHE
FRIENC 31T DAROBIZZE D LR B IDNIRZ DIVRT UG, ZD X7 BT
NI RERIEN EDTRTIUT B2,

When Member States adopt those measures, they shall contain a reference to this Directive or be
accompanied by such a reference on the occasion of their official publication. Member States shall
determine how such reference is to be made.

3. MEAENL, BRINZEERITHIL , 2O eESID BBV THERED IR T 2 EIE |
OFFEDIESA A LT U720,

Member States shall communicate to the Commission the text of the measures of national law which
they adopt in the field covered by this Directive.

ELE

Avrticle 8 Evaluation
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20294F8 H 18 H £ TIZ, BRINEE AT, ZOFRFORHIiZA TH7e udzebreuy, BINEERIT, K
INFEE KOS TR 2 ORHiliR S EE TR LT U b, £OMmL, BNZESD
I0 BRI RFEEH e > T TR AU D700, HRKEI, BRINZESITHL , 20wt
DUEHOT= DI BT F AR 22T 7 U b7,

By 18 August 2029, the Commission shall carry out an evaluation of this Directive. The Commission shall
transmit the evaluation report to the European Parliament and the Council. The evaluation shall be conducted

in accordance with the Commission’s better regulation guidelines. Member States shall provide the
Commission with the information necessary for the preparation of that report.

E=IE S5
Avrticle 9 Entry into force
ZOFENT, EUEH ECARSIZ20 BRI 5495,

This Directive shall enter into force on the twentieth day following that of its publication in the Official Journal
of the European Union.

$EI0F ANEA
Avrticle 10 Addressees
ZOFEAIE. ST, FERIEIZSE TN,
This Directive is addressed to the Member States in accordance with the Treaties.

20237 H12 HIZART AT — /U ZEB T T,
Done at Strashourg, 12 July 2023.

KR E LT HFRELT

%k R.METSOLA £ P.NAVARRO RIOS

For the European Parliament For the Council

The President R. METSOLA The President P. NAVARRO RIOS

200






2025 Printed in Japan
ISSN 2432-6089
B LGRS 105858 1 5 GREE 62 5)

The Law and Information Magazine vol.10 no.1 (consecutive no.62)

202541 H 6 HFAT

20254 1 A 8 HERGLEE ERRIAT

FITHE BHEA

FATHT ESERIIES (RE EHEAN)
FORAR TR XA B A 11
FRAENINER AR




