ISSN 2432-6089

EETRHMS

The Law and Information Magazine
FI0EFE2S (BEF63F-2025F2A)
EEFBARE

A5 B R
[EEH
HEHEA  HRAEU) 2024/2847 (A3 —[BIEF11E) [BER] 1~246 B







Fe ML 10% 25 (202542 H)

FREAI(EV) 2024/2847 (B A 1 \—[EI{E 11i%)
BN

2054-2H 23H
WSR2
2\ A

Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and
Directive (EU) 2020/1828 (Cyber Resilience Act) (OJ L, 2024/2847, 20.11.2024, p. 1-81) 072 Ah (BEFERR) | 5%,
FEOFFREFAIT =,

JESXDTHANE AT CELAND URL YL, FREDERDTHD,

https:/eur-lex.europa.cukeliteg/2024/2847/0j
[20244 12 J 20 AfEE]

ZOHHIEV) 202412847 DB, < ETHIF AT BN BE LU TR QOBEDTHY, fHA
A7 RAREU COFREIROFERA T HAGELIIMND S35 TEDT-CED HAGEIZIABIRRSC LV )RS
AW AWCERU - SGEO—fEThHD,

FRHIEU) 2024/2847 (DA 7 S—RI{E 1 178) DRI, Corigendum (O L, 2024/90780, 5.12.2004) | ZJ~>"C—f
FTIESHUCQUD, 7721, [RICRERESE AU QDS 66 55 UNF 67 5513, 2D Comigendum [ 28> CI3ET
IESHUTUVRWD T, B AN O RSB G ORRGINERA T LT £ Thd,

htp:/icete.europa.culelifre/2024/2847/cormigenduny2024-12-05/j
[0254F-2 F 9 AHe]

ZORIAINEU) 20242847 (VA S—[EHE I 11E) DZEFT, FIFIHIOTE5EE (2022/0272(COD)) |23 £ T
UZIRZRD 20234 12 Ao EEABRML, ZEOBDEFAEEX T 2024 4 3 H DR CEERY 22
BIREAERL, IELITHAM RO ERE CRIATLIZ#, 2024 42 10 H 23 HICEIRSVZIESC
(Corrigendum | 23— R TIEZ D TE30) EHSHRL T BEE LTSRS U DT LT,

BIpZ, Burlex  ECHEESIVTOABIAIEY) 202402847 (A /N —[8lF J71K) DIESCORRBIZIXTA
staterment has been made with regard to this actand can be found in... | D SCE TR T C ELI OFRRD5, Lol Z
DG, FHRIEU) 2024/2847 DEHGEFR ZH\ YCIHESH - B S (Satement) AMFAET D282~ 3 BU
B EORIEO—E I3, HRIEU) 202412847 (A7 N—[aE 1) DIESCO— AR T 530 T
13720, ZOEONE, IELDO—HEL TIRONDIRDFRFED TR/ 50T, 528, L
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1. $RRI(EV) 2024/2847 (H-A 1 \—EHE 713%K) SOV T
1.1 =

JRAIEV) 202412847 (A7 3—[alE T EIE, FRIMEEIZRITS IT 8L O T —E 2027
AZEAL, FRCY T TAT =— DFGELRIE O R LT EU OBY TIES ThH,

FOANDEHFELORNIE, N—RU =T LY TN 2T DO G T el A TihD, HAIEV)
202402847 (VA 7 X —[af 1)1 ORI 7 N =7 FH T AR— N, FHNEER A
— S )—ADY 7T (free and opensource software) | %24 4 8 A a6,

TUANDERALORNT, TR N OEFRZ- O EE LB (important products with digital elements)
ETUHIVDERE AN AR OFLE (critical products with digital elements) (2 X rE, FeBELE
DEFEPEAEFUBESIS B 7 (KU 855/,

FUHNDEEFEAH-STLEL (products with digital elements) K SO 7R—F U OIE Rz =7 b
DRV RIE S AR 357230, BIRIEU) 202402847 (A3 —[BHE T B, D IH7 ol
TEH, TORHEE K OMASEE O ED TN,

RLEFY, BEHCRLE RS DM I T, MEFIEDZR L A BGE T~ XK, SIHIEV)
202412847 (DA 73—l F775) K OBEREVE S O I CED BT MED A/ —t 2 ) 7 i
(essential cybersecurity requirenments) 28952 LAEPRL , EDIIREH 2R QD E AR T
Ol iy i e i T DI =<2 3= Sl e T M e [ e S a7 R E NI IO & 2 574 kgl = R
TOBREE KOS ORISR YT, T2 0524 SHL (products with digital elements)
B OO R—FRANE, MHDY A/ =2 )T A B A58 QOBEFAITIRD, FRIMEES D
TGN TIUBSE 52D TED, BHEAOFRBOTNIE, MiELITE S CE ~—7
DMFSIVQONDZ L ORERFZE Il b E TND,

TR NDBEFA SRS SR EVED YA S— 2T BT, BIRIEU) 2024/2847 (-
AX—[EHETI1E) DRI [ (Annex ) DHFCEDHITT D,

1.2 #A
FRAIEU) 202412847 (A7 X—[alE F 1)1, 2027 4512 A 11 BASiiSns GF 71456 218)

FUHIEU) 202412847 (A S—[a ) 34)13, 2027 48 12 H 11 HIDBENS i & =7 2200
Bzt DR AU T TEHI SN AT LD DNFRITTHDMN (5 69 255 2 1), ibteL
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T, [FERRINOSE 14 543, 20274 12 A 11 HIWGENSTHEAIED =T VAV DB AEH ORI
ST SIS (55 69 2555 3 1),

7238, EU ORI T, AAREDEHICBITAD LR DM O] T &V Wik &)
FELRNDT, BUTEDOERIRR U T T &V YWRREEZA# 42013324 Ty,

2 GRERICHLVTHEL YR DBGEES

BEE CHOG AL TN =T TSRO i G, T V2N OBESEA S SR OZE e
TR 2723DD BU DIES AT D,

ZILDIES ORI, RN TIER 2T LI RROZ L SE SN OIES LD,
HERIEE Y 7R 2 7 E L TOEY 22— /LMD RO PUTHLIA ENAEA12iE, HHIEU)
202402847 (A S—[EIE I )E) % B ORI DTE B O BRESIE D A TN SIS DD, F213,
HRINEU) 202412847 (A7 S—[R{E T 115) OSED S S AD) DN AIEISI VRl T U en 727 s,
Fiz, TIOANOEFREHL ORUNSHU CGEHSNAIES THOEDERID T, YA/ 3 —t%=l
T4 RO A SR 1Al 5 % BRIE 375 BU DIES DS EATET D,

ZD7, BIHIEU) 202412847 (V17 N—[BHEJ 1ik) O FHRIPHABIF 4272301203, Thusm B
IER OGRS DT LN EE T,

[FIERIZ, HLRIIEY) 202412847 (A7 \—[IE T)1E) L6 L GRS AIOIE T OBEESRIE LA
HIBU) 202412847 (P X—[RHE T HE) OH CRED BT VOARIADIEH_EOESeH B DIEARIRA
WL % AFAES Do,

JRRINEV) 20242847 (VA7 N—[EHE J178) OHFN T Z O s Z BT DUFRIR EOH WAL 7205500,
GEIUTUINED, BRI R CIBOCREan VETAZ L TR TSI,

1%, FEEDTDDRANT G T A ADEFESI, TR E OS5 RSO DB EFES
NDZETIpDETRSNAD T, BRI BFOEFITEE LU TS, DL 2B CO_ANT T T
S AEHBI OB AL, A% TS T - BE3 A28 IY, RS 2T FRA T 5
ST 2 TR LS AEIRGROIERR DT D D8 )% RS _RE T,

2. 1 ¥HE<$ 2006/42EC RUBHERAIEU) 20231230

FRRIEY) 202412847 (A7 N—[aHE I, TN DOEHREL SBOYA 3~ =7 LD
LERHEF DT> EU DEA 255 ThD,

FIRIEU) 2024/2847 (VA7 S—[EHE )BT, TV FNDBEHRZT2\ WEHEEEI e L s S
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FavAURY

W, TINVDBEIRETAR WA ZRAL T, B e 2006/42/EC (OJ L 157, 9.62006, p.
24-86) HEHISIVA,

BB 2006/42/EC 1, FhHRIIEU) 20231230 (QU L 165, 206.2023, p. 1-102) ! 51 248210, 2027
.1 H 13 HORSEAH > THEIESID,

20274F 1 H 14 HLIRE, Mg 2R -Ci, BIHIEU) 202402847 MBS Gl S A EAFRE,
FERRRIEU) 2023/1230 AN FSNAZ H 70D,

OL<ETHEAGREL T, BHIEV) 202402847 (VA 3—[EHE IR, YA —EF 20T L%
R A EERARO SR CBIL T REH SN HRLATD,

LinL, — e LT, 7V OB OBIREE ) AN — 2D T LDUR Fo 3
I AR LR REAAERT FTRE CHDUITERDIVRND T, filifm), 72 NVOEF A b M
BT, JFRIELT, FHIEU) 202402847 (A7 N—[RHE 1) DHDNEISN DT U2 DA
S5,

FRRBLEIEV) 20231230 ERIHIEU) 202412847 LA EOFHARMRIZERIL T, BHIEV)
202402847 (A7 N[ 1) DRITSIE)DH TR ~HFU TV,

2. 2 EAHSERIRAIEU) 2017745 R U U FAEAHSESIRAI(E) 2007/746

TV NDEHA S DR THIEREER ORI T & FN ORI EOBHRIZIV T, R
DOFEEE M O 7 N =7 DY A= 2T B2 ED D BU OiEmTELT, R
(BU) 2017/745(0J L 117, 552017, p. 1-175) K OMAS a2 FH = ek Rl (EV) 2017/746 (0 L 117,
552017, p. 176-332) ARSIV TS,

EERHAEHRAIEY) 20077745 K OSREINEY) 2017/746 OO IFRAINEV) 200412847 (28D DY A7 3—
TR UT BB AT A YA A — 2T B EDHIVTU VD,

AT A NOFESZELSRIHIZBEL, HAIEU) 2017/745 7= 38HIIEV) 2007/746 DHRITHEAT
LB ZTEDDIEDMFAET D56, THOORANZED A7 S— 2 U7 B B3 D HE
DMESER S, FHRIEU) 202412847 (VA7 S—[BHE T A \ZED DA/ S—tX 2 U7 A B &
WEHSIVRN G 2 555 2 HERM OB ),

EERRSEERAIEY) 2017/745 J OMHANEU) 2017/746 SARAIEV) 202402847 (17 —[EliE F775) Lot
H o ABRIZEIL T, MRAIEY) 202412847 (HA 7 S—[E1{E J135) ORISL5)D H Tk <530
50
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2. 3 BFRRITRET HRAIEV) 20192144 B UMRAIIEU) 20181139

H 8 RO A ZKFEL BE 3 DI 2 U 7 BRI CBAL T, HRIEV) 20192144 (O L 325,
16.12.2019, p. ) SERAREAL T ND,

FTZefe N O DRSO e ) T A AL TLE, FHAI(EV) 2018/1139 (OJ L 212, 2282018, p. 1)7°
BRIV,

FHIEU) 20192144 HMESEANTEMSND, Fiz, AL OO EOR it 27 A ZBL
T, HIHIEU) 20181139 MBS S IS D,

ZD7z), HHIEV) 20192144 F7-3HHIEU) 20181139 758 SN2 GIZBIL T, HRIEY)
202412847 (YA S—[EHE T JHE) DYA/ 3= 2UT A B ASIVRN (B 2 45 2 T S OV
SR 3B,

FIHIEU) 20192144 K UHHIEV) 20181139 EHIHIEU) 202412847 (A7 N—[HE 1) LD
M EOFARHRIZBIL T, AHAIEU) 202412847 (V17X —[al{E7115) DRISLRNDH Tk ~5HivT
VD,

7283, HIRI(EV) 202412847 (A7 S—[aHE 1) O 2 % ORI VLY, BURGRAR A EA A
RO AR EDH TN,

3 REMEELOBER

KBaDE LR OREEY ETA B2 EU OB TOFRANLESE, FEatE4 85/374EEC(0JL210,
7.81985,p.29) T,

PREFE4 8BI374/EEC 13, 2024 4F- 10 H 23 HIZEIREI R BARL OO BT 2 BE-2RR) Mak

2R OHHADFES(EU) 202412853(0J L, 2004/2853, 18.11.2024) %5 21 S50, 20264E 12 9 H

WZBEIESHUVAD, A H DGR 23 TR CEAII S B o - — e ity
LRI T, FERAFR S 85I3TAEEC )NVE I RlEA L U Gl SHge 15,

TR (EU) 20242853 55 2 5555 1 THICID, 2026 4F 12 H 9 HLMBAIZHHAZR TR T&AI0IC
ST SN B B QL FR(BU) 202412853 7 FHES NS,

3. 1 $ER(EV) 202412853

JRRAINEV) 20242847 (VA 73— T )15) OFTELFEEV) 202402853 L5 R H. o FHBEFRIC
BIL T, BRAIEU) 2024/2847 (HHA7 N—[EHE T E) DORITSIELOH Tl 50Tl VD,

RO BT BB 2T Ty 77— NSHIE TR e, 54 (EU) 20042853 730
TN KR NS AR, BUEIEU) 202402847 (V-1 S—[EHE 731 1, Bk
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IZEEN WSR2 T AT 7 T — RN IE CohHHINTT _REFNEEDOZRHEZTED OV (5 6
2%, IR | KL OBIRE 11 BH8),

3. 2 —fiRERZTEIHHAIEY) 2023088

— e A MERRIE) 2023088(0J L 135, 2352023, p. 1)1, B4 B TEDD BU D
HARESTOD,

— BRI ZE PR RIEU) 20230088 SHHHEIEU) 202412847 (VA7 S—[mliE F775) O BHRIZRIL T,
FRIEU) 2024/2847 (B S—[EHE 115 ORITLEO)DH TR~ TG, 2, 5 1 4T, 794
IO BEFASEE U T xS Z2 MR HIEU) 20230088 A3 SN A A DOSRMZEED T
VA,

4 (EEF)TABEEREOMR

fh7, % o MRS [T H—E AT, WAL 7T R OEEA L 7B USSRy
NI =2 B ONEHS AT LB FELEHE ) OffeRZ HiNE$% EU DOIEFELTE, NIS2 55 (EV)
202212555 (0J 333, 27122022, p.80-152) %%,

TNBDES LISMTHER N THANEU) 202412847 (P17 S—[AlE 37E) LA L Gl ISV THE
PEDI DA DA D,

4. 1 NIS2$845(EU) 2022/2555

FRAIEU) 2024/2847 (A7 —[al 1735) 1Z, NIS2 F845(EU) 2022/2555 AR BRI D, £DT-
O, THEH AT L O NI —7 L3 VAR 250 M O —E A RO 2 )T 12V OB
M5 BU DIESZELILIHETDHEET, M DS —RDOLO LU TR DB D,

FRHIEU) 202412847 (WA S—[BHEIE) I, fE 4 DT PHNVOEFEL ST OIE R 27 (&
VORI T D M R T AT LA T CUODIES ThD,

THUZHIL, NIS2H5(EU) 202212555 1, T —AIMBEESHU OISO e AT L O ek
VNI =D 2T &I T D LM R D LA T QU OBIES THA,
ZORITHRWT, FHAIZBREZRICT HIES ThAE SR D,

ZDITBLROFIEA IR SR DB L 5L, Bz, BHIEV) 20242847 (V17 S—[EHE
THE) O 14 555 2 TR DD as oot Fel+a 1 (BU) 2022/2855 D4 12 2555 1 I T~ ol
BT MEH B Rt O e R BRI T LT U 2N 283 H 8 W U T3
ENTED,

JRRIEY) 2024/2847 (A7 —[al{E ) 115) OIS NIS2 FE43(EU) 20222555 DSTEFH AL FHES %
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WZBAL TS, HRIEU) 202412847 (A7 N—[Bl{E T 7E) ORITSL23) K ORITSLRADH Tk B4 1T V5,
4. 2 FAIEV) 2019881 (HA7 \—tF)T1i%)

FHHIEU) 2019 881 (P17 S—tF=T71%) (QJ L 151, 762019, p. 15) 1%, KRMIEEA I T AfciakHigk
D CLIEHR R VT A RHELTZHR (Agency) T ENISA (the European Union Agency for
Cybersecurity) DIEAJFRBL, MERR K UM 2 T ED DI T,

T2 2T LR DA 7 MEIE, ENISA (2l THPIENIBIESN, KNS LLT
DAL T A NHEDHEGE  FSNAZ LTI 2D, Fo, FDT2OIZ, BREFEHAY ENISA [ZHEDHI
%

72721, ENISA T, T = )7 A& T HrflkaoD CloC, BRMBE G OTER THERE R O
FEBACII720, BRNEAI TR YA S—FIFREL COA LT L Mt ioA0 S &, Europol
WA 7 S—4[1 54— (European Cybercrime Centre (EC3)) | 1> CHERESILU QU VA,

4. 3 1O TUMBRRUMSERREFOIR N — a3y

FHRIEV) 2024/2847 (WA N—[aHE T 1R DFF 17 -3, 12T U NREONE KL OTHiEZBELT
TEDHTU D,

ENISA K OSHEEE LU CHRESHZ CSIRT ERSEI TR T, Fie, ShEEDSONEHFMH - EwRD
FRfit o> CSIRT |9 ol e i sizEs (BN HAE L L CD) Z DB EEEDORIBR -/l 2
BEILCI, BAIEU) 202412847 (HHA7 N—[E 1 1) ORITSE5)~ A SL(T6) D H Tk ~53 0w V5,

ENISA K O} CSIRT (23 2t RO BT DI SN D H— i 7 o h 74— (single
reporting platform) | ZBL T, HIHIIEU) 202412847 (P17 S—[EHE T 11E) D5 16 5 TEDHIL TV D,

TR NDEF S OBREEE DAL LT U NIREFFEL, B 1A TEDHIONVE,

YA B WE ORISR E EAFDHD, ZOHNIFEHARY YA EHRG & END, I
B2V A7 B A, FIZIE, MaE 925 = E) bR IE 8 7rl 2 f67 (5AY
(BU) 2024/2847 (17 N—[RIfE T )1E) DRISIEY SR,

FHHIEV) 202472847 (A S—[BHE T )1E) O 54 555 2 T, A SIV YAV BRI TR 28480
EDENL~L OB CEDTIY, 8 56 4555 2 T, BYNEEL~LORNIBELUTE
HTND,

5 #RAI(EV) 2024/1680( N THIREE) EDESR

FHIIEU) 20241680 (N THTRELS) LOBIRZEIL TS, FHIEBU) 202412847 (A2 S—[=HE 7 )1%) OOR]
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SLEYDOH TR ABIUTY VA,

BIRIEU) 202412847 (A S—BHE 1K) 0OF 12 543, FRIEIAZ Al AT LDBHES I EOBIRIC
BT, FHERUEZRT T,

FIIEU) 202412847 (A ~—HE T 15) 0% 12 4565 1A, FrEDZE e Te 3 iud, HAIEY)
202412847 (YA S—IRHE S RN TED D S PRS2 D2 23> THIIEU) 2024/1689 (A T
REE) DFF 15 SRTTEDDUHAD YA/ =X 2 VT AEB TR L QODEALSND BEED, —
EOFHDIDHZEAIEL TS,

FHEIEU) 2004/2847 (VA7 S—[RHE 1K) 0% 12 -5 2 T, RIS 1 A BN HES B0
\Z, —TEDZLED FIZH T, HEIEU) 202402847 (-1 S—[BIE /31) O Rl D M Tk
HIERHIEU) 2024/1689 (N TAHTRE) 0 Rl a MRl L COMBHEIR L BI85 - LA E
HTND,

ZOAITRAL, FRRIEU) 2024/1689 (N TAIEER) O R b EETATHERR O MRS I LT
HIEU) 2024/2847 (A /S —[Bl{E J31) O Rl 2 A IRk OB I T D Ui ~REDE 97
\ZOUNTUE, RIS UGS,

fit )7, FIHI(EV) 202402847 (A7 S—[EHE )IE) O B2 5555 14 TS, mVAY Al AT e THi
SNHT VHANDESE A O A TS 3 D Tt M SR S DR BB M A 3 D A B
L, EALOEBIF B OBHELTREE B TED T VD,

ZHORREHEDED S ERREG A E OB S ERE-AAE RO RTEIMAEL CTI8Y, Hilik
VIERRGR ORI CI DL I IERRE SO NS Lo TS T D TREMED & Y,
EDZEND, Ht%, ZORIZEET M _E R OVEREIR EOfyas Ve D rTREEA S, EU O
Bl DTEH BT _ETHD,

Hodd, BAERREIZR YT, B3I IR—0f#HIEU) 2024/1680 O\ TEIRERER) O FiZdhohims
PR EFARIIEU) 202412847 (A7 X—[EIE /)1E) O N &40 SRRk A Hedan ZEh3
ZNEAIE TSN, BT THOAIT, MR EORBEIIA U2, DI AI
FUNTIL, HHIEV) 202402847 (P17 N—[EHE T 1E) OF; 12 556 2 BT, MIRDTEZIRE LT VD
7T Wz lITB,

6 EAMEHEHERU CEX—

FHRIEU) 2024/2847 (A7 BT IIE) O 05K 0% 05T, 7 VO SEH O 2
HASNAYAD YA/ S— )T BB F LU QDR ChAZ LA R 9 72O Dl S I T
foil CE ~—2IToOVWTED T D, HIZ, HHIEV) 2024/2847 (A7 ~—[EIE T 11E) DRI VI I,
A MR EII OV TED T,
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fit 7, HIHIEU) 2019/ 881 (H A/ \—tF U711 1F, BRMH A S—1 U7 (3851 (European
cybersecurity certification scheme) 2 E6H QU VD,

FRRIEU) 2024/2847 (YA S—[0HE T BN, FROPEEITSCT, BRNYA S—tZF =207 a8
JEA EHEE 02T AR CE ~—2 ORI IA580 T D,

RN/ St 2T REREHI R SR T, TOFEESLL T, ZREAFEEHIHIEU) 2024/482
(OJL, 2024/ 482, 72.2024) H3EDHHAUTY Vb, DI I EEA% 5, BIHIIEU) 202402847 (A7 —
[B1{5 7 375) OSHALBIHIEU) 2019 881 (VA7 S—EF =2 U7 115 OSIAL O A.OiE RS RA S
VAVASDE AV EUAS AR

7 BSEYHHIECIRE R TLFORRRMDSHS Wb HNEE
EUIZRIT% CE~—2IZBE 28D Web AN T, TREDEZAIZDD,

CE marking
https:/single-market-economy.ec.europa.eussingle-marketice-marking_en
[20254F-2 H 10 Afifes:

NANDO f&#s A7 2 (NANDO Information System) HEFREIVHHETT 7 er—F OGEFFHAR K O
FRAEFIARIE A7 2 (New Approach Notified and Designated Organisations Information System) | 2884422
D Wb HANT, FREDEZAIZED,

NANDO ( New Approach Notified and Designated Organisations ) Information System

htps./Avebgate.eceuropa.eusingle-market-compliance-space/natifiec-bodies
[20254F-2 H 10 A

EU OB HIED IZE B35~ 71—H AR (The ‘Blue Guide’ on the implementation of BU product rules
2022) (2022/C 247/01) (QIC 247,2062022, p. 1-152) /)32 5 237577 (Commiission Note) £ CAZRSAU T
50

DT N—TARDHNZE, FRINEU) 202412847 (P17 N—[0HF T11E) DFBEMIRT 5 FCa Hze
TS FT VD,

The ‘Blue Guide’ on the implementation of EU productrules 2022 (2022/C 247/01)
https./feur-lex.europa.ewlegal-content/EN/TXT/2uri=urisend/3A0J.C 2022.247.01.000L.0LENG
[20254-2 H 23 At
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2. BERERICHITHERSE

ZDOBEFRIZEBTIE, Corigendum (QJ L, 202400780, 5122024) |2 15— EBET IE% O HIEU)
202412847 (YA ~—[EHE I 1E) ORI (recitel) , 432 (articles) & UV (Annex) D3R LT,

ZOBEFUTIRB IR RARA 228U, 7720, JRAFR R D28 EE My
RRIEPDICBIL T, RO IR DR R AR LTS,

ZOBERL, HLECTHHAIEY) 2024/2847 (A7 S—[E1{E 1115) OFLIFER Th5, AFGRTH
TR THRU Y,

ZOZEFRE, BRI TR AT D00 TdD, TPk, BT EERDTAERELT
EET_EHDEFAEEL, ZORSRIZINT, SETIREAA T &N EARTTT 2,

ZOBZEROFHNERUTUIFHIEL THEFRETDIEELT, EAROEE T A AGE /20120
FERTCBIL T, Steats T EREL,

JFCCHI DRSO EIN I RIL T, IR ORT 28U, ZOFSCHORRRESE R
BEFTNL, IREeIAL YEKR GIREL CHOLD LB G0 ST e DT Ol R Th
LHDODMHEZ L,

72720, SR AT T DRRat S BN A E FTO 2 TR T TSI T OB A Wl E Tlide
U, I AR U S FTAMAAE T D,

728, HRIEV) 202412847 DN TREN WSS HTES O HE R4 & FT O FTICIBNT
[ELE DS QOBLO055, UL, EOHADELL OFEFUFZNAMFELR CHEILTH
% BU B OS2S5O EME IR DTN ND T, HEF R ONHEF OB S5,
FHLDELL DGO, SRFRCEHE OE CRERLO—FE ThHOLRL, ZDII70ET, SR
THFRRTHIEITU L,

JESCHRIZRRDDS L L AIEILT-5E, JFRRIELC, ZOFHERELZ, L)L, ZOFFERIZLIZD
TIHELLIEMIR S 20 B R U= Z R e A, AFRR AR U - A
BRUT-RRSCE D2 ML, ZOfERTE K A R HIU,

ZOZBHEFRITIRETIR N, ZHEIRPICHOMES, ETRETHD,

TR SEEL, SO B (point)DFEFIA AN LT, FiZ10E, Tpoint@) 1&45@) =1 TiHd
Nl PSR LA P oive s W e

ZOBET, Eu-lex DT —F YRS AL T ERLTZ,
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3. SEREBIHLTREL-E=E
Economic operators

leconomic. operators | &13:, FAREFETHG [(ZH6U THLS [0 Y 55E L2001 AR (A SR FATEN)
DZEEEMT 5 FaH(EU)2024/2853 D5 4 555 15 55H),

leconomic operators i3, k4 Z85RANE 2 BN, ZOBEFRITB N CIHRGFEEE ) L WIaREFH$5
ZEbIRRILIZ,

L, EL~UZBIT D TRREE 1, EROREEBORATE B 75 C4RZE D) BUF T
%, FLT, ZOWADIIEFEREE 11X, [FRARHEE (31T D805 | DX 53 12 B T VR, 2
D=, EBREE A | M ORGE CIHRR - IREVE T AERIEDH DAL, TRFEE & 1L
FRGEZ Y VR Nl U,

INZC, HRNEU)2022/2065 (722 /L H—EA1E) DB EFR (LGS 85 2 5 1~20 H)IZH
FDRRGELIZ DT LR E LKL, Teconomic operators) 2 TG | T4 SRR X2 LT,

Qualifying as free and open+source software

lqualifying as free and open-source software 1 3, [BEFCA——"2 ) —ADY 7 N7 | D#IE G b E
TSSO DBIINEU) 202412847 (VA7 S—IRHE T )15) KR OBEE S O TEDHAUTY DB
(requirements) =71 241 (condiitions) Z-4ifi7= L QU VAL HIBIESAU QU VDL WZ LA D Aw1A)C
MO

OISR 54 31 products with dligitel elements) 720G, Tproducts with digiel
elements qualifying as free and open-source software | 273 L 72\ NC—{ElDZGEE U TR ~& T,

ZDIIFPRVLEWERED I S TNADIE, HRIEV) 202412847 DOHCED BT NS EF =)
T4 OB OGS 572D, R CA—T ) —2ADY T NI T | DF NEARDEFD A
BRI EASL IS 572D T,

KR, HHIEU) 202412847 1%, 1T BGH /AT ICT ROV T IAF 2= OB 2V T 2R 352
EEAHNEL QDI END, [Al—DRE—E 2DV 7 TAF == AR 53 D5 DBIRE 1
BT DEZRDFFIREHDIX 2 (TeoTDE, [FHRAIDS BT L~ D2 )T 2 MR TE<
725 CLED ATREMD D,

TPz, BIFRADE A OHWHER BGRL L CHIER T —7 =20V TNy =7 | ThHHED
DT 200 TIIZRS, AR HINT AR O > CRRIE TR/ H TR BITNTE DT LD ME
SHTQDEY VI EEMefR § DT LN TID,

PLEDZEasE X T BT, ZOBEFRIZISV UL, [qualifying as free and open-source software 13, [
B CA—7" =2 TN = T U CREk& R | LR T U
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Software bill of materials

[SBOMs) %7213 [SBOM | Lt #rs#15 [sofware bill of materials |13, —fIC, [/ 7 N7 78 ) SRS
AVTUNVD, ZHUT, V7N T DA, BEEEET2 O SL Qu e LA DR RIS
2 bill of meterials | DEEEEZOFREE Tl MELZS | £ WREA I iR LT 72 T ORER U TR
UI-383RO—FECTHHD T, FOFHEEIESN A& THD,

I, TUAMHIL, TR RILIEREDSRDHIND, BRI 2 U IERTT
DT OV5375 S FERES1ETR N, PIRE AR e A P ST D2 e F L,

ZOBERITRBOTUL, BRAVSRAO—FELLC, TUXVDOELEEL OV TNy T RTIZEAL
T, Tbill of materials | 2 (354452 | LRI _RE THLEOERARHRZLT=_EC, [software bill of materials
CADZANVEVE =Y E e/ N s 1 B

7083, BUROBEEELY, [ 2 T DOEDIE T T, BFTF v Ro7 77— T AT
ALTE AT VIRDEAT DOUDHSERN T 25TV ND,

FHVDZIZ, ZDII2T U AND A DT OY A/ S— X 2 VT (BT DB A A
U CHHIEU) 202412847 (A7 3—[0{E J115) HAERREINT- 2 ORGSR A2, 514213, FET U200
T E - GnD, 4 CORREEDHLE, (products) O BRI VT, Thill of materials | OFREEE L CIERA,
) ERENSEAT O T, ZOBEFRITIB N THERLU QDI FME | LOFRGEEZIXZD
FREBLOBEN R DOFRGEEAE T & ThH A,

Critical infrastructures

laritical infrastructures )1, —%IZ, [HEEAL 77 | LRSIV, FABZAVE TIEEDIINTERL TET,
L2aL, BU Ol A% RIELT-354, Toritcal infrastructures ) & limportant infrastructures | &5 CEIiE
ERAVACZ NN

FIT, ZOMITETAE 2 AU, Taitical infrastructures | 22 TN A] K2R A L 75 | E1- 1 XA AT R A
77 1E5RL, Timportnt infrastructures | - [ BEE B2 AL 77 | AR TEEAL 77 | ER$ZH LT,

72343, HANEORREER A AL 77 | LOMESE, FARIZIE, BU ORFEEIIZIsIT5
oritical infrastructures | ORI & S5at i d 28,0720, HAEEDES EU EOEEA T —E&L T
73?1/ \O

Refurbishing

Mrefurbishing | D44 Al Cdhd refurbishment | OREZEIZRAL, HIHIIEU) 202412847 DRISIA) THIRSL
TH=7 A HRIEU) 2024/1781 (0 L, 2024/1781, 2862024) D 2 2555 18 51, IRDIANZE
FLQN%,
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‘refirbishment’ means actions carried out to prepare, clean, test, service and, where necessary, repaira product or a
discarded product in order 1o restore its performance or functionality within the intended use and range of
performance originally conceived at the design stage at the time of the placing of the product on the market;

ZOREFGIAEEFZ 72 1-C, Trefurbishing ) - TE(E | LSRRI ZEBIRRSLIZAS, 20T FER)

f@é@&@ﬂ% (& TR FIAEL CHATSNAFHIAZ S TEES2DC, TH4E1D1E)
I a7 R’ R RRE DML,

ZOFERLL T, ZOSEFRITBTUL, 0Bz, Nefubishing 1% TFAEFIH 1 LR 282 LT,

Assurance level
lassurance level ) 1, MR~ UL | E5R4-Z 1T LT,

ZOPRFEA~ UK, T A=) T GRRH I B SR EORREE A7 R (FREE) T, —i
FZiE, M (ow) J, T4 (substantial) | & O & (high) 112X 53&35, Tower ) 713 Mhigher) 721
Thighest)(;, Isubstantial 2 A 1ELL CRIIIEILD,

EUCC EREFRSHLDMRN i B — 2D WA 73— 2 7 (FRGEHI FE (the European common
criteria-based cybersecurity certification scheme) | CHIHIIEU) 2019/881 Z-i H ﬂ“ét&b@ 2024471 H
31 HOZEELSEHAIEV) 2024/482 (0 L, 2024/482, 72.2004) D% 4 5555 1 181X, -4y (substantial) |
O (high) | SR CETA5A I ERRESES)S EUCC AEHEA T T 20D EED TD,

F=, FHRRIOE 4 548 2 1813, REE~VLod 45 (subsiantial) 175 AVA VAN level 1 or 21 2FE249
BHZYLEED, [RISER 3THIY, MR~V (high) 125TAVA VAN kevel 3,4 or 5 (ARS8 47
HQND, TSR, FEINZRTGE, UK (ow) 12FRE, D7 it 5 BREDIRGL LM ET
HZLTI2D,

[AVA VAN level | DTEZET, [RIFEERRRIODH 2 55 8 5 TEDHILT D,

Critical dependencies, critical dependency

ZDOBEFITI\ T, loritical dependency (critical dependencies) | 2 T FT R OEAERAR | L3R X2l
7

BEHHOZZEROHCIRIEIGRBLIEZEGHDD, dodd,
Bug bounty programme
Ibug bounty programme | (= k35Tl Mbug bounty program ) 13, —H5IC, /37 HEEEHIEE | LiRESND,

DAL, il 2 OARZEEENSE S (sysem) 2R SRk AT AU X0 C, Thug bounty
programme || ZF31 T2 programime | - THIEE | LRRTZ 4, B CRRGR T,
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22T programme) 1, e 2T D~ R A AT AO I CHEHHEE A Bl
720IT, SREE BRI > IR AR LS - AR (ontrol) O—FliL U CREfiR- <&
HOZROT, TeblLd bl E = HAFIR LR D322 T,

LIRMIRBSRULI- 28075, BRI 1T, FREEE SO ETEL LI,

DL EEEEZ 72 BT, ZOBEFRICROTUE, E0d23, Thugbounty programme % [ 37 B LG
[P N et e

Notified body (nofified bodies)

Mnotified body (notified bodlies) 113, HBESHERRD &2 EIPAIFERE (competent netional authorities) | ZJ-> TRt
T, 730, WINZEE ST U QiSSP R CénD,

Inotified body |13, FERKIEIDT TBUERID —FECHIEDITNES, RIFORIER RGeS 7AH O IR
T TSRS notified body | 7257 EAVEESIU L VD,

72720, REOSFHEARCEH b 2 )T+ EOEEL 3NV TR0, 155y B9 25 PRI X
SNTAREMM TONDZENEESIVOND, BIRERIZBW T, & CORSEDT VLV DTEFR
Zt DR L O OIGHRLL SISV —E AR C, $FF EOBELREIE L OVEE EOTE3E
BOFE LA WA H— DB N e R TR A - Sl - I 22 0%, [ HERATRECTHD,
D7, BRSO BARERNIZI T, HHIEU) 202412847 | RSN BD B4 FE I3 D3R
P THES ) LRSI PESINEMEA - ERRIEAR L, 1 OBAELRNL, S%bE YR AL LTl
DA TAFEALETRL N,

Pz, BARENZI YT, RFEEE I, EOEHS 2 EHD TR O oRRE )
TN TEHREZR B L1235 Mnotified body | &L CORREIE R SE D572 DT ik
E XD,

Motified body (notified bodies) 11, [ELRRCl MR 5270 2 BN/ Efk) SiR9 282702, L
ML, 2O aReEA FV DA, notified body | < BIRFSIUCY VDl C B T LRRER Sk
T LHDTIZRNE D ER CHETVFTGEE RN BEZ LD,

ZZT, ZOBEFRTIB UL, EOEMAE SIS E572%, [notified body (notified bodies) 1% [R5
LR S N RN N

7272, Tthe New Approach Notified and Designated Organisations (NANDO) information system | > [ Notified 11 3.,

ERRIZ IO TN LT 22U (BT 103 BH8),
ZOFRER, ZOZEFROFIZI X notified || ZBIL TR/ RBERDNEAEL TV VA,

Proprietary rights
—fB4Z, Tproprietary rights |13, FRFHE, RAETHE, ETEME, ESERER OO D7 S HEC L CORIRE PE
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MEAR IR T,

FARIEV) 202412847 (A7 S—[RHE T )1E) OHFUZIBWTH RILEWZ S OFEL L TS Q0D (BB
KFE 10 ESH),

FIHIEU) 202412847 (A ~—[alE 1 315) 0% 63 5545 1 H@), [RIBIRNZIS1 2 proprietary rights | >
BESPNAALEIET 2 L TBBI T,

VU EDFES AR EZ - 1T, ZOBEFRITHOTUL, 1BHIHE S, Tpopretary rights) 2 MBEAHE | L3R
THIL

Data, personal or other,

B 1O 285 [ data, personal or other |~ EI, Tpersonal data or nonHpersonal data ) %2065, &
frsND,

I, TUANDFEIAH SR R TSNS T —2 . GDPR MM AHSNAMEAT —
% (personal data) |& GDPR 23 SR AT —4 (non-personal data) | E2MFELAFDS, A
F R LN T —EDNEAEL TSRS X GDPR 735 SV,

FHENT —HZBILTEDD EU DFART 21513, HHI(EV) 2018/1807 (OJ L 303, 28.11.2018, p. 59—
68) ThD,

ZDIIFIREAREZ 77 T, ZOBEFRITI T, data, personal or other | 2 [l A7 —# £/ 3%
NLIGNDT—5 | LR,
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4. BESERE

FiHII(EU) 2019/881 (Cybersecurity Ac) DZ B R -G TS, TELAE MRS 44 8 5 16~86 HIZhHD,
FEB(EV) 202212555 (NIS2 #547) DB E R L, IR HMEE 85 4 5 1~206 EIZHD,

FRAIEU)2022/2065 (72 NAP—EAE) DBEFRIL, LGRS 85 2 5 1~29 HIZHD,
HEIEV) 20060679 (—fikT —AFHRHH) OB EFR-HR TS, IEL MRS 3% 55 1~14 HIZ
BD, T —H— 7P — 2 HHIEU) 20181807 DEEFRIL, BT HRMES 4515 2~100

(2%, B HIEU) No 9102014 DEEFRIE, ECIEddES 25 10 75 147~196 EIZHD,
REMIE T R AH RS RS 85B74EEC DSEFRIY, 1ELEHMES 24 10 5 278~291 EHIZH
5o BEEME RS U ROBE R, 1L HRYEE 8 % 15 81~161 HIZhD, fhdE
FEFRS S COM(2018) 246 firal DBERRIE, 1AL IEHMEE 3% 95 269~280 EHIZhD,
EIERVER T (EU) 2016/43 DEEFR L, TELIHHMEE 25 95 489~514 HIZHD,

FHHIEU) N0 18212011 DEEFRI L, 1EEHMEE 355 575 168~179 EIZHD,

ZOBEFROBIEF L, FERMAR Mt 2) OB %457,

& 3k %k
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TIORIWDEFEL DH ORI Y A \— 2 )T EHZBET 5T
F81(EU) No 1682013 B UMREI (EU) 2019/1020 T “H5 4 (EV) 202011828 ZHIET S
RrinEsis R USRS 2024 £ 10 A 23 BOFRAIEV) 2024/2847 (-4 \—E1{E Hi%)

Regulation (EU) 2024/2847 of the European Parliamentand of the Council of 23 October 2024
on horizontal cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013
and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act)

(EEA | THEHSHIAIESD)
(Textwith EEArelevance)

IR B OV N A DER AR T,

MM IEE A ORSEEIZBET-22550, E0blT, [RIZSRIDES 114 SR 287,
BRINZEE ) SO THE T,

SHEZAENERITEA LA,
RRINEEA T B RO B RE A,

B 2 S0 AR 14,

T ONIETRU > THRRLY

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard o the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parfiaments,

Having regard to the opinion of the European Economic and Social Committee®,

After consutting the Commitiee of the Regiors,

Acting in accordance with the ordinery legislative procedure®,

Wheress:

@) YA —EF=2UT AL, FHEE L THELRDRRRRNED— DT D, oy MERESHU AR
B OTEEAT, AR D, Y17 S—HBEEDMNE S OREFH LT
T, REEZRNEONHEE DL LR T BRI DTN D, YA/ —B
13, DILORFEDDLFANERL TND, ZTHUPR, YA/ S—TF=2 T AT 2DEMEE DT
r—F b, BRINEEL L THAS—BIE AL, 2L T, 7P 08 ab o,
RN S O T E L Z A BT DMIED YA/ S 2 U7 B B3 2l — 17 ps

1 QJC100,1632023,p. 101

2 WD 202443 A 12 AAHTE RS (EoRiSiR) L OS2 2024410 A 10 BFHTE,
Position of the European Parliament of 12 March 2024 (not yet published in the Official Jourmal) and decision of the Council of 10
October 2024,
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I B DT LT TN iSO ) LS AMBE 5, FIFE KOS T L T e
5 2 SOFELRE)SHLESNA & THS §7obb, JL#HLE T DfEgatt &k O%
HESHE LSBT 2D D2 T A T 7 T —DARA550 > > —E D72 AR Z S TRl
N5, TUANDEZEL SEELOIL VDY A R~ 2T THY, F-, FIFEITKRL, 5
1511 o A G ) b o e e SR Lo g €27 N I N 1 = 9 e e G T4 T e VAN |
3225050 QD FIFREC IO 70 B AR~ DA 53707 7 B A TR A,

Cybersecurity is one of the key challenges for the Union. The number and variety of connected devices will rise
exponentially in the coming years. Cyberatiacks represent a matter of public interest as they have a critical impact not
only on the Union’s economy, but also on democracy as well as consumer safety and health. It is therefore necessary to
strengthen the Union’s approach to cybersecurity, address cyber resilience at Union level and improve the fimctioning of
the intemal market by laying down a uniform legal framework for essential cybersecurity requirements for placing
products with digital elerments on the Union market. Two major problerms adding costs for users and society should be
addressed: a low level of cybersecurity of products with digital elements, reflected by widespread vulnerabilities and the
insufficient and inconsistent provision of securrity updates to address them, and an insufficient understanding and acoess
to information by users, preventing them from choosing products with adequiate cybersecurity properties or using them
inasecure manner.

ZORRANZ, XD Wegattat DIRRE TN — Ry = 7 B T N = T B S S B AT
CEHER DAY, MO, BEEEN, B OTA T A7V R0 T =) T BRI
FIEDDZ AR DAY, TN DEHEAEY YL R OB B B RS A i
TETHIEEAANNEL TV, ZORRNE, BT, TR TR TEAINISNET VLD
BiAG OO R —NYRN BB IR 16 SRz MY, T 0% R
IR DB R ORI 4288, FIHE DA S =2 T 5 E I ANAZ LN TEAINTT
B2 VT ZEBIANE LT VD,

This Regulation aims to set the boundary conditions for the development of secure products with digital elements by
ensuring that hardware and software products are placed on the market with fewer wulnerabiliies and that
manufacturers take security seriously throughouta product’s lifecycle. It also aims to create conditions allowing users to
take cybersecurity into account when selecting and using products with digital elements, for example by improving
transparency with regard to the support period for products with digital elerments made available on the market.

BUYERZNL QOB R AR, TN T IAF = O] LS L0 DR E
B, B NS AN— X 2 VT LR OHI DI E DRI XL T 2857 DR
W72 E Dy MZ I TRERSILCUVD, LnLZenn, BONFES K OEFH2S O HIEU)
2019883 DN Mz K OBEER S OFE S [EU) 202212555 % 5D, WA/ 3—t= U7 (L3R5

8 ENISA(FRMBEA YA/ S—t 2 )T ) I BT R OB S H oD YA S—E 2 ) 7RG B2
ONZHIHIEY) No 5262013 - 119~ 2RMNaes S OBH20D 201947 4 A 17 HOBIHIEU) 2019/ 881 (13—
Y=l 7 1) (UL 151, 762019, p. 15).
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PSS OB TORNE AT, EHEANIL, T2V OBEZzE A SR O #2842
AR B2 B R LT VRL Y,

Relevant Union law in force comprises several sets of horizontal rules that address certain aspects linked to cybersecurity
from different angles, including measures to improve the security of the digital supply chain. However, existing Union
law related to cybersecurity; including Regulation (EU) 2019/881 of the European Parliament and of the Council® and
Directive (EU) 2022/2555 of the European Parliament and of the Council @, does not directly cover mandatory
requirements for the security of products with digital elements.

M A OB TETT V2V OBEFEL D> EORL IR GEASNALOD, T2/ D3
5t O TR B A AR 2 A St o T B2 AR B A RS 2 s
RS IAFAEL 2, BRI S L~V B ONEINL L T E T U AR A RSB LY
BGHAR T, FE RS AN—t 2 DT EBhE T DRI R OVAZ R U G N SR 572
FTHY, WINTIBENICRO L Eo/ o FU—202o< L, Szl o fibgs SR fED
WA U QR R A SRR IS, 2T, JEROX A7 ORI BT 2250 B K O
TS DT SO OMEFH OB A3 R OSSR TR QU D, A RRIE 71358 =
ECREESN =TV 0B AL SBLNE, LIEUE, NTTSREIR -2k O
I THIHESNAD T, oD OY A 3—tF U7 413, 087 Es Az 2 R
wH0, ZOZUE, BEALSITERIMS A A RS 5720, 2L C, ZESENE 200336LVECD
BRRCEFRT D~ A7, /IMEER O EA T, FIFE, M OB lsTD
IR AR 57200, OB ERRINEAL ~IL TR _ELEMA A LSV,

RRME S OIERIOEARIE, 72O B DR B DR e S~ —E 2 U7 B
B AT DI TEEAEESND & THD, AT, BGEEE | A ORI TOEN)
TESHE, ONZ, NG ~DSAZIANNET DRE B RO DI FA T RRE 512>
O, B—HiRnJ0 BVREbE, ~ A0, /MR O ZEDT DD EFIE,

RRMREL S A ST s THERS A RE ThD,

While existing Union law applies to certain products with digital elerments, there is no horizontal Union regulatory

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union

Agency for Cybersecurity) and on information and communications technology cybersecunity certification and repealing

Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).
4 RN AIROIEEHD NN DT A =T =T DT OREE 2B, HRIEU) No 9102014 } ONE4

(BU)20181972 ATLIEL, WNT, 8 EUR016/1148 Z-BE -3 2RR ek M OS2 2024F 12 H 14 HD
545 (EU)2022/2555 (NIS2 F643) (QU L. 333, 27.12.2022, . 80).

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common
level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing
Directive (EU) 2016/1148 (NIS2 Directive) (OJ L333,27.122022, p. 80).

> AR, IMEEE ORI ZEDEZ TS 20034F: 5 H 6 A OZ B 2003361/EC (O L 124,

2052003, p. 36).

Commission Recommendation 2003/361/EC of 6 May 2003 conceming the definition of micro, small and medium-sized

enterprises (OJ L 124, 2052008, p. 36).
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framework establishing comprehensive cybersecurity requirerments for all products with digital elerments. The various
acts and initiatives taken thus far at Union and national levels only partially address the identified cybersecurity-related
problems and risks, creating a legiskative patchwork within the intemal market, increasing legal uncertainty for both
manufacturers and users of those products and adding an unnecessary burden on businesses and organisations to
comply with a number of requirements and abligations for similar types of products. The cybersecurity of those
products has a particularly strong cross-border dimension, as products with digital elements manufactured in one
Member State or third country are often used by organisations and consumers across the entire intemal market. This
makes it necessary to regulate the field at Union level to ensure a harmonised regulatory framework and legal certainty
for users, organisations and businesses, including microenterprises and small and medium-sized enterprises as defined
in the Annex to Commission Recommendation 2003/36/EC®. The Union regulatory landscape should be
harmonised by introducing horizonial cybersecurity requirements for products with digital elements. In addition, legal
certainty for economic operators and users, as Well as a better harmonisation of the intemal market and proportionality
for microenterprises and small and medium-sized enterprises, creating more viable conditions for economic operators
aiming to enter that market, should be ensured across the Union.

~ AT O IMEZE R OB 3EIZRAL C, A SENLY T D5RA I E T2, )
5 2003B6LEC DRIFROSIEN NN SHEASNDETHD, THUDZ, IR IRETDIE
SEBER OGS D FIRMEAFHET DR, /=M — 2 E D IO EDSAT
DA E I NIV TEED T — 25 e T DB 5E)E 2003861/EC DRIFRDE 6 550
SIELHEASNDRETHD,

As regards microenterprises and small and medium:-sized enterprises, when determining the category an enterprise falls
into, the provisions of the Annex to Recommendation 2003/361/EC should be applied in their entirety. Therefore, when
calculating the staff headcount and financial ceilings determining the enterprise categories, the provisions of Article 6 of
the Annex to Recommendation 2003/361/EC on establishing the data of an enterprise in consideration of specific types
of enterprises, such as partner enterprises or linked enterprises, should also be applied.

BRMZB AT, ZOBRIOBENZITREFIRG | L, L0pl)~A7nde 8l N M3 e O
IR AR T 57O DI AR AR _ETHD, ZDIIRITARN, iEH, ZORRIDE
FHHEPAZ RS RETHY, LV CA—7 ) —2DY TNy =7 BEE 2o TOUE—R
DT —ZRIEZ D, T V2 NVOE R RO YR — MR E T 572Dl IS D
FHEDE M, ZORRIEMOBNEEIELORIOMN EAEFNE N RS IAMEIEDE S ZZ 0 5o ~E
The Commission should provide guidance to assist economic operators, in particular microenterprises and small and
mediumssized enterprises, in the application of this Regulation. Such guidance should cover, inter alia, the scope of this
Regulation, in particular remote data processing and its implications for free and open-source software developers, the
application of the criteria used to determine support periods for products with digital elerments, the interplay between this
Regulationand ather Union law and the concept of substantial modification.

FRINEESL~UZBNT, [EU OF 2L 10 AEDT- 50D A 73—t U7 iJllE | LRE% 2020
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12 A 16 AORRINEE ST ONIING KO S-ERATT S H B DR N A BRIt
[FREAENE, o NI A% e DA/ S\~ =2 U7 AZBE 5 20004 12 A 2 HOBSEASGERL
OVRMBE GO S—REBADRESY C47% 2024E 5 H 23 HOBEHEASHITONTT V2L 104E
DD EU DA S—1x= U7 I RS 972 20214 6 H 10 H ORISR DI 7 okki <
7o HESCE R OWAESCES, Yaksh =E o A3 IO Z ORI T 57D O EAE AT
KON DF=FNIHRIL, TV Iy MBS T B AR M S O fEROHA
R UT B RO CE T, BRINDARA B DD B ZEOH T, fikS, o
Nt VT LB A~DRFUITD BU DI I185%E Zeskdi=, YA/ 3 —tF =T
DI TR NE A DS G A R ERSAOREE B =972, Bk RIS A Z 975
ZENEETHD,

At Union level, various programmatic and political documents, such as the Joint communication of the Commission
and the High Representative of the Union for Foreign Affairs and Security Policy of 16 December 2020, entitled “The
EU’s Cybersecurity Strategy for the Digital Decade’, the Council Conclusions of 2 December 2020 on the
cybersecurity of connected devices and of 23 May 2022 on the development of the European Union’s cyber posture
and the European Parliament resolution of 10 June 2021 on the EU’s Cybersecurity Strategy for the Digital Decade®,
have called for specific Union cybersecurity requirements for digital or connected products, with several third countries
introducing measures to address this issue on their own initiative. In the final report of the Conference on the Future of
Europe, citizens called for “a stronger role for the EU in countering cybersecurity threats’. In order for the Union to play a
leading intemational role in the field of cybersecurity, it is important to establish an ambitious regulatory framework.

© PN B T U I DB SR TR A — R 2 YT (DA 2L~ 2
[ S U270, FURDBR S B BRI CES, BRSO
BTN A S 2 T AT A AT DB D,

To increase the overall level of cybersecurity of all products with digital elements placed on the intemal market, it is
necessary to infroduce objective-oriented and technology-neutral essential cybersecurrity requirements for those products
that apply horizonially.

O —EDFFD FIZBNT, JOREREAFIS AT LOFUHIMAFENF A TIORE L E G
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KT DEHET 7 e AA S CEBINNTL, FAE, AT LA BRI CX AT, Fh
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& QIC67,822022,p.8L.
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Under certain conditions, all products with digital elerments integrated in or connected to a larger electronic information
system can serve as an attack vector for malicious actors. As a result, even hardware and software considered to be less
critical can facilitate the initial compromise of a device or network, enabling malicious actors to gain privileged acoess to
a system or to move laterally across systems. Manufacturers should therefore ensure that all products with digital
elements are designed and developed in accordance with the essential cybersecurity requirements laid down in this
Regulation. That obligation relates to both products that can be connected physically via hardware interfaces and
products that are connected logically; such as via network sockets, pipes, files, application programming interfaces or
any other types of software interface. As cyler threats can propagate through various products with digital elements
before reaching a certain target, for example by chaining together multiple vulnerability exploits, manufacturers should
also ensure the cybersecurity of products with digitel elements thet are only indirectly connected to other devices or
networks.

TUHND AL DR AT CEL MBI A S 2 VT B A EDH LY,
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NAZEER T DU 0D, ZOZHE, BrEoE— i AT 2001572, MagatEOe I E
W E BT AN DOER A OTHEE TR Z T BT D OB &5, T2
DEFEH HOEEMLGL LU CZORIRIO R TR LS T U2V O E %S DT R T T
il S, EOVAIOSEEEDENZ T AR DR, O, ZDI7 B OR HE OISR, B3
LREARILORE ) DI ZIBIT AR DL Y REIRVAT OB ISREZ 2 T HZ LD, TAN
—X 2T EDIEEIRI A 2R CRY, KOS sl A TRl TRia 2 D& Thd, =
DT L, Av— T r%E0, BT R D DA~ —NR— AU, e —E 27
DR AT I, o MEE LT BE R, L ON BT =777 USRI DL 78 T LT
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forld, MESsHEDIER LY WIHEE TR AITER R A DR, 1T 57 DI 535285,

By laying down cybersecurity requirerments for placing on the market products with digital elerments, it is intenced that
the cybersecurity of those products for consumers and businesses alike be enhanced. Those requirements will also
ensure that cylersecrrity is taken into account throughout supply chains, making final products with digital elements
and their components more secure. This also includes requirements for placing on the market consumer products with
digital elements intended for vulnerable consumers, such as toys and baby monitoring systems. Consumer products
with digital elements categorised in this Regulation as important products with digital elements present a higher
cybersecurity risk by performing a function which carries a significant risk of adverse effects in terms of its intensity and
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ability to damage the health, security or safety of users of such products, and should undergo a stricter conformity
assessment procedure. This applies to such products as smart home products with security functionalities, including
smart door locks, baby monitoring systems and alamm systerms, connected toys and personal wearable health
technology. Furthermore, the stricter conformity assessment procedures that other products with digital elements
categorised in this Regulation as important or critical products with digital elements are required to undergo, will
contribute to preventing potential negative impacts on consumers of the exploitation of vulnerabilities.
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FRENOTE FHFIFANICH D, FDIH7eR@ O ERFE I IFEE AT, B M7 7V r—a iy,
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FAIT —H R ADT I RRE TR T DIRNAE G T, Z DI EITB UL, 20—
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B O E KON EOfEEA DR,

The purpose of this Regulation is to ensure a high level of cybersecurity of products with digital elements and their
integrated remote data processing solutions. Such remote data processing solutions should be defined as data processing
at a distance for which the software is designed and developed by or on behalf of the manufacturer of the product with
digital elements concermed, the atbsence of which would prevent the product with digital elemerts from performing one
of its functions. That approach ensures that such products are adequiately secured in their entirety by their manufacturers,
irespective of whether data is processed or stored locally on the user’s device or remotely by the manufacturer. At the
same time, processing or storage ata distance falls within the scope of this Regulation only inso far as it is necessary for
a product with digital elerments to perform its functions. Such processing or storage at a distance includes the situation
where amohile application requires access to an application programming interface or to adatabase provided by means
of a service developed by the manufacturer. In such a case, the service falls within the scope of this Regulation as a
remote daia processing solution. The requirements conceming the remote data processing solutions falling within the
scope of this Regulation do therefore not entail technical, operational or organisational measures aiming t manage the
risks posed to the security of a manufacturer’s network and information systems as a whole.
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Cloud solutions constitLite remote data jprocessing solutions within the meaning of this Regulation only if they meet the
definition laid down in this Regulation. For example, cloud enabled functionalities provided by a manufacturer of smart
home devices that enable users to control the device at a distance fall within the scope of this Regulation. On the other
hand, websites that do not support the functionality of a product with digital elements, or cloud services designed and
developed outsice the responsibility of a manufacturer of a product with digitel elements do not fall within the scope of
this Regulation. Directive (EU) 2022/2555 applies to cloud computing services and cloud service models, such as
Software as a Service (SaaS), Platform as a Service (PaaS) or Infrastructure as a Service (laaS). Entities providing cloud
computing services in the Union which qualify as medium-sized enterprises under Articke 2 of the Annex to
Recommendation 2003/361/EC, or exceed the ceilings for medium-sized enterprises provided for in paragraph 1 of
that Article, fall within the scope of thet Directive.

3 TUANDESEH SR SEOT R EEN AT DR AR HT DO ZOIAIND BN
ST, HREY, ZOBRRNE > TEBESNAFIEICBIL, ZORRIEE 357 U XVOEERL
OIS E TG ZIBW TR CEDIDNTT DAL T U2\, Zhudz, ZORANCE-T
BAESNAFIEICBEL, MEREIY, TV OB AL SR E TR TR CEAI0C
T BTN 2 A7 =2 DT A B ZFRAT 2, 72720, ARl TR
TR, SRAETAROERD HHIDT- DT 2N DEERZE - SR OFEE IR H D79
D, ZOHRANDOHFCED I ELH DR BY AR T AT LT, Fe, Zhudz, ZOM
RO FCTHEHIR TR TEAINTT A0 SN A YA/ S—% 2 U7 (B L0 Bks
T, 10, JOERI A/ S—tX 2 VT A BYH GG T DT VANV OE RS SRR 5
TLBRINTED, BN M OBEHEOES 014R24EU N OGS 200425EPE 15T 52073,

T NS BT DK OFE T 200418EC A 1L MR M OB D 20014 4F 2 H 26 HOD¥ETS 2014024/
EU (OJL%,2832014, p. 65).
Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public procurement and repealing
Directive 2004/18EC (QJ L94, 28.32014, p. 65).
8 K, =LA —, Wik R OEME—E ZOBER s\ v CEGE T O IR O T D M O E
5 2004/17[EC 2B 19 2R KOS D 2001442 A 26 H OFE45 2014/25/EU (QJ L4, 2832014, p. 243).
Directive 2014/25EU of the European Parliament and of the Council of 26 February 2014 on procurement by entities operating in
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In line with the objective of this Regulation to remove obstacles to the free moverment of products with digital elements,
Memiber States should not impede, for the matters covered by this Regulation, the making available on the market of
products with digital elements which comply with this Regulation. Therefore, for matters harmonised by this
Regulation, Member Staies cannot impaose additional cybersecurity requirements for the making available on the
market of products with digital elerments. Any entity, public or private, can however establish additional requirements to
those laid down in this Regulation for the procurerment or use of products with digital elements for its specific purposes,
and can therefore choose 10 use products with digital elements that meet stricter or more specific cybersecurity
requirements than those applicable for the making available on the market under this Regulation. Without prejudice to
Directives 2014/24/EU and 2014/25EU® of the European Parliament and of the Council, when procuring products
with digital elerments, which must comply with the essential cybersecurity requirements laid down in this Regulation,
including those relating to vulnerability handling, Member States should ensure that such requirements are taken into
consideration in the procurement process and that the manufacturers” ability to effectively apply cybersecurity measures
and manage cyber threats are also taken into consideration. Furthermore, Directive (EU) 2022/2555 sts out
cybersecurity risk-management measures for essential and important entities as referred to in Article 3 of that Directive
that could entail supply chain security measures that require the use by such entities of products with digital elerments
meeting stricter cybersecurity requirements than those laid down in this Regulation. In accordance with Directive (EU)
2022/2555 and in lire with its minimum harmonisation principle, Member States can therefore impose additional
cybersecurity requirements for the use of information and communications technology (ICT) products by essential or
important entities pursuant to that Directive in order © ensure a higher level of cybersecurity, provided thet such
requirements are consistent with Member States” obligations laid down in Union law. Matters not covered by this
Regulation can include non-echnical factors relating to products with digital elements and the manufacturers thereof.

the water, energy; transport and postal services sectors and repealing Directive 2004/17/EC (OJ L 94, 28.32014, p. 243).
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Member States can therefore lay down national measurres, including restrictions on products with digital elements or
suppliers of such products that take account of non+echnical factors. National measures relating to such factors are
required to comply with Union law.

ZORANE, BIESEEETUT, E L R 2 2R DT L B o E OB TA
THT Q225720 N, Z DI FEED WM B EIEOH CED DN ABRIEDZH L —EMD DT
ERFIFELT, MRRENS, EZeef/biEmo B BYS73E500 B HIDI2D iR 3RS D
TS ND R O A A I B RS EAS D& TDD,

This Regulation should be without prejudice to the Member States” responsibility for safeguarding national security; in
compliance with Union law. Member States should be able to subject products with digital elements that are procured
or used for national securrity or defence purposes to additional measures, provided that such measures are consistent with
Member States’ obligations laid down in Union law.
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This Regulation applies to economic operators only in relation to products with digital elerments made available on the
market, hence supplied for distribution or use on the Union market in the course of a commercial activity. Supply in the
course of acommercial activity might be characterised not only by charging a price for a product with digital elerments,
but also by charging a price for technical support services where this does not serve only the recuperation of actuial costs,
by an intention to monetise, for instance by providing a software platform through which the manufacturer monetises
other services, by requiiring as a condition for use the processing of personal data for reasons other than exclusively for
improving the security, compatibility or interoperability of the software, or by accepting donations exceeding the costs
associated with the design, development and provision of a product with digital elements. Accepting donations without
the intention of making a profit should not be considered to be acommercial activity,

ITBHERE Ch O D SHRAES NS —ED T V2N DB A OB N D IO 5 TS
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Productswith digital elements provided as part of the delivery of aservice for which a fee is charged solely to recover the
actual costs directly related to the operation of that service, such as may be the case with certain products with digital
elements proviced by public administration entities, should not be considered on those grounds alone to be a
commercial activity for the purposes of this Regulation. Furthermore, products with digital elements which are
developed or modified by a public administration entity exclusively for its awn use should not be considered to be made
available on the market within the meaning of this Regulation.

A —TATHFEIUTID, Ho, FIHED, TOHCIELC, Ui/ 7 M =T K OT—2 T
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Software and data that are openly shared and where users can freely access, use, modify and redistribute them or
modified versions thereof, can contribute to research and innovation in the market. To foster the development and
deployment of free and open-source software, in particular by microenterprises and small and medium-sized enterprises,
including start-ups, individuals, not-for-profit organisations, and academic research organisations, the application of this
Regulation to products with digital elements qualifying as free and open-source software supplied for distribution or use
in the course of a commercial activity should take into account the nature of the different development models of
software distributed and developed under free and open-source software licences.
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Free and opentsource software is understood as software the source code of which is apenly shared and the licensing of
which provides for all rights to make it freely acoessible, usable, madifiable and redistributable. Free and opensource
software is developed, maintained and distributed openly; including via online platforms. In relation © economic
operators that fall within the scope of this Regulation, only free and open-source software made available on the market,
and therefore supplied for distribution or use in the course of a commercial activity, should fall within the scope of this
Regulation. The mere circumstances under which the product with digital elerments has been developed, or how the
development has been financed, should therefore not be taken into account when determining the commercial or norn-
commercial nature of that activity. More specifically, for the purposes of this Regulation and in relation to the economic
operators that fall within its scope, to ensure that there is a clear distinction between the developrment and supply phases,
the provision of products with digital elerments qualifying as free and open-source software that are not monetised by
their manufacturers should not be considered to be a commercial activity. Furthermore, the supply of products with
digital elerments qualifying as free and gpen-source software components intended for integration by other
manufacturers into their own products with digital elements should be considered t e making available on the market
only if the component is monetised by its original manufacturer. For instance, the mere fact that an open-source software
product with digital elerments receives financial support from manufacturers or that manufacturers contribute to the
development of such a product should not in itself determine that the activity is of commercial nature. In addition, the
mere presence of regular releases should not in itself lead o the conclusion thet a product with digital elerments is
supplied in the course of a commercial activity. Finally, for the purpases of this Regullation, the development of products
with digital elements qualifying as free and open-source software by not-for-profit organisations should not be
corsicered to e acommercial activity provided that the organisation isset up in suchaway that ensures that all eamings
after costs are used to achieve not-for-profit objectives. This Regulation does not apply t netural or legal persons who
contribute with source code 1o products with digital elements qualifying as free and open-source software that are not
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under their responsibility.
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Taking into account the importance for cybersecurity of many products with digital elements qualifying as free and
opensource software that are published, but not made available on the market within the meaning of this Regulation,
legal persons who provide support on a sustained basis for the development of such products which are intended for
commercial activities, and who play a main role in ensuring the viability of those products (open-source software
stewards), should be subject to a light-touch and tailor-madke regulatory regime. Open-source software stewards include
certain foundations as well as entities that develop and publish free and apen-source software in a business context,
including not-for-profit entities. The regulatory regime should take account of their specific neture and compatibility with
the type of obligations impaosed. It should only cover products with digital elerments quilifying as free and open-source
software that are ultimaiely intended for commercial activities, such as for integration into commercial services or into
monetised proclucts with digital elerments. For the purpases of that regulatory regime, an intention for integration into
monetised products with digital elerments includes cases where manufacturers that integrate a component into their awn
products with digital elerments either contribute to the development of that component in a regular manner or provide
regullar financial assistance to ensure the continuity of a software product The provision of sustained support to the
development of a product with digital elerments includes but is not limited to the hosting and maneging of software
development collaboration platforms, the hosting of source code or software, the goverming or managing of products
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with digital elements qualifying as free and apen-source software as well as the steering of the development of such
products. Given that the light-touch and tailor-made regulatory regime does not subject those acting as opentsource
software stewards to the same obligations as those acting as manufacturers under this Regulation, they should not be
permitied to affix the CE marking to the products with digital elements whose development they support

0) =T —ES TG A E AT T T N T A — b LSRRG, AT TR
RN EIZROTT VANV OERE S DR RAT 1 7 UV I TAIL, TOITATITT
1T, TUBNDEREL SR E T TI TR TELIDNIL TODZEEAERLY \, £DID
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T AR U VDEEITIRY, FUESEE ThOL IS o ~E TdD,

The sole act of hosting products with digital elements on open repositories, including through package managers or on
collaboration platforms, does not in itself constitute the making available on the market of a product with digital
elements. Providers of such services should be considered to be distributors only if they make such software available
onthe marketand hence supply it for distribution or use onthe Union market in the course of a commercial activity.

@) ZOHRNDH TEDHITZMABD YA/ = 2 T A B RSN T —7 ) — 2D 7
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0, FiE, HHIEU) 2019881 D 48 SRIZIAIERL CA—7 L/ —2DY 7Ny = 7 B ET VL OKE
MeAE &l N%E;M A S—2 2 VT (ARG A EER T 528, (EE DB 2 U7 (R
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EPTBAREAD I 708 =t e, BT GEEFRITABML, FaX, ZOFITICE 7
HEAFDIDITHE TR S o~ & Th D,

In order to support and facilitaie the due diligence of manufacturers that integrate free and open-source software
components that are not subject to the essential cyloersecurity requirements set out in this Regulation into their products
with digital elements, the Commission should be able 0 establish voluntary security attestation programmes, either by a
delegated act supplementing this Regulation or by requesting a European cybersecurity certification scheme pursuant to
Avticle 48 of Regulation (EU) 2019/831 that takes into account the specificities of the free and open-source software
development models. The security attestation programimes should be conceived in such away that not only natural o
legal persons developing or contributing to the development of a product with digital elerments qualifying as free and
open-source software can initiate or finance a security attestation but also third parties, such as manufacturers that
integrate such products into their own products with digital elements, users, or Union and national public administrations.
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In view of the public cybersecurity objectives of this Regulation and in order to improve the situational awareness of
Member States as regards the Union’s dependency on software components and in particular on potentially fiee and
opensource software components, a dedicated administrative cooperation group (ADCO) established by this
Regulation should ke able to decide to jointly underiake a Union dependency assessment. Market suneillance
authorities should be able to request manufacturers of categories of products with digital elements established by ADCO
to submit the software bills of materials (SBOMS) that they have generated pursant to this Reguletion. In order o
protect the confidentiality of SBOMs, market suneillance authorities should submit relevant information about
dependencies to ADCO inananonymised and aggregated manner.
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AR R O ST E U CORPL S _E A GRDT -, ZOBIRID S/ A e
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The effectiveness of the implementation of this Regulation will also depend on the availability of adequate cybersecurity
skills. At Union level, various programmatic and political documents, including the Commission communication of 18
April 2023 on Closing the cybersecurity talent gap to boost the EU’s competitiveness, growth and resilience and the
Council Conclusions of 22 May 2023 on the EU Policy on Cyter Defence acknowledged the cybersecurity skills gap
inthe Union and the need to address such challenges asa matter of priority, in both the public and private sectors. Witha
view to ensuring an effective implementation of this Regulation, Member States should ensure that adeguate resources
are available for the appropriate staffing of the market sunveillance authorities and conformity assessment bodies to
perform their tasks as laid down in this Regulation. Those measures should enhance workforce mobility in the
cybersecurity field and their associated career pathways. They should also contribute to making the cybersecurity
workforce more resilientand inclusive, also in terms of gender. Member States should therefore take measures toensure
that those tasks are carried out by adequately trained professionals, with the necessary cybersecurity skilks. Similarly;
manufacturers should ensure that their staff has the necessary skills to comply with their obligations as laid down in this
Regulation. Member States and the Commission, in line with their prerogatives and competences and the specific tasks
conferred upon them by this Regulation, should take measures to support manufacturers and in- particular
microenterprises and small and medium:sized enterprises, including start-ups, also in areas such as skill development,
for the purposes of compliance with their cbligations as laid down in this Regulation. Furthermore, as Directive (EU)
2022/2555 requires Member States to adopt policies promating and developing training on cybersecurity and
cybersecurity skills as part of their national cybersecurity strategies, Member States may also consider, when adopting
such strategies, addressing the cybersecurity skills needs resulting from this Regulation, including those relating to re-
skillingand up-skilling.

LERTeAL =T N, RAIRALTZOBEDTDIZ, ZUT, #ERBRDT-0IZ, KT 2N
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Asecure intemet is indispensable for the functioning of critical infrastructures and for society as awhole. Directive (EU)
2022/2555 aims at ensuring a high level of cybersecurity of services provided by essential and important entities as
referred to in Article 3 of that Directive, including digital infrastructure providers thet support core functions of the apen
intermet, ensure intemet access and provide intemet services. It is therefore important that the products with digital
elements necessary for digital infrastructure providers to ensurre the functioning of the intemet are developed ina secure
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manner and that they comply with well-esiablished intemet security standards. This Regulation, which applies to all
connectable hardware and software products, also aims at facilitating the compliance of digital infrastructure providers
with the supply chain requirements under Directive (EU) 2022/2555 by ensuring that the products with digital elerments
that they use for the provision of their services are developed in a secure manner and thet they have access to timely
security updates for such products.

MRS L OBEESOIFRIEY) 2017/745°0 %, R BT DHUEE EDTRY, Fo, BRMGE
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Regullation (EU) 2017/745 of the Eurapean Parfiament and of the Council® lays down rules on medical devicesand
Regullation (EU) 2017/746 of the European Parliament and of the Council ® lays down rules on in vitro diagnostic
medical devices. Those Regulations address cybersecurity risks and follow particular approaches that are also addressed
in this Regulation. More specifically, Regulations (EU) 2017/745 and (EU) No 2017/746 lay down essential
requirements for medical devices that function through an electronic system or that are software themselves. Certain
nonembedded software and the whole lifecycle approach are also covered by those Regulations. Those requirements
mandate manufacturers o develop and build their products by applying risk management principles and by setting out
requirements conceming IT security measures, as well as coresponding conformity assessment procedures.
Furthermore, specific guidance on cybersecurity for medical devices is in place since December 2019, providing

O R TR, 54 2001/83EC, HIHIEC) No 1782002 K UMHHIEC) No 12232009 4241595, NS,
PR QBBHEEC MO E T 9JU2EEC 1L T2 i L O 2017 4F- 4 H 5 HO#
HIIEU) 2017/745(Q0 L 117,55.2017, p. 1).
Regulation (EU) 2017/745 of the European Parliamentand of the Coundil of 5 April 2017 on medical devices, amendiing Directive
2001/83EC, Regulation (EC) No 178/2002 and Regullation (EC) No 1223/2009 and repealing Council Directives 90/385EEC
and 942/EEC (QUL117,552017,p. 1).
O AHEIT R B2, WONE, F84 9T9EC K OFEESIE 2010227/EU ZBE 132/ Mg
OHEF20 200744 A 5 BOMAIEU) 2017/746 (QJ L 117,55.2017, p. 176).
Regulation (EU) 2017/746 of the European Parliament and of the Coundil of 5 April 2017 on in vitro diagnostic medical devices
andrepealing Directive 98/79EC and Commission Decision 2010/227/EU (QU L 117,55.2017, p. 176).
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manufacturers of medical devices, including in vitro diagnostic devices, with guidance on how to fulfil all the relevant
essential requirements set out in Annex | to those Regulations with regard to cybersecurity. Products with digital
elements towhich either of those Regulations apply should not therefore be subject to tis Regulation.

26) HOEZAARIRED BATHLITER D HHIDOT- DI B SNB LI HE ESI QST V21D
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Products with digital elements that are developed or modified exclusively for national security or defence purposes or
products that are specifically designed to process classified information fall outside the scope of this Regulation.
Member States are encouraged to ensure the same or a higher level of protection for those products as for those falling
within the scope of this Regulation.
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SDOFIAIEC) No 7812009, FIHIEC) No 792009 K OMEIHIIEC) No 661/2009, ZEE = HIHIIEC) No 6312009, ZEE
HIHIEU) No 40672010, Z:B = HIHIEV) No 6722010, Z: B<3#HII(EU) No 10032010, Z5 B HIHIIEY) No
10052010, Z= 523KIHIEU) No 10082010, Z: 5 235IHIIEU) No 10092010, Z B HIHIEU) No 192011, ZEE KL
HIEU) No 1092011, Z: EH1HIIEU) No 4582011, ZzE23BiHIIEU) No 652012, Z= E2HHII[EU) No 1302012, %
BHHIEY) No 3472012, ZEEZHIHIEU) No 3512012, ZEEHHIIEU) No 12302012 } U BHHIIEV)
2015/166 ZFE 192N M OEEF220D 20194F 11 A 27 H OMRIEU) 2019/2144 (QJ L325,16.12.2019,p. 1).
Regulation (EU) 2019/2144 of the European Parliament and of the Council of 27 November 2019 on type-approval recuirements
for motor vehiclesand their trailers, and systems, componentsand separate technical unitsintended for such vehicles, as regards their
gereral safety and the protection of vehicle occupants and vulnerable road users, amending Regulation (EU) 2018/858 of the
European Parliament and of the Council and repealing Regullations (EC) No 782009, (EC) No 792009 and (EC) No 661/2009 of
the European Parfiament and of the Council and Commission Regulations (EC) No 631/2009, (EU) No 406/2010, (EU) No
672/2010, (EU) No 1003/2010, (EU) No 1006/2010, (EU) No 1008/2010, (EU) No 10092010, (EU) No 192011, (EU) No
10922011, (EU) No 4582011, (EU) No 652012, (EU) No 1302012, (EU) No 347/2012, (EU) No 3512012, (EU) No
1230/2012and (EU) 2015166 (OJ L325,16.12.2019, p. 1).
20JL82,932021,p.30.
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Regulation (EU) 2019/2144 of the Eurgpean Parliament and of the Council ™ establishes requirements for the type-
approval of vehicles, and of their systems and components, infroducing certain cybersecurity requirements, including on
the operation of a certified cybersecurity management system, on software updates, covering organisations policies and
processes for cybersecurity risks related to the entire lifecycle of vehicles, equipment and services in compliance with the
applicable United Nations regulations on technical specifications and cybersecurity, in particular UN Regulation No 155
—Uniform provisions conceming the approval of vehicles with regards to cybersecurity and cybersecurity management
system® and providing for specific conformity assessment procedures. In the area of aviation, the principal objective of
Regulation (EU) 2018/1139 of the Eurapean Parliament and of the Council ® is to establish and meaintain a high
uniform level of civil aviation safety in the Union. It creates a framework for essential requirements for airworthiness for
aeronautical products, parts and equipment, including software, that includes obligations to protect against information
security threats. The certification process under Regulation (EU) 2018/11:39 ensures the level of assurance aimed for by
this Regulation. Products with digital elements to which Regulation (EU) 2019/2144 applies and products certified in
accordance with Regulation (EU) 2018/11:39 should not therefore be subject t the essential cybersecurity requirements
and conformity assessment procedures set out in this Regulation.
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2OBIHIEC) No 21112006, FHIEC) No 10082008, #HIIEU) No 99672010, #HIEU) No 376/2014 MFONTHES
01430EU KON 2014B3EU ZTEL, BN & OB OBIHIEC) No 5622004 K UHIHIIEC) No
216/2008 W ON PRS- HIHIEEC) No 3022001 A-FE 132 Niges K O ESE0D 20184F- 7 A 4 HOBIHIIEU)
20181139 (QUL212, 2282018, p. 1).
Regulation (EU) 2018/1139 of the European Parfiament and of the Council of 4 July 2018 on common rules in the field of civil
aviation and esablishing a European Union Aviation Safety Agency; and amending Regulations (EC) No 2111/2005, (EC) No
1008/2008, (EU) No 9962010, (EU) No 376/2014 and Directives 2014/30EU and 2014/53EU of the European Parliament and
of the Coundil, and repealing Regulations (EC) No 552/2004 and (EC) No 216/2008 of the European Parliament and of the
Coundil and Council Regullation (EEC) No 3922/91 (QJ L 212, 2282018, p. 1).
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This Regulation lays down harizontal cybersecurity rules which are not specific to sectors or to certain products with
digital elements. Nevertheless, sectoral or product-specific Union rules could be introduced, laying down requirements
that addressall or some of the risks covered by the essential cybersecurity requirements set out in this Regullation. Insuch
cases, the application of this Regulation o products with digital elements covered by other Union rules laying down
requirements that address all or some of the risks covered by the essential cybersecurity requirements set out in this
Regulation may be limited or excluded where such limitation or exclusion is consistent with the overall regulatory
framework applying to those products and where the sectoral rules achieve at least the same level of protection as the
one provided for by this Regulation. The Commission should be empowered to adopt delegated acts to supplement this
Regulation by identifying such products and rules. For existing Union law where such limitation or exclusion should
apply, this Regulation contains specific provisions to clarify its relation with that Union law.
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In order to ensure that products with digital elements made available on the market can be repaired effectively and their
durability extended, an exemption should be provided for spare parts. Thatexemption should cover both spare perts thet
have the purpose of repeairing legacy products made available before the date of application of this Regulation and spare
parts that have already undergone a conformity assessment procedure pursuant to this Regulation.
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CRIFRS2AfE % 202148 10 H 29 A OZEERZHTRIHIEU) 2022/30 (QIL7,12.1.2022, p. 6).
Commission Delegated Regulation (EU) 2022/30 of 29 October 2021 supplementing Directive 2014/53/EU of the European
Parliamentand of the Council with regard to the application of the essential requirements referred to in Article 3(3), points (d), (€) and
(f), of that Directive (QU L7, 12.1.2022, p. 6).
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19995EC 2B 113 2R g e OBRFD 201445 4 H 16 HOFET 201453EU (QJ L 153, 2252014, p. 62).
Directive 2014/53EU of the European Parliament and of the Council of 16 April 2014 on the harmonisation of the laws of the
Member States relating to the making available on the market of radio equipment and repealing Directive 1999/5EC (QJ L 153,
2252014, p.62).
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Commission Delegated Regulation (EU) 2022/30%9 specifies that a number of essential requirements set out in Article
3(3), poirtts (d), (€) and (f), of Directive 2014/53/EU of the European Parliament and of the Council ®, relating to
network harmand misuse of network resources, personal data.and privacy;, and fraud, apply t certain radio equipment.
Commission Implementing Decision C(2022) 5637 of 5 August 2022 on a standardisation request to the Eurogpean
Committee for Standardisation and the European Commitiee for Electrotechnical Standardisation lays down
requirements for the development of specific standards further specifying how those essential requirerments should be
addressed. The essential cybersecurity requirements set out in this Regulation include all the elements of the essential
requirements referred to in Article 3(3), points (d), (€) and (f), of Directive 2014/53/EU. Furthermore, the essential
Cybersecurity requirements et out in this Regulation are aligned with the objectives of the requirements for specific
standards included in that standardisation request. Therefore, when the Commission repeals or amends Delegated
Regulation (EU) 2022/30 with the consequence that it ceases to apply t certain proclucts subject to this Regulation, the
Commission and the European siandardisation organisations should take into acoount the standardisation work carried
out in the context of Implementing Decision C(2022) 5637 in the preparation and development of harmonised
standards to facilitate the implementation of this Regulation. During the transitional period for the application of this
Regulation, the Commission should provide guidance to manufacturers subject to this Regulation that are also subject o
Delegated Regulation (EU) 2022/30 to fecilitate the demonstration of compliance with the two Regulations.

RRMNFE S OB DFR 1 (BU) 2024/2853°1 %, ZOMRIAARZEL T D, [RHE™IE, Kifaoodoid
il ZBEAL, KM HE I ZE > TR E DV ECT A T EA D MEZ TR CEDIDNTT DA
HIEOHIEZED T D, [RHERIE, ShORGEE7S, RO F R TO5 T, Lizidbda ol
A DA IS ED R AN L TAECTARF AN B2 O O EEARIFRI (THE )

B RSB MOIEIEATA BT D OB E S 8H/3TAEEC A FE 1T 2N KM OBERAD 2024
££10 H 23 H OFES(EU) 202412853 (QJ L, 2024/2853, 18.11.2024).
Directive (EU) 2024/2853 of the European Parliament and of the Coundil of 23 October 2024 on liability for defective products and
repealing Council Directive 85/374/EEC (QJ L, 2024/2853, 18.11.2024, EL: hitp:/data.europa.euielifdin/2024/2853/0j).
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Directive (EU) 2024/2853 of the European Parliament and of the Council®@is complementary to this Regulation. Tret
Directive sets out liability rules for defective products so that injured persons can claim compensation when a damage
has been caused by defective products. It establishes the principle that the manufacturer of a product is liable for
damages caused by a lack of safety in their product imespective of fault (strict liability). VWhere such a lack of safety
corsists in a lack of security updates after the placing on the market of the product, and this causes damage, the liability
of the manufacturer could be triggered. Obligations for manufacturers that concem the provision of such security
updates should be laid down in this Regulation.
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TEDONTMABD YA/ S—F 2 U7 B L, AT —F B O NDT T A7 —DRGEAER
TAHZLITHEET D, KN ZEZS, BRONOEEE HHAE, BN SV > —EF =715 (ENISA),
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VBT DI 178U T, YA S—E 2 )T DR bt K OFRREDRIE O | 23251 M
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This Regulation should be without prejudice to Regulation (EU) 2016/679 of the European Parliament and of the
Council®, including to provisions relating to the establishment of daia protection certification mechanisms and of data
protection seals and marks, for the purpose of demonstrating compliance of processing operations by controllers and
processorswith that Regulation. Such aperations could be embedded ina product with digital elerments. Data protection
by design and by default, and cybersecurity in general, are key elements of Regulation (EU) 2016/679. By protecting

A N7 —2 DOIPRL BRE 2 B IR ANDLRGE K O DT —Z DS EORVEENCBI 32, IO, H§5
OB/ABIEC 778 192N iges M O 2016 4F- 4 H 27 A OBIHIEV) 2016679 (—fikT —#UraEkiRIN (QIL
119,452016,p.1).
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of netural persons
with regard to the processing of personal data.and on the free movement of such datia, and repealing Directive 95/46/EC (Gereral
Data Protection Regulation) (QU L 119,45.2016, p. 1).
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corsumers and omganisations from cybersecurity risks, the essential cybersecurity requirements laid down in this
Regulation are also to contribute to enhancing the protection of personal data and privacy of individuals. Synergies on
both standardisation and certification of cybersecurity aspects should be considered through the cooperation betweenthe
Commission, the European standardisation organisations, the European Union Agency for Cybersecurity (ENISA), the
European Data Protection Board established by Regulation (EU) 2016/679, and the national data protection supervisory
authorities. Syrergies between this Regulation and Union data protection law should also be created in the area of
market suneillance and enforcement. To that end, national market surveillance authorities designated under this
Regulation should cooperate with aLthorities supervising the application of Union data protection law. The latter should
also have access to information relevant for accomplishing their tasks.

() Yz ORGSO RO FAFEFH NI DFFHIZIU T, RS &K OB OHA
(EU) No 9102014873 545 a D5 2 IR RN T 238 041~ MR, ZOiA
DOHCIEDSI A CHIED YA S—E = U7 ZELHIHIEU) No 9102014 D5 555 a D
HCED OB 2 )T A B Dl 29 _EThD, AR T D128, HiHl
(EU) 2019/881 D FCRRIIHIVTIN, >0, TOFGHIBL TSN TAIC I TRINEE S
INZDIARNORESFORETE % TED DRI A7 ST 2T FRERIFED P2 YRR O
DR T DI T, FORBIEF I3 D5 HDRE B2 a8 3 BRRVIZH
WG, by MBI, ORI CED LI EYFLHRIEU) No 9102014 O CEDHIL
Te B DE EAE TR T 2GR DAL MOSEESF LU CQUOVA LA TN TEDHRE

Tothe extent that their products fall within the scope of this Regulation, providers of European Digital Identity Wallets as
referred to in Article 5a(2) of Regulation (EU) No 910/2014 of the European Parliament and of the Council®, should
comply with both the horizontal essential cybersecurity requirements set out in this Regulation and the specific security
requirements set out in Article 5a of Regulation (EU) No 910/2014. In order to fecilitate compliance, wallet providers
should be able to demonstrate the compliance of European Digital Idertity VWallets with the requirements set out in this
Regulation and in Regulation (EU) No 910/2014, respectively, by certifying their products under a European
Ccybersecurity certification scherme established under Regulation (EU) 2019/881 and for which the Commission has
specified, by means of delegated acts, a presumption of conformity with this Reguletion, in so far as the certificate, or
parts thereof, covers those requirements.

() AL OBIZEDO S BPEDORNZIV N TT PV DAL SR O I = )bk 5
NN AAT &S, BHEFTS, ZOHBIOH CEDHNT MDA/ —F 2 VT
PR HE>TRE AR, IS K OGS AT AR 57250, iR R T&aIolcE
AR TR CA—T ) —ADY T NI =T D AR— A N Eh, Ui AR— o R R

B N TS T2 RPN OO DR K OB —E A BT 20 N TR & 199993EC &
BE 1T BN L OB S0 200447 A 23 HOHIHIIEU) No 9102014 (Q) L 257, 2882014, p. 73).
Regulation (EU) No 910/2014 of the European Parfiament and of the Council of 23 July 2014 on electronic identification and trust
services for electronic transactions in the intemal market and repealing Directive 1999/93/EC (QJ L2257, 2882014, p. 73).
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When integrating components sourced from third perties in products with digital elements during the design and
development phase, manufacturers should, in order to ensure that the products are designed, developed and produced in
accordance with the essential cybersecurity requirements set out in this Regulation, exercise due diligence with regard
thase components, including free and open-source software components that have not been made available on the
market The appropriate level of due diligence depends on the nature and the level of cybersecurity risk associated witha
given component, and should, for that purpose, take into account one or more of the following actions: verifying, as
applicable, that the manufacturer of a component has demonstrated conformity with this Regulation, including by
checking if the component alreadly bears the CE marking; verifying thata component receives regular security updates,
such as by checking its security updates history; verifying that a component is free from wulnerabilities registered in the
European wlnerability databese established pursuant o Article 12(2) of Directive (EU) 2022/2555 or other publicly
accessible vulnerability databases; or carrying out additional security tests. The vulnerability handling obligations set out
in this Regulation, which manufacturers have to comply with when placing a product with digital elements on the
market and for the support period, apply to products with digital elements in their entirety; including to all integrated
components. Where, in the exercise of due diligence, the manufacturer of the product with digital elerments identifies a
wulrerability in a component, including in a free and open-source component, it should inform the person or entity
manufacturing or maintaining the component, address and remediate the vulnerability, and, where applicable, provide
the person or entity with the applied security fix.
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Immediately after the transitional period for the application of this Regulation, a manufacturer of a product with digital
elements that integrates one or several components sourced from third parties which are also subject to this Regulation
may not be able to verify, as part of its due diligence obligation, that the manufacturers of those components have
demonstrated conformity with this Regulation by checking, for instance, if the components already bear the CE
marking. This may be the case where the components have been integrated before this Regulation becomes applicable
to the manufacturers of those components. In such a case, a manufacturer integrating such components should exercise
due diligence through other mears.
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Products with digital elements should bear the CE marking to visibly, legibly and indelibly indicate their conformity
with this Regulation so that they can move freely within the intermal market Member States should not create
unjustified obostacles to the placing on the market of products with digital elements that comply with the requirements
laid down in this Regulation and bear the CE marking. Furthermore, at trade fairs, exhibitions and demonstrations or
similar events, Member States should not prevent the presentation or use of a product with digital elements which does
not comply with this Regulation, including its prototypes, provided thet the product is presented with a visible sign
clearly indlicating that the product does not comply with this Regulation and thet it is not to be made available on the
market until it does o.
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TUTR720N,

In order to ensure that manufacturers can release software for testing purposes before subjecting their products with
digital elerments to conformity assessment, Member States should not prevent the making available of unfinished
software, such as alpha versions, beta versions or release candidates, provided that the unfinished software is made
available only for the time necessary o test it and gather feedback. Manufacturers should ensure that software made
available under those conditions is released only following a risk assessment and that it complies to the extent possible
with the security requirerments relating to the properties of products with digital elerments laid down in this Regulation.
Manufacturers should also implement the wvulnerability handling requirements to the extent possible. Manufacturers
should not foroe usersto upgrade to versions only released for testing purposes.
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In order to ensure that products with digital elements, when placed on the market, do not pose cybersecurity risks o
persons and organisations, essential cybersecurity requirements should be set out for such products. Those essential
Ccybersecurity requirements, including vulnerability management handling requirements, apply to each individual
product with digital elements when placed on the market, imespective of whether the product with digital elerments is
manufactured as an individual unit or in series. For example, for a product type, each individual product with digital
elements should have received all security patches or updates available to address relevant security issues when it is
placed on the market. Where products with digital elements are subsequently modified, by physical or digital means, in
away that is not foreseen by the manufacturer in the initial risk assessment and thet may imply that they no longer meet
the relevant essential cybersecurity requirerments, the modification should be considered to be substantial. For example,
repairs could be assimilated to maintenance operations provided that they do not modify a product with digital elements
already placed on the market in such a way that compliance with the applicable requirerments may be affected, or that
the intended purpose forwhich the product has been assessed may be changed.
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As is the case for physical repairs or modifications, a product with digital elements should be considered to be
substantially modified by a software change where the software update modifies the intended purpose of that product
and those changeswere not foreseen by the manufacturer in the initial risk assessment, or where the natuire of the hazard
has changed or the level of cybersecurity risk has increased because of the software update, and the upcbted version of
the product is made available on the market Where a security update which is designed o decrease the level of
cybersecurity risk of a product with digital elerments does not modify the intended purpose of a product with digital
elements, it is not considered to be a sulbstantial modification. This usually includes situations where a security update
entails onty minor adjustments of the source code. For example, this could be the case where a security update addresses
a known wulnerability; including by modifying functions or the performance of a product with digital elerments for the
sole purpose of decreasing the level of cybersecurity risk. Similarly, a minor functionality update, such as a visual
enhancement or the addition of new pictograms or languages to the user interface, should not generally be considered to
be a sulbstantial modification. Conversely, where a feature update modifies the original intended functions or the type or
performance of a product with digital elements and meets the albove criteria, it should be considered to be a sulbstantial
modification, as the addition of new features typically leads to a broader attack surface, thereby increasing the
cybersecurity risk. For example, this could be the case where a new input element is added to an application, requiiring
the manufacturer to ensure adeguate input validation. In assessing whether a feature update is considered to be a
substantial modification it is not relevant whether it is provided as a separate update or in combination with a security
updte. The Commission should issue guidance on how to determine what constitutes a substantial modification.
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Taking into account the iterative natLire of software development, manufaciurers that have placed subsequent versions of
a software product on the market as a result of a subsequent substantial modification of that product should be able
provide security updates for the support period only for the version of the software product that they have last placed on
the market. They should be able to do o only if the users of the relevant previous product versions have access to the
product version last placed on the market free of charge and do nat incur additional costs to adjust the hardware o
software environment in which they operate the product. This could, for instance, be the case where a deskiop operating
System upgrade does not requiire nevv hardware, such asa faster central processing unit or more memory. Noretheless,
the manufacturer should continue to comply, for the support period, with ather vulnerability-handling recuirements,
such as having a policy on coordinaied wulnerability disclosure or measures in place 1o fecilitaie the sharing of
information aboutt potential vulnerabilities for all subsequent substantially modified versions of the software product
placed on the market. Manufacturers should be able to provide minor security or functionality updetes that do not
corstitute a substantial modification only for the latest version or sub-version of a software product that has not been
substantially modified. At the same time, where a hardware procduct, such as a smartphore, is not competible with the
latest version of the operating system it was originally delivered with, the manufacturer should continue to provide
security updates at least for the latest compatible version of the operating systemn for the support period.
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In line with the commonly established concept of substantial modiification for products regulated by Union
harmonisation legislation, where a substantial modification occurs that may affect the compliance of a product with
digital elements with this Regulation or when the intended purpose of that product changes, it is appropriate thet the
compliance of the product with digital elements is verified and that, where applicable, it undergoes a new conformity
assessment. Where applicable, if the manufacturer undertakes a conformity assessment involving a third party, achange
that might lead to a substantial madification should be notified to the third perty.
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Where a product with digital elements is subject to ‘reflrbishment’, ‘maintenance’ and ‘repair’ as defined in Article 2,
points (18), (19) and (20), of Regulation (EU) 2024/1781 of the Eurapean Parfiament and of the Council®, this does
not necessarily lead to a substantial modification of the product, for instance if the intended purpose and functionalities
are notchanged and the level of risk remains unaffected. However, an upgrade of a product with digital elements by the
manufacturer might lead t changes in the design and development of that product and might therefore affect its
intended purpose and compliance with the requirements set out in this Regulation.
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132,

© Kt rTRe e B Do T A B A T E O DT D O AR T D, TR EV) 20201828 K OMHI
(EU) 20231542 ZTOET 5, WNT, FEF 2000125EC ZBE 1T RN R OSig0 20446 A 13 HD
HHIIEU) 2024/1781 (QUL, 2024/1781, 28.6.2024).
Regulation (EU) 2024/1781 of the European Parfiament and of the Council of 13 Jure 2024 esteblishing a framework for the
setting of ecodesign requirements for sustainable products, amending Directive (EU) 2020/1828 and Regulation (EU) 20231542
and repesling Directive 2009/125/EC (QJ L, 2024/1781, 286.2024, EL I: hitp:/daia.europa.euelireg/2024/1781/g)).
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Productswith digital elerments should be considered to be important if the negative impect of the exploitation of potential
wulrerabilities in the product can be severe due to, inter alia, the cybersecurity-related functionality or a function carrying
a significant risk of adverse effects in terms of its intensity and ability to disrupt, control or cause damage to a large
number of other products with digital elements or to the health, security or safety of its users through direct manipulation,
such as a central systerm function, including network management, configuration control, virtualisation or processing of
personal data. In particular, vulnerabilities in products with digital elements that have a cybersecurity-related functionality;
such as boot managers, can lead to a propagation of security issues throughout the supply chain. The severity of the
impact of an incident may also increase where the product primarily performs a central system function, including
network management, configuration control, virtualisation or processing of personal data.

—TEDFER DT A ND B SBNE, TRy e 77 ma—TF AR LD, KRS a4
ST AR D& THD, TD HIDTOIZ, TV NWDEHEA - DB R, én**’ﬁ’*”
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Zy\%ﬁ% IFAN D DT VAN DEFAH DB I/ G/ OB T AN, B

ZIE, YOV AN —EX )T LRE T DIEEEOMEE DD ZIZ, Fold, ADEDORE
VA% DRI OBREDIR TRESIDWDZIZ, 7FA | DT :M?“y“&/v@%i?%%%OQ%if@@&%
G LT NS REIADFZEAAG DB LAV N, EDI eI OREIADREDH
FELLT, 77A WD b T PHANDOEFELOBRYNT, 77X | OHRICE IS AR T3 b
IROFHEDME | T A AR OADFET DL A YADEEL M REIRI A 5L DA/ —&
X U7 CEHE S DREREM: T2 IRNDBERE DU T AW TIAGD, THUPZ, 774 | D FiZhH
LT VL ND AL OB ARIY, JOEHESEA MR AR T D& ThD,

Certain categories of products with digital elerments should be subject to stricter conformity assessment procedures,
while keeping a proportionate approach. For that purpose, important products with digital elements should be divided
into o classes, reflecting the level of cybersecurity risk linked o those categories of products. An incident involving
important products with digital elements that fall under class Il might lead to greater negative impacts than an incident
involving important products with digital elerments thet fall under class |, for instance due to the nature of their
cybersecurity-related function or the performance of another function which carries a significant risk of acverse effects.
As an indication of such greater negative impacts, products with digital elerments that fall under class 11 could either
perform a cybersecurity-related functionality or another function which carries a significant risk of adverse effects that is
higher than for those listed in class 1, or meet both of the aforementioned criteria. Important products with digital
elements that fall under class 1l should therefore be subject to a stricter conformity assessment procedure.

ZOHANT R T VANDBE A STEELNY, ZOHAIOH TEDHIVONST LD
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FOWFEITEE U, FRINEEST, ZOBANIEDDITA | fOITA N D N b T Vo4
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%O

Important products with digital elermernis as referred to in this Regulation should be understood as products which have
the core functionality of a category of important products with digital elements that is set out in this Regulation. For
example, this Regulation sets out categories of important products with digital elements which are defined by their core
functionality as firewalls or intrusion detection or prevention systemns in class Il. As a result, firewalls and infrusion
detection or prevention systems are subject to mandatory third-party conformity assessment. This is not the case for
other products with digital elements not categorised as important products with digital elements which may integrate
firewalls or intrusion detection or prevertion systems. The Commission should adopt an implementing act to specify
the technical description of the categories of imporiant products with digital elerments that fall under classes I and |1 as set
out inthis Regulation.

46) ZOHIRIDOHFTEDOI-T VA NDEIAH DA IR ORI, A —kXalT &
B OHEEEM AL D, 70, MR AT OFREDHEIZ I J‘Zﬁ%@ﬁ”i.“ KO, BRI EE I
LT, TVANDEEEE SMDIEFN IR AL, SIS LI TEAUTILU TEEFEAE
CSHDEEN DN IS HADFEL Y REIRIA b FGREE I T D, BT, TISDT X
NDFFAH DR A RIPRULOERN T, 5 EU) 20220255 D 34556 1T R R E TR
Eo TRAIROPAFENR THALFMAESIL QD ZOAIDBIFRD H CEDSNDT AL
??755?607 A R7RBAHOFARNE, FRERIO R R RIEDDZ I, ik 72 REDORERH R CHEIC

FUTH S CRY, -, ZESTZERRIEY) 2024/482%°0 T B HalEFEE—2D
IZKJII*M’/\—’Z%JJ ARSI (EUCC) (2L » CHEHESIL T VA, hudz, FRMNEAICE
BT U ANDERE DR A RIZEULOYA S —tF =27 EOIHEOEY AREA R T
728, Z SO A THE T DS PRIN YA S— 2 U7 R ERIE D W ZRR T DI TERY, 2>
D, TIESHU TG 2 FBGED T Ck 3 DI TR 25 B DRI RN B S o TR
ﬁméﬂtk% ¥, TSN TAIID, ZDI7 OB, SEHIF7 RN A S —EF U7

AR RS DT EDNM I OB THVIFD, ZDOEOFNL, BRI 57 U2V OEHR
Zety DR S AR R E N OFI B DTE D NS0, BRINYA S—tF 2T (RN R SIS
ZEADFTEFEED DN, N, FEH(EV) 20221255 5 3 4555 1 T O™ g BBk
VLD NLDBEL TR AR ROEAFESRE E D, FIFHSHAZENERSIVONLT V2L
DOFEFAEHORILOZD BV 5, MG IC R OME 2 E T & Thd, TORHINE, Ik
T 33U DX RL B oD AT FIME -2l S SRR DS TR 2 52BN ON ZiiiAs7 e A

D U@ HIAEAN—ZDIRIN YA =t 2T AFERIEHIEE (EUCC) OER & BEE 2 i e OB 0R
HIIEU) 2019881 D1 DT b DRITEETED D 202441 A 31 HOZEESFZERIEU) 2024/482 (QJ L, 2024/ 482,
722024).
Commission Implementing Regullation (EU) 2024/482 of 31 January 2024 laying down rules for the gpplication of Regulation
(EU) 2019/831 of the European Parliament and of the Council as regards the adoption of the European Common Criteria-besed
cybersecurity certification scheme (EUCC) (QU L, 2024/482, 7.2.2024, ELI: htp://diata.europa.eulelireg impl/2024/482/0).
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The categories of critical products with digital elements set out in this Regulation have a cybersecurity-related
functionality and perform a function which carries a significant risk of adverse effects in terms of its intensity and ability
to disrupt, control or cause damage 1o a large number of other products with digital elements through direct
manipulation. Furthermore, those categories of products with digital elerments are considered to be critical dependencies
for essential entities as referred to in Article 3(1) of Directive (EU) 2022/2555. The categories of critical products with
digital elements set out in an annex to this Regulation, due 1o their criticality; already widely use various forms of
certification, and are also covered by the European Common Criteria-based cybersecurity certification scheme (EUCC)
set out in Commission Implementing Regulation (EU) 2024/482%, Therefore, in order to ensure acommon adequate
cybersecurity protection of critical products with digital elerments in the Union, it could be adequate and proportionate to
subject such categories of product, by means of a delegated act, t mandatory European cybersecurity certification
where a relevant European cybersecurity certification scheme covering those products s already in place and an
asessment of the potential market impact of the envisaged mandatory certification hes been carried out by the
Commission. That assessment shoulld consider both the supply and demand side, including whether there is sufficient
demand for the products with digital elements concemed from both Member States and users for European
cybersecurity certification to be required, as well as the purposes for which the products with digital elements are
intended to be used, including the critical dependency on them by essential entities as referred o in Article 3(1) of
Directive (EU) 2022/2555. The assessment should also analyse the potential effects of the mandatory certification on the
availahility of those products on the intermal market and the capabilities and the readiness of the Member States for the
implementation of the relevant European cybersecurity certification schemes.

SR LERIN YA = 2 VT ARG R T DTSN T A, ZORRIOHR TED LI
T BN B DA R RO Clo o CHfiil a8 i AR5~ & oo D= 7 BEREM A
Hb, 130, DI EbIH53 | ThHHNZERSNARGIEL ~Vab DT VOB F4AH OBl A
RIETRETHD, BRSNARGL VUL, TUoANOESREL SRR DS —F =
VT4 EDOVAIDLAILELBIL TANDRETHD, FilzIE, 72N OEFELORLLA, 2O
RIDOHCEDHIZT VNV DEF S DA AR OO O T HREMAED D, Do, fih
(BU) 2022/2555 D55 3 5555 1 B g A E = AROF DSBSV QODRER O JO7 Mo BR
BRI AT RZERBR CRBT AR B XKL QDA s E DGR~ A TR 52805
0152,

Delegated acts requiring mandatory European cybersecurity certification should determine the products with digital
elements that have the core functionality of a category of critical products with digital elements set out in this Regulation
that are to be subject to mandatory certification, as well as the required assurance level, which should be at least
‘substantial’. The required assurance level should be proportionate to the level of cybersecurity risk associated with the
product with digital elerments. For instance, where the product with digital elerments has the core functionality of a
category of critical products with digital elerments set out in this Regulation and is intended for the use ina sensitive or
critical environment, such as products intended for the use of essential entities as referred o in Article 3(2) of Directive
(EV) 2022/2555, it may recire the highest assurance level.
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In order to ensure a common adequate cybersecurity protection in the Union of products with digital elements that have
the core functionality of a category of critical products with digital elements set out in this Regulation, the Commission
should also be empowered to adopt delegated acts to amend this Regulation by adding or withdrawing categories of
critical procucts with digital elerments for which manufacturers could be required to obtain a European cybersecurity
certificate under a European cybersecuirity certification scheme pursuant to Regulation (EU) 2019/831 to demonstraie
conformity with this Regulation. A new category of critical products with digital elements can be added © those
categories if there is a critical dependency on them by essential entities as referred to in Article 3(2) of Directive (EU)
2022/2555 or, if affected by incidents or when conaining exploited vulnerabilities, this could lead to disruptions of
critical supply chains. When assessing the need for adding or withdrawing categories of critical products with digital
elerments by means of a delegated act, the Commission should be able to take into account whether the Member States
have identified at national level products with digital elements that have acritical role for the resilience of essential entities
as referred to in Article 3(2) of Directive (EU) 2022/2555 and which increasingly face supply chain cyberattacks, with
potential serious disruptive effects. Furthermore, the Commission should be able to take into acoount the outcome of the
Union level coordinated security risk assessment of critical supply cheins carried out in accordance with Article 22 of
Directive (EU) 2022/2555.
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The Commission should ensure that a wide range of relevant stakeholders are consulted in a structured and regular
manner when preparing measures for the implementation of this Regullation. This should particulary be the case where
the Commission assesses the need for potential updates to the lists of categories of important or critical products with
digital elerments, where relevant manufacturers should be consulied and their views taken into account in order to
analyse the cytersecurity risks as well as the balance of costs and benefits of designating such categories of products as
importantor critical.
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This Regulation addresses cybersecurrity risks in a targeted manner. Products with digital elerments might, however, pose
other safety risks, that are not always related to cybersecurity but can be a consequence of a security breach. Those risks
should continue to be regulated by relevarit Union harmonisation legislation other than this Regulation. If no Union
harmonisation legislation other than this Regulation is applicable, they should be subject to Regulation (EU) 2023988
of the European Parliament and of the Council @, Therefore, in light of the targeted nature of this Regulation, as a
derogation from Avrticle 2(2), third subparagraph, point (b), of Regulation (EU) 2023/938, Chapter I, Section 1,
Chapters V and VI, and Chapters IX to X1 of Regulation (EU) 20230988 should apply to products with digital
elements with respect 1o safety risks not covered by this Regulation, if those products are not subject to specific
requirements laid down in Union harmonisation legislation other than this Regulation within the meaning of Article 3,
point (27), of Regulation (EU) 2023/938.

WS M O EREOIFRIEV) 20241687205 6 S-IZIVEVAY Al VAT LEU TSI, 20
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DFET (EV) 20201828 ZUET D, WONT, BRINEER M OIS 0FE S 200U05EC K OBEEEtE T 871357/

EEC A58 13- 2 N M OIS~ 0D 20234F- 5 H 10 H ORHIEU) 20237988 (QJ L 135, 2352023, p. 1).
Regulation (EU) 2023/988 of the European Parliament and of the Council of 10 May 2023 on general product safety; amending
Regulation (EU) No 1025/2012 of the European Parfiamert and of the Coundil and Directive (EU) 2020/1828 of the European
Parliament and the Council, and repealing Directive 200/95EC of the Eurgpean Pariament and of the Coundil and Counil
Directive 87/357/EEC (QJ L 135,235.2023p. 1).

2 N THRECRE I DA LS BEZED D, WO, HHHIEC) No 3002008, HHIEU) No 167/2013, A7
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Products with digital elerments classified as high-risk Al systems pursuant to Article 6 of Regulation (EU) 2024/1689 of
the European Parliament and of the Council @ which fall within the scope of this Regulation should comply with the
essential cybersecurity requirements set out in this Regulation. Where those highHrisk Al systerns fulfil the essential
Ccybersecurity requirements set out in this Regulation, they should be deemed o comply with the cybersecurity
requirements setout in Article 15 of Regulation (EU) 2024/1689 in so far as those requirements are covered by the EU
declaration of conformity or parts thereof issued under this Regulation. For that purpose, the assessment of the
cybersecurity risks associated with a product with digital elements classified as a high+risk Al system pursuant
Regulation (EU) 2024/1639 that is 1 be taken into acocount during the planning, design, development, production,
delivery and maintenance phases of such product, as required under this Regulation, should take into account risks to the

(EU) 2006/797 K ONE(EU) 20201828 AL F3 2R M OG0 202447 6 A 13 HOFHIEV) 2024/
1689 (N TAITHEVS) (QJL, 2024/1689, 12.7.2024).
Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down hammonised rules on
artificial intelligence and amending Regullations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139.and (EU) 20192144 and Directives 20140/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (QU
L, 2024/1689, 12.7.2024, EL I: http//data.europa.eufelireyy2024/1689/00)).
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cyber resilience of an Al system as regards attiempts by unauthorised third parties to alter its use, behaviour or
performance, including Al specific vulnerabilities such as data poisoning or adversarial attacks, as well as, as relevart,
risks to fundamental rights, in accordance with Regulation (EU) 2024/1689. As regards the conformity assessment
procedures relating to the essential cybersecurity requirements for a product with digital elements that falls within the
scope of this Regulation and that is classified as a hightrisk Al system, Article 43 of Regullation (EU) 2024/1689 should
apply asa rule instead of the relevant provisions of this Regulation. However, that rule should not result ina reduction of
the necessary level of assurance for important or critical products with digital elements as referred to in this Regulation.
Therefore, by way of derogation from that rule, high-risk Al systems thet fall within the scope of Regulation (EU)
2024/1689 which are also important or critical products with digital elerments as refenred to in this Regulation and to
which the corformity assessment procedure based on intemal control referred to in Annex VI to Reguletion (EU)
2024/1689 applies, should be subject to the conformity assessment procedures provided for in this Regulation in so far
as the essential cybersecurity requirements set out in this Regulation are concemed. In such a case, for all the other
aspects covered by Regulation (EU) 2024/1689 the relevant provisions on conformity assessment based on intermal
control et out inAnnex VI to that Regulation should apply.
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In order t improve the security of products with digital elements placed on the intermal market it is necessary to lay
down essential cybersecurity requirements applicable to such products. Those essential cybersecurity requirements
should be without prejudice to the Union level coordinated security risk assessments of critical supply chains provided
for in Article 22 of Directive (EU) 2022/2555, which take into account both technical and, where relevant, non-technical
risk factors, such as undue influence by a third country on suppliers. Furthermore, they should be without prejudice to
the Member States’ prerogative to lay down additional requirements that take account of non-technical factors for the
purpose of ensuring a high level of resilience, including those defined in Commission Recommendation (EU)
2019534, in the EU coordinated risk assessment of the cybersecurity of 5G networksand in the EU Toolbox on 5G
cybersecurity agreed by the Cooperation Group established pursuant to Article 14 of Directive (EU) 2022/2555.

2 20194F 3 H 26 AOZESH(EU) 201953456 o NI — 7D HA 7 3—13=1 71 (QJ L83, 2932019, p. 42).
Commission Recommendation (EU) 2019/534 of 26 March 2019 Cybersecurity of 5G networks (OJ L83, 29.32019, p. 42).
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Manufacturers of products falling within the scope of Regulation (EU) 2023/1230 of the European Parliament and of
the Council® which are also products with digital elements as defined in this Regulation should comply with both the
essential cybersecurity requirements set out in this Regulation and the essential health and safety requirerments set out in
Regulation (EU) 2023/1230. The essential cybersecurity requirements set out in this Regulation and certain essential
requirements set out in Regulation (EU) 2023/1230 might address similar cybersecurity risks. Therefore, the
compliance with the essential cybersecurity requirements set out in this Regulation could facilitate the compliance with
the essential requirerments that also cover certain cybersecurity risks as set out in Regulation (EU) 2023/1230, and in
particular those regarding the protection against cormuption and safety and reliability of control systems set out in sections
119and 1.21 of Annex Il to that Regulation. Such syrergies have to be demonstrated by the manufacturer, for
instance by applying, where available, harmonised standards or other technical specifications covering relevant essential
cybersecurity requirements following a risk assessment covering those cybersecurity risks. The manufacturer should

2 B, WONT, BRINGEES M OMIER0OFE 7 2006M42/EC, PRt T336LEEC 2B 13 20 Nik
MO0 202346 H 14 H OFHIIEU) 20231230 (QJ L 165,296.2023,p. 1).
Regulation (EU) 2023/1230 of the European Parfiament and of the Council of 14 June 2023 on meachinery and repealing Directive
2006/42/EC of the European Parliament and of the Council and Council Directive 73/36/EEC (OJ L 165, 2962023, p. 1).
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also follow the applicable conformity assessment procedures set out in this Regulation and in Regulation (EU)
2023/1230. The Commission and the European standardisation organisations, in the preparatory work supporting the
implementation of this Regulation and of Regulation (EU) 2023/1230 and the related standardisation processes, should
promote corsistency in how the cybersecrity risks are to be assessed and in how those risks are to be covered by
harmonised standards with regard to the relevant essential requirements. In particular, the Commission and the
European siandardisation organisations should take into account this Regulation in the preparation and development of
harmonised standards to facilitate the implementation of Regulation (EU) 2023/1230 as regards in particular the
Cybersecurity aspects related to the protection against conuption and safety and reliability of control systens set out in
sections 1.19 and 12.1 of Annex il to that Regulation. The Commission should provide guidance to support
manufacturers subject to this Regulation that are also subject to Regulation (EU) 2023/1230, in particular o facilitaie the
demonstration of compliance with relevant essential requirements set out in this Regulation and in Regulation (EU)
2023/1230.
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In order to ensure that proclucts with digital elerments are secure both at the time of their placing on the marketaswell as
during the time the product with digital elements is expected t be in use, it is necessary 1o lay down essential
cybersecurity requirements for vulnerability handling and essenttial cybersecuirity requirerments relating to the properties
of products with digital elements. While manufacturers should comply with all essential cybersecurity requirements
related to wulnerability handling throughout the support period, they should determine which other essential
cybersecurity requirerments related to the product properties are relevant for the type of product with digital elements
concermed. For that purpose, manufacturers should undertake an assessment of the cybersecurity risks associated with a
product with digital elerments to identify relevant risks and relevant essential cybersecurity requirements in order to make
available their products with digital elerments without known exploitable vulnerabilities that might have an impect on the
security of those products and to appropriately apply suitable harmonised standards, common specifications or
European or intemational standards.
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Where cerain essential cybersecurity requirements are not applicable t a product with digital elements, the
manufacturer should include a clear justification in the cybersecurity risk assessment included in the technical
documentation. This could be the case where an essential cybersecurity requirement is incompatible with the nature of a
product with digital elements. For example, the intended purpose of a product with digital elements may require the
manufacturer to follow widely recognised interoperability standards even if its security features are no longer consicered
to be state of the art. Similarly; other Union law requires manufacturers to apply specific interoperability requirements.
Where an esserttial cybersecurity requirement is not applicable to a product with digital elerments, but the manufacturer
has identified cybersecurity risks in relation to that essential cybersecurity requirement, it should take measures to address
those risks by other means, for instance by limiting the intended purpose of the product to trusted environments or by
informing the users about those risks.
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Ore of the most important measures for users to take in order to protect their products with digital elements from
cyberattacks is to install the latest available security updates as soon as possible. Manufacturers should therefore design
their products and put in place processes to ensure that products with digital elements include functions that enable the
notification, distribution, download and installation of security updates automatically; in particular in the case of
consumer products. They should also provide the possibility to approve the download and installation of the security
updates as a final step. Users should retain the ability to deactivate automatic updates, with a clear and easy-to-use
mechanism, supported by clear instructions on how users can opt out. The requirements relating to automatic updates as
set out in an annex to this Regulation are not applicable to products with digital elements primarily intended to be
integrated as components into other products. They also do not apply to products with digital elements for which users
would not reasonebly expect automatic updates, including products with digital elements intended to be used in
professional ICT networks, and especially in critical and industrial environments where an automatic update could
cause interference with operations. Irespective of whether a product with digital elements is designed to receive
automatic updates or not, its manufacturer should inform users about vulnerabilities and meke security updates available
without delay. Where a product with digital elements has a user interface or similar technical means allowing direct
interaction with its users, the manufacturer should make use of such features to inform users thet their product with
digital elerments has reached the end of the support period. Notifications should be limited to whet is necessary in order
to ensure the effective reception of this information and should not have a negative impact on the user experience of the
productwith digital elerments.
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To improve the transparency of wilnerability handlling processes and o ensure that users are not required to install new
functionality updates for the sole purpose of receiving the latest security updates, manufacturers should ensure, where
technically feasible, that nevw security updates are provided separately from functionality updates.
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The joint communication of the Commission and the High Representative of the Union for Foreign Affairs and
Security Policy of 20 June 2023 entitled ‘Furopean Economic Security Strategy” stated that the Union needs to
maximise the benefits of its economic openness while minimising the risks from economic dependencies on high+risk
vendors, through a common strategic framework for Union economic security. Dependencies on hight-risk suppliers of
products with digital elements may pose a strategic risk that needs to be addressed at Union level, especially where the
products with digital elemenis are intended for the use by essential entities as referred to in Article 3(1) of Directive (EU)
2022/2555. Such risks may be linked, but not limited, to the jurisdiction applicable to the manufacturer, the
characteristics of its corporate ownership and the links of control toa third-country government where it isestablished, in
particular where a third country engages in economic espionage or imresponsible staie behaviour in cyberspace and its
legislation allows arbitrary access to any kind of company operations or data, including commercially sensitive data, and
can impose abligations for intelligence purposes without democratic checks and belances, oversight mechanisms, due
process or the right t appeal to an independent court or tribunal. When determining the significance of a cybersecurity
risk within the meaning of this Regulation, the Commission and the market sunveillance authorities, as per their
responsibilities as set out in this Regulation, should also consider non-technical risk factors, in particular those established
asa result of Union level coordinated security risk assessments of critical supply chains carried out in accordance with
Avrticle 22 of Directive (EU) 2022/2555.
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For the purpose of ensuring the security of products with digital elements after their placing on the market,
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manufacturers should determine the support period, which should reflect the time the product with digital elements is
expected to be in use. In determining a support period, a manufacturer should take into account in particular reasonable
user expectations, the nature of the product, as well as relevant Union law determining the lifetime of products with
digital elements. Manufacturers should also be able to take into account other relevant factors. Criteria should be applied
ina manner that ensures proportionality in the determination of the support period. Upon request, a manufacturer should
provide market sunveillance authorities with the information that was taken into account to determine the support period
ofaproductwith digital elerments.
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The support period for which the manufacturer ensures the effective handling of vulnerabilities should be no less than
five years, unless the lifetime of the product with digital elements is less than five years, in which case the manufacturer
should ensure the vulnerability handling for that lifetime. VWhere the time the product with digital elerments is reasonably
expected to be in use is longer than five years, as is often the case for hardware components such as motherboards o
microprocessors, network devices such as routers, modems or switches, as well as software, suich as operating systems
or video-editing tools, manufacturers should accordingly ensure longer support periods. In particular, products with
digital elements intended for use in industrial settings, such as industrial control systems, are often in use for significantly
longer periods of time. Amanufaciurer should be able to define a support period of less than five years only where this is
justified by the neturre of the product with digital elerments concemed and where that product is expected to be in use for
less than five years, in which case the support period should comespond to the expected use time. For instance, the
lifetime of a contact tracing application intended for use during a pandemic could be limited to the duration of the
pandemic. Moreover, some software applications can by neure only be made available on the basis of a subscription
modkl, in particular where the application becomes unavailable to the user and is consequently not in use anymore once
the subscription expires.
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When products with digjital elerments reach the end of their support periods, in order to ensure that vulnerabilities can be
handled after the end of the support period, manufacturers should consider releasing the source code of such products
with digital elements either to other undertakings which commit to extending the provision of vulnerability handling
services or to the public. Where manufacturers release the source code to other undertakings, they should be able to
protect the ownership of the product with digital elerments and prevent the dissemination of the source code o the public,
for example through contractual amangemernts.
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In order to ensure that manufacturers across the Union determine similar support periods for comparable products with
digital elerments, ADCO should publish statistics on the average support periods determined by manufacturers for
categories of products with digital elements and issue guidance indicating appropriaie support periods for such
categories. In addition, with a view to ensuring a harmonised approach across the intemal market, the Commission
should be able to adopt delegated acts to pecify minimum support periods for specific product categories where the
data provided by market sunveillance authorities suggests that the support periods determined by manufacturers are
either systematically not in line with the criteria for determining the support periods as laid down in this Regulation or
that manufacturers in different Member States unjustifiably determine different support periods.
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Manufacturers should set up a single point of contact that enables users to communicate easily with them, including for
the purpose of reporting on and receiving information about the vulnerabilities of the product with digital elerment. They
should make the single point of contact easily accessible for users and clearly indicate its availability; keeping this
information up to date. VWhere manufacturers choose to offer automated tools, e.g. chat boxes, they should also offer a
phone number or other digital means of contact, such as an email address or a coniact form. The single point of contact
should not rely exclusively on automated tooks.
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Manufacturers should make their products with digital elements available on the market with a secure by default
configuration and provide security updates to users free of charge. Manufacturers should only be able to deviate from
the essential cybersecurity requirements in relation to tailor-made products that are fitted to a particular purpose for a
particular business user and where both the manufacturer and the user have explicity agreed to a different set of
contractual terms.
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Manufacturers should natify simulianeously via the single reporting platform both the computer security incident
response team (CSIRT) designated as coordinator as well as ENISA of actively exploited vulnerabilities contained in
products with digital elerments, as well as severe incidents having an impact on the security of those products. The
notifications should e submitted using the electronic natification end-point of a CSIRT designated as coordinator and
should be simulianeously accessible to ENISA.
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Manufacturers should notify actively exploited vulnerabilities to ensure that the CSIRTS designated as coordinators, and
ENISA, have an adequate overview of such vulnerabilities and are provided with the information necessary to fulfil
their tasks as set out in Directive (EU) 2022/2555 and raise the overall level of cybersecurity of essential and important
entities as referred to in Article 3 of that Directive, as well as to ensure the effective functioning of market surveillance
authorities. As most products with digital elements are marketed across the entire intermal market, any exploited
wulnerability in a product with digital elerments should be considered to be a threat to the functioning of the intermal
market. ENISA should, in agreement with the manufacturer, disclose fixed vulnerabilities to the European wulnerability
database established pursuant to Article 12(2) of Directive (EU) 2022/2555. The European vulnerability database will
assist manufacturers in detecting known exploitable vulnerabilities in their products, in order to ensure that secure
products are mack available on the market.
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Manufacturers should also natify any severe incident having an impect on the security of the product with digital
elements to the CSIRT designated as coordinator and ENISA. In order to ensure that users can react quickly to severe
incidents having an impact on the security of their products with digital elerments, manufacturers should also inform their
usersabout any such incident and, where applicable, albout any corrective measures that the users can deploy to mitigate
the impact of the incident, for example by publishing relevant information on their websites or, where the manufacturer
is able to contact the users and where justified by the cybersecurity risks, by reaching outto the users directly.
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TN, ORI U CREEE DR E L T2 )T/ 7y T — e D) — A B0 — A
RO, BEEEDSEESHDHTI—REENT DI TR A & 245D,

Actively exploited vulnerabilities concem instances where a manufacturer establishes that a security breach affecting its
users or any other natural or legal persons has resulted from a malicious actor making use of a flaw in ore of the
products with digital elements made available on the market by the manufacturer. Examples of such vulnerabilities
could be weaknesses in a product’s identification and authentication finctions. Vulnerabilities that are discovered with
no malicious intent for purposes of good faith testing, investigation, comrection or disclosure to promote the security o
safety of the system ownrer and its users should not be subject to mandatory natification. Severe incidents having an
impact on the security of the product with digital elerments, on the other hand, refer to situations where a cybersecurity
incident affects the development, production or maintenance processes of the manufacturer in such a way that it could
result inan increased cybersecurity risk for users or other persons. Such a severe incident could include a situation where
an atiacker has successfully introduced malicious code into the release channel via which the manufacturer releases

security Updates to users.

THEE LU TR ESN @RS 72 4 C0 CSIRT [ ZxU Gl Sl AmzashiSs 2 s, KON, 1@
SRR B I3 Y CRLEE D L — DI A AR CEDINTT DL 572, [EN
B AS AL D —OHET TN 7 +—2708 ENISA [ 2l TSN A& THD, FOH
—DWET TN T3 —20 H 2 DIEMIL, ENISA (ZX-> GEEEFLL OMERFE IS A& TH
Do AREEF LU CHRESHZ CSIRT 1, %i% CSIRT A ENUDOTEFEAR S R TR, BESh i
FHEFIAFAL LT U NREE T RETHD, B—DiE7Foh74+— N3, BRI, EOHfaEstE 2B
LTI/ 77T — S E R ATRE Gy Vg aih L REhad-Zid oMM A e 90k
IR TS TEREEND & THD, M2 T, ENISALL, PiShw) RO RekE ClIsa Bk
IODTFHa R T HE TS, ENISA DIVELTAF A ST, ENISA 1L, 210088
Zt DL OFN DA N 2V T o _LOUAY B DicarEh Z B3 DO RS
BEAETRETHY, 7o, F5EEU) 202202555 D 14 SR L > TRRITBNT= 1 17—t
L, [REREEARHT_EThHD,

Toensure that notifications can be disseminated quickly to all relevant CSIRTS designated as coordinatorsand to enable
manufacturers to submit a single natification at each stage of the notification process, a single reporting platform with
national electronic notification end-points should be established by ENISA. The day-to-day operations of the single
reporting platform should be managed and maintained by ENISA. The CSIRTSs designated as coordinators should
inform their respective market sunveillance authorities about notified vulnerabilities or incidents. The single reporting
platform should be designed in such a way thet it ensures the confidentiality of notifications, in particular as regards
wulnerabilities for which a security update is not yet available. In addition, ENISA should put in place procedures to
handle information in a secure and confidential manner. On the besis of the information it gathers, ENISA should
prepare a biennial technical report on emerging trends regarding cybersecurity risks in products with digital elements
and submit it to the Cooperation Group established pursuant to Article 14 of Directive (EU) 2022/2555.

BRI FIZRBUWNT, 730, E0blT, BEEE7)OOEEEIEUT, WEERANI T D
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D30, BHFEALESNATARDUEIZIB\ T, F54(EU) 20221255 D5 15 ZRICKViRITHZ
CSIRT #/h7—27 K O ENISA S /T3 _ETHD, A/ S—tF =T LR T ARG L, 1
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ENISA 1%, Y%t A/ \—t o7+ LR E S DARMUC B 351l PR T DU EI Z B2 5%
CSIRT 75 ENISA D32 RELT-{E A B U Gl SR IR IES YD L EOBIRIZRBIT B
Nt =7 LR TR AIZRAL, 253% CSIRT 2 CXH X Thd, TIZ, £l
FIFMAY R FIZF8V Y TIE, ENISA 1, REBII A S Maaa OB DR B 4 CA RIS
DRERR CZFEL U720y, BEEEDS, ZOREEFE OO T, WS AT ENEESDD
T2 L CREBNIN RIS N= 28, KO, FIH RTREZR I CIE , ZORLEE D ONE55
MBI LU CHRESHUZ. CSIRT ORERKEILISNDV V) VRHRERLEI IV Y ChE DN
RN oy VA VA RSy e T et~y W= o SRR A v a el 1515 et ) i N A N e e o R b
30, ZOIEROBR) L FAERREDOMEDOF RS AFD IR A G T D 2Rk 375
TR0 NG, FAE, RIS NEEMHDS, BInET A EDIRET DA —EF
2U7 4 LOZEUBSTE R EDYA % U CODAE DA TR AGDHTE 5D, DI85
A, ENISA [, ZOREEE X > Tl o= IiER, BIteT 57 U2 o EisEat ol
Sl ZBET WA el R, C OO BT DR, WO, Yikt=UT 0 Lo
A Z DREEZ M SIEESN-Z L, THudz, TOBMONE MR SNDLZ LB
TR DRSO T 7R AD I ZSZ T HZ LD, T UTC, A RN S i e LT
FRESHZ CSIRT 75, ZOMRID I CED ST RN BN 2RI 2 3% 5% =) T
EOMNEIR - AW HI S, ENISA KOS LU CHRESI-AhoiEks7: CSIRT 2k
ST, BHIDOESTHIH FTREL 72D~ & ThD, FIF FIREZR G A FEE LT, BN TSSO REC
KU A 5.2 50 AT 30 VAT HMFAES HE ENISA DM DL &1, ENISA IS, 1A iEE
Td% CSIRT IZxHL, FHEEE LU THRESI oD CSIRT &N ENISA B 6L CGEREID S
(BT DA ST _ETHD,

In exceptional circumstances and in particular upon request by the manufacturer, the CSIRT designated as coordinator
initially receiving a notification should be able to decide 1o delay its dissemination t the other relevant CSIRTSs
designated as coordinators via the single reporting platform where this can be justified on cybersecurity-related grounds
and for a period of time thet is strictly necessary. The CSIRT designated as coordinator should immediately inform
ENISA abaut the decision to delay and on which grounds, as well as when it intends to disseminate further. The
Commission should develop, through a delegated act, specifications on the terms and conditions for when
cybersecurity-related grounds could be applied and should cooperate with the CSIRTS network established pursuant to
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Avticle 15 of Directive (EU) 2022/2555, and ENISA in preparing the draft delegated act. Examples of cybersecurity-
related grounds include an ongoing coordinated vulnerability disclosure procedure or situations in which a manufacturer
is expected to provide a mitigating measure shortly and the cybersecurity risks of an immediate dissemination via the
singlle reporting platform outweigh its benefits. If requested by the CSIRT designated as coordinator, ENISA should be
able to support that CSIRT on the application of cybersecurity-related grounds in relation to delaying the dissemination
of the notification based on the information ENISA hes received from that CSIRT on the decision to withhold a
notification on those cybersecurity-related grounds. Furthermore, in particularty exceptional circumstances, ENISA
should not receive all the details of a natification of an actively exploited vulnerability in a simulianeous manner. This
would be the case when the manufacturer marks in its notification that the notified vulnerability has been actively
exploited by a malicious actor and that, acoording to the information available, it has been exploited in no other Member
State than the one of the CSIRT designated as coordinator to which the manufacturer has notified the vulnerability;
when any immediate further disssmination of the notified vulnerability would likely result in the supply of informetion
the disclosure of which would be contrary 10 the essential interests of that Member State, or when the notified
wulnerability poses an imminent high cybersecurity risk semming from the further dissemination. In such cases,
ENISA will only receive simulianeous access to the informetion that a notification was made by the manufacturer,
general informetion about the product with digital elements concermed, the informeation about the general nature of the
exploit and information about the fact that those security grounds were raised by the manufacturer and that the full
content of the notification is therefore withheld. The full natification should then be made available to ENISAand other
relevant CSIRTS designated as coordinaiors when the CSIRT designated as coordinator initially receiving the
notification finds that thase security grounds, reflecting particularty exceptional circumstances as established in this
Regulation, cease 1o exist. Where, based on the information available, ENISA considers that there is a systemic risk
affecting the security of the intemal market, ENISA should recommend to the recipient CSIRT to disseminate the full
notification to the other CSIRTS designated as coordinatorsand to ENISAitself.

REBN SN Es e 737 ANV DB A SR OB T 2 B L DT RIA
T ANEREEE DR AR, TORNER Y, WEISHDIEHAE DI CHHEED
BEEBEDBZ DD VE R _RECTHD, BV ET DiEE LU CHESIU- CSIRT 13, 4
AT )T LR A Y7 A SR U G S CHRE STt oDjiks 7 CSIRT (2
X9 DIENODAREEDIRAE A 1 4T B H M Rt Sad i A U S QOB E D7) vl
TS, ZOMEFREEEIIANASETHS, Yi% CSIRT 14, DAY ENISA [ZHFUCIRIRE
\ TR CEDIN TN L a1 4 DR N B MR, REEh ZHEH S iaat:
DIFFINECSTEDEID ERHIT DR 6 VT, FDIFHREBBICANDSRETHD, WIS,
TR LU THREESIZ CSIRT 1%, ZOL7MERH MK DM T WNOYRAE T DY AV AR 9%
ToOOTEE RS EARTE DR, TOEHEBEIIANDZEN TEDLRETHD,

When manufacturers notify an actively exploited vulnerability or a severe incident having an impact on the security of
the product with digital elements, they should indicate how sensitive they corsider the notified information to be. The
CSIRT designated as coordinator initially receiving the notification should take this informetion into account when
assessing whether the notification gives rise to exceptional circumstances that justify a delay in the dissemination of the
notification to the other relevant CSIRTS designated as coordinators based on justified cybersecurity-related grounds. It
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should also take that information into account when assessing whether the natification of an actively exploited
wulnerability gives rise to particularly exceptional circumstances thet justify that the full notification is not made available
simulianeously 1 ENISA. Finally, CSIRTS designated as coordinators should be able 1o take that information into
accountwhen determining appropriate measures to mitigate the risks stemming from such wulnerabilities and incidents.

(72 HHIEV) 2016679, ’MFgER & OBRESOMRIEU) 2022125547, RN M OBLR 205
200268ECEI N ZHEA(EV) 202212565 DIH72K) N AYEDH CED BT ORI TER I 28D
FAERELT, ZORID FCESRSNAIEROBEEGRLT5720, Fe, IEFERITD DD
ITB EOEFERR T 5720, FERRENT, ZOI7 OB DT O DENL VO B—hhR
TR DT LR D L MMERESS, FAIEY) 2016679 K ONES 200258/EC O T2kt
X2 VT o EDAL T UNDEIE DT ODZEDIH7RENE—hE A ORI, BEIEU) 2016/679
KONES 2002/58EC DOZADIEICHTL, Evbit, HHIEV) 2006679 & OET 200268EC (7~
FHEBAOMNIPEC BTSRRI, 88% 5.2 QI y, ZOMBINOR T H—fiE7Fy
T — L TR, ENISA 1T, ZORIAN TR ENE @A, BRIMEETED T2 T
g*éM%lJ@Lf%ﬁéu%.Wﬁgﬁﬁﬁ THRESIUSFDHE D ATREML BRI AINDRET
5,

In order to simplify the reporting of information required under this Regulation, in consideration of other
complementary reporting requirements laid down in Union law; such as Regulation (EU) 2016/679, Regulation (EU)
2022/2554 of the European Parliament and of the Council®, Directive 2002/58/EC of the European Parliament and of
the Council®and Directive (EU) 2022/2555, as well as to decrease the administrative burden for entities, Member
States are encouraged to consider providing at national level single entry points for such reporting requirements. The use
of such national singlle entry points for the reporting of security incidents under Regulation (EU) 2016/679 and Directive
2002/58/EC should notaffect the application of the provisions of Regulation (EU) 2016/679 and Directive 2002/58/EC,
in particular those relating to the independence of the authorities referred to therein. When establishing the single
reporting platform referred t in this Regulation, ENISA should take into acoount the possibility for the national
electronic notification end-points referred to in this Regulation to e integrated into national single entry points that may
also integrate other notifications required under Union law.

(73 ZOHANTR T HE—EET T 74— LERRE T DX, 10, IBEORERETEH I 72012

B RPN IS 57 2V OTER EDHE T B2 ONTHIRIIEC) No 106012009, £7HII(EU) No648/2012,
FiHI] (EU) No 6002014, HIEIIEU) No 9092014 K USHAIEU) 2006/1011 21 2Rk g K OB 200 2022
12 A 14 A OHIHIIEV) 2022/2554 (QIL333,27.122022, p. 1).
Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on diigitel operational resilience
for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No
909/2014and (EV)2016/1011 (OJ L 333,27.122022, p. 1).
RSN IT BN T — 2 DRI T T4 7 S — DR B2 Nt S OV 0D 2002 4F
7 H 12 BOFES 2002/58/EC (QJ L2041, 31.7.2002, p. 37).
Directive 2002/58EC of the Eurapean Parfiament and of the Council of 12 July 2002 conceming the processing of personal data
andthe protection of privecy in the electronic communications sector (OJ L 201, 31.7.2002, p. 37).
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When establishing the single reporting platform referred to in this Regulation and in order to benefit from past
experience, ENISAshould consult other Union institutions or agencies that are managing platforms or databases subject
to stringent security requirements, such as the European Union Agency for the Operational Management of Large-
Scale IT Systems in the Area of Freedom, Security and Justice (eu-LISA). ENISA should also analyse potential
complementarities with the European vulnerability databese established pursuant to Articke 12(2) of Directive (EU)
2022/2555.

REEE R OFNLSND FIRA L ONENT, FEE LU CREESIZ CSIRT F72/% ENISAIZKIL,
T UBNDESEE L ORI O ZE FUTQODIfEEENE, T/&/WD%T???%O%&:@)XW =g
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HRETHD,

Manufacturers and other natural and legal persons should be able to notify to a CSIRT designaied as coordinator or
ENISA, on a voluntary besis, any vulnerability contained in a product with digital elements, cyber threats that could
affectthe risk profile of a product with digital elements, any incident having an impact on the security of the product with
digital elements aswell as near misses that could have resulied in suchan incident.

HERRIEN T, [EIPIEITHE S, Masat RIS e 7S LA RO B ERN IS AL T
WD LA, WES TS HNEL TS O RRR RN S U TR TR0
FHNET_ETHD, BN ORERIEIZINT, Hastadtimise 5 BN ONEADIHEE &
ORFDEREHINSIUSDZ LA T, BEKEN, =7 O ORTRE &
OYRED B AT 25\ R DR EDIERITEAEOERIC B DA AN AR D L HER S D,

Member States should aim to address, to the extent possible, the challenges faced by vulnerability researchers, including
their potential exposure to criminal liability; in accordance with national law: Given thet natural and legal persons
researching vulnerabilities could in some Member States be exposed to criminal and civil liability, Member Staies are
encouraged to adopt guidelines as regards the non-prosecution of information secuirity researchers and an exemption
fromcivil liability for their activities.

TVANOB L OFURORGER T, MREEEF I TEBACE IR, RO, AL

FROTEDRDENDHEET, F513([EV) 2022/2556 DF; 12 2555 1 T THETZ SR ER =~
D HEIDTDIFiEEE LU THRESIUZ CSIRT 241U T, AT A=A DIt a i35
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Manufacturers of products with digital elements should put in place coordinated wulnerability disclosure policies t
facilitate the reporting of vulnerabilities by individuals or entities either directly to the manufacturer or indirectly, and
where requested anonymously, via CSIRTS designated as coordinators for the purposes of coordinated vulnerability
disclosure in accordance with Article 12(1) of Directive (EU) 2022/2555. Manufacturers’ coordinated vulnerability
disclosure policy should specify a structured process through which vulnerabilities are reported to a manufacturer ina
manner allowing the manufacturer to diagnose and remedy such wulnerabilities before detailed vulnerability
information is disclosed to third parties or o the public. Moreover, manufacturers should also consider publishing their
security policies in machine-readable formet. Given the fact thet information about exploitable vulnerabilities in wickely
used products with digital elements can be sold at high prices on the black market, manufacturers of such products
should be able to use programmes, as part of their coordinated vulnerability disclosure policies, © incentivise the
reporting of vulnerabilities by ensuring that individuals or entities receive recognition and compensation for their efforts.
This refers 0 so-called ‘bug bounty programmes’.

(77 WaHED AR D20, BhEETY, SBOM A1ER T DL BSAEED, T4
BRAEH OO FICE FNHT R — R MNERFE R OSGE LT _ETHD, SBOM 1, V7N
=7 #HEL, ALK ONERT2FICKIL, YiDOBEDOY T TAF =— OBYFEEL KT DI
WAt CTED, TOMHIL, ZANFRSELD, L0, O, BEEE K OFIHED,
BRI BT HEE K O A/ 3=t 2T EDVRY 5B D2 L2 BT 5, ikl
YEH DT VR NDE ORI = > TSI DB a1 AR— R N B A
TUVRNZEEREEE DR T AN L, LODITEERZEThHS, BLEHTE, SBOM 2/AFK 52
EBEARSIUT 27200,

In order 1o facilitate vulnerability analysis, manufacturers should identify and document components contained in the
products with digital elements, including by drawing up an SBOM. An SBOM can provide those who manufacture,
purchese, and operate software with information that enhances their understanding of the supply chain, which has
multiple benefits, in particular it helps manufacturers and users t track knoan newly emerged wlnerabilities and
cybersecurity risks. It is of particular importance that manufacturers ensure thet their products with digital elements do
not contain vulnerable components developed by third parties. Manufacturers should not be obliged to make the
SBOM public.

(78 A TAWGEERE NI DN BT VA AET D FIZRBWT, AV T4 THRESN
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Under the new complex business modkls linked to online sales, a business aperating online can provide a variety of
services. Depending on the nature of the services provided in relation to a given product with digital elements, the same
entity may fall within different categories of business modkels or economic operators. VWhere an entity provides only
onlire intermediation services for a given product with digital elerments and is merely a provider of an online
marketplace as defined in Article 3, point (14), of Regulation (EU) 2023/988, it does not qualify as one of the types of
economic operator defined in this Regulation. Where the same entity is a provider of an online markefplace and also
acts as an economic operator as defined in this Regulation for the sale of particular products with digital elements, it
should be subject to the obligations set out in this Regulation for that type of economic operator. For instance, if the
provider of an online marketplace also distributes a product with digital elerments, then, with respect to the sale of that
product, itwould be considered to be a distributor. Similarty; if the entity in question sells its own branded products with
digital elements, itwould qualify as amanufacturer and would thus have to comply with the applicable requirements for
manufacturers. Also, some entities can qualify as fulfilment service providers as defined in Article 3, point (11), of
Regulation (EU) 2019/1020 of the European Parfiament and of the Council @ if they offer such services, Such cases
would need to be assessed on a case-hy-case basis. Given the prominent role that online marketplaces have in enabling

7 TR OBSOBE T2, WONS, Fi57 200442/EC, HHHIIEC) No 765/2008 K USHHIEU) No

3052011 AL IET 2N M OB 20194F 6 H 20 HOMIHIEU) 20191020 (QJ L 169, 2562019, p. 1).
Regulation (EU) 20191020 of the European Parliament and of the Council of 20 Jure 2019 on market sunveillance and
compliance of products and amending Directive 2004/42/EC and Regulations (EC) No 765/2008 and (EU) No 30522011 (QJ L
169, 2562019,p. 1).
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electronic commerce, they should strive to cooperate with the market suneillance authorities of the Member States in
order 10 help ensure that products with digital elements purchased through online marketplaces comply with the
cybersecurity requirerments laid down in this Regulation.

ZORRIOFTED LN =B O EEOFHE RS T 5728, ZORRNOFTED O
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In order to facilitate assessment of conformity with the requirements kaid down in this Regulation, there should be a
presumption of conformity for products with digital elerments which are in conformity with harmonised standards,
which translate the essential cybersecurity requirements set out in this Regulation into detailed technical specifications,
and which are adopted in accordance with Regulation (EU) No 10252012 of the European Parliament and of the
Council®. That Regulation provides for a procedure for objections i harmonised standards where those siandards do
not entirely satisfy the requirements set out in this Regulation. The standardisation process should ensure a balanced
representation of interests and effective participation of civil society stakeholders, including consumer organisations.
Intemational standards that are in line with the level of cybersecurity protection aimed for by the essential cybersecurity
requirements set out in this Regulation should also be taken into account, in order to facilitate the development of
harmonised standards and the implementation of this Regulation, as well as to facilitate compliance for companies, in
particular microenterprises and small and mediumsized enterprises and those operating globally.

ZOMRINDE DT O THAM ORI B BHE A b ST - BT EE UEDRERF DBRSE & N DR
RNl A X0GETD S a4z m] kS, ZOBID BN 232 2 s T T RS
I L &I D, ZDZHE, ITA | O FZHHT RV OEREARESEE LU O, BHoED

B NI B, Hildatan 8U6BGEEC MU EEATET 9YISEEC, NG M USRS
HOEC, FET HSEC, 5T BIN6EC, fET IBEC, f5T BBAEC, 51 20042EC, f51 2007/23EC, 55
200923EC K ONES 2009106EC ACLIET 2, AN, BEESIRIE ST0EEC, MOMEES M OB ORTE
No 1673/2006/EC %H& 119200 N> K OfEE200 2012 4F 10 H 25 HORFAIEU) No 10252012 (QU L 316,
14112012, p. 12).
Rnglaﬁo% (E)U) No 10252012 of the European Parfiament and of the Council of 25 Cctober 2012 on European sandardisation,
amending Council Directives 8/686/EEC and 93/15/EEC and Directives SA9/EC, M/25EC, I/1GEC, 97/23EC, 98/34/EC,
2004/22/EC, 2007/23EC, 2009/23EC and 2009/105/EC of the European Parliament and of the Council and repealing Council
Decision87/95/EEC and Decision No 1673/2006/EC of the European Parliament and of the Council (QJ 316, 14.11.2012, p. 12).
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The timely development of harmonised standards during the transitional period for the application of this Regulation
and their availability before the date of application of this Regulation will be particularly important for its effective
implementiation. This is, in particular, the case for important products with digital elerments that fall under class 1. The
availability of harmonised standards will enable manufacturers of suich products to perform the conformity assessments
via the intemal control procedure and can therefore avoid boattlenecks and delays in the activities of conformity
asessment bodlies.

HIHIEU) 2019881 13, ICT HL5y, ICT 72K N ICT H—t ADT= O DATEDRIN A/ S—t3F
2T AFRRIEDREAAE BT TV ND, BRI A N—t 2 U7 (FERERI RN L, SRR &N
\ZBDT A NDEHEEL SR EFI 357 ORI R O SO HamsA A2 25, Z0
FERELT, ZOBHINE, HHIEU) 2019881 EORID: K hfa >0 HHF & Thd, ZOHHID
HCED DA B S EOFHIE AT D72, FRRESIV NS T VA VDB O
i, 2, YR RLLCBIL THANEY) 2019881 [ XA N/ S22 )7 b LD TS
B \TLéﬁ'E%b %%éﬂ?iT AN DA ORI Tl C, A TAD T ORINEE R
FoTRFESI RS, BRIND A S—tF )7 (G ED L NE A B S EFH T Us0—E)
i‘%ﬂ%@%ﬁ%@ﬁbﬂ BIRY, ZOMRID R CREDHIZBD T A S 2T B %
EFUQUOBEHEESND & Thh, T U HANDEZE LS ST DT D OB 778N YA 73—
2T AFRIERIEOMEE, FHAIEY) 2019881 [ ZhE> TRRINE AN FLD AV EREGHB D el
DG, ZOMANZ IS GHESN A& THD, ZOMRIDBES AR T DI D%
G, TUANDEFEL SR E DR DT DO MEMEDMEE T D EET, N EE S
I3, ENISA [T, FHAIEU) 2019881 (D% 48 S:l Tt il stz Ui+ A - b e Bl C& 5, £
DI T AN DB D T RO A S —E =7 (GEREHI L, 208
ANZEDDYMIADT A N—EX 2 VT 4B N ONE S Rl e BRI ANARETHY, 7>,
ZOHIRNDES PR G T _EThD, ZOHRIDORNI VG RN 2BRIN YA S—F 2 U7

AFERERIEE CBAL QI WATEOHEE N EDIN U Gl SR D0 B WRIERORIEIZBEIL,
T E ZEODZENVE) S LIV, BINEBE R, SN TAILIY, YO T T
ZORANDOFCEDLNTMAD YA SN— X2 VT A BL R E A L QDT L7 T T2 BN
47‘4/\~»’zae;ﬁ4nuumﬁ%ur“rﬁ>%lJﬂﬂéW%7H¢®fﬂiE%@bé@%ﬁz&%«%f& Ed
V2, NG TE EOBRERET BT, ZDII7LERIN A S—t2 =27 GRREIEED FI2du
T, W7l EH 55 | DLV TN A S 2 )T (FFAED SR TS B B A%
DEEBEZREL, ZOHRO T CED i = A A DA LS LT
BTSN,

Regulation (EU) 2019/881 establishes a voluniary European cybersecurity certification framework for ICT products,
ICT processes and ICT services. European cybersecurity certification schemes provide a common framework of trust
for users to use products with digital elerments that fall within the scope of this Regulation. This Regulation should
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corsequently create synergies with Regulation (EU) 2019/881. In order to facilitate the assessment of conformity with
the requirements laid down in this Regulation, products with digital elements that are certified or for which a staterment
of conformity has been issuied under a European cybersecurity scheme pursuant to Regulation (EU) 2019/881 that has
been identified by the Commission in an implementing act, shall be presumed to be in compliance with the essential
cybersecurity requirements set out in this Regulation in so far as the European cybersecurity certificate or statement of
conformity or parts thereof cover those requirements. The need for new Eurapean cybersecurity certification schemes
for products with digital elements should be assessed in the light of this Regulation, including when prepering the Union
rolling work programme in accordance with Regulation (EU) 2019/881. Where there is a need for a new scheme
covering products with digital elements, including in order to facilitate compliance with this Regulation, the
Commission can request ENISA to prepare candidate schemes in accordance with Article 48 of Regulation (EU)
2019/881. Such future European cybersecurity certification schemes covering products with digital elements should
take into account the essential cybersecurity requirements and conformity assessment procedures as st aut in this
Regulation and facilitate compliance with this Regulation. For European cybersecurity certification schemes that enter
into force before the entry into force of this Regulation, further specifications may be needed on detailed aspects of how
a presumption of conformity can apply. The Commission, by means of delegated acts, should be empowered to specify
under which conditions the Eurapean cybersecurity certification schemes can be used to demonstrate conformity with
the essential cybersecurity requirements set out in this Reguletion. Furthermore, to avoid undue administrative burdens,
there should be no obligation for manufacturers t camry out a tird-party conformity assessment as provided for in this
Regulation for coresponding requirements where a European cybersecurity certificate has been issued under such
European cybersecurity certification schemes at leastat level ‘substantial’.

N—RY =T X2 TAEY 22—V RO~ A7a7 oty Y057, ZOHIRIOwE HREFHNICSHS
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Uponentry into force of Implementing Regulation (EU) 2024/482 which concerns products that fall within the scope of
this Regulation, such as hardware security modules and microprocessors, the Commission should be able to specify; by
means of a delegated act, how the EUCC provides a presumption of conformity with the essential cybersecurity
requirements as et out in this Regulation or parts thereof. Furthermore, such a delegated act may specify how a
certificate issued under the EUCC eliminates the obligation for manufacturers to carry out a thircHparty assessment as
required pursuant to this Regulation for cormesponding requirements.
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The current European standardisation framework, which is based on the New Approach principles set out in Council
Resolution of 7 May 1985 on a new approach to technical harmonization and standards and on Regulation (EU) No
10252012, represents the framework by defavilt to elaborate standards that provide for a presumption of conformity
with the relevant essential cybersecurity requirements set out in this Regulation. European standards should be market
driven, take into account the public interest, as well as the policy objectives clearly stated in the Commission’s request to
one or more European standardisation organisations to draft harmonised standards, within a set deadline, and be based
on congsensus. However, in the alosence of relevant references to harmonised standards, the Commission should be able
to adopt implementing acts establishing common specifications for the essential cybersecurity requirements set out in
this Regulation, provided that in doing 0 it duly respects the role and functions of European standardisation
organisations, as an exceptional fall back solution to facilitate the manufacturer’s obligation to comply with those
essential cybersecurity requirements, where the standardisation process is blocked or where there are delays in the
establishment of appropriate harmonised standards. If such delay is due to the technical complexity of the standard in
question, this should be considered by the Commission before considering whether to establish common specifications.

CORBRNDHTEDHIMIBAD YA = 2 )T A E 2 BT DIl R A b B R 5
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With a view to establishing, in the most efficient way, common specifications that cover the essential cybersecurity
requirements setout in this Regulation, the Commission should involve relevant siakeholders in the process.

[EER7Z231 11, FAIEU) No 10252012 | ZHE-7 BU B D HHIZ I DA bt
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‘Reasonable period” has the meaning, in relation to the publication of a reference to harmonised standards in the Official
Jounal of the European Union in accordance with Regulation (EU) No 1025/2012, of a period during which the
publication in the Official Joumal of the European Union of the reference to the standard, its corrigendum or its
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amendment is expected and which should not exceed one year after the deadline for drafting a European standard setin
accordance with Regulation (EU) No 1025/2012.

ZOBRNDH TEDHI MDY A== VT A B OB S A RS T3 7D, [FIE
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In order to facilitate the assessment of conformity with the essential cybersecurity requirements set out in this Regulation,
there should be a presumption of conformity for products with digital elements that are in conformity with the common
specifications adopted by the Commission pursuant to this Regulation for the purpose of expressing detailed technical
specifications of those recuirements.
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The application of harmonised standards, common specifications or European cybersecurity certification schemes
adopied pursuant © Regulation (EU) 2019/881 providing presumption of conformity in relation to the essential
cybersecurity requirements applicable to products with digital elements will facilitate the assessment of conformity by
the manufacturers. If the manufacturer chooses not to apply such means for certain requirements, it hes to indicate in
their technical documentation how the compliance is reached otherwise. Furthermore, the application of harmonised
standards, common specifications or Eurapean cybersecurity certification schemes adopted pursuant to Regulation
(EV) 2019/831 providing presumption of conformity by manufacturers would fecilitate the check of compliance of
products with digital elements by market sunveillance authorities. Therefore, manufacturers of products with digital
elements are encouraged to apply such harmonised standards, common specifications or European cybersecurity
certification schemes.
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Manufacturers should draw up an EU declaration of conformity to provide information required under this Regulation
on the conformity of products with digital elements with the essential cybersecurity requirements set aut in this
Regulation and, where applicable, of the other relevant Union harmonisation legislation by which the product with
digital elements is covered. Manufacturers may also be required to draw up an EU declaration of conformity by other
Union legal acts. To ensure effective access to information for market sunveillance purposss, a single EU declaration of
conformity should be drawn up in respect of compliance with all relevant Union legal acts. In order to reduce the
administrative burden on economic operators, it should be possible for that single EU declaration of conformity tobe a
dossier madk up of relevant individual declarations of conformity.

OB EMART CE ~—21Z, JEV B O AT AASA D R AR s 5
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DEIVTND, T IANDEFREL SR CE ~—2%A 2 AT 28E Y, oMo
TEDLNHRETHS, CE ~—13, TURLDEELL SR A DRI CEDS -5
BT U QDI EAARGET AT T O~— 7 Thh & ThD,

The CE marking, indicating the conformity of a procuct, is the visible consequence of a whole process comprising
conformity assessment in a broad sense. The general principles governing the CE marking are set out in Regulation
(EC) No 765/2008 of the European Parliament and of the Council®. Rules goveming the affixing of the CE marking
on products with digital elements should be laid down in this Regulation. The CE marking should be the only marking
which guarantees that products with digital elerments comply with the reuirements set out in this Regulation.

FREHS | FHADS, ZOHBIOF CED LN MABD YA/ S—X 2 VT BFOmE S a3 28
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DO—EMARERT DT80, KO, TR IR T DT, T U NDESEA SRR DOZ D
HRINDOHR CED LI MDY A7 =X 2 VT A B O S ARG D DT T

D RS MEREDTOOEY 2 E DD OHHRIIEEC) No 33903 ZFE L2 i & Ui 20084F- 7 H
9 HO#IAIEC) No 7652008 (OJ L 218, 1382008, p. 30).
Regulation (EC) No 7652008 of the European Parliament and of the Council of 9 July 2008 setting out the requirements for
accreditation and repealing Regulation (EEC) No 339/03 (QU L 218, 1382008, p. 30).
DI D~—rT A T DI BT R OBREERIE BMUEHEEC A 1L 2R Nas i OBy
D 200847 A 9 HDHTE No 7682008EC (QJ L. 218, 1382008 p. 82).
Decision No 768/2008EC of the European Parliament and of the Council of 9 July 2008 on a common framework for the
marketing of products, and repealing Council Decision 93/465/EEC (OJ L 218, 1382008, p. 82).
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In order to allovw economic operators to demonstrate conformity with the essential cybersecurity requirements setout in
this Regullation and to allow market sunveillance authorities to ensure thatt products with digital elerments made available
on the market comply with those requirements, it is necessary 1o provide for conformity assessment procedures.
Decision No 768/2008/EC of the European Parliament and of the Council © establishes modules for conformity
assessment procedures in propoartion to the level of risk involved and the level of security required. In order to ensure
inter-sectoral coherence and to avoid ad-hoc variants, conformity assessment procedures adequate for verifying the
conformity of products with digital elements with the essential cybersecurity requirements set out in this Regulation
should be based on those modules. The conformity assessment procedures should exarmine and verify both productand
process-related requirements covering the whole lifecycle of products with digital elerments, including planning, design,
development or production, testing and meintenance of the product with digital elements.
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Conformity assessment of products with digital elements that are not listed as important or critical products with digital
elements in this Regulation can be canied out by the manufacturer under its own resporsibility following the intemel
control procedure based on module A of Decision No 768/2008EC in accordance with this Regulation. This also
applies to cases where a manufacturer chooses not 1o apply in whole or in part an applicable harmonised standard,
common specification or European cybersecurity certification scheme. The manufacturer retains the flexibility t
choose a stricter conformity assessment procedure involving a third party. Under the intemal control conformity
assessment procedure, the manufacturer ensures and declares on its sole responsibility that the product with digital
elements and the processes of the manufactuirer meet the applicable essential cybersecurity requirements set out in this
Regulation. If an important product with digital elerments falls under class |, additional assurance is required to
demonstrate conformity with the essential cybersecurity requirements set out in this Regulation. The manufacturer
should apply harmonised standards, common specifications or European cybersecurity certification schemes adopted
pursant to Regulation (EU) 2019/831 which have been identified by the Commission in an implementing act if it
wants 1o carry out the conformity assessment under its own resporsibility (module A). If the manufacturer does not
apply such harmonised standards, common specifications or European cybersecurity certification schemes, the
manufacturer should undergo conformity assessment involving a third party (besed on modules B and C or module H).
Taking into account the administrative burden on manufacturers and the fact that cyloersecurity plays an important role
in the design and development phase of tangible and intangible products with digital elerments, conformity assessment
procedures based on modules B and C or module H of Decision No 763/2008/EC have been chosen as most
appropriate for assessing the compliance of important products with digital elements in a proportionate and effective
manner. The manufacturer that carries out the thirdHparty conformity assessment can choose the procedure that best suits
its design and production process. Given the even greater cybersecurity risk linked with the use of important products
with digital elerments that fall under cless I, the conformity assessment should always involve a third perty, even where
the product complies fully or partly with harmonised standards, common specifications or European cybersecurity
certification schermes. Manufacturers of important products with digital elerments qualifying as free and open-source
software should be able t follow the intemal control procedure besed on module A, provided thet they meke the
technical documentation available to the public.
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While the creation of tangible products with digital elerments usually requires manufacturers to make sulbstantial efforts
throughout the design, development and production phases, the creation of products with digital elerments in the form of
software almost exclusively focuses on design and development, while the production phase plays a minor role.
Nonetheless, in many cases software products still need to be compiled, buiilt, packaged, made available for downlcad
or copied onto physical media before being placed on the market. Those activities should be considered to be activities
amounting to production when applying the relevant conformity assessment modules o verify the compliance of the
product with the esserttial cybersecurity requirements set out in this Regulation across the design, development and
production phases.
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In relation to microenterprises and small enterprises, in order to ensure proportionality; it is appropriate to alleviate
administrative costs without affecting the level of cybersecurity protection of products with digital elements that fall
within the scope of this Regulation or the level playing field among manufacturers. It is therefore appropriate for the
Commission to establish a simplified technical documentation form targeted at the needs of microenterprises and small
enterprises. The simplified technical documentation form adopted by the Commission should cover all the applicable
elements related to technical documentation set out in this Regulation and specify how a microenterprise or a small
enterprise can provide the requested elements in a concise way, such as the description of the design, development and
production of the product with digital elements. In doing so, the form would contribute to alleviating the administrative
compliance burden by providing the enterprises concemed with legal certainty about the extent and detail of information
to be provided. Microenterprises and small enterprises should be able to choose to provide the applicable elements
related to technical documentation in extensive formand not take advantage of the simplified technical form available to
them.
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In order to promote and protect innovation, it is important that the interests of manufacturers that are microenterprises or
small or mediumsized enterprises, in particular microenterprises and small enterprises, including start-ups, are taken into
particular account. To that end, Member States could develop initiatives which are targeted at manufacturers that are
microenterprises or small enterprises, including on training, awareness raising, information communication, testing and
third-party conformity assessment activities, as well as the establishment of sandboxes. Translation costs related
mandatory documentation, such as the technical documentation and the information and instructions to the user
required pursuant to this Regulation, and communication with authorities, may constitute a significant cost for
manufacturers, in particular those of a smaller size. Therefore, Member States should be able to consider that one of the
languages determined and accepted by them for relevant manufacturers’ docurmentation and for communication with
manufacturers is one which is braadly understood by the largest possible number of users.
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In order to ensure a smooth application of this Regulation, Member States should strive t ensure, before the date of
application of this Regulation, that a sufficient number of notified bodies is available to carry out third-party conformity
aseessments. The Commission should seek to assist Member States and other relevant parties in this endeavour, in order
to avoid bottlenecks and hindrances to market entry for manufacturers. Targeted training activities led by Mermber States,
including where appropriate with the support of the Commission, can contribute to the availability of skilled
professionals including to support the activities of notified bodies under this Regulation. Furthermore, in light of the costs
that third-party conformity assessment may entail, funding initiatives at Union and national level that seek to alleviate
such costs for microenterprises and small enterprises should be considered.
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In order to ensure proportionality, conformity assessment bodies, when setting the fees for conformity assessment
procedures, should take into account the specific interests and needs of microenterprises and small and medium-sized
enterprises, including start-ups. In particular, conformity assessment bodies should apply the relevant examination
procedure and tests provided for in this Regulation only where appropriate and following a risk-besed approach.
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The objectives of regulatory sandboxes should be to foster innovation and competitiveness for businesses by
establishing controlled testing environments before the placing on the market of products with digital elements.
Regulatory sandboxes should contribute to improve legal certainty for all actors that fall within the scope of this
Regulation and facilitate and accelerate access to the Union market for products with digital elements, in particuler when
provided by microenterprises and small enterprises, including start-ups.
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In order to carry out third-party conformity assessment for products with digital elements, conformity assessment bodies
should be notified by the national notifying aLthorities to the Commission and the other Member States, provided they
comply with a set of requirements, in perticular on independence, competence and absence of conflicts of interest
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In order to ensure a consistent level of quality in the performance of conformity assessment of products with digital
elements, it is also necessary to lay down requirements for notifying authorities and other bodies involved in the
asessment, natification and monitoring of notified bodies. The system set out in this Regulation should be
complemented by the accreditation system provided for in Regulation (EC) No 765/2008. Since accreditation is an
essential means of verifying the competence of conformity assessment bodies, it should also be used for the purposes of
notification.
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Conformity assessment bodies that have been accredited and notified under Union law laying down requirements
similar to those laid down in this Regulation, such as a conformity assessment body that has been notified for a
European cybersecurity certification scheme adopted purstant to Regulation (EU) 2019/881 or notified under
Delegated Regulation (EU) 2022/30, should be newly assessed and notified under this Regulation. However, syrergies
can be defined by relevant authorities regarding any overlapping requirements in order to prevent an unnecessary
financial and administrative burden and toensure a smooth and timely notification process.
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Transparent accreditation as provided for in Regulation (EC) No 765/2008, ensuring the necessary level of conficence
in certificates of conformity, should be considered by the national public authorities throughout the Union to be the
preferred means of demonstrating the technical competence of conformity assessment bodies. Honever, national
authorities may consider that they possess the appropriate means of carrying out that evaluation themselves. In such
cases, in order to ensure the appropriate level of credibility of evaluations carried out by other national auithorities, they
should provide the Commission and the other Member States with the necessary documeniary evidence demonstrating
the compliance of the conformity assessment bodies evaluated with the relevant regulatory requirements.

(102) A PERAMRER 3, WA TEDORHISRE OOV Vo S ek OTEENO—E % FRETSE, £,
FHRR THEAZ LS 2D, B AT A VDB SRS O U CESR SN AR #
DUAVEYSHE 7200, AP Al RO TARMG, AR ROME O3 TE0
BERICHU N, HE MR — DB Al = e R AT R T,

Conformity assessment bodies frequently subcontract parts of their activities linked to the assessment of conformity or
have recourse to a suibsidiary. In order to safeguard the level of protection required for a product with digital elements to
be placed on the market, it is essential that conformity assessment subcontractors and subsidiaries fulfil the same
requirements as notified bodies in relation o the performance of conformity assessment tasks.
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The nofification of a corformity assessment body should be sent by the nofifying authority to the Commiission and the
other Member States via the New Approach Notified and Designated Organisations (NANDO) inforrmation sysiem.
The NANDO inforrmation sysemis the electronic nofification tool developed and managed by the Commissionwhere
alistofall notified bodies can be found.
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Since notified bodies may offer their services throughout the Union, it is appropriate to give the other Member States
and the Commission the opportunity to raise objections conceming a notified body. It is therefore important to provide
for a period during which any doubts or concems as to the competence of conformity assessment bodlies can be clarified
before they start operating as notified bodlies.
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In the interests of competitiveness, it is crucial thet notified bodies apply the conformity assessment procedures without
creating unnecessary burden for economic operators. For the same reason, and to ensure equial treatment of economic
operators, consistency in the technical application of the conformity assessment procedures needs to e ensured. That
should be best achieved through appropriate coordination and cooperation between notified bodies.
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Market surveillance isan essential instrument in ensuring the proper and uniform application of Union law, It is therefore
appropriate to put in place a legal framework within which market sunveillance can be carried out in an appropriate
manner. The rules on Union market sunveillance and control of products entering the Union market provided for in
Regulation (EU) 2019/1020 apply to products with digital elements that fall within the scope of this Regulation.
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In accordance with Regulation (EU) 2019/1020, a market sunveillance authority carries out market sunveillance in the
territory of the Member State that designates it. This Regulation should not prevent Member States from choosing the
competent authorities to carry out market surveillance tasks. Each Member State should designate one or more market
suneillance authorities in its territory. Member States should be able to choose to designate any existing or new authority
to actas market surveillance authority, including competent authorities designated or established pursuant o Article 8 of
Directive (EU) 2022/2555, national cybersecurity certification authorities designated pursuant t Article 58 of
Regulation (EU) 2019/881 or market sunveillance authorities designated for the purposes of Directive 2014/53/EU.
Economic operators should fully cooperate with market sunveillance authorities and other competent authorities. Each
Member State should inform the Commission and the other Member States of its market sunveillance authorities and
the areas of competence of each of those authorities and should ensure the necessary resources and skills to carry out the
market surveillance tasks relating © this Regulation. Pursuant to Article 10(2) and (3) of Regulation (EU) 2019/1020,
each Member State should appoint a single liaison office that should be responsible, inter alia, for representing the
coordinated position of the market surveillance authorities and assisting in the cooperation between market sunveillance
authorities in different Member States.
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A dedicatied ADCO for the cyber resilience of products with digital elements should be established for the uniform
application of this Regulation, pursuant to Article 30(2) of Regulation (EU) 2019/1020. ADCO should be composed of
representatives of the designated market surveillance authorities and, if appropriate, representatives of the single liaison
offices. The Commission should support and encourage cooperation between market sunveillance authorities through
the Union Product Compliance Network established pursuant to Article 29 of Regulation (EU) 2019/1020 and
comprising representiatives from each Member Stte, including a representative of each single liaison office as referred
to in Article 10 of that Regulation and an optional national expert, the chairs of ADCOs, and representatives from the
Commission. The Commission shoulld perticipate in the meetings of the Union Product Compliance Network its sub-
groupsand ADCO. It should also assist ADCO by means of an executive secretariat that provides technical and logistic
support. ADCO may also invite independent experts o participate, and liaise with other ADCOs, such as that
established under Directive 2014/53/EU.
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Market suneillance authorities, through ADCO established under this Regulation, should cooperate closely and should
be able to develop guidance documents to facilitate market sunveillance activities at national level, such as by developing
best practices and indlicators to effectively check the compliance of products with digital elements with this Reguletion.
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In order to ensure timely; proportionate and effective measures in relation to products with digital elerments presenting a
significant cylersecurity risk, a Union safeguard procedure under which interested parties are informed of measures
intended to be taken with regard to such products should be provided for. This should also allow market sunveillance
authorities, in cooperation with the relevant economic operators, 1 act at an earlier stage where necessary. Where the
Member States and the Commission agree as to the justification of a measure taken by a Member State, no further
involvement of the Commission should be required, exceptwhere non-compliance can be attributed to shortcomings of
aharmonised standard.

—TEDHAITRBNT, ZOHRANCHEIL T 72 L DEEZER SRS, ZHThHIThIhs T,
YA 3=t X2V T 1 FORERIATZRL, T2, EAOREEL LT A, AT R A%
9D LA E X DERMNEAYED L TENED FIZh 5855085, 845 (EV) 20222555 O 3

83



Fe ML 10% 25 (202542 H)

55 1 IO T AR > TR r*%&/XTA%H%b\ﬁEﬁEéM%~t DR VE, B
1M, seaMEb LI M- AL ORI RO 0>ﬂﬂ0>19l S R e RNy %)
155, FIUDPZ, FIUSDIAY DfEFEE R T DI E A B0 TN D, FOFERELT, T
PR, REH | AR, Haailings é.&)xﬁ%Téfoc@coﬂ VOZEEMER T DT, F
7703, YRR ORINIIGU T, Yzl G2 a— L UL LT R4 A L2 Bk A7 b O E L
T HRETHD, ZDOII7 RIS TGS /DT V2N DA RO X HD73
v \%@%ﬁﬁﬂﬁﬁif_ FEE I DEXTEBIC, FORERENE, BONEE SN OO RIE I,
7L, TOPTEDFRH K ONE 4V FHHRZRU T, 2O EHE AT & ThH5, il
’Fﬁé)gﬂb VAY %R QDT ANV EEEA S DR 27 DI 7 E A BRI 554,
RNZE ST, B, TOMEKE RO 1 3723 ms 7o B | EAR L] CR:
\CADRETHY, D>, ZOEPHEEEZ T X THD, [FRHMIORERERTEELC, BINEE
2%, FOEPHEEDIES SN EDEIRIE T REThD, BINEERIE, & TOfkIESE
(\ZEDPIEEZLFE I RETHY, 7>, EHIT, ETORRRIE R OO 1 E3E850R
G | ERITHL, RREEBRT & ThD, TORENE Y ThOL SN A, BINE
B, BN B A A UG T DT b O S BHR T 2 E D b & T,

In certain cases, a product with digital elements which complies with this Regulation can nonetheless present a
significant cybersecurity risk or pose a risk to the health or safety of persons, to compliance with obligations under Union
or national law intended to protect fundamental rights, to the availability, authenticity, integrity or confidentiality of
services offered using an electronic informetion system by essential entities as referred 1o in Article 3(1) of Directive
(EU) 2022/2555 or o other aspects of public interest protection. Therefore it is necessary 1o establish rules which ensure
mitigation of those risks. As a result, market sunveillance authorities should take measures o require the economic
operator to ensure that the product no longer presents that risk, or to recall or withdraw it, depending on the risk. As soon
asa market sunveillance authority restricts or forbicks the free moverment of a product with digital elerments in such way;
the Member State should notify without delay the Commission and the other Member States of the provisional
measures, indicating the reasons and justification for the decision. Where a market sunveillance authority adopts such
measures against procucts with digital elements presenting a risk, the Commission should enter into consultation with
the Member Staies and the relevanit economic operator or operators without delay and should evaluate the national
meastrre. On the basis of the results of this evaluation, the Commission should decide whether the national measure is
justified or not. The Commission should address its decision to all Member States and immediately communicate it to
them and the relevant economic operator or operators. If the measure is considered to be justified, the Commission
should also consider whether to adopt proposals to revise the relevant Union law.
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For products with digital elements presenting a significant cybersecurity risk, and where there is reason to believe that
they do not comply with this Regulation, or for products that comply with this Regulation, but that present other
important risks, suich as risks to the health or safety of persons, to compliance with obligations under Union or national
law intended to protect fundamental rights or to the availability; authenticity, integrity or confidentiality of services offered
using an electronic information system by essertial entities as referred to in Article 3(1) of Directive (EU) 2022/2555, the
Commission should be able 1 request ENISA to carry out an evaluation. Based on that evaluation, the Commission
should be able to adopt, by means of implementing acts, corrective or restrictive measures at Union level, including
requiring the products with dligital elements concermed to be withdrawn from the market or recalled, within a reasonable
period, commensuraie with the natuire of the risk. The Commission should be able to have recourse to such intervention
only in exceptional circumstances that justify an immediate intervention to preserve the proper functioning of the
internal market, and only where no effective measures have been taken by market surveillance authorities to remedy the
situation. Such exceptional circumstances may e emergency situations where, for example, a non-compliant product
with digital elements is widely made available by the manufacturer throughout several Member States, used also in key
sectors by entities that fall within the soope of Directive (EU) 2022/2555 while containing known vulnerabilities that are
being exploited by malicious actors and for which the manufacturer does not provide available petches. The
Commission should be able to intervene in such emergency situations only for the duration of the exceptional
circumstances and if non-compliance with this Regullation or the important risks presented persist.
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Where there are indications of non-compliance with this Regulation in several Member States, market sunveillance
authorities should be able to carry out joint activities with other authorities, with a view to verifying compliance and
identifying cyloersecurrity risks of products with digital elements.
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Simultaneous coordinated control actions (sweeps) are specific enforcement actions by market suneillance authorities
that can further enhance product security. Sweeps should, in particular, be conducted where market trends, consumer
complaints or other indications suggest that certain categories of products with digital elements are often found to present
cybersecurity risks. Furthermore, when determining the product categories t be subjected to sweeps, market
sunveillance authorities should also take into account circumstances relating to non-echnical risk factors. To that end,
market sunveillance authorities should be able to take into account the resulis of Union level coordinated security risk
assessments of critical supply chains carried out in accordance with Articke 22 of Directive (EU) 2022/2555, including
circumstances relating to non-technical risk factors. ENISA should submit proposals for categories of products with
digital elements for which sweeps could be organised to the market sunveillance authorities, based, inter alia, on the
notifications of vulnerabilities and incidents it receives.
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In light of its expertise and mandate, ENISA should be able to support the process for implementation of this Regulation.
In particular, ENISA should be able to propose joint activities to be conducted by market sunveillance authorities based
on indications or information regarding potential non-compliance with this Regulation of products with digital elerments
across several Member States or identify categories of products for which sweeps should be organised. In exceptional
circumstances, ENISA should be able, at the request of the Commission, to conduct evaluations in respect of specific
products with digital elements that present a significant cylersecurity risk, where an immediate intervention is required
to presenve the proper functioning of the intermal market.
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This Regulation confers certain tasks upon ENISA which require appropriate resources in terms of both expertise and
human resources in order to enable ENISA to canry out those tasks effectively. The Commission will propose the
necessary budgetary resources for ENISA's establishment plan, in accordance with the procedure set out in Aticle 29 of
Regulation (EU) 2019/881, when preparing the draft general budget of the Union. During that process, the
Commission will consider ENISA’s overall resouroes to enable it to fuilfil its tasks, including those conferred on ENISA
pursuant o this Regulation.
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In order to ensure that the regullatory framewvork can be adapted where necessary, the powver to adopt acts in accordance
with Article 290 of the Treaty on the Functioning of the European Union (TFEU) should be delegated to the
Commission in respect of updating an annex 1o this Regulation listing the important products with digital elerments.
Power to adopt acts in accordance with that Article should be delegated to the Commission to identify products with
digital elementts covered by other Union rules which achieve the same level of protection as this Regulation, specifying
whether a limitation or exclusion from the soope of this Regulation would be necessary as well as the scope of that
limitetion, if applicable. Power to adoptacts in accordance with that Article should also be delegated to the Commiission
in respect of the potenttial mandating of certification under a European cybersecurity certification scheme of the critical
products with digital elements set out in an annex to this Reguletion, as well as for updating the list of critical products
with digital elements based on criticality criteria set out in this Regulation, and for specifying the European cybersecurity
certification schermes adopted pursuant to Regulation (EU) 2019/881 that can be used to demonstrate conformity with
the essential cybersecurity requirements or parts thereof as set out in an annex to this Regulation. Power to adopt acts
should also be delegated to the Commission to specify the minimum support period for specific product categories
where the market sunveillance data suggests inadequiate support periods, as well as to specify the tenms and conditions
for applying the cybersecurity-related grounds in relation to delaying the dissemination of natifications of actively
exploited wulnerabilities. Furthermore, power to adopt acts should be delegated to the Commission o establish
voluniary security attestation programmes for assessing the conformity of products with digital elerments qualifying as
free and open+source software with all or certain essential cybersecurity requirements or other obligations laid down in
this Regulation, as well as t specify the minimum conient of the EU declaration of conformity and to supplement the
elements 1o be included in the technical documentation. It is of particular importance thet the Commission carry out
appropriate consuliations during its preparatory work, including at expert level, and thet those consultations be
conducted in acoordance with the principles laid down in the Interinstittional Agreement of 13 April 2016 on Betier
Law-Making®. In particular, to ensure equal participation in the preparation of delegated acts, the European Parliament
and the Council receive all documents at the same time as Member States’ experts, and their experts systematically have
access o meetings of Commission exert groups dealing with the preparation of delegated acts. The power to adopt
delegated acts pursuant to this Regulation should be conferred on the Commission for a period of five years from 10
December 2024. The Commission should draw up a report in respect of the delegation of power not later than nine
months before the end of the five-year period. The delegation of power should be tacitly extended for periods of an
identical duration, unless the Eurgpean Parfiament or the Council opposes such extension not later than three months
before the end of each period.

U18) ZDHRNDIEEED =D DIk D72, ZOHRIDBR O TED LT V%
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In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should be
conferred on the Commission o specify the technical description of the categories of important products with digital
elements set out in an annex to this Regulation, specify the format and elements of the SBOM, specify further the
format and procedure of the notifications of actively exploited vulnerabilities and severe incidents having an impact on
the security of products with digital elements submitted by manufacturers, establish common specifications covering
technical requirements that provide a means to comply with the essential cybersecurity requirerments set out inanannex
to this Regulation, lay down technical specifications for labels, pictograms or any other marks related to the security of
the products with digital elements, their support period and mechanisms to promote their use and to increase public
awareness about the security of products with digtal elements, specify the simplified documentation form targeted at the
needs of microenterprises and small enterprises, and decide on corrective or restrictive measures a Union level in
exceptional circumstances which justify an immediate intervention to presenve the proper functioning of the intemeal
market Those powers should be exercised in accordance with Regulation (EU) No 182/2011 of the European
Parfiamentand of the Council .

B L~ B OIS~ U 5 T D AR OB R 4 W 7730,
OB 5355 COBIREL, MO B DR E NS % L CAFU RO
TS OB AT~ T,

In order to ensure trusting and constructive cooperation of market sunveillance authorities at Union and national level, all
parties involved in the application of this Regulation should respect the confidentiality of informeation and data obiained
in camying out their tasks.

(120) ZOMRNDH TED LI FFD IV LA TR D7D, 45 TR SR, 178 RO

& BRI B D IR TREORE R EN LD BROT- DDA Z BT DHIE K ORI A 2D 2K
PN M O ER220D 2011 4F: 2 H 16 H O#HIEU) No 182/2011 (QU L 55,282.2011, p. 13).
Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and
gereral principles conceming mechaniams for control by the Member States of the Commission's exercise of implementing
powers (OJ L55,282.2011, p. 13).
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In order to ensure effective enforcement of the obligations laid down in this Regulation, each market sunveillance
authority should have the power to impose or request the imposition of administrative fines. Maximum levels for
administrative fines t be provided for in national law for non-compliance with the dbligations laid down in this
Regulation should therefore be established. When deciding on the amount of the administrative fine in each individual
case, all relevant circumstances of the specific situiation should be taken into account and, as a minimum, those explicitly
established in this Regulation, including whether the manufacturer is a microenterprise or a small or medium-sized
enterprise, including a start-up, and whether administrative fines have been already applied by the same or other market
suneillance authorities to the same economic operator for a similar infringement. Such circumstances could be either
aggravating, in situations where the infringerment by the same economic operator persists on the territory of Member
States other than that where an administrative fine has already been applied, or mitigating, in ensuring thet any other
administrative fine considered by another market sunveillance authority for the same economic operator or the same
type of infringement should alreadly take account, along with other relevant specific circumstances, of a penalty and the
quantum thereof impased in other Member States. In all such cases, the cumulative administrative fine thet could be
applied by market sunveillance authorities of several Member States to the same economic operator for the same type of
infringerment should ensure the respect of the principle of proportionality. Given that administrative fines do notapply to
microenterprises or small enterprises for a failure t meet the 24-hour deadline for the early waming notification of
actively exploited vulnerabilities or severe incidents having an impact on the security of the product with digital elements,
nor to open-source software stewards for any infringement of this Regulation, and subject to the principle thet penalties
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should be effective, proportionate and dissuasive, Member States should not impose other kinds of penalties with
pecuniary character on those entities.

(121) F2EE TLRWEITRHIL T TBLEOHEED B SN LY 6, IEHEIROD LIRS, WYVEED
B E AR DB, CORREO VIR~V R OSEREDE ORFIRIEZ Z R8I AN
HETDD, ATBEEBIN T EDOHIER AR T ~E0 0 M O DFIFHEIRTE D1, Hhk

Where administrative fines are imposed on a person that is not an underiaking, the competent authority should take
account of the gereral level of income in the Member State as well as the economic situation of the person when
considering the appropriate amount of the fine. It should be for the Member States to determine whether and to what
extent public authorities should be subject to administrative fines.

(122) RIS, [EPIRITA BIBIC A= LG, b, Bt oy S — el PO DB
BB, A7 a3 OV T T ORE ISR 0, IONC,
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Memiber States should examine, taking into account national circumstances, the possibility of using the revenues from
the penalties as provided for in this Regulation or their financial equivalent to support cybersecurity policies and increase
the level of cybersecurity in the Union by, inter alia, increasing the numiber of qualified cybersecurity professionals,
strengthening capecity building for microenterprises and small and medium-sized enterprises and improving public
awareness of cyler threats.

(123) BRIMGE A L5 = [EEOROBHRIZINT, BINEATE, S RO ERRA RS |2t
DT D, BASDRIH O SR M O~ — 2% A2 L2 B9 —JEIR (BorE) off
HIRGRIHE (MRAS) DI OTERSUEA G, B ARMET D721, [N FaHOH &
DNEASED, [REEOHATERZEL ~VLVASEEL, 7o, At HEC L CRfE0H 7
1—F %R MRAs 13, BRMGELA L2 = EL O CRRITHID, ZHoDiErE, FTFYHED
SYELTE AT FEDRT O A MR IR DR TSNAREVE, 5 D~—2 K USER
S EOR BAGRA L L QD BIE, MRAS 13, #5005 = EEORIcB W TRRITHITD
Do THUSD MRAS T, ZADRFEDEH I vChifESIUTIsY, b, o5 —ELRIDF
ZEETIRRDLDO THVED, B 5% FIEET 5720, 10, T UXNOEHEL SO
TIATF == N a— IVIRb D ThdZ Ea a0, wA TR HIERHE 5 MRAs 1, TFEU
D 218 Z-THE, BRMNEAIZE T, ZOMHIOD FIoisy ORI ARLHCBIL GRS
B YA =[N T RN T TRRME S N ERRNE S A D | 23 T LS A
PN X )T A ORE AN TR DL TTRDD T, YA N0l 1% a—r S UG 375720,
PR—=—THD5H =H DB L EE T D,

91



Fe ML 10% 25 (202542 H)

In its relationships with third courtries, the Union endeavours to promote intemational trade in regulated products. A
broad variety of measures can be applied in order to facilitate trade, including several legal instruments such as bilateral
(inter-govemmental) Mutual Recognition Agreements (MRAS) for conformity assessment and marking of regulated
products. MRASs are established between the Union and third countries which are on a comparable level of technical
development and have a compatible approach conceming conformity assessment. Those agreements are based on the
muitual acceptance of certificates, marks of conformity and test reports issued by the conformity assessment bodiies of
either party in conformity with the legislation of the ather party. Cumrently, MRAs are in place with several third
countries. Those MRAs are concluded in a number of specific sectors, which might vary from one third country to
another. In order to further facilitate trade, and recognising that supply chains of products with digital elements are global,
MRAS conceming conformity assessment can be concluded for products regulated under this Regulation by the Union
in accordance with Article 218 TFEU. Cooperation with partner third countries is also important, in order to strengthen
cyter resilience globally, as in the long term this will contribute to a strengthened cybersecurity framework both within
and outsice of the Union.

(124) WERETL, KONGRS R OSSO (EV) 202018288 AR LT, ZOMRID FIZ
BOREFTIG | LA i]“b’(”%ém%?%k@ﬁ%ﬁ’* RITHIHEE OHER A T D8k A b D~
ETHD, TOHWIDTOIZ, ZOMANT, {HEEORMI e L AT HF DO
DIERAT 2 Ja'@?“éﬁi‘%uﬁ‘nﬁ SRUTHRT (BU) 20201828 73 AIRE CHOOZLaED D& T
2, TPz, FHETORE |13, Lo~ KYUESNAEThD, ORI HEPNE SE
R DU T NLDOREGRN 3 DRHE OB DT O DR L 32T Y2y 3, [RHE

B THIRSNZENIE HHEED - 236U CIRIBUED SRRSO Z AR T D001, HERRIE]
“C‘L%E) THEE OV FRE 2 E L A IFAFDZOBHNOSIADREF I | RIS 28

172 PR TR RSO RET A a3 IR B ATREMENE, 2027 47 12 H 11 AADBRkAE
tiéf\é‘“(ébéo

Consumers should be entitled to enforce their rights in relation to the obligations imposed on economic operators under
this Regulation through represeniative actions pursuant to Directive (EU) 2020/1828 of the European Parliament and of
the Council ®. For that purpose, this Regulation should provide that Directive (EU) 2020/1828 is applicable to the
representative actions conceming infringements of this Regulation that harm or can harm the collective interests of
consumers. Annex | to that Directive should therefore be amended accordingly. It is for the Memiber States to ensure thet
those amendments are reflected in the transposition measures adopted pursuant o that Directive, although the adoption
of national transposition measures in that regard is not a condition for the applicability of that Directive to those
represeniative actions. The applicability of that Directive to the representative actions brought with regard o
infringerments of provisions of this Regulation Iy economic operators thet harm or could harm the collective interests of
consumers should start from 11 Decermber 2027.

8 B ORI RE OISO ONKFRN BT D M OE T 200022EC A58 1 20Kk Naers M O
F20 200411 A 25 H O (EV) 20201828 (QJ L 409, 4122020, p. 1).
Directive (EU) 2020/1828 of the European Parfiament and of the Council of 25 November 2020 on representative actions for the
protection of the collective interests of consumersand repealing Directive 2009/22/EC (OJ L409,4.12.2020, p. 1).

92



Fe ML 10% 25 (202542 H)
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The Commission should periodically evaluate and review this Regulation, in consultation with relevant stakeholders, in
particular with a view to determining the need for modification in the light of changes to societal, political, technological
or market conditions. This Regulation will facilitate the compliance with supply chain security obligations of entities that
fall within the scope of Regulation (EU) 2022/2554 and Directive (EU) 2022/2555 that use products with digital
elements. The Commission should evaluate, as part of that periodic review, the combined effects of the Union
cybersecurity framework.
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Economic operators should be provided with sufficient time to adkapt o the requirements set out in this Regulation. This
Regulation should apply from 11 December 2027, with exoeption of the reporting obligations conceming actively
exploited vulnerabilities and severe incidents having an impect on the security of products with digital elements, which
should apply from 11 September 2026 and of the provisions on notification of conformity assessment bodies, which
should apply from 11 June 2026.

(127) ZOIRANDFEZINNT, AA—RT T B G~ A3 ON D MBS R OV P B 3R L
IAEEARM DI, TR D AR O FHEROD KA SIFs A IEDY A  ZI =~
E352L, 2T, ZOHBRID R TEDHN-REEE DB M ES DT T DL A 975
ZENEETHD, T VX URIN G HE K OISO SO/ 25E L, ZAusoi3E
23, BRINERIE DA 5T D ORI E S BT DA S—FF =T DOHGEDL~ L%
BT LE I TR L3 A& 4 B K Oy ED S A 32, BMNEAL ~VE I ZEN
LU TN ZR B 2 M OERRIEN s CRRE ST BRI A N—tE 2T rRE S A — K OVE]
PRI ON RN T A T i T b F, ARSI PI O/ E B ¢, H2, =
DIRANDOIZE ZF 5SS, ZHSDRREN DRSS S ORES 1 B OFFANIZISU YT, &
DORRRIY, ~ A7 OV IMESE R OV ZE R, FBRTESEN M O — i AT
MRZRETBHDDI el R OE IR EORAARINATD, ZHo0fiifkiE, Zo#RID
FEEARIN DN BT DD — VO ES BRI ASS,

It is important o provide support to microenterprises and small and medium-sized enterprises, including start-ups, in the
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implementation of this Regulation and to minimise the risks to the implementation resulting from lack of knowledge
and expertice in the market, as well as in order to facilitate compliance of manufacturers with their obligations laid doan
in this Regulation. The Digital Europe Programme and other relevant Union programmes provice financial and
technical support that enable those enterprises to contribute o the growth of the Union economy and to the
strengthening of the common level of cybersecurity in the Union. The European Cytersecurity Competence Centre
and National Coordination Centres as well as European Digital Innovation Hubs established by the Commission and
the Member States at Union or national level could also support companies and public sector organisations and could
contribute to the implementation of this Regulation. Within their respective missions and fields of competence, they
could provide technical and scientific support to microenterprises and small and medium sized enterprises, such as for
testing activities and third-party conformity assessments. They could also foster the deployment of tools to facilitate the
implementation of this Regulation.

(128) BEIZ, MERKIEN S, TSI Ry 7 AR O B E RS ORRE DI e, ~ A7 BN MEZE
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Furthermore, Member States should consider taking complementary action aiming to provide guidance and support for
microenterprises and small and medium:sized enterprises, such as the establishment of regulatory sandboxes and
dedicaied channels for communication. In order to strengthen the level of cylersecurity in the Union, Member States
may also consider providing support to develop capecity and skills relaied to cylersecurity of products with digital
elements, improving the cyber resilience of economic operators, in particular of microenterprises and small and
medium-sized enterprises, and fostering public awareness about the cybersecurity of products with digital elements.

(129) ZOHRND H BN IRERRENZ LTI NSERSIUS T, ZOIEENOEDODZ I, BRINEST
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Since the objective of this Regulation cannot be sufficiently achieved by the Memiber States but can rather, by reason of
the effects of the action, be better achieved at Union level, the Union may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the principle of
proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order to achieve that
objective.

(130) BRI T —H ARV E T, BRNRES M OB OBIRIEU) 2018/1725% D5 42 5555 1 TEICHEHST
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The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation (EU)
2018/1725 of the European Parliament and of the Council ® and delivered an opinion on 9 Novermber 2022,

HAVE ADOPTED THISREGULATION:

LU EDEFBOTHAD T, ZOHBIIEEIRS:

¥ RRMIE A OB, AR, SR M ORI C AN T — A DRBEEBES 5 F RN DIRGEIE N TE DT —
B FEDINEEN BT 5, WO, FIHIEC) No 452001 } OVRIE No 1247/2002/EC %58 142K N>
U0 20184 10 A 23 A OFHIEU) 2018/1725 (0 L 295,21.11.2018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 onthe protection of netuiral persons
with regard to the processing of personal data by the Union institutions, bodiies, offices and agencies and on the free movement of
suchdata, and repealing Regulation (EC) No 452001 and Decision No 1247/2002/EC (QJ L 295, 21.11.2018, p. 39).
5QIC452 2011.202,p.23.
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Avrticke 1 Subject matter

ZOHRANE, LLFDOZEETEDS:

This Regulation lays down:
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rules for the making available on the market of products with digital elements to ensure the cybersecurity of such
products;

T NDBF R MORGET, B R ORGSR DDA/ 3 — e 2D T B
WENZZENBO R ED BRI OREF NS | EARDYA S =27 L BIR D555,

essential cybersecurity requirements for the design, development and procduction of products with digital elements,
and obligations for economic operators in relation to those products with respect to cybersecurity;

ZOREAFIRICHESN DL PASHAHIMINICRI D7 AN DB A SRR YA /-
— X2 IT A BRI DI, FEER L TSNNSO 7 1 AR 2
DY A~ 2T BN [F T ALD BRI I DREA S | AR5 ;

essential cybersecurity requirements for the wlnerability handling processes put in place by manufacturers to
ensure the cybersecurity of products with digital elements during the time the products are expected to be in use,
and obligations for economic operators in relation t those processes;

Ees2a- o, iU DE NIARG O R T HUE K OB ORI T,

rules on market sunveillance, including monitoring, and enforcerment of the rules and requirerments referred to in
thisArticle.

524 A
Avticle 2 Scope
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This Regulation applies to products with digital elements made available on the market, the intended purpose or
reasonably foreseeable use of which includes a direct or indirect logical or physical data connection t a device or
network.

2 ZOHANE, HREEHTHUTUL FORRINEE OB T AR SND T V2V DB b O
(RU TSR

This Regulation does notapply to products with digital elements to which the following Union legal acts apply:
@ HiHI(EU)2017/745;
Regulation (EU) 2017/745;
b HAIEY) 2017/746;
Regulation (EU) 2017/746;
© HHIEU)2019/2144,
Reguiation (EU) 20192144,

3 ZOBANT, HAIEU) 20181139 [T CRAES -7 U DB A SR SR QS
VALY

This Regulation does not apply to products with digital elements that have been certified in accordance with Regulation
(EU) 2018/1139.

4. ZOBANT, BONZES R OBFROR 201400EUROIE FEFHNICH M@ O L RS
VAR

This Regulation does not apply to equipment that falls within the scope of Directive 2014/90/EU of the European
Parliamentand of the Council®.

B fyAFEE ZBES D M O SR 9B08EC AFE 1L 3 2R NS K O E0D 201445 7 H 23 HOOFRS
201490EU (QJL 257, 2882014, p. 146).
Directive 2014/90/EU of the European Parfiament and of the Gouncil of 23 July 2014 on marine equipmentand repealing Counl
Directive 998/EC (OJ L 257, 2882014, p. 146).
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IR | D CED DI Y A S = 2T A BYF OB DD AT DAFRE TN
SRS DB 2 TE D VDR E ORI BIEDME DL 7T 2 # N E G2 SR 6375
ZORRNOEIE, BLFOSAITI UL, RS T F i RSG5

The application of this Regulation t products with digital elements covered by ather Union rules laying down
requirements that address all or some of the risks covered by the essential cybersecurity requirements set out in Annex |
may be limited or excluded where:

@ FOIIHIIRE T AR, SaER T U Gl S ATE IS A R e — B DS
B0

such limitation or exclusion is corsistentwith the overall reguilatory framework that applies to those products; and

O EBPIBIOBED, ZOBRANZIS TEDHIVTODIE LRI F T Z L, EDOL~L DR
FEATERRL QU VD,

the sectoral rules achieve the same or a higher level of protection as that provided for by this Regulation.

KINZ BT, £DII7aMIRRE I EHBRADMAESNE D7), BR84S OWUE, WWNS,
ZRDNERETREZ S, ORISR FREEHOM B 2 E D U d > TCORAEAET 2720, 5
61 SR NE TEAESIVA TR DR A -2 b,

The Commission is empowered to adopt delegated acts in acoordance with Article 61 to supplerment this Regulation by
specifying whether such limitation or exclusion is necessary; the products and rules concermed, as well as the scope of
the limitation, if relevant

ZOMHANE, TUANDEFEE SR OHI DRI IR — R N AT D TDI TR
BUTHIHTEDINTZIVTEY, 720, N EXSIV QD R —FR U RERIC s R —R b
AR TREESN QDA ST, SR,

This Regulation does not apply to spare parts that are made available on the market to replace identical components in
products with digital elements and that are manufactured according to the same specifications as the components that
theyare intended to replace.

ZORANT, HHEFZEERED B LIIERED B IOT-OIZBPRSNG LIHMEESIU T
DTN OB F, B EEROIEOT- DI RN G S B T
)3 [V AVANAN

This Regulation does notapply to products with digital elements developed or modified exclusively for national security
or defence purposes or to products specifically designed to process classified information.
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8.  ZOHBAIDOHFTEDLNIZFEL, ML OB R WE R E DOESF e, Aoz E-
VEERG A WZEORIRSI S DI RO ZA > T I8,

The obligations laid down in this Regulation shall notentail the supply of informetion the disclosure of which would be
contrary to the essential interests of Member States” national security, public security or defence.

FEI3x EH
Avticle 3 Definitions
ZORRINDEBIDT-0IZ, LLTFOEFD NSS!
For the purpaoses of this Regulation, the following definitions apply:
O [FOINOEIEL B UL, SRISIVTTHZED YT N =T EAE AR =T
DITR—RNEED, VTN 2T F2 3 ~—R =7 DR L O RL OV E—hDT—

BPRN) 2—S = DT LA B

“product with digital elements’ means a software or hardware product and its remote data processing solutions,
including software or hardware components being placed on the market seperaiely;

Q@ VB—NDOT XU L, YR D CHEEF S TR IEEERE O EED FICk
WO TNI =T SRR OBFESI, 530, ZOMBEAVATIUL, 20T V2 NDEHEEHD
RS E DR OBSRED T I EZ T AZEDMHT AL el@tin 7 —2 B &
ZERL
‘remote data processing’ means data processing ata distance for which the software is designed and developed by
the manufacturer, or under the responsibility of the manufacturer, and the alxsence of which would prevent the
productwith digital elerments from performing one of its functions;

@ s —talT g, BIRIEY) 2009881 D% 2 5655 1 B TERT DA/ —tF a7
ADZLAFIRL;

‘cybersecurity’ means cybersecurity as defined in Article 2, point (1), of Regulation (EU) 2019/881;

@ [V7M=T 14T, B AT LD Tl T, A 2—Fa— R CHESAHDD
EEREMRL,

‘software” means the part of an electronic information system which consists of computer code;
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[(N=RO=T (U, TUPNT —HEABS DL, SR T DL T A M T DL ]
REZRAIBRAN 2RE AR AT D I D— DA BIRL

‘hardware’ means a physical electronic information system, or parts thereof capable of processing, storing or
transmitting digital data;

[ R—R N AT, BEH AT 2O PIHAATNDZ LA BNESI 7™ =T e
IR T DT LA EEL;

“‘component’ means software or hardware intended for integration into an electronic information syster;

[EFEFHR AT LT, BRI EIE TR0, TV T A DL,
RLBRORF S DA MR D LA T REI T DL AT LOZLZTIRL

‘electronic information system’ means a system, including electrical or electronic equipment, capable of
processing, storing or transmitting diigital déta;

ERERA BT LY, VI NT =T AL B 7 ARG L CIRES N =T — S OB 2 3%
Oz LB ;

‘logical connection’ means a virtual representation of a data connection implemented through a software interface;

(BRI o5 | MU, BRI AL Z T AR, WA Z T A A UL IR A 2T AR, H
WRETER AN T DEAEE D, B AT LB H AT AR—R 0 NE DY
Bzl L CIRESNT- a5 D LA ERL

“physical connection’ means a connection between electronic information systems or components implemented
using physical means, including through electrical, optical or mechanical interfaces, wires or radiowaves;

[RBE Y e A3, B E T NI — 7~ D& ClooC, BRI, 207
KGRI XA NI — TR CEBE T ATREZ R I K& AT LD —H U TR i
HDDZ %R,

‘indirect connection’ means a connection o a device or network, which does not take place directly but rather as
part of a larger system that is directty connectable to such device or network;

MR EE, R NT— TSIV TERY, 2>, Y%ty NI — I ~Df a3 Hikaso
TEREMRL,

‘endpoint’ means any device that is connected to a network and servesas an entry point to that network;
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RS | oA 0, B, HESROHHERR, EASEE, Ml s T3z hubLstho
HARABLITENTH-TC, TV OEFREH ORI OREELER T 2855 54,
Fr2lE, ZOHANESTT AN OB H OILA T TR CELIINIL TS
ZELBHR T DRI DE DA ERRL

‘economic operator” means the manutacturer; the authorised representative, the importer, the distributor; or other
natural or legal personwho is subject to dbligations in relation to the manufacture of products with digital elements
or to the making available of products with digital elements on the market in accordance with this Regulation;

SR | L, TN OEREL SR EBROLIIRGEL, 03, 7OV OEFEEL
DRI AEREHESY, BIRIELLITHEEESY, 20, B ChHAD, I L ThHADF -1 T
BT ORIERTDT, FOBEOLRTEAIFEHED T CYiZal Ao B AE
TAREADZLEERL

‘manufacturer” means a natural or legal person who develops or manufactures products with digital elements or
has products with digital elerments designed, developed or manufactured, and markets them under its name or
trademark, whether for payment, monetisation or free of charge;

(=T V=R T NI =T AT 2T —R | LT, R CA—7 ) —2D Y 7 N =7 LT
FDBHT TV HND RS DREEDRL O BHF DT ke 17 3% B #hnl CH i3
DA HEATEEELTHD, 7o, PR EE B3 DL EE LS DOIENTEH-TC, Y
LSO MR T DB DA EIRL,

‘open-source software steward” means a legal person, other than a manufacturer, that has the purpose or objective
of systermatically providing support on a sustained besis for the development of specific products with digital
elements, qualifying as free and open-source software and intended for commercial activities, and thet ensures the
viahility of those products;

THERROBHAFE | UL, FIME SIS EH D HIRA T ATEANTH- T, fhEE)D,
KR D FHEOBURICIB T OREEE ORI T4 THZ O EmIZIAZAF4252T T
VWAEDZ L AEML

‘authorised representative’ means a natural or legal person established within the Union who has received a
writien mandate from a manufacturer to act on its behalf in relation to specified tasks;

M AR | T, BIMEAPIHILEEL D BIRAFTATENTHHT, BIMESOIMN L
EHOBRNFARENDAHTF A IREE TR QDT DAV OESRES SR ET
\ZELZE DL AERL

‘importer” means a natural or legal person established in the Union who places on the market a product with
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digital elements that bears the name or trademark of a natural or legal person established outside the Union;

Nib@3Es | M T, YOI B 5.2 52073, RNES ORI W TT o241
DEFZEH SR AFHTEAIONTT D, B -3 A EE LS, YT I TF o
WO BERANFATEANDZEEEIRL ;

“distributor’ means a natural or legal person in the supply chain, other than the manufacturer or the importer, that
makesa productwith digital elerments available on the Union marketwithott affecting its properties;

(T2 |, OB ORB, 2, FREEIIEEOIN D BT 014 T8 5 H
IRNDZ LB,

‘consumer’ means a natural person who acts for purposes which are outside that person’s trade, business, craft or
profession;

[~ara3), UIMSEE OIS MY, 22, B 2003/361/EC ORI ETS
T2, IIMEZER ORI ZE DT LA IR ;

‘microenterprises’, ‘small enterprises’ and ‘medium-sized enterprises’ mean, respectively, microenterprises, small
enterprisesand medium-sized enterprises as defined in the Annex to Recommendation 2003/361/EC;

(R 21T, YELHIRE T, T LD BESE A B ONEE AN >~ BIEE |
D7 5—=h | DR TEDSITZMZAD YA S—tF 2 VT A YA THOPON D Z L2 e
T O ROER INEBRSNDIIRIDZ LA IR

‘support period’ means the period during which a manufacturer is required to ensure that vulnerabilities of a
product with digital elements are handled effectively and in accordance with the essential cybersecurity
requirements setoutin Part Il of Annex|;

MATEL 1L, FINEEDTTEH I T, TN DB FRZL SR Z RN TR TED
JONTFDTEAEIRL,

“placing on the market’ means the first making available of a product with digital elements on the Union market;

STV THIH CEAINTT D 18, HlEfFo0 L Cob) \DRIE T, IS
FIOWFE IS\ N, TN DTSR EL SR AE - 3R O T DI R NE S O T
HEHET DA TR ;

‘making available on the market’ means the supply of a product with digital elements for distribution or use on the
Union market in the course of acommercial activity, whether in retum for payment or free of charge;
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(Ao BB 0, EFRAE, BRI s SR E OFEM K OSCE OHIZRB I
\THASCEDH B TREEE ) SIHESTF RO TR ARSI QOB IH7e, fl3100 3T
WM OFIFRS A D, T2 VDB RS SRR CEORLEE I > TEXESN T
WARIFDZ skl

‘infended purpose’ means the use for which a product with digital elements is inended by the manufacturer,
including the specific context and conditions of use, as specified in the information supplied by the manufacturer
in the instructions for use, promoational or sales materials and statements, aswell as in the technical documentation;

(BRI TARRTHEZ SRR &0, ERRE, B8RS F3 e HOFEM K OSCE O
VBV QIO AR SCEOHN I\ CEORLEE D SIS T B ) Clha L IRRD
2O TIESDITNED, AEINC AR RTRE R N TE 72 3 EOBMES LI3HE
ARSIt 2 HAABDB RO L EIRL;

‘reasonably foreseeable use’ means use that is not necessarily the intended purpose supplied by the manufacturer
in the instructions for use, promational or sales materials and statements, aswell as in the technical documentation,
butwhich is likely to result from reasonably foreseeable human behaviour or techinical operations or interactions;

TN TAR TR AR, SR OB RIS C) Vi IAKIZIS TS
DAL ORI TS, AEOTARATHE R AR TBIET 330 %7 A
FOREELEFI AREATSLOD LA KL

‘reasonably foreseeable misuse’ means the use of a product with digital elements in a way that is not in
accordance with its intenced purpose, but which may result from reasonebly foreseeable human behaviour o
interaction with other systems;

BEETY R 2, A ERMRRROFHE, F57E & OSBENDT- D B 2 il N A
PRI EAR OO BEAR DT DI LB 2 e i T M OV Ak B A B E N Y RO L2 &
L ;

‘notifying authority’ means the national authority responsible for setting up and carrying out the necessary
procedures for the assessment, designation and notification of conformity assessment bodies and for their
monitoring;

MEAPERHT AL, B | O TEDHIVMZAD YA S—t 2 )T A BN ST
AYAREV IRt 1 S R Y e DN = U N O

‘conformity assessment” means the process of verifying whether the essential cybersecurity requirements set out
inAnnex | have beenfulfilled;
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M AR L1 %, FRIEU) No 7652008 (O 2 5545 13 BATE T T2 A A REA
DZEEEIRL;

‘conformity assessment body’ means a conformity assessment body as defined in Article 2, point (13), of
Regulation (EC) No 765/2008;

IFRERR) L3, ZORIRIO5 43 SN OO RNESTE S LA - THRESh
T AR Ml LA EIRL

“notified body’ means a conformity assessment body designated in accordance with Article 43 and other relevant
Union harmonisation legislation;

PREZMEIE ) S, ST CEB ) AR TRT DT DNV OE AL SR
LI TIHoTC, ZDT VNV OEZELB ORI, B | D/3—k | DR CEDSITYZE
DYA =X 2T A B ORISR B 52 D F 32 OO BB 4%
TR NDEZAL SR SFHIS AT B BN AIE B R $ A RO A
L ;

‘substantial modification’ means a change to the product with digital elements following its placing on the market,

which affects the compliance of the product with digital elerments with the essential cybersecurity requirements set
out in Part I of Annex | or which results in a modification to the intended purpose for which the product with
digital elements hasbeen assessed;

[CE ~—7 143, Y%~ —128oC, T VDB A S ORL O RS RbEE IR T
ST T B A | D CED LI ZED A7 S—t% 20T B O CE ~—2 %A
FZEETED QOB FTREZERMNESHE A AR T A L QWD A REEE 73R
TH—IDZELATEIERL

‘CE marking’ means a marking by which a manufacturer indicates that a product with digital elements and the
processes put in place by the manufacturer are in conformity with the essential cybersecurity requirements set out
in Annex | and ather gpplicable Union harmonisation legiskation providing for itsaffixing;

[RRIESHE AT M1, BAIEU) 20194020 DRI | OHCHIPESIUTRIE AT
K ONEHRRID S SN AR O~—r T 7B A5 3 S b DAt DRI S 0D
EDOZ LB ;

‘Union harmonisation legislation’ means Union legislation listed in Annex I to Regulation (EU) 2019/1020 and
any other Union legislation harmonising the condlitions for the marketing of products to which that Regulation
applies;
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() MR R, FHAIEU) 20191020 OF5 3 555 4 HACER AT S RoZls
BEIRL;

‘market surveillance authority’ means a market surveillance authority as defined in Article 3, point (4), of
Regulation (EU) 2019/1020;

(%) TEBAYREAEAE L1, HIHIEU) No 10252012 05 2 5555 1 Bl ez DIEERA Y 2Bt
FEHEDZ LB ;

‘inferational standard’ means an intemational standard as defined in Article 2, point (1)(a), of Regulation (EU) No
1025/2012;

(35)  ERINOHAITEYE | 41, FHAIEU) No 10252012 (D% 2 5555 1 S0\ EFE T DKM DB
UEDTZ LA B

‘Buropean standard” means a Buropean standard as defined in Article 2, point (1)(b), of Regulation (EU) No
102522012;

(36) EALSNT-HfEnE) L%, FIRIEU) No 10252012 D5 25555 1 SO CEFE T HIRAbS
- HAHERED = L kL

‘harmonised standard’ means a harmonised standard as defined in Article 2, point (1)(c), of Regulation (EU) No
10252012;

@7 [PAN—TX2UT 4 EDOVART |, A2 s T U NZE > TEC DR E - IR AT REMEC
Y, Do, TDIITABERFATIEDORKEI K OEDAL T A NDFAEDZRIE O A
LU TERBIENAREEDODOZ A ERL;

‘cybersecurity risk’ means the potential for loss or disruption caused by an incident and is to be expressed as a
combination of the magnituide of such loss or disruption and the likelihood of cocurrence of the incident;

(39 A3 —X=UT o EOREIRVAY | M T, ZDOVAZOHT EORHEE AL T, Wid-
IR K &I B I A AR U S A LTI A A G, BRI ADE L HX
DAL T NDERNEIRMEE L D SIS UGS A S —t X 2T EDVAI DL
L ;

‘significant cybersecurity risk’ means a cybersecurity risk which, based on its technical characteristics, can be
assumed to have a high likelihood of an incident that could lead to a severe negative impect, including by causing
corsicerable material or norHmeterial loss or disruption;
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7Ny =T M F B, TUNDETEEL SR TN = T RO E T DT
IR NDEE S O T IATF = DB R S A CONBIERDEER DT LA R

‘software bill of materials means a formal record containing details and supply chain relationships of components
included in the software elements of a product with digital elements;

st ki, 7N OBEREL RO, YA =R > TERSIUSO9 R, B
PERIIRMEODZ LA BIRL

‘vulnerability’ means a weakness, susceptibility or flaw of a productwith digital elements that. can be exploited by
acyber threat;

E TREZREREME 413, TR TER A7 FIZIV T, HoEI S TR
MSHL FTREMZA S OO T2 ;

‘exploitable vulnerability’ means a vulnerability that has the potential to be effectively used by an adversary under
practical operational conditions;

MREENAOI S5 M1, T BEIL, BEHDITEAED, TDOUAT IO
HEDFF A7, VAT LORI M5 B U= 2 O HE CEDaH M3 DlE55
PEDZLAEIRL ;

‘actively exploited vulnerability’ means a vulnerability for which there is reliable evidence that a malicious actor
hasexploited it ina systemwithout permission of the system owner;

[ TR, FRBEU) 202202555 i 6 2555 6 Bl EFe T D1 2T MNOZ LA EIE
L;

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU) 2022/2555;

[N DAL RO IR 25 B % b DA T UM B, T2 F38kRE
OR[N, BIEME, Se et MBI RE T DO DT DX NV OB SRLLOEE
(R CRD A 52 DAL T A NEATRADR B 5.2 5T DS AIREs AL v T b L
ZERL,

‘incident having an impact on the security of the product with digital elements’ means an incident that negatively
affects or is capable of negatively affecting the ability of a product with digital elerments to protect the availability,
authenticity, integrity or confidentiality of data or functions;

(=732 8T, FEmEU) 2022125585 D 6 555 5 FAEFRT =T IADTEAERL;
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“near miss’ means a near miss as defined in Article 6, point (5), of Directive (EU) 2022/2555;

(46) A/ —2 1T, FRIEU) 2019881 D 2 5555 8 AT EFET DA/ N— D = LA Bk
L;

‘cyber threat' means a cyber threat as defined in Article 2, point (8), of Regulation (EU) 2019/881;

@n MEAT—2140T, BEIEU) 2016679 D5 4 555 1 FATER T AN T —2 D7 EIRL
“personal data’ means personal data as defined in Article 4, point (1), of Regulation (EU) 2016/679;

@8 MEEITAH—T ) —2ADY T NI =T |, DY TN =T DY —Aa—R3 A —7APHE
ITEY, 1o, ZDY—Aa—R|ZHEEFTT /A TE, VAR T, (EIETE) DRl
A CEDINT DI DD ETOMERIAARMA DI THA—T ) —ZDHHFFHD T TH
FCEDIDNTSN QDY TN =T DA EL;
“free and open-source software’ means software the source code of which is openly shared and which is made
available under a free and open-source licence which provides for all rights to make it freely accessible, usable,
modifieble and redistributable;

@9) V=—v g, HHIEU) 20191020 DF; 3555 2 HITEFe T DVT— DT LA ERL
‘recall’ means recall as defined in Article 3, point (22), of Regulation (EU) 2019/1020;

(G0 NEM&E, HHIEU) 20191020 DOF 35555 23 AAZERT DR LA IR ;

‘withdrawal’ means withdrawal as defined in Article 3, point (23), of Regulation (EU) 2019/1020;

(G [FREEE LU CHRESHZ CSIRT &1, FRAIEU) 202212555 D5 12 5556 1 T ZJ s LU C
FRESHT- CSIRT DZ LA B4,

‘CSIRT designated as coordinator” means a CSIRT designated as coordinator purstant to Article 12(1) of
Directive (EU) 2022/2555,

FAE XEOEE
Avrticle 4 Free moverment

L HERE, ZoBANCI > TUESHTOLFRDTOI, ZOBAEEFL QDT V2L DE
Fab R AT I TR CEDIDNTT DT EAHEF L T Iaiauy,
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Member States shall not impede, for the metters covered by this Regulation, the making available on the market of
products with digital elerments which comply with this Regulation.

AT, R, A EAIZNL O A~ OB, #RRIENT, £0REAZ ORI
SFLTU VRN ZE R O DR A Z ORI RT3 5 E T2 ORI TS TR TE0dolcs
VRN L2 e R DR rTREZR BB E DB TFRSIV QU VD EZAE LT, 2D
BRI AE G, ZOBAEETL T VRV T DV OB AL RO R R 3F A
PHTF IS8,

Attrade fairs, exhibitions, demorstrations or similar events, Member States shall not prevent the presentation or use of a
product with digital elements which does not comply with this Regulation, including its prototypes, provided that the
product is presented with a visible sign clearly indicating that it does not comply with this Regulation and thet itis not to
be made available onthe market until itdoes so.

FERREN S, ZOHAIEESFL Qi 22 B S3o s AR rTREZ SR 0k H 7=
DITELRENAIRESN - IR DY 7 = 7 AR TEAINTSNAZE K USRBRLIS D
HEIDT= O\ FTZ DY 7 N7 =7 DI I\ TR TELIDN SN EE ST, ZoH
RIS PR RSERRDY 7 N = 7 % T R\ TR CEDIDN T DI EZ 6T U720,

Member States shall not prevent the making available on the market of unfinished software which does not comply
with this Regulation, provided that the software is made available only for a limited period required for testing purposes
with a visible sign clearly indicating that it does not comply with this Regulation and that it will not be available on the
market for purposes other than testing.

%5 3 I, ZORAILBMORINESE A AR TR T et A= NS L T RES
720,

Paragraph 3 does not apply 1o safety components as referred © in Union harmonisation legislation other than this
Regulation.

HF5E TIOADEFREL ORGDIRER -(IFIA
Avticle 5 Procurerment or use of products with digital elements

1

ZORANE, MEERED, TUANOESEEL OB, OIS B ESRMNEAIEO T TEDD
ATABRIE D — B DAL, D30, Y% H DR DTN L LD B DAL D
HBIRCHHZEELAELLC, EFR 22D B R IER O H A Y e 0%
FIHSNDEAE S, Fi5100 BT D2 SR OfREE R~ 3R I BE 37 e -
AN X )T B RS DA T3enauy,
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This Regulation shall not prevent Member States from subjecting products with digital elements to additional
cybersecurity requirements for the procurement or use of those products for specific purposes, including where those
products are procured or used for national security or defence purposes, provided that such requirements are corsistent
with Member States’ obligations laid down i Union law and that they are necessary and proportionate for the
achievement of those purposes.

2. FET 200440 K OYET 20042580 2451 52873, ZOBIRIOEHEIHMNIZH LT 2 /LS
Fab ORI TESNO &, HERIENS, Megat e S BdkO 7O DEGEE ORE /14510,
COBIRNORIFE N DFCEDOATMIAD YA 73—t 2T A B RO T I OFHETFHiOH T
BIBICANSNDZ LA ME RS 2,

Without prejudice to Directives 2014/24/EU and 2014/25/EU, where products with digital elements that fall within the
scope of this Regulation are procured, Member States shall ensure that compliance with the essential cybersecurity
requirements set out in Annex I to this Regulation, including the manufacturers” ability to handle vulnerabilities
effectively, are teken into consideration in the procurement process.

B O6F TOMDEREL OHRITETIES
Avrticke 6 Requirerments for products with digital elements
TUHNDEFAH N, PUTFOEAITIRY, T TR T&Endoicasns:
Products with digital elements shall be madke available on the market only where:
@ MERLEOFTHAD B DT DI ZF AT EERIN TR ATRE 254D FITIsU VGl LA A
M=LSh, MERFEEESH, RIS QD ZEZSLL T, SRdilit St | /3 —h 1
I CEDSITVAD YA S—EF 2D TABLHTEE L TIY, 70, THANE rlaERsE
1, BB 2 )T AT T TN AN LS U NVDTE; D,
they meet the essential cybersecurity requirements set out in Part 1 of Annex I, provided thet they are properly
installed, maintained, used for their intended purpase or under conditions which can reasonably e foreseen, and,
where applicable, the necessary security updates have been installed; and

b BEE TS GRIBNT o203, B | O/ S—k | O CEDSNTLZED YA 3 —F
X UT BB FL QDT

the processes put in place by the manufacturer comply with the essential cybersecurity requirements set out in
Part Il of Annex 1.

109



Fe ML 10% 25 (202542 H)

B TIOAIDOEFREL OEELHA
Avticle 7 Important products with digital elements

1

B W O CEOSNRSEI O T REREN 4 ST DRV BEHEEL SR, T80
TR DR B/ THAOLHIMISI, 7, 55 32 556 2 ERO% 3R A MR T
BUTIRT 2, BIHE Il OFFCEbLNT- L RO T REREM A ST U VOB A O
FAAAT ez X, FHUEAARLLU T, ML DS EANA I QAR AT 32 5555 2 AN OV 3
T O A MRl SRS T30,

Products with digital elerments which have the core functionality of a product category set out in Annex Il shall be
corsidered to be important products with digital elements and shall be subject to the conformity assessment procedures
referred to in Articke 32(2) and (3). The integration of a product with digital elerments which has the core functionality of
a product category set out in Annex Il shall nat in itself render the product in which it is integrated subject to the
conformity assessment procedures referred o inArticle 32(2) and (3).

B WM OFTEDONIZITA N EITA WG EISTTARGOHF LIRS T VORI
ORGP, LUFORAED/ D7l 12T 5T A0 08T 7%:

The categories of products with digital elerments referred to in paragraph 1 of this Article, divided into classes 1and 1l as
setoutinAnnex 1, meetat least ore of the following criteria:

@ FOTVANOEREL ORI, LT /AL LT HIE, RADH L, #&
IROBFEFIIF N — DR G, OB, Ry T —2 ETh—E 2D YA/ —
T IT AL TR AIRIAEREA L EL T TI75;

the product with digital elements primarily performs functions critical to the cybersecurity of other products,
networks or services, including securing authentication and access, intrusion prevention and detection, endHpoint
security or network protection;

O FOTIHNOEFEL OB, MBFEATOIEEDI BT HEDFEEL Y REI AT
ZHb, 10, FNT—IOIREEE, REEH, M AHENT —2ON A G, H
WX AT DOKSRED IH72, IEAEDB AN CE ORI 5L F o 32 0Bl EhoOF|
FE ORISR, Db LT LA MEL, XL, F08, HEAAEUSEDRE 15D ORE
HATI5,

the product with digital elements performs a function which carriesa significant risk of adverse effects in terms of
its intensity and ability to disrupt, control or cause damage to a large number of other products or to the health,
security or safety of its users through direct manipulation, such as a central system function, including network
management, configuration control, virtualisation or processing of personal data.
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3. BRINEERIL, 7NV OEFREGL ORI T AR P i/ S DV AN b H Tk
K OFEDEOM B EOHZLE AT, B ORERE— 50D 0Z A SA 5D 757 A~ R84
HZEZEST, FalE, RVAN SRR ZANET DL LTI Il Z20ET 57280, 5
61 FRINES CRATSNA TAE R DHEN A 5-2 535, Bl Il OF CEDHIZIANDEIE
DVBNZFUIT 2R, FINZEERT, YA —t2 2 )T LB DREREME 7 JHERE R O
RO 2R IR HHE LS TEDLNAII 0T VNV OB AL OB LS TESNA AN
—EXa VT EDOVARIDLA~IVEEEIZ AN,

The Commission isempaowered to adopt delegated acts in accordance with Article 61 to amend Annex I by including
in the lista new category within each class of the categories of products with digital elements and specifying its definition,
moving a category of products from ore class to the ather or withdrawing an existing category from that list. VWWhen
assessing the need to amend the list set out in Annex I, the Commission shall take into account the cybersecurity-
related functionalities or the function and the level of cybersecurity risk posed by the products with digital elements as set
out by the criteria referred to in paragraph 2 of thisArticle.

AIEDH 1 BRI ZHESNA T2, ThaNEgreald, 0o, B Il OrFTEDLIY
12072 VLI TA T VAN D B SHE X B ORI INSh, Fa3, 7
FANBLLIITA NDST VS D ESE e ST LB ORVR ) EEISn LT, 5 32 558
2 TN O 3 TR ik i SR e B 2 BAA T ORM S, BREMER WIS 5
(ZEATEVE BTN E S LSO EAIRE, 1272 A DI=~LOBATHIRIEED S,

The delegated acts referred o in the first subparagraph of this paragraph shall, where appropriate, provice for a
minimum transitional period of 12 months, in particular where a new category of important products with digital
elements is added to class | or 1l or is moved from class | to 11 as set out in Annex I, before the relevant conformity
assessment procedures as referred to in Avrticle 32(2) and (3) start applying, unless a shorter transitional period is justified
on imperative grounds of urgency.

4. 20254F 12 4 1 AETIZ, MINEERT, SR NNITEDDZTA N JROUTA N D NHHT V4

D EEFZ DB OFPIORA FOFLIEONIRIE IV ITEDDT V2NV OE T DB
MO EORDROM A 2 TED DI TRAATIRT D, TOIEATAIL, 5 62 54 2 TR
FHRR U TS,
By 11 December 2025, the Commission shall adopt an implermenting act specifying the technical description of the
categories of products with digital elerments under classes | and 1l as set out in Annex [ and the technical description of
the categories of products with digital elements as set out in Annex IV, That implermenting act shall be adopted in
accordance with the examination procedure referred to in Article 62(2).

BEE TUHIMEREL DT AIRER
Article 8 Critical products with digital elerments
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FHRIEV) 20190881 |23 CHi%T AV DB ZS DRL ORI A R LB A —&
F a7 AR DRIV TRY, 230, BUEF Lo TR AIRE CIhAZ LA 4L LT, RN
ZERT, ZOHAIDRIHE MV OFCEDHIL QORI O T HEREN AL SE DT U2
%??%%)O;ﬁ,%&m ZOHRIDORIHK | OF TEDSINIMZAD YA/ =t UT (B F T
— AL QDI EE RO HHAIEU) 2019881 (o CERRESHTARR M/ 3 —F =)
%mﬁﬁ%ﬂf“ DT NTAR b 45 | DAFEEL -~ L ORI HA 7 S— e 2 )T S A
DA BRSO RTET DT80, ZOBIRIZATET D72DIZEH 61 FRITHE->THISND
ﬁ%%ﬁ@m%@%ﬁigmo TNOEDFALSNATAIL, TV DB ST SRR
THYAN—TF=UT EDOVAI DL~V LT Eﬁém%ﬂlﬂ\“ﬂ/@%ﬁi HETED, 1,
FEH(EV) 2022/2555 D 3 555 1 B R A LRI 1D Y~ D R e RO A7 B RE
&, FNHLOROFTHIO BAYEBEICAND,

The Commission isempowered to adapt delegated acts inaccordance with Article 61 to supplerment this Regulation to
determine which products with digital elements that have the core functionality of a product category that is set out in
Annex IV 1o this Regulation are to be requiired to obtain a European cybersecurity certificate at assurance level at least
‘substantial’ under a Furopean cybersecurity certification scheme adopted pursuant to Regulation (EU) 2019/881, to
demonstrate conformity with the essential cybersecurity requirements set out in Annex | o this Regullation or parts
thereof, provided that a European cybersecurity certification scheme covering those categories of products with digital
elerments has been adopted pursuant to Regulation (EU) 2019/881 and is availeble to manufacturers. Those delegated
acts shall specify the required assurance level that shall e proportionate to the level of cybersecurity risk associated with
the products with digital elerments and shall take account of their intended purpose, including the critical dependency on
them by essential entities as referred to in Articke 3(1) of Directive (EU) 2022/2555.

ZDIILTAESIAT R PRI DRI, BMNEERIE, TESH T ODHAED TS 51
TERY LR B DFHTZ S EL, 7>, BIHIEU) 2019881 0O FIZISV VCRRIFHAT RN A S—tF =
VT AR —T %), ks 3R B RARE O RIE I3, T ORI, SRR
A S—=E 2 )T AR OIEEDT SO DORE R E D UEFRES S OSEHREIDL -~V 2B fEI A
%, ATADH; 1 RPN T ZAESIVA TRADBHRSI V)T 6, IR VITEOL R A
DT HEREM AL ST VNV OB ORI, 5 2 558 3 TR TE AT Ik
2o

Before adopting such delegated acts, the Commission shall camry out an assessment of the potential market impact of the
envisaged measures and shall camry out consultations with relevant stakeholders, including the European Cybersecurity
Certification Group established under Regulation (EU) 2019/881. The assessment shall take into account the readiness
and the capacity level of the Member States for the implermentation of the relevant European cybersecurity certification
scheme. Where no delegated acts s referred to in the first subparagraph of this paragraph have been adopted, products
with digital elements which have the core functionality of a product category as set out in Annex IV shall be subject to
the conformity assessment procedures referred to in Article 32(3).

55 LRI OR T RHESNOTTAE, BREMEL OB B3 | Z TR A TR IR b
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SNDYEEBRE, 67 H DI=~ OB THIRAZEDD,

The delegated acts referred to in the first subparagraph shall provide for a minimum transitional period of six months,
unlessa shorter transitional period is justified for imperative reasons of urgency.

RINEERE, 72NV OESRE S DR A RIS AN 52 L3 i A 35202k
STHIE MV ZUAET D720, 55 61 SRS TRAESNDT T AR BT DHERRE 5.2 Hins, A%
D 1 HHTT VHNDESEH DR A ROBLTHOED I FER K QTR SHUAIRAEL
NWERTET DR, BINERERIL, 3 7 556 2 ORI HUER BRI, 1o, TUXVDOETE
ZH RO FOFHED DI bt 1 DL AT D LA eR T %:

The Commission isempowvered to adapt delegated acts inaccordance with Arrticle 61 to amend Annex IV by adding or
withdrawing categories of critical products with digital elements. When determining such categories of critical products
with digital elements and the required assurance level, in accordance with paragraph 1 of this Article, the Commission

shall take into account the criteria referred o in Article 7(2) and ensure that the categories of products with digital
elements meet at least one of the following criteria:

@ FUINOERE SRR HIE A EY) 2022556 DR 3 AT I
DRR RO FBHFI A B2

there is a critical dependency of essential entities as referred to in Article 3 of Directive (EU) 2022/2555 on the
category of products with digital elements;

O TUINOEREEL RO RS DA LT N OSSN SN T
BRI DR AR T IAT 2 AR QA i X857 L,

incidents and exploited wulrerabilities conceming the category of products with digital elerments could lead to
serious disruptions of critical supply chainsacross the intemal market.

ZDIISFAESNATREBIRT DR, BINEERNT, 5 1 ORI 7 OpHilie 32632,

Before adopting such delegated acts, the Commission shall carry out an assessment of the type referred to in paragraph
1

B 1RO T RSN 74T, BAMES OIS BEEH | 2> TEE B T S 241k
SNAEAEIRE, 67°H DI=~ 2O THINZEDS,

The delegated acts referred to in the first subparagraph shall provide for a minimum transitional period of six months,
unlessa shorter transitional period is justified for imperative reasons of urgency.
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%95 NEBFRBEOE R
Avrticle 9 Stakeholder consultation

1 ZOHRNDSEEDIZ O OB Z UE D8, BONZRE 2T, WA REOMEE, ~17afeE
WO MR O EIHESEE 30, BRI OSFEE, A—7 =2 TN =7 Da3a=7
A+, VHEETUAR, FARERA, WO, BRINES OB M ORERE, IO, BRMNESL~L
TRITONIZEEMZE Y V=7 DIo78, k7RI EBIRA D HE L, 730, T0 RIFEHRE
(AL, LoD, BRINEERIT, LLUFOEEITINT, ZNaviEt] TholEl 3, Mpksiv-ik
HCTNLORMERIRADSE L, 2>, 20 RiffzRD5:

When preparing measures for the implementation of this Regulation, the Commission shall consult and teke into
account the views of relevant stakeholders, such as relevant Member State authorities, private sector undertakings,
including microenterprises and small and mediumsized enterprises, the open-source software community, consumer
associations, academia, and relevant Union agencies and bodies as well as expert groups established at Union level. In
particular, the Commission shall, in a structured manner, where appropriate, consult and seek the views of those
stakeholderswhen:

@ BRI AN D55
preparing the guidance referred o in Article 26;

(O) & 6LSAEWHTHIEAL, B 755 4 TS TR Il O CrEb LT RO
ORIRAE TS, B 745 3T UNE 8 5555 2 THI T > CRUERIOU AN E
BT T TNV BN AT DA, F2L, 55 8 546 1 TETR TR e HIE
RSB A S 28

preparing the technical descriptions of the product categories setout in Annex Il in accordance with Article 7(4),
assessing the need for potential updates of the list of product categories inaccordance with Article 7(3) and Article
8(2), or carrying out the assessment of the potential market impect referred to in Article 8(1), without prejudice to
Article61;

© ORI OSLELOTDOUE R EEEATO% A

undertaking preparatory work for the evaluation and review of this Regulation.

2. BRMNEERL, ZORAIDIZEEL, 5§ 1 TR HIFRRE O RAFANET 12D, ekt
B 1], EHARYRE N OB ER D= B2 BRAG TR 2,

The Commission shall organise regular consultation and informetion sessions, at least once a year, to gather the views of
the stakeholders referred to in paragraph 1 on the implementation of this Regulation.

114



Fe ML 10% 25 (202542 H)

% 10§ YA/ \—EHEHDHSTO2IVIREIH1THSBREDHEKR
Avticle 10 Enhancing skilks in a cyber resilient digital environment

ZORRIND BEIODTDIZ, 7932, ZORIHIDFEEA ST DISE NDTFE RS 2720, HAkIE
13, ThANEDRLET, BONERES, FRINY A/ S—E U7 (BB LR LY ENISA OSHRE 45
T, ZA I I DR E ORI LD, DL R OZEAAA E3 DR M ORI
ZetEd%:

For the purposes of this Regulation and in order to respond to the needs of professionals in support of the implementation
of this Regulation, Member States with, where appropriate, the support of the Commission, the European Cylbersecurity
Competence Centre and ENISA, while fully respecting the responsibility of the IMember States in the education field,
shall promote measures and strategies aiming to:

@ AR YR M O A VER AR OB A 3§ D70 OERER S DN D372 7]
FIVEZAELRA DT, YA/ =2 DT A DERERBAFE § DT LNk DY —/L KT
it bo—nzood 2k

develop cybersecurity skills and create organisational and technological tools t ensure sufficient availability of
skilled professionals in order to support the activities of the market surveillance authorities and conformity
asessment bodies;

() BB, BUEE ONEER ORRED IS E I 3HREm_ FA a0, PR s | 5K, 1HE,
A7 0 A2 B O TEARSBEIO RN I A @A B NS w52 L, ZHUlEsTC, i/ yv—t
F 2T AE DN T 7 AT BT8O O A DERREEA LK T 528,

increase collaboration betvween the private sector, economic operators, including via re-skilling or up-skilling for
manufacturers’ employees, consumers, training providers as well as public administrations, thereby expanding
the options for young people to access jobs in the cybersecurity sector.

FUE —BCREOREME
Article 11 General product safety

FHAIEU) 20230088 D5 2 4545 1 TEEF 3 BIFEQY) SHORFAIZLD, Yasilihs SHHRIEU) 2023088

5 355 21 S\ TEFR T A BRI AL A LN E O CED IR D Z2 M EEYHH RS

TRNEELT, RFRRNOSE B LED, 55 VB R ONE VIIEEIFONTE IX B0 LSS XI BT, 20

AN I > CaEsn Al K OV AZ 3V AR OBURIZIBUN T, TV OEHEEL D
Lo LU Gl S,

By way of derogation from Avticle 2(1), third subyparagraph, point (b), of Regulation (EU) 2023/988, Chapter 111, Section
1, Chapters V and V1, and Chapiters IX 1o X1 of that Regulation shall apply to products with digital elements with respect
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to aspects and risks or categories of risks that are not covered by this Regulation where those products are not subject to
specific safety requirements laid down in other “Union harmonisation legislation’ as defined in Article 3, point (27), of
Regulation (EU) 2023/988.

FLE BIRVASRTL
Avticle 12 High-risk Al systermns

1

FRAIIEU) 20241689 D5 15 20D H CREDHIT - IEMEN: K O A SRS BRI T D 78,
ZORRINDE FEEFHPNIZH0) > SR HIEV) 2024/1689 D5 6 5:IZI0EV A7 Al AT AELTH%E
SN QNS T VNV DEREELSEINE, LIFOLBY ThoLE, FHAIDS 15 0O CTED
DAV A =X 2T B F L QODEHEESHLD:

Wihthout prejudice to the requirements relating to accuracy and robustness set out in Article 15 of Regulation (EU)
20241689, products with digital elements which fall within the scope of this Regulation and which are classified as
high-risk Al systems pursuant to Article 6 of that Regulation shall be deemed to comply with the cybersecurity
requirements setout in Article 15 of that Regulation where:

@ MR, B | O/ —k | O TEDHITMZED A S—TF 2 )7 B A7 LT
AR

those products fulfil the essential cybersecurity requirements setout in Part 1 of Annex

b BEEE TSGR oA, B 1D/ S—h | OF CEDSNTLZED YA/ 3 —F
X2 UT (B AAETF L CND D

the processes put in place by the manufacturer comply with the essential cybersecurity requirements set out in
Part Il of Annex I, and

© HAIEY) 202411689 D5 15 -0 FITB\ TEBRSIG YA/ Sl T EOR#DL~
NDSERSITNDZER, ZOBAID FIZR TH Tan5 EU A E S EOH TRENT
l/ \50

the achievement of the level of cybersecurity protection required under Avticle 15 of Regulation (EU) 2024/1689
is demorstratied in the EU declaration of conformity issued under this Regulation.

RO 1 HRT T VSN OEHR S DB ROV A S —tF 207 4R BIL, HHIEV)
2024/1689 D5 43 FDH TED HIVIERS7ME AP T S D, TORHEioo HD7Z
DIZ, HIHIEU) 20241689 O NZHDEIAY Al L AT LD E T DI HEROS L E
MR, ZOBIRIDH 39 FDH TN EY 2 L% B T LT DI EDBIHIEY)
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2024/1689 D R 2 HIEENTFHt O E CRHIISI DI LA LU C, ZOBRIOB FEFHNIZHS
EUAZ Al AT EOZOHAIDOBIE | O CEOHI =D S AR B 57D OR#sHE
fRHE,

For the products with digital elements and cybersecurity requirements referred 1o in paragraph 1 of this Article, the
relevant conformity assessment procedure provided for in Article 43 of Regulation (EU) 2024/1689 shall apply. For the
purposes of that assessment, natified bodies which are competent to corttrol the conformity of the high-risk Al systenns
under Regulation (EU) 2024/1689 shall also be competent to control the conformity of high+risk Al sysems which fall
within the soope of this Regulation with the requirements set out in Annex | to this Regulation, provided that the
compliance of those notified bodies with the requirements laid down in Article 39 of this Regulation has been assessed
in the context of the natification procedure under Regulation (EU) 2024/1689.

AREGDH 2 EHSORHFNZIY, ZORBIOBIKK I (28557 2NV OB S DR E ML,
T, ZOMAIDE 32 55 2 THE L OO NS 32 445 3THIOR TS FGH R
FA8L, WONZ, ZOHRIDRIRE M 8T 5T NV OESEES DR R R78LThoT,
DORRINOH 8 55 1RIZIERMND A S—tX =T I ERFDZ EN TR SN AR, F20d,
ZOREHEN RNEXT, ZORRIOE 2 4455 3 ORI AMRHUl TR R85 T,
7>, FRIEU) 20241689 D5 6 Z-IZEDEVAY Al AT LEL Th/MESIUCRY, MUaZilihl o
LT, HAIEU) 20241689 DRIKK VIR il S o S i Feh i H S Al
il ZOMAIDOHTEDHNTMIAD A7 X =2 )T B BRAHEFHNICIS T, 20
HRDOHCED DI A Fe IR T5,

By way of derogation from paragraph 2 of this Article, important products with digital elerments as lisied in Annex i to
this Regulation, which are subject to the conformity assessment procedures referred to in Articke 32(2), poinits (2) and (),
and Article 32(3) of this Regulation and critical products with digital elerments as lisied in Annex IV 1o this Regulation
which are required to obtain a European cybersecurity certificate pursuant to Article 8(1) of this Regulation or, absent
that, which are subject to the conformity assessment procedures referred to in Article 32(3) of this Regullation, and which
are classified as hightrisk Al systems pursuant to Article 6 of Regulation (EU) 2024/1689, and to which the conformity
assessment procedure based on intemeal control as referred to in Annex V1 to Regulation (EU) 2024/1639 applies, shall
be subject to the conformity assessment procedures provided for in this Regulation in so far as the essential cybersecurity
requirements setout in this Regulation are concemed.

AREDH V7 AN D EHRES OB OREER L, HRIEU) 20241689 D5 57 517~
ANEFIF RN 7 A ZSINITED,

Manufacturers of products with digital elements as referred to in paragraph 1 of this Article may participete in the Al
regulatory sandlboxes referred to in Article 57 of Regulation (EU) 2024/1689.
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BIE EFNG | THROBHERUIEHTA—T)—RADYINITT LR T H5E
Chapter 11 Obligations of Economic Operatorsand Provisions in relation to Free and Open-Source Software

% BF WEEDEH
Avticle 13 Obligations of manufacturers

1

TN DEF AL AT B, BOEHTL, BIFE 1 O/ S—h | O TEDLNVZHD
PAN— )T A TEDORD TG, BT ORLESHTOD LA 2,

When placing a product with digital elerments on the market, manufacturers shall ensure that it has been designed,
developed and produced inaccordance with the essential cybersecurity requirements setout in Part 1 of Annex 1.

%5 1 HAETT 50O, BERT, A —X%2) T LOVRZEZI=~<MbL, A2
TUNEBGIEL, KON, FIFEOREEN 2 E2EORRE G0, ZDA 2T A NDOF BRI =~ I
(BT DB, T UND AL DR BRI DA N—F 2T LDV DR
ZAT, D30, TOT VX NDEFZ L SEIHOREELRE, FRGHEE, BFEMRE, TSR, s
BB SR BRO BRI, M MRS A BRI NS,

For the purpose of complying with paragraph 1, manufacturers shall undertake an assessment of the cybersecurity risks
associaied with a product with digital elements and take the outcome of that assessment into account during the
planning, design, development, production, delivery and maintenance phases of the product with digital elements with a
view t minimising cybersecurity risks, preventing incidents and minimising their impact, including in relation to the
health and safety of users.

AN —tF =T+ EOVAZFHIL, SCE LS, 10, RSO 8 I TRIESNA TR
—NRIN, Lo~ TV 7T —R&SD, £V A —tFX =7 FOVAZEHINE, Mizidin
RSN DE FARSN AR A Z I AT BT, D7, AT H B9 R OV ERAIC T
AIREZAI N ON G BB Sl IR SIND G PED IR, T o H VDB At SR OFI SR
AT DA =2 T LOVAI DAL TSNS, YA/ 3 =% =T ED
VAZEHIE, BIHE 1 73—k | OFF 2 SO CTEDOI B2 U7 B kS 27 2 VD E
FaH ORI TR CHE A ATRE T ED B O UA N A ATREZRE & I E DIH72BERR Tl
WREZRDNERL, F2, YA 3 —F 2T EOURZFHI > TSN AHLDOLL T, Yiss
HREDINTEZESNADN %777, FOFHINE, EOREEEDS, B 1 D/ 3—h 1D 15K
B 1007 3= | OHCED SO B4 L DINT#EHT DT 2D00 777,

The cybersecurity risk assessment shall be documented and updated as appropriate during a support period to be
determined in accordance with paragraph 8 of this Article. That cybersecurity risk assessment shall comprise at least an
analysis of cybersecurity risks based on the intended purpose and reasonably foreseeable use, aswell as the conditions of
use, of the product with digital elements, such as the operational environment or the assets to be protected, taking into
account the length of time the product is expected to be in use. The cybersecurity risk assessment shall indicate whether
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and, if o in what manner, the securrity requirements set out in Part |, point (2), of Annex | are applicable to the relevant
product with digital elements and how those requirements are implemented as informed by the cybersecurity risk
assessment. It shall also indicate how the manufacturer is to apply Part 1, point (1), of Annex | and the vulnerability
handling requirements setout in Part Il of Annex 1.

T UANDESEES O T TESES, ORGEHTT, 5 31 FLOBIRK VI IZE->TERRS
NAHATSCEDOHRIZ, RGO 3 IR T A/ 3~k =07 LOURZRHlE &5, 5 12 5:
(R T AN D B SR T C, ORI A OIE TAATHAR DR BIL O

ZDV A=t T EOVATFHML, SEERMNE SO T4 ;iofgkéﬂéﬁ&uﬂﬁﬁ
D—EBECTHED, T oA NDOEFE G SR U T EDMIAD YA S~ 2T BN
FFRETIIZRNGS, ZOREERY, YskBiCEOHIZ, TOBRE OIS FhE 5D,

When placing a product with digital elements on the market, the manufacturer shall include the cybersecurity risk
assessment referred to in paragraph 3 of this Article in the technical documentation required pursuant to Article 31 and
Annex V1. For products with digital elerments as referred to in Article 12, which are also subject to other Union legal
acts, the cybersecurity risk assessment may be part of the risk assessment required by those Union legal acts. Where
certain essential cybersecurity requirements are not applicable to the product with digital elements, the manufacturer
shall include a clear justification to thateffect in thet technical documentation.

555 LBRASE 5 B I0OT-0IT, B, RSB IR, ORI TR IDIzSh
TUVRNERFCA—T ) —AD Y TN =7 DL TR— R N SAT S8 A% 50D, Y% 7R
—RNIT AN D B DOV A S — X 2 VT EAR DT DT ND, =)D
KU R RS AT T 2 — TV e 2B R T,

For the purpose of complying with paragraph 1, manufacturers shall exercise due diligence when integrating
components sourced from third parties so that those components do not compromise the cybersecurity of the product
with digital elerments, including when integrating components of free and open-source software that have not been
made available on the market in the course of a commercial activity.

REEENL, AT —ADA RN ED, TUANDE AL SRULO RIHAA TN
TN IR—FR U D OREFEE T LT &S, O AR — RN RE ST TR L
TN FTTJETARI KT U CEOMagsEa#E L, 230, B | D/ 3—K | OHTEDHILZ
HESRPEEER DO RES CTEDOWEFHE TR S O AR T2, Y% R— MO
FHE KT BT D Y TN =7 F 3 ~— R = 7 ONEIEABEEE DI LT L&, ZofbE
FE, ENDEG 2L X IETE FTREZ R 7 4 —~ NN, Dz AR — R N E - 3
FFPEHIL QOB F A TET RO Cliks /e — R A 3scE e 5475,

Manufacturers shall, upon identifying a vulnerability ina component, including in an open source-component, which is
integrated in the product with digital elements report the wulrerability to the person or entity manufacturing or
maintaining the component, and address and remediate the vulnerability in accordance with the vulnerability handling
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requirements setout in Part 11 of Annex 1. Where manufacturers have developed a software or hardware modification to
address the vulnerability in that component, they shall share the relevant code or documentation with the person or entity
manufacturing or maintaining the component, where appropriate ina machine-readable format.

RERTY, KON A S—t 2T EOVATE LB BREREC, T OREEF DTS\ V555
Fé&U%#%b%Tﬂitéﬂt@%ﬁT*%‘E&Z%A&b T U NDEEFEEL ORI EBIHR T DY A —
B2 VT o ORI AR SGEA VL, 70, FHANE ATRE Rl &1T, ZORLLOYA
PN X2 U7 FOUARTEHE T 7 T — N5,

The manufacturers shall systematically docurment, in a manner that is proportionate to the nature and the cybersecurity
risks, relevant cybersecurity aspects concemning the products with digital elements, including vulnerabilities of which
they become aware and any relevant information provided by third parties, and shall, where applicable, update the
cybersecurity risk assessment of the products.

BRI, 725V OB B A T TR O — MR, Mo A —%
N, ST OIS, TS 1 0 S— | DI GBI LA
T B T CEOAUAT AHER S,

Manufacturers shall ensure, when placing a product with digital elerments on the market, and for the support period, that
wulnerabilities of that product, including its components, are handled effectively and in accordance with the essential
Ccybersecurity requirements setoutin Part I of Annex 1.

BOEHT, LobiT, GERVSRIRIRE OB, 20RO B R ED, ZORSOME, &
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NAFRZRIE S %, VAN—NHRZRE DB, TOERT, HIDRER LTS E) TR
PloopsrE i%:?ﬁ Lﬂ o T VLN DESE A OB AR— NYIR], JERIBREED RTAIE, =R
REZ ARt L) O5 SHRTDAHAENT - AR MDY —MIIH], ONT, 5 52 5¢
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FORERR TR TS,

Manufacturers shall determire the support period <o thet it reflects the length of time during which the product is
expected to be in use, taking into acoount, in particular, reasonable user expectations, the nature of the product, including
its intended purpose, as well as relevart Union law determining the lifetime of products with digital elements. When
determining the support period, manufacturers may also take into account the support periods of products with digital
elements offering a similar functionality placed on the market by other manufacturers, the availability of the operating
environment, the support periods of integrated components that provide core functions and are sourced from third
parties as well as relevant guidance provided by the dedlicated administrative cooperation group (ADCO) established
pursuant to Article 52(15) and the Commission. The matters to be taken into acoount in order to determine the support
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period shall be considered ina manner that ensures proportionality.

5 2 BIEAIHT ALK, AR—NE, 7kl 5T, MigT UV DE RO
fh2y 5 AR OHIE TRt AL TARSINAS G, £OVR—NRIE, TARSI VAR
IR T AH0DET 2,

Without prejudice to the second subparagraph, the support period shall be at least five years. Where the product with
digital elements is expected to be in use for less than five years, the support period shall comrespond to the expected use
time.

55 52 555 16 I ADCO DENEZZEICANZ T, IUNEESNT, TR T—20R
T R—NARARZL QAR FREORLFERIDT- D3 =~ 2D R—NAB O E
EEDDZE IS TCTORANEATET 52, 5 61 SRITHE> TSN TAZEHRUSD,

Taking into account ADCO recommendations as referred to in Article 52(16), the Commission may adopt delegated
actsinaccordance with Article 61 to supplerment this Regulation by specifying the minimum support period for specific
product categorieswhere the market sunveillance data suggests inadequiate support periods.

BEEEVL, BIE VI O CriEb b= HASCEDOHRIZ, 72N DA RO R — Y]
AR TE T DT DI BB AN USG5,

Manufacturers shall include the information that was taken into account to determine the support period of a product
with digital elements in the technical documentation as set out in Annex VL.

BOEHTE, B 1 D7 3—F WOH 5 AR STV maME B RO FEA T a5, PR EI-
(TN B WS T SN B b DRI TR A A B OF
RS DT O DGV EATT 3 R O T,

Manufacturers shall have appropriate policies and procedures, including coordinated vulnerability disclosure policies,
referred to in Part I, point (5), of Annex | to process and remediate potential vulnerabilities in the product with digital
elements reported from intemal or extemal sources.

BLEFNL, BIE 10D/ S—K WD 8 FATR Tl » DX =2VT 4777 —NCThhoC, ZDPAR—h
HARI IR HF S U TR CEDIDNISNTb DN, T =777 T — NS TS
%, I=~ 20 10 FOHRNF A ZZO R =N O T TR W HOIRNIEED
FFHH CELZLEHERT D,

Manufacturers shall ensure that each security update, as referred to in Part 1, point (8), of Annex I, which has been made
available to users during the support period, remains available after it hes been issued for a minimum of 10 years or for
the remainder of the support period, whichever is longge.
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BEEE DS, BICKREIEESNTRDY 7 by =7 B E T @ =X, MakFaad, feal
VA ZED SZRROF DS, BT ST ZED TR T3 2RO T 72254, 713,
MHIORROD S 5% S LR B DD N — R0 =T KO 7 N =T DB AHIE S 5728
DIENARE: A DT RN ST, ZOREEEDNELT SIS B VU FREL T,
BHK N D7 3—=N N D 2 5D TEDHNTMZAD T A S—F 2 U7 A BYF ORISR TED,

Where a manufacturer has placed subsecuent substantially modified versions of a software product on the market, that
manufacturer may ensure compliance with the essential cybersecurity requirement setout in Part I, point (2), of Annex |
only for the version that it has last placed on the market, provided that the users of the versions that were previously
placed on the market have access to the version last placed on the market frree of charge and do not incur additional costs
to adjust the hardware and software environment inwhich they use the original version of that product.

BEEENL, WEORA~ORAE DT 7 2535 210 7 NI =T T — AT a S B C
X%, FOEE, FIREL, PR— SR 7R =7 ORI EBIR T BIAZZEAL, ATV
TARHEHEREC, IR IR A 21D,

Manufacturers may maintain public software archives enhancing user access to historical versions. In those cases, users
shall e clearty informed inan easily accessible manner about risks associated with using unsupported software.

TUNDESZ L DTG ESHNS, BEEHTE, 5 3L SRR CEL BT %,

Before placing a product with digital elerments on the market, manufacturers shall draw up the technical documentation
referred to inArticle 31.

RHEAT, B R AT TG MR CEL, F/a3, TNAERISED,
They shall carry out the chasen conformity assessment procedures as referred to inArticle 32 or have them carried out.

WEET UV DEFELORIELARIE | /35—~ | O CEDSNTMBDY A/ S—F=2)T4
FHZAERFL QDI E R ONEDREEFN L TRRTDIV= TR | 75— 1| OFTEDS
IVZBDY A/ I— e U T A BT QOB &3 ik S M e c > RS
L, BEAY, 5 BARNE->T RUEAS E S Z4/FKL, 70, 8 D FRNE-T CE~—2r%fF
7

Where compliance of the product with digital elements with the essential cybersecurity requirements set out in Part | of
Annex | and of the processes put in place by the manufacturer with the essential cybersecurity requirements set out in
Part Il of Annex | has been demonstrated by that conformity assessment procedure, manufacturers shall draw up the
EU declaration of conformity in accordance with Article 28 and affix the CE marking in accordance with Article 30.

BUEEN, TSN DEHRES SR TS ED IR 7Kl 10 AR TR —MIIH
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DUNTINDEV ORI, ZORMCER DN BU S E S 24 TSR 4 503 B H R
TEDLIDNME T,

Manufacturers shall keep the technical documentation and the EU declaration of conformity at the disposal of the
market surveillance authorities for at least 10 years after the product with digiital elerments has been placed on the market
or for the support period, whichever is longer.

FHEEY, HEN—ARDAPED—ER CTHHT VAN DEFHALSFITIREL, ORI AM:
EHERFT DT D TR ST ONDEEE T D, TDT VANV DEFREH RO A TN E.
SSICNBZEDOSIRIZI ST, Fald, ZORLOE S M RRESNAZ A HEE T 52808
T, BEEEL, 20T UHNOETES DL OBFE K OMLEDIFR Z B A Fo 355G
(B @ﬁﬁ WFONZ, 26 27 SRR T HEA LSHU AR YE, RN S—tF = U738
IR F7- @ AR S FAE N E B AN

Manufacturers shall ensure that procedures are in place for products with digital elements that are pert of a series of
production to remain in conformity with this Regulation. Manufacturers shall adequiately take into acoount changes in
the development and production process or in the design or characteristics of the product with digital elements and
changes in the harmonised standards, European cytersecurity certification schermes or common specifications as
referred to in Article 27 by reference to which the conformity of the product with digital elements is declared or by
application of which its conformity is verified.

BLERY, EORGEE DT VANV OEFEL ORI, AR, o FF S LU TVE
HEATENLISNNDZ DR ORI A CEAINTT HERN SO EAMELRL, T2, i
DIATRETIIZRNEEE, ZOHRYLD, So/r— BT, LY, DT V2N O5EHEEL ST
FEIV TN SCEDOH CYRLIE DRSO T LA 2,

Manufacturers shall ensure that their products with digital elerments bear a type, baich or serial number or ather elerment
allowing their identification, o, where that is not possible, thet that information is provided on their packaging or in
a documentaccompanying the product with digital elements.

BLERS, 7 UANVOESEEL OB I, 208G OEEE i, F43, %@?‘y&zmgﬂ%
H ORI ESNDSCEAT, TOREEE DA, BERAG B 7 LBEaE K O (1T, &
FA—)VT RUAFATENLIINDT DR OERESE, SO, TS nlieirs &1L, ol
EHLEAEE 0SS Wb AN FoRT D, ZOMEIE, BIFE | O CEDSITRIFEI TR
DIEHFEIL OF RO FITH & OBV, ZOENEIEE, FIFHE R O Y /Ry TR S
|\ THRSIUGD SEEICEbDET D,

Manufacturers shall indicate the name, registered trade name or regjistered trademark of the manufacturer, and the postal
address, email address or other digital contact details, as well as, where applicable, the website where the manufacturer
can be contacted, on the procuct with digital elements, on its packaging or in a document accompanying the product
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with digital elerments. That information shall also be included in the information and instructions to the user set aut in
Anrex . The contact details shall be in a language which can be easily understood by users and market suneillance
authorities.

ZOHIRID BHIDT-DIZ, BREEL, TN OEZAE SR O B AR S AR BT
TAIDDYEEZEED, FIFE DL L O CEEZ) > O His 2 L A LA TREI 957250
DH S ARE T D,

For the purposes of this Regulation, manufacturers shall designate asingle point of contact t enable users
communicate directly and rapidly with them, including in order to facilitate reporting on vulnerabilities of the product
with digital elements.

BOEATL, Hd e B I TROI T SIS L a0, RS, Bk 1o
P CEDLNIFIHE T HIE AR AL O RO I T 8% a5 0,

Manufacturers shall ensure that the single pointt of conttact is easily identifiable by the users. They shall also include the
singlle point of contact in the informationand instructions tothe user setout in Annex .

H—E#EA S, FIRHE DB O @5 FEZAEIN CEXDIOIL, 7o, FDIH7a T4 H
B ST — U REL T 20 N,

The single point of contact shall allow users to choose their preferred means of communication and shall not limit such
means toautomated tools.

BEEY, TUONOERERL SR, #EAITE AT, B I o TEDSTF
FAEN R DS K O RO SN A2 5, Z DI G HRA N QYR F
FHE B O 2 SN S o TR S RS USD 555 CREILSHLD, Z OB IR R O
1%, AR CHY, BMRATRECHY, BHRE LT, Do, HRELST Wb DET 5, ZOMEHTRL
FONERIE, TN DB DRI 2272 AL, S R ORI CEDINTT 5,
BLERY, T UANVOEREL O S TG ED % D7 st 10 AR TR — NI
DT IR OHIFNI, BIHE | O CEDSITRIFE IR DI O e A
FHAE R OSREREAY J2573 B ISR CEDINNTED, ZOII72 SRR O RO T4
TSNS, B5EE1Y, 7 VOB EES SRS TIGHZED -2 07K b 10 5
TATHR—NBOW T BN FHFOMIMNIE, ORI OF RS T 72 ARRETHY, =
— IR THDY DAL T A TR FIRE ChHZ LAttt 2,

Manufacturers shall ensure that products with digital elerments are accompanied by the information and instructions to
the user set out in Annex 1, in paper or electronic form. Such information and instructions shall be provided in
alanguage which can be easily understood by users and market sunveillance authorities. They shall be clear,
understandable, intelligible and legible. They shall allow for the secure installation, operation and use of products with
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digital elements. Manufacturers shall keep the information and instructions to the user setout in Annex I at the disposal
of users and market suneillance authorities for at least 10 years after the product with digital elements has been placed
on the market or for the support period, whichever is longer. Where such information and instructions are provided
onlire, manufacturers shall ensure that they are accessible, user-friendly and available online for at least 10 years after the
productwith digital elements has been placed onthe market or for the support period, whichever is longer.

FEEF T, V7B A LOEEED, 55 8 TR T AR—NYIBIOK T B3, ZOREADRESIZ
BT, BOIIT 7 EARRERIERR T, 20, ZAWNEA A&, 20T VANV OESE LD
fUEL BT, 20RO S —2 ETCEATT UVOTEIZID, B ORMiF nRE R IO TR
SNAZEEREIRT D,

Manufacturers shall ensure that the end date of the support period referred to in paragraph 8, including at least the month
and the year, is clearly and understandably specified at the time of purchase in an easily accessible manner and, where
applicable, on the productwith digital elerments, its packaging or by digitel mears.

TN B S ORER OV RO U CHAO M rTaee b &3, BOE#1S, TORbEE
DT VHNDEF LRI AE DRSOV IR —MYRIORA U T T 2 LA E AL
CHHE DR A SO G TR %0

Where technically feasible in light of the nature of the product with digital elements, manufacturers shall display
a notification to users informing them that their product with digital elements has reached the end of its support period.

BEEEL, TUVOEFEL ORI EU #AE S 20O —F 35 b BU AE.
SEOWTIDEEEIT 2, 5 bS- BU 8 E S 2RSS, ZoffgbaS-
EUEAE SEIY, BUEAE S EDEUIT 7B A TEDIEME A 2 —F/ N T KU A% ah 5,

Manufacturers shall either provide acopy of the EU declaration of conformity or asimplified EU declaration of
conformity with the product with digital elements. Where a simplified EU declaration of conformity is provided, it shall
contain the exact intermet address at which the full EU declaration of conformity can be accessed.

TS B 035 M O R—NYIIN, T2 D82 B F2 3 OREEE T > TR
TN 7 o AN BIFK | OF TEDHITVIAD A N—tF 2T BRI ZEAS LTV VRN S
B> CODREER F 32 DINET DR B AL SRS, EHIZ, YikT UL
DEFAELHORTL LI TFOREES |- >GRO e AE e St 5720, 203, i
D3Rl E Y, ORI T 57 0H L T2/ 9 D7~ DI B L2 DEHD ik LD,

From the placing on the marketand for the support period, manufacturerswho know or have reason to believe that the
product with digital elements or the processes put in place by the manufacturer are not in conformity with the essential
cybersecurity requirements set out in Annex I shall immediately take the corrective measures necessary o bring that
product with digital elements or the manufacturer’s processes into conformity, or to withdraw or recall the product, as
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3pPIOpIiaE.

BOEAT, TSR R SOBH AT U BRGSO HLET, LI RITHL, SR Ricdo
TR G TIRSTISD SRRIID, MEATE V5T, 207 VN DB 2SR O
ZORGEF Lo GRIDIZ 7 220K | OHF CED BT HD A S 2 )T ZH
AL QODZEAT R ToDI T ELE 2 52 TOF M OSCEZ AT 5, BUEET, MiN
DEGFEDDHEZNT, ZORGEE DTGB o T VAN DBEFREL SR> TESNTND
A=t 2)T EDOVAIEARHE S DI2DIZEBNDFRITEAL, M54 mEi 172,

Manufacturers shall, upon a reasoned request from a market sunveillance authority, provide that authority, ina language
which can be easily understood by that authority; with all the information and documentation, in paper or electronic
form, necessary to demonstrate the conformity of the product with digital elements and of the processes put in place by
the manufacturer with the essential cybersecurity requirements set out in Annex |. Manufacturers shall cooperate with
that authority; at iits request, on any measures taken to eliminate the cybersecurity risks posed by the product with digital
elementswhich they have placed on the market.

FORGEE DI EE AR ILESE, FORERLLUT, ZOMHIE RN CXA EEE T, F0O3EH
EE ORI T DR, WIS R L, F, R AMREZ R TR0 OV ATRE
TeRIPHINTC, T CE Tk 2T VDR ORI OF HF L, UhaL Qo3
FE DA 2085375,

Amanufacturer that ceases its aperations and, as a result; is not able to comply with this Regulation shall inform, before
the cessation of operations takes effect, the relevant market sunveillance authorities as well as, by any means available
and to the extent possible, the users of the relevant products with digital elements placed on the market, of the impending
cessation of gperations.

MRINZE R T, BRINOD TR 7 X ERS A 2 BT EENE K ONRANT T 7T (A% BRI AT
T, FERATAIID, BIFKE | O/ S—k | OF 1 BRI =T EM RO ER L OEREOHM
HATEDED, [FIFEEITAIL, 5 62 558 2 TR 3 o Tht> THHREN S,

The Commission may, by means of implementing acts taking into account Eurapean or intemational standards and
best practices, specify the format and elerments of the software bill of materials referred to in Part Il point (1), of Annex|.
Those implementing acts shall be adopted in accordance with the examination procedure referred to inArticle 62(2).

VINI T DAL TR—FNIKTD, KO, Lo, RV CA—7 ) — 2D 7Ny =7 LT
WFEDIHDT L TR — R N DA% AR E M OWRIN B A DR M A2 5720,
ADCO (%, FFEDIRDT AN DOE I DB B M A kDR TR A1 752
EERTETED, Y30 HIDT-0\Z, THRERYS /Y, ZOI7 RO T AN DB FAEH D
RS ORLEEN L, BIRK 1 D/ S—h W45 1 SO B 7 Ny =7 S At A - LA giss
TED, ZDII7EHEFREE LT, TG AT, ADCO IZXL, Y7 N7 DA B3
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DEAA SIS At C& 2, ADCO T, a1 (BU) 2022/2555 % 14 SRIZEDRRITHIL
T2 =L, AR HIOOR R B D EA AR T,

In order to assess the dependence of Member States and of the Union as awhole on software components and in
particular on components qualifying as free and openrsource software, ADCO may decide to conduct a Union wide
dependency assessment for specific categories of products with digital elements. For that purpose, market sunveillance
authorities may request manufacturers of such categories of products with digital elements to provide the relevant
software bills of materials as referred to in Part 11, point (1), of Annex . On the besis of such information, the market
suneillance authorities may provide ADCO with anonymised and aggregated information about software
dependencies. ADCO shall submit arepart on the resulis of the dependency assessment to the Cooperation Group
established pursuant o Article 14 of Directive (EU) 2022/2555.

8B UuE HWEADHRESH
Article 14 Reporting abligations of manufacturers

1

@%‘ﬁ X, ARG T R CREEE LU THRIESIZ CSIRT (26U OY ENISA (ZXIL, [RIFRE

Z, TORGEF DR AN NN =T AN DT E S SR T E T VAREEIOI R S EsaiE
%J_%D?Léo ZOREERTY, 5 16 RIIVRESNOHE—RET T 74— LT, Makhes)
AN SN Negat A B a5,

A manufacturer shall notify any actively exploited wulnerability contained in the product with digital elements that it
becomes aware of simultaneously to the CSIRT designaied as coordinator, in accordance with paragraph 7 of this
Article, and to ENISA. The manufacturer shall notify thet actively exploited vulnerability via the single reporting
platform established pursuant to Article 16.

T R EED BT, BEEE1E, BLFOLOERHT2:
For the purposes of the notification referred to in paragraph 1, the manufacturer shall submit

@ AEUVRERTRL, 230, U DRSS AITIRBWTHZEOREEE DI EIUIZ A VTN 24 B
LI, s afaE el 13, ofE 1 oW CEDREEE DT V2V DEHEE O
BRI CEDINNCENT=Z L2 DREEF DVR A CUOVDIEARREE 7R LT, REBhTI
FASTMaaoD PG,

an early waming natification of an actively exploited vulnerability; without undue delay and in any event within
24 hours of the manufacturer becoming aware of it, indicating, where applicable, the Member States on the
temitory of which the manufacturer is aware that their product with digital elements has been madk available;

() EEEZLIEHRD R CHRAESAU QU VR RD, RS2, 530, W ORAEAITIB YT
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ZORGEE DT OREBRN S EEH M 2R TS 72 IEILINIS, U sFIH
AMRERL T, BRI 5T UL OEEAL SR, ZOEHO— e E K ORI D
WEBHED—fR 2R, WONT, EDNTAEHEO R EFTERIOITH, KOy FIFERE
BHZED CELMEEO TR TR TR BT D iE Atk , Fe, ZhuniE
FARTREZ R &S, SRISHUDIEHRANE DR F TR T DT DREEE DL QO VE)E,
RUT, Magstkokn,

unless the relevant information has already been provided, a vulnerability notification, without undue delay and in
any event within 72 hours of the manufacturer becoming aware of the actively exploited vulnerability, which
shall provide general information, as available, about the product with digital elements concemed, the general
nature of the exploit and of the vulnerability concemed as well as any conrective or mitigating measures taken,
and corrective or mitigating measures that users can take, and which shall also indicate, where applicable, how
sensitive the manufacturer considersthe notified informeation to be;

©  JEkETRIE S SRSV TY VR IRY, FETHO TR I RN RS ATREL 72> T
S EE 14 HLIRIZ, D7aK bl RO SiA ST ooty 2

unless the relevant informeation hes already been provided, a final report, no later then 14 days after a corrective or
mitigating measure is available, including at least the following:

() EOMEIFHHEDTRANE KOS ), DN DR ;
a description of the vulnerability, including its severity and impect;

(i) THDFIH TR LT, ZON e B LI A TEL QO DEEH I TAEC
ESERAIIEE:S

where available, information concerning any malicious actor thet hes exploited or thet is exploiting the
wulrerability;

(i) FOWEHFHEEAEE T DT DIRIH CELINSIN QNS B =TT 77 —h 7%
ENLIGNDFRHED T ROFE/,

detailsabout the security update or other comective measures that have been madke available to remedy the
wulnerability.

FHEFY, ARGOHF 7 IO GREEE LU THEESITZ CSIRT (23U O ENISA (Z3fL, [FIIRE
\Z, ZOREEEDT AN T AN O ESEE S DO k3 DAL DB AT
NI D, EOREEEY, 5 16 FCIVRESNAH— ST T N7+ — 2 LT, it
T NIRRT D,
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A manufacturer shall notify any severe incident having an impact on the security of the product with digital elements
that it becomes aware of simultaneously to the CSIRT designated as coordinator, in accordance with peragraph 7 of this
Avticle, and to ENISA. The manufacturer shall notify that incident via the singlle reporting platform established pursuant

toArticle 16.
5 3T @D HDT-8017, BEE 1L, LLTFOROEHEH 5!

For the purposes of the notification referred to in paragraph 3, the manufacturer shall submit

@

®

©

GBS, 730, WA AT W THEDOREEE DI ZE U SN TS 24 R
PINIZ, Enasif el X3, ZofE T+ BlciknWCEofbEE DT U2V DB
BLLDFIH CEAIDN TSN Z A EDOREEE DR AN TODERRIEEZ R T, D7,
EDAL LT U NNEIE A T A F I TEE DA T2 TR L QODER IS ENE B0,
T UAND B OO RE T BB DT AL T N B HGE A

an early waming notification of asevere incident having an impact on the security of the product with digital
elements, without undue delay and in any event within 24 hours of the manufacturer becoming aware of i,
including at least whether the incident is suspected of being caused by unlawful or melicious acts, which shll
also indicate, where applicable, the Member States on the territory of which the manufacturer is aware that their
product with digital elerments has lbeen made available;

7RI W TSI TU ViRV BRY, ANEDIRERZRS, 730, W VRLE AT T
ZOREEEINEDAL 2T U NIRRT T2 BHELINIG, ZHSFIH rTRE k&, =
DAL T NDMWE, ZDA 2T A NOFIIRHE, AN, EHITAREOIT RT3
DIFR, KO, FIFFDEDZ O TELMEO TR ET T RFND F R BT — el
AL, F-, TIDSEH AR XS, BEISHUDIE S E DR F TR Cha 2D
BEEFE DL QOEDBRUT, AT NDIEA,

unless the relevant information has already been provided, an incident natification, without undue delay and in
any event within 72 hours of the manufacturer becoming aware of the incident, which shall provide general
information, where available, about the nature of the incident, an initial assessment of the incident, as well asany
corrective or mitigating measures taken, and corrective or mitigating measures that users can take, and which
shall also indicate, where applicable, how sensitive the manufacturer considers the notified information to be;

RS2 H SR TR AESIU TV VRURD, @)D FZhDA LT o NEEIOFEH% 1 72H DA
LT, D7 b Ll FOSTEA G T el &

unless the relevant information has already been provided, afinal report, within one month afer the submission
of the incident notification under point (), including at least the following:
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() EDOAATANDGRANER OB T, DA T NG SRLR
adetailed description of the incident, including its severity and impect;

(i) EDAATNDF &AL RT-ZIRMD SR D ZA T E A TARAIRIA,
the type of threat or root cause thetis likel to have triggered the incident:

(i) ST ARRIOTT RS OUE THROREFIDTTHR,
applied and ongoing mitigation measures.

5 3 HD BIIDT-0IZ, LLFOEAITE T, T2V BE#ERS SRLL OB Ok 5
oA TN, BERTHLEHIMIESS:

For the purposes of paragraph 3, an incident having an impact on the security of the product with digital elerments shall
be consicered to be severe where:

@ EDATTURN, TIUANDEFEL OO, BT A LIXEE T — 2 F
FERED R FIME, BB, Se el MBI AR E T 57D DREI N TR TADF AL 5
Z QDG A FATADF B 52 D LN ATRE A F 0%

it negatively affects or is capable of negatively affecting the ability of a product with digital elerments to protect the
availahility; authertticity, integrity or confidentiality of sensitive or important data or functions; or

O DAL T UM, TUANDERZEL RGO N TEAUIE DT VNV OEEY
OIEORIFE DT NT—0 e ONEH AT LOFNCBITDEE DL ROBENF I TE
I T N S F TN VEEL LIS TRE 2

it has led or is capable of leading to the introduction or execution of malicious code in a product with digital
elements or in the network and information systems of a user of the productwith digital elerments.

THDMLET L&, IR R S DiiE A LU CTHRESIV COIRT 13, BUEAITHIL, A
B RSV M £ 3T V2V DB A DR OB T E”i.'%%oﬁjtfm’ >
/7‘/]\ ZBAT 2t R RRE DT 77 —NTBEL, RS AT D2 AR TED,

Where necessary, the CSIRT designatied as coordinator initially receiving the natification may request manufacturers to

provide an intermediate report on relevant status updates about the actively exploited vulnerability or severe incident
having an impact on the security of the productwith digital elements.
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RGO VKO SR TIEANY, 5 16 R/IORTH—WET TR +—2E N LT, 5 16
508 1 T ORT BB O T VTSNS, Zoidsn T, s hZoils
FOMRMNEA O T DS A SR RIEOFTIREE LU THRESH- CSIRT OFE - li& sz
FHWTRHSN, 5>, ENISARIRFC T 7 2 ARRE ThHELDET D,

The notifications referred to in paragraphs 1 and 3 of this Article shall be submitied via the single reporting platform
referred 1o in Article 16 using one of the electronic notification encHpoints referred to in Articke 16(1). The notification
shall be submitied using the electronic notification end-point of the CSIRT designated as coordinator of the Member
State where the manufacturers have their main establishment in the Union and shall be simulianeously accessible to
ENISA.

ZORAND BIIDOT-0IZ, BEEHTY, TORYEE OT VX NOEZEEL RGO A/ —F %2l
T LB AIEN LU U TN AREREI I T, FRbEE OB SN D5 %
HOLHWIEID, EDOIAEIEDNRESIUF NGRS, TOTT-HHLT, BT 285EES,
RRIEE S PV DI SAEEB B O SRR EN Z D S HIlis VA,

For the purposes of this Regulation, a manufacturer shall be considered to have its main establishment in the Union in
the Member State where the decisions relaied to the cybersecurity of its products with digital elerments are
predominantly taken. If such a Member State cannot be determined, the main establishment shall be considered to be in
the Memiber State where the manufacturer concermed hes the establishment with the highest number of employees in
the Union.

BOEBEDWRNEG PN LA GG, TORMEES, LUNONEFZEY, 7>, 0
BOEAN LTI AT REZ R A B L U TR E SV RIEN IV TR L TR ES U
CSIRT Dl mA T, 55 VM O 3T TR iikate i 975:

Where amanufacturer has no main establishment in the Union, it shall submit the notifications referred to in
paragraphs 1 and 3 using the electronic notification end-point of the CSIRT designated as coordinator in the Member
State determined pursuant o the following order and based on the information available to the manufacturer:

@ HUHELEEORZOT VAN OESEL SR CEORLEE OO TEI T DM
FROG D RERE DML A RERRIE,

the Member State in which the authorised representative acting on behalf of the manufacturer for the highest
numiber of products with digital elerments of that manufacturer is established;

b ERAESEEDORZOT VAN OER L SR A TS TE OIS DL A D
AT,

the Member State in which the importer placing on the market the highest number of products with digital
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elements of that manufacturer is established;

© HREER OIS DT AN DEF L ORI EF I TEDINTL QOB DML,
%%O%ﬁkl,

the Member State in which the distrioutor making available on the market the highest number of products with
digital elements of that manufacturer is established;

@ HREEEEOT VAN OEFREL SEEDRZ OB DETEL T OOHERRIE,

the Member State inwhich the highest number of users of products with digital elerments of that manufacturer
are located.

RIFAAEDOBIRITISNT, BUEETS, ZORGEE DM E LI LR —DOFEEE LT
feESHTZ CSIRT IZXL, ZORDREBIN B SH Mg R 3T V2 DO BFASSh,
DI TR DA DB AL T N 2 AV AR TED,

In relation to the third subparagraph, point (d), a manufacturer may submit notifications related to any subsequent
actively exploited vulnerability or severe incident having an impact on the security of the product with digital elements to
the same CSIRT designated as coordinator to which itfirst reported.

REBN RSN Mgt 3T VDB A L SR OB e 2 Bt DB RI2A
//T/H RO, FOREEEY, FOT RN DEEFER OB OREA 2T
KL, KON, ZANiEblel 23, S TORMMABITHL, EhdsEticlEd, HElbah, 2512
H B AR RTREZ B ) FTREZ R T A —~ oy NZIY, MeiifasatE Fai 3 A o7 ML,
Fr, FASLEE XL, S E 3 T L N BB A T DL T ) W
CEDYARTDREFND ST R OFRIED 7 548546 9%, BEEE D EDT V2NV DESEEH RO
FIRF TR CliRFORERE CEE LRV M, 1BAA S EL s LU TR ESHU CSIRT 13,
NI I A LT NSRS I F A RN D7 O BRI DB THH W
THEET, FIFEITHL, TOII7REREARILTED,

Afier ecoming aware of an actively exploited vulnerability or a severe incident having an impact on the security of the
product with digital elerments, the manufacturer shall inform the impected users of the productwith digital elements, and
where appropriate all users, of that vulnerability or incident and, where necessary, of any risk mitigation and corrective
measures that the users can deploy to mitigate the impact of that vulnerability or incident, where appropriate in
astructured, mechine-readable format that is easily autometically processable. Where the manufacturer fails to inform
the users of the product with digital elerments in atimely manrer, the notified CSIRTS designated as coordinators may
provide such information to the users when considered to be proportionate and necessary for preventing or mitigating
the impect of that vulnerability or incident.
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205912 7 U BETIE, BINEERIE, ZOHRIOH 16 55 2 IR IBAD SEDEHIES
BRI DA/ S—t 2T LBES DARIODIE DT O DG DR H 2 EH D& Lotof;@
HIRIZAHTES D730, ZOHRIDF 61 Sl TSN TAZEIRT D, BUNEERIX
DFAESNHI T A% R 28, Fao(BU) 202212555 DF; 15 423 VR%THIV5 CSIRT Z\/m~
27 K OVENISA L7 771975,

By 11 December 2025, the Commission shall adopt delegated acts in accordance with Article 61 of this Regulation t
supplerment this Regulation by specifying the terms and conditions for applying the cybersecurity-related grounds in
relation to delaying the dissemination of notifications as referred to in Articke 16(2) of this Regulation. The Commission
shall cooperate with the CSIRTS network established pursuant o Article 15 of Directive (EU) 2022/2555 and ENISAIn
preparing the draft delegated acts.

MRINFERNT, L T4I1230, AZQONTE 15 MO 16 SRR TIBEDOEA L OFhid
B ZRNTEDISD, [FIFEETAIY, 55 62 55 2 TR 3E TR e TR D, Kl
ZEANT, FIFE 145 U285, CSIRT /b7 —2 K ONENISA L7472,

The Commission may; by means of implementing acts, specify further the format and procedures of the notifications
referred to in this Article aswell as in Articles 15 and 16. Those implermenting acts shall be adapted in accordance with
the examination procedure referred to in Article 62(2). The Commission shall cooperate with the CSIRTS network and
ENISA in preparing those draftimplementing acts.

B L& EROHE
Avrticke 15 \oluntary reporting

1

HBEE R OFNLIANO BIANFATENT, 5T, A LU TRESIZ CSIRT F7-0%
ENISA (ZXIL, T VDB HR L ST O E T QDM R O LD BEEE D
LDV RT T 07 7 A AR T B2 G A/ B i C& D,

Manufacturers as well as other natural or legal persons may notify any vulnerability contained in a product with digital
elements as well as cyber threats that could affect the risk profile of a product with digital elements on a voluntary besis
t0a CSIRT designated as coordinator or ENISA.

BER N OISO BIRNFITEND, R T, g LU ChESNZ CSIRT 2%
ENISA (ZXIL, TNV DOE A B ORHE Z0f3D 8% DAL T U N O DI A
VT NIRRT = =T SAZB AT CE D,

Manufacturers as well as other natuiral or legal persons may notify any incident having an impect on the security of the
product with digital elements as well as near misses that could have resultied in such an incident on avoluntary basis o
a CSIRT designated as coordinator or ENISA.
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FRHEE LU THRESHZ CSIRT F/21% ENISA LT, 55 16 5O CED I FHUINEST, AZRD
B 1IE N O 2 TH| ORIl a R34,

The CSIRT designated as coordinator or ENISA shall process the notifications referred to in paragraphs 1 and 2 of this
Avticle inaccordance with the procedure laid down in Article 16.

AEE LU THRESHIZ CSIRT |3, AR bIR V@O AR TED,

The CSIRT designated as coordinator may prioritise the processing of mandatory notifications over voluntary

FEERDSND BIRANFTATENDE 1 THFATE 2 > CREEN St~
VIT OANDBE AL RO T A BE L OB NI A LT N A, T
FLUTRESNT- CSIRT 13, bl 7oL, Z0OREEE IR Gl D,

Where anatural or legal person other than the manufacturer notifies an actively exploited vulnerability or a severe
incident having an impact on the security of a product with digital elements in accordance with paragraph 1 or 2, the
CSIRT designated as coordinator shall without undue delay inform the manufacturer.

TR LU CHEESIVZ CSIRT K& OF ENISA I, I8A17T Cho HSRN T HE D SRS -1
EROBEME R ONE SV o R AR5, LT TADR I, 1A, Mk OFRBEIHTHZ 8724,
BT, FOEDFOIREAEALH U T T UTF OB DART DL 2 T 1578
RN 2380557 8T Co B RN FTATE NS U GRI DR 2> U2,

The CSIRTSs designated as coordinators as well as ENISA shall ensure the conficentiality and appropriate protection of
the information provided by anatifying natural or legal person. Without prejudice to the prevention, investigation,
detection and prosecution of criminal offences, voluntary reporting shall not result in the imposition of any additional
obligations upon a notifying natural or legal person to which it would not have been subject had it not submitied the
notification.

165 B—RETSINIA—LDEE
Article 16 Establishment of a single reporting platform

1

265 14 5:0025 VIO 3HIONCER 15 5-0D55 VO 2 B § I H 7201, 7>
2, BEEROREFE AT T D720, ENISA (ZL>CH— 857 T N7 — LRSS,
ZOHE—ET TN T 3 —20 H %2 DIERIE, ENISA [Zh» CEE L, ORERE PSS, B
—WETTINTH—LOT—XT T, MRRER O ENISA 73, Z4Us F B il i
BRITDZENTEDIDNTT 2,
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For the purposes of the natifications referred to in Article 14(1) and (3) and Article 15(2) and (2) and in order to simplify
the reporting obligations of manufacturers, asingle reporting platform shall be established by ENISA. The day-to-day
operations of that single reporting platform shall be managed and meaintained by ENISA. The architecture of the single
reporting platform shall allow Member Statesand ENISA o put in place their own electronic natification end-points.

WHVESTTA%, WHVE AN SR DaiEE LU CHRESIVE CSIRT 13, £008E 1 BlZdsunT
FOTVANDEFAH DRI TEDINISIN QNS Z LA EDREEE DRI E DR
HH LU THRESIIZ CSIRT IZHL, e, 7T o774 —La LT, TOMEEARE
T2,

Afier receiving a notification, the CSIRT designated as coordinator initially receiving the notification shall, without delay;
disseminate the notification via the single reporting platform to the CSIRTS designated as coordinators on the teritory of
which the manufacturer has indicated that the productwith digital elerments has been made available.

JEBRMED MRS (EY) 202212555 D5 12 2557 1 AR IS aaaEB R e ik 25 6%
b, BENAZRIRIITISNT, 20, E0blt, BEEENSOEFEIZISCT, 7o, ZORBRIDE 14
5% 2 @)D TR THRYEE) S RSN =37 F OIS RO DL~ U R
OU, WHOSEL, A0S VBRI, B4 A0S A/ —t =) T L REE
TOARME TR GREIESHUSS, CSIRT IMaiEa g 22 L2 RET D55, €D CSIRT I,
EHIZ, ENISA (ZHIL, ZOUEICEILCEAGL, 7>, ZTOMME R THZ DI a3 &
UAREDH TEDSIARETHUNESTED CSIRT IZFDMEHEARZE T DD MDITIRE)>
DFETROWEZARET 2, ENISA 1L, OO REARIES T HZEEORIRICINT, AN
— X VT LREET AR N ZBAL, 0D CSIRT 2 4% Tx25,

In exceptional circumstancesand, in particular, upon requiest by the manufacturer and in light of the level of sensitivity of
the natified information as indicated by the manufacturer under Avrticle 14(2), point (@), of this Regulation, the
dissemination of the notification may be delayed based on justified cylersecurity-relaied grounds for a period of time
that is strictly necessary; including where avulnerability is subject to a coordinated vulnerability disclosure procedure as
referred to in Article 12(1) of Directive (EU) 2022/2555. Where a CSIRT decides to withhold a notification, it shall
immegiately inform ENISA about the decision and provide both a justification for withholding the notification as well
asan indication of when itwill disseminate the natification in accordance with the dissemination procedure laid down in
this paragraph. ENISA may support the CSIRT on the application of cybersecurity-related grounds in relation ©
delaying the dissemination of the notification.

RN BN RRDUTINT, 5 14 555 2 AN @D, ShEE7s:

In particularly exceptional circumstances, where the manufacturer indicates in the notification referred to in Article 14(2),
point (b):

@ EESII NI SEESHA T A o TREBII RS2, KON, R ATReZRlE
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WTIAuT, ZOREER DL OGBS LU CRRESHZ CSIRT ORSRKELL
HADOUNTHUDRERIEINI IS OIS T2 2L

that the notified wulnerability has been actively exploited by a melicious actor and, according to the information
available, it has been exploited in no other Member State than the one of the CSIRT designated as coordinator to
which the manufacturer has notified the wulnerability;

) IERISHIMEEEE RIRA T AR T DL, ZOFROBRD N ORERIEOZZADFRHIT
[ AN TN [ £ i i i AN ANV R CYA AN 3

thet any immediate further dissemination of the notified vulnerability would likely result in the supply of
information the disclosure of which would be contrary to the essential interests of that Member State; or

© BEISNIMEEIMED, BIUGIETDZENDHIRET A/ 3 —F 2T EDOE AT
FEDVAYZ R TVDATYE

that the notified wulnerability poses an immirent high cybersecurity risk stemming from the further
dissemination;

ZRUTUVAEET, R T5 CSIRT KUY ENISA (TR CREID A SIAMBIESNAE TOR, 0
BEEENOEBEID TN IEE, ZORHZBE9 DR E ], TOEEO— %7t
'EIZRIT DI, WONT, B a7 LRhE DRI RS I QD E DFEROD A5, ENISA
VR CIRIRH R CEDINTSIVRATIUT A 2, MG HA L U C, NGO
BB 5.2 B AT I I AT HMFAETHE ENISA 235X, ENISA 1, SZ6EE Thd
CSIRT (2L, fhoDfieE LU THRESIZ CSIRT MO ENISA H Bk T DD 2355
DL TD,

only the information that a notification was made by the manufacturer, the general informetion about the product, the
information on the general natuire of the exploit and the information that security related grounds were raised are to be
madk available simultaneously to ENISA until the full notification is disseminated to the CSIRTS concemed and
ENISA. Where, based on that information, ENISA considers that there is a systemic risk affecting security inthe intermal
market, it shall recommend to the recipient CSIRT that it disseminate the full notification to the other CSIRTS designated
ascoordinatorsand to ENISA itself.

T VB NDFEFREH OBRULO RIS REEN B SN M OB - T AN OB
b OB ORI DR TR A LT NGRS L%, T O L
FESHZ CSIRT 1, £ CSIRT ZAVENORERIE DTSR 2 ML, ZORRIO bt
DTSR SR D FH A i I TN T DTG Rl 2o T B A S I At fit
T4,
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Afer receiving anatification of an actively exploited vulnerability in a product with digital elerments or of asevere
incident having an impact on the security of a product with digital elements, the CSIRTS designated as coordinatorsshall
provide the market sunveillance authorities of their respective Mermber States with the notified informeation necessary for
the marketsunceillance authorities to fulfil their obligations under this Regulation.

ENISA I3, B35 7T 74— LD S U C RSNV AY O 57 5 N7 — 2%
U A MBS iR A B AT b DI ~ S ELBIR T b, TR | J )
HHHR EOREEAET S, ENISA 13, ANiEblalE72<, CSIRT FohT—2 K OWINZEESITHRIL,
B 5T TN — NI CB% 5.2 58074 DA T U N @5,

ENISA shall take appropriate and proportionate technical, aperational and organisational measures to manage the risks
posed 1o the security of the single reparting platform and the information submitted or disseminated via the single
reporting platform. It shall notify without undue delay any security incident affecting the singlle reporting platform to the
CSIRTs network aswell asto the Commission.

ENISA |, CSIRT r/hI—2 Ll 1T, D7pklty, M— 57Ty N7 — L% E, EE S
OMERFE LB 5 2 )70 EOTICEEY, 3 LR T B HE T TN+ —L0D5%
[, HERFEEE R OV 27 i FH L B2 3T b, T R O Lo E I RE D ettt
LoD, Fo, BASITMERHIED SR RTREZSARNE O )5 3R F o BN 7R A T2 b
(S22 2T FINEIZID > T D EIDL BN — 2 C S ER M RS D e S
DL DT Tt EOMEZ &, ENL-~YLV CIFEE LU TEESI: CSIRT (2L
STROWMNEAL L TE ENISA | ZJ- GRIESIVAE BTSRRI L)~ 052
T,

ENISA, in cooperation with the CSIRTS network, shall provide and implement specifications on the technical,
operational and organisational measures regarding the establishment, maintenance and secure operation of the single
reporting platform referred to in paragraph 1, including at least the security arrangements related to the establishmen,
operation and maintenance of the single reporting platform, as well as the electronic notification encHpoints set up by the
CSIRTS designated as coordinators at national level and ENISA at Union level, including procedural aspects to ensure
that, where anotified wulnerability has no comrective or mitigating measures available, information about that
wulnerability is shared in line with strict security protocols and on a need-o-know besis.

LG LU THEESI- CSIRT 23, $545(EV) 202202555 005 12 45465 1 S d kS aaik
BRI U CHEBNI BRSSOV o b XS, SBAVE e S i T DR
FHELUTHEESII CSIRT 1, S LB R, 230, FREES - Maaa R~ R
BB ED SBROIREN G2 5NAET, ISR ROH A/ S =X =T LRE#T %
FRIE SR LU C, 57T N7 — a3 DS O R AR IES B35, ZOE
1%, BEEED, LR T, REOP TEDLIN-THANESTEDIIafimst A @3 52 a1
FAFeB,
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Where aCSIRT designated as coordinator has been made aware of an actively exploited vulnerability as part of
acoordinated vulnerahility disclosure procedure as referred to in Article 12(1) of Directive (EU) 2022/2555, the CSIRT
designated as coordinator initially receiving the notification may delay the dissemination of the relevant notification via
the singlle reporting platform based on justified cybersecurity-related grounds for a period that is no longer than is strictly
necessary and until consent for disclosure by the involved coordinated wulnerability disclosure parties is given. That
requirement shall not prevent manufacturers from notifying such a vulnerahility on a voluniary beasis in accordance with
the procedure laid down inthis Article.

BITE WELEHRTHTDOMDEE
Avticle 17 Other provisions related to reporting

1

ENISA 1, ZDIRERAKHHRT 2 A/ S—t 2T 1 LA LT U N ONEE L~V DStk
DFRPESIVIAE BlE | o Cillikg Cha &I, Fa R EV) 202212565 D 16 2500 FZsl VERRIE:
SR DA 7 S —f ek N —27 (EU-CyCLONR) | %L, ORI 14 220055 118
JL O 3 TEFONCES 15 5:005F 1K O 2 TE| ZIDIEFISHT B HRAARI C&D, ZDI5705
FeMEARTE T2 BRIOTZOIZ, ENISA 1, ZHAFIH rIREZRE &, CSIRT oy NI — 128> T
ITSNOEINHTa R &S,

ENISA may submit to the European cyter crisis liaison organisation network (EU-CyCLONe) esiablished under
Avrticle 16 of Directive (EU) 2022/2555 information notified pursuant to Article 14(2) and (3) and Article 15(1) and (2)
of this Regullation if such information is relevant for the coordinated management of large-scale cybersecurity incidents
and crises at an operational level. For the purpose of determining such relevance, ENISA may consider technical
analyses performed by the CSIRTS network, where available.

TR ND S OO Tk AR L DB KT AL T U NERS IS LIRS
728, Tk, BUEEITHOA LT A N BRI TN NSRRI B2 5, F2lS, ZDA
LT UNDBI RIS D EM CAILDORRE /2D AT T, A7 AR E ORREEE LU
THRESHZ CSIRT (%, BRI 2HLER OF RIEEERLT- 1T, 7o, 2@l XX
ENISA L LT, NRITRIL CTEDAL T U NI GG T, 7203, FOREEEFITHRILT
FDINTTDZEETRTED,

Where public awareness is necessary to prevent or mitigate a severe incident having an impact on the security of the
product with digital elements or to handlle an ongoing incident, or where disclosure of the incident is otherwise in the
public interest, the CSIRT designated as coordinator of the relevant Member State may, afier conaulting the
manufacturer concemed and, where appropriate, in cooperation with ENISA, inform the public about the incident or
require the manufacturer to do o.

ENISAZ, 247 H T, ZOMRAIDE 14 5055 1T KOS 3TRIFONTE 15 205 1 LU 2
THIZIDZ AU B E B LU C, T VO BRSSO A A N2 )T b
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DVAY LR ZfcEaha B BRI S EAE L, 2>, FEHEU) 2022/255 D 14 5
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ENISA, on the besis of the notifications received pursuant to Article 14(1) and (3) and Article 15(1) and (2) of this
Regulation, shall prepare, every 24 months, atechnical report on emerging trends regarding cybersecurity risks in
products with digital elements and submit it to the Cooperation Group established pursuant to Article 14 of Directive
(EU) 2022/2555. The first such report shall be submitied within 24 months of the date of application of the dbligations
laid down in Article 14(1) and (3) of this Regullation. ENISAshall include relevant information from its techinical reports
in its report on the state of cybersecurity inthe Union pursuant toArticke 18 of Directive (EU) 2022/2555.

142505 1 TN O 3THFITE 16 5208 1TEL O 2 THI CHESTRE T4 T ¥
ZEIATTY, AT CHOERA T A TENE, IESNAE B IRSE OIS0,

The mere act of notification in accordance with Article 14(2) and (3) or Article 15(1) and (2) shall not subject the
notifying natural or legal person to increased liability.

TR UT T T T NE AT LISNDIEREDIRHED 5 e L TN 5 SR SR RTREL 7o
7%, ENISA 1%, BIfRT 57 U2 0 BEEL S ORGEE OFRE A5 BT, 55 EV)
202212556 D5 12 5555 2 B LI CRRESTVARRNIfEgaE T — 2~ —2DHIZ, ZOHIRIDE 14
R0 VIHF IS 155555 1 TR CI DIl nS = D fEastEa Nz 2,

Alter asecurity update or another form of corrective or mitigating measure is available, ENISA shall, in agreement with
the manufacturer of the product with digital elements concemed, add the publicly known vulnerability notified pursuant
to Article 14(1) or Article 15(1) of this Regulation to the European wulnerability database established pursuant to
Avrticle 12(2) of Directive (EU) 2022/2555.

TR LU CHRESIT- CSIRT 13, SUE&EE IS, KUY, LoD, ~ A3 ML LL
HHAR R ZEL U COBSIEDOHLETEZ L, 5 14 SRICIDHREFHSEOBIRIZ IR DA
A O35,

The CSIRTS designated as coordinators shall provide helpdesk support in relation to the reporting obligations pursuant

to Article 14 to manufacturers and in particular manufacturers that qualify as microenterprises or as small or medium-
sized enterprises.
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5B 185 HEROHLHNES

Avticle 18 Authorised representatives
1 HEEHEY, EEICIARTIIY, HFROHHREEE A fEE TX5,

Amanufacturer may; by awritien mandate, appointan authorised representative.

5513550 10 UER 11T, 55 135556 2000 1R O 135545 14 TEDH TEDHI 3%
B3, HETROSAREEE DD R L C37aav,

The obligations laid down in Article 13(2) to (11), Article 13(12), first subparagraph, and Article 13(14) shall not form
part of the authorised representative’s mandate.

MERRDBLRILEL, BOEEDHZ AT ZARRD T CEO DI % 21 T3 %, HEFRDED
B, EERIISUT, TR RIHIL, ZHERO=—2 4235, TR, HEROD
BBV EBLL T DLz TEDINTT %!

An authorised representative shall perform the tasks specified in the mandate received from the manufacturer. The
authorised representative shall provide a.copy of the mandate to the market sunveillance authorities upon request. The
mandate shall allow the authorised representative to doat least the following:

@ TUINDEFRL AT ED 57K b 10 R TR — RO
TENTTOMNI, 55 8RO~ EUEAE S 2O 31 RORITHicE2, i
SR RS B R CEDIAN DT

keep the EU declaration of conformity referred to in Article 28 and the technical documentation referred to in
Article 31 at the disposal of the market sunveillance authorities for at least 10 years after the product with digital
elements has been placed on the market or for the support period, whichever is longer;

b TSR DO A UERBISU T, YREL RIS, TV OB SRR
RO S MR TN LB B TN OSBRI 5L ;

further to areasoned requiest from a market sunveillance authority, provide that authority with all the informeation
and documentation necessary to demonstrate the conformity of the productwith digital elements;

© TSR ROEEENBHLEET, HEROHLAIE DT HESIV NS T VLB

FEb ORI S TRESIW T DRI AN DT SN A TENCBEL,, 5% Rkt
IHZE,

cooperate with the market sunveillance authorities, at their request, on any action taken to eliminate the risks posed
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by a product with digital elements covered by the authorised representative’s mandate.

% 19F MAEEDOTH
Avticle 19 Obligations of importers

1
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Importers shall place on the market only products with digital elements that comply with the essential cybersecurity
requirements set out in Part | of Annex land where the processes put in place by the manufacturer comply with the
essential cybersecurity requirements set out in Part Il of Annex |.

TVANDESR A SR T TESHN S, MASEES, DL OZEa R %:

Before placing a product with digital elerments onthe market, importers shall ensure thet:

@

®

©

@

5 R [Tl AR S E A | I TS T

the appropriate conformity assessment procedures as referred to in Article 32 have been carried out by the
manufacturer;

BOEE DTS CEZA LT 2L

the manufacturer has drawn up the technical documentation;

FDOTVENOEZAL ST, 5 0 FRT™T CE~— LTI, & 1354 20
HITRY BV A E S FA NI KOTSRS/ > TR G B S S5 5
FHCI DRI N TEO DR O DI M QY RE i L D2,

the product with digital elerments bears the CE marking referred to in Article 30 and is accompanied by the EU
declaration of conformity referred to in Article 13(20) and the information and instructions to the user as set out in
Annex Il ina language which can be easily understood by usersand market sunveillance authorities;

RS, 55 1B4EE 15, 55 16 R U 9 I TEDLEFA TR LT L,

the manufacturer has complied with the requirements set out in Article 13(15), (16) and (19).

ARIAD HHIDTZDIZ, BAZEETE, RED T CEDOIVEN OISR REH T2 B E e
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For the purposes of this paragraph, importers shall be able to provide the necessary documents proving the fulfilment of
the requirements set out inthis Article.

AZEE DS, T NV DB ORI o JREEE | > GRTON= a BAR ORI
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&3,

Wherean importer considers or has reason to believe that a product with digital elerments or the processes put in place by
the manufacturer are not in conformity with this Regulation, the importer shall not place the produict on the market until
that product or the processes put in place by the manufactuirer have been brought into conformity with this Regulation.
Furthermore, where the product with digital elements presents a significant cybersecurity risk, the importer shall inform
the manufacturer and the market sunveillance authorities to that effect.

TAZEE DS, FEEA R A B THED L, T LD BRSBTS A S3—t % 2T |
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Where an importer has reason to believe that a product with digital elements may present a significant cybersecurity risk
in light of non-technical risk factors, the importer shall inform the market surveillance authorities to that effect. Upon
receiptof such information, the market surveillance authorities shall follow the procedures referred to in Article 54(2).
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Importers shall indicate their name, registered trade name or registered trademark; the postal address, email address or
other digital contact aswell as, where applicable, the website at which they can be contacted on the product with digital
elements or on its packaging or ina documentaccompanying the product with digital elements. The contact details shall
be ina language easily understood by users and market sunveillance authorities.

YEAAZES DS T B e T U2V O E S ORI ZOHANZE S LT VRN ZEEHI-
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Importers who know or have reason to believe that a product with digital elerments which they have placed on the
market is not in conformity with this Regulation shall immediately take the corrective measures necessary to ensure that
the product with digital elerments is brought into conformity with this Regulation, or to withdraw or recall the product, if
appropriate.

T UHNDESEE S DR O NI A TSRO VA%, BASEETE, AEVRET R, D
BLEFITRL, YaEfesar BB GER& T2, IS, 207 VAVOEREL SR A/N—1
X7 EOREIRVAZRLCQODEXIS, BAESTL, EHIZ, ZTOT PV OEFREH SR
fin DA DITEH TV TR CEBIN U IE DO TR S BTk, &0l

ARG CTHHZEDFE M OB RED JTROFEEARHLL T, 20 5285,

Upon becoming aware of a wlnerability in the product with digital elements, importers shall inform the manufacturer
without undue delay about that vulnerability. Furthermore, where the product with digital elements presents a significant
cybersecurity risk, importers shall immediately inform the market sunveillance authorities of the Member States in
which they have madke the productwith digital elements available on the market to that effect, giving details, in particuler,
of non-compliance and of any corrective measures taken.

AERL, TN ORFREL SRS B %7Kl 10 AR —NE
ROV YRR ‘ji@ﬁéﬁf”ﬁlj\] 3, BU G E S EOAC—2 iR RS B ISR T& 52
EEARD, 10, BERISUT, TOBIN S EE TSR R CE DTS o T LAk
T2,

Importers shall, for at least 10 years after the product with digital elerments has leen placed on the market or for the
support period, whichever is longer, keep acopy of the EU declaration of conformity at the disposal of the market
suneillance authorities and ensure that the technical documeniation can be made available 1 those authorities, upon
request

AR, TR R DO R EERIGU T, YaimicxiL, Mi%d Rl _J:o
TR TIMRSISD S R0, MFTE AV 30T, 20T VRN DB O

IR 1 D7 S—=1 | O TIEDSIVMIAD YA =2 )T B HTE AL Ty \é_}:&()@%ﬁ%
(o TERIDIZ7mBADNRIE | D7 3=k | O TTEDLNMIAD YA =2 )T Zi
TG L QODZEATR I T DI TR D CONE ML OSCEZ AR5, TOMASESTL, 4
L RDELENDEET, ZOMANFEE DT BN T 2N DOEHE S SR I~ TRS
QYA S— 2T LDYAZ AR DT O EONLTRITEL, M R /1%,

Importers shall, further to a reasoned request froma market surveillance authority; provide it with all the information and
documentation, in paper or electronic form, necessary to demonstrate the conformity of the product with digital
elementswith the essential cybersecurity requirements setout in Part | of Annex | aswell as of the processes put in place
by the manufacturer with the essential cybersecurity requirements set out in Part 11 of Annex | in a language that can be
easily understood by that authority. They shall cooperate with that authority; at its request, on any measures taken to
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eliminate the cybersecurity risks posed by a productwith digital elements, which they have placed on the market

T UHNDESE L OB O AZEE ), Yk OREEE D EOREEE O E AR RS
Wizl KO, ZOFREREUT, ZOMRIDOH CED O FEH BT CEIRNT K Vob&
I3, COEAZEE Y, W RTHEARY NI, ZORIUCEIL GEREL, $7-, FIF rTRE T
B0 M OSRTREZREIHN G, THENIED =T V2V DEEFE AL SR ORI, HE
T,

Where the importer of a product with digital elerments becomes aware that the manufacturer of thet product has ceased
its operations and, as result, is not able 1o comply with the obligations laid down in this Regulation, the importer shall
inform the relevant market sunveillance aLthorities about this situation, as well as, by any means available and to the
extent possible, the users of the products with digital elements placed on the market.

B 20E MERADEHR
Avrticle 20 Obligations of distributors

1

TUHNDES R TS RO TR TEDINTT DI, s 1E, ZoAloHhT
TEOHIVEHFEDOBIR I T I EE A A>T T8I 2,

When making a product with digital elerments available on the market, distributors shall act with due care in relation to
the requirerments set out in this Regulation.

T A ND S OB AT TR CEDINTTDRING, Tl TS, LT et
I 5:

Before making aproductwith digital elements available on the market, distributors shall verify thet:

@ FOTVHNOTEHEEL OB CE~—a L TNDIE
the product with digital elerments bears the CE marking;

bO) BEEEROMMAGEED, 55 13555 155, 55 16 18, 55 18 16, &5 19 BN OV 20 HIFONC
55 19 5555 A DR TEDLI R A TR, NG, ZOFUEZES L, B

ETOIEMRIHESNIZZL,

the manufacturer and the importer have complied with the obligations set out in Article 13(15), (16), (18), (19)
and (20) and Article 19(4), and have provided all necessary documents to the distributor.

VOB, ZOFEFEE DA DG FRELL C, TUFN ORI F- TG
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F I TR B 2DBIE | O CEDSNTVZED YA/ S 2T B E AL
UV 2L E, F20T, ZOINUFTDHMEL OLET, ZOREESTY, Sl
TATEDREEF Lo GRIIHN = 1 e AN ZOBANGE A SEONLINT25E T, DT
A NVDEHEL ORI TR TEDINIL IR0, B, EDOT VXD
FaH AL DA 2T EORERIATE B COBEXT, FORRES T, kY]
7ol e, BEER M OISR R TR, 20D BT 2,

Where adistributor considers or has reason to believe, on the besis of information in its possession, that a product with
digital elements or the processes put in place by the manufacturer are not in conformity with the essenttial cybersecurity
requirements set out in Annex |, the distributor shall not make the product with digital elements available on the market
until that product or the processes put in place by the manufacturer have been brought into conformity with this
Regulation. Furthermore, where the product with digital elerments poses asignificant cybersecurity risk, the distributor
shall inform, without undue delay; the manufacturer and the market surveillance authorities to that effect

TS DM A S L LU C, ZOftEEE D TSR ORI c&adoic LT
CHNDEIEZ SR FT A TZ OB OREEF LS RN = e AN ORI GE AL
CUNVRNZEE S QODIBEES FIZDOINUFT DB AL OItEES 1S, YikT o2V
DOEHEAH ORI T2 ORI OREEF | > GRTDI m Al A S 570, F203,
ZiwsiEgl el &Y, FOREARNT D7D F AT 2V D7D LB 2D RED TR D
ONDZEERERITT D,

Distributors who know or have reason to believe, on the besis of information in their possession, that a product with
digital elemerts, which they have made available on the market, or the processes put in place by its manufacturer are not
in conformity with this Regulation shall make sure that the corrective measures necessary to bring that product with
digital elements or the processes put in place by its manufacturer into conformity; or to withdraw or recall the product, if
appropriate, are taken.

T IH N DB ORULO T DIETIE ROV VA%, TRBEE, Ry, f
EENTHL, SRt CBAL CGEfG 35, BIZ, 20T PHLVOEFREH ORI A/ —F%
2U7 4 EOREIRIAT %R QNAEXIS, TEBEERL, BOIC, TOWEEEDZ DT V2D
B ORI AT VR CE DI U AERIE O TEEAR Y NI, L0, AN
B THOL DR DN EHEO ST ROGEMATRAELC, 20 BA &7 5,

Upon becoming aware of a vulnerability in the product with digital elerments, distributors shall inform the manufacturer
without undue delay about that vulnerability. Furthermore, where the product with digital elements presents a significant
cybersecurity risk, distributors shall immediately inform the market sunveillance authorities of the Member States in
which they have made the productwith digital elements available on the market to that effect, giving details, in perticular,
of the non-compliance and of any corrective measures taken.

TEZERE, TSRS R DO Z AT U BREITNU T, M Rl k> TAG IS
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BHEEH LY, FETE VT, ZOTF 02N DOEHEA R KON ES Lo
CRITHNT= 7 T B AN ZOHAINGEA L QDI LA R T T2 DI BE L7 2D 2 CONE R M OSCE:
ZARET D, TOTREEE Y, UM RO ERENHHEXT, ZORHEEE DT THIA
TEAINTU =T AN DEFHEL ORI TRESIVONS A N—t 2T EDUATEAiR
A= DIZEBNAITRICREL, 4% fme /4%,

Distributors shall, further to areasoned request from a market suneillance authority; provide all the information and
documentation, in paper or electronic form, necessary to demonstrate the conformity of the product with digital
elements and the processes put in place by its manufacturer with this Regulation in a language that can be easily
understood by that athority. They shall cooperate with that aLthority, at its request, on any measures taken to eliminate
the cybersecurity risks posed by a product with digital elerments which they have made available on the market.

6. TIURNDOEHELE SRR OTNEIEE ), FOTNEEEE M AR EREL LT, AL,
DERGEE N DOREEFE DIBEEZASIESET-2L, MO, ZORERLLT, ZOHAIDTTED
DIV CEIRNZEITR N L& L, ZOFHEER T, WA/ TR 2 /oI,
RGBT, ZORPUTBILTEREL, F7-, R TR BRI M ONATREZ 6N,
AT =T AN OB SR ORI, #5495,

Where the distributor of a product with digital elerments becormes aware, on the basis of informetion in its possession,
that the manufacturer of that product hes ceased its operations and, as result, is not able to comply with the obligations
laid doan in this Regulation, the distributor shall inform, without undue delay; the relevant market sunveillance
authorities about this situation, as well as, by any means available and to the extent possible, the users of the products
with digital elements placed on the market.

821 & WEEOBHIMAEERTRERE I SRLGERSNSHS
Avrticle 21 Cases inwhich abligations of manufacturers apply to importers and distributors

S ASEE E TS D, TOARTEAIFEED T T UV OEREL SR A TSI
EEA, T3, BRCHBICE N =T AN DB RO KEIME EZ I D54,

B AZEE ETEERL, ZOHAID B DT OITEE THAL IS, 70, 5 13 &K%
%R U RTRT %,

An importer or distributor shall be considered to be amanufacturer for the purposes of this Regulation and shall be
subjectto Articles 13and 14, where that importer or distributor places a product with digjital elements on the market under
its name or trademark or carries out a substantial modification of a product with digital elements already placed on the
market
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825 WEBEOSHHEASNS LR DERE
Avticle 22 Other cases in which obligations of manufacturers apply

1

TVINDEEEAL DD REIRMEIEZFHML, 7>, BEeZ i I TR TE5d89
(T DREEE LSO BIRABLITIEN, BASES 7 3BEEH L, ZOMRID BROT-I ]
LU TR,

A natural or legal person, other than the manufacturer, the importer or the distributor, that carries out a Substantial
modification of a product with digital elerments and makes that product available on the market, shall be considered to be
amanufacturer for the purposes of this Regulation.

REGDE 1 BT TEIL, REEIEIC LTRSS T QO ODE S DT 2 VDB
SZBEL, F1E, FORXIMEERFOT A NDEZA L SN RIROY A/ S —EX 207412
KU T HDEZ TR AAIRIBIL, 2 135K O 14 50 CEDLI-FHSIIRT 5,

The person referred to in paragraph 1 of this Article shall be subject to the obligations set out in Articles 13 and 14 for the
part of the product with digitel elements thet is affected by the substantial modification or, if the substantial modification
hasan impacton the cybersecurity of the product with digital elerments asawhole, for the entire product.

58 B EFEG | A0
Avrticle 23 Identification of economic operators

1

PR | =N, ZERITEUT, it /oL, LT Ot %:
Economic operators shall, on request, provide the market sunveillance authorities with the following information:

@ UREREEE | RS CT UV OER AL ORI AL TR I [ AR TR Y
AT,

the name and address of any economic operatorwho has supplied them with a product with digital elements;

O CHHFIHIREZRLES, SRt B | EA03 T OB b R a a7 I
G =D ONERT,

where available, the name and address of any economic aperator to whom they have supplied a product with
digital elements.

TR | AT, YRGS | DT o DB a2 b, = Tt?&@ 10 47,
KO, MR I | EADNYS5%T 2N DB b O A U‘J&O) 10 4R, 35 L IHIOR
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PR R CEbDET D,

Economic operators shall be able to present the information referred to in paragraph 1 for 10 years after they have been
supplied with the product with digital elements and for 10 years after they have supplied the product with digital
elerments.

BUF A—TI)—RYINITT RF1 T DEH
Avticle 24 Obligations of open+source software stewards

1

T —T =R T NI =T AF 20—, TN DBEFEA D22 OB B O a4
DBPRFN L D5 EO FZIR T LR Ve BT D7D 12 \H*E%;)74L®2!ié2!:ji§+%,
FRRIE PTREZCHERR CRRUT) DS L3772, ZORATTENT, M OBIRFI L5 15 RITE
DAWEIENEBE DO ELBRRL, Tz, A—T =R TN =T AF 2T —ROEHE R O DA
— =R TN 2T AT 2T —RHRT DIEE EOFSE TR O O T TEBEIZAN
Do TOFATTET, L0, MagstEo e b, $hit & OVREE ST Al Z 2O o0 DEL,
DD, A—T )= AR =T AR DF ST e B3 Ao A 2Rt 32,

Opensource software stewards shall put in place and document in a verifiable manner acybersecurity policy to foster
the development of asecure product with digital elements as well as an effective handling of vulnerabilities by the
developers of that product. That policy shall also foster the voluntary reporting of wulnerabilities as laid down in
Articke 15 by the developers of that product and take into account the specific nature of the open-source software
steward and the legal and organisational amangements to which it is subject. That policy shell, in particuler, include
aspects related to documenting, addressing and remediating ulnerabiliies and promote the sharing of informetion
concerming discovered vulnerabilities within the oper+-source community.

H TR TN 2T AT 2U—R3, TR CA—T ) — 2D 7 N7 =7 L TS D5
FIANDEEZE ORI LS TREESIV QST A=t 2T FOURT AN HE DL
RS, THFERY RO BEFENHHEXT, Yk mEhh /195,

Opensource software stewards shall cooperate with the market sunveillance authorities, at their request, with a view to
mitigating the cylersecurity risks posed by a product with digital elerments quialifying as free and apen-source software.

HSEEAR Y B OB AT U EE N C, A= =R T N =2 T AF 2T —R] :l é.%

LRITHL, G RE > TAG PRSI SD S iR CEY, ME LIBT3
(ORI SCEEART D,

Further to areasoned request from amarket sunveillance authority; open-source software stewards shall provide that
authority; in alanguage which can be easily understood by that authority, with the documentation referred to in
paragraph 1, in paper or electronic form.
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3. B IUASKE 1HEOP TEDOI-FHIL, A—T ) — AT NI =T AF 2T —RINT VD ESE
ZH ORLOBRFIZ IS L QUAEHNIZR T, 203 —7 ) — A TN 2T AF 2T —R|Z
ST CHESNS, 55 14 45455 3 KON 8 THOH TEDHI-FHIE, TDXH7 8L DBHFED
12O\ ) — A TN 2T AF 2T — RS IS = e NI — 27 Je ONE RS AT NI T
T B NDESE S OO TR DAL D BRI A LT N 2 DEITHNIC
BT, Z0OF—TF =2 TN =T AF 2 U—RI L CASS,

The abligations laid down in Article 14(1) shall apply t open-source software stewards to the extent that they are
involved in the development of the products with digital elements. The obligations laid down in Article 14(3) and (8)
shall apply to open-source software stewards to the extent that severe incidents having an impact on the security of
products with digital elerments affect network and information systems provided by the opentsource software stewards
for the development of such products.

8B E EHTH—TY—RADYVINITF DX ) T(RIRE
Avrticle 25 Security attestation of free and open-source software

L0, YL EE OT VANV OB OO IR CA— ) —RADY TN =T D=
R—RANEARAAT e EEFIZRAL, 56 13 5555 5 THOH CEOLIZT 2—T AUV AFRIED
BTN T D120, BINEE R, BRI T —7 ) —ADY 7 =7 L C OB DHLHT
UHNDESEE SR OBRRE F IR HE R O USOFELSNOE =, ZOBRIOHT
TEOOIVZMIAD YA N—T X2 VT 4B F A IZ NN D DO R F 5~ DF DD
7RO A A T CE DI T A TED B )T (R EOFHEZ D H I T
HIJZARSTE 950200, 5 61 S it TSN A TAZBARTOMERZ 52 B b,

In order to facilitate the due diligence dbligation set out in Article 13(5), in particular as regards manufacturers that
integrate free and openrsource software components in their products with digital elements, the Commission is
empowered o adopt delegated acts in accordance with Articke 61 t supplement this Regulation by establishing
voluntary security atiestation programimes allowing the developers or users of products with digital elerments qualifying
as free and open-sourrce software aswell as other third parties to assess the conformity of such products with all or certain
essential cybersecurity requirements or other obligations laid down in tis Regulation.

E 6% MK
Avrticle 26 Guidance
1 SEEERDTL, o, TOII7eFEED—EMA MRS 5120, BRINEBRIT, v~/

W IMEZE R OV IS S S S D FA RN T DI MR T A4 ¢, ZoMAID@E Iz B
R | EAEARBI BT A R &I T35,
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In order to facilitate implementation and ensure the consistency of such implementation, the Commission shall publish
guidance 1o assist economic operators in applying this Regulation, with a particular focus on facilitating compliance by
microenterprises and small and medium:sized enterprises.

IZKJII%E W 1 TR T AR ORI DX, BONERERT, D7eddd, LT O

LAt

(SRS

Where it intends to provide guidance as referred to in paragraph 1, the Commission shall address at least the following
aspects:

@

®

©

@

VE—h DT —HEE) 2 — gL e QMR CA—T L) —AD Y T = T\ R T i A2
C, ZORI o PG ;

the scope of this Reguletion, with a perticular focus on remote dbta processing solutions and free and open+source
software;

BB T2 DA SBL LS ORIRIZ I3 B — N oo
the application of support periods in relation to particular categories of products with digital elerments;

ZORANIARLTEY, ZOBRILISOMRIMNESEE AN IEE I IR
HEDE T THIRL QDRSS AL ST AR;

guidance targeted at manufaciurers subject t this Regulation that are also subject to Union harmonisation
legislation other than this Regulation or to other related Union legal acts;

REIAMEIEDHEE,

the concept of substantial modification.

MRINZEE 2T, ZOMRANC S > THARSNAZAESNAT T4 M O TADRGNT 7 AR RE
TRUANEHERFEEET 5,

The Commission shall also meintain an easy-to-access list of the delegated and implermenting acts adopted pursuant to
this Regulation.

ARG

CILHANEEG DR, BNZRERT, SR ERRED DE 2,

When preparing the guidance pursuant to this Article, the Commission shall consult relevant stakeholders.
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FIE TOIOEREL OHFDESHE
Chapter 1l Conformity of the product with digital elerments

B & BEETEOHE
Avticle 27 Presumption of conformity
1 ZOZHG BU B L ARSIV IS LS HA e E 2 20— 5 A L Qe T V4

VOB DL N OSSEE | Lo GRITON - AL, OB EE 2 32 D0—H
(ZEo TEHESIL ORI | OHCREDHAVAD YA S—EF )T (BHTE AL T D
HEESND,

Products with digjital elerments and processes jput in place by the manufacturer which are in conformity with harmonised
standards or parts thereof, the references of which have been published in the Official Journal of the Eurgpean Union,
shall be presurmed to be in conformity with the essential cybersecurity requirements set out in Annex | covered by those
standards or parts theredf.

RRINZE AT, HHIEUNO 10252012 005 10 5555 LIEITHE , 1 /TR ORRIN DR Lk
(L, ZOHRAIDBIE | DOHCEDSIUZAD YA N\—E2 VT B B 28 A &L
T HAHEREA L B A T LA G 75, ZOMRIDT- O OFERE L EEEA UE(H A0S, BOINEE S
1%, FHIEUNo 10252012 | ZHE -y, FEAA ST BT BB A b 35728, FEhiSivTu
DFEIBBFEHR DA —t X 2 U7 ZB8 T DEEAFORRIN OFARAREAE S ONEFRA 2 B i
EREICANDIIE DD,

The Commission shall, in accordance with Article 10(1) of Regulation (EU) No 10252012, request ore or more
European standardisation organisations to draft harmonised standards for the essential cybersecuirity requirements set out
in Annex | to this Regulation. VWhen preparing standardisation requeests for this Regulation, the Commission shall strive
to take into account existing European and intermational standards for cybersecurity thet are in place or under
development in order to simplify the development of harmonised standards, in accordance with Regulation (EU)
No 10252012,

RRINZEE A, ZOBRNOEAFRBHINI ST 2O BSR4 SR B 2RI | O CE
DOBITMZED T A7 =t 2 )T A FYN AT DI DD FRAARM DR FOZ 4w
DIEHEREE DD I TR IR TED,
The Commission may adopt implementing acts establishing common specifications covering technical requirements
that provide a means to comply with the essential cybersecurity requirements set out in Annex | for products with digiital
elements that fall within the scope of this Regullation.

ISR T 2T, L FORFNT =S D5a ZBRY, BRShs:

151



Fe ML 10% 25 (202542 H)

Those implementing acts shall be adopted only wiere the following conditions are fulfilled:

@

®)

MRINFEZAS, HRIEUNO 10252012 155 10 55565 1TAIZIY, 1 F1TBR MR NOFEHE L,
FERR L, ZOHIHIOBIRE | OFTEDHIVMEAD YA S—t 2T (BB 5%
A ST EA L BT A2 LA EREL TR, 7!

the Commission has requested, pursuant to Article 10(1) of Regulation (EU) No 10252012, ore or more
European siandardisation organisations o draft aharmonised standard for the essential cybersecurity
requirements setoutin Annex land:
() EOERENEAESAVR ST

the request has not been accepted;

@  HHIEUNo 10252012 0% 10 5557 1 T A TEDHIVIIRNIC, MakZmEl Sxbin
FIEA SN AT MBSV ol 6 F13,

the harmonised standards addressing thet request are not delivered within the deadlline et in accordance
with Article 10(1) of Regulation (EU) No 1025/2012; o

(i) ZOEE ST HIITEE) S SRR E 2T LTV VRV S THY ;70,

the harmonised standards do not comply with the request; and
ZORKRNDRIRE | DOHF CEDHIVEIED YA/ N —F 2T B2t B 505
(LS BAFEAE~DZPEAHAIEUNO 10252012 | ZHhE->C EU B E TARSIUTL VRl
& Chh, 10, GERYHIINICE DI 72BN N RSN D RAABDTR A
no reference to harmonised standards covering the relevant essential cybersecurity requirements set out in

Annex | o this Regulation has been published in the Official Joumal of the European Union in accordance with
Regulation (EU) No 1025/2012 and no such reference is expected to e published within a reasonable period.

RIS T2, 5 62 5505 2 I OR J 3 Foe STl CHRIRS N,

Those implementing acts shall be adopted in accordance with the examination procedure referred to inArticle 62(2).

ARG 2 T T S TAREE R T AR, BONEERIE, HHIEU) No 10252012 155 22
FKITRTEERITHL, ALOF 2 IR TSNS HRINEE 2L QD B
HRETD,
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Before preparing the draft implermenting act refenred to in paragraph 2 of this Article, the Commission shall inform the
committee referred to in Article 22 of Regulation (EU) No 1025/2012 that it corsiders thet the conditions in paragraph 2
of this Article have been fulfilled.

AZDH 2 TR I TR S 00, BRINZEERIT, Bkl RAFEEEIC AN,
730, TS LRIEBHRE D ORLIE B R 2,

When preparing the draft implementing act referred to in paragraph 2, the Commission shall take into account the views
of relevant bodies and shall duly consultall relevant stakeholders.

AR 2R T RIL T I TR B E A I 20— IEE T 57 V2L D
PSR DR R OREEE | 2> TRITDIV= 7 oA, Yikdblt ik 320k oT
CHESIUTODRIE | OF CEDSI D YA/ = F2 VT A ZIHTEA L QODEHEES
60

Products with digital elements and processes put in place by the manufacturer which are in conformity with the
common specifications established by implementing acts referred to in paragraph 2 of this Article, or parts theredf, shall
be presumed to be in conformity with the essential cybersecurity requirements set out in Annex | covered by those
common specifications or parts theredf.

B CSITAAATAED RN OREI AR Z oo TERIRSH, BU B EIZRWTED2E A
2% HINOTZ O TEINE B TR TRESH LT, FINZEE 2T, HHIEU) No 10252012
(ZHE, ZTDREEA ST BAHEE T2, A LS BINEE~DOZHS EU B BT
UIRSNOER, MINZEE AT, YA LSBT > TEHESIV T DUED YA
— 2T AEYLIR —DUIAD YA St 2 VT B A THEL QOOARSDE 2 TR 52
AT R T ATEDO—EEBELLT D,

Where a harmonised standard is adopted by a European standardisation organisation and proposed to the Commission
for the purpose of publishing its reference in the Official Jourmal of the European Union, the Commission shall assess
the harmonised standard in accordance with Regulation (EU) No 10252012, When a reference of a harmonised
standard is published in the Official Journal of the European Union, the Commission shall repeal the implementing acts
referred to in paragraph 2 of this Avticle, or parts thereof which cover the same essential cybersecurity requirements as
those covered by that harmonised standard.

HABARERDS ORI | OHCED BN MZADY A St 2 U7 B2 LT
TROERERIED I HLx1 S, ZOMRIEIT, BONEERITHL, FeiiAEZ 2528
(ZEo T, ZDOZ Lm0, BINEERIY, Mtk PVt AEZRHEL, 220, L) viEY)
7REET, MOIBEHRREED DI TR ZYAETED,

Where aMember State considers that acommon specification does not entirely satisfy the essential cybersecurity
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requirements set out in Annex |, it shall inform the Commission thereof by submitting a detailed explanation. The
Commission shall assess that detailed explanation and may; if appropriate, amend the implermenting actestablishing the
common specification inquestion.

FRAIIEU) 2019881 | ZJo THHRSI N A7 S—E 2 U7 GERERIFED N2 T BUEAE.
SEFATREHEII TSN T AN OESEEL SR R OSEEE > GrITbI -7 et
A, FO BU ##EE S ELLIIRIN A =t 2T (A EF - 32 1us0—Ea3 =0 il
DRI | OFTEDLITZMIED YA S~ 2T B2 R L QOBEEFHINIZT, R
HIZEA L QD EHEESIS,

Products with digital elements and processes put in place by the manufacturer for which an EU statement of conformity
or certificate has been issued under a European cybersecurrity certification scherme adopted pursuant to Regulation (EU)
2019/881 shall be presumed to be in conformity with the essential cybersecurity requirerments set out in Annex | insofar
asthe EU statement of conformity or Eurapean cybersecurity certificate, or parts thereof, cover those requirements.

KIMNEERT, 7 /&/VOD%Q%%O@%@, ZORRNDBIRE | OHIZEDDYZED YA/ —1F
2T B FFF O TE AN EE R T 72O TR SIS HIEU) 20195881 [ ZRVERREIL
T RR) ll*ﬂz\—ﬁﬂe;)ﬂmﬁur“ DR E A EDHZ UL TZOHIRIEARSET D15, Z0H
RIODE 61 SR A TTATSIVA TR BRI T DHER A 5-2 VA, BIZ, EDI7HIED T2k
UNTEI TSI, A7 b T3 | OB~V DA 3 —E 2 )7 B EORI L, ZORRID
5 32 255 2 )L ONOIFONTER 32 5555 3TH@ M OO ZED DRI Drt B B9 55 —
WA ERHlA I~ EHEEE ORBEMRESE D,

The Commission is empowered to adopt delegated acts in accordance with Article 61 of this Regulation to supplerment
this Regulation by specifying the European cybersecurity certification schemes adopted pursuant to Regulation (EU)
2019/831 that can be used to demonstrate conformity of products with digital elements with the essential cybersecurity
requirements or parts thereof as st out in Annex1to this Regulation. Furthermore, the issuance of a European
cybersecurity certificate issued under such schemes, at least at assurance level “substantial’, eliminates the obligation of
amanufacturer to carry out athircHparty conformity assessment for the corresponding requirements, as set out in
Article 32(2), points (2) and (b), and Article 32(3), paints (8) and (), of this Regulation.

¥ X8E EUBEREEE
Avticle 28 EU declaration of conformity

1

EUEAE S H L, % 183 5650 12 THTHE> TREEAI I TS, 700, Bl | OFFTEDD
ﬂ?iLﬁH AR LMIAD YA — 2 DT A B DT VRSIZ FEb D,

The EU declaration of conformity shall be drawn up by manufacturers in accordance with Article 13(12) and state that
the fulfilment of the applicable essential cybersecurity requirements set out in Annex | has been demorstrated.
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EUEAESEIL, B VO TEOLNI-ET UEEL D, 70, BIFE VIl OFFCEbH-
WS SE AR TR O P CHIH DNEDSLI QWS ESRA AT, ZOIRESEL, L)
HLT T T S5, BU BB S B, 7oV OEHEAL B S &) s E - Xt
BB TR CEAIN SN E) S BRSNS SRE TR capdolcasns,

The EU declaration of conformity shall have the model structure set out in Annex'Vand shall contain the elements
specified in the relevant conformity assessment procedures set out in Annex V1II. Such a declaration shall be updated as
appropriate. It shall be made available in the languages required by the IMember State in which the product with digital
elements is placed on the market or madk available on the market.

13555 VAT S bSN- EUES ES R, B VIO CEDLNT-ET Uitz
B, G bSN- EU A EEEY, TV OEEAL SR NS B WEF A T
B TR CEAIN SN ED SESR SN D S35 TR TEAIoIcsn 5,

The simplified EU declaration of conformity referred to in Article 13(20) shall have the model structure set out in
Annex V1. It shall be made available in the languages required by the Member State in which the product with digital
elements is placed on the market or madk available on the market.

TUANDEFAL SRS BU A E S F e EER T DO E A OB TR IR T D,
ZDIITPRINEEDIEAT 2D ETEDBRTISNTH D BU Ji G5 H S E0MERSNL, [FI'E
EEL, TOUITRDITROBIEE), B SDERNIE SO T 2O 2 560 %,

Where a product with digital elements is subject to more than one Union legal act requiring an EU declaration of
conformity; asingle EU declaration of conformity shall be drawn up in respect of all such Union legal acts. That
declaration shall contain the iderttification of the Union legal acts concemed, including their publication references.

EU B & H S B2/ F D8Ry, BEEHT, 207 V2N OBH# 2L B OB B 28
Fafd,

By drawing up the EU declaration of conformity, the manufacturer shall assume responsibility for the compliance of the
product with digital elerments.

BRINZEE LT, Hillt EOREAZREICANAT-DIZRIRE V OF CEDHIV- BU S B S ED
= MO BRI DU S CCOMRRIEAZET D728, 5 6l [ TE =D
1 T2 BT DHE R 5.2 i,

The Commission is empovvered to adopt delegated acts in accordance with Avrticle 61 to supplerment this Regulation by

adding elerments to the minimum content of the EU declaration of conformity set out in Annex V1o take account of
technological developments.
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5 205 CET—VD#AIRYEEARRA
Avticle 29 General principles of the CE marking

CE ~—213, HIAIEC)No 7652008 D5 30 SeDH CrEO LIV RIA R HAF RN AR 32,

The CE marking shall be subject to the general principles set out in Article 30 of Regulation (EC) No 765/2008.

80§ CET—ENT U AT HRERUEY
Avticle 30 Rules and conditions for affixing the CE marking

1

CE v, TVXNOEFEHORUHIKRIL, HER0Y, S rTRE ARSI, 20T
DENDEEFEA R OMEZREE DL, TOTZENNATRE TN RSV E&T, CE~
=%, P EN KR OO T VANV OEFAE DB TRISIVDE 8 /TR BUBEAE
SEIEND, VTN =T TREDT VAN DEFAL STEHCBIL T, CE ~—21%, % 28 5%
(R BEUES E S & B 7= 7 B Web A b EOW T fising, %ED
e, €D \Web YA RDifE 7L 2, BB LSS TR DERACT 7 EAR]RE ebDE
T,

The CE marking shall be affixed visibly, legibly and indelibly 1o the product with digital elements. Where that is not
passible or not warranted on account of the nature of the product with digital elements, it shall e affied to the
packaging and to the EU declaration of conformity referred to in Article 28 accompanying the product with digital
elements. For products with digital elements which are in the form of software, the CE marking shall be affixed either to
the EU declaration of conformity referred to in Article 28 or on the website accompanying the software product. Inthe
latter case, the relevant section of the website shall be easily and directly accessible to consumers.

F IR ND A SR OME A EL, CE ~—/hMEZRI DS ilhe e F ChHT A4S
LT, TUNDOEHFELORLLIfTESNGS CE ~—2/DEST, 5mm Kl ChHAZEINFRET
MD

On account of the nature of the product with digital elerments, the height of the CE marking affixed to the product with
digital elements may be lower than 5 mm, provided that it remains visible and legible.

CE ~—I%, T UNDELEEL SRS TS JED VAR AT SN S, CE ~—21%, % 6 THIZ
TR IR T A DT CEDLIVARIRND YA N —t X2 UT ¢ EDOURT F-13F AT AR
FEATENLIINDO~—D %A Z LN ATRE THD,

The CE marking shall be affixed before the product with digital elements is placed on the market. It may be followed by
a pictogram or any other mark indlicating a special cybersecurity risk or use setout in the implementing acts referred to in
paragraph 6.
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ST 2 AT (EVa L H L) e s A e S Bl A
SRS bR, CE~—213, ZORSEOME I B2,

The CE marking shall be followed by the identification number of the natified body; where that bodly is involved in the
conformity assessment procedure based on full quality assurance (based on module H) referred to in Article 32.

RSO [ 51T, TR E I TSEN, Fa3, OO RO kT,
A LLITFEEE DOMERODLAILE I I T SN,

The identification number of the notified body shall be affixed by the body itself or, under its instructions, by the
manufacturer or the manufacturer’s authorised representative.

HERKIENT, CE ~— & B3 2l B D IEME i AR 357200, BEFOHRAE R AELL, H>
D, [A~—2 OASEIE RO I @ S A 7oA LD, T 2N OBSEAH ORI, ZO#HI
PSRN E SFE A VATIE T C, TONELE - CE ~— 2% 20 QODIHAICAR T
HEXIY, 0 CE ~—213, ZORHISZED I BIDOBRINESFE A VA TIEDO T CED DIV EL
HHT-L QDI E TR T2,

Memiber States shall build upon existing mechanisms t ensure correct application of the regime goveming the CE
marking and shall take appropriate action in the event of improper use of that marking. Where the product with digital
elements is sulbject to Union harmonisation legislation, other than this Regullation, which also provides for the affixing of
the CE marking, the CE marking shall indicate thet the product also fulfils the requirements set out in such other Union
harmonisation legislation.

BRINZE RS, S TSN, TN DESEb SR ONGE, THsOR OV R—NH,
KO, ZUsORIZ_ ESELTDOMA M OF 2N DB SR ORI BT 20
ROz LS EDAAEENE T TV, FRSCFHATEIISIORE S B DB AR
ETEOIFD, T TR Z YR DBR, WONEB RIS, W eFIEHRRE ) OE RN, Fz,
5 52 5% 15 THIZKY ADCO 73BH ZRRIESHUCY VOEE! S, ADCO 75O T 2, [RIFEE T2
13, 57 62 250 2 TR R I ek Toa I CERINSIN,

The Commission may, oy means of implementing acts, lay down technical specifications for labels, pictograms or any
other marks related to the security of the products with digital elerments, their support periods and mechanisms to
promote their use and to increase public awareness about the security of products with digital elerments. VWhen preparing
the draft implementing acts, the Commission shall consult relevant siakeholders, and, if it has already been established
pursiant to Article 52(15), ADCO. Those implementing acts shall be adopted in acoordance with the examination
procedure referred to inArticle 62(2).
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5315 HiffcE
Avrticle 31 Technical documentation

1 G, TUOVOEEEL OB K O OREEER S GRITDIZ 7 2 2AIE | O
CEDOIMAAD YA N—E X2 VT BT DT LA R DT DI e DILEE LT
RSN AE TS 0T —F EATTFB DR 305, HAfsCE L, A7edit, B VI o
CEDODIVGEERE DD,

The technical documentation shall conttain all relevant data or details of the means used by the manufacturer to ensure
that the product with digital elements and the processes put in place by the manufacturer comply with the essential
cybersecurity requirements setoutinAnnex |, ftshall at least contain the elements set out inAnnex VII.

2. BANSCER, 7OV OESE ORI B ORI ERSI, 730, ThdsiElelE
13, D7 EBYAR—MIRINI, ke T 77 — RS,

The technical documentation shall be drawn up before the product with digital elerments is placed on the market and
shall be continuously updated, where appropriate, at least during the support period.

3 B R RXTRTTUINDOEREL DL Th o, BlTEEED TR EEDIE T
Z TR DEEHICEEILTE, ZOBHIOBIE VI TR HE R M O RZR DMK G OIE T4
(Lo TEBRENDIEHRE SO T, By MOBARSCED M ERlS,

For procucts with digital elerments as referred to in Article 12, which are also subject to ather Union legal acts which
provide for technical documentation, asingle et of technical documentation shall be drawn up containing the
information referred o in Annex V1l and the information required by those Union legal acts.

4. PASCGE R OE SRS BRI SCEE, SRR ML A b SRR E O AR
T3 E R Z o O TR RS 7R T RS,

The technical documentation and correspondence relating to any conformity assessment procedure shall be drawn up
inan official language of the Member State in which the notified body is established or in a language acceptable to that
bodly.

5  BERINEZESTL, Hilt EoRE& O OHRIO SRR 2\ T LI B A B ANAT
DITHIE VIl OF CED LI SCED U IR 58 B D E D HIAZ LI LS TR
RQIEAHTET 27280, 85 61 Sl TRATSNA TAE IR DHERE 52 Hih, €0 IO
DIZ, BINEBEET, v A7 N IMEZE R O HIRARSE 2D DDA T EDOEFED A
A7 D THH I EEAREIRET DI EEED D,

The Commission is empovvered to adopt delegated acts in accordance with Avrticle 61 to supplerment this Regulation by
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adding elerments to be included in the technical documentation set out in Annex VI to take account of technological
developments, as well as developments encountered in the implementation process of this Regulation. To that end, the
Commission shall strive 1 ensure that the administrative burden on microenterprises and small and medium-sized
enerprises is proportionate.

8B RE TOAOEREL DHGOBESEFMET R
Avticle 32 Conformity assessment procedures for products with digital elerments

1

BEEFL, B | OF CED DI MIAD T A N—E X2 T BRI TE G QD E I E ] E
T L2, TVHNMDEZEES DR RO ORGEE LI GRITON- 7 A0 AR HliE
T 5, TOREEETT, LT ORETFHOWTIDE VDI EZRY, WZAD YA —tF )T
AF LD MAR T

The manufacturer shall perform a conformity assessment of the product with digitel elements and the processes put in
place by the manufacturer to determine whether the essential cybersecurity requirements setout in Annex lare met The
manufacturer shall demonstrate conformity with the essential cybersecurity requirements by using any of the following
procedures:

@ BHEVII O TEDHNI (B2—/L A& FREE5) PR et
the intemal control procedure (besed on module A) setout inAnnex VII;

O B VIl OF TED ST (B2 CEEHEE95) PNHRLEE P JL 3725 BUAK
DRGSR VIl O CEDSLINT- (B2 2—/L BARHELT2) BU RIS T

the EU-type examination procedure (based on module B) setout in Annex VI followed by conformity to EU-
type based on intemal production control (based on module C) setout inAnnex VII;

© AR VIl O TEDHNZ (B 2V H Z3HEE30) e/ E SRR A St oG
MR F2 %

aconformity assessment based on full quality assurance (based on module H) setoutin Annex VI or

@ CHHFIHATEE W WTREZREET, B 27 2505 9 T IR A S —t 2718
L,

where available and applicable, a European cybersecurity certification scheme pursuant to Article 27(9).

BHE W OFTIEDLILITA | OHNZEG FUQNDT VAV EZEA - OB/ K O
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L ORGEF Lo TRIDI o B2 | O CEDDIVLHAD T AN —tF =071
FHZRTL QDT Eam |l DB ZINT, ZOREEE7S, 5 27 [T Sy
Y, Half AR E T Eb TH-47 | DIRGEL A~ L ORRINH A S—12 2 U 78R EE 4166 1
B, b, ZO—EOREBALIGE, F3, TOIIIEE SR,
HAREITRIN YA =2 )T ARRRERI B DM LR 6, BRI 57 V2V DB A
B O DRGEE > GRIGI = o B, EDVED YA S—tF 27 B RS
LT, LTV DOFRH A S5:

Where, in assessing the compliance of an important product with digital elements that falls under class | as st out in
Anrex il and the processes put in place by its manufacturer with the essential cybersecurity requirements set out in
Anrex |, the manufacturer has not applied or has applied only in part harmonised standards, common specifications o
European cybersecurity certification schemes atassurance level at least “substantial’ as referred to in Article 27, orwhere
such harmonised standards, common specifications or European cybersecurity certification schermes do not exist, the
product with digital elements concemed and the processes put in place by the manufacturer shall e submitted with
regard to those essential cybersecurity requirements toeither of the following procedures:

@ BHE VIl OF CEDHI (BVa—/V CAHHELT5) LSS ELA Fffb975 EURC
OBEMER LRI VIl OFF TEDSI - (Ba—/L BAEREL%) BU RIRGEA T, =
72lx

the EU-ype examination procedure (besed on module B) setout in Annex VI followed by conformity to EU-
type based on intermal production control (besed on module C) setout inAnnex VI, or

O  BHE VIl OF TEDSI- (B a—/L H ZHEE372) 527 pi B R A H 3 2m &
PR,

aconformity assessment based on full quality assurance (based on module H) setoutin Annex VI

ZOREED, BIFE M ITEDLDITA N ORI LT V2N DEFR 2t OB 2L T oY
B, TORGEETT, LLFOFHOWTIERNT, B | OH CEDSITAD YA 3—F
X2 T B O G A~

Where the product is an important product with digital elements that falls under class Il as set out in Annex I, the
manufacturer shall demonstrate conformity with the essential cybersecurity requirements set out in Annex 1 by using
any of the following procedures:

@ BHE VIO TEDHI - (V2L CaAie37%) NERLEE B S 375 EUTRC
DA MHZAEORIRE VIl OF CEDHI- (B 2—/L BAANEE372) BU RIAGR AT,

EUHype examination procedure (based on module B) set out in Annex VI followed by conformity to EU-type
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based onintemal production control (based on module C) setoutin Annex VI,

O  BHE VIl O TEDHN- (B 2—/b H ZEREL975) Seay o B A S0 &
PRI 721

aconformity assessment based on full quality assurance (based on module H) setoutin Annex VIII; or

© SRR ATRED O PTREZRE 1T, FHHHIEV) 2019881 (21D b 7K bt [ 45 | DRI
JVC, ZORBNDE 27 555 QTR ZI AR YA/ S—t 2 U7 (ZH3EHIE,

where available and applicable, a European cybersecurity certification scherme pursuant to Article 27(9) of this
Regulation atassurance level at least ‘substantial” pursuant to Regulation (EU) 2019/881.
BRIV OHCHIESI T VRN DEHEZ S DR AT RIRBEE, LU FOFROWT e
T, B | OF TEDHITMZAD A S—EF 2 VT B O~

Critical products with digital elerments listed in Annex I\ shall demonstrate conformity with the essential cybersecurity
requirements setoutin Annex | by using ore of the following procedures:

@ 8L LINEST, BRINPA == T R8I Foi T
a European cybersecurity certification scheme in accordance with Article 8(1); or

8 LTEDSAE SIS LUIDNEX T, RSO 3T T DTG,

R
TN
i

®)
where the conditions in Article 8(2) are notmet, any of the procedures referred to in paragraph 3 of this Article.

BFREIIO M CED IO MZHY, TR CAh—7" ) — DY 7Ny =7 LU COREDHSH
T B NDEFEAL OB OREEF T, UL TR CE) ARSI IS Y CER 31 SRR
B SCENARI R TELIDNTEN QNVBZEEREEL T, R 1 TR
FHa I DBZEZI AT, B | OF CEDHIV-ED A S—t )T B oA~
LS55,

Manufacturers of products with digital elements quelifying as free and open-source software, which fall under the
categories setout in Annex i1, shall be able to demorstrate conformity with the essential cybersecurity requirerments set
out in Annex I by using one of the procedures referred to in paragraph 1 of this Article, provided that the technical
documentation referred to in Article 31 is made available to the public at the time of the placing on the market of those
products.
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AR RO FERBI TR ET DR, A —N T a3, A7 B N IMEZE KR O
ﬁ*ﬁ'ﬁﬁ%@ﬂﬁlﬁﬂ@ﬂ%ﬁk TEPBEICATSN, 130, TILDOTFEENT, LHHDEZEDE)]
ORI EFFEZ HFIL TGRS D,

The specific interests and needs of microenterprises and small and mediums-sized enterprises, including start-ups, shall
be taken into account when setting the fees for conformity assessment procedures and those fees shall be reduced
proportionately to their specific interests and needs.

B RE RI—TYTEED, R/ RE NI I/MERERUFHRIER RO DIIFEE
Avticle 33 Support measures for microenterprises and small and medium-sized enterprises, including start-ups

1

FERRENT, ZNANEEIREES, <A/ OVIMEZEDTRB @ B R C, LU OiEE A T
9

Member States shall, where appropriate, undertake the following actions, tailored to the needs of microenterprises and
small enterprises:

@ ZOHRNOmE AL, EhooRdakn_E X OSIROTEEABRAGHE R IH2L ;
organise specific awareness-raising and training activities about the application of this Regulation;

O ZOMRAIDIZEBL, BiS24RHtL K OVERIISE 51200, ~ A7 OV M
EDID, KO, Lo~ TBEEBIL ORI, BB SR ARIE T DI,

establish a dedicated channel for communication with microenterprises and small enterprises and, as appropriate,
local public authorities to provide advice and respond to queries about the implementation of this Regulation;

©  BRMHA =t 2D TR RO SHRLBIR T D56 2D, SRk OVl S RIS
sz oz,

support testing and conformity assessment activities, including where relevant with the support of the European
Cyhersecurity Competence Centre.

HERYENT, TIDNEEVREET, A7 S—BHE DI R A% RRIETED, %@iotﬁ/fﬁ%ﬂ
PURRYZ A, T ZESHIOMRESHIHFN, ZOMAIIZREST9% HO7DIZ 4%

DBE, BT BREXR USRER T D207 /&/V@E??%%Oﬁﬁéﬁfx;@uﬁ‘:@”siiéﬂ
TABRBR AR, BRNZER S, MUY, ZApiEtlelEd, ENISA 3, IEHIH ARy 720
ARAE M ONEFHOT0 DT B3R, BIE KO — Vit Tx5, iEH NNy 7 AL, i
Bt Y JRODIEFEDRTE, TAR K OSHED T TRRIESND, HRENS, BONERES KOO
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AR TR, ADCO %I C, VERIT AR 7 ADRR EA#HRE S D, IEHI ARy 72T, Bk
BSHERRD B O BED T EHERR M OV IEMENRI 8% -2 QU 37en720, WARRENT, VAR
DI ANDI—T T INED OBIEDS DT 7 A&, Tz, EVDIT, AA—KT 7% E
W, ATEER OVIMEEICI DT 7 B AR NS5,

Member States may, where appropriate, establish cyber resilience regulatory sandboxes. Such regulatory sandboxes
shall provide for controlled testing environments for innovative products with digital elements to facilitate their
development, design, validation and testing for the purpose of complying with this Regulation for a limited period of
time before the placing on the market. The Commission and, where appropriate, ENISA, may provide technical
support, advice and tools for the establishment and operation of regulatory sandboxes. The regulatory sandboxes shall
be set up under the direct supervision, guidance and support by the market sunveillance aLthorities. Member States shall
inform the Commission and the other market sunveillance authorities of the establishment of a regulatory sandbox
through ADCO. The regulatory sandboxes shall not affect the supervisory and corrective powers of the competent
authorities. Member States shall ensure open, fair, and transparent acoess to regulatory sandboxes, and in particular
facilitate access by microenterprisesand smeall enterprises, including start-ups.

55 26 SR, BINZEE R, ZOMAIDFEEEOBFRIZINT, ~A7ad@ll N IMEER
OHBUEARSEDTODIT AR ZAR M D,

In accordance with Article 26, the Commission shall provide guidance for microenterprises and small and medium-
sized enterprises in relation t the implementation of this Regulation.

BRINEERIE, E00lT, ~A7afEe R OV IMESE ) ) DB e B e i 570, BEFORRIN
HEOFHEOBERIKEANIZION T, FIH AT E @534 535,

The Commission shall advertise available financial support in the regulatory framework of existing Union programmes,
in particular in order to ease the financial burden on microenterprises and small enterprises.

~ AR OVIMEEER, ST ELE AT, B VIE O Gl B 23 ED S Hefr
LEOETOEREARHTED, ZOHBIDT-OIZ, BINEE AT, T30, Bk VIl ©
HCEDOLIZERZNEDINTUTHRIEENAREDEED, v AR OVIMESEDTFEIC
HEALS T, S ST CEOERDOM B EZED D, ~ A7 F T IMEZEN, b
SHUZHERRIZIDRIR VIl O CEDLNT G AR T L8R 2556, 0T, K
R ERAE T2, fEEEf S, AT B D712 DEREZRD D,

Microenterprises and small enterprises may provide all elements of the technical documentation specified in Annex VI
by using asimplified format. For that purpose, the Commission shall, by means of implementing acts, specify the
simplified technical documentation form targeted at the needs of microenterprises and small enterprises, including how
the elerments st aut in Annex VI are to be provided. Where a microenterprise or small enterprise opts to provide the
information set out in Annex VI in asimplified manner, it shall use the form referred o in this paragraph. Notified
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bodies shall accept that form for the purposes of conformity assessment.
[FIFEE T2, 56 62 55 2 B 3k Fotl Tl CHRSH LA,
Those implementing acts shall be adopted in accordance with the examination procedure referred to inArticle 62(2).
UG HEEAEDGE
Avticle 34 Mutuial recognition agreements
Bl ROL -~V RO = EOmE S MR B 57 7 n—F A2 Z I AN BT, EREE |
ZARHELD ORI T D=0, BINEAE, TREU OFF 218 SRITHE, 55 —[E ORI T AARR
TEZAfiG CED,
Taking into account the level of technical development and the approach on conformity assessment of a third country, the

Union may conclude Mutual Recognition Agreements with third countries, in accordance with Article 218 TFEU, in
order to promote and facilitate intermational trade.
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FIVE Bl sD:Em
Chapter IV Natification of Conformity Assessment Bodies

55 b5 BA
Avrticke 35 Notification
1 HRENS, RN SR OMOMRIEITHL, ZOBRNHE> TG MERHia I T 5258

aloy gV il G VSIE AN

Member States shall notify the Commission and the other Member States of bodies authorised to carry out conformity
assessments in accordance with this Regulation.

HERKENT, 2064F 12 H 11 B ETIZ, TGS AZIhT 2 LB AbE 32723, iR Hilia 52
WS D7D+ 537 B DY R RN S P A BT DT LA R D555 5,

Member States shall strive o ensure, by 11 Decermber 2026 thet there is a sufficient number of natified bodies in the
Union to carmy out conformity assessments, in order to avoid bottlenecks and hindrances to marketentry.

58 365 EAITED
Avrticle 36 Notifying authorities

1

FAERENT, AR HARERRORFA, FEE M OISO\ L2 DT ota i T HZE KU
IT92ZE, WS, 25 M SRDBNT2 50, ZHULORHA D LB Tl a Bo@aUT
HJREARET D,

Each Member State shall designete a notifying authority that shall be responsible for setting up and cartying out the
necessary procedures for the assessment, designation and notification of conformity assessment bodies and their
monitoring, including compliance with Articke 41.

FERKENT, 26 195l M OEAES, FRAIEC) No 76572008 DRI 2331 T2 EIPNFRE AR
Fo T, Do, [FHIAN > THRSN O ZLZRIE TED,

Member Staies may decide that the assessment and monitoring referred to in paragraph 1 shall be carried out by
a national accreditation body within the meaning of and in accordance with Regulation (EC) No 765/2008.

ALY RS, BORFOWE A G SR XL, ARG 1 I 72, k=i siis
FELE-HEINOT T8, M, TEATHELOLL, Ho, 5 37 4 /Y
L GHRF 5, NI C, HTTA R, ZOMBETE S R OTEE S T A S
FCERIB,
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Where the notifying authority delegates or otherwise entrusts the assessment, natification or monitoring referred to in
paragraph 1 of this Article toa body which is nota governmental entity, that body shall be a legal entity and shall comply
mutatis mutandis with Article 37. In addition, it shall have arrangements in place to cover liabilities arising from its

WHDCY RN, 55 3T TR AR T TE TSN OB ZBIL, Al IR Z £,

The naifying authority shll take full resporsibility for the tasks performed by the body referred to in paragraph 3.

% 7 & BATEREEET HEN
Avticle 37 Requirements relating to notifying authorities

1

HTTY A, APl O TR AL RN A TRIESTVD,

Anotifying authority shall be established in such away that no conflict of interest with conformity assessment bodies
OCCUrs.

EHITT Y L, ZOBHIEYS ROTEENO BB OV A SF DI, 2>, &
DINFF#T 5,

A noifying authority shell be organised and shall function so as to safeguard the objectivity and impertiality of its
a:u-vims- e

WBHTCY RN, Yk Hilia S0 L 3RO HEIROG 8 2 &> Tl & MRk ®
FNEBEIES %M 2 DIRTEDT TN DI D777 15 TSRS S,

A notifying authority shall be omganised in such away that each decision relating to notification of aconformity
assessment body s taken by competent persons different from those who carried out the assessment.

TRENICY A, SRR 2 T AT Eh T LA N AR R R — A T
B — A TR E R T30y,

Anotifying authority shall not offer or provide any activities that conformity assessment bodies perform or consuliancy
services on commercial or competitive basis.

WHDCY AN, ZOHDCY AT DI RO 15,

Anatifying authority shell safeguerd the confidentiality of the informetion it obtains,
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Anatifying authority shall have a sufficient number of competent personnel at its disposal for the proper performance of
its tasks.

% B BHITLUBIBET HIRHRUSH
Avticle 38 Information obligation on notifying authorities

1

FERRIEN S, BRINFE ISR, w ARl OR M M OSEAT ON e SRR ORI B35
FORESE DT Bk L, F-, FOBODIEELERE D,

Member States shall inform the Commission of their procedures for the assessment and notification of conformity
assessment bodies and the monitoring of notified bodies, and of any changes thereto.

BRMZEE AT, 5 1RO S HRE AR5,

The Commission shall make the information referred to in paragraph 1 publicly available.

5 0& HEERLESET SN
Avrticle 39 Requirements relating to notified bodies

1

IO H OO, i E MM T, 56 2 QWU 12 O CED DI EIHIE ST
LbDETD,

For the purposes of natification, a conformity assessment body shall meet the requirements laid down in paragraphs 2 to
12

GRS, EPED PRV Y GRYLSIL, 730, IEAEESL D,
Aconformity assessment bodly shall be established under national lavw and have legal personality.

WA TR X, oo A MR MR SS9k S X7 VDB DR Il
SEODH =R Ch L DET D,

A conformity assessment body shall be a thirdHparty body independent of the organisation or the product with digital
elements itassesses.
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L% AP HIAERED FHI5 7 VOB SR ORRET, BR%E, BhE, R4 M7 T,
o P Sl SHER PR B P 53 0 H A A T D A IR I I N ST 3 oRR%
13, SRZHRROIN N ORISR D AN VRSN DT LA SR L LT, D II725E =HHi
THLEHESITD,

Abody belonging t a business association or professional federation representing undertakings involved in the design,
development, production, provision, assembly, use or maintenance of products with digital elerments which it assesses,
may, on condiition thet iis independence and the absence of any conflict of interest are demonstrated, be corsidered o be
suchathird-party body:

WA VERTMRARE, oo AT ERHRERR O R AT OREE UL O O A MR RO O 712
B T E A BB, THODEDTHIT 57 o D8RSR OREHE, BIssE, fld
#, e, AER, WEEE, iEE, WA, (a4, FIRE T EERFE S Ch>TUx
7257, F, FIHLORRE OWEROBARBIE Tl THabel , ZOZ8E, 2Ol
HHFROOIE DT\ B R R ORI 2 32 O X578 T B DT OF | %
PERLQI2as70

Aconformity assessment bodly; its top level management and the personnel responsible for carrying out the corformity
assessment tasks shall not be the designer, developer, manufacturer, supplier, importer, distributor, installer, purcheser,
owrer, user or maintainer of the products with digital elerments which they assess, nor the authorised representative of
any of those parties. This shall not preclude the use of assessed products that are necessary for the operations of the
conformity assessment body or the use of such products for personal purposes.

TR, Z oo SRRk DI AT ORE BN O O S RO O 7L
AL TS 2258 1L, FNoDED 572V DBESEL -SRI ORE, BIgs, BUE, W
A, @, ~—7 7, i, ISR P CERA R 5L Q3es T, F203, 2hn
DIEINAEFTDEHRBEL T2, BaxDFENE, FOIRENI U T G
D NEENSIV i AR S B O BRI IS VT, Mi%DFE ORI OMNI P EE 1 35 SR
15DV R ATEENCHIEERL TR0, ZOZ 8, S0, A —E AL i
s,

A conformity assessment body; its top level management and the personnel responsible for carrying out the conformity
asessment tasks shall not be directly involved in the design, development, production, import, distribution, the
marketing, installation, use or maintenance of the products with digital elerments which they assess, or represent the
parties engaged in those activities. They shall not engage in any activity that may conflict with their independence of
judgement or integrity in relation to conformity assessment activities for which they are notified. This shall in particular
apply to consultancy senvices.

AP 3, T AR iRk DR X P REEE OTEENDS, TOm AR
RO A MR AT EENOREEE, RBWEFI TR TR LU G 52 70 2o R 375,
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Conformity assessment bodies shall ensure that the activities of their subsidiaries or subcontractors do not affect the
corfidentiality; objectivity or impartiality of their conformity assessment activities.

A PRI M ORURZR AR D, EEANEL TR E DM OERBID 3 EHFU T
WLl LR b > QG MR SR FEML, 2>, KR, Yika MilEEhORS R RIS
DEBABNEAIENDT N—TIZFL, BiEDFE OHIWrET 1 32 7%DF O AT EEhD
AR TR U TR KIE T LAVRNWETOE S USER, FROGEAVRIE S M OFRES
F7RbDET D,

Conformity assessment bodiies and their personnel shall carry out the conformity assessment activities with the highest
degree of professional integrity and the requisite technical competence in the specific field and shall be free from all
pressures and inducements, particularly financial, which might influence their judgement or the resulis of their
conformity assessment activities, especially as regards persons or groups of personswith an interest in the results of those

A PRI X, 4 3RS 32 O A M ERHIIRARS 5 B s CEES A F 32 DS
MEHIRERRO BT P2 TEOmE A RO DF L > TEESNA) Z [T,
BFE VIl LR Com A M EHUEOR 2, 1>, IBENSIT -2 EEORIRIZR TR &5t
DETD,

A conformity assessment body shall be capable of carrying out all the conformity assessment tasks referred to in
AnnexVIII and in relation to which it has been notified, regardless of whether those tasks are carried out by the
conformity assessment body itself or on its behalf and under its responsibility:

L, WO, WEISII-ZEEDBIFR I N TE & O SRl TRfe K& OME < ORI 348
ROT VN DOESRELOREMIBEAL, W AVERARR L, LBl T oLz A IR T
HbDETD:

At all times and for each conformity assessment procedure and each kind or category of products with digital elerments
in relation towhich it has been natified, a conformity assessment body shall have at its disposal the necessary.

@ ARl A2 T DT O OB LR U537 bl et o#

personnel with technical knowledge and sufficient and appropriaie experience 1o perform the conformity
asessment tasks;

b LU TEAEHI LS, ZOTRiDOBNEN OB HIFORE 2 Helrd % FHe

DIE, COFHEAAEL, SRk ORI VE EHRke U CHRNE 32 S L
SIS LDV 53 I O BA T8 M O F et
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descriptions of procedures in accordance with which conformity assessment is to be carried out, ensuring the
transparency of and ability to reproduce those procedures. It shall have appropriate policies and procedures in
place that distinguish between tasks it carries out as a notified body and other activities;

FEEOHUWE, BHEEDELEN DM, FEEOMBNES, YORMERAROEHEM:D
FREE Ky OSBRI B M 7 assfeer 7 o A (E B R AT TS B T
T-5ODFw,

procedures for the performance of activities which take due account of the size of an undertaking, the sector in
which it operates, its structuire, the degree of complexity of the product technology in question and the mass or
serial neture of the production process.

MERTATREAR S, B A PRl OTEEI BRSO EAT_ RN K O TE ORIy ahe

FRCAT S DT DI B2 D T B b D, 130, MBI CORER £ IMisR ~DT 7 2%

=S

A conformity assessment body shall have the means necessary to perform the technical and administrative tasks
connected with the conformity assessment activities in an appropriate manner and shall have access to all necessary
equipmentor facilities.

A PR HOTESA 2 D LB T Ao S, LLFObOb:

The personnel responsible for carrying out conformity assessment activities shall have the following:

@

®)

©

Z O A PRl MBS L LOBIRICI W TR TOmE S PR HiliE ez e 975
BI85 LOORRR A ORI

sound technical and vocational training covering all the conformity assessment activities in relation to which the
conformity assessment body has leen notified!;

R DI BRI BRI\ T4 R R OO 3 S 2572 D3t
SRR

satisfactory knowledge of the requirements of the assessments they carry out and adequate auithority to carry out
those assessments;

B | O CTEDDIVLIAD I A S—tF 2 U7 B, i e S ST

Y R OSBRI ON RN E S FE A UATT RO M O T 25 2OV VT Y]
TR PR
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appropriate knowledge and understanding of the essential cybersecurity requirements set out in Annex |, of the
applicable harmonised standards and common specifications, and of the relevant provisions of Union
harmonisation legislation and implementing acts;

O YeZaHli ER S -2 oA~ R, Sk O BT 268D,
the ahility to dravv up certificates, records and reports demonstrating that assessments have been carried out.
WO MR AR, 18 A PRI EArRRE T OF IR DTN, PRSIV,

The impartiality of the conformity assessment bodies, their top level management and of the assessment personnel shall
be guaranteed.

T A MR IR DI NG PN OIS O X, FEhtisi7= 35 -1 320 Hliooks
BRI,

The remuneration of the top level management and assessmert personnel of a conformity assessment body shall not
depend on the numiber of assessments carried out or on the results of those assessments.

i A PERMRER T, EPEICHE > T A PR iR O RRIED AR R Bdo7 IRY, &
T3, EOMERKIE B 575l A MR BEIL CEHE T2 B2y IR, R E IS E AR
AT,

Conformity assessment bodies shall take ot liahility insurance unless liability is assumed by their Member State in
accordance with netional law; or the Member State itself is directly responsible for the conformity assessment.

TSR DOEE, F oA IR OTEEN ) SN AR RE O TS24 JR L ooRE
FRICBITD AR, BIE VIl O 285D AR 57 T2 ORags A 2hik
Z 5 2 DEPEOZRIAD FIlbE 0w A MR IR O & 124 T DB AT LI TON
HUZBAL, Bk LA IS 2, FAHEY, (RaBSID, AR &, ATEORES A
PRI DI DD E STt D,

The personrel of aconformity assessment body shall observe professional secrecy with regard to all information
obtained in carrying out their tasks under Annex VI or any provision of national lawv giving effect to it, except in
relation to the market sunveillance authorities of the Member State inwhich its activities are carried out. Proprietary rights
shall be protected. The conformity assessment body shall have documented procedures ensuring compliance with this
paragraph.

WA TERHERER L, Bk AT E LIRS R O 51 400 T CRRESTVONE SR L —7 0
TEENCSINL, 203, oA MMk E D USOTEBIOEHS 252 DT L2 bR, £
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7z, —MRAVSTTARELT, T8 O K OV L —T OVEEDRE R LU T S SGE A
)Eﬁ‘a‘éo

Conformity assessment bodies shall participate in, or ensure that their assessment personnel are informed of, the relevant
standardisation activities and the activities of the natified body coordination group established under Article 51 and apply
asgeneral guidance the administrative decisions and documents produced as a result of the work of that group.

AR T, 0bi), FERFOBIRIZI YT A7 30 OND M ZE S OV A
FEDORGR 2B I AT LT, B EG | RS Do Bzl T, —EMENRDY, &~
IETH, BRI > BRI SRR Oy NIE > TCERE E 75,

Conformity assessment bodies shall operate in accordance with a set of consistent, fair, proportionate and reasonable
terms and conditions, while avoiding unnecessary burden for economic operators, in particular taking into account the
interests of microenterprises and small and medium-sized enterprises in relation to fees.

B OF HEEBOBESIEDHEE
Article 40 Presumption of conformity of notified bodlies

HETEHIHEREDS, OSSN BU B CARSIV& B S LS BdEE E - 32D
—HROHTIED NI EADZOE A MR HIRR OB S a7 L&, O AR
(3, T PTREZRTE A LS AR ED MR 2 R L QOB T, 5 39 5D T
TSIV i F L QD EHEE SIS,

Where a conformity assessment body demonsiraies its corformity with the criteria laid down in the relevant harmonised
standards or parts thereof the references of which have been published in the Official Journal of the European Union it
shall be presumed to comply with the requirements set out in Article 39 in so far as the applicable harmonised standards
cover those requirements.

FAE RO TEHERR T EERI S 5a R
Avticle 41 Subsidiaries of and subcontracting by notified bodies

1

FeE R i R I BRI DR O PR EL, a3, TR EEDExE, 20
FREHARG S, CORZREETT TR S 39 SRDOTTEDDIEYHIEE DL
PrL, 730, WHUCHE RITKIL, Lo~ 3%,

Where anotified body subcontracts specific tasks connected with conformity assessment or has recourse to a subsidiary,
it shall ensure that the subcontractor or the subsidiary meets the requirements set out in Article 39 and shall inform the

notifying authority accordingly.

172



Fe ML 10% 25 (202542 H)
BERHARI Y, T PR SR T DIV QAL EIR DT, FZEEEE T R
R s O TSN B A S A T S A,

Notified bodies shall take full responsibility for the tasks performed by suboontractors or subsidiaries wherever they are
established.

TEENY, BEEEORENDLEXITIR, FERESN, FE, MR L CERiSH S5,
Activities may be subcontracted or carried out by a subsidiary only with the agreement of the manufacturer.

FEAA T, TSRO Rk B AS ORI 2B Diks 2 SCE K OZ ORI T ks
UWVCHZSR T T MR C o TS VA3 C B9 2k Sl AT Y s B
(TR CEDIDI AR,

Notified bodies shall keep at the disposal of the notifying aLthority the relevant documents conceming the assessment of
the qualifications of the subcontractor o the sulbsidiiary and the work carried out by them under this Regulation.

8 25 BHMOHPEE
Avticke 42 Application for notification

1

A PRI L, 2O MR lRZb SRR E OBEEIT S RIS, EHIOHEE
EEAETD,

A conformity assessment body shall submit an application for natification to the notifying authority of the Member
State inwhich it is established.

[FIFRRE S, A MEHMIESD, 1 o 3EROBE ATt OO &M ShE )
b OLERT? 1 FAIEOT VAN OBER L SR ORAED RIS, Fe, Thiv
FPTREZREET, SRk AP HIERR) 39 S CREOLIZE AL QDL AR
FRENFEEHER DI TSIV RAE DR SN,

That application shall be accompanied by a description of the conformity assessment activities, the conformity
assessment procedure or procedures and the product or products with digital elements for which that body claims to be
competent, as well as, where applicable, by an accreditation certificate issued by anational accreditation body attesting
that the conformity assessment body fulfils the requirerments laid down in Article 39.

R 2 A M AR S A I O X L, FOm SRR X, @AY e
KL, 3 39 RO CEDLI B2 O SRR 8L QDI EDORGE, AGR&L Y
TERARS AR DTN LB e D T DS LS - AR5,
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Where the conformity assessment body concemed cannot provide an accreditation certificate, it shall provice the
notifying authority with all the documentary evidence necessary for the verification, recognition and regular monitoring
of itscompliance with the recuirements laid down in Article 39.

B BF BHFH
Avticle 43 Notification procedure

1

EEITCY R, 5 39 RO CREO LIV B A LT SR ARk D 2 k95,

Notifying authorities shall notify only corformity assessment bodies which have satisfied the requirements laid down in
Article 39.

TRENTCY AN, FRINRE S M OMORERLENZL, BONZEE SIS TR S QNS & P
SIVTCNBHTT 7 —F OB L O E A R AT 2 VY GEREnd 2,

The notifying authority shall notify the Commission and the other Member States using the New Approach Notified
and Designated Organisations information system developed and managed by the Commission.

TN, SE AR HEREBIOFEIAEHED, 1 F 3OS HRHEEY 22— KON 1 3884
BRI 57 o N DB DR N TR e JREE A G 2,

The natification shall include full details of the conformity assessment activities, the conformity assessment module or
modulesand product or products with digital elements concermed and the relevant attestation of competence.

NG 42 4506 2 TRl R R B4 TR U &I, A /T, FONZEE SR O
%ﬁkl TR, %@f@/\ PRI ERRODBE S ) AR 3D 30 LSV AL OV Rk B S TE A

VZEERASAL, D30, 35 39 SO CEDHIVZ B A - Uit T DT Lok AT I3 T HID
AL AT,

Where anatification is not based on an accreditation certificate as referred to in Article 42(2), the notifying authority shall
provide the Commission and the other Memiber States with documentary evidence which atiests to the conformity
assessment body’s competence and the arrangements in place to ensure that that body will be monitored regularty and
will continue to satisfy the recuirements laid down inArticle 39.

BRSOk T, FEEEMMEISN OB R@EEN D 2 WFLINI, Faid, FREEMERS
AVRWNGAITITIER S 27 H LI, BRINZER 2 3 IO RERKERD o S STV
BIZIRD, FEEARR OISR T TED,

The body concemed may perform the activities of anotified body only where no objections are raised by the
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Commission or the other Member States within two weeks of a natification where an accreditation certificate is used or
within two months of a notification where acoreditation is not used.
ZDIITHERRDO I3, ZORIRIND BT ODFEERRE ChoL RS,
Only such abody shall be considered to be a notified body for the purposes of this Regulation.
I Z2 B M OMMORSRRIEN 3, S8R5 2B DR DR 28 B DA S T 2,

The Commissionand the other Member States shall be notified of any subsequent relevant changes to the notification.

5 MG FEEABROBAIESRUIRE
Avticle 44 ldentification numbersand lists of notified bodies

1

RINZE RIS, Faekiil eI L, Mol 52H4To,
The Commission shall assign an identification number to a notified body.

RRIMNZERIE, BRMES OB T250D R CERERID BRISIL QOS5 T T
b, B RS 2EIE T,

It shall assign asingle such number evenwhere the body is notified under several Union legal acts.

BRINZEE T, 2 R%AHRG S TV 1 5 M RSttt ZBEL Gl S igsiha &
T, ZORRID I TEAISHA RO AN AT 2,

The Commission shall make publicly available the list of the bodies notified under this Regulation, including the
identification numibers that have been allocated to them and the activities forwhich they have been notified.

BRMNZEE AT, [RIVAN BT ORREI R,

The Commission shall ensure thet that list is kept up to date.

45 BHDEE
Avticle 45 Changes to notifications

1

FREHIRRDSE 39 S0 CIED DIV - BT - 2 T o T 2 S E A XY 5 R Ok D25
Wil L QU VRS SR AT Y R W R LTS B A 3 D O A2 T35 6, ik
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FICY Y, M T A L QU VRN S T 5l atin - LU QL VRN D RO
WISUT, Lhva, @EEHIBRL, 5 1L F- 3801, a2 miE, MONZEES KUY
ORERENRIL, BHBIZ, Lnd~Hifgd2,

Whereanotifying authority has ascertained or has been informed that a notified body no longer meets the requirements
laid down in Article 39, or that it is failing to fulfil its obligations, the notifying authority shall restrict, suspend or
withdraw notification as appropriate, depending on the seriousness of the failure to meet those requirements or fulfil
those obligations. It shall immediately inform the Commission and the ather Member States accordingly.

HIOHIRR, 451 LI D56 F 2 IR SR Ok DR B A= ST
B, WHUTHAKENT, SR%iikortiks, HIOHR B - TS e T s, a3, EE
BHTE Y SR M O S RO EEH G T, ZNHODY I CELIEa RO L4
IR DT OOV R Caiti 2,

In the event of restriction, suspension or withdrawal of natification, or where the notified body has ceased its activity, the
notifying Member State shall take appropriate steps to ensure that the files of that body are either processed by another
notified body or keptavailable for the responsible natifying and market sunveillance authorities at their request.

2 465 {EEARBDRENDRER
Avticke 46 Challenge of the comipetence of notified bodles

1

BRI ZE BT, FEEHIRRD MR TR K OB i & 27 b OFR Bk ORE /) FI2I 3 4R
TERERR 2o TE DB K O Skl i/ QDTS TRRINZ B2 et oL,
FT, THLIZBT DRERI TRINE R 2NERZ A HLET, 2TORMTEHET D,

The Commission shall investigate all cases where it doubis, or where doubt is brought to its atierttion regarding, the
competence of anatified body © meet, or the continued fulfilment by anotified body of, the requirements and
responsibilities towhich it is subject

WHTHERIENS, BONEERITHL, SKRODITGCT, ZOmHOMRLE - ZBR 3 DkkORE )
DIHERFSIV QDT EEBIE T D2 TONE AR5,

The notifying Member State shall provide the Commission, on request, with all information relating to the basis for the
notification or the maintenance of the competence of the body concermed.

RINZERT, BRONEBSOFREDEFY IV CATFUIZA TORBBOE D W Ron s
ZEEMERT D,

The Commission shall ensure that all sensitive information obtained in the course of its investigations is treated
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corfidertially

FRTEHFRD S DI TEHIFROBBEIDTDOFUH i ALV VRN ZEF AT S L7 > QD
LERMNZEE LD MR LT-LXIT, RONEEAT, WEITRERIEICRIL, Loa~EEEL, 73,
TEITTAERKENRIL, MEDSSLEXN LRI RGN o &, VB e FHE AT DL a kDD,

Where the Commission ascertains that a notified body does not meet or no longer meets the requirements for its
notification, it shall inform the notifying Member State accordingly and request it to take the necessary corrective
measures, including de-natification if necessary.

B 47 & HEHEERBOREHEE LS
Avticle 47 Operational abligations of notified bodies

1

FRERERRE, 55 32 KON VIl OH CEDSN AR FHH e QAR FHlliA 5
Jti 3 %,

Notified bodies shall cary out conformity assessments in accordance with the conformity assessment procedures
provided for inArticle 32 and Annex VI,

BEAVEHmL, BTG | RO OB FHZRE T A RRERE CIIMISID, H AR
L, L0~ A7 BN IMEZER O IR ZEI ZBAL, R OB, S80S
ALY, SEEEE ORRREE, M OT RN OB AL SR SRR G N Ot
U7 o EOUAT DL AT ONZBEESFRD K7 72 e e M A BV B L
N EC, 2oiaa M MRk O EBEA 24T 5,

Conformity assessments shall be carried out in a proportionate manner, avoiding unnecessary burdens for economic
operators. Conformity assessment bodies shall perform their activities taking due account of the size of undertakings, in
particular as regards microenterprises and small and medium-sized enterprises, the sector in which they operate, their
structure, their degree of complexity and the cylersecurity risk level of the products with digital elements and
technology in question and the mass or serial natuire of the procduction process.

72770, FREAR L, T2 EREA OO OHIRIOES T8Ol Z EERESN DTS SOFE
FE R ORREDL VBT 2,

Notified bodlies shall however respect the degree of rigour and the level of protection required for the compliance of
products with digital elerments with this Regulation.

IR | O CEDLNZ B E AT 27 TR IHEA ST BAFATHEL L Il ARG
T LB FDLEE | Lo Tl A STV Vol AR EMAR S I 28 &3, ZOfREMk L
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URERGEF R, OV AMEHO T R LD L2 BERL, 70, EMEREHEATTURV Y,

Where anotified body finds that the requirements set out in Annex lor in corresponding harmonised standards or
common specifications as refered to in Article 27 have not been met by amanufacturer, it shall require that
manufacturer to take appropriate corrective measures and shall not issue a certificate of conformity.

AEPAEDFEATHR OB GV ORI T, TV OB ST ORI TE
OO EY ST U e~ T AR ERRA S W DL 1S, ZORREMM L, ZOREH 5
U, WU REOD S R e LD L2 BLR L, 7130, MEE iU, ZORFHELAZ LU E I IBIE T

Where, in the course of the monitoring of conformity following the issuance of a certificate, anotified body finds that
a product with digital elements no longer complies with the requirements laid down in this Regulation, it shall require
the manufacturer to take appropriate corrective measures and shall suspend or withdraw the certificate if necessary.

FEEOITRINEDIVRNGE, FE, BERSIAIRESTT2 G E, SRS, Lo,
AEHEAAIRL, 45 1L S 3003,

Where corrective measures are not taken or do not have the required effect, the notified body shall restrict, suspend or
withcraw any certificates, as appropriate.

5 B IREEBORIEI=HT HFARBAILT
Avticke 48 Appeal against decisions of notified bodlies

RERRIEN S, FRSHRRDHIE S D NIRFAN L TR I CED LA R T2,

Memiber States shall ensure that an appeal procedure against decisions of the natified bodies isavailable.

FAOF RS RORRENEE
Avticle 49 Information abligation on notified bodlies

1

FEEARRR S, TS RIS, LA RO EzliiEd5:
Notified bodies shall inform the notifying authority of the following;
@ FEEOHER, HIR, (S IEFTETEL

any refusal, restriction, suspension or withdrawal of a certificate;
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() EENOME HFEEE K ONEEIDT- SOOI 5B 5.2 2 il
any circumstances affecting the scope of and conditions for natification;

© EEVERHEEE B TR Y RS AR E MR v T i A SR H B

=k,

CER

any request for information which they have received from market sunveillance avthorities regarding conformity
wites

@ SROIDECT, EFAMR HIEEI K OHZREA &0, AR%HEERRkOE MO HFIHA
BTSN A IS BN M OISO TSR B,

on request, conformity assessment activities performed within the scope of their notification and any other
activity performed, including cross-border activities and subcontracting.

2. FREHRRT, RICT 2 0Bzt oilhie e A om SRl E Bl S8l TRkY, Z
DIFRIND I N TSI AN AL, A ERY R A VERFmR R BEE DM, KO
FRTISUTC, Ry S VER A SRS RS D R CBE Dk e F ittt I,

Notified bodies shall provide the other bodies natified under this Regulation carrying out similar conformity assessment
activities covering the same products with digital elements with relevant information on issues relating to negative and,
upon request, positive conformity assessment results.

505 R
Avrticle 50 Exchange of experience

BRMNZER R, RO BEASTER B T2 AR RKIEIDEN 24 RO 6w Tgive St
MR TEDD,

The Commission shall provide for the organisation of the exchange of experience between the Member States national
authorities responsible for nofification policy:

S o1& fEEEsORE

Article 51 Coordination of notified bodies

1 BONERERD, FEEE OB L O 175, FREHRROEIIE D7 L —7 2 ik
RE TR O IR RSN A Z L e iR 972,
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The Commission shall ensure that appropriate coordination and cogperation between notified bodies are put in place
and properly operated in the form of a cross-sectoral group of notified bodies.

FERRENT, CORERRIENZ > CREISHSIRRDS, IEEACFH AR ES-RFRE 12y, R
— T OVEE BN D a5,

Member States shall ensure that the bodies notified by them participate in the work of thet group, directly or by means of
designated representatives.

180



Fe ML 10% 25 (202542 H)

BVE THRORERRGHT
Chapter VV Market Suneillance and Enforcerment

FE MMEESOTERIBITHTIRILOEREL BGOSR RUERE
Avticle 52 Market sun«illance and control of products with digital elerments in the Union market

1

FHIEV) 20191020 (T, ZOBRNOBEHIEIPINIC L7 2V OB Z S SR O U ClEISL
%)o

Regulation (EU) 2019/1020 shall apply to products with digital elements that fall within the scope of this Regullation.

FABRKIEN S, ZORAND SNV R SR 0 BRIDTZDIT, 1 3R Y JR%
FEE S %0 HERIENS, ZOMRIDT- OO Y SR L TREEIrd 272012, BEHFOXY RS 38
772 R RRE C&%,

Each Member State shall designate one or more market sunveillance authorities for the purpose of ensuring the effective
implementation of this Regulation. Member States may designate an existing or new authority to act as market
suneeillance authority for this Regulation.

KRGO 2 O FICBWTHRESIV- TGRS E, 5 24 2O TEDLIA—T /) —
A TN 2T AF 2T —ROFEEEEDOERZIN T, TG @a S5 L 2B okE %
B, =T =R T NG =T AF 2T —RDEGROH CIED DA 35 A LTy VRN T
BEAR RN 28 &1, FOMFEARYS L, £ —T /=2 T NI =T AF 2U—RIZ
KL, B TOWE L EDIEEIN TONAZ AR T A A ELRT D, —T ) —A/ TN =
TAF2T0—R1%, ZOHBIND FIZhdd—7 ) —A) TN =T AF 20 —R DDA
HETOmEYV B EOTEEIN TN ST,

The market sunveillance autthorities designated under paragraph 2 of this Article shall also be responsible for carrying out
market surveillance activities in relation to the obligations for open-source software stewards laid down in Article 24.
Where a market sunveillance authority finds that an open-source software steward does not comply with the dbligations
setoutinthat Article, it shall require the apen-source software steward to ensure that all appropriate corrective actions are
taken. Opentsource software stewards shall ensure that all appropriate corrective action is taken in respect of their
obligations under this Regulation.

TSRS XIT, THAEARY AN, HEIEY) 2019881 0% 58 SR IVFEESHIZENY AR
— R UTAREREERE L IL, 20, EHIRICIEHASHT 5, ZOHAIDE 14 S/ HHER
BOFEEOEENCREL T, FEESH- st /s, s LU ChaEsive CSIRT KO
ENISA LU, 7o, EHARI I RACHE T2,

Where relevant, the market sunveillance authorities shall cooperate with the national cybersecurity certification
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authorities designated pursuant to Article 58 of Regulation (EU) 2019/831 and exchange information on a regular besis.
With respect to the supervision of the implementation of the reporting obligations pursuant o Article 14 of this
Regulation, the designated market sunveillance authorities shall cooperate and exchange information on a regular besis
with the CSIRTS designated as coordiinatorsand ENISA.

TSR, TR LU THRESH- CSIRT /=13 ENISA ITXIL, ZOMRIDIZE R O T
CESE AL, Bl FOBIS AR LA B TR, B BASD MR Giea £
MET 2R, i m L, e LU CHRESHUZ CSIRT $7-13 ENISAITRIL, 72V DB
Zeby DSBS TF ORIl S 2 DT A T D T LA BiE TE D,

The market sunveillance authorities may request a CSIRT designated as coordinator or ENISA to provide technical
advice on matters related to the implementation and enforcement of this Regulation. VWhen conducting an investigation
under Article 54, market sunveillance authorities may request the CSIRT designated as coordinator or ENISAto provide
ananalysis to supportevaluations of compliance of products with digiital elements.

ZADNERSTREZT, TGRSR, ZORBILADEINE SRS U a AL L THES
IO TS REw I, 70, EMIRN G A5,

Where relevant, the market sunveillance authorities shall cooperate with other market sunveillance authorities designated
on the basis of Union harmonisation legislation other than this Regulation, and exchange information ona regular basis.

TGRSR, Lo, BRINEE DT —FRGEIED T T2 8 R BE 3%, ZD X
FINZ, ZDIHARKOIEIMENT —FDIBLEEWGF S DEEITE 10 ITIDHAN K
UBIERFATI D30, BT, ZOMBEDIES MER AR =3 Z L DT DI kg 72
HIERAREE T DT LaEm e,

Market sunveillance authorities shall cooperate, as appropriate, with the authorities supervising Union data protection law.
Such cooperation includes informing those authorities of any finding relevant for the fulfilment of their competences,
including when issuing guidance and advice pursuant to paragraph 10 if such guidance and advice concems the
processing of personal data.

RS DT — 2 REE O AR DB T, MBS 23 T b DRSS~
DT I HADNEL 2 & T, ZORRIND I3V YRR R = SRR B - S CEA TR HER
N OO G TT 72 DR A, ORI, Btk ot RlE DT ES o iiaa i
ML, EOIIRERAEE T2,

Authorities supervising Union data protection law shall have the power to request and access any documentation
cregied or maintained under this Regulation when access to that documentation is necessary for the fulfilment of their
tasks. They shall inform the designated market sunveillance authorities of the Member State concermed of any such
reguest
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RERRENS, FEESHT-TSAR RS, T SEe XX A B b — U A a0, B4
RO EOS7eE RO A SZ T AL, WONS, ZOHBID IS TR RN
BT T DI B2 B A 3= 2 U7 EOHRER S D NHIE RO A2 A S a e
92,

Member States shall ensure that the designated market sunveillance authorities are provided with adeguate financial and
technical resources, including, where appropriate, processing atomation tools, as well as with human resources with
the necessary cybersecurity skills to fulfil their tasks under this Regulation.

RRMNZEERNT, FaE STt 4 RO I T DRERO S AMEE L)~ T2,

The Commission shall encourage and facilitate the exchange of experience between designated market sunveillance
authorities.

TR Y AL, RONEEROIHRAST, F-, FH)NEilrelXi% CSIRT KON ENISA O34
AR, FOEEE | AR, ZOHBIOSEEICEL, HARKR OB SAHRAETXA,

Market sunveillance authorities may provide guidance and advice to economic operators on the implermentation of tis
Regulation, with the support of the Commission and, where appropriate, CSIRTsand ENISA.

RS R, WAL, FIHIEV) 20191020 05 11 S THE~T, ZOBIRINDANES 2 R L
132 2 & IR T2 OV TIERIRHEL, 7=, THEHITHIL, TV 0siFE il
SR TR A 5.2 2056 LAV WEgiik, Ao T o N O A S—T B D 5 o0 =
BIODAHFAIE 22D, DAL TEDINTT 7 BAT 200N BT DIEHRD
295,

Market sunveillance authorities shall inform consumers of where to submit complaints that could indicate non-
compliance with this Regulation, in accordance with Article 11 of Regulation (EU) 2019/1020, and shall provide
information to consumers on where and how to access mechanisms to facilitate reporting of vulnerabilities, incidents
and cyter threats that may affect products with digital elements.

TGRS RN, ERDNERS R EEE, FIEEARORIA, FRERFEOHIA M ONHE A A G0,
7RI FE B LMD, /et T2,

Market suneillance authorities shall facilitate, where relevant, the cooperation with relevant stakeholders, including
scientific, research and consumer organisations.

TSR R, BROINEB 2L, AR, 7T a0 R s 475, fEESh
TR RS, BN B S M OB ENBEA S RS, e, BRAESOBIHE
DO PR U TR TR 2D 0030 LAV TS BB O LT G A w75,
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The market sunweillance authorities shall report to the Commission on an annual besis the outcomes of relevant market
sunweillance activities. The designated market sunveillance authorities shall report, without delay; to the Commission and
relevant national competition authorities any information identified in the course of market sunveillance activities that
may be of potential interest for the application of Union competition lawv.

ZOHIRNOmEREIPFHN DT VA N OE A DT T C, #IHIIEV) 2024/1689 D 6 54
FoTEIAY Al VAT LEU TP RSV ARLZREL, [FEIHIO B 07Dl TR ES i
B, ZOHIRIO TR CEERENA TS S EN B8 T A AOMBE Chob 4
%, FRIEV) 202411689 (ZIVFRESH-TGEEHM /L, Lvda~<, ZOBRIZ s ES=T
TR RS, 2, ZORAIOS 14 [ Fa5OIBEORAICBEILU T, JPEE s
L CHRESHUZ CSIRT BN ENISA & /)35, FHAIEU) 20241689 | 2SR E S a2 )R
1%, ZOMANC IR ESN- AR IR, E0bl), ZOMRIOFEELORSRIZIITEY
3224 RO A T =3 Z L DT D k& A A BE 972,

For products with digital elerments that fall within the scope of this Regulation which are classified as high-risk Al
systems pursuant to Article 6 of Regulation (EU) 2024/1689, the market suneillance authorities designated for the
purposes of that Regulation shall be the authorities responsible for market sunveillance activities required under this
Regulation. The market sunveillance authorities designated pursuant to Regulation (EU) 2024/1689 shall cooperate, as
appropriate, with the market surveillance authorities designated pursuant to this Regulation and, with respect o the
supervision of the implemertiation of the reporting obligations pursuant to Article 14 of this Reguletion, with the CSIRTS
designated as coordinators and ENISA. Market sunweillance authorities designated pursuant to Regulation (EU)
2024/1689 shall in particular inform market sunveillance authorities designated pursuant to this Regulation of any
finding relevant for the fulfilment of their tasks in relation to the implermentation of this Regulation.

HIHIEU) 20191020 D 30 5556 2 BHICKD, ZOBRIORE—H72E D7, ADCO A% THi5,
ADCO I3, feESI-iGRE S /o RER, KON Zrsilsldld, B—aif&H moE&Iic
T TSNS, ADCO 13, A=A TN 2T AT 20— RSSO BIRIZIS U
TS EN BT DO T )T 5,

ADCO ghall be established for the uniform application of this Regulation, pursuant to Article 30(2) of Regulation (EU)
2019/1020. ADCO shall be composed of representatives of the designated market sunveillance authorities and, if
appropriate, representatives of single liaison offices. ADCO shall also address specific matters related o the market
suneillance activities in relation to the obligations placed on opensource software stewarcs.

TEREAY RS, BLEEN, YEaLEE OF NV DOEFEE SR O R—NA I ET 5
BRIE 13 5556 8 TEI O A LD IO T LT a5,

Market sunveillance authorities shall monitor how manufacturers have applied the criteria referred to in Article 13(8)
when determining the support period of their products with digital elements.
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ADCO |, NEDST I ARRE T >—F 7L R RISV, 5 13 555 8 TE| 2Ll
FN Lo TORESNA AR — N A G, T2 VDB OB OXERN 2 B4 Aks 72
Meata NEL, Tz, TN OBEFEEL SR OO LS - R—NYA & T e AR %
T2,

ADCO shall publish in a publicly accessible and user-friendly form relevant statistics on categories of products with
digital elements, including average support periods, as determined by the manufacturer pursuant to Article 13(8), aswell
as provide guidance that includes indicative support periods for categories of productswith digital elements.

FrEDOERIDT 2N DB ORI T, R J@@J@*ﬂ‘%\ﬁ;@%ﬁf&%_&%TH&#T
BV VAR, ADCO 13, TiSAEHS RN, EDI7 DTN EH DL
S CEDTTGEAR S SR OIR BN FE A 4 THZ DS EA T T TED,

Where the data suggests inadequate support periods for specific categories of products with digital elements, ADCO
may issue recommendations t market sunveillance authorities to focus their activities on such categories of products
with digital elerments.

EBE THARUXEANDTIER
Avticle 53 Accessto dataand documentation

TUANDEFR AL O N O DR OFEEE | L >R e AD, B | OHFTE
OONIIAD YA S—YF 2V T A ZY O T o m Ml D7Dl BB AN TR T, T
YR, B AT USRS UT, RS S | DB SCE A 200, TO&D7 i

Dzt BgE, BEER OWEIIEDIER ErHlid D7 Ol R SND T — A RS ot Otk
BN L TR TR ATRE RS TR I DT 7 AN 52 505,

Where necessary 1o assess the conformity of products with digital elements and the processes put in place by their
manufacturers with the essential cylersecurity requirements set out in Annex |, the market sunveillance authorities shall,
upon areasoned requiest, be granted access to the data, in alanguage easily understood by them, required to assess the
design, development, production and vulnerability handling of such products, including related intermal documentation
of the relevant economic operator.

% B/ —tX )T LOREGRFERL NS T PAILDEREL DHAIETSENL
RNIVOFH

Avticle 54 Procedure at national level concerming products with digital elements presenting a significant cybersecurity
risk

1 EEOTHHEHEY RN, SRz EOBERN Ve G, 7N DEH A D) A
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=X 2T LOREIRIAT R CODEHWTT 5070 B A DL T, 20T
AN, R, H>o, ZHNEYREES, k7R CSIRT M 1L C, ZOMRAIDFCE
DN ETOEHOZOREHOBESFEORIRIZINT, BRI DT U OEFREL RO
ST TIN5, WS RPEES | BN, MELTEUT, Makiiisti X /i 195,

Where the market sunveillance authority of a Member State has sufficient reason to consider thet a product with digital
elements, including its vulnerability handling, presents a significant cybersecurity risk; it shall, without undue delay and,
where appropriate, in cooperation with the relevant CSIRT, carry out an evaluation of the product with digital elements
concermed in respect of its compliance with all the requirements laid doan in this Regulation. The relevant economic
operators shall cooperate with the market sunveillance authority as necessary.

TR 7S, MR IR I\ T, T DEFE SRS ZORBI DO TEDS
NI B ARG F QU VR LRI 20 &1L, TSRS RN, 7R, W7 B | 3
R, ZOTHGEARYS RN EDIFDIONT, ZDOT A/ —EF=2VT 4 EOVAZOHEIIECT,
DT VHND Bt OB DS YL BT DTN S AT O DA T i E D 7
WA DL, AEIIRIINNG, RN E TS DRI D L F 3T 0R a2 —L§
HZEEERTD,

Where, in the course of that evaluation, the market sunveillance authority finds that the product with digital elerments
does notcomply with the requirements laid down in this Regulation, it shall without delay require the relevant economic
operator to take all appropriaie corrective actions to bring the product with digital elerments into compliance with those
requirements, towithdrawv it from the market, or to recall itwithin a reasonable period, commensurate with the nature of
the cyloersecurity risk, as the market sunveillance authority may prescrite.

TR R, W7 R TR, Lo ~<Ebig 9%, FIHIIEU) 20191020 005 18 514,
FRHOTTRI S L Tl S D,

The market suneillance authority shall inform the relevant notified body accordingly. Article 18 of Regulation (EU)
2019/1020 shall apply to the corrective actions.

ALOF 1 TR YA R—X=2UT 1 LOVAIOREZEHET DS, TR, JE5
WY A7 55, 20, FaREU) 202202565 D 22 ZRICHES CEIBSIAR A RIZ T 7 FA4F
= DOFRINEEL VOS2 VT VAT FHIORE R U CREE S A B3 ]
Wrd2, HHAHI AT BRI RS CF VDB Z L SR A3 —E % 2T DK
ZIRUAY %R QD E BT 5037 B A TGRS DS DEXIE, EOTREAY RS,
FER(EV) 20222555 025 8 SRl 2~ CHR B SV TR S-S HER RO I AR 6 UGl
L, 70, MBS TELOEAL 1375,

When determining the significance of acybersecurity risk referred to in paragraph 1 of this Article, the market
suneillance authorities shall also consider nonHechnical risk factors, in particular those established as a result of Union
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level coordinated security risk assessments of critical supply chains carried out inaccordance with Article 22 of Directive
(EV) 2022/2555. Where a market suneillance authority has sufficient reason to consider that a product with digital
elements presents a significant cybersecurity risk in light of non-technical risk factors, it shall inform the competent
authorities designated or established pursuant to Articke 8 of Directive (EU) 2022/2555 and cooperate with those
authoritiesas necessary.

TN LT R S SR EPNEE H CIRESHUTY ViR E TGRS SR 28 &3, £
DGR R, BINEEZ K ORMORRIEI KL, ZORMEORERL OO R
D3RS | AR S U T TOIN LR UTATE S T2,

Where the market sunveillance authority considers that non-compliance is not restricted to its national teritory; it shall
inform the Commission and the other Member States of the results of the evaluation and of the actions which it has
required the economic operator o take.

TR | AR, R L | =D WRNIE & 4l ST > THIgA IS W TR T AdDIZL
T B 2= TOT VAN OESR L SR EDBHRITIS T, ORI R DT
LRI D,

The economic operator shall ensure that all appropriate corrective action is taken in respect of all the products with digital
elements concermed that it hes made available on the market throughout the Union.

5 1IEES 2 BIPEI ORI AR P SR I | A S O T R A Lo L&, TR
JNY, MakT UHNOEFRE S SR YL TR RO ENTIR 2R VTR T& a0l
THZEEEEL LITHIRL, [RTiE SO AR L F2 3202 2—/ V3572800
TG B e E AT D,

Where the economic operator does not take adequate corrective action within the period referred to in paragraph 1,
second subparagraph, the market sunveillance avithority shall take all appropriate provisional measures t prohibit or
restrict that product with digital elerments from being made available on its national market, t withdraw it from that
market or o recall it.

ZOYEE, R, BNEB S K OMOMRIEIZRL, SrZtiEzi@ind 2,
Thatauthority shall natify the Commission and the other Member States, without delay; of those measures.

% 5 ORI ERL, FIH e 2 CoOREERE ZDob0LL, E0bl), RNESFOT 4L
DEFEL DU OFRIN DTN L2 T4, BihT X NVD B A S RO, 35
SRS ANESFONMERE K OVEL &SIV QDAY ST E NFEE OMEE R QAR ON i
R 7 S | A SRS - BRSO HLDL 5, E0bl), THERY R, TS
SRR Sl E LA A DI VI N I
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The information referred 1o in paragraph 5 shall include all availeble defails, in particular the data necessary for the
identification of the non-compliant product with digital elerments, the origin of that product with digital elerments, the
nature of the alleged non-compliance and the risk involved, the nature and duration of the national measures taken and
the arguments put forward by the relevant economic operator. In particular, the market surveillance authority shall
indicate whether the nor-compliance is due to one or more of the following:

@ FOTUHNOEREL ORI OREEF IS TRIDIE T TR | o
TSI DT A= 2T B ALV VRN

a failure of the product with digital elements or of the processes put in place by the manufacturer to meet the
essential cybersecurity requirements set out in Annex I;

O 5 27 RORTEES S HATHERE, JNY A =22 )T F8 T £ T A%
DHIZBHDR A,

shortcomings in the hammonised standards, European cybersecurity certification schemes or common
specifications, asreferred to inArticle 27.

T Btn g HRERE O TGRS RSNORERIEID TGRS RS, e, BYNEE R
B OMOAERLEN TR, PRSI S OBIER T %7 VOB DA TR LRHEL
TEDOHGRY RS B IR CEOIA7RIE B diE L, Fo, WS EPEEICR
[RIEDEEITE, ZOTSRA Y RO SRS 5,

The market sunveillance authorities of the Member States other than the market sunveillance authority of the Member
State initiating the procedure shall without delay inform the Commission and the other Member Staies of any measures
adopted and of any additional information at their disposal relating to the non-compliance of the product with digital
elements concermed, and, in the event of disagreementwith the notified national measure, of their dbjections.

AZRDE 5 TR TIBENOSZRED S 37>H LIRS, #REI > GRS B eI BT
FERE F TN E B SOV VR BED RSV T X1, YikEEL, EY%7ebnd
FI2SNA, ZOZHT, FHRINEU) 20191020 D5 18 SR THEST-BIRRRR BT | RO Tt EOMER
BT,

Where, within three months of receipt of the natification referred to in paragraph 5 of this Article, no objection has been
raised by either a Member State or the Commission in respect of a provisional measure taken by a Member State, that
measure shall e deemed to be justified. This is without prejudice to the procedural rights of the economic operator
concermed inaccordance with Article 18 of Regulation (EU) 2019/1020.

ECORMRIEOTISEESY R, BRI 57T U2 OEFEL ORLEOBHRIZISU T, Yizid
i ORERKIEID TG DML DI G R ) R GRS T L e R 75,
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The market surveillance authorities of all Member States shall ensure that appropriate restrictive measures are taken in
respect of the product with digital elements concemed, such as withdrawal of that product from their market, without
delay.

HHE MMNEEDRLHERTH
Avticle 55 Union safeguard procedure

1

55 BASE 5 I IO E) ¥ 37> H LIPS, AoORERNIEN > GRS UL SO
RN ED DEGEMRRSNDY G, T3, ZFOREDWRMNEEIE ST LN ZE B 27k
%6, WINERERIT, B, R AERE O 1 F OGS | =20,
HEEUZAD, 7>, ZOEPNHTEZ R 2, FRHRORREEEL T, BONEERIE, 5 5454
55 5 TR IEED 9 23 H LIS, TOEWNRREDIE S ESNOEDEIRIEL, 5>, Bk
FOMERIENTHIL, YRARE BT 2,

Where, within three months of receipt of the notification referred to in Article 54(5), objections are raised by a Member
State against ameasure taken by another Member State, or where the Commission considers the measure to be
contrary to Union law; the Commission shall without delay enter into consultation with the relevant Member State and
the economic operator or operators and shall evaluate the national measure. On the basis of the results of that evaluation,
the Commission shall decide whether the national measure is justified or not within nine months from the notification
referred to in Article 54(5) and notify that decision to the Member State concermed.

[EIPNHEEDNE Y THOL SN HLEIE, S TOMRIENT, 72NV OB DN TR,
ZORERKE DTS BRSNS Z LA DI DI IE LD B AR, 5>, IZMI@EJ:
(ZXIL, Lo 32, EIPHEDNE S TR SRS hLL XS, BIRTOMRIEIS, £
DFEZIHT,

If the national measure is considered to be justified, all Memiber States shall take the measures necessary to ensure that
the non-compliant procluct with digital elements is withdrawn from their market, and shall inform the Commission
accordingly. If the national measure is not considered to be justified, the Member State concermed shall witharaw the
measLIre.

EIPNHAE Y THDEHIWTSI, 130, 20T VRN OBEFE b OO ANESF S bshz
B EOH 2% KU TEER 9281, RNEE RN, HRIEU) No 10252012 D5 11 50
TEDLI - FeamH 32,

Where the national measure is considered to be justified and the non-compliance of the product with digital elerments is

attributed to shortcomings in the harmonised standards, the Commission shall apply the procedure provided for in
Article 11 of Regulation (EU) No 1025/2012.
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4. EWNRESNIES THOEHEIEN, 130, 20T VRNV OEFAEH DR OANESTE 27T R[ITR
FERINY A =T )T ARG OISO R RIS DL, FINEBERIT, 5 27 556
9 | Z RO EARES I [FIRBRIEHIEE L PR 3D G MEDHERE Ol H 2 B D S ZA TS A TAZSUEE
TS 2D DD 22,

Where the national measure is considered to be justified and the non-compliance of the product with digital elerments is
attributed to shortoomings in a European cybersecurity certification scherme as refered to in Avrticke 27, the Commission
shall consider whether to amend or repeal any delegated act adopted pursuant to Article 27(9) that specifies the
presumption of conformity conceming that certification scheme.

5. [EPHEEDNEY THOEHISI, 130, 207 VSNV OEFREL SRS OANENT N 21 R[TR
FHIBHBROTN DR RITERT DX, INEBRIT, 5 27 485 2 IIIPEIREh=4
RAIBHRRE ED TV VO IR AT A A SUEF IR IR T 27 EDD 2 T 5,

Where the national measure is considered to be justified and the non-compliance of the product with digital elerments is
attributed to shortcomings in common specifications as referred to in Article 27, the Commission shall consider whether
to amend or repeal any implementing act adopted pursuant to Article 27(2) setting out those common specifications.

8 5 § YA/ —FXaITA EDOKREGIRVERLT ST ORI D ERE L DRI BTT DM
ERLRIVOFH

Avrticle 56 Procedure at Union level concerning products with digital elerments presenting a significant cybersecurity
risk

1 ENISA DS 1Esa it e a5 %50, /3 —tX =T« EOREIRVAVE R~
T A NDEZEAEH SR NZORAO P CRED LI B A F LU CL VWS 5 572
BRHAERINZ BSOS OEXE, BINEERY, e i o U GEg 975, 741
DESEZEH RGO ZOBIRIOHCEDHIZE OB FEORRIZIBNT, A3 —kF= U7
A FOREILVAT %R CNDDB LAV i B Ol TG (4 RN FEhi g D &1, 55
54 5K O%F; 56 SRl i FHS LD,

Where the Commission has sufficient reason to consider, including based on information provided by ENISA, that
a product with digital elements that presents a significant cybersecurity risk does not comply with the requirements laid
down in this Regulation, it shall inform the relevant market sunveillance authorities. Where the market sunveillance
authorities carry out an evaluation of that product with digital elerments that may present a significant cybersecurity risk
in respect of its compliance with the requirements laid down in this Regulation, the procedures referred to in Articles 54
and 55shallapply.

2. TUANDEZELEL ORUIERA AT BRI BT A/ 3=t %2 )T FOREIRY RS
R QAT 507 B A BN R E S0 L&, BONEREST, w7/ iiiy
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JITRL, MY, st s, F55(EV) 202212555 DF 8 Sk~ THEEH I IRESh-
TAESHEBR OB MBI R CEAEL, 730, MELZISU T, EHHLOEBIL /135, F55(EV)
202212555 DF; 2 SO CEDHAZANRIRIeH 7 IAT = ORRINEE L~V OFREES I
T 2T HVAZEHIEBRET DR E BSOS ZBELC, M%7 VANV ESEEZH SORhIC
BEL TR RS-V A7 Ok ML, 730, SIS T, F55(EU) 20221255 DF 14 ZR/Ik
STRTONT =717 0 —7" L OV ENISA NS B RS 5,

Where the Commission has sufficient reason to consider that a product with digital elements presents a significant
cybersecurity risk in light of non-technical risk factors, it shall inform the relevant market surveillance authorities and,
where appropriate, the competent authorities designated or established pursuant to Article 8 of Directive (EU)
2022/2555 and cooperate with those authorities as necessary. The Commission shall also consider the relevance of the
identified risks for that product with digital elerments in view of its tasks regarding the Union level coordinated security
risk assessments of critical supply chains provided for in Article 22 of Directive (EU) 2022/2555, and consult, as
necessary, the Cooperation Group established pursuant to Article 14 of Directive (EU) 2022/2555and ENISA.

SN TGO (7 AR A ERF T DT DD RIS AN IEX ESHVDIRIL FIZR YT, 2o, 5 1
R ORT T VAN OEFaH SR Z ORI O CEDHI - B2 AR FOEETHD, 7>,
Sl SANTIE - =) o e o G =23 VA A WAl L [ Ay g VA v Aoy bt ] L [ o e s A | S i YA
FEEDHHOEET, BINEERY, BFOFHMEZSIHMEL, Fz, ENISA [ZXL, EORHliE 3%
T DI OD NS DT LA ERET& D, INEE ST, W7 ERY /TR, Lnd
AGHERESD, WA | B E, MBI T ENISA 7735,

In circumstances which justify an immediate inervention to preserve the proper functioning of the intermal market and
where the Commission has sufficient reason to consider that the product with digital elements referred to in paragraph 1
remains non-compliant with the requirements laid down in this Regulation and no effective measures have been taken
by the relevant market sunveillance authorities, the Commission shall carry out an evaluation of compliance and may
request ENISA to provide an analysis to support it. The Commission shall inform the relevant market sunveillance
authoritiesaccordinglly: The relevanteconomic operators shall cooperate with ENISAas necessary.

55 BT TR M AL LT, BONER BRI, BRMEAL A~V CIRIERSIE 7 SRR E D W
B THLLRIE TED, D HRIDIZOIZ, BMNER T, B, BRI O RE L OS2 1
A THEROREFIG | A S IR 2,

Based on the evaluation referred to in paragraph 3, the Commission may decide that a corrective or restrictive measure
is necessary at Union level. To that end, it shall without delay consult the Member States concemed and the relevant
€Conomic operator or operators.

ARROH; 4 ORI BB ISEELT, BINEERIT, TOVAZOWEITIECT, AR
WIS, BHRS27 V208 A SR TS DRSNS Z L F T2 —L S aH 2L
ZEORYDIEa 5, BRINEA L~V O ERE F 2 SHIBRESE 2 O DT O DR TR AR

191



Fe ML 10% 25 (202542 H)

RTED, TNLOIATRE, 5 62 55 2 TN I3 T > THRIRSN S,

Onthe basis of the consuliation referred to in paragraph 4 of this Article, the Commission may adopt implementing acts
to provide for comective or restrictive measures at Union level, including requiring the products with digital elerments
concermed to be withdrawn from the market or recalled, within a reasonable period, commensurate with the nature of
the risk. Those implementing acts shall be adopted in accordance with the examination procedure refered to in
Article 62(2).

BRMNZRBE AT, EHIZ, Wk 1 2 IEORGIG | AR, 55 5 IR S Tavail
H9 D, FERIEND, 7R, THBOFEHTRETFLL, 70, BINEBRITHL, Lo ~iE
1372,

The Commission shall immediately communicate the implementing acts refened 1o in paragraph 5 1o the relevant
economic operator or operators. Member States shall implerment those implementing acts without delay and shall
inform the Commission accordingly.

55 3TRNOLES 6 BT, WMNEB SO ADES LS OBV ORTZT, BitRd 27
HNDEFRZL DR ZOBRIAEST T DINTSITRNZEERIFLLT, WSS,

Paragraphs 3 to 6 shall be applicable for the duration of the exceptional situation that justified the Commission’s
intervention, proviced that the product with digital elements concemed is not brought in compliance with this
Regulation.

BE & YA —xa )T LOXRELR) R IERT TN EREL DETHE R
Article 57 Compliant products with digital elementswhich present a significant cybersecurity risk

1

RERRED TSN, 5 450 MZHL A TU T, 72V OB ES S,
O OREEE I > TRRITHIN =7 e AN Z O AIAESFLCRYR0D, T Th A3 —1%
2V7 4 EOREZILVAY L OLL FOFNTR T DIVAT 277 CQODEED TG R Al
DL, FEFEG | RITRIL, 2Ty fie b b a3k 5:

The market surveillance authority of aMember State shall require an economic operator 1 take all appropriate
measures where, having performed an evaluation under Article 54, it finds that although a product with digital elements
and the processes put in place by the manufacturer are in compliance with this Regulation, they present a significant
cybersecurity risk aswell asa risk to:

@ EADRERL LT A

the health or safety of persons;
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O  FARR MR R T DA B DEIMNE AL LIIENIED TSR 25501
T

the compliance with abligations under Union or ratioral lawv inended to protect fundamental righs;

© FEH(BU) 20022555 055 3545 1 TEI S L A BTG AT A IV Rk
NA—E 2O RN, BN, 52t Ui $7-1%

the availability, authertticity, integrity or confidentiality of services offered using an electronic information system
by essential entities as referred to in Article 3(1) of Directive (EU) 2022/2555; or

@ TISLBOREDAILORGROIGE,
other aspects of public interest protection.

1RO IR, BRI 57 0B EL SRL R O ORISR TS > TRIIBIZ
TN, TR CE DI SR I3 G AV A RS0 o QD T e RS
DIOORE, B S57 A NOEF R SR OTS) BRI DL FH I E DR a2 —
N DL GHAGHEDEL, 113, BB AZ OB TS D00 ET 2,

The measures referred to in the first subparagraph may include measures to ensure that the product with digital elements
concermed and the processes put in place by the manufacturer no longer present the relevant risks when made available
on the market, withdrawal from the market of the product with digital elerments concermed, or recalling of it, and shall be
commensurate with the nature of those risks.

RNEE TN ORI | AT, 8 1 ORI ARIEO AR /2> T
TEDOIVHARANIZ, ZOREEE FI-1 3N LIS ORI | AR il 7= D i 2k
WCHIHTEAIDN U T VAV DB A S OB EOBHRIZISU T, IEHD T RBELNALZE
AR T D,

The manufacturer or other relevant economic operators shall ensure that corrective action is taken in respect of the
products with digital elements concermed that they have made available on the market throughout the Union within the
timeline established by the market sunveillance authority of the Member State referred to in paragraph 1.

FERKENT, IEHIZ, BONEE S R OMMORERREI AL, 55 1 TECI0ESNT- R B Gl 3
%o TONFHIE, 2 CORH TR LB HA S OO EL, b, BRI 5T VDR
Tt DRORFE DT DI ELL oD T 5, BihT U N OESEAH RO JFpEM K O~
TAF ==, AESIUCODUA OB N GEC ST ENFSEOME K O S0 500
1%,
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The Member State shall immediately inform the Commission and the other Member States about the measures taken
pursiant to paragraph 1 Thet information shall include all available details, in particular the data necessary for the
identification of the products with digital elerments concemed, the origin and the supply chain of those products with
digital elements, the natuire of the risk involved and the nature and duration of the national measures taken.

RRMNZE T, B, HERRIE R OS2 B | A DO RIEEU D, 5>, FECLI
T EPNHEEZ TS5, [FIRHmoORE R BREE LT, ONEB RIS, ZOMEES S oG
DEARTEL, D30, TIDMLBTREET, TGV EAARLES D,

The Commission shall without delay enter into consultation with the Member States and the relevant economic
operator and shall evaluate the national measures taken. On the basis of the results of that evaluation, the Commission
shall decide whether the measure is justified or notand, where necessary, propose appropriate measures.

RN B 3, AlRkESOl 5 4 TR ORI IRER TS 75,
The Commission shall address the decision referred to in paragraph 4 to the Mermber States.

ENISA /OISy AEfa e 3D 8% G, T N OB E L ORI O A 88T
L CRYZeH0, ZAVTUASON 1 IR T YA ZRU CQODEHIT 5+ 7e B AN &S
2D OLET, WONEERIE, 1 F 3Ok 2T R SR U GEEL, 2o, Rl
ZEITHIL, Fe, 5 BSOSO 1TE, 55 2 TER O 3TEI R Rt i = a2
KTED,

Where the Commission has sufficient reason to corsider, including based on information provided by ENISA, that
a product with digital elements, although compliant with this Reguletion, presents the risks referred to in paragraph 1 of
this Article, it shall inform and may request the relevant market sunveillance authority or authorities to carry out an
evaluation and follow the procedures referred to in Article 54-and in paragraphs 1, 2and 3 of this Article.

SN TGO e B R A7 D DR ADSIES LSO FIZEBT, 230, 5 6
IE URTT VAN OETEL SR 1 ORI VAR UHTTRY, 7>, kg7 aE N
e B Jal _otofiiﬁéﬁfx#ﬁ%ﬁ\uﬂ%wm £ R B s AN =2 kY OL | b = B/ N )
&% ¥, BRINEE ST, YikT UV OEFREL OBRYN IS ORSHIUQODYAZ OFHiE SHEL,
F/-, ENISA _xTL %@Mﬁ%ﬁ?ﬁﬁéﬁ%@ AR DA TGS TE, 1>, w7/
BEBCY IR TG T2, 7RIS | NS, MEHZISTT ENISA & 71975,

In circumstances which justify an immediate intervention to preserve the proper functioning of the intermal market and
where the Commission has sufficient reason to consider that the product with digital elements referred to in paragraph 6
continues to present the risks referred to in paragraph 1, and no effective measures have been taken by the relevant
national market sunveillance authorities, the Commission shall carry out an evaluation of the risks presented by that
product with digital elements and may request ENISA to provide an analysis to support that evaluation and shall inform
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the relevant market sunveillance authorities accordingly. The relevant economic operators shall cooperate with ENISA
asnecessary.

8 TR RHIARELL T, INEBE T, BRINESL L Tl EATE o IHIRRASED W
LETIHDHERIE TED, O BIIDTIZOIZ, BRINEE T, 72, BRI OHRE K UGk 1
IO | S RS2,

Based on the evaluation referred 1o in paragraph 7, the Commission may establish that a corrective or restrictive
measLre is necessary at Union level. To that end, it shall without delay consult the Member States concemed and the
relevant economic operator or operators.

9. AREKDH 8 TN E NI LU T, MINZEERIT, ZTOVAZOMEIIGTT, AERYR
BRI, B 07 DB DR T DIRINSN AT L F T a—r S o e
ZEERT DL, BRINEG L~V IR o IR E 2 R E T D7D D IS TRv%
PARTED, THOOFRIA TR, 5 62 555 2RI O i Td I > CHRIRS IS,

Onthe hasis of the consultation referred to in paragraph 8 of this Article, the Commission may adopt implementing acts
to decide on conective or restrictive measures at Union level, including requiring the products with digital elements
concermed to be withdrawn from the market, or recalled, within a reasonable period, commensurate with the nature of
the risk. Those implementing acts shall be adopted in accordance with the examination procedure referred t in
Article 62(2).

10. BRIHZEERIT, OIS, Wik 1 RI3IEEEOREHIG | IR, 5 9O R I 988 T2 m
RS2, FERREN, 7R, TIDOFEATREIZEL, 1>, BINEERITHL, Lo~
;/‘El—ﬁ—éo

The Commission shall immediately communicate the implementing acts referred to in paragraph 9 1o the relevant
economic operator or operators. Member States shall implerment those implementing acts without delay and shall
inform the Commission accordingly.

11 5 6EOLUES 103H1E, RRMNZEEESDN A ES LS AN kIR o721, 7o, BitET
DT A NOBERAEE ST LTI OR TV A2 RU QOB , S,

Paragraphs 6 to 10 shall apply for the duration of the exceptional situation that justified the Commission’s infervention
and for as long as the product with digital elements concermed continues to present the risks referred to in paragraph 1.

58 E MAWETET
Avticle 58 Formal non-compliance
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HERRIEID TR RN R OV DHRMEATOL XD, ZOTIGRR MR, ks s
FITHL, BRI DR A T SO La BRI %:

Where the market suneillance authority of aMember State makes one of the following findings, it shall require the
relevant manufacturer to putan end to the non-compliance concemed:

@

®)

©

@

®

®

55 205 OV 30 SRITERL C CE ~— A&t
the CE marking has beenaffixed in violation of Articles 29.and 30;
CE ~—20nMISH i oz

the CE marking has notbeen affixed;

EUES B S E0MESh) Tz,

the EU declaration of conformity has not been drawn up;

EUIE & 'E S E0MERE Bl Tz

the EU declaration of corformity hes not been drawn up correctly;

RS rTRE R X, WA MR T B G- D RO & M S o
7o

the identification number of the notified body which is involved in the conformity assessment procedure, where
applicable, has notbeen affixed;

Bt CEDHIH CEARNF T2 TR,

the technical documentation is either not available or notcomplete.

5 1 ORI NET NS D&, BRI OMRES, 207V OBSREL O

iz

BUTHIHACEDINTESNAZ AR LI IZE L9570 DL oIl i E AL, £~

1%, DG Z—L B LT DIRIN SN ST LT 5,

Where the non-compliance referred to in paragraph 1 persists, the Memiber State concemed shall take all appropriate
measures to restrict or prohibit the product with digital elements from being made available on the market or ensure that
itis recalled or witharawn from the market.

196



Fe ML 10% 25 (202542 H)

0% TEEEMRUBOKEER)
Avrticle 59 Joint activities of market suneillance authorities

1 TGRSR, o4 REDRTC, THTED MU QS F IS ZRB TR C&S
JONTEIN QB2 DT A NDESELSRETMZBEL, E0blT, A/ —tF =T EDURY
ZRLUCODEURUR AW SIS T VAV OEFAES DBEMIZBL, A/ S—t a7 R OVHE
BN O 7 A PR N/ s IV B2 I iy 1) g =Y 1 R o N = M =

Market sunveillance authorities may agree with other relevant authorities t carry out joint activities aimed at ensuring
cybersecurity and the protection of consumers with respect to specific products with digital elements placed on the
market or made available on the market, in particular products with digital elements that are often found to present
cybersecurity risks.

2. BRMZEESF AT ENISA 1, ZOMRIOEASEEFENICSHST U2V OESEL RO, ZO#
R Fr G i B OB ORE R EN 7= DI Y e ANES OIS T A B L C
AR Y B T Lo CERESIAZ OIARIODRESTD 5RO DI EE A2 5,

The Commission or ENISA shall propose joint activities for checking compliance with this Regulation to be conducted
by market sunveillance authorities based on indications or information of potential non-compliance across several
Memiber States of products with digital elerments that fall within the scope of this Regulation with the requirements laid
down inthis Regulation.

3 BRI, KON, ERasE R el &I, BYNZ B, IEEEEFERTT D720 05 E

D3, REFTES | RO N ANE/R G BTIRNT L, Fiz, ZOBRE~DSNEDORRBINE, T
PER ORISR U TRDEZ G2 I8N LR T 2,

The market sunveillance authorities and, where applicable, the Commission, shall ensure thet the agreement to carry out
joint activities does not lead t unfair competition between economic operators and does not negatively affect the
objectivity, independence and impartiality of the parties o the agreement.

4. SRS R, COSERE R TOREO e L TSI ALRIFEIORIRE L TR
Bl BRI TED,

Amarket suneillance authority may use any information obtained as a result of the joint activities carried out as part of
any investigation that it undertakes.

5 BRI DGEANR, KO, TsE TaE LS, BOINER R, BG-I0REOA
Zrasd, HRIEEN P DA B2 AL T D,

The market sunveillance authority concermed and, where applicable, the Commission, shall make the agreement on
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jointactivities, including the nemes of the parties involved, available to the public.

F60E Ro—7
Avticle 60 Sweeps

1

TR S Ja S, ZORRRIOEES % il g 2720, Fai3, ZORRIDENZARAT 5720, FiE
DT VHND BT SR I ORI DR SRR ENEE) (R0 —7 ) 247D, %
MEDATA—T1L, WAFHBESNARIE CAFSN T VNV OEGR RS SO 250
5%,

Market sunveillance authorities shall conduct simultaneous coordinated control actions (sweeps) of particular products
with digital elements or categories thereof to check compliance with or to detect infringements to this Regulation. Those
sweeps may include inspections of products with digital elements acquired under a cover identity:

B3 DT BB T Lo TR T ESAU TV VRWERY, 27—, BRMNEE2ITEHST
FEESND, ATA—T DFEEET, CHHNEE L, RIS RRE A KT,

Unless otherwise agreed upon by the market sunveillance authorities involved, sweeps shall be coordinaied by the
Commission. The coordinator of the sweep shall, where appropriate, make the aggregated resulis publicly available.

B 14556 1 TN OV 3T C > O E LT -l A F it 085 5% 5, ENISA OFRH0DI 1T
BT, FAUTKHL TR —7 SRS USRI D T2 VDB DI A LT 251,
ENISA |3, HiEAR YRR D760, RELDE 2 TR T IIEEITHL, Av—T kD
TERELAEHTD,

Where, in the performance of its tasks, including based on the notifications received pursuant to Article 14(1) and (3),
ENISA identifies categories of products with digital elements for which sweeps may be organised, it shall submit
aproposal for asweep to the coordinator referred to in paragraph 2 of this Article for the consideration of the market
sunveillance authorities.

AT EATRS, B 59DTIGREARA RN, 56 52 572 LA 58 SRICTED DA HERR I ONEIN
A CEO TR S SRR TH-2 AU T VSZ DI OMERZ AV M55,

When conducting sweeps, the market sunveillance authorities involved may use the investigation powers st out in
Avrticles 52 to 58 and any other powers conferred upon them by national law:

TSRS RNE, AVA—T~DBINDT, BINEBEROEH, KO, BINEERIZI->TE
[R%-5-2 ST B R LISN O TE AR LS,
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Market sunillance authorities may invite Commission officials, and other accompanying persons authorised by the
Commission, to participate in sweeps.
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FEVIE FHESNHERRUVERESOTH
Chapter VI Delegated Powersand Committee Procedure

SBeLE RIEDET
Avrticle 61 Exercise of the delegation

1

FAESTVAT AR DHEIRI L, ARG H TEDHIIGAHTAE , BINEBRITHLTER
51D,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in thisArticle.

55 2 2555 S TR 2 FIPH, 5 70 3TH, O 855 1K UNE 21, 5 135958 8THF 4RIH, 5
142555 98, 5 528, 05 21 5555 9TH, U B A STEKUNE 31555 SIRI TR I RATESNAATA
RIS DMERRIT, 202447 12 11 10 H2 B4R, BRINEBRITHL THA 65, BINEERI,
FEEHZD SAFERIDEAEH 0% 97 A RTECIZ, HERRDOZHTL BRI D52 FRl 3%, £
RIS A0S 372 A BTE TR GRE I TBEFRDE DI Rl Tl ~72
R, HEROZAET, BURT, RCHIF CIERSNS,

The power o adopt delegated acts referred to in Article 2(5), second subparagraph, Article 7(3), Article 8(1) and (2),
Article 13(8), fourth subparagraph, Avticle 14(9), Articke 25, Articke 27(9), Article28(5) and Article 31(5) shall be
conferred on the Commission for a period of five years from 10 December 2024. The Commission shall draw up
areport in respect of the delegation of power not later than nine months before the end of the five-year period. The
delegation of power shall be tacitly extended for periods of an identical duration, unless the European Parliament or the
Council opposes such extension not later than three months before the end of each period.

55 25550 SIS 2RI, 5 7 250 3H, B 85 LM UNH 21, 5 135555 8 4RI, 5
1456585 9 T, 5 2525, 55 27 2555 9 T, 5 28 5555 S T UNF 31 5556 S XIS HEIROZHH S,
VDT, BRMNGERS Fo TS > THIHS S, BUHLOBENL, [FRREDH CHIRSIL
MERDOTATZAE TS D, TOVIENE, EU BHR L TCEORTEP LRSIV EZ IR, E-
I, EORTEDOH THRESATALD HITHNT 5, TOWTENL, BRI QDTSN T4
DRI B 5.2 QAI5720,

The delegation of power referred to in Article 2(5), seoond subparagraph, Article 7(3), Article 8(2) and (2), Article 13(8),
fourth subparagraph, Article 14(9), Article 25, Article 27(9), Article 28(5) and Article 31(5) may be revoked at any time
by the European Parliament or by the Council. Adecision to revoke shall put an end 1o the delegation of the power
specified in that decision. It shall take effect the day following the publication of the decision in the Official Journal of the
European Union or at a later date specified therein. Itshall notaffect the validity of any delegated acts already inforce.

ZAESNAI TR RIS RIS, BINEERIY, JOBVSAAICEETS 20164 4 H 13 HOKREHAE
DI TEDSNIFEASTANIAE S, FHERIED SR E ST M50 O R %,
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Before adopting a delegated act, the Commission shall consult experts designated by each Member State in accordance
with principles laid doan in the Interinstitutional Agreement of 13 April 2016 on Better Lan-Making.

5 BONEEESNTESIVATAZERRUIZ L TEDIS, BNEERIT, FNGEES M OB RO
L, [RIRHZIEEd %,

As s00n as it adopts a delegated act, the Commission shall notify it simulianeously to the European Parliamentand to
the Courcil.

6. 525955 5 2RIH, 5 7 4R 3, A5 8 S L IHIIIER 201, O 135555 8IS ARIE, 2R
14555 91, 55 2528, o5 27 555 91, 5 B A0 SIH /I35 314 SIS > THRIRS -2
FESTVATAT, RN K OBEF TR 2 MRE T AR D 2 7> H PAIPITRIMNEERD L
[IPRFELOWT DGO IS RIASIVRNEE, £ 3, 2O 73500, Bl
OERSROMHA DRI Z B TR~ B AERELTLSI TRV IEN 475, T D
i, BRNGRROFREE T FROREITIY, 20 H FTHERSND,

A delegated act adopted pursuant to Article 2(5), second subparagraph, Article 7(3), Article 8(1) or (2), Article 13(8),
fourth subperagraph, Article 14(9), Articke 25, Article 27(9), Article 28(5) or Article 31(5) shall enter into force only if no
objection has been expressed either by the European Parliament or by the Council within a period of two months of
notification of that act to the European Parliamentand to the Council or if;, before the expiry of that period, the European
Parliamentand the Council have both informed the Commission that they will not object. That period shall be extended
by two monthsat the initiative of the European Parliament or of the Courxil.

FeFE EREOFH
Article 62 Committee procedure

1 FRNEBRL, ZESIIDMAZT5, [FIZEEAT, #HIHIEU) No 1822011 DOFEMRIZIIT 62
;E\/i:\/c‘%o

The Commission shall be assisted by acommitiee. That committee shall be acommittee within the meaning of
Regulation (EU) No 182/2011.

2. AHTITLBMHEET, FRIEU)No182/2011 0% 5 53 S 1D,
Where reference is madke to this paragraph, Articke 5 of Regulation (EU) No 182/2011 shall apply.
3 ZESOEANEETHUL S DI EGAITRNT, YTk, BRREDT DO

FRANC, ZESOERIEDINTREL, Fad, ZESOWMENEOINTEGELIZLE(T,
AR N TS 1372,
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Where the opinion of the committee is to be obtained by written procedure, that procedure shall be terminated without
result when, within the time-limit for delivery of the opinion, the chair of the commitiee S0 decides or acommittee
member S0 requests.
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FVIE #BFERUHER
Chaper VIl Confidentiality and Penalties

F3F HF
Avticke 63 Confidentiality

1

ZOHBNOE IR G52 TORNRETL, L0, UL FOFNEARH#T DI HERET, U4
REfRE DRSS B ONE SN i AR C AU TR O — 2 O A B E 5

Al parties involved in the application of this Regulation shall respect the confidentiality of information and data obtained
in carrying out their tasks and activities in sucha manner asto protect, in particular:

@

®

©

@

KA SAPERE, MEONT, MRS M OB OFR 1 (EU) 20160437 D5 5 /TR B AR,
V—Aa—Reah, BIRNEATENOBE DO B T E R

intellectual property rights and confidential business information or trade secrets of a natural or legal person,
including source code, except the cases referred to in Article 5 of Directive (EU) 2016/943 of the European
Parfiamentand of the Council®;

EOTIA, AT D BRIDT=DD, ZOBIRIDIZR Y2 IE;

the effective implementation of this Regulation, in particular for the purposes of ingpections, investigations or
audits;

IO EROEZ S EOFIIE;
publicand national security interests;
TR O T FeDse 2,

integrity of criminal or administrative proceedings.

5 1 IHEHIE, TGRS R R O RN B 2L ORI I\ TR~
—ATAHSNOIEI S, 1§ BIR OO RO SERIDFE BRSNS,

¥ YR EROETRATF, FIH OB R DIBRRD /07~ KON (et 2R O PRl 2B
DN N OB F20D 20164 6 8 H OFE4(EU) 20161943 (QJ L 157, 1562016, p. 1).

Directive (EU) 2016/943 of the European Parfiament and of the Council of 8 June 2016 on the protection of undisclosed know-
how and business information (trade secrets) ageingt their unlawful acquisition, use and disclosure (OJ L 157, 15.6.2016, p. 1).
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Without prejudice to paragraph 1, information exchanged on a confidential besis between the market sunveillance
authorities and between market sunveillance authorities and the Commission shall not be disclosed without the prior
agreerment of the originating market sunveillance aLthority.

3. VIEMUNE 2 B, 1RO QRO ZE R DRNE B2, HRRIE M OYETEHRE
DR R OS5\ S8 5-2 QL7057 iz, AREIDIERED T TR it5R
FRBE DI B 52 TR,

Paragraphs 1 and 2 shall not affect the rights and obligations of the Commission, Member States and notified bodies
with regard to the exchange of information and the dissemination of wamings, nor the obligations of the persons
concermed o provide information under criminal law of the Member States.

4. WNEESMOMERKET, ZIDWEelEE, HONEB S M ORERKED —[EM E2 32
DA5372 VO e RIS DR IR R e A LT3 = E OB R LRI,
BB TS TED,

The Commission and Member States may exchange, where necessary; sensitive informetion with relevant aLthorities
of third countries with which they have concluded hilateral or multtilateral confidentiality amrangements guaraniteeing an
adequate level of protection.

ok HiIR
Avticle 64 Penalties

1 HEAENS, ZORANDER T2 T UGl FH T RE il B DRUEA ED, 2>, [RILENFE
REESNDZ LR DTN LTI DA COHEEE T D, TEOLNDHIEIL, FZIRITHY,
HBIRTTHY, 730, M 1D&LBDET %, HERREIT, e, BINZESITHL, YiZhiE
S OCYEEFEEZARFIL, 7>, TR, BNZEBAITHL, YizE LU EI LT
B 5.2 D DB OUWIEZ RS,

Member States shall lay down the rules on penalties applicable to infringements of this Regulation and shall take all
measures necessary to ensure that they are implemented. The penalties provided for shall be effective, proportionate and
dissuasive. Member States shall, without delay, notify the Commission of those rules and measures and shall notify it,
without delay, of any subsequent amendmentaffecting them.

2. B 1 OFTEDSIMAD YA S—E 2 VT BRI ONTE 13 5K O 14 5D CiEshb
NIZFEDOASESFY, FIR% 1500 J—nbd2%H, T3, MiEEmNFEE ThoHEXI,
A HEICRI DY FEE O I ROFRIRTE LD 25%% ERRETZEED T Th i
DDA T EORIEA IR,
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Non-compliance with the essential cybersecurity requirements set out in Annex land the obligations set out in
Avticles 13 and 14 shall be subject to administrative fines of up to EUR 15000000 o, if the offender is an undertaking,
up to2,5% of the its total worldwide annual tumover for the preceding financial year, whichever is higher.

ZORIRINODZE 18 572U 855, 3 855, 5 05 LVIERNLUE 41, 55 31550 1L
ATH, 55 2255 11, 55 2 THM O 310, 55 335548 51, AFONG, &5 3955, 45 4145, 5 4155,
5 49 MO 53 RO TED LI -FIEO AT, FiR% 1000 T—uld 24, 30,
MBI E N T THHLET, BIEEHEICRBIID YRR O MROERRTE D 2%%
RRESZERD T D EN T OFROA T EOfEAB AR5,

Non-compliance with the abligations set out in Articles 18 to 23, Articke 28, Article 30(2) to (4), Article 31(1) to (4),
Article 32(1), (2) and (3), Article 33(5), and Articles 39, 41, 47, 49 and 53 shall be subject to administrative fines of up to
EUR 10000 000 or, if the offender is an undertaking, up to 2 % of its total worldwide annual tumover for the preceding
financial year, whichever is higher.

FERITRDIREN I T, FaER M Ot SR SR, NI, ANoeado IR
IEHAARUET DU, LR 500 H—mld 28, Fad, YAENENFEE ThHLET,
AR MRS DM B O OAEYGHRGE ED 1%% FIRESDEEDU T T @ D
FAATBL EOHIFE AR T 2,

The supply of incorrect, incomplete or misleading information to notified bodies and market sunveillance authorities in
reply to arequest shall be subject to administrative fines of up to EUR 5000 000 o, if the offender is an undertaking, up
t0 1% of its total worldwide annual wmover for the preceding financial year, whichever is higher.

1 % D BAREY LG T IV T TBL DRI OBATRIE DR, (ERIORI OS2 2T
TEDBIBIIAISI, 730, LLFOFIFI L QIR Z B MAS:

When deciding on the amount of the administrative fire in each individual case, all relevant circumstances of the
specific situation shall be taken into accountand due regard shall be given to the following:

@ ESATAKOZFORROME, B ORI ;
the naturre, gravity and duration of the infringementand of its consequences;

O  FOESA T4 ZREL TRl | A LIRS Tl i a4 /> TR
1T LR SE ST EDD;

whether administrative fines have been already applied by the same or other market sunveillance authorities to the
same economic operator for a similar infringement;
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O HODU, AR R, <A/ MR O UL, i
A AT Ol OIS L RSB O 4758,

the size, in particular with regard to microenterprises and smeall and medium sized-enterprises, including start-ups,
and the market share of the economic operator committing the infringement.

AT ORI iR RS, AHAIIEU) 20191020 D5 34 56 RIIfHL ONElE
SAT DT, BIOREIEIO TSRS R, MRk 2@y 2,

Market sunveillance authorities that apply administrative fines shall communicate thet application t the market
suneillance authorities of other Member States through the information and communication system referred to in
Avrticle 34 of Regulation (EU) 2019/1020.

FHERKIENT, YRS E P CRRE S AU TV VA TR K O TEGHARI XL, 1T Lol
BENZDEID S OE DRI RSO B DRUEZ ED D,

Each Member State shall lay down rules onwhether and t what extent administrative fines may be imposed on public
authoritiesand public bodies established in that Member Stete.

HEREDIERIEOFRE SHEL T, ATB ORI BT DHUER, SRzERIEINICIWTE
PV TREDLIVIRESHER ZHE , TESHEIRD S DEIPEHIFT F2 TS ORI 2k
THIBRD RSN DI I7RREER Clll HENSD, THOORERRIEINIZIITHE DL D H
(3, IR A,

Depending on the legal system of the Member States, the rules on administrative fines may be applied in such a manner
that the fines are imposed by competent national courts or other bodies according to the competences established at
national level in those Member States. The application of such rules in those Member States shall have an equivalent
effect

12 D B LG OIROABE IS CT, ATBCEOREA T, [Fl—D@ERA T8 BTG
R S Tl S DS IERRE o THIRFEL AL CRkE IS,

Administrative fines may be imposed, depending on the circumstances of each individual case, in addition to any other
corrective or restrictive measures applied by the market sunveillance authorities for the same infringerment.

ARG 3TERNLE 9 T HORHINZEY, LLFOFTKHL T, o0& TR IATE ED
fillE S )i (B A AT

By way of derogation from paragraphs 3 to 9, the administrative fines referred to in those paragraphs shall not apply to
the following:
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@ 5 145E 2 E@QF AT 14555 4@ T HIROEA LW TR RL, ~ArafEE
T IMeZe U Cllikg /il

manufacturers that qualify as microenterprises or small enterprises with regard to any failure to meet the deadline
referred to inArticle 14(2), point (a), or Article 14(4), poirt (3);

) A7) —AAF 2T —RIZIDZDORRNDER T4,
any infringement of this Regulation by open-source software stewards.
Feo 5 HIREFRL
Article 65 Representative actions

FE(EU) 2020/1828 |3, FRHEHRS | AN I DZORRID SIADIEIA T2 To>C, THEE DRI
TR BT A TR FTATE DD LAV T2 L TR SN AR SEIS NS,

Directive (EU) 2020/1828 shall apply to the representative actions brought against infringerments by economic operators
of provisions of this Regulation that harm, or may harm, the collective interests of consummers.
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FVIIE BITHEFARURRRE
Chapter VIIl Transitional and Final Provisions

%664 FHAIEV) 20191020 DERIE
Avrticle 66 Amendment to Regulation (EU) 2019/1020

FHRIEU) 20191020 DRI HZFU T, LTRSS ISA:
[72. R M OB O BIHIEU) 202412847 )

O FURN DA BRI A A2 T B CRE A ONEAIEU) No 1682013
FONH (EU) 20191020 MFONTFRSS (EU) 20201828 Zei 13- 2R N K OB 320D 2024410 H 23
H OMRIEU) 2024/2847 (12 3—[aliE 731%) (QUL, 2024/2847,2011.2024) |,

InAnnex | to Regullation (EU) 2019/1020, the following point is added:
“72. Regulation (EU) 2024/2847 of the European Parliamentand of the Council ©

0 Regulation (EU) 2024/2847 of the Eurapean Parliament and of the Council of 23 Octoboer 2024 on horizortial cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 1682013 and (EU)No 2019/1020 and
Directive (EU) 2020/1828 (Cyber Resilience Adt) (OJ L, 2024/2847, 20.11.2024, ELI: hitp//data.europa.cuelireg/2024/
2847[0)).".

67 IRA(EV) 20201828 DERIE
Article 67 Amendment to Directive (EU) 2020/1828

B (EV) 202011828 DRI 1HZHW VT, L FOBMIInSS:
[69. BRMaz K OB g OHII(EU) 2024/2847 )

O FURNV DTSSR ORI A A=t 2 )T B SR A OVTHIRIEU) No 1682013
JLOMWIHI (EU) 20191020 AFONTHESS (EU) 20201828 AT 192 L OSSR 20044510 H 23
A OHIIEU) 202412847 (A ~—[EHE /)1£) (QIL, 2024/2847,20.11.2024) |,

InAnnex | to Directive (EU) 2020/1828, the following point isadded:
‘69. Regulation (EU) 2024/2847 of the European Parliament and of the Council

0 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
recuirements for products with digital elements and amending Regulations (EU) No 1682013 and (EU)No 2019/1020 and
Directive (EU) 2020/1828 (Cyber Resilience Adt) (OJ L, 2024/2847, 20.11.2024, ELI: hitp:/data.europaeuelirey/2024/
2847/0j).".
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% 634 #AI(EU) No 1682013 DHIE
Article 68 Amendment to Regulation (EU) No 168/2013

RS M OEEREOIAIEU) No 16820132 DRI 1l 03—k CLIZISU VT, KOHIZLL FDT
NAMIIESIS:
'

16 18 ‘H'/I)/\*“Iﬁlagé X X X X X X X X X X X X X X
S RV E )
FORHE

o

In Part C1, inthe table, of Annex Il to Regullation (EU) No 168/2013 of the European Parliament and of the Council €,
the following entry is added:

16 18 protection of 4 X X X X X X [ [ 3 4 13 [ 4
rehicle against
Icyberattacks

B0 BITRERH
Avrticke 69 Transitional provisions

1 ZORRAILSAOERINESORIDOIEA LSRR DT VAN OEFEL B ET5 A3
— )T EOBEARLBREL CGESTs BU BRUIEGRAREINE R OVGRREEY, 2008 4F 6 H
1 HETTIZUARNRY, Fo, ZDIH7BIE S ORIDNEDHFCHIFIZED BT Vi
VIR, [ H ETCIZOAMEAHERL, BIEICEDSITOBEEAIZIR TS, 20 BU AR
AREIE L OVEGRIRE L, ZORRIME S DRIONAEO IR T IONA M EEHERF 5,

EU type-examination certificates and approval decisions issued regarding cybersecurity requirements for products with
digital elements that are subject t Union harmonisation legislation other than this Regulation shall remein valid until
11 June 2028, unless they expire before that date, or unless otherwise specified in such other Union harmonisation
legislation, inwhich case they shall remain valid as referred to in that legislation.

2. 2027412 A 11 BIVBENCHBBIE) =T VOB RE S SRLLI, 2O, [F )N,
REILETRSDHAEIIRY, ZORAIOH CEDHIT-EH RS,

B 2wl 3 HmoOHL K O 4 i F R HLOTKGR K O il B 2k N e OB D 20134F 1 7
15 HDO#IHI (EU) No 1682013 (QU L60, 232013, p.52).
Regulation (EU) No 168/2013 of the European Parfiament and of the Council of 15 January 2013 on the approval and market
sunweillance of two- or three-wheel vehiclesand quadricycles (QJ L 60, 232013, p. 52).
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Products with digital elerments that have been placed on the market before 11 December 2027 shall be subject to the
requirements setout in this Regulation only if, from that date, those productsare subject to a substantial modification.

AGROHS 2T HORFFNCID, 55 14 RO TEDLNI 51, 20274 12 5 1 B ISR
AT = ORI RN C 804 DTV 2V DB b ORI O UGS,

By way of derogation from paragraph 2 of this Article, the abligations laid down in Article 14 shall apply toall products
with digital elements thet fall within the scope of this Regulation that have been placed on the market before
11 December 2027.

E70% FERUVREL
Avticke 70 Evaluation and review

2004 12 H 11 HETIZKOEORIT 4T, BIONEESIL, BONGES M UOBERAITHL, 2
DOIFRINOFHI N OLIE U B2 Ea4e 375, R, Aksins,

By 11 December 2030 and every four years thereafter, the Commission shall submit a report on the evaluation and
review of this Regulation to the European Parliamentand to the Council. Thase reports shall be made public.

20284F 9 A 11 HETIZ, BINEESIE, ENISA KON CSIRT o NI—2 08 REEHE R~ F
T, BOMGES K OHEFEITHL, B 16 SO CEDLN-H—HiE7 T N7 4 —LD I %
ML, 2>, SZFELISEEIODRRS72fthed CSIRT ~DEROLIELBEL T, [FI7 TR —200
SNBSS LU TR ESE CSIRT ([ ZX55E 16 5558 2 Tl N A/ —tkF =T (&
BEREL S AR FHOD 58 T D i 5 A 75,

By 11 Sepiember 2028, the Commission shall, after consulting ENISAand the CSIRTS network, submita reportto the
European Parliamentand to the Council, assessing the effectiveness of the singlle reporting platform set out in Article 16,
as well as the impect of the application of the cylersecurity-related grounds referred o Article 16(2) by the CSIRTS
designated as coordinators on the effectiveness of the single reporting platform as regards the timely dissemination of
received natifications to other relevant CSIRTS.

FIE EHRUER
Avticle 71 Entry intoforce and application

1

ORI, BU B EOZOATD 20 BT 5,

This Regulation shall enter into force on the twentieth day following that of its publication in the Official Joumal of the
European Union.
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This Regulation shall apply from 11 December 2027.

ORI, 20274 12 A 11 AAsEASh S,

T2, 55 1A KT, 0064E 9 H 1 AnbifSh, $7e, % IV E G 3B 420U 515013, 2006

6 H 11 HosiEfsns,

Howvever, Article 14 shall apply from 11 September 2026 and Chapter IV (Articles 35 to 51) shall apply from 11.Jure

2026.

CORIAINE, ZORMIONTHIII 12380, 7132, 4 TOMREN IV CEEE DS D,

This Regulation shall be binding in its entirety and directly applicable in all Member States.

20244 10 H 28 FICART AT — /U BV T,

Dore at Strasbourg, 23 Ociober 2024.
FRMRERELT
For the European Parliament

£ R METSOLA
ThePresident R. METSOLA
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For the Council

£ ZSIGMONDB.P
The President  ZSIGMONDB. P
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Al 1

WBRDY A1 \—X1 JT1EH
Essential Cybersecurity Requirements

15—k | TORIDOEREL OHEORELEREY 551/ \— X1 )T1EH
Part | Cybersecurity requirements relating to the properties of products with digital elements

@

@

T UAND B ST, VAV ZFEEE AL~V DA 3~ X 2T B Z D
LD SR T DI I TG TSN, BISUR OMbES S,

Products with digital elements shall be designed, developed and produced in such a way that they ensure an
appropriate level of cybersecurity based on the risks.

55 135 2B TR T YA =2 T AR il S LT, 70, ThaSEH R el
3, TUINOES ORI

On the besis of the cybersecurity risk assessment referred to in Article 13(2) and where applicable, products with
digital elements shall:

@

®)

©

BRI ATREZ MM e T T3V YCRI C&adDIcst;
be madke available on the marketwithout known exploitable vulnerabilities;

TERIRESDT 2N D FE SRS EOBIRIZIS T, 20L& DR O
REEIZU By N CEDZ LG, BEE LR ORI THIRRIZE BT Vi
(R0, T 7 4N CLERT iR E 2 b TS B Y CRIHA C&AINEN;

be made available on the market with a secure by default corfiguration, unless otherwise agreed between
manufacturer and business user in relation to a tailor-made product with digital elements, including the
possibility to reset the product to its original state;

ZAWSEA FTREZ XN, FIECRIALoT WA 7 N U Mo AE DD, T 74U R
FRAEL U CEEH ATRE I B 2R P S A A=V SN A BB 2 B 2 VT T
T —NZEBYA, FIREIZES TR RTRE 2T 77— OIBENZ L 585, KO, 7
T — N BIES Y4 T ar DS a0, BT 477 T —MNZk
S THEFHAD FHLSIUFDZ EAHERL

ensure that vulnerabilities can be addressed through security updates, including, where applicable, through
automatic security updates that are installed within an appropriate timeframe enabled as a default setting,
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with a clear and easy-to-use opt-out mechanism, through the notification of available updates to users, and
the option to temporarily postpone them;

FORIE, R AE R AT NEI T R ARG B AT I ONATHER R SRR 7RI
B DM A G T T L IRESTURY MBS BROHHAIM S, HHER 72
AINSDIRERAERL ;

ensure protection from unauthorised access by appropriate control mechanisms, including but not limited
to authentication, identity or access management systems, and report on possible unavithorised access;

PRAF P E B E RO 2 T — 2 2 o O HFAA C S > TR B b A2 812858
&, ROy FSUNOEAT TR A VAT LIS DI, FeekFA TS, (5
SNFAFENDLISDONIRE SNAE N T —H F- 13N T — 2 DR %
PRAEL,

protect the confidentiality of stored, transmitted or otherwise processed data, personal or ather, such as by
encrypting relevant data at rest or in transit by state of the art mechanisms, and by using other technical
means,

FLBRIRAFSI, (RRSN T TZE NSO SN N T — 2 F TN LIS o
T4, iy, T RS T LR ORREDTE Nz, FIFE)OHERNG-2 HHUTU VR
ﬁiif:ﬂiiﬁzﬁ THILTIREL , 10, HEAREL;

protect the integrity of stored, ransmitied or otherwise processed data, personal or other, commands,

programs and corfiguration against any manipulation or modification not authorised by the user, and

reporton cormuptions;

TV NDEFZL RO B HIEOBMRIZISU YT ThY, 1@ ThDnD
BT 2L T AVRRESIVABNT —F EAFFNLIINDT—EDIHZAFR ([F7—FD

i:qu‘ k;

process only data, personal or other, thet are adequate, relevant and limited o what is necessary in relation
to the intended purpose of the product with digital elements (data minimisation);

PRSI T DIEHE R E N OS2 DS B a8, A2 Tk
DIRIZINNTh, WISHE K OHARSRED WA R ;

protect the availability of essential and basic functions, also after an incidert, including through resilience
and mitigation measures against denial-of-service attacks;
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OBERR FIl Ty N — i bt S ot —E 2D r IV SR 52 0 e B
IREI IS e I D ADR S =~ b

minimise the negative impact by the products themselves or connected devices on the availability of
services provided by other devices or networks;

INHDA AT AR E D, BRI GHES A IRE T DT 0OITE S, BRSO
fdsh,;

be designed, developed and produced to limit atiack surfaces, including extermal interfaces;

BRI DU A OBia IV N TAL 7 DS HINRT HT2DIT
ATt BFES M ObESH,;

be desigred, developed and produced to reduce the impact of an incident using appropriate exploitation
mitigation mechanisms and technigues;

T8, P REAIEREA~DT 7 EAF AT DB b O G, Fl
R DTODA 7T MOHHAZ A OS2 ES E B A Tl T D e M ORI
ZUZLY, BT LRE DR L ;

provide security related informeation by recording and monitoring relevant intermal activity, including the
access to or modification of data, Services or functions, with an opt-out mechanism for the user;

BTOT —HX R ORREER B DB, B ORBITHIFR TEDHI AL, 2>
D, FDIHe T —EHPNOEL G E T AT MBS DE XL, LT HERECF
NI TONAZLE T2,

provide the possibility for users o securely and easily remove ona permanent basis all data and settings
and, where such data can be transferred to other products or systerms, ensure that this is done in a secure
manner.

75—+ 11 HESSEER DR
Part 1l Vulnerability handling requirements

TN DS R OREEH T

Manufacturers of products with digital elerments shll:
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B THEORLLD 7 L~V ORI THEL, — RISV TIRD R ER nf
e 74— yNILDY 7Ny =7 M RN T DI a5 a8, TNV DERE
BRI FN AL E SOOI E N Ve iR—r U MR E L R OSSP

identify and docurment vulnerabilities and components corttained in products with digital elements, including by
drawing up a software hill of materials in a commonly used and machine-readable format covering at the very
least the top-level dependencies of the products;

FUDBEFEZ L DB TESIL QOB AZEORBSRIZEWT, Y2747V 77
—NEARET B LI A EE YD, e, MEIE SR R OV VEREE L 23,
WK TREZ 2L XX, BT 72X T (T 7T — RS, BEREMED T 75 — A BN
=i

in relation to the risks posed to products with digital elements, address and remediate wulnerabilities without delay,
including by providing security updates; where technically feasible, new security updates shall be provided
separately from functionality updates;

TS ND R RO 2 DT A DTN O TEII 25 R O LA L ;
apply effective and regular tests and reviews of the security of the product with digital elerments;

TX VT 7T NI CEDIINISII A%, CDMisEDsiiE g, FY4 TS
WS B DIE R, FEA 2 T5T VAN DEFEL SR A RIS CELIIITT
DIFH, OO R, WaatEOTRAIEE | “ 3 D1 M O O Mt a i 35720
(R ZBN DA~ T 7 e ARTREZM i A L OVARICBRL i IR CIE S b
NOGEITIRNT, AFKTHIEDER DT 4 EDOVAZDEF2)T 1 LOFRS A FalDEH
EEDMWT DL, ZORLERS, Wk STz 3D RettaA 2 G2 b
RITRDET, FU TSN BT DI A T DT LA BIES T DT LN T,
once a security update has been mede available, share and publicly disclose information about fixed vulnerabilities,
including a description of the wulnerabilities, information allowing users to identify the product with digital
elements affected, the impacts of the wulnerabilities, their severity and clear and accessible information helping
users to remediate the vulnerabilities; in duly justified cases, where manufacturers consider the security risks of
publication to outweigh the security benefits, they may delay meking public information regarding a fixed
wulnerability until after users have been given the possibility to apply the relevant patch;

ARSI N BN B D AT i T S OSA TL

put in place and enforce a policy on coordinated vulnerability disclosure;
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T VB NDESR RO TR RSN MEs s O BSOS O S TS
Fo%aaah, TORGEE DTV H N OB DRSO DI ER Y A lfaaa b O
DA =S QAT S 10k N N SR Sl N 5% RV 25 R e S S AU e <)
WHERGN T DI TTRE LD,

take measures to facilitate the sharing of information about potential vulnerabilities in their product with digital
elements as well as in third-party components contained in that product, including by providing a contact address
for the reporting of the vulnerabilities discovered in the product with digital elerments;

HIRFORERET, 730, B =797y 77— NI el &, BEIRRERET, Magoi:
AT CSNE L FRRSND L EAME RS DTD DT P HN DB A DB DT 77—
HERN AR DI DO A ED ;

provide for mechanisms to securely distrioute updates for products with digital elements 1o ensure that
wulnerahilities are fixed or mitigated in a timely manner and, where applicable for security updates, inan autormetic
manner;

F RSN 2T EORBICR LS 2701t 2 U717 77— MSHIF rTRE &
(3, B2, 230, ARG T ANV OB  OR L EDOBRITIS TRIEE LARER]
A LORTHIRITE TSIV TUVRWIRY, IEEFT, LONDEIER R TEIZ &, Tk
e fEAER B U TR DI E A b=V T, 20T 7 T — MBS AL
ZHERT D,

ensure that, where security updates are available to address identified security issues, they are disseminated without
delay and, unless otherwise agreed between a manufacturer and a business user in relation to a tailor-made
product with digital elements, free of charge, accompanied by advisory messages providing users with the
relevant information, including on potential action to be teken.
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Al

FRAEI T SRR R UER
Information and Instructions to the User

I=RLDBDELT, TVNDEFHREELORENL, LLFObOAMTSS:

Atminimum, the productwith digital elerments shall be accompanied by

1

ZOREEFDALTR, EERis 5 F - GRS, TYEERT, B AT RLAFATENLISNDOT
DHIVORERESE, WONS, ZNASHIF ATRE Rl X3, FofbEE SEkE A L0155 Web Y1 b

the name, registered trade name or registered trademark of the manufacturer, and the postal address, the email address or
other digital contact as well as, where available, the website at which the manufacturer can be contacted;

T VAN DEFZEL OO DS S SN O HSIGD, 70, IiRSh
T HaBA BRI B4 B2 DEGEE DIEAT # e H DS HT LA CEHH 8 ;

the single point of contact where informeation about vulnerabilities of the product with digital elerments can be reported
and received, and where the manufacturer’s policy on coordinated vulnerability disclosure can be found;

ZOT VANDETEA SR OUE—E T OFERA CEAINTT DA R OV DN
A

name and typeand any additional information enabling the unicue identification of the productwith digital elerments;

ZORGEE N HIRIESN O YR 2T AR50, ZOT VXN DEH b R OFTD B K
B O DRSO BV BEREM I N2 20T AR CRE D16

the intended purpose of the product with digital elements, including the security environment provided by the
manufacturer, aswell as the product’s essential functionalities and informetion about the secuirity properties;

ZOEHOFTHID A BNHEAT-FI AT E BN TR RTREZE LY WD TR DT 221
DESEZHSRELOFFHEOBHRIZISUNT, A/ 3—EF a7 EOREIRIAZZE) LI
VBRI I T TR R

any known or foreseeable circumstance, related to the use of the product with digital elements in accordance with its

intended purpose or under conditions of reasonably foreseeable misuse, which may lead o significant cybersecurity
risks,
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FANEH TRE R &Y, BEUME A B S E0S T VT EASIUSH A A—F v DT R

where applicable, the intemet address at which the EU declaration of conformity can be accessed;

ZOFEEE D LIRS NOEAT LDV )T AP R—bDZAT, KO, Magatnsiilion Ot
YT AT T T NS R S T LA A DM CE Y AR — NI DR H

the type of technical security support offered by the manufacturer and the end-date of the support period during which
users can expect vulnerabilities to be handled and to receive security upcates;

PUFOFIBI B 2578, 203, 207555 8 s e O A k9 2 —F b |
DTRUA;

detailed instructions or an intemet address referring to such detailed instructionsand information on:

@

®

©

@

C)

ZOT P IND BTz SR OB X OO T012%, DT 5N D
DS SNl e v | e PR RS DI N ARV &

the necessary measures during initial commissioning and throughout the lifetime of the product with digital
elerments thensure its secure Use;

FOTIHAND RSB AR ENEDINTT =2 D2 )T A5 5.2
1850

howv changes to the product with digital elemenis can affect the security of data;
T2 ITHEBWRT DT T T —IEDINA L A= VSO0,
how security-relevant updates can be insialled;

IR DT =L DINTL TR A THIRSIUSONN B DI B &0, 07400
PRzt OISO LRI

the secure decommissioning of the product with digital elements, including information on how user data can be
securely removed,;

B 1D =K |DF 2 B L CERSNS BT 4T 7 T —ND BB A Ab—
W CEDINTT DT 7H/VNDRREDNE DIANIU T IESHSD),;

how the default setting enabling the automatic installation of security updates, as required by Part 1, point (2)(C), of
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Annex |, can be tumed off;

@  FOTFVHNDESEEE SR NT 2NV DBEFE AL ORI OB O A FN AT I
BXSITQOBEE, B | O CEDSIT DY A =t U7 4B K OB VI
D CIEDHLNT LED BT D018, ZORAAE T HENTE S TULE R,

where the product with digital elements is intended for integration info other products with digital elements, the
information necessary for the integrator to comply with the essential cybersecurity requirements set out in Annex
I and the documentation requirements setout inAnnex VL.

ZOREEEMN, FIRE TR O/ 7N =7 M EERNH CEAINTT DIEERET DA, D
VTN T T FRINT TR ASTUS DG IN B9 21

If the manufacturer decides to make available the software bill of materials to the user; information on where the
software bill of materials can be accessed.
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B 1

TIOSIWDEFREL DOERLES
Important Products with Digital Elerments

25X

1 AT, WA AT D ORHET 7 B REBROY TNy =7 en—Ry =7, WNZ, AR
PRHHEE LG, 77 e G SR

Identity management systerms and privileged access management software and hardware, including authentication and
access control readers, including biometric readers

2. 2T DT T ROMIHAEN T T
Standalone and embedded browsers
3 INAU—RwRUY
Password managers
4. BESL/ TN TERRL, RELEIIE T TN =T
Software that searches for, removes, or quarantines malicious software
5 AT IAR— RN —2 (VPN) DESREDE 7 2V DB %t D,
Products with digital elements with the function of virtual private network (VPN)
6. RVNT—IEBER AT L
Network management systems
7. ERUTAERSL O MEELSIEM) AT A
Security information and event management (SIEM) systems
8 T—hvxriw

Boot managers
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INBRBEAL 7T OST VR NVGEHETA T/ 7 N =T

Public key infrestructure and digital certificate issuance software
YRR Y 2R NI — DA 7 = AR R ORI 2R NI — I A F T AR
Physical and virtual network interfaces

FAN—=T AT VAT I

Operating systems

I, A= F DR EIX T DT T DA T
Routers, modems intended for the connection to the intemet, and switches
TR IT BRI DR A b O~ A e
Microprocessors with security-related functionalities

T DT A LR T REN A b O~ i —T
Microcontrollers with security-related functionalities

X2 UT A LBR T DA AL DRFE R T EERERIRE (ASIC) J O ¢/ as T AThE
—h7LA (FPGA)

Application specific integraed circuits (ASIC) and field-programmeble gate arrays (FPGA) with security-related
functionalities

A~ —NR—2D— 72 HROARART S 257
Smarthome general purpose virtual assistants

A —RST 0, BR2VTAAIAT, SE— Bl AT DR O AT L aty, a7 |
DESREMZE DA~ —NR— L,

Smart home products with security functionalities, including smart door locks, security cameras, baly monitoring
systemsand alarm systems
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= RNATTIT 47 e (B 25RO L I TENEiR) 206 F B BEMEREE S D, N
wb K O FDFE T 200048ECt DI DA 2 =T NS B

Intemet connected toys covered by Directive 2009/48/EC of the European Parliament and of the Council © that have
social interactive features (e.g. speaking or filming) or that have location tracking features

AEIDE A FCERAL LTRSS, GEFROL ) EEIREEESHD B EHE, 7o, Foil
SRR THIRIEY) 2017/745 B LI TFHAEY) 2017/746 ASE SV AT =757 UL,
F713, I IAERL LRI DT OO A EXT AN T =757 VAL,

Personal wearable products to e wom or placed on a human body that have a health monitoring (such as tracking)
purpose and to which Regulation (EU) 2017/745 or (EU) No 2017/746 do nat apply; or personal wearable products
thatare intended for the use by and for children

v |

AR =T AT B OB OB DR FA T X2 D A/ =V ar O 74
AL AT N

Hypervisors and conainer runtime systems that support virtualised execution of operating sysiems and similar
environments

TTAT IH—IV, (RGNS AT LSRR AT 2
Firewalls, intrusion detection and prevertion systems

M7 S—~A a7 o

Tamper-resistant microprocessors

M7 s—~Ara= ha—7

Tamper-resistant microcontrollers

L BB 22 AR N K OMEEE0D 2009476 H 18 H (OFE4: 200948/EC (QJ L 170,306.2009, p. 1).

Directive 200948/EC of the European Parfiament and of the Coundil of 18 June 2009 on the safety of toys (OJ L. 170, 306:2009, p.
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BIRE IV

TOBWIGEREL ORI RIS,
Critical Productswith Digital Elerments

I Y R I a S NVE VL s
Hardware Devices with Security Boxes

2 PRMEEE R OO (EU) 201904 DF 2 55 B SITER T DAY —IA—F— 2T LN
DA =A== = T = A, KO, 75D B Y&, @t =U740 B I
T ODZDAMDEEE
Smart meter gateways within smart metering systems as defined in Article 2, point (23) of Directive (EU) 2019/944 of
the European Parliament and of the Council ® and other devices for advanced security purposes, including for secure
cryptoprocessing

3. EROEFEEEGTAY—NI—RF IO

Smartcards or similar devices, including secure elements

L BEIONTIEOTDOHSEHIE BT H K OES 2012027V AUOES 2R & OB Eg20 2019
.6 H 5 HOFEF(EU) 2019944 (QU L 158, 1462019, p. 125).
Directive (EU) 2019/944 of the European Parliament and of the Council of 5 June 2019 on common rules for the intemal market
for electricity and amending Directive 2012/27/EU (QJ L 158, 14.6 2019, p. 125).
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Bl#K vV

EUBSESE
EU Declaration of Conformity

HBRIFT BUEARESEL, ML FOFROETEEDD:

The EU declaration of conformity referred to in Article 28, shall coniainall of the following information:

1

TN B DR OME—HE — DRRIHN CEDINTT DA PR VAN N AN 215
#H

Name and type and any additional information enabling the unicue identification of the product with digital elerments
BOEE DA O IO REE OMEROG LRI

Name and address of the manufacturer or its authorised representative

FEHEE O BIMDO LD FIZB W C BUMAE 55 TSNS BDOIE;

Asiatement that the EU declaration of conformity is issued under the sole responsibility of the provider

H iSOG (N—H VT & FIREICT 5T VDB DR ORI -, ZhsiEblialE
13, BEEZEORD) ;

Object of the declaration (idertification of the procuct with diigial elerments allowing traceability, which may include a
photograph, Where appropriate)

RO SR AN AR AR S AL B B OIS

Adiatement that the object of the declaration described above is in conformity with the relevant Union harmonisation
legislation

i ST -8k 72 S b ST e L NSO sl I F - S S N E S ST
WA LD BHAIZISIT A YA S 2 VT A EA~DS I

References to any relevant harmonised standards used or any other common specification or cybersecurity certification
in relation to which conformity is declared

ZIDNE TR LS, FEERIRRD AR O 5, B TSHVIE G VER I TR0 RCd S O
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TSN REAE DR H-;

Where applicable, the name and number of the notified body; a description of the conformity assessment procedure
performed and identification of the certificate issued

VAN E
Additioral inforrmation
ORI EBL ST
Sigredtforandonbebalf of:
GEATOLT RO EAT)
(placeand date of issLe):
(BPr, M7 (GB40)

(narme, function) (signeture):
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B VI

fEZLShi-EUBEESE
Simplified EU Declaration of Conformity

55 13556 0BRSS BUEAS E S H1E, UL DI i s:
The simplified EU declaration of conformity referred to in Article 13(20) shall be provided as follows:

22U, L [EERE DAL, T U OESEEL SR ORE, | [TV OB AL SR ORIEE
TEPSHAIEV) 202428471 285 FL QOB EE B S5,

Hereby; . . . [name of manufacturer] declares that the product with digital elements type . . . [designation of type of product with
digital element] is in compliance with Regulation (EU) 2024/28470.

EUESESHEDOEUE, LLFOA A= EOTRUATHIHTES:

The full textof the EU declaration of conformity is available at the following intemet address: . . .

L QUL 2024/2847, 20112024, EL I: hitp/ckta.europe.euielirey 2024284710}
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BUHE VI

BiircEORE
Content of the Technical Documentation

31 ST HAN ST, ks e T 2NV OB A ORI S AT e, el Eb L N OIERE
D5

The technical documentation referred to in Article 31 shall contain at least the following information, as applicable to the
relevant product with digital elerments:

1

LR OSIREED, DT VR NOESE b SEU O — A5 -

ageneral description of the productwith digital elements, including:

@

®

©

@

ZDOTVENDEF A HSEUHORTHID B
its intenced purpose;

WIRDY A7 =YX UT A EY OB B 52 %V 7 N =7 DIl
versions of software affecting compliance with essenttial cybersecurity requirements;

ZOTVENDEFRZL G H N = T B ThLY R, SV EORHE, RHIKON
HCEZ R EEFAIAT AR,

where the product with digital elements is a hardware product, photographs or illustrations showing extemal
Teatures, marking and intemel layout;

B INZEDDHIA L e O F R R OYER;

user information and instructions as setout in Anrex I

PUFOSEIEE G, 0T VAN DOBEFA L ORI ORRGE, BFE K OMEE OV Mgk T
focDRIE :

a description of the design, development and production of the product with digital elerments and vulnerability handling
processes, including:

@

ZHNEATREREENS, VTN 27 T IR NAE DINTHEEES IV QDI 3AH A,
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RG> TUohy, F, MERIROTIE D FOIALAHAEI T RT3 A
FIT XTI FRORBOAT—LHATHIE B, ZDT VRN DEH SO
FE ROV B s i

necessary information on the design and development of the product with digital elements, including, where
applicable, drawings and schemes and a description of the system architecture explaining how software
components build on or feed into each other and integrate into the overall processing;

b) VINIETEME, THESHT- M EBIROEAT B, MRS D7 g et
DI T 7T — DT AR EED T~ RS-V 2 s OF B &7,
ZDRNEE o> TR WSS e AW BE R R O

necessary information and specifications of the vulnerability handling processes put in place by the manufacturer,
including the software hill of materials, the coordinated vulnerability disclosure policy, evidence of the provision
of a contact address for the reporting of the vulnerabilities and a description of the technical solutions chosen for
the secure distribution of updates;

© EOTVHNOEHEALORORNE K OO 7 m e A N [F 7 2 ZDRRGRED 24 B
TR OERR;

necessary information and specifications of the production and monitoring processes of the product with digital
elementsand the validation of those processes;

BIFE | D 3—=F | DR TEDSNIMZAD YA/ S—F 2 )T A EYFRED I TS IFN %
G, ZDTVANDEFZEL SR 13 R[TEoGERSH, BgESH, BhESh, S
M OHERFE RSN Z EZAR LA/ =3 =207 _LDUAZOFH

an aseessment of the cybersecurity risks against which the product with digital elements is designed, developed,
produced, delivered and maintained pursuant to Article 13, including how the essential cybersecurity requirements set
outinPart I of Annex  are applicable;

ZDOTVHNDEFZL OB 13 555 8 LS R—MIZRE T D72 DIE I A
DIV IERS

relevant information that was taken into account to determine the support period pursuant to Article 13(8) of the procluct
with digital elements;

ZOEEE T —HDEISN, TOSHDY BU B LTRSS ST BAfiETE, =
DIARNDE 27 SR FEDDIABARITAITORIRNH 27 55 8 TEI LD HIHIEV) 2019881 (281
PARSHIZIN YA =L 2T (ARG EEDUAR, KUY, LoD G LS HdiieiE, 3k
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AR IR A N2 U7 (GBS ER DSV T X1, 2D LIS OEAS
TS B ARDOUANEEWD, BIFK 1 0D/ =k | OV S—h | OHCRED I ZED YA 3 —
BT A B ST DOV ER SN 2— s OF0R, B LS HiiEHE, Hom
HARFT IR A St 2D T GERERIEE DS PN S S5 AR T, EOH
SCE, WS R AT

a list of the harmonised standards applied in full or in part the references of which have been published in the Official
Joumal of the European Union, common specifications as set out in Article 27 of this Regulation or European
cybersecurity certification schemes adopted pursuant 1o Regulation (EU) 2019/881 pursuant to Avrticle 27(8) of this
Regulation, and, where those harmonised standards, common specifications or European cybersecurity certification
schermes have not been applied, descriptions of the solutions adopted to meet the essential cybersecurity requirements
setout in Parts | and Il of Annex |, including a list of other relevant technical specifications applied. Inthe eventt of partly
applied harmonised standards, common specifications or European cybersecurity certification schemes, the technical
documentation shall specify the partswhich have been applied;

ZOF VRN OB OWFIT 2220, B 10> 5= ROV S—h N0 ¢
U TR R S — ) 7B~ AR RS T s
BRI,

reports of the tests carried out to verify the conformity of the product with digital elerments and of the wulnerability
handling processes with the applicable essential cybersecurity requirements as setout in Parts 1 and [ of Annex|;

EUIE&E S &0 —;

acopy of the EU declaration of cornformity;

TN ATREZREET, URL TRt SRS K | DT CEDSNIMAD I A/ =% =T
AT O SRR CEDIN T DIDITEND B CHHZ LA LU T, Tt X4 5o
ORI EERIISCT, Y7 N =T MK,

where applicable, the software hill of materials, further to a reasoned request from a market suneillance authority

provided that it is necessary in order for that authority to be able to check compliance with the essential cybersecurity
requirements setoutinAnnex 1.
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BUE VNl

E AT
Conformity Assessment Procedures

13— (BEDa—IL AZERECT5) ERERIE BRI S S 1ERHEF i

Part | Conformity assessment procedure based on internal control (based on module A)

1

PERSHERIN S, ZAUsdoC, BUEED A b 2 5, 5 3 5RO 4 5OF TEDLIV-F
Baiiii=L, 1>, ZDOT VA NDEFE L DRI | D/ =K | OHFCEDHNTMHD A
IN—TX 2T B DTl 28, MO, FOREEE | 2> TR e 2D |
Dr3—h | DFTEDSINT LB YA =22 )T A B A+ H L% Y ighbEE O Bl
DER I TR L) DT DO BEE ST 5 AR Ul e Chhd,

Intermal conttrol is the conformity assessment procedure whereby the manufacturer fulfils the obligations set out in points
2, 3and 4 of this Part, and ensures and declares on its sole resporsibility thet the products with digital elements satisfy all

the essential cybersecurity requirements set out in Partlof Annexland the manufacturer meets the essential
Cybersecurity requirerments setout in Part 11 of Annex 1.

REEEVE, DR VINO R B CEE R T2,

The manufacturer shall draww up the technical documeniation described inAnnex VL

T UL NDEFA SRR ORBGT, BT, BER OWEHHETHR

Design, development, production and wulnerability handling of products with digital elerments

BHEFEY, BESINE I IBRSI =T VANV OFEFES OB R O OREEFR I > GRITDIL
7o e ZHIRE | D7 S—h | JgOV =k | OFF CED I MZAD YA S—tF o VT B
SFIHZEE, BEE B, SR OWEH B e AN DN EAUSDREI C s CRER 7545
\ZT DD B 22 CORSE AT

The manufacturer shall take all measures necessary o that the design, development, production and vulnerability
handling processes and their monitoring ensure compliance of the manufactured or developed products with digital
elements and of the processes putt in place by the manufacturer with the essential cybersecurity requirements set out in
Parts | and Il of Annex .

HE~—7 M OHEAEES
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Conformity marking and declaration of conformity

41, BEEFIL, ZOBRRIOHCED LI ATRE R B A T AV DB A OfE 4
D ELRHY LI CE~—2%A T,

The manufacturer shall affix the CE marking o each individual product with digital elerments that satisfies the
applicable requirements set out in this Regulation.

42, BLEHIE, 9 BTN, Hx DT VANVOEREL- SRR, EHICED BUEAE
SENERRL, 13D, EOT VAN OBSEAEL ORI STITE) =% 10 FFRIEITR
— NIV RO, BfficES A cEo BU @A E S EAEN YR HH
\ R TEAINGRED, EU A TS, T0 BU EAE S EMMERSN -7 2L D8
Fab ORNARFET 5, ZERITGUT, BU A E 5 EOaE A7 o4 KI5
Jolizsihg,

The manufacturer shall draw up a written EU declaration of conformity for each product with digital elementsin
acoordance with Article 28 and keep it together with the technical documentation at the disposal of the rational
authorities for 10 years after the product with digital elements has been placed on the market or for the support
period, whichever is longer. The EU declaration of conformity shall identify the product with digital elerments for
which it has been drawn up. Acopy of the EU declaration of conformity shall be made available to the relevant
authorities upon request

5  HMRODLNEE
Authorised representatives

5 4 SO TEDLNIELEEDFRH L, ZERO T CHK7 2B ED DIV TODI L a5
LT, TOREEHDROS, 70, ZOREEEDFED FIZBWT, TORIEEDHEROSHD
R LTl =S5,

The manufacturer’s obligations set out in point 4 may be fulfilled by its authorised representative, on its behalf and under
its responsibility; provided that the relevant obligations are specified in the mancite.

15— I (B¥2—)L BEEREET ) EURIKEER
Part 1l EU-type examination (based on module B)

1 BU ARGEEY, 2OFFNICET, T2V ORI ORG FORE R OBRFTF O
| ZEDEEEER > TR Mg s R e 2 Fe B Sk R, 1>, TV EEHE
ZHOELABIE | O/ S—k | OF TEDSIMED YA I — 2T 4B S L QA
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L KON, FOREEE 1 C Lo GRITHIT= 7 Tz 203K | 73—k | OF CED DIV VZED YA
IN— 2T B G A QA S AT A AR Ul D55 T D,

EU-type examination is the part of a conformity assessment procedure in which a natified body exarmines the technical
design and development of a product with digital elements and the vulnerability handling processes put in place by the
manufacturer, and attests that a product with digital elements meets the essential cybersecurity requirements set ot in
Part 1 of Annex | and that the manufacturer meets the essential cybersecurrity requirements setout in Part Il of Annex 1.

EURAGRAN S, 55 3 SO B M ORI A BT 2 O ZF bR,
DET FORBGEH R OBAREDHo3HEaR 528, KO, 208D 1 F IO A RER )
DOHARAFAT DL GEERALSGE P ADIE) | I TS,

EU-type examination shall be carried out by assessing the adeguacy of the technical design and development of the
productwith digital elements through the examination of the technical documentation and supporting evidence referred
to in point 3, and the examination of specimens of one or more critical perts of the product (combination of production
typeand designtype).

BUEHET, ZORUEEDNEIR T DH— O EHBITHL, BEURAGEEDHFEZHNL T,

The manufacturer shall lodge an application for EU-type examination with a single notified body of its choice.
FEEE L, LA FOFEA EDD:

The application shall include:

31  FOREEEOLFILOMERT, £7-, HEROHHFREI > CTHEES N CHON-EXE, Y
SUHERROBHFRE DL TR OFEAT;

the name and address of the manufacturer and, if the application is lodged by the authorised representative, the
name and address of that authorised representative;

32 [A—OHEEABIDHE B T U CHINE CO) e ZEOEHI LI E S
awritien declaration that the same application has not leen lodged with any other notified body;

33 T UANOERELSELDFIE | O/ 3—k | O CIED B AT B YA N —
YAZVT AR ORI | O/ S—h | OF CEDLNT-EEEE O 1A% 8
SFLCUOBZEA U CEDINTTHHDEL, 1>, VAZOI@EGIR5H M OFHl % & 5t
DETDHEITCE:, BTG, EHASNAE A RL, 230, RO ThoIRY,
DT IANDESEEL ORI ORG, BhE R ONERZ TR 5, BicGES, 2rusiEi
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TIREZ L EI T O T, 7K EHRIE VI DT CED I - A D5

the technical documentation, which shall make it possible to assess the conformity of the product with digital
elements with the applicable essential cybersecurity requirements as set out in Partlof Annexland the
manufacturer’s vulnerability handling processes set out in Part Il of Annexland shall include an adequate
analysis and assessment of the risks. The technical documentation shall specify the applicable requirements and
cover, as far as relevant for the assessment, the design, manufacture and operation of the product with digital
elements. The technical documentation shall contain, wherever applicable, at least the elements set out in
Anrex VII;

Bl LS R OBAF ) 2 AT OB e A+ 2B 3D AR,
ZOMBIREHINE, E0iolT, kST HE A LS - B e 37 SRR A YA v 2 o
SV ASTAGEITRNT, MRS SCGEICE L T5, fRHNE, sy gt
ZORGEF O IR _otofﬁﬁmémwftﬂiﬁ@f*%it i%@iL%ODﬁm
I OTDRGEEDEATD IR\ CTHIDRER iR < o> CHEIiSH TR BROFE B G 6d D,

the supporting evidence for the adequiacy of the technical design and development solutions and wulnerability
handling processes. This supporting evidence shall mention any documents that have been used, in particular
where the relevant harmonised standards or echnical specifications have not been applied in full. The supporting
evidence shall include, where necessary, the results of tests carried out by the appropriate laboratory of the
manufacturer, or by another testing laboratory on its behalf and under its responsibility.

4. TR

The natified body shall:

41

42.

T VAN DEF A SRR EORE R OBHFEARIFE 1 D S—1 | OHrCEDLIT AL
DY A= 2 VT B AT L QDI E M O DRIEF L > TiRITBEgatt
Bh7 e 29I 1 007 S—h | O CREDSNIMIAD YA/ —F 2 VT A B AT L
QUDZEDoy MRS 2720, B CE R ORI # AL ;

examine the technical documentation and supporting evidence to assess the adequiacy of the technical designand
development of the product with digital elements with the essential cylbersecurity requirements set out in Part | of
Annexland of the wulnerability handling processes put in place by the manufacturer with the essential
Cybersecurity requirerments setout in Part 1 of Annex |

BRI B G I DI PR F I ISESI T EAMREL,, 372, TR A S

ﬂfzﬁﬁﬁﬁﬁit IR AR ATREZ RS > TRkA F M OBRIESHURESERL, 4
BB RSB ] DL aERA T M OB SRR R LA L
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verify thet specimens have been developed or manufactured in conformity with the techinical documentation,
and identify the elementswhich have been designed and developed in accordance with the applicable provisions
of the relevant harmonised standards or technical specifications, as well as the elements which have been
designed and developed without applying the relevant provisions of those siandards;

FLEEDS, BIRK | DHFCEDONIZEEH LTI, Wk I A LS e - 3
RO D N — 2 A AT D SR U5 AT BV TS, 20 a—ray
DS IERE 8 IS e s 35720, i) e OB S2hiL, 7203, £D0%%
AR O IS

carry out appropriate examinations and tests, or have them carried out, to check that, where the manufacturer has
chosen to apply the solutions in the relevant harmonised standards or technical specifications for the requirements
setoutinAnnex |, they have been applied correctly;

BEEEDS, B | O CEDHNZEYFDTDIZ, Wk FE A LS - B =7 iy
HAEDHFNZHD ) 22— 2 INE STV T35 A8 CE, 20ofbEE I~ TR
ST 22— g DRI AZED YA/ S— )T (B T 59 DD 5 Yo s 975
7230, WA M OB E G, 03, TORE L ORRE it

carmy out appropriate examinations and tests, or have them carried out, to check that, where the solutions in the
relevant harmonised standards or technical specifications for the requirements set out in Annex | have not been
applied, the solutions adopted by the manufacturer meet the cormesponding essential cybersecurity requirements;

FAEN ORI TSN DU LDHN AL, ZOREE LG ET D,

agree with the manufacturer ona location where the examinations and testswill be carried out

FRGHIRRE, 55 4 A DE T TORIREN R O SR S BIORE R ria § Dr Ml e Ea A Rk 9
%, TINENUDIEHITY RLDOMN I DI EMRRORF AT HZE7K, ek L, fhsE
DIFFENDEEN IR, RIS EONED AR E T 8B 5,

The notified body shall draww up an evaluation report that records the activities underiaken in accordance with point 4
and their autcomes. Without prejudice to its obligations vis-e-vis the notifying authorities, the notified bodly shall release
the content of that report, in full or in part, only with the agreement of the manufacturer.

IR OWEHFHERER 7 T 220K | OF CREDHNTZMZED A/ N2 U7 B TE AL
TUVBEXT, FREHRR T, ToRbER TR, BU BRRASFIAEAR R 7975, FREHEIL, 20
BEEE DAL OERT, FEORR, GLZNDHDLEEL) YiZHEOAMEDSME K OV
PRSNTAAR OWes s e AR DT O\ B 2D T — 2 A asb D, FEIHEY, 1 £
T IO BIRRAETRTASD,
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Where the type and the vulnerability handling processes meet the essential cybersecurity requirements set out in Annex |,
the notified body shall issue an EU-type examination certificate to the manufacturer. The certificate shall contain the
name and address of the manufacturer, the conclusions of the examination, the conditions (if any) for its validity and the
necessary data for identification of the approved type and vulnerability handlling processes. The certificate may have one
or more annexes attached.

SEHE K O ORIG L, B5& E 3BTRS - T DV DBEFEAE SRS, TSR
OMEga MR 7 e A2 855 7 L QOB ED ST HliS DI T T5720 M OB P DR 972
TN TCEAIANTT ADOD A CORE A a3 b5,

The certificate and its annexes shall contain all relevant information to allow the conformity of manufactured or
developed products with digital elements with the examined type and vulnerability handling processes to be evaluated
and toallow for in-service control.

ALK OWessM 7 e 2AAIE | O CREDHIVE M FTREZRAZAD YA/ —tF 2T
TR SIRNEZY, FEEHARS, EU RAGRAREHEOFITAIESL, 230, TOHGEHIC
LU TUD~KEHEL, ZOHFEOIER ORI A5-2 2,

Where the type and the wulnerability handling processes do not satisfy the applicable essential cybersecurity
requirements set out in Annex |, the notified body shall refuse o issue an EU-type examination certificate and shall
inform the applicantaccordingly; giving detailed reasons for its refusal.

EEAARR 3, ARSI OWESSHEH 7 e 2SI | O H CEsO A Vi FH FTREZ 22
DYA =2 )T Z BT LI o T2 T A e 92— AN TGRS QDR D
ZAUZHRE S DIRIBZARD, 13, TOI RIS R 2o R 2 EOn el %, b
LB THLEXT, FaEmiik L, BEEHITHL, Lo KuEi& T2,

The notified body shall keep itself apprised of any changes in the generally acknowledged state of the art which indiicate
that the approved type and the vulnerability handling processes may no longer comply with the applicable essential
cybersecurity requirements set out in Annex 1, and shall determine whether such changes require further investigation. If
50, the natified body shall inform the manufacturer accordingly.

RS, BEURLGRASE LB DR SRR E L QUODFEERIRRI SRIL, B 10T
TEDDIVMIBDY A7 =2 2T AL O SN EF AT EOFEAFED AIED R LT
R 52 DD LIV, GRS AN OWEss R 7 e A D695 COMEIEAERS
%, TOIIHMEIET, M) BU RAGEAREAE ARE T 207 I NOAGRE SR 75,

The manufacturer shall inform the notified body that holds the technical documentation relating to the EU-type
examination certificate of all modifications to the approved type and the vulnerability handling processes that may affect
the conformity with the essential cybersecurity requirements set out in Annex |, or the conditions for validity of the
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certificate. Such modifications shall require additional approval in the form of an addition to the original EU-type
examination certificate.

BERRR L, BIRE | 23—k 1 O CrEb i L - Meggt Bl e A St - SEESN A = 4k
LRI 572, TEHARY A2 S 9D,

The notified body shall carry out periodic audits to ensure thet the vulnerability handling processes as set out in Part Il of
Annex | are implemented adecuately.

FREHR L, COFRERIRROBHTT L R, TOFEE/R T TR IEH L BURLC
FHAREHE R O OREHEA~OMFLUBIL CEREL, Sz, EIRICEIIEERIECT, 0

RIEARRDIBHITE /7S, RS, 5 IS E U TEN LA DRIBRA TR EAE K OV
REEA~DAREDV AR TEHINTT D,

Each notified body shall inform its notifying authorities conceming the EU-type examination certificates and any
additions thereto which itt has issued or withdrawn, and shall, periodically or upon request, meke available o its natifying
authorities the list of certificates and any additions thereto refused, suspended or otherwise restricted.

BRI L, thoOFEERMI AT, ZOREHEMAMESL, BUHL, FIELEIIZThLIS D
HilREAT>7 EUREAGEARENE K OVRREHEA~ DML GEEL, e, ZERISCT, £
OFEERHR) A T U E M OVRIREA B~ DA B CEEE 35,

Each notified body shall inform the other natified bodies conceming the EU-type examination certificates and any
additions thereto which it has refused, withdrawn, suspended or otherwise restricted, and, upon request, conceming the
certificatesand additions thereto which it hes issued.

WRINZRE 2, FERRIE L OMthoOFR SRR L, BRI, BU ARSI E L OVEREA ZE~f}
FLOTE—Z AFTED, By, MINEES K ORERIENL, BiircEoat — kO OREE
HERR Lo ISR DR RA AT TED, TSRS, AEEOA M ISHT5ET,

EU AAGEAREAE, ZORIME O Reoae I ON B EEE D SRR ST SCEAHRL Qo
LETT AN EARE T,

The Commission, the Member States and the other natified bodies may; on requiest, obtain a copy of the EU-type
examination certificates and any additions thereto. On requeest, the Commission and the Member States may obtain
acopy of the technical documentation and the results of the examinations carried ot by the notified bady: The notified
body shall keep a copy of the EU-type examination certificate, its annexes and additions, as well as the technical file
including the documentation submitted by the manufacturer, until the expiry of the validity of the certificate.

BUEEN, TN DERELOSRENTISAZED % 10 FERREI ROV
RO, BACGEEINT BU BAGEATEAE, TORK& OVRREHE~DFLO=E
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—%, [ENY )R B ISR CERINRE T D,

The manufacturer shall keep a copy of the EUtype examination certificate, its annexes and additions together with the
technical documentation at the disposal of the national authorities for 10 years after the product with digital elements hes
been placed on the market or for the support period, whichever is longer.

REEEOMHEBRDOHHREEE L, BEIROF TS 23D DIV QONDIEESEELT, 5 3
FAORTHGEEHNLC, T2, 85 7 5 0% 9 SO CEDLN - Fe el - LD,

The manufacturer’s authorised representative may lodge the application referred to in point 3 and fulfil the obligations
setoutin points 7 and 10, provided that the relevant obligations are specified in the mandate.

=kl (BDa—)L CEERET ) NBEETEE AR T ARIXD@ESE
Part Ill Conformity to type based on internal production control (based on module C)

1

PRGBS A D AP L, ZAUTESTC, BEEEDAV =5 2 5 R UYE 3
HFOFCEDONI-FHE-L, Fo, BIRT 57 V2NV OERAH R BU RAGRAREH
FOF ORIV QONVAITHG L CDZE, KO, BIFE 1 D7 5= | OH CEDHATZED Y
A= VT AEYFAT L TNDZE, WNT, ZORGER |- Lo GO =7 2 20331
| D73—=k 1| DR TEDSIT WD T A S—F 2 VT B TR AL QDT LA R D%
DEEE S A RO T,

Conformity t type based on intemal production control is the pert of a conformity assessment procedure whereby the
manufacturer fulfils the obligations set out in points 2 and 3 of this Part, and ensures and declares thet the products with
digital elerments concermed are in conformity with the type described in the EU-type examination certificate and satisfy
the essential cybersecurity requirements et out in Part 1 of Annex | and that the manufacturer meets the essential
Ccybersecurity requirements setoutin Part 1 of Annex 1.

i

Production

BLEF T, FORNEE R O OREEDEARN, BhESN-T U2V OEREZH RO, BURIEGE
BEEAZEO T RS QOBAEGESIT TR ORBIHE | O/ 3—k | O Cb i B DY A
IR—B % 2T B O S MEAME T DI, A3, ZORLEE >GRO 7 2
BIKE | D7 3—h | O CEDOINTAVIEAD A N—EX 2T B Sl AT AT LA T 51D
e RSV SN DS E A QBYY Lt RN

The manufacturer shall take all measures necessary so thet the production and its monitoring ensure conformity of the

237



Fe ML 10% 25 (202542 H)

manufactured products with digital elerments with the approved type described in the EU-type examination certificate
and with the essenttial cybersecurity requirements as set out in Part | of Annex | and ensures that the manufacturer meets
the essential cybersecurity requirements setout in Part Il of Annex |.

WE~—7 K ONEE DTS

Conformity marking and declaration of conformity

31

32

SEET, BU ACEAREHEOT ORI TOIEITHEE L THRY, 7>, ZOFHID
I CEDBIVIE ] FTREZR ALV VA 2 D BARRY 27 V8 VDB 2Dl
(XL, CE~—2%Af17,

The manufacturer shall affix the CE marking to each individual product with digital elerments that is in
conformity with the type described in the EUHype examination certificate and satisfies the applicable
requirements setout in this Regulation.

FOEE, BT VBT DERICIDEE ES AL, 220, ZOT VNV DOEFEE
SR B U 10 A TR — NI O R I o8, EY
JIsH BRI CELIDEDEA E S S RE 10, MAHES 513, Ha aMEksh
TS T VERIET D, ZERITIGU T, ZOM G E 5 B0 — A& 7224 /A FI ¢&
LdolzEns,

The manufacturer shall draw up a written declaration of conformity for a product model and keep it at the
disposal of the national authorities for 10 years after the product with digital elerments has been placed on the
market or for the support period, whichever is longer. The declaration of conformity shall identify the product
model for which it has been drawn up. A copy of the declaration of conformity shall be made available to the
relevantauthorities upon recluest.

MERRDI DRI

Authorised representative

# 3 BOPTEDHIALEHE DL, ZHEROT TS/ 228550 ED IV T DA
ELT, TDREEREDMIONG, 730, TORGEEDTED TIZIRNT, LORUEREOHERDHZ
REE o Tl =ShAS2,

The manufacturer’s obligations set out in point 3 may be fulfilled by its authorised representative, on its behalf and under
its responsibility; provided that the relevant obligations are specified in the mancite.
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I~V (BDa1—)L HEERLT D) T2 bR E R ER ST HES T
Part I\ Conformity based on full quality assurance (based on module H)

1

SERTAE R A A Y, U T, BEEEDIA S—NDE 2 H O 5 50D
R CEO DI ZFHE =L, 1>, BRI 57 A DB % DR F7 - FHRUT AR |
D7 8= | OHFCEDOATMIBDY A ST =V T (BT LBl KO, ZofbiEss
(ZE s CRITDINMEESEIEER 7 e 2B 1 07 S—h | OFF TEDSNIZESHTEA L T VD
ZLAZDREEFRDBMO BTV TRERLIDZEDO BZE S T oA e Cho,

Conformity based on full quality assurance is the conformity assessment procedure whereby the manufacturer fulfils
the obligations set out in points 2 and 5 of this Part, and ensures and declares on its sole responsibility that the products
with digital elements or product categories concemed satisfy the essenttial cybersecurity requirements set out in Part | of

Anrex | and that the vulnerahility handling processes put in place by the manufacturer meet the requirements set out in
Part Il of Annex .

TUHNDEFA LR ORBGT, B3, BOEROWEHHETHR

Design, development, production and vulnerability handling of products with digital elerments

BEEEY, BRI DT UL OEFAEL ORELORGT, BRI Ol ek CBIL L OY
HEEFHEDBHRY NCRAL, AV S—h0% 3 B THILH 23 ED B ARSI S S AT I i
AL, YaR—NEA @ CRIGES AT DOIBMEEHMERL, 730, AV —FO5 4 5O Gl
INEO LIRS 2,

The manufacturer shall operate an approved quiality system as specified in point 3 for the design, developmentand final
product inspection and testing of the products with digital elements concemed and for handling vulnerabilities, mainiiain
its effectiveness throughout the support period, and shall be subject o sunveillance as specified in point 4.

AR AT I

Quality sysem

31 BUEA, BRI DT VAV OESREL ORI CBEL, CORGEE DI SRR 5
U, ZOBEEH DRI AT SORHIOR G TS,

The manufacturer shall lodge an application for assessment of its quality system with the notified body of its
choice, for the products with digital elerments concermed.

HEEE L, LU OREE 205!
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Theapplication shall include:

@ HEEOLFRKOERT, Fo, HEROOLABF Lo THFERS N TOITEEIT,
UREHERODLRIE DAFR B OEFT;

the name and address of the manufacturer and, if the application is lodged by the authorised representative,
the name and address of that authorised representative;;

O FESHFIBIRSNAZLNE SN =T VAN OB ST OfE 2 OB
1 DOET BT DEATSCE, FORG SN, Fh Sl rTRe/rs &IV o,
DI EBRIFE VIl O CrEhinn - R A a5

the technical documeniation for one modkel of each category of products with digital elements intended to
be manufactured or developed. The technical documentation shall, wherever applicable, contain at least
the elementsas setoutin Annex VII;
© FOEAT NI TH3GE KO
the documentation conceming the quality system; and
@ [Fl—DHFEIRIOFRERR IR TN TRV e ZEOEmIZIDE S,
awritien declaration thet the same application has not leen lodged with any other notified body:
WS AT M, TN DERZS BRI | D7 5— | OHCEDLILZHD YA
N X2 VT BT DI, >0, ZTORNEEF | X > GO e
P AP | D7 S I O CEDHI B2 T D LR,
The quality system shall ensure compliance of the products with digital elements with the essential cybersecurity

requirements set out in Part | of Annex | and compliance of the vulnerability handlling processes put in place by
the manufacturer with the requirements set out in Part Il of Annex |.

BUEA I TSN TOER, Z TSR OSTHS, SRR ONAFFLTOIVRERR
(280, FEIELEEATT B, TRk CFROFADHTTIE SND, Hikanfls AT L
SCELT, AWEE R HE, REE, =27 LR OREERD— B OH MR AT T,

All the elerments, requiirements and provisions adopted by the manufacturer shall be documented in a systemeatic

and orderly manner in the form of writien policies, procedures and instructions. That quality sysem
documentation shall permita consistent interpretation of the quiality programmes, plans, manuals and records.
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B AT AL, b, LB At e 5 s:

Tl

It shall, in particular, contain an adequiate description of:

@

®)

©

@

C)

B AR, AEONS, Bkt PAZE, BUOMNE K Vst BE 92 A E O
Tk, PN OMERR;

the quality objectives and the organisational structuire, responsibilities and powers of the management with
regard to design, development, product quality and vulnerability handling;

PRI, WS DT UTI2DEN EORREH R OBIFEOARE, e, k7
BAESN B E R 3B RS EE RN TE A SR e, 20T 201
DYFRZL OB TE SN D Z U LRI 107 S—1 | O CIEDSIVALBD YA
N2 T TE BT DL T DT O SN DT U TR TR,

the technical design and development specifications, including standards, that will be applied and, where
the relevant harmonised standards or technical specifications will not be applied in full, the means that will
be used to ensure that the essential cybersecurity requirements set out in Part | of Annex | thet apply tothe
products with digitel elements will be met;

BANIEREZ B0, TWHISNAZ LR D TR, Fe, WA LS
eI IR AR BRI TEASIVANEEL, OS> TR
A HEHSNAZETIRDBIRE | D7 S—h | DHFCEDSIZVZAD YA SM—1F =
VT AT G DT LR DT O SN O Z U T2 FB;

the procedural specifications, including standards, that will be applied and, where the relevant harmonised
standards or technical specifications will not be applied in full, the means that will be used to ensure that the
essential cybersecurity requirements set out in Part 1l of Annex | thatapply o the manufacturer will be met;

anJr&U\F'ﬂ'EJ%’\é@“@@% WFNG, BT R OBRIEAARRE DT, BSO8R
EENDT VANOE TS OB ABGE TR OB T 2B SN A2 e ohL
@&U%EJ%E’J@@J,

the design and development control, as well as design and development verification techniques, processes
and systematic actions that will be used when designing and developing the products with digital elerments
pertaining to the product category covered;

KT HAPE, S E BB QMY ELRGEOFEA, S AZ LT DU K OSHARY
SETIR
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the cormesponding production, quality control and quality assurance technicues, processes and systematic
actionsthatwill be used;

(O /ERERT, AEPET ROV RIS A U A BB ORI, NS, ZOHE
OB RIS IVA R BHE

the examinations and tests that will ke carried out before, during and after production, and the frequency
withwhich they will be carried out;

@ MRAEGEE R ORRERT —Z OI7WE Rk, BOET—2, BRE OB A

the quality records, suich as inspection reports and test data, calibration daia and qualification reports on the
personnel concermed,;

)  EERSNDBGH R OEREDSE DR AR DT, NS, BT AT LDED)
7SR

the means of monitoring the achieverment of the required design and product quality and the effective
operation of the quality system.

RS, SES AT LD 32 BRI QU EINEHIES D120, £
DEE AT LM 2,

The notified body shall assess the quality system t determine whether it satisfies the requirerments referred o in
point3.2.

SRR A SRR L 3B AR S T D EIN B AR E ORI S D AR
ST DB AT DOREESELDBIRITISNT, UiZE O S MEE S,

It shall presume conformity with those recuirements in respect of the elerments of the quality system that comply
with the corresponding specifications of the national siandard that implements the relevant harmonised standard
or technical specification.

SR EE P AT N BITORERITINA, BeAr T — 3, W75 K OBHR 5550
P oaHiia LU COREREARATIZA 2K ES 1 2 DREDNEY, 5>, ZORRID
I CED BV FTRER B DO HFIE S ObDET 2D, O, Z DI MHE
T oL, BUEE OtiRx OFHiiR A &5, BT —2HE, ZORAIDHTEDLNZ
1 ATREZ R B2 2T D DL EE R e BRIE S 2720, MO, T8 NDES %S
ORI BRL I AT DT LR T T O L B R D A A FE i 072, 55 3175
DN BASCEE RIET,
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In addition to experience in quality management systems, the auditing team shall have at least one member
experienced as an assessor in the relevant product field and product technology concemed, and shall have
knowledge of the applicable requirements set out in this Regulation. The audit shall include an assessment visit to
the manufacturer’s premises, where such premises exist The auditing team shall review the technical
documentation referred to in point 3.1 (b), to verify the manufacturer’s ability to identify the applicable
requirements set out in this Regulation and to carry out the necessary examinations with a view to ensuring
compliance of the product with digital elements with those requirements.

BB K O DOREEE OMEROG LB T, ZOHEDBESZT D,
The manufacturer or itsauthorised represeniative shall be notified of the decision.
ZOANT, B M OB 2 U A EE 25,

The notification shall contain the conclusions of the audit and the reasoned assessment decision.

BOEEL, ARSI bDEL TORET AT LT D388 5 B TH28, KUY, 2D
B AT ISR MR T DI S AT AR E S DT L a2,

The manufacturer shall undertake to fulfil the obligations arising out of the quality system as approved and
maintain it so that it remains adequate and efficient

BOEET, WHET AT LG UTARTERRDS, TOME AT DN DR I
OUNTEE AT DL R,

The manufacturer shall keep the natified body that has approved the quality system informed of any intenced
change to the quality system.

FEAAR S, 1RSI 2L, 720, EIESICAE T AT LAV 32 SR
2t RS ERUT DN EDD, T, FRHUlD LB CHLED) R IET D,

The notified body shall evaluate any proposed changes and decide whether the modified quality system will
continue to satisfy the requirements referred to in point 3.2 or whether a reassessment is necessary.

TR Y, TORGERITHL, [FFEERROHIEZ BT D, TOHIENR, FEDR;
fm M OB A U R il e A 260 %,

It shall notify the manufacturer of its decision. The natification shall contain the conclusions of the examination
and the reasoned assessment decision.
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FEERIRROIRER D T2

Sunweillance under the responsibility of the notified body

41.

42,

43.

FHAD HENE, $EEED, ARSI S AT L OA T DI 41 (E N i =3 2 &4 T
HITTDIUIDD,

The purpose of suneillance is to make sure that the manufacturer duly fulfils the obligations arising out of the
approved quality system.

REEHTL, FHIO BRI, FREHMDRGT, Pz, B, B, SR OIS
LTI 7 BATDIEATEL, 20, FREMMRICRIL, B2 COlER, Lobld, LIT
DAFHRZARET 2

The manufacturer shall, for assessment purposes, allow the natified body access to the design, development,
production, inspection, testing and storage sites, and shall provide itwith all necessary information, in particular:

@ AHEIATLDIGE;
the quality system documentation;

O OHHER, FERRLOREEROLII, WS AT LD = — A EoTE
OHINDGE R,

the quality records as provided for by the design part of the quality system, such as results of analyses,
calculationsand tests;

© MEHREELROHRT = OISWE L AT LOFEER N> TEDON DA
Ui, BIET—2 R OBHRE DB E,

the quality records as provided for by the manufacturing part of the quality system, such as ingpection
reports and test data, calibration data.and qualification reports on the personnel concermed.

FEEMRR S, SOEA DS AT DEHERFE LN ONE I DT LA S 12D DI
AL, 2>, LREREEEI L, ARG SRS,

The natified body shall cay out periodic audits to make sure that the manufacturer mainiains and applies the
quality system and shall provide the manufacturer with an audit report.

HE~—/ R OEEESE
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Conformity marking and declaration of conformity

51

52.

BEEENL, B | O S—h | O CRED BB =3 2 0 BARE 7B TR, CE
2%, 130, B 31 SR T HEERRR OB T TV, Yika Erlmkoois &
RN

The manufacturer shall affix the CE marking, and, under the responsibility of the notified bodly referred to in point
3.1, the latter’s identification number to each individual product with digital elements that satisfies the
requirements setoutin Part | of Annex .

BLEETY, [l 2 OB VR CERICIAEA B SAERL, >0, Uiz i
B4 10 AR E ‘i*)‘THFH;HF”ﬁO)b YR TR, [EPN4 Y E ISR
TEDINUET D, WA ESEL, FESEMERSN BT VAR ET D,

The manufacturer shall draw up a writien declaration of conformity for each product model and keep it at the
disposal of the national authorities for 10 years after the product with digital elements has been placed on the
market or for the support period, whichever is longer. The declaration of corformity shall identify the product
model forwhich it has been drawn up.

BERITSUT, G EHE HFO—4BE Y R W TELI0IZsh5,

Acopy of the declaration of conformity shall be made available to the relevant auithorities upon recuest

BOEHT, LRSS B IR 10 SRR MO Ry oM,
ENEREDSE RIS TEDINS, LUFOGEZRE %!

The manufacturer shall, for a period ending at least 10 years after the product with digital elements has been placed on
the market or for the support period, whichever is longer, keep at the disposal of the national authorities:

@

®)

©

5 31 AT BN,

the technical documentation referred to in point 3.1,

55 31 AT WHE AT NI BT,

the documentation conceming the quility system referred to in point 3.1,
HRRSH=bDEL TOH 35 BT 28 1,

the change refered to in point 35, asapproved;
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O 535 5 KU 43 SR T FRE RO HIEE R O,

the decisionsand reports of the notified body referred o in points 35and 4.3.
BB T, ZOFEERARROBEITY RIS, AWE T AT LOAGROTEA T H I THEH LA
#&L, 230, ZOFREHFROBEITY JITRL, EHRNCEZIZEEIEUT, EESh, fF1kS
NWEAFENLISNDHIED M T A E S AT LDOIEKGEDOVANARIH TEDIINTT %,
Each notified body shall inform its notifying authorities of quality system approvals issued or withdrawn, and shall,
periodically or upon request, make available 1o its notifying authorities the list of quality system approvals refused,
suspended or otherwise restricted.
BHEERRRRIE, thoofa BRI TR, ZOfRREHMMERL, BUHL, 1F1ELEAIENLISND
HIRRZA T T S AT DOAGERAENEL, Tz, EREIIGU T, TOEMR R TU
AT DOHGIAEE T D,

Each natified body shall inform the other notified bodies of quality system approvals which it hes refused, suspended or
withdrawn, and, upon request, of quality system approvals which it has issued.

MERRDB L

Authorised representative

%5 315, 5 35 5, & 5 5 KU 6 5O TEOHILEE DFRBL, ZRROPClkse
BEDEDOIVONDZEZSRAFLL T, TORGEE DRI, H>>, ZORGEEDEFED TITEH
T, ZOREEEOMEROSHLRIRE I o Tt =SS5,

The manufacturer’s obligations set out in points 3.1, 3.5, 5 and 6 may be fulfilled by its authorised representative, on its
behalf and under its responsibility; provided that the relevant dbligations are specified inthe mandate.
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