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—fE —
1. FHAIEU) 20222554 [ZDLNT
1.1 ¥

FIHIEU) 20222554 1%, BRlh—E 2D RH L CRmiERID T2 EEE R AN
—[AEHZED D EU DB TES THD,

HHIEU)20222554 1%, 20254F- 1 H 17 B25iiHsiug 6F 64 5508),

FHRIEU) 20222554 13, BU SN THLS 28 DemifsEds, BU BOM LR ASD ICT %—F‘/\L?
=277 A (ICT third-party service providers) 7 ¥S>3E75 (RRLZ, ARSREO A Rl R 7akAESE
L HRE (critical or important functions) ) 2241 794 - CHEY ICT Th—E 225211 Thb), %@oto
72 ICT Y—R =T —E 27 N Z 50D ICT Y—t M ) 27 DB i~ A
FHRET DA 1 RETED TS,
HHIBU) 2022554 1 Z7EDS ICT H—R/ 3>—7 4 h—EX7 471, FEEUT, KEITHLEES S
BRI 77 R —E 27 0 M A EDO LT HHDEBZ NN, KENHLSZS ORFES
I, BIzIE, BAREORZEN BU NSRRI 6L Cs) xDH—E A AR5
B, ZDIIRICT =R =T AT N H LS T D EDDEDLHRSIND,
FHudz, HAREHLSEZLD, ICT —E A& 23S, HIHIEU) 20222554 HED T VD
A EHE ZBIEL QDB DEE Z HND,
FHAIBU) 20222554 DRISUTSNRESIV TN TI R 2—T 27— R BT DN E S
PAIBHTRAIOTRNET IVEBRIZEIC AL T, BINEE RIS FitORKIEENRS B

725, 12121, ZOBRAEEES, FAIEU) 20222554 [ ZHATHERRSIZH 0TI, #HHEIIED)
20232854 (7 —47%) (OTL, 2023/2854, 22.122023) 5 41 Gl I3 <bD T,

Final Report of the Expert Group on B2B data sharing and cloud computing contracts

the European Commission, 2 April 2025
https/ec.etropa.cwtransparency/expert-groups-register/core/api/fiont/document/1 16180/download
[2025 44 ] 26 HfEae

FHIBEU) 20222554 13, BBk (Oversight Framework) 235 AL QU D, 72721, ZORSHRAE, 1
HIEU) 20222554 ® B HIDOT-DVZBRENNEASIEHD THY, D33 HIES IO T
BASNOT 2T T VTR BbD TIIZRNEDNLE ST HRE S QD T2,

FHIBEU) 20222554 DIEFREL T, — %I, TDORAIAMEFHSIVTY VS,

'DORA 1, the Digital Operational Resilience Act | DS L F4-E>7-4,0D, ZOMEHN L, ARDOIEFRCIE
72001273, HHIEU) 20222554 SRHET 2fifai D 7V a2 IR DRI SN A%
Uy,
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1. 2 FRAIEU) 20222554 DR ZIERER S o-Bh&EERGE
1. 2. 1 $HAIEU)2023/1114

HIHIBU) 20222554 D5 2 5565 1 TN L, W 5 EREO T B2 ONTHIRIEU) No 10932010,
FIHIBU)No 10952010, $5745 201336/EU K OFER(EU) 2019/1937 AT E T 2R NaEe e OB gE 0D
202345 31 HOKRI (M55 & RED TS B98I 1) (Regulation of the European Partiament and of
the Council on markets in crypto-assets, and amending Regulations (EU) No 1093/2010 and (EU) No 10952010 and
Directives 2013/36/EU and (EU)2019/1937 (‘the Regulation on markets in crypto-assets’) Z 2 L CL V5,

T 2555 1 OB DRI, HHIEU) 20222554 OEREE A CIIARBHROMRRIFEZR
TR B G FED A BT 2 K ORI EU) 20191937 ZCET 2R K ORI
$£42 (Proposal for a Regulation of the Buropean Parliament and of the Council on Markets in Crypto-assets, and
amending Directive (EU) 2019/1937) (COM (2020) 593, 2020/0265/COD) DZ L2457,

HIHIEU) 20222554 D5 2 556 1 OO RSV NVAIEFR ChL I & PEDO T RS 211
HI] (the Regulation on markets in crypto-assets) |13, #HIBU) 2022/2554 D 3 555 30 7, [FISES 555,
RIS 56 5 M O%F 46 B ZRWTEBIRSN QS

[ERRIZS, B EPEOTIHI BT ONS, #HHIEBU) No 10932010, HHHIEU) No 10952010, #5
7 201336/EU S ONE(EU) 2019/1937 204 DRk M OB oD 2023 4 5 A 31 HORIA
(BU) 2023/1114 (Regulation (EU) 2023/1114 of the Furopean Parliament and of the Council of 31 May 2023 on
markefs in crypto-assets, and amending Regulations (EU) No 1093/2010 and (EU) No 10952010 and Directives
2013/36/EU and (EU) 2019/1937) (OTL150,9.62023, p.40-205) L CEARSTZ,

RHREIN, [FHBIRINOE 149 55565 2 THR OV 3 TRICEDDEEATRE, 20044 12 A 30 B o
VS,

16T, BHRIBU) 20222554 D5 2 2555 1 OB DRI, FRoMGEES &K OBF=0RIIED)
2023/1114(0J L. 150,9.62023, p. 40-205) LRtAFEZ HAVATIUT 2T, ZOINTHAFZT- T, #i
HI(EU) 20222554 05 2 555 1 D HSIVRTAUT 2720

1. 2. 2 FHEIEUR0222065 BUREIEU)20222065

BIRIBU) 20222554 D 32 2855 8 TEDOHF RSV TNB I IFTR AN 2T (/P —EAD 7 1
7 ARV R Gl RTREZ B BN 2 B3 2 R #5508 7E (Union rules on oversight applicable to providers
of cloud computing services) | &1, RISCQOYDHCILI 7 2 VB ERY JRa i T QUOARRI B S OREHT
B DMEAEL TRV TR 2 — T 7 —E A7 1314 (cloud computing service
providers in the absence of a Union horizontal framework establishing a digital oversight authority) | &L CRESAL
QY% BU DIESTEH-C, HRIEU) 20222554 D3RSI CIE T BRSIU QU Vi orik
BOZEEFRT,

LA, HAIEU) 20222554 DHUZLE, BHRFFLARTCEARSIU QU N E S [ERFERIO R ClIR
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STV VRO BRETETEL T, HIRIEUR0222065 (721 —EA1E) ((OF L277,27.102022, p. 1-102)
L OHIHIEUR022/868 (7 —4##eliE) (OTL152,362022,p. 1-44) 235855,

FRAIEBUR0222065 1%, K27 T N7 4 — L —E 2D 7 0 M2 H i FRREL TED T
D, TDII7eT TN —2 P —E AL, FEHAL, 1T ETUATBV TR A 2—T (7
—EREU RSN,

F7=, HAIEUR0222065 (ZREIL T, [FFERIOZ 10 207 —# 4 —E A (data. intermediation
services) | 25 FNDT Ty N7 4 — LD KRG DO E, FERAL, 1HEETUATBW T IVR A 20—
T PR TS ID,

HHIBUR0222065 & OSHRIEUR2022/868 1%, FIAIEU) 20222554 OHFCIFHIRSIVTRY VRV T
Eh, FHBIOSE 32 44865 8 TEITED DI TIR A 2—T (L 7P —E 2D T 1 M Z e Ui
AIRE7 RSB CRE T 2R A O ED—H ChHZ 72D,

FRIEUR0222065 (72— A5 K OSAIEUR022/868 (77— #EA1E) OHCREDHIUTUN
ZEFHZEIAIY, HRIBU) 20222554 DZIADMER 16 L 230 Y Th, MELILEU CRRISHVRTIUL
725720,

1. 8 12T MDBHRUSRE
1. 3. 1 12 TUDHE

FIHIEU) 20022554 13, BB ARG ASEDIAT DA T U NMTHET DA AT WD
R ERRA TR O GREFSIU U VA,

F7bb, BTOA TN, ICT SREE D17 M ICTuelated incidents) SZISNDA S
T (nonICTerelated incidents) & 245 ESIUA,

lmonICTelated incidents | 1%, 51, BRI = 45 BREBE 9512 <7 (operational-related
incidents) 2247 2R LRI 12 LT LI (security payment-related incidents) &1 253 EESA LD,
AR E PR RS DAL LT U N A R LB E T AL LT U NS A EHEL T
WO SR IS R B I IR R B L L I XL ek LR T D1 v T Uk
(operational or security payment-related incidents) | Ténd, 11E-7C, 188 F/l X272 L ERE o1
72N, ImonlCTrelated incidents | %5114 (alias or synonym) CoHHZET725,
THSDAL LT ANDOGERNBE FT XK e A R (major) | &V OIERFIDM SIS,

incidents ICT=related incidents

operational or security payment-related incidents | operational-related incidents

(=nonCT-related incidents) security payment-related incidents
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SEE AL REEA A7 b (operationalelated incidents) [, ICT LESHEd 5127 (ICTelated
incidents) DESEZ T F DT, FilxIE, BEMLLUXEOMERE, 1EEEF TN —25eD
FATL LA, BAREE I TS TOI AT T4, RBLSEE, SMEN LA T4 B IH25, N
B 7| IR T D ML R BADO O N B DTS RZ DIDNT, R L CORYE F
T LEE N A R E R R T DA T MEESIQODEEZ BD,

LA R LB G535 (security payment-related incidents) H 377, [EHATINZIE, ICT LE%HE

HAT U NDBEHREEENNDT, FIZIE, TORN —RAEONRPE, BRI A O

(2K Y 3% AR B TS AR A T TR IS FHEN R AE T DY A7 EAVRES I QU VD E

EZHND,

UL, IR ICT EBhET DA T U NDEFRA G LA, BlZIE, SRS L TR IR

ToSREFT AT B MR AARMIET D ICT —R =T —E X7 M F OFE AW EE AT

LIPAS—BEEAZ T, DT80 43R C 3 DR BHE S5 o T L M3

AELUTQUBITNES. MaZSmEERI 3245% ICT th—R/ —T P —E A7 ATV TORAEL T

UV ICT SRS DAL L7 U NS TN IR TN 85 G T b DEE Z 5N D,

1. 8. 2 A2 TNADHEE

ZDOIHHRANEU) 20022554 (2T DAL LT MO RBIZFERORIFEE L= T, HAIED)
20222554 D% 5 IH (subject matter) TS RlFE L Citi F FTREZ 222 (requirements applicable
to financial entities) D—#RELC, 5 1 5555 1 T X, TEESHERRO®HS Y 6975, ICT LEET 5
KREIA T U NDEE (reporting of major ICTrelated incidents) 2420, [RIFE)i) %, FESHENRDEHS
M RN RS i PR TR D2 M LB E T DR oA T U N E TED TN,

FRRIEU) 20222554 DF 195565 1 THES 1 BTN, 35 1 5555 1 TH@)) SR T DB EDHH
T, ICT LTS DREI DAL LT N -T-E &, FFRANDES 46 SRITHIPESIUQODEIES
VLSRR 7S HERR D& D Y4 S XL, FD ICT ERRET DR E oA LT MDD
K OSRE LT U727 N2 2 A ED T VA,

INZC, HANEU) 20222554 55 19 555 1 HHES 6 BRI, [FHEER 1 BIFEOTRBHERO®HD Y Jal 2
Nz, BARERZEIDBRICHE S, FEHEU) 20222555 1 Th> THEESIVE I35 DAV TS HERR D
SHHYRF A TN 2= H X )T AT T A (CSIRTS) (2L T ICT LESHET5
KREIp AT NI OS2 TR CHEH CED AN ED DN TEH E
HIEOHTUND,

THUTHL, BHEIEU) 20222554 05 1 5545 1 Tyl B DIE B A HL /- g O 2L B
FTDOREILA LT MWD T, BN T, TOEH A EDHETBE R
DZEDTRARGILTND,

HIRIEU) 20222554 D 23 D3 EAUTEL S T DA LfRSIA, [RIZRZID, 3 195585 1 TUITE
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D5 ICT EBBET DREIRAL LT DAL LT L N DB B PR JRIF D22k
LBHET A2 7 I (operational or security paymentrelated incidents) D¥REEOEY LU T (GXERY
\ZIFERL GE) ShAZH s,

72721, BIIBU) 2022/2554 D55 1 555 1 FE )iy, [TERESHENROE®ZD 4 Jal Dkl 2l B B -1T
RO N EEBHET DREIRAL LT N 128D QODDITH IO, [RIFERIODHS 23 5%
VL, BSHERR DO &5 Jel 332 2 A BRI i RF O e e LR E S B T K& e o7 b
(major operational or security payment-related incidents) | O¥RE7-17Cla7e<, BREHEIROD®HD XM Rl okt
2 S B BT - I O 22 VLB 5257 (operational or security payment-related incidents) |
DOHFEDOIFE T CRIAIE 19 SR CED DR EZSOED TSN DI EZTED TN,
EFRGDEIRSIUTODT AU T2,

1. 8. 3 YA/ \—BROHEEH

FREIEU) 20222554 055 19 55565 2 T8 1 BIFELY, AmliERaNS K0t A/ R — A 5 Gk 7
THSHERR DB DY I Zx L GRETCE, o, ZOLREDIEAES T4/, oSt RO
YR TEOMINE A E CEHIEETED, [FIZRES 2 THE 2 BT, F54 201336/BU OF 4
SRS THRESHV IS 7 B HE SR O D EIN Y Sl SR AT CREA A S — Bt ©
&, F-, TOWMMEZTT- 2451, BCB (S U CEOBMEEBIEETHILEED, FISE 2
THEE 3 BIEIY, BAERIEORIRIHEN, CSIRTS (ZH L Th K&/ A/ A i Cab 2%
FAIENZED DI TED BETED T VD,

1.3. 4 TXAHL— Ay

JHRIEU) 20222554 D 19 SRAITTED DIV LBEN OMTEOEOHHAAN L, ICT SRHET
KEIp A LT U N OKRET AN OIEROBEY B BT AE Rt 2T~ R A
U AT WNZRBTHT AN — g MR DR E EDDH D TIHD,

FRHIEU) 20222554 1%, FE45(EU) 20222555 (NIS2 £547) EDBHERI I\ N CRERINE (lex specialis) &75257C
WA RITSL16BR),

1. 8. 5 BAREITHREL OEELO/MR

BIHIEU) 20222554 13, EU ORERKEIANE SO AL SERIESZ1 137, BUBINICSOE
AR TR E ATV Vo7 BU OIS (5 = EPN) ISR 2L SERERS 5T
LThilEn D, €D X725 = El R DS LSREER T A AENICATE FEORLS A6 >4
AR & o,

ZAUPZ, BU SN S ai S CHBEIEEN A A TS AAIEI AT OHLIT A el
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FEBEIX, ICT LRI K& AT T ML, EDRERKIE D E DY /st CTRAIEU)
2022/2554 D 19 5555 1 LA 1 BIFEDEAIOEER M OSSR E 2 U7 FAUT720720 V) ve IERE -
THY, D>, YsESHERROH D Ja e CRuskl i M QSR 2 AR CEAIINTT D700
e - R O%HR: EoUEA L7 T U T 072 W7 Tz, [RHRBIOES 19 4555 1185 6 Fl
THEORHRIZI T, EUDEDRERRIEDE DIH72 % L QDD ENETEI T~~~ BT, b L%
DITBNETLTEDHBHOEXE, MrZBikED CSIRT (SR Chafbs Sl & OS24 C
EDINTT DT ODHART b K SR EOUEFL/AFAIUTADT 2 W TR BT & ThHD,

[FARLZ, BU IS A 55 T U CR TR EA = A O VD B AREI AN O RLE A >4l
BAE, K&V A —ZBUBAL, EORERREDE DY IR THRANEU) 20222554 DF 19 254
2 T O AT O EA CE L) IERE TS TEY, 70, (ISR CEAIANTT BT D
Feff bR OSSR YA LT U 2870 M WZ TR B & ThD,

7233, HIHIBU) 20222554 O FHxtG& 700 bERaN L, [RIRAIES 2 RITEDLemsEan L%
FE97, BU KON BU VA Z R S ARIEIDIEINEA Vil S A B B RO FHEEBHPNI 8 DBRY,
A ARE D071k e OVBSE RO HR - B> B AR E N OBhE B 2331 5755 Eoiq
FO7RE TS T AIERIRIS, FHAIEU) 20222554 05 2 S fHSHD, [EZE THEN T, ANEHIZZ
DIHTLHDTHD,

Zhupz, BRAINEU) 20222554 OiiiaH rTREMDOHD AAERZE, [FRRIOSE 2 5R20OED LU 3
FRAITE TN QO DEFEERSAICEAL, [Ee i a5 CRMLEMD D,

1. 4 ICT Y—F/\—F1hioiiitahsd Al —E R

SRS, AN, MR ER Z TOT0IT ICT LR o Fo—as —
EDITIRDAN =T A T —EADT M AN ITFEL, ZDT 0 M E DS s —8
2ZEFIFHS 55 5DVAZ (ICT thindparty risk) D~ 1 ANZEIL TS, HHIBU) 20222554 D% V &
DOHFTEDOA SO L2,

ZOWBITRITA—E 2O, FzIE, F=EO ICT Y—R/ S—T o fitsin s AlF vy
MRy 2 Al = MO —E RO |t S E A LIRS A,

ZDIHe Al TRy b Al =—V = NS A EE A OB RE )AL > QDT OIAERDE
W) TH OIS UIVAZ 2, EERR OWHE CER GE, YakeRtERas 1ICT
—RR—=T P —ERT A Z LD TSI 325 _EO Bk (contractual amangement) 721 C
IR CER Y,

F2, Al TF vy NRMe Al == MO ISR Al Y—E R BB 252K AR ELAR NThH)
P, BEMERDEEOHFCHAMELT Al Fry Ry Al == NS CRY7e
35, ZORICBIL T Al T vy MRy R Al = MO —E 22 23605
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SEIR—TTHNTEDTARIRITHOLD VL, 730, TOKFROPNITEL/ 2R BRGNS
FIL B,

BZIE, S TEEFOHC Microsoft Word 25 F L CEE5 O SCEDMERSMUAS A T H B
Copilot 23FA TSI, AL A — b EOTFEIRERZTA T ORI Google D ALBEREDS HHBIAIZSE
1TSNAZENBD,

ZDIIGE, URASBAONEEE S, FHAIEU) 20222554 D3ED D HADIN RIS = [E D
ICT —R/ 3= ARESID Al TFpy MRV RS Al === M7 Al —E2ZFHLT
UWBZHIT015D, OFD, ZO I AR T, SIRIEU) 20222554 O A3 ERGIZS
AUQNDEE VD,

ZUC, ZHSDIHAITREL, HAEU) 20222554 DI, SRR S oI TE)
HRIEATEDDFTMAELI2, Bil20E, BEIBU) 20222554 0% 28 4545 3 TS, ICT Hh—kX
—T BRI B M E D AREIND R A R FEREET - JE T HEREA S 2 5 ICT Y—E ADF)
PR3- 255_ LD B DN TI DGR 755 (register) 2RI T HZEZTED T, Al F
T NRVRC Al == MOJIZRHD Al —E A ZBU CERE I RSS20
INTONTE, DVRVEERTCIHD,

MAT, Al Ty MR Al === MO Al —E 2T BRI A O IR
BEDERT T 74—~ S ara, FEERNCAT, HIAIEU) 20222554 O 29 ZRIT&
STIHRHLTERN ICT —EADOEA IR AL QD2 EER 20155,

ZDII BRI 2728, AR DRGSR R Al K> D200 b LAV

F2, Al B EBhE2DIEA 0w, FHS, (RS BAELGA DAL T NECUAS
LB A S EONE N 0IF D00 E I, ZLT, BHNHHEfESNDEE, HAIEU)
20222554 DBESRTADIE F L OB 1% BIRO IR RS S HEBR OB 5 4 R DR E A L
I AREDINFRN A THARFISAVCQNVDEED D,

Fie, R R IGE LT, EROHIEO SRR C o CGEARTRER TR EL T, Ya%iB0
FERRAN ORI B 701 23 C, Copilot 0D HBNFHA T4 11975728 Microsoft DRSO FZ4
TEEIEL, A2 —Fob EOIFHIREEREFA T DRI Google DMERET D —E2DEMZ 2T
IR, F, ZISLISOEEERL S —E AL T R AR IE T 5282 E 2 55,

ZZCIRARTUBIHZEEIRTO ATEFFEBRET 2 BU OFARIESEL T, FRAEU) 20241689 (A
THTRETE) (OJ L, 2024/1689, 12.72024) 7545, FHHIEU) 2022/2554 (DBHESIHD DM ZBEL
T, HHIEU) 2024/1689 (N THIGER) DOHUZE FAL QAR E K OISR A B3 2 40 ADE
FRERRASRR SR AU 5720,

EU [ZBIAAHONEwE a0, BINEERL -~V CERATREZAHEL L C, BU IRV THE)
PR AED BREERTEOE FH AR U= G, BUEBISE A rTRE RSB MAAE L&, =
DIILNHAD Al P—E 252 Al 7 FVO/ SR 7 3 AR RICEh RS L -2
WAt D AEFA TA2EE LT DIERRATRETDE DL, HDONE, ZDIH72 Al h—E20° Al T

9
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TVETERTA T TT TN CEDINTT DTLEAEE DL FHEA T2 T L TEEARDH
BB IOPRER ARG T DU, BRI/l 2,

F72, BU OBUTOBFEKR OBSEE SO I ZEEAN B TR E S D&, TDX
VLRI CIA TSNV B A i LRGS0 8b, M T REZ NI D,

TISDRERIEET B2 O HANFANE, T VORI ORAFRINCES 920k
MEZ Q023/C23001) DIGETOHFDESIS,

1.5 T505E

RIS, SRR VTSNS T — 212, AT —4 (personal data), H#H AT —4 (non-
personal data) X OMIE A\ 7 — S EFEE AT —ZDIRAT—4 (mixed data) 737 £, ZOHRIZBAL T,
EU ORERZIEIZIO T EAEIZRBOTLRIC TS, 72721, BAREOBY TEHIO FIaknWa,
FEHNT —Z S ONEE T —2 T3 D1 DS BHME Tl

EU BT, EAT—2IZBIL T, HEIEU) 2016679 (% —2{55#51H1) (OTL 119,4.52016, p.
1), JHAIEU) 2018/1725 (OJ L 295, 21.11.2018, p. 39) 2SS (BILBH B, F7-, FEHEAT—HIC
BALC1, HHAIEU)R018/1807 (OT1.303,28.11.2018, p. 59) AN HSALD,

IBET 2% EU OBFEESOBEMABHRIZEAL T, BT —FOBEO7R AP
FHAM 2 B9 25E RS COM/2019/250 final 7 ¥AFRSIUTU VD,

TNoDT —H13, SRR~ A (inhouse) CRUERSNAZ b5, SMHO ICT H—hK/—
T4 —E AT 314 (ICT thirdparty service providers) | 23§ D952 /21 FRgl2dd), 4% ICT
PR/ R—=T P —ERXT 0 H S TUBEESN AT S B0, T, 5% ICT h—R~—7 ¢ —
ERT T SAZ I ERIDIEFIRI T FiESNAZ L1,
ZDIIEINEAE DT — B B AT, kAT —4, FEENT —XEONEET
— A TEASNS BU OEESOATE N OWEREOREENEOSIE) SE IS S, 2L T, Thb
DIEFEBDOSIEDNHEIE TEHSHROEET, $IRIBU) 20222554 DF 28 5%, 55 29 5L U 305512
30, Y% ICT —R/ =T —E 27 AL LD ICT Y—t 20K I B 232K B8R0
T LB LmBiEs, Z0 ICT Y—E ADOHIE, T —XONEEERR & Fhn5,

H AREN A GO ASH A R3S EU ORERKIEID SRR O BRI Z 30 v CE = [EI AL

HiA2HD ICT —R/ =T —E 27 M7 LU TN AE5E, FAIEU) 20222554 O35 28 2%
KOV 29 4R12d0, 5% ICT H—R/ =T —E 27" M LD OSBRI T L72nZd
RETDTOIE, FEROEAT—4, FEEANT—2 L ONEA T —A SIS BU OES D%
TE R OME R E D BB EIN RO SIBA S FLAA T AU A2 S WS BT R&EThD,
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1. 6 FNESDETEHRROE=ENIHIT55=T

SRETPNCETS ICT Y—R S—T U L2 50 SR -2TE FOREYE, ’RMSiAD
LAYLT, SRR (Lead Overseen) | ZJ > T TS,

FRAIEU) 20222554 | ZHS<ETHREEE OREHRENU L, AL, BRINEAOEIRNIZIST
1SN D,

LU, ICT =R/ =T UAZ LR AR A K7 ICT R/ =T =27 0 AL DL,
DN = [EPNTHDSE, FAIEU) 20022554 O 36 50, U = [E LD T8 EOW
TEZAEHARILE LT, Y5450 = NI AN AR OHERROT Ttz nlREL D07 e i A2 A
FADZENTESILTOND,

AAEN, BRINESEOBHRIZI T —EChoZ U T, BRAEU) 20222554 D 36
ST T LD I ED G SAV Sy, FRMMEE A OZEIREE N Z DN AR SEY A AR E]
DFELENIZHY B AE LS DS HEREEEAOREN (premises) | 236\ YCIA TSIUSHZ LTI,

ZDIIR T EDMFAEL R\ ey, BRINEES OSSR B 535 — EDfE LIV VO AR
B A FAT T DIEAUATFAE LN Z BB, ZOMEIRDES TR ATREZRIRBEI Cfan s
V725,

ZDOIHEITEAL, HHIEU) 20222554 D5 36 4555 3 LA 2 BRI, [RIFIRIOSS 35 555 1 TH(d)
I ZRO RSN AT BB DR E ORI\ TE = [ENICBII D MR I T FTRE ChHDHZ
LIZIVAT DR E SN DB TR SR RA BB I AN LESIUTUVS,

F7205, BRMEAPIZHLS A DR T3 DB 28O, MR RIRZR ICT H—Ro
—T AP —ERT T SAZ DD ICT —E ADFAMASZ T IR0 W EDEESTUSHZE
V725,

HiS358, B, BAEITILEZL OARAIKRZR ICT SR =T h—E 27 1 S 2 3R 38
BOEIL B OB AT IUL, MOMNES O SHE RSN AIREMED D L1
E9FETH RN THD,

ZOZHE, AR ICT =R/ 3= h—E 27 1 M55 CORNEZEDH CREESIZ ICT 3
—R =71V A7 (the ICT third-party risk the specific risks identified in the recommendations addressed to critical
ICT third-perty service providers) | 2L C %<l R SR U SRHLL 720 MEE, R4t Bl
CHBISHERROD®D Y 53, HIRIEBU) 20222554 D5 42 55565 6 BEZRNUES 8 THITIY, Mak<rti4ad
ELEEARF R ICT —R/ =T =R M Z LD DTN — o T FT AL TR
HIEAE T SEDZ LA T ARESH LS TH Thi§s,

Fiudz, ZOEIZBEALTYH, AAREORL#EMAEICES>TUL, F0 AARERZEN T = [ENICHLS A
HORARIR ICT —R/ =T —E AT M ZTEH>C, BRNNEENOA@IEREI LU C ICT
B REARTDIETIR (entity) | 5% 24 T DTS, EDIH72H W e S TEHEE T

11
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WGy U CORTEDT TIod SO MIAMFET 2R, M45% ICT Yh—t A4S 2 AR Ml
Zb DR NI A ORERRIEN 2330 v COYRERESEA ZBAL TRIESHERRD® D Y JR 3l 00X J7) (T TBe#
) THRONEHRN AL, ZORESHERR (competence) ST (tasks) 2 IERE ZHRAEL, AR H.0D1E
K& AFFRACHADT- 8D D Hi-—EHE AT (single contact point) & 55 T LN EEE CTHD,

1. 7 FRAIEU)20222554 D4 DBEREEDIEK

—fIZ, AAREDREE TP EFIT, BU OIEFO RIEL (review) IZBE T D55 T 58207
Hr BRSO TZ LN S, SEEB DA FNST=OIZ, FHRIIEU) 20222554 (28RS, EU OF
DIEFITINTY, FELSEE TE T, BEET 2 A S~ TR, b0 BB
DDA HROITMEEHEZRL, AAEOSEFIOBERIE K OVERRIOIS 028 T3RE
TRIER7 82,

FRAIEBU) 20222554 DFF 58 SRV VT, BUETIIEAXGE 72> 0 VU A 7paemih—E
AT VANV OER—E ) IR, 5%, [RFRRIOm@E ALK T DE0 \52%%5*«(@%
RT3 DR UM M ~_EZENED I NS, TORERNEI DN, FMNEE S MK
RSB DER B A R OREA BN  C > CRESIEASNDZETHY, R, 1:'/7’0)7774'
FEIHRBU A M I CORNLETE DRI N G- % DB DT L TSIV,

L, FHUTENELT, AL MR T D2 DI T D VRIHE TS OAREAR
AU T U IRER BRI DDEE 2 5D,

1. 8 KYRELHARDEERM

CZETRANFEREDBERIIBNT, AAEDHT, RESFSt, Rt &S, 71Uy
H—Ratt, AHAASHLFBROF T, BRSO LeHRIEU) 2022/2554 O
KGRI RIGHIEFRO VA NI ICT A>T U NRFT2IHE S IORREE, ZDEHE )%
Fro 7O DUERRESO~ AN AT DO FENTEHL, FHREAATRE T LN EE THD, %
B s AT PR T CIIE L B A TR T,

UL, HAENIZEO TARSIV QDGR T ofRY, ED 7 F e Ia iz 457
DOEFE ARG R, A7 ELBIRR Q025 4F 4 ABIUE) T3, (BU OHME I A~A 7
DI NI E RO ZEA N T A2 T O DELTh) FHELRNIS TS,

ZHUPZ, fifl 2 D B AR HA LD UEFRES AR AN SR 7DD FBe - 75T, DV R0BRG
ATV,

[EHE ) LRSI 2 HATTHE (1SO, JIS OORFE ) 13N MFEL TUD2S, LU, —EDR#Z R
FTOHRTHY, FREROFREFIT DO TIILIET, il 2 DAZEOIG NG, TG IHETF,
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TR E BRI IS U7 FE D T R D ThHDFA Y,

Ziudz, HIRO FIZRW T, BAEOBIEMSET, HOORENOFPHNT, £/-03, [EiE T
DG HE a7 B FE HMEB S AAHL T, #E—MED72 SRHEAED DLV, ZDZE
13, ERRAY e e D 38175 A AREBURNOBER FO—BHEOAFAEDIRIKE/RE72T TS,
YA SR IR RBUE 2D A S A T U MR A B RN O — 897 > — Bt
KA R ATRES T DRI S 720152,

ZLTC, FNbmZiy, BAREDOYVAS—ERS EOFEIOPIUHERET DT THAIL,
F7-, B S FEORIRI BT AERSA A EHEDIK F AL HDE 25 THA),

EBA YR BOR A B IRE L TE 2 TR Th, BUEDT AVBBRE DN 7 KFrEI L
DIEINEI R OVEBRA B BOR DI E D IOt DTHAIILU T, HAREBEIR Y, BiEOREEL T,
T AT e BT DB AWV PR (P B80S EROEZ A E)) A O
IFETCOEFIZBIIDRARDAL TTEI2>TNDE EMREERL, TODOZEHEEEX 7=
OB AEFEOR A LD LN EE TS,

— I, TEHFEIZIC TS, (EREED) EZHRDT DA77 & (EINEY L OVERRAR) #E
TR EDTDODA L T THRI—DIERARS NT—I L AT N2> QONDEVOFRE, ZLC, DL
DI, HRFOFAREERFOFARRL )V E HAFL TRY, KE—ADRRE 2> TQVDE HEHE
i A Ny N A G 5 TR

HHRIEU) 20222554 1%, FDIH72 B COBRAOEF AR/ 2 IELSEMEL, ZORIES
Z TR AT O ORI 55 LUEED T30 BU ORABCED—E U CRESN-ES Th5
LEZD,

ZZTHRARQBIS 7 IR CONEHIERIDZE 2 OFAR BRI BL TS, iS55,
—BU OBhEESEFLELT—) IS 905 4-5 5 135~181 H, E350E 04 6 75 165~
211 5 Q0184F) DH T, —ixPEmE L CBETIR L0 T,

HlRm SO CRUTC BB LT BU Offfl 2 O35S e OGO I H7 3 R B Bk
TN TN QBT G, UL, [RIFSCOH Tl 7= EAm e — 5B ZBIL T,
BIRE AU THIEIET DB ED U,

[FIFACSCE, BU OBBEVES AR Lo, fE#Z (Information Law) O— 57 e ARG AR ~2
FRSCCTHD,

13
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2. BERERICHITHERAH
ZDOBEFITH UL, FRNEU)2022/2554 DRI OSSO SEFRIHLZ,

ZOBEFUIBNTUIRFRAIRARMN T DU U, 72720, JRA R R D28 EEMI 25y
(R TIREPDIZBEIL QI SR TR DI IS LT,

ZDOZBEFL, S<ETHHAIBU) 20222554 OFLZRFIRR Thd, A2 GRTHIEER THR Y,

ZOZEFL, BRI RIS Db D TinD, Tk, BITHIIEEROTAERELT
BEIEST_EHDEFERLIEETL, FORERITIWT, BGETIREAERT &N EINEAE T 5,

ZOBERORHNBERLTUIFRNEL TEFRET DL, ERROEE T A AFE T
AL T, PTats 3 EaRELT,

SO BREREE NN ZBIL TS, R T ORT 2L, ZOFSCHORRREEEEDI
BTN, B eIAL B CRRRE ChHOL DL BRI A2 BT I M /AT DI RERE Th
DbOWHBEE LS,

7120, O Rt A T O & TR T CFRORSILTODE WBRE TIld72
U, AR U ST MAAE T D,

JFCCHRICRAD DS DDLU, JRAINEL T, ZOFFEREL -, L, ZOFFEFRIILIZD
TIHIE LIRS R A BN R U =2 S22 A, AF IR U= R
(T s R N N DR Q) 53 | o D A e QN P N

BIZIE, 55 5455 2 AN HI 8% [ at corporate level |1, SCZAVE ARE L TIEHRAZILLIT 2 T
£, 2Ol corporate | A 3EAHR T LT DETHUE, FAEZETIIZR VERIERE (1] AR EDEN
JERAT) ORE B T SRR ZE O HABTEDRRIR A R T DTN RN BT D0C, B IR
ST3CTHD, [RICRTEE, RISLO)DOHIIHED, D atcorporate level |13 at financial entity level | 721
at cooperation level | DREFEIRS~E TV, RO SR HHEIKIL CHIE ORAEE Chho rlREMED 7
DSEONEEIRIRS HZ LTz, 22T, 2O OFEUT, SRRV REIRORERABEEX T BN
THY, JFSCDBEFRELTUIRNLUF LGRS (HAGES) 105D T, KA TERIRSND, 708, 14
FORGLCTHLURTHEET, B~V Tl IRR U,

ZDOBEFRITIRIET  ZERPITHOMES, ETRETHD,

AT SEEML, 40O Fpoint) D REE —HEIS LT, FixI1E, Tpoint@) 1L Fi@ 51 THD
S, V) L5 1 88, (@) L3504 DML,
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3. SEREICBLTHEEBLI-ER

Critical

ZOBEFRTINTUL, ICT VAT LDJEIMEZEEDOBHRIZIS T, Tertical | 2T AR AR SRS
L7,

Essential

ZOBEFRITIBNTUL, ICT VAT 2D EMEEEORIRAIZIS T, Tessential |2 T2 | ERRTZEIC
L=

Financial entities

IMinancial entities | 13, 4 FlRFH D 3K A 024 3514 K (entities) D Z L& E K75, HHIED)
2022/2554 1233\ T, 2D Mfinancial entities |1, B 13X, A EDOH R TOIS7 2 AW RERE S FUETD
FHOARZE CHOEY TEDINIE %5 A CUODERSID,

ZOBERITB UL, ZOIH7FMiEA RS LT~ FC, Minancial entities |21 4 flFERS | SR
L7

Jurisdict

HREIEU) 20222554 DREITLA), FISR6) BISUGT), BISC@)EUE 15 5545 1 BIEEIZBV T,
Ijurisdictions |13, PRINEESORERKEDRE T OSBMEDZEAFEL, Fhud, [EZE T, FHEEZ N
BRI THEEZ D Mo S (FE ) OZ %89,

ZDIH e E KA O EITISIT D urisdictions | 1T, {52 OFHIFTOFRALE FOEEEMEDZ LTI
Uy,

L, [EBRBORE R OVES O AT I URIRIAZRE T SN CEIRNE ML= C, 20
ZEFRPO_EFEOIH7HE TSIV QODRERTIZI Y, Turisdictions | 2T FHEEIZE | LFRT2
e

Oftherwise

TERAIHZ Tor otherwise | 2 MEFHSHAUQUVDIEA, 7213, SHZRTUT ISR HIRTRECTHEDS,
AAGERIREL CIXEETTHY, KETELDT, ZOSERITHOTL, (HH, Tor otherwise] 23
DU EFED TERIIT DU, BAGEIZI DI BWEBFED BN AFAETHEXIE, FHUl
JoR&ETHS,
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Conditions and terms

lconditions and terms |13, SCARIZIY, SR 5ECTHON, ZOSERIZBO UL, @ETE S
DZEERRE TR 2 T b OURSNDD T, ZDOII0EREHObDELT, Kk LaRT28
U=,

Premises, land or property

R B SN R ORG24 (naterial) &L C0D [premises, land or property | DR
iR, BRI DS B ORI Lo T > QBT ENBVEL), —RL Fl L TR 20T
13724, JHHAIEU) 20222554 DFF 39 SOOI 21T DI (onsite inspection) 0 B )& BEHE -2 4iH
WIZFREL CEBIITAEIR T 58, ICT H—R/ ~—T7h—E 27 S Z DR S P LS A
OBRERII TR T ICT Y —E 224 2 EDO I D7 DD Miiak, T3 %
EE R (2<y gV
FRIEU) 20222554 D 39 S0 20 W I (premiises) | 413, (Bl EEE/VNICHLEE D72 C
&Y, LOENOEIZI A A2 Y% RSB REL L QU VR GE DI BT DS E L,
W) S O OB % B i D30 55, ZD79, [premises] O FIEIZEIL, HRIED)
2022/2554 | ZH\ T, EAAITOSCEERZ 2V MRSV TS, FDII7EETHHDT, Bid
D HARI7 218 -V EARRROG N ZIE T LTS, A BRI~ D FHR IR D D%,
ZDINFIRT 5L, FHAIEU) 20022554 055 39 S W -1t (land) 11, FEFAOEH T/
INVECHRRSIUTU RN, Y32 EI IV TR M TZRD B TY VRV EE DS ED
TN ED R SIVQNSTET D el OB E AU VRN T IO Z LR 3L iR
SNDZH 2D, FEERORME, HEN (premises) || 25 £ND, BIRINT, SER72HITH-Th,
Wik ICT Y —R/ =T P —E 27 0 A H ISR T8O S B B R e O e A D C
R 7= -4 (land) | FN NRAEDRIRE/20IGHERSIND, Fie, 2T FDIIR I FEH TR
7RG (BIRE) 218 YT O THIDGER, Z0D X578 RTREZ G (BIPE) 2S5
| TRRIESILTUNDTENTTHY, EAUDIHH (Bh7E) 23 Y52 RIE OIS HIZ3s T 3dee L
WAV VRN ED AR AF T 528 TS,
PLEIGRAZZ oA E 2 72 BT, SEARRAEOHRGEL TURSIVOODEATZI YT, HAIEU)
202212554 O 39 SR\ W T property | & T | LFRGZ LT UTe, ZOME, AAREDRIE S KO
AT S QOB T | OBE S 5221 — BT Db D TR, ZOSEFRIZEBO T,
FRAINEU) 20222554 | ZBITFHSE NREEDOX G L O BB OB 3E) NI ADZENNTX
A RY) (tangble material) CiHZ LA ZIL, A (intangible object) TroT —4=NGHAE 5 F720 ¥
DELT, 7, RO THEN (premises) | 2 ON -1 (land) | OB &FRLIEEPEDBHLEDELT,
'property | DBESZEFL, bt/ ealGEe Ul 1 295281 -,
B chd THRONER (facilities) 26l BRI AD T LA BLR 20T, A ChbT
—ZRNE RN AR T — 2R A TR LT S E MO ELR AN ERH O,
HRIIEU) 20222554 DOFETEEZERT, FHRRIOE 39 DN NREDELRIZEDDO T, 5 37
SOOI R IR _EZ 2D,
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Telecommumnication operator

FRAIEU) 20222554 1233\ YT, elecommunication operator |13, F£EUC, B3 ChHOESIHEF
HHEDZ LT T RSN, EFHEEE AT TIEN THOELB G G ETHY, F
7, WEOREGH—E ADFEE T QI TINT—~0 TR —E 27 0 M F & Eh
SRR F R 2GR E LRSS,

ZDOBEFITBTUL, T 5 A GEE TN T _ETHHL ML, [telecommunication
operator | % [B(F FERGE I | LRRTZEIZUTE, SIS eaRFEDMEE T DEEIY, ZOGE
\ZEDH_ETHD,

Judicial authorities

FRAIBU) 20222554 12330 T, Tjudicial authorities |13, HIFT2CI37, BABRREOEES, 2
BT M OSSR D JH7 05 A0 24 3 2 [E SR A 5 Lo B TRV IV QOB iESILS,
AAREZEES 76 54250, AAREOERMZEEL COIFNE O ENERE) SV VEEL, ST
FMTFREL TUHEHSNANETH, G, 5T OO I57 FRRIFTLSND) 152402
T HEFHEB R U CIENE) RO ENEME | LV VREAE 322803 T, Zhud, AARERE
(ZEDD (TRIFEEL CO)ERHIREORHIIRO—E Thd, FRIEFHEBI K OB R, FHIFTLL
SAOESHEBE B CIaE ) O FEME |V WREZ AT LR 2L WS (IR 2R LR
13700700 (H AREFEIES 950),

LIUDZ, ZDSEFUIB UL, FHIFTLS DIEZERIA & Lok & CHEFS QDRI
FFBMR0, Tudicial authorities | 2 V7524 J53 ) SFR$-Z 2L,

7233, BRINESORERKEID R I T L, BRI L, 1A O A TR T D—
FETHY, BHIBEITEBE OB O—atEn 5% B F 3R HAB B ThHY, Heflo
IRNEAMRFESIU QU VD T T DM DL B ST B 2o TV,

FIHIBU) 20222554 1%, BRMBEGOTES TEHY, [EZR FHE R SELFELR ChOARRIEDEZ
HIEECE TR A 2V e L C, 155 4 RSO FAV T VD,

B0, FHEIEU) 2022/2554 05 54 5565 5 T 2 30D udicial decision) 0D udicial )13, AREED 1%
PR Co LB PR P A F8 5 URERE O TBAR RS ChOI TBONIRGE HIFT e 3 57l
EF M LRI IEE AL OEZE I A A oS THODILQODEAFIREIUD, FHIEU)
20222554 DL, BIZIE, 55 56 2545 2 TEOINT, FHHIFHIBRE D541 2 court) SRS
TS,

—HKT, AAREBEDII AT DEEL T EZ A E S AL O FHEE SR L,
REROF TG THD, MHRERD Tl Vo) BV A SR SRR BEATBITDA
PROERILRIC IR E ) HRDHIHEE U CHEERNIEDR T 1T, RS EOSFES R ESR
I BE LA TR IO LTIV, FDTED 0, FRMNEA ORERLEN 331 T A TE S 25t
T HAIRASTHIEEE, AIRASL TSR OBE K OV el B AREREED T2 8T
HIBEL TN VR FI 2o QNBZEDNHDD T, DA ER TS E A9 5,

ZLTC, TOII7REE RR A T T2 5 2 A ARE DA REE FV O Cludicial authorities | 25K
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HAZ L TEI TSGR 2 THY, F-, EIC I TH VR F s QOB LA A ORERL E

DIEZFTHER OFEREL TOAETHLU TRV RRLE 2> TLIVAT D05,
TNBDRERAEBEICIUE, BU 1EOSAIZRIT 2R, [udicial authorities 1415524 /5 LiRT

DY IEEHECHD,
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4. BEBERE

B(EU) 20152366 (PSD2) DZEFRIE, IELHHHES 375 2 75 1~115 HIZhD, 55 2009/110EC
DBEIT, B 258 125 1~ HIZhD, 154 201465EU (MIFID 1) DEERI 3L
WHEE 358 3 5 1~175 EIZd%D, HAIEU) No 6482012 DEEFRIT, {ELIF RS 35 8 5 1~%
HIZ&%, HHIBU)No6002014 (MIFIR) DZE RIS, IELFHHES 378 35 1~79 HIZHD,

FinTech i1 COM(2018) 100 final DSEARIE, 1EAEHGMES 35 8 5+ 181~200 EHIZH%D,
HRIEUR0222065 (72 A—E R OSBRI, 1EETHFEMES 8 & 2 5 1~29 HIZhD, i
HIBUR022/868 (7~ —HHEH1E) DBEF L, IEEIEHMES 855 3 5 1~130 EIZHD,

FRRIEU) 20241689 (N TEIRELR) DOZEFRIT, 1EEEHHES 95 3 5 1~130 H, 1ELIEHHES 9
B4 1~ H, ELEMES 9% 5 5 1~145 BIThHD, BNETESES N TAHENSHA S
(CETS No. 225 DBEF L, IELIEIHES 95 55 146~181 HIZHD, T H/VOMER I OFEA
JFRINZRET 2N E S OSBRI, IESEHMERS 95 15-200~229 EIZHD,

HIRIEU) 2019881 (A7 3—EF 27015 OSEFR-BGETIRE, TELTHFEHMES 475 85 16~86 H
(28D, 5B EU) 2016/1148 DEEFR - FRTHUE, 1EEIEHHES 68 6 B 467~548 HIZHD, i
(EU) 202212555 (NIS2 $575) DB, TELIFHMEE 845 475 1~206 HIZHD, FET3(EU) 20222557
DBEFL, IEEEHHEEE 858 4 5-207~303 HIZHD,

FRAIED) 2016679 (—fi% T —HFERA) OSEFR- BT, 1ECEHES 38 5 5 1~114 HIZHD,
HHEIEU) 20181725 DBERIL, tELTERMEE 478 1 5 1~81 HIZhD, FEE AT —ZDXKED7

U NS UORS AT BB E e R COMR2019250 final DBE R, TEMEFEMES 104 4 5 1~51
=l 5%)

ZOBEROEFBEL, AR MAEHZ2) OB A5,

& koo
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SEEFADT IS LEEETR FoE{EHIZEET AT
#REI(EC) No 106012009, SEII(EU) No 6482012, HEII(EU) No 6002014, B8II(EU) No 90972014
BUSRRAIEU) 20161011 BIET S
Bl R UEHESD 2022 £ 12 A 14 BOFREIEU) 20222554

Regulation (EU) 20222554 of the European Parliament and of the Council of 14 December 2022
on digital operational resilience for the financial sector and amending Regulations (EC) No 106022009,
(EU)No 6482012, (EU) No 6002014, (EU) No 9092014 and (EU) 2016/1011

(EEA | T S IE D)
(Textwith EEA relevance)

Wi M OV MG A OB T,

MRMEA OREREICBET 2451, L0, [RISSHIOE 114 5:1 2857,
RN E D HONERI T,

SOESENGSI TR U,

KRN g T B R R

RN fHxZe B DE REI A2,

W OSNETFRA e THREL,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the Furopean Union, and in particular Article 114 thereof,

Having regard to the proposal from the Furopean Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Buropean Central Bank ),

Having regard to the opinion of the Buropean Economic and Social Committee,

Acting in accordance with the ordinary legislative procedure®,

Whereas:

()  TUHURRIZIRWT, [HHEEEITICTIE, B % OIEBIOT- ORI HSIVATHE R AT b
SEATUND, ICT 13, @RlE2 30, LR ETN I T TODRRFAHERL T, &

72, WNTSGORBBEA LR D, B 27 V2B, ICT DUAZHBAIEL T
Y, YA T ICT BEE L, H2 B ROl AT 2, JOlfiEs/sbnt

1 QJ(C343,26.82021,p. 1.

2 0JC155,3042021,p.38.

3 RRMIREZD 2022 48 11 1 10 FARTE R E (BHORSE) L OB 202 4 11 H 28 HAHFRGE,
Position of the Furopean Parliament of 10 November 2022 (not yet published in the Official Joumal) and decision of the Council of
28 November2022.
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L Q% 4 H, ICT VAT LD X XALFIH R ONE T oAb T, BRINE S D4
RSRE DRV DT TREREL 2> QD — 5 C, ST Ui i, 72, JJkrL
SITEST, Tz, SRR VIR NEE B EOMSHADHI ATV VU,

In the digital age, information and commumnication technology (ICT) supports complex systems used for everyday
activities. It keeps our economies running in key sectors, including the financial sector, and enhances the finctioning of
the intemal market. Increased digjtalisation and interconnectedness also amplify ICT risk, making society as a whole,
and the financial system in particular; more vulnerable to cyber threats or ICT distuptions. While the ubiquitous use of
ICT systems and high digitalisation and connectivity are today core features of the activities of Union financial entities,
therr digital resilience has yet to be better addressed and integrated into their broader operational frameworks.

ICT ORI, 1@EEHERITIOTY, Sl —E 2O 361 T D CHREZMEEIZRI-L T
KRI=DTE, 4 H, 4 CTORREEBIO SRR 7 H B O E | 26U TR AR OB
FIDECTEL QD 4 H, TVUNT, BRI, BIGLAN—ADFENST F ) 20—
2 DORIFASEUREBITRATL TE QLIRS WWNT, FEFOREETER, EHYRT VAR L
WG |, Rl Fers L g BIEERS, © Y —E TR, [EAMEAHT, EHERIG R OV Sy A7 423
B tHBEL QD IRRESMIG ETz, A2 2T 707 T A Tl i BRSH UL M RR
R OV —CREARS DR SFHEE DHBUS, 72 UG 5% £ T, ICT OF
FICE S TERL CE, SfllE, A2 EC ORI T 2L TOETNDE WTETT
1T, TUUEBE, SRRSO N —R =T DA 77 RO —E 271
7MY LD AR EDRE NS R OIS AR LS TET,

Theuse of ICT has in the past decades gained a pivotal role in the provision of financial services, to the pont where it has
now acquired a critical importance in the operation of typical daily fimctions of all financial entities. Digitalisation now
covers, for nstance, payments, which have increasingly moved from cash and paper-based methods to the use of digital
solutions, as well as securities clearing and settlement, electronic and algorithmic trading, lending and finding operations,
peer-to-peer finance, credit rating, claim management and back-office operations. The insurance sector has also been
transformed by the use of ICT, fiom the emergence of nsurance intermediaries offering their services online operating
with InsurTech, to digital insurance underwriting. Finance has not only become largely digital throughout the whole
sector, but digitalisation has also deepened interconnections and dependencies within the financial sector and with third-
party infrastructure and service providers.

MM S AT ZVA RS (ESBRE, VAT IV 73 A 7 S—=YAZ 32 2000 4RO ED
WG, ST e A/ N— A T NS, HIEBRR e U LN AT E7, BRMEE S0 2 57 2000
DARERIDNT TN SERIS AT AR LR AFD DD, AR, ARl
T O RlTTisA 7 7R DO B FEE R B4EHE, ONS, St AmtisEs, 4wl
B OGRTiSA 770 ICT S AT LOFEDARIFNEDN N AT 77t A
D) va P AU, BRI CRATHEIR ICTIREL, SRR L TINIL Tligxs
FEEDDAIT TR, 20 ICTAREL, Al EOREEDORERI ZhoT-> TRy elifissttn
{EREDT=OD 8% g T b0 THHY, Tz, JEMEI DT LA FAESTEDIE K OGRS
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(2RI DIE LG ERRYRTERDII72, WRNNEE DGR AT DO L EMZ T R0
ROPEHEAY 2514 T,

The European Systemic Risk Board (ESRB) reaffirmed in a 2020 report addressing systemic cyber risk how the
existing high level of interconnectedness across financial entities, financial markets and financial market infrastructures,
and particularly the interdependencies of their ICT systems, could constitute a systemic vulnerability because localised
cyber incidents could quickly spread from any of the approximately 22 000 Union financial entities to the entire
financial system, unhindered by geographical boundaries. Serious ICT breaches that occur in the financial sector do not
merely affect financial entities taken in isolation. They also smooth the way for the propagation of localised
vulnerabilities across the financial transmission channels and potentially trigger adverse consequences for the stability of
the Union’s financial system, such as generating liquidity nuns and an overall loss of confidence and trust in financial
markets.

VT4, ICT DUAZE, T4 UBE AR, HAfiEsez R L ONEH 7B oot
AT RO, ERRAe, FNEE 0 M OENOBORIES, Bl R /R KO
IR AR OTE B A TE -, ERAY L~ LT, S TOREN BT —P LR
=, W S OGOAL 7 AR T HEE S, SR e, SZErEmalrN G7 K&
N G201, BkA 722 EMEEIS ST - DIaHER DS H 4 i S ONTTRE E TR, ZunsmE D4
RS AT 2DEWE )28 b3 D7D — VAR D2 ARV, 2D, =T
ARSI T SIVIRETI AT D O STIRIZET D ICT OUAZZA IE TRRe 2B
S ONERET2ANANT TG0 T A AD IO RE 2 — B A RO DB o> THBRBISAL T,

In recent years, ICT risk has attracted the attention of intemational, Union and national policy makers, regulators and
standard-setting bodies in an attempt to enhance digital resilience, set standards and coordinate regulatory or supervisory
work. At intemational level, the Basel Committee on Banking Supervision, the Committee on Payments and Market
Infrastructures, the Financial Stability Board, the Financial Stability Institute, as well as the G7 and G20 aim to provide
competent authorities and market operators across various jurisdictions with tools to bolster the resilience of their
financial systems. That work has also been driven by the need to duly consider ICT risk in the context of a highly
nterconnected global financial system and to seek more consistency of relevant best practices.

PRMELE D K OVEINOARY VEALATBOR E I ONTE OB IH IS, ICT DUAZT, BR
JEE OB AT LOEE SR FORIE ), 2 THES R OZEME T L Ol 2 U
QU V5, 2008 FEDAF RSSO, FEUTRINEA ORI DA EolaliE 11458k
L, $7=, $55, MK O TR BB D, FNES D5 1 R O E M2 TH 7 2230
WELTU Y, ICT BT RO VR I BEE R EOVAZO—ETIIHo03, £
I3, SREREZOVERIX G H TIII0 7oK B S TR0 THY, 7>, BRINES D4
B —E 2D HATT N OVERID AR TP DD D 7B I TDHA, T T, DO
FRENZIB N TOR, TRESILTET,

Despite Union and national targeted policy and legislative mnitiatives, ICT risk continues to pose a challenge to the
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operational resilience, performance and stability of the Union financial system. The reforms that followed the 2008
financial crisis primarily strengthened the financial resilience of the Union financial sector and aimed to safeguard the
competitiveness and stability of the Union fiom economic, prudential and market conduct perspectives. Although ICT
security and digital resilience are part of operational risk, they have been less in the focus of the post-financial crisis
regulatory agenda and have developed in only some areas of the Union’s financial services policy and regulatory
landscape, or in only a few Member States.

(6)  FinTech 178N HlEj: JVBEF 1D HER S FERINGFISFI D781 2 | LRE35 2018 4F- 3 H 8 HD
HENOHC, BRINEERE, FRNEAOSFIREFIOEMT EOZeeM R OBAT7e8508), B o4
BRI ICT ARE R O T WSO G I H AR S 57O O E B EORLEN SO
BOEED, BINEE DSR2 J0EHE A bmEd 528, ZUT, HfkiNaE, AN-ZD
BRI N a3, IHEH LT E OfE FHIUHERFL-2D, BRINES 2RI - 2087 —
B RD I > PR A B TR C 9D LM B B IE Ty LA TiaiLT

In its Communication of 8 March 2018 entitled ‘FinTech Action plan: For a more competitive and inovative
European financial sector’, the Commission highlighted the paramount importance of making the Union financial
sector more resilient, including from an operational perspective to ensure its technological safety and good functioning,
its quick recovery fiom ICT breaches and incidents, ultimately enabling the effective and smooth provision of financial
services across the whole Union, including under situations of stress, while also preserving consumer and market trust
and confidence.

(7 20194F 4 H, (TRRINOEZER &) 7212 TESAs | EU CEERIF ISV QD) B Mg M OB S
DOHIAINBU) No 109320104 2> CRRESITRRM DEZERY Jiy (RMERT TR (TEBA) , BRMGEES K
UHLEEOHIHIEU) No 109420109 28> CRRIESAUZBERINOBEERY Jay (M PRI R OMBSEAF4
J3) (TEIOPA 1) 3t ONZIER) Miges e DR AIEU) No 1095201000 2> CRE- SRR Dl

R E ey (NSRS TIR)) A% 32, YRTE No 7162009EC ZTET 5 M OF BT E 2009/78/BC A BE 11
2R Mg M OR300 201045 11 A 24 AO#IHIEU)No 10932010(0JL331, 15.122010,p. 12).
Regulation (EU) No 1093/2010 of the Furopean Parfiament and of the Council of 24 November 2010 establishing a Furopean
Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC and repealing Commission Decision
2009/78/EC(OQJL331,15.122010,p. 12).
S RPN S5y (RN ERIRM OME ARG /) AR L, TRE No 7162009EC ZdiEL M OFEBSRIE
2009/79/EC Z & k3 2R K OR300 2010 4F 11 A 24 HOFRIEU) No 10942010 (OT L 331, 15122010,
p.4%).
Regulation (EU) No 109472010 of the Furopean Parfiament and of the Council of 24 November 2010 establishing a European
Supervisory Authority (European Insurance and Occupational Pensions Authority), amending Decision No 716/2009/EC and
repealing Commission Decision 2009/79/EC (OJL331, 15.12.2010, p. 48).
6 BRINOBTE )7 (RMIFES K Ui/ 2R B, TRIE No T162009EC ZUEL K OB AIRGE 2009/77/EC
ZPFEIET ARG L OB 20104 11 A 24 HORFHAIEU)No 10952010 (0JL331, 15122010, p. 84).
Regulation (EU) No 1095/2010 of the European Parfiament and of the Council of 24 November 2010 establishing a Furopean
Supervisory Authority (Furopean Securities and Markets Authority), amending Decision No 7162009/EC and repealing
Commission Decision 2009/77/EC (OJL 331, 15.122010, p. 84).
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B R (BRINRESR R O R) (TESMA 1, ERILC, &Rk s ICT DUAZ R % —EilE
DBHHT T a—F %KD, 7130, BB S OERFABIOEHEAE ST Cafilt— ApE DT 4L
TEEEE EOIE )2 IR 5 O b A el S AT EOBE A LT,

In April 2019, the European Supervisory Authority (European Banking Authority), (EBA) established by Regulation
(EU)No 1093/2010 of the European Partiament and of the Council ), the Buropean Supervisory Authority (European
Insurance and Occupational Pensions Authority), (‘EIOPA) established by Regulation (EU) No 10942010 of the
Buropean Parliament and of the Council © and the European Supervisory Authority (European Securities and Markets
Authority), (ESMA’) established by Regulation (EU) No 10952010 of the European Parfiament and of the Council ©
(known collectively as “‘European Supervisory Authorities” or ‘ESAs”) jointly issued technical advice calling for a
coherent approach to ICT 1isk in finance and recommending to strengthen, in a proportionate way, the digital
operational resilience of the financial services industry through a sector-specific initiative of the Union.

RRINIE S ORI, H——L 7 w2 ZE o TS, 2L T, RRYNORlETE I o
THHARSALCUND, EZA, TVl EE B L ORI 1A 22 URp I I8 ol 2 e
EHIGOTE RN AR DT AR R8> TETEY, 20, Bz, HasofdeMEiEE -
(IHSATEEEI DL AT HETHLOIT DL, 7V EEEEL LoBHE /) MO ICT
BT LRI eREARIAIY, EERIF T —BMOLHLLDEL TS, WHRIZEA LS T
TR, ZAUPZ, SN TS 5E e LM R L) DN TG ORR O OB it 4272
0, GEFIICIITD ICT VA O EE AR CEHIINTT DI OIS HERDE D JRD
MERRZ TR LT DRI dD, T2Vl EE PR Ol )14 B DIcODE—/L— VT v I Kk
OB DHIFEDSRIE SNV E T,

The Union financial sector is regulated by a Single Rulebook and govemed by a Furopean system of financial
supervision. Nonetheless, provisions tackling digital operational resilience and ICT security are not yet fully or
consistently harmonised, despite digital operational resilience being vital for ensuring financial stability and market
mtegrity in the digital age, and no less important than, for example, common prudential or market conduct standards.
The Single Rulebook and system of supervision should therefore be developed to also cover digital operational
resilience, by strengthening the mandates of competent authorities to enable them to supervise the management of ICT
risk in the financial sector in order to protect the integrity and efficiency of the intemal market, and to facilitate its orderly
functioning,

ICT DUAYEBET DL EOM R E PER I I B o7 7 a—F g, Sf—b
AR DEN RO E T 285008 | 4227720, [EETA . GEE AL QD ARaERI D
FNLOD B R O —E 252D B B OB SA T2h T D2 D8 [4eb70D, B e Rk E
L QOBIRICAA T DR EADRIOBIb BOLITD, E0DIT, 7V s S Fo
[EHEFTRRBRD I E A DI AL REH T T -7 BF 1T ICT Y—h ST UAZ DS
BRDINRINE A OFEBA S AIFAE ChHT BT ORI 75, ENL VL TPES
FUCQUDBRRED OIRAE T DH8 22T, N TR OBE ST, TGS L2 Et AT S
% M TP B A RRILAS D,
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Legislative disparities and uneven national regulatory or supervisory approaches with regard to ICT risk trigger
obstacles to the finctioning of the intemal market in financial services, impeding the smooth exercise of the fieedom of
establishment and the provision of services for financial entities operating on a cross-border basis. Competition between
the same type of financial entities operating in difterent Member States could also be distorted. This is the case, in
particular, for areas where Union harmonisation has been very limited, such as digital operational resilience testing, or
absent, such as the monitoring of ICT third-party risk. Disparities stemming from developments envisaged at national
level could generate fluther obstacles to the fimctioning of the intemal market to the defriment of market participants and

A H, ICT DU LR DETED R ME AL~ LTI I D ISLSIU T NS ZEDIP %
(2, ICT ERFET DAL T U N K O ViR BB EORE 58RO IS BB o3t i
V\ZRIT DB XEENGAEL TRY, e, ZARERNL— A DVEL > OB EORERELT
DEATFEHEL QDL VOE xR DOZ U OREREL TO—BM O K AIMFAEL T
UV, HF EOVAZ I EBE A TEET, 230, AT I A OPNAM I\ CEL A
2 UEENZZF O —E 2L QDD T, ZOZHT, L0, SRfiodo7s ICT 45570
FIFRE LS TARRRSE 2D, E AR GEE AL QO DRSS 7 ORI 2R A L
TUDERMERE (f51]:1 SOEREIERENS, | F RO RIE D F 2RSS HENR DB D 2 J757
FNENIA TSN THEDT AT, BEEAFEDFF R S OVREHEBEIDFF T2t BIg) 1%, —EBilE
D3V E FARZHR DS D ITET ICT DYAZ TRV S O D4R B B 2k575 ICT DA
TUNDADFEAERNT 51T, A EORME R T,

To date, due to the ICT risk related provisions being only partially addressed at Union level, there are gaps or overlaps in
important areas, such as ICT=related incident reporting and digital operational resilience testing, and inconsistencies as a
result of emerging divergent national rules or cost-ineffective application of overlapping rules. This is particularty
detrimental for an ICT-intensive user such as the financial sector since technology risks have no borders and the financial
sector deploys its services on a wide cross-border basis within and outside the Union. Individual financial entities
operating on a cross-border basis or holding several authorisations (e.g. one financial entity can have a banking, an
mvestment firm, and a payment institution licence, each issued by a different competent authority in one or several
Member States) face operational challenges in addressing ICT risk and mitigating adverse impacts of ICT incidents on
their own and in a coherent cost-effective way.

H—/L— L7203, ICT FoABEEET EOYRZ ORI s I AT o T-DC, 42
TOLFISBED T DFEL7 25T 2 L EE SR DIl DB A8 A kAR BT
UND, SR EOE IRITIIR DI WL, TS B2 L5, Sl
5% ICT EHREN LR ARHE ORI, BMNEAOERTG0ZEEN S st AR
LZEOEFERD, FUT, BRINEEGI T DB F A EEE O O A AR 3D L E R
T5125), ZORAINZ, NGO W7 B I B k922 L 20O EL QOB BRINE S D
FREFHIFT (EREEAIFT ) O—E OB HIBIE IE > THEIRSNAHOEL CORINEA O
HEIZBE3555K) (TFEU) D55 114 55T EE HEL~_E Th D,
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As the Single Rulebook has not been accompanied by a comprehensive ICT or operational risk framework, further
hanmonisation of key digital operational resilience requirements for all financial entities is required. The development of
ICT capabilities and overall resilience by financial entities, based on those key requirements, with a view to withstanding
operational outages, would help preserve the stability and integrity of the Union financial markets and thus contribute to
ensuring a high level of protection of investors and consumers in the Union. Since this Regulation aims to contribute to
the smooth fimctioning of the intemal market, it should be based on the provisions of Atticle 114 of the Treaty on the
Functioning of the Furopean Union (TFEU) as interpreted in accordance with the consistent case law of the Court of
Justice of the European Union (Court of Justice).

ZORANE, ZETIE, ARA 7NN EEIED FCIEBIEOI TR LS CETIE B S EDURY
DOESFDO—HELTD ICT DVAZOEMAEREL, 13D, ZiVeT 7 7L —R3T5ZE AL
TND, ZIUSDIET T 250, A EDVAY (B:AZ FHVAZ, gAY, BEIFFOERVAZ K OY
TREMEI A, T T AY) DEFE A AR LU CIINNDDS, ZAUSDIET T4, Zhsmi T
ZyOBRORERIZI T, EEE B EOEHE O TORRESR L IR CHORA T V2
DT, EXVSDRINEE O TAOHTHID B DT OISR ESNAGA, EEEE EDUAY
DT, LIZUD, ICT LBRET B0 U NTHITARENOREE, M, HTiAD, HIA KL
CMHIEDT=8, F213, WEDT-0 K OFENIDOT VNV RERODT- SO DR AR ST E BV HHE T
1372, VAT ~DRBDT-ODIERD T BT 7 0—F (973305, ICT DUAZEAITDDEAR
FUFDRRTE) ZAFATZ, ZIUSDIA T2, MO, titgoseettF 3 Tahc B4
HVBDREREE THEL KL O 7 T — D28 TTERL QU V=, ICT DYAZZEE D527
FEBUEERE L DT v T T L—RFHZHID, SRHRFNCRTET NI AN RIS 54T
DO, —BMOHDRERRT, B O T ADHIZRUWT, D TEDLNOETHD, £
bz, ZOMANE, Me%i TADO P Ol SO RREEORIRE G, WERITD% D DIE T4
DI DREIRRED, 21, —BMHORIEREL, £z, ICT VA7~ ANDIFEBIRES], A
TN, TEEE L EORIE SRR Y ICT YR S~ U A7 DA B Dk~
THREEITUC, ICT DVAZE R CHIRT %, 2L C, ZORAN, ICT OUAZOEMiE,[H] X,
Fz, ICT DAL T N ONEEEHR FORWE DK, SRl BAFMAamRi g 3T
REMEZ D VT EDRED A S EH_ETHD,

This Regulation aims to consolidate and upgrade ICT risk requirements as part of the operational risk requirements that
have, up to this point, been addressed separately in various Union legal acts. While those acts covered the main
categories of financial risk (e.g. credit risk, market risk, counterparty credit risk and liquidity risk, market conduct risk),
they did not comprehensively tackle, at the time of their adoption, all components of operational resilience. The
operational risk rules, when firther developed in those Union legal acts, often favoured a traditional quantitative
approach to addressing risk (namely setting a capital requirement to cover ICT risk) rather than targeted qualitative rules
for the protection, detection, containment, recovery and repair capabilities against ICT-elated incidents, or for reporting
and digital testing capabilities. Those acts were primarily meant to cover and update essential rules on prudential
supervision, market integrity or conduct. By consolidating and upgrading the different rules on ICT risk; all provisions
addressing digital risk in the financial sector should for the first time be brought together in a consistent manner in one
single legislative act. Therefore, this Regulation fills in the gaps or remedies inconsistencies in some of the prior legal acts,
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including in relation to the terminology used therein, and explicitly refers to ICT risk via targeted rules on ICT risk-
management capabilities, incident reporting, operational resilience testing and ICT third-party risk monitoring, This
Regulation should thus also raise awareness of ICT risk and acknowledge that ICT incidents and a lack of operational
resilience have the possibility to jeopardise the soundness of financial entities.

SR, ICT DUAZITHRIAT 2R, ED RSB BIREE 2RI 27 7 a7 7 A AN
ZOLRFEEIDY—E A, [EENN ONEEEFIOME, BB OWEMEEAEZEIC AN~ BT, [F
—DT 7 a—F LA D FEARFRIE TR — N & THD, BN 5T V2NV A %
PESTUND ICT VAT L, TI0R 74— O 7 AR R BE AT B R R 0\ s
(2, —BEMEY, ZOEREEI~O ALK D E R OO AR D e R 528
\ZERk %, AR A — AR E 20T, ICT DIRSLORE R O A=~ 2 k7
HZUTIATC, REFITHRL CTEVVE HAIHZR T ZEORH D& ThHD,

Financial entities should follow the same approach and the same principle-based rules when addressing ICT risk taking
mto account their size and overall risk profile, and the nature, scale and complexity of their services, activities and
operations. Consistency contributes to enhancing confidence in the financial system and preserving its stability
especially in times of high reliance on ICT systems, platforms and infrastructures, which entails increased digital risk.
Observing basic cyber hygiene should also avoid imposing heavy costs on the economy by minimising the impact and
costs of ICT disruptions.

FRANE, J5H) LB AT, BB OIS B Rk OVERIRESMEA RIS, 7)o,
B EB AR CEEEFRL QO DERMERIN L~ TC, TEESTOE ZRS2 A2 L M OB
EBAEHNRT DU BT D, TIudZ, SRR T 2 WiE s EEE EolaiE ) D7-0H0H:
IOV AAEARESNL S D723, FHRIE DI AZEINT D8, BONNEEOERETFYIZIS ICT
DYAT~ T ARADECORERRBEZEDOEE) > BB D a1 D73 Ofchig)7e
HECTHD,

ARegulation helps reduce regulatory complexity, fosters supervisory convergence and increases legal certainty, and also
contributes to limiting compliance costs, especially for financial entities operating across borders, and to reducing
competitive distortions. Therefore, the choice of a Regulation for the establishment of a common framework for the
digital operational resilience of financial entities is the most appropriate way to guarantee a homogenous and coherent
application of all components of ICT risk management by the Union financial sector:

RGBSR DR (EU) 20161148718, 3 SDZAT D4R, J70bb, GRS, B
SR M OV i SRR RE Zh it FH LD, PRIME AL~V CHillE S I )RR 2 A N —

7 RN G A ST D e NI —27 B NS AT OSBRI 022 DT O O ZBE92RK
IR M OB 0D 20164F-7 A 6 H OFE4 (EU)2016/1148 (OJ L 194,19.72016,p. 1).
Directive (EU) 2016/1148 of the Furopean Parliament and of the Council of 6 July 2016 conceming measures for a high common
level of security of network and information systems across the Union (OJ L 194,19.72016,p. 1).
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YRV T A ORI T2, 72721, 85 EU) 2016/1148 13, WA —E ADEEZDENLX
TAZIIT DDA A TED TNDODT, S8 RIZIB T, MRIEIC > GRBl IS - —iE
DEAHSEBE, B [5AT K ORI RAEAD A3 O SN ANSIL CET=DTHY, -,
ZHPZIZ, RO TEDSIZ ICT D) T A DB O T MEFID S 58
SFTAZENEEREIVTET, Wi i OSSO H(EU) 202225559 %, [RifE SO AHiHIC
BUID 3 SOXAT OEREEILHERFL-2>, [FFE RO SN CHOE T RARE T D72
DSR2 (IS HFRBLE) 28D QU VD,

Directive (EU) 2016/1148 of the European Parliament and of the Council @ was the first horizontal cybersecurity
framework enacted at Union level, applying also to three types of financial entities, namely credit institutions, trading
venues and central counterparties. However, since Directive (EU) 2016/1148 set out a mechanism of identification at
national level of operators of essential services, only certain credit institutions, trading venues and central counterparties
that were identified by the Member States, have been brought into its scope in practice, and hence required to comply
with the ICT security and incident notification requirements laid down in it. Directive (EU) 2022/2555 of the Furopean
Partiament and of the Council ® sets a uniform criterion to determine the entities falling within its scope of application
(size-cap rule) while also keeping the three types of financial entities in its scope.

LNLZRs, ZOMAINE, BRNEA OB TOER—E AEOF TED LIV DG B L
L CIihs72, ICT YA~ AN ICT SRR G510 LT U N Z B D A8
THELST, TVHVRIE 1 ORR 2 Tt BSOS L OL ~VAEIISE QDD T,
DEOLYUE, FRAEU) 20222555 DI CEDHIVCODREEEE L Ch NS #&A1k
LR QUND, ZOREFRELT, ZOHANE, F55EBU) 20222555 EOBMRZIN N THEFA 2T
Do EHLERIRAZ, AP E, FRkE > THRSND A N —EF 2 U7 IR DO— B A
PR DT80, O, BFEEY ), eI CEIESIVQOBRIDERF I oo L Cedia 5.2
YA T UNTRARKZENTEDIDNTTHT2DIZ, BIfECIIHEH(EU) 20222555 OHIT
TEDOBIL TN MBS ORI 2 A7 S—t 2 2 )T OV I LD RDTR 172 PRk 975
ZENEETHD,

However, as this Regulation increases the level of harmonisation of the various digital resilience components, by
introducing requirements on ICT risk management and ICT4elated incident reporting that are more stringent in
comparison to those laid down in the current Union financial services law;, this higher level constitutes an increased
hanmonisation also in comparison with the requirements laid down in Directive (EU) 2022/2555. Consequently, this
Regulation constitutes lex specialis with regard to Directive (EU) 2022/2555. At the same time, it is crucial to maintain a

§ RN AIEDHABD EN LD A= 2 VT DT O OREEI R, FIHIEBU)No 9102014 K OfE4
(EU)2018/1972 Z eI ELAF ONTHR A (EU) 2016/1148 ZFE 12K N K ORS00 202 4512 A 14 HOFR4S
(EU)2022/2555 (NIS2 F573) (OB 80 HEHR).

Directive (EU) 20222555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common

level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing
Directive (EU) 2016/1148 (NIS 2 Directive) (see page 80 of this Official Joumal).
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strong relationship between the financial sector and the Union horizontal cybersecurity framework as currently laid out
in Directive (EU) 2022/2555 to ensure consistency with the cyber security strategies adopted by Member States and to
allow financial supervisors to be made aware of cyber incidents affecting other sectors covered by that Directive.

BRIMNEESAIDE 4 5585 2 DO, >0, FHEEHAPMIID AL LD RIELEfIT D87,
ZORAN, BRI, ER LR LM ST DI G HROMHRERRL T, AR,
IS5 M ONEIZE 2 B PRIR D A R BER S DIEI SO R RE L B AR RE DB L T
FBR G2 TS0,

In accordance with Article 4(2) of the Treaty on Furopean Union and without prejudice to the judicial review by the
Court of Justice, this Regulation should not affect the responsibility of Member States with regard to essential State
functions conceming public security, defence and the safeguarding of national security, for example conceming the
supply of information which would be contrary to the safeguarding of national security.

BRI 2 B ATREN 5780 M O A S i BB O B B PR ORR R A S
1533728, F55EU) 20222555 |tk L, R ol 27 L O—H (FIIE, W
TIN—T RO =2 X2 )T (AT L N hinT—2 (CSIRTS) ) CohdZ SRy ~&
Tod, BSA K OYHIGSHERROSHLENY RN, [FHEHO 23T H58E EOBEROFREE 17
N—T DERATAEECBINTEDETHY, F, ARSI R F R E S - H—
HHERRE DR CIEMA AL N O /T CEHRETHD, ZOHRID NI OIagHERROS
Y1, CSIRTs EORN ISV THE RBER L L O 1T _&EThHD, BRESHEROSHD YR, 15
B(BU) 20222555 | Ao THRE Fl IR B SIS HERR OIS 4 i iy EOBE % Rd5
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To enable cross-sector leaming and to effectively draw on experiences of other sectors in dealing with cyber threats, the
financial entities referred to in Directive (EU) 2022/2555 should remain part of the ‘ecosystem’” of that Directive (for
example, Cooperation Group and computer security incident response teams (CSIRTS)).The ESAs and national
competent authorities should be able to participate in the strategic policy discussions and the technical workings of the
Cooperation Group under that Directive, and to exchange information and further cooperate with the single points of
contact designated or established i accordance with that Directive. The competent authorities under this Regulation
should also consult and cooperate with the CSIRTS. The competent authorities should also be able to requiest technical
advice from the competent authorities designated or established in accordance with Directive (EU) 20222555 and
establish cooperation arrangements that aim to ensure effective and fast-response coordination mechanisms.

LS RE DT B VR ) SR AEIE ) S ORISR T 7ok H D Z M B 2, ZOFAINE
ORI N OSBFEFDFE A (BU) 2022255V 28\ T, A A REEARORIE 12 BEd 25—

O A RIELARDEIE TN RIS M OFEHAFES 2008/ 14EC AR 1T 2R K OSSR 0 2002 4F 12
H 14 O EUR2255T (ZOEHRD 164 HEHR),
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Given the strong interlinkages between the digital resilience and the physical resilience of financial entities, a coherent
approach with regard to the resilience of critical entities is necessary in this Regulation and Directive (EU) 20222557 of
the Buropean Parfiament and the Council ©. Given that the physical resilience of financial entities is addressed in a
comprehensive manner by the ICT risk management and reporting obligations covered by this Regulation, the
obligations laid down in Chapters [l and IV of Directive (EU) 2022/2557 should not apply to financial entities falling
within the scope of that Directive.

ITIRDN 2T A TP —EADT AL, F5BEU) 20222555 | 2L TelESI QBT v
BNALTZDO—FEITED, ZORANZE > GRIDAARRNE S OB ER kA (TEE R SH A 1)
I3, SRMEEITRIUT ICT —E AR QBT RN 2—T (L T —EAD T S
ZEh, & COARFK ICT —R/ =T —e 27 AZ LTS, 2o, F585
202212555 | 23> CHRIiSN DB B EARTE T Db DL HMISNARETHD, HIZ, ZORANIZI-T
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TN TIRAN 2—T L AT O S i BT RETHD,

Cloud computing service providers are one category of digital infrastructure covered by Directive (EU) 2022/2555. The
Union Oversight Framework (‘Oversight Framework’) established by this Regulation applies to all critical ICT third-
party service providers, including cloud computing service providers providing ICT services to financial entities, and
should be considered complementary to the supervision carried out pursuant to Directive (EU) 2022/2555. Moreover,
the Oversight Framework established by this Regulation should cover cloud computing service providers in the
absence of a Union horizontal framework establishing a digital oversight authority.

ICT DURA T DR S B 570, ARtsEaL, 501732 Ends ICT VA
KA, WONZ, ICT ERE DR TOA S T U NEBEOT-80 K ONCT EhEt A K& 7oA
ST N ST BT OAERIN O OSEA ST #1258 rTREI A7 Ol SE81HE
F1ab OB D, [FIRRIC, SRERAE, ICT S AT L0ER, & FRER K OO N
ICT =R =T (VAT E BT ODRA 5ot > _EThHD, SRS DT V%)L&
EEH FORKEOHRNT, —EOERER, LoblF~A a3k OFF LS ICT VA7
R A MR RS DRI SR D O LB FHE DD, FEIIS A&
Tob, BRESHERRD G X4 SR DA TE O ERAARR T DB LB T > DZ D
B SRR QU DIRIEG Bk AR B DR B B AR B Z 9 BT, EDII7 AR

Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the resilience of critical entities
and repealing Council Directive 2008/114/EC (see page 164 of this Official Jounal).
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In order to mamntain full control over ICT risk, financial entities need to have comprehensive capabilities to enable a
strong and effective ICT risk management, as well as specific mechanisms and policies for handling all ICT-related
incidents and for reporting major ICT=related incidents. Likewise, financial entities should have policies in place for the
testing of ICT systems, controls and processes, as well as for managing ICT third-party risk. The digital operational
resilience baseline for financial entities should be increased while also allowing for a proportionate application of
requirements for certain financial entities, particularty microenterprises, as well as financial entities subject to a simplified
ICT risk management framework. To facilitate an efficient supervision of institutions for occupational retirement
provision that is proportionate and addresses the need to reduce administrative burdens on the competent authorities, the
relevant national supervisory arrangements in respect of such financial entities should take nto account their size and
overall risk profile, and the nature, scale and complexity of their services, activities and operations even when the
relevant thresholds established in Article 5 of Directive (EU) 2016/2341 of the European Parliament and of the Council
(10 are exceeded. In particular, supervisory activities should focus primarily on the need to address serious risks
associated with the ICT risk management of a particular entity.

THERR OGS4 JE1, FEAEU) 20162341 O 31 SRITHEST, EREEHE, (a1 E, 23
K OT =MD I3, [RFADTT Lo b 2D Ry — A7 0 A H T TN — A5
TG I A B DR L OB I\ VT, BB OB 2T 7 a—TF BHERF & ThH D,

Competent authorities should also maintain a vigilant but proportionate approach in relation to the supervision of
nstitutions for occupational retirement provision which, in accordance with Article 31 of Directive (EU) 2016/2341,
outsource a significant part of their core business, such as asset management, actuarial calculations, accounting and data
management, to service providers.

ICT CERHT DA LT U NI ORBIE N OV, ENL~VUTB O TREIE 2o TVD, 3t
U, BRONEES K OEEREOHAIEU) 2019881 L~ GRIE SR ME A1/ S—t =l

10 FRIE AR RA SR8 (IORPs) OO7EE K VBN ZRE 920 ke S UBIER20D 2016 4 12 A 14 H OFFH(EV)
201622341 (OJL354,23.122016,p.37).
Directive (EU) 2016/2341 of the Furopean Padiament and of the Council of 14 December 2016 on the activities and supervision of
institutions for occupational retirement provision (IORPs) (OJ L 354,23.122016, p. 37).
11 ENISA (RN A7 S—tZ 2071 Ja) 1IZB3 2 S OB S HA O YA/ 3—E X 2 U7 (RGE B35
FONTHRAIEUNo 5262013 ZFE 192N L OBEFE0 20194 4 A 17 HOFHIEUR019/881 (13
—EF=U7 115 (OIL151,7.62019,p. 15).
Regulation (EU) 2019/881 of the Furopean Parliament and of the Council of 17 April 2019 on ENISA (the Furopean Union
Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing
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ICTelated incident reporting thresholds and taxonomies vary significantly at national level. While common ground
may be achieved through the relevant work undertaken by the Furopean Union Agency for Cybersecurity (ENISA)
established by Regulation (BU) 2019/881 of the European Parliament and of the Council ™ and the Cooperation
Group under Directive (EU) 2022/2555, divergent approaches on setting the thresholds and use of taxonomies still exist,
or can emerge, for the remainder of financial entities. Due to those divergences, there are multiple requirements that
financial entities must comply with, especially when operating across several Member States and when part of a
financial group. Moreover, such divergences have the potential to hinder the creation of further uniform or centralised
Union mechanisms that speed up the reporting process and support a quick and smooth exchange of information
between competent authorities, which is crucial for addressing ICT risk in the event of large-scale attacks with
potentially systemic consequences.

1B OB K OB DA BRI C B D S 2555 A 5723, FRMEES LY
PRESOFESEU) 20152366 A 281 L7 U NREIZBE 22 L, ZoHRoq@E FHETRNIZS
LR —E A7 0 M E U AR EAKZ D& THD, TORER, [FHRSOH 33555 118
\ORT5EHEEE, T~ —HEEE, VRERSEE I OV D BRI — e 27 20, 2RO
FAD B, ZOANZED, ZOIH70A 58 ICT ERRE 2N THIS S, AT

B S SN E B S PR I D2 L BRE S AR DAL T NS RET
D,

To reduce the administrative burden and potentially duplicative reporting obligations for certain financial entities, the
requirement for the incident reporting pursuant to Directive (EU) 2015/2366 of the European Parliament and of the
Council ™ should cease to apply to payment service providers that fall within the scope of this Regulation.
Consequently; credit institutions, e-money institutions, payment institutions and acoount information service providers,
as referred to in Axticle 33(1) of that Directive, should, from the date of application of this Regulation, report pursuant to

Regulation (EU)No 526/2013 (Cybersecurity Act) (OJ L 151, 762019, p. 15).
2 SN T SR DI A BRI QNSRS 2002/65/EC, F545 2000/110/EC, 545 201336/BU K UL
HIBUNo 10932010 ZT4IEL, F545 2007/64/EC ZBE -3 2R R K OBEF0 2015 4 11 A 25 HOFES
(EU)2015/2366 (OJ1.337,23.122015,p.35).
Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the
intemal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 109322010, and
repealing Directive 2007/64/EC (OJ L.337,23.12.2015, p. 35).
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this Regulation, all operational or security payment-elated incidents which have been previousty reported pursuant to
that Directive, irrespective of whether such incidents are ICT-related.
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To enable competent authorities to fulfil supervisory toles by acquiring a complete overview of the nature, frequency,
significance and impact of ICT4elated incidents and to enhance the exchange of information between relevant public

authorities, inchuding law enforcement authorities and resolution authorities, this Regulation should lay down a robust
ICT4elated mncident reporting regime whereby the relevant requirements address current gaps in financial services law,
and remove existing overlaps and duplications to alleviate costs. It is essential to harmonise the ICT=elated incident
reporting regime by requiring all financial entities to report to their competent authorities through a single streamlined
framework as set out in this Regulation. In addition, the ESAs should be empowered to fuuther specify relevant
elements for the ICT4elated incident reporting framework, such as taxonomy, timefiames, data sets, templates and
applicable thresholds. To ensure full consistency with Directive (EU) 2022/2555, financial entities should be allowed, on
avoluntary basis, to notify significant cyber threats to the relevant competent authority, when they consider that the cyber
threat is of relevance to the financial system, service users or clients.

FTUHVEREEH EORTE S FBROBE T, SN ST DS FIRSR WA ED
TS EDEREERFN B TORESIVCE T, 2028, Elaliz 28R s> To
%ﬁﬁ@(%ﬁéﬁ@%ﬁ@% Fe, TIUGEEE L FORTE S RERORE RO AAGRARHEC
T 5, EDOZEE, WL, WNTEE bS50,

Digital operational resilience testing requirements have been developed in certain financial subsectors sefting out
frameworks that are not always fully aligned. This leads to a potential duplication of costs for cross-border financial
entities and makes the muttual recognition of the results of digital operational resilience testing complex which, in tum,
can fragment the intemal market.

INATT, W% ICT llRb ELR S/ GE, MEsati SBSIVANEETHY, SiiERans 1ICT
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In addition, where no ICT testing is required, vulnerabilities remain undetected and result in exposing a financial entity to
ICT risk and ultimately create a higher risk to the stability and integrity of the financial sector Without Union
intervention, digital operational resilience testing would continuie to be inconsistent and would lack a system of mutual
recognition of ICT testing results across different jurisdictions. In addition, as it is unlikely that other financial subsectors
would adopt testing schemes on a meaningful scale, they would miss out on the potential benefits of a testing
framework, in terms of revealing ICT vulnerabilities and risks, and testing defence capabilities and business continuity,
which contributes to increasing the trust of customers, suppliers and business partners. To remedy those overlaps,
divergences and gaps, it is necessary to lay down rules for a coordinated testing regime and thereby facilitate the mutual
recognition of advanced testing for financial entities meeting the criteria set out in this Regulation.
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Financial entities’ reliance on the use of ICT services is partly driven by their need to adapt to an emerging competitive
digital global economy, to boost their business efficiency and to meet consumer demand. The nature and extent of such
reliance has been continuously evolving in recent years, driving cost reduction in financial intermediation, enabling
business expansion and scalability in the deployment of financial activities while oftering a wide range of ICT tools to
manage complex intemal processes.
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The extensive use of ICT setvices is evidenced by complex contractual amangements, whereby financial entities often
encounter difficulties in negotiating contractual terms that are tailored to the prudential standards or other regulatory
requirements to which they are subject, or otherwise in enforcing specific rights, such as acoess or audit rights, even
when the latter are enshrined in their contractual amrangements. Moreover; many of those contractual arrangements do
not provide for sufficient safeguards allowing for the fully-fledged monitoring of subcontracting processes, thus
depriving the financial entity of its ability to assess the associated risks. In addition, as ICT third-party service providers
often provide standardised services to different types of clients, such contractual arrangements do not always cater
adequately for the individual or specific needs of financial industry actors.
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Even though Union financial services law contains certain general niles on outsourcing, monitoring of the contractual
dimension is not fully anchored into Union law. In the absence of clear and bespoke Union standards applying to the
contractual amrangements concluded with ICT third-party service providers, the extemal source of ICT risk is not
comprehensively addressed. Consequently; it is necessary to set out certain key principles to guide financial entities’
management of ICT third-party risk, which are of particular importance when financial entities resort to ICT third-party
service providers to support their critical or important fimctions. Those principles should be accompanied by a set of core
contractual rights in relation to several elements in the performance and termination of contractual amangements with a
view to providing certain minimum safeguards in order to strengthen financial entities” ability to effectively monitor all
ICT risk emerging at the level of third-party service providers. Those principles are complementary to the sectoral law
applicable to outsourcing,
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A certain lack of homogeneity and convergence regarding the monitoring of ICT third-party risk and ICT third-party
dependencies is evident today. Despite efforts to address outsourcing, such as EBA Guidelines on outsourcing of 2019
and ESMA Guidelines on outsourcing to cloud service providers of 2021 the broader issue of counteracting systemic
risk which may be triggered by the financial sector’s exposure to a limited number of critical ICT third-party service
providers is not sufficiently addressed by Union law. The lack of rules at Union level is compounded by the absence of
national rules on mandates and tools that allow financial supervisors to acquire a good understanding of ICT third-party
dependencies and to monitor adequately risks arising from the concentration of ICT third-party dependencies.
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Taking into account the potential systemic risk entailed by increased outsourcing practices and by the ICT third-party
concentration, and mindful of the insufficiency of national mechanisms in providing financial supervisors with adequate
tools to quantify, qualify and redress the consequences of ICT tisk occurring at critical ICT third-perty service providers,
it is necessary to establish an appropriate Oversight Framework allowing for a continuous monitoting of the activities of
ICT third-party service providers that are critical ICT third-party service providers to financial entities, while ensuring that
the confidentiality and security of customers other than financial entities is preserved. While intra-group provision of ICT
services entails specific risks and benefits, it should not be automatically considered less risky than the provision of ICT
services by providers outside of a financial group and should therefore be subject to the same regulatory framework.
However, when ICT services are provided from within the same financial group, financial entities might have a higher
level of control over intra-group providers, which ought to be taken info account in the overall risk assessment.
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With ICT risk becoming more and more complex and sophisticated, good measures for the detection and prevention of
ICT risk depend to a great extent on the regular sharing between financial entities of threat and vulnerability intelligence.
Information sharing contributes to creating increased awareness of cyber threats. In tum, this enhances the capacity of
financial entities to prevent cyber threats fiom becoming real ICT=related incidents and enables financial entities to more
effectively contain the impact of ICT-related mncidents and to recover faster: In the absence of guidance at Union level,
several factors seem to have inhibited such intelligence sharing, in particular uncertainty about its compatibility with data
protection, anti-trust and liability rules.

INZC, MDOHGOBMELORNZIBNT, T2, Gt LD AT172bD ENISA D578, £,
AT HAIOT2D Buropol DIH72) FEEZE OEERBIE DI ZI T SIUSAIFIROZ A7
BE92EEMY, ARG RN OS5, Zhudz, BIHEDEZA, fEHRIA OFIFH KON
B3, BRERICTH WA bSNZEETH-C, WA I C (ENAY B 230)

HUSA AT TRY, H-, ARSI AT 2O EE AR k32 a1
WA MEEO—EMEDRN, TPz, TNEDMEREIE A LT D LN EE CTHD,

In addition, doubts about the type of information that can be shared with other market participants, or with non-
supervisory authorities (such as ENISA, for analytical input, or Europol, for law enforcement purposes) lead to useful
mnformation being withheld. Therefore, the extent and quality of information sharing currently remains limited and
fragmented, with relevant exchanges mostly being local (by way of national initiatives) and with no consistent Union-
wide information-sharing amrangements tailored to the needs of an integrated financial system. It is therefore important to
strengthen those communication channels.
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Financial entities should be encouraged to exchange among themselves cyber threat information and intelligence, and to
collectively leverage their individual knowledge and practical experience at strategic, tactical and operational levels with
a view to enhancing their capabilities to adequately assess, monitor, defend against, and respond to cyber threats, by
participating in information sharing anrangements. It is therefore necessary to enable the emergence at Union level of
mechanisms for voluntary information-sharing amrangements which, when conducted in trusted environments, would
help the community of the financial industry to prevent and collectively respond to cyber threats by quickly limiting the
spread of ICT risk and impeding potential contagion throughout the financial channels. Those mechanisms should
comply with the applicable competition law rules of the Union set out in the Commnmunication from the Commission of
14 January 2011 entitled ‘Guidelines on the applicability of Atticle 101 of the Treaty on the Functioning of the Furopean
Union to horizontal cooperation agreements’, as well as with Union data protection rules, in particular Regulation (EU)
2016/679 of the European Parliament and of the Council ™. They should operate based on the use of one or more of
the legal bases that are laid down n Axticle 6 of that Regulation, such as in the context of the processing of personal data
that is necessary for the purposes of the legitimate interest pursued by the controller or by a third party, as referred to in
Atticle &(1), pomt (f), of that Regulation, as well as in the context of the processing of personal data necessary for
compliance with a legal obligation to which the controller is subject, necessary for the performance of a task carried out
n the public interest or in the exercise of official authority vested in the controller; as referred to in Axticle 6(1), points (c)
and (e), respectively; of that Regulation.

R AR T=D D E DT V2 ) EE B FOEWE ) 1M 57280, KO, EHEFRFRZ,
HANDIROR—2%ARDT-20IZ, ZOHAINE, 2 COXAT D ICT —E A SIRAETDIAZ I

KT _RETHD, O BWIDTDIZ, ZORRIOSRIIITS ICT —EADEFIE, ICT A
TLEEUTC, 1 FA I ONEFIHE F MR B oL ik cifitsing o2
AT — S AE T E DA HERR CEIES N D& ThD, ZOERIT, HIXIE, Wb
DDA =W hy T | —EREEDDHRETHD, LU, BEGBET—EAOEROFIZHD,
INRFEZE AT NT—2 (PSTN) Y—E 2, 1 FEERE P —E A, [HAEAIEE S —E A (POTS)
FAXEER R EAE LU O ASNATERBID 70/ g —E AL WBRES U

BB AT —H OMBREREEY 2 IR ANDPRHE R O DI T —H D3 REO7 N EENZBE 21 N4y
9S/A6/EC B 1T DR RS M O 2016 4 4 H 27 HOBIHIEU) 2016679 (T —#L5ERIHI) (OTL
119,4.52016,p.1).
Regulation (EU) 2016/679 of the European Partiament and of the Council of 27 April 2016 on the  protection of natural persons
with regard to the processing of personal data and on the free movement of such - data, and repealing Directive 95/46/EC (General
Data Protection Regulation) (OJ L 119,4.52016,p. 1).
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DHHFSNHE TE,

In order to maintain a high level of digital operational resilience for the whole financial sector; and at the same time to
keep pace with technological developments, this Regulation should address risk stemming from all types of ICT
services. To that end, the definition of ICT services in the context of this Regulation should be understood in a broad
mannet, encompassing digital and data services provided through ICT systems to one or more intemal or extemal users
on an ongoing basis. That definition should, for instance, include so called “‘over the top” services, which fall within the
category of electronic communications services. It should exclude only the limited category of traditional analogue
telephone services qualifying as Public Switched Telephone Network (PSTN) services, landline services, Plain Old
Telephone Service (POTS), or fixecHine telephone services.

ZOBANZ IS TESI QOB LG TR s, 7oL E B EORIE 1081
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Notwithstanding the broad coverage envisaged by this Regulation, the application of the digital operational resilience
rules should take into account the significant differences between financial entities in terms of their size and overall risk
profile. As a general principle, when distributing resources and capabilities for the implementation of the ICT risk
management flamework, financial entities should duly balance their ICT=related needs to their size and overall risk
profile, and the nature, scale and complexity of their services, activities and operations, while competent authorities
should continue to assess and review the approach of such distribution.

EM(EU) 20152366 D 33 555 1 IS AEEEHP—E A7 M3, S5h M X Dl
BRI K O DIRE AT DUAZ ZEBIZ AN, BN T, ZOMBIOmB AP &b,
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55 1 HICKBE RIS QOO -~ 1 — B R OB X, 2 oo BInFE S
2000/110EC |ZHE~TrE -~ 1 T8I T3 D200 % -2 DIV VR NGA TH-Th, 2,
ZHODOEBANE R EU) 20152366 | 16> CRIF—E RAARM L DA T3 27D 007G RE -2 5
AUV A Thh-oCh, ZORRNOE RIS E DI, 72721, BNGEES K OBEFa0fE

4 BT~ B FRDRA, B TR OMEAEMEETEI IR, H55 200560/EC K& UN200648/EC ZLELAL
ONZHES 200046/BC Z5E 13- B0 M OB 20004F-9 A 16 H R4S 2000/110/EC (OJ L 267, 10.10.
2009,p.7).
Directive 2009/110/EC of the European Parfiament and of the Council of 16 September 2009 on the taking up, pursuit and
prudential supervision of the business of electronic money institutions amending Directives 2005/60/EC and 200648/EC and
repealing Directive 200046/EC (OJL 267, 10.102009, p. 7).
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Account information service providers, referred to in Auticle 33(1) of Directive (EU) 2015/2366, are explicitly included
in the scope of this Regulation, taking into account the specific nature of their activities and the risks arising therefiom. In
addition, electronic money institutions and payment institutions exempted pursuant to Article X(1) of Directive
2009/110/EC of the Buropean Parfiament and of the Council ™ and Atticle 32(1) of Directive (EU) 2015/2366 are
included in the scope of this Regulation even if they have not been granted authorisation in accordance Directive
2009/110/EC to issue electronic money; or if they have not been granted authorisation in accordance with Directive
(EU) 20152366 to provide and execute payment services. However, post office giro institutions, referred to in
Atticle 2(5), point (3), of Directive 2013/36/EU of the European Partiament and of the Council %, are excluded fiom
the scope of this Regulation. The competent authority for payment institutions exempted pursuant to Directive (EU)
2015/2366, electronic money nstitutions exempted pursuant to Directive 2009/110/EC and account information
service providers as referred to in Article 33(1) of Directive (EU) 2015/2366, should be the competent authority
designated in accordance with Article 22 of Directive (EU) 2015/2366.

JOREI BN, JVIRET &R ARIHCEL0bLIVT, Fe, HpiEa PR3 57200
B tOlI T B CE, 10, kA 7 B BRI A DA LN TEHDT, ZORRIDERIC
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As larger financial entities might enjoy wider resources and can swifty deploy finds to develop govemance structures
and set up various corporate strategies, only financial entities that are not microenterprises in the sense of this Regulation
should be required to establish more complex govemance arangements. Such entities are better equipped in particular
to set up dedicated management functions for supervising arangements with ICT third-party service providers or for
dealing with crisis management, to organise their ICT risk management according to the three lines of defence model,

15 BAEHEBEADTERN~DT 7 A K OGBS MR EN B9, 8T 200287/EC AE 20 ONTH
5 200648/EC S UNET 200649/EC A58 1320k Nagees M OSEEZ0D 2013 4 6 H 26 H DFET 201336/EU (OJ
L.176,2762013,p.33R).
Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013 on access to the activity of credit institutions
and the prudential supervision of credit institutions, amending Directive 2002/87/EC and repealing Directives 200648/EC and
2006/49/EC(OJ L 176,27.62013,p.338).
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or to set up an intemal risk management and control model, and to submit their ICT risk management framework to
intemal audits.

MO DOERAFEERY, BRI SZAELTIY, FL, W7 EMBIORMNESED FIch
BIEF T NERIFSH A IR L CVD, ZD X7 AR, FNEES L OB ESORS
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Some financial entities benefit fiom exemptions or are subject to a very light regulatory framework under the relevant
sectorspecific Union law. Such financial entities include managers of altemative nvestment fimds referred to in
Atticle 3(2) of Directive 2011/61/EU of the Buropean Parliament and of the Council (9, insurance and reinsurance
undertakings referred to in Article 4 of Directive 2009/138/EC of the European Parfiament and of the Council 7, and
institutions for occupational retirement provision which operate pension schemes which together do not have more than
15 members in total. In light of those exemptions it would not be proportionate to include such financial entities in the
soope of this Regulation. In addition, this Regulation acknowledges the specificities of the nsurance intermediation
market structure, with the result that nsurance intermediaries, reinsurance intenmediaries and ancillary insurance
mtermediaries qualifying as microenterprises or as small or mediumssized enterprises should not be subject to this
Regulation.

B 201336/BU D5 2 857 5 TS 4 572 LUH 23 ol DR IVE LN IIRFE S oo D) R
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Since the entities referred to in Article 2(5), points (4) to (23), of Directive 2013/36/EU are excluded fiom the scope of
that Directive, Member States should consequentty be able to choose to exempt fiom the application of this Regulation

6 FNAFT AT G T 7 NE B B DA ONTHES 200341/EC K ONES 200965EC I ONTHIHIEC) No
1060/ 2009 }2 OYHAIBEU) No 10952010 AT ET 2R N e OBREE0D 2011 4F 6 H 8 HOFES 2011/61/EU
(OJL174,172011,p. 1).
Directive 2011/61/EU of the European Partiament and of the Council of 8 June 2011 on Altemative Investment Fund Managers
and amending Directives 2003/41/EC and 2009/65/EC and Regulations (EC) No 10602009 and (EU) No 10952010 (OJ L 174,
1.72011,p.1).
7 PRI OFHARARODFZEDBRAR M QS TR 2R M OB D 2009 4F 11 H 25 HOOFE 2009/
138/EC (SolvencyII) (OJ1.335,17.122009,p. 1).
Directive 2009/138/EC of the Furopean Parfiament and of the Council of 25 November 2009 on the taking-up and pursuit of the
business of Insurance and Reinsurance (Solvency IT) (OJ L.335,17.122009,p. 1).

41



@1)

@)

L IEHAMES 10 &5 %5 (202546 H)

such entities located within their respective temitories.
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Similarly, in order to align this Regulation to the scope of Directive 2014/65/EU of the Furopean Parliament and of the
Council ), it is also appropriate to exclude from the scope of this Regulation natural and legal persons referred in
Atticles 2 and 3 of that Directive which are allowed to provide nvestment services without having to obtain an
authorisation under Directive 2014/65/EU. However, Atticle 2 of Directive 2014/65/EU also excludes from the scope
of that Directive entities which qualify as financial entities for the purposes of this Regulation such as, central securities
depositories, collective mvestment undertakings or insurance and reinsurance undertakings. The exclusion from the
soope of this Regulation of the persons and entities referred to in Articles 2 and 3 of that Directive should not encompass
those central securrities depositories, collective nvestment undertakings or insurance and reinstrance undertakings.
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B SRtpaan TSI BI T DI ONTHE S 200292EC K UMES 2011V61/EU ZUOE DM RS M OB H20
201445 A 15 H D543 2014/65BU (OJL 173,12.62014, p. 349).
Directive 2014/65/EU of the Furopean Parliament and of the Council of 15 May 2014 on markets in financial instruments and
amending Directive 200292/EC and Directive 2011/61/EU (OJ L 173, 1262014, p. 349).
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Under sectorspecific Union law, some financial entities are subject to lighter requirements or exemptions for reasons
associated with their size or the services they provide. That category of financial entities includes small and non-
interconnected investment firms, small institutions for occupational retirement provision which may be excluded fiom
the scope of Directive (EU) 2016/2341 under the conditions laid down in Article 5 of that Directive by the Member
State concemed and operate pension schemes which together do not have more than 100 members in total, as well as
institutions exempted pursuant to Directive 2013/36/EU. Therefore, in accordance with the principle of proportionality
and to preserve the spirit of sector-specific Union law; it is also appropriate to subject those financial entities to a
simplified ICT risk management framework under this Regulation. The proportionate character of the ICT risk
management framework covering those financial entities should not be altered by the regulatory technical standards that
are to be developed by the ESAs. Moreover; in accordance with the principle of proportionality; it is appropriate to also
subject payment institutions referred to in Auticle 32(1) of Directive (EU) 2015/2366 and electronic money institutions
referred to in Article 9 of Directive 2009/110/EC exempted in accordance with national law transposing those Union
legal acts to a simplified ICT risk management framework under this Regulation, while payment institutions and
electronic money nstitutions which have not been exempted in accordance with their respective national law
transposing sectoral Union law should comply with the general framework laid down by this Regulation.
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Similarly, financial entities which qualify as microenterprises or are subject to the simplified ICT risk management
framework under this Regulation should not be required to establish a role to monitor their amrangements concluded
with ICT third-party service providers on the use of ICT services; or to designate a member of senior management to be
responsible for overseeing the related risk exposure and relevant documentation; to assign the responsibility for
managing and overseeing ICT risk to a control fimction and ensure an appropriate level of independence of such control
finction in order to avoid conflicts of nterest; to document and review at least once a year the ICT risk management
framework; to subject to intemal audit on a regular basis the ICT risk management framework; to perform n-depth
assessments affer major changes in their network and information system infrastructures and processes; to regularly
conduct risk analyses on legacy ICT systerns; to subject the implementation of the ICT Response and Recovery plans
to independent intemal audit reviews; to have a crisis management flnction, to expand the testing of business continuity
and response and recovery plans to capture switchover scenarios between primary ICT infrastructure and redundant
facilities; to report to competent authorities, upon their request, an estimation of aggregated annual costs and losses
caused by major ICT-related incidents, to maintain redundant ICT capacities; to communicate to national competent
authorities implemented changes following post ICT=related incident reviews; to monitor on a continuous basis relevant
technological developments, to establish a comprehensive digital operational resilience testing programme as an integral
part of the ICT risk management framework provided for in this Regulation, or to adopt and regularly review a strategy
on ICT third-party risk. In addition, microenterprises should only be required to assess the need to maintain such
redundant ICT capacities based on their risk profile. Microenterprises should benefit from a more flexible regime as
regards digital operational resilience testing programmes. When considering the type and frequency of testing to be
performed, they should properly balance the objective of maintaining a high digital operational resilience, the available
resources and their overall risk profile. Microenterprises and financial entities subject to the simplified ICT risk
management flamework under this Regulation should be exempted fiom the requirement to perform advanced testing
of ICT tools, systems and processes based on threat-led penetration testing (TLPT), as only financial entities meeting the
criteria set out in this Regulation should be required to carry out such testing. In light of their limited capabilities,
microenterprises should be able to agree with the ICT third-party service provider to delegate the financial entity’s rights
of access, inspection and audit to an independent third-party; to be appomnted by the ICT third-party service provider,
provided that the financial entity is able to request, at any time, all relevant information and assurance on the ICT third-
party service provider’s performance from the respective independent third-party.
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As only those financial entities identified for the purposes of the advanced digital resilience testing should be required to
conduct threat-led penetration tests, the administrative processes and financial costs entailed in the performance of such
tests should be bome by a small percentage of financial entities.

— BT AT F3E FOBIR GRS ICT VA~ R AN TEO RO
B bh ) R OV — B e 457200, STFERIORCE Y, ICT VAT~ R A MW
FAI R O B B ORI DN IS ORI J OSERN 236V VT, D ORE
BB T A A ELRSNARE THD, fEEPI > TRONDT 7 2—F 1, ICT TA
T LD 7R T DB A Y CHRETHAIT T, BZEDE A DAY
T, ETOMBREEFITHIL, YA/ S—URZZFHL TRl RO AL, 7D, &TOLX
JUZIS\ N T2 A S 2 T A LT 5 DA OBy NI LY, Ak kO
TR BT HLD THHHREThHD, SRR ICT VAZZEHRHZ A3V YR E P SRcfs
AL TA RO, ICT VAT~ A N E R T35 T 2% = DA 2 B8 5o i~
CH RIS S T e T 7 o —F O B e A R D— > T H & ThD,

To ensure full alignment and overall consistency between financial entities’ business strategies, on the one hand, and the
conduct of ICT risk management, on the other hand, the financial entities’ management bodies should be required to
maintain a pivotal and active role in steering and adapting the ICT risk management framework and the overall digital
operational resilience strategy. The approach to be taken by management bodies should not only focus on the means of
ensuring the resilience of the ICT systems, but should also cover people and processes through a set of policies which
cultivate, at each corporate layer; and for all staff; a strong sense of awareness about cyber risks and a commitment to
observe a strict cyber hygiene at all levels. The ultimate responsibility of the management body in managing a financial
entity’s ICT risk should be an overarching principle of that comprehensive approach, fiuther translated info the
continuous engagement of the management body in the control of the monitoring of the ICT risk management.
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Moreover, the principle of the management body’s fiill and ultimate responsibility for the management of the ICT risk
of the financial entity goes hand in hand with the need to secure a level of ICTrelated mvestments and an overall budget

for the financial entity that would enable the financial entity to achieve a high level of digital operational resilience.

YA S—YRIDiEEE DT OOERRIR, END K OVEEROWEE 2~ ANTF7 T4 A, 8-
fakt, #ELEFIE KL O 7 a—F DS, ZOMBINE, ICT YA~ 1A MDAt A4
T DEEARIFRIO B NMATET D, TSR, ZOMRIOHFTEDHIVT VS ICT VAT~ R A
NORR & 7oi5%RE GBI, BHRE R OV Ik, R, st B OMEIR, 528 R O I ONAREE) | kg
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D700\ AR T 7= T 7= A FEBRE TR~ C, AREEAIS, Fe> TR S I E 2
IS QOB ICT YA~ R AANNET VR WA Z D H £ ThHHRE THD,

Inspired by relevant intemational, national and industry best practices, guidelines, recommendations and approaches to
the management of cyber risk; this Regulation promotes a set of principles that facilitate the overall structure of ICT risk
management. Consequently, as long as the main capabilities which financial entities put in place address the various
functions in the ICT risk management (identification, protection and prevention, detection, response and recovery,
leaming and evolving and communication) set out in this Regulation, financial entities should remain free to use ICT
risk management models that are difterently framed or categorised.

YA N—BBEDO RGO LRGS0, CRIEET, TORIEBD Y —e Tk
U TEBRESND T —F O EARGES D012 T3, AN DN olotiddb Eadtn
LIS BDIRBLDODZ DA LALER D FE 2 ORI ASE O IO 2 L3 TEDIIIT
F2T8DD+5375:5508F EDIRHE I 1A RS 2T3DI T, 1EAEME 07 > R FTRE 58D ICT
VAT DEAERPE B & THD,

To keep pace with an evolving cyber threat landscape, financial entities should maintain updated ICT systerms that are
reliable and capable, not only for guaranteeing the processing of data required for their services, but also for ensuring
sufficient technological resilience to allow them to deal adequately with additional processing needs due to stressed
market conditions or other adverse situations.

PEAGIT DI, RO, MRZEREEAD Sy 77 7 BA T $ e > TR B L UME
FHEEN 9 D etea 52 DI, RERES, ICT LESES D1 2T h, EDDITVAN
— B ARG T iU AR CEHIDNTT D720, FEIMEDSH D3k & OME IHF
LEETE%, ToI2L, ZDIIIRFBAE, U DVRDITEIZIBN T, KN —27 R ONEHS AT L
DFEEMEEZZ MR T — 2O R INE, FIEME, et I A fafRI Il L Tl 37a07
Uy,

Efficient business continuity and recovery plans are necessary to allow financial entities to promptly and quickly resolve
ICT=related incidents, in particular cyber-attacks, by limiting damage and giving priority to the resumption of activities
and recovery actions in accordance with their back-up policies. However, such resumption should in no way jeopardise
the integrity and security of the network and information systems or the availability, authenticity, integrity or
confidentiality of data.

COMBND, M7%BREERIOE [HRFH] B AR M OME IR B AR SiiiRa ) il e COE
FHIEATED TR, Fe, THuPZ, WK ARREONEE N O AR PRI OB SESE B,
P RN B EICANDZE IS T, £D&H572 AfF A EO DT A7 T VDD, LU ThR
B, ZOMAND, L% e@ERE AL, £DI7 AREEAIRIET DB, HGORRIE -4 E
A AR DR U E U T DT LA EERTETHD,
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While this Regulation allows financial entities to detenmine their recovery time and recovery point objectives in a
flexible manner and hence to set such objectives by fully taking into account the nature and the criticality of the relevant
finctions and any specific business needs, it should nevertheless require them to carry out an assessment of the potential
overall impact on market efficiency when determining such objectives.

A=A RO DT, FOFEPITIB TSR RS BR L IO BEmAGY, Fi
13, SREERIA TR TINL T VD, ICT S AT AHNe 218442 L= 3R F AR ATRE
(2D EEBIET D120, FT, Tz, T 255 K OWE e ICT A2 77 DBGEARA TS
7230, AR OO ICT LEBETDRE /AL LT U MOWEE, REEGESH, 7, fiizbit
HNETHD, ICT LEBET DA T U NDOWEL, £ COLRFSENRIL, TOLmFRDEs
TR DS DY I TR CEBA SR 2B FOEAZI LU, BELESNAHEThD, 4
RSB ML OB HEIR DB D EIN 4 RIOBTEN AR T AL XL, FERENE, Z0do70@b 04
SEANELT, B—DRREHENRDSHD Y ey fRE T & ThhD, BLESHIRIEU) No 1024201305 6
5B 4 T THES TREWEHESNZ S4EREA T, TRESHERROSZIEIN Y4 /il S CEDIH705
AR RETHY, T2 TT4%, S mig, BRINFFIE T (BOB) | oL Tt Ak
(FET_&ETHD,

The propagators of cyber-attacks tend to pursue financial gains directly at the source, thus exposing financial entities to
significant consequences. To prevent ICT systems fiom losing integrity or becoming unavailable, and hence to avoid
data breaches and damage to physical ICT infiastructure, the reporting of major ICT-related incidents by financial
entities should be significantly improved and streamlined. ICT-elated incident reporting should be hammonised through
the infroduction of a requirement for all financial entities to report directly to their relevant competent authorities. Where a
financial entity is subject to supervision by more than one national competent authority, Member States should
designate a single competent authority as the addressee of such reporting. Credit institutions classified as significant in
accordance with Article 6(4) of Council Regulation (EU) No 1024/2013% should submit such reporting to the national
competent authorities, which should subsequently transmit the report to the Furopean Central Bank (ECB).

BT, SRETECY 503, ICT EBhETDREIAL LT U NZEE T DIE R~ D77
TREH DI TEDINTTRETHD, R VT, SRETEY 0l L, SRl EY 5Ty YTE
FEBEA R CEDIN A LT NOFRGRAA RS D728, Fiz, CSIRTs DA, AR
KU TH 2 HASORGE 2B A Lo~ 375725, (FEREU) 20222555 O FIZhDliaghE
FROSH Y J5) e B8R, [N T — 2B R D070) Al 54 Ty TR
KOV EOMEZS D ICT ERETHREI2A T NI DI THEBE L, @O,
ICT LBHETHREIRAL LT U NOFERIEIRAIE T _ETHD, MNAT, MAIENL, SRR,
H 5, St —t 205 BN THHEREN e U CED IR AR & T LA i TE D&

1 GAEHERRDO R PR LB D BUR ERBR DRI D AN PR TR TH-2% 201342 10 A
15 HOBERE2AIHIEU) No 10242013 (0J1.287,29.102013, p. 63).
Council Regulation (EU) No 10242013 of 15 October 2013 conferring specific tasks on the European Central Bank conceming
policies relating to the prudential supervision of credit institutions (OJ L. 287,29.102013, p. 63).
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Thd, THLOIFROTAUL, SRR, TDIH7A TBAEN I owks 721l O AT, fiF
THIZBI3 2B S KO D% D E SIS RN S CEDINTT_ETHD, ICT LEGHT
DREIAL LT UNIEETDIERIAEE L, AR ST ON D& THS ESAs 13, JDAW
SRR B2 S 7D, A2 T U NBR T YA S O st Z B3 2E A ks
=T =2 T_ETHHN, SREERY Y, SRR, LB e To7r—Rrr
FIATERREAAR T & THD,

The direct reporting should enable financial supervisors to have immediate access to information about major ICT-
related incidents. Financial supervisors should in tum pass on details of major ICT4elated incidents to public non-
financial authorities (such as competent authorities and single points of contact under Directive (EU) 2022/2555,
national data protection authorities, and to law enforcement authorities for major ICT=related incidents of a criminal
nature) in order to enhance such authorities awareness of such incidents and, in the case of CSIRTS, to facilitate prompt
assistance that may be given to financial entities, as appropriate. Member States should, in addition, be able to determine
that financial entities themselves should provide such information to public authorities outside the financial services area.
Those information flows should allow financial entities to swiftly benefit from any relevant technical input, advice about
remedies, and subsequent follow-up from such authorities. The information on major ICT+elated incidents should be
mutually channelled: financial supervisors should provide all necessary feedback or guidance to the financial entity,
while the ESAs should share anonymised data on cyber threats and vulnerabilities relating to an incident, to aid wider
collective defence.

ECOBREEINA L LT MR E T FAT T DB BRSO NETHLN, [FEHHT, T4
RRFEREL U CIRIURBER TR M E T L IABESIUTU VR, 5, (ks BB DRI E AL O
AR, ICT LBH ORI AL LT U MDHZ TS DL DB, BSAs (28 TR
TESTVOIE EOBAHREAE S DRSNS T RO I T, T IEICHTIESN A& T
&%, AT, MEFEHONTREARE T DB, SRR E I ANSN O E T,

‘While all financial entities should be required to carry out incident reporting, that requirement is not expected to affect all
of them i the same manner. Indeed, relevant materiality thresholds, as well as reporting timelines, should be duly
adjusted, in the context of delegated acts based on the regulatory technical standards to be developed by the ESAs, with
aview to covering onty major ICT=related incidents. In addition, the specificities of financial entities should be taken into
account when setting timelines for reporting obligations.

ORI, S4EHERE, TR, DT A7 0 M E R OV~ B L, 0D
AT VNS ICT ERAET DA T N MBS DD S A IERIRIC (ERIFE S EU)
20152366 O FIZIUNTHRESIU QU ) B B s O VAT A2 T v T
NS T AT AR T RETHD,

This Regulation should require credit institutions, payment institutions, account information service providers and
electronic money institutions to report all operational or security payment-related incidents — previously reported under
Directive (EU) 2015/2366 —irrespective of the ICT nature of the incident.
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ESAs 13, BRGEEL~UZIITD ICT EBHET 21+ T NS OEH LD FEBLRTREMEE S
ATl D52 52 DNH_RETHD, FDII7EN T, TR S 2 A 2 fE L)
TRESHERR DS D EIN Y JFN L CEHEIRNSEREIL, £, BRISHEIRDGDEIN Y i Slimdks
VTR i A A AR T L CIREE DB 27 =372 D, ICT LR A REA Ao T L MO
EDTDOB—D BU /723 GHAKSIUSS, ESAs 13, ECB KUY ENISA 75008 TSR A%
72 BTG, B BU T ZaRE A2 O R e A i D R A Y O A 54
BNHRETHD,

The ESAs should be tasked with assessing the feasibility and conditions for a possible centralisation of ICT-related
incident reports at Union level. Such centralisation could consist of a single EU Hub for major ICT4elated incident
reporting either directly receiving relevant reports and automatically notifying national competent authorities, or merely
centralising relevant reports forwarded by the national competent authorities and thus fulfilling a coordination role. The
ESAs should be tasked with preparing, in consultation with the ECB and ENISA, a joint report exploring the feasibility
of setting up a single EU Hub.

EEDT V) EEEHL ORI 1253 D20, >0, ks EBSA7 B =Y (51:G7
B ADASHNA—T a2l GREROHATETR) J OF TIBER-BU OI57 28K NiEEA P 233\ G
SNANSHIN I TC, SREEAT, TR ICT OEsHEAAENNI LKL O UL 57
DODOZDEFIFERID ICT VAT LK N ICT LR DRk 26 DY EES OB IERE), e
71, FISEES B OMEIHRE N OFZIMHIZRAL, U0 ICT AT L OB SR EZEE A E ISt
B _EThD, BRSO YA /S —F 2 U7 EOUEFREESDL U BT Dk 4 7 At
PRI T DFRE R O ORIBBFI DI A E S DFEA T 572, 3BT, K
AL BY - OFAM (5] HEFHMERTE K OWES AT v, AT =255, b —rtal
TARHM, 7T, Y e 2 VT D RIEL, 72— N ARy = T DY TN T
Va—ay, 2Rt nffEel &/ —Aa— RO REL, > UA_—20R 6k, BHAEORER,
A TREIDRBRET I T B —2  ROORAER) )35 TLPT (ZXAJ0E 7Rl c B 5 F Con i
SRR — N R T T _ETHD, TOIIEE SRR, BN ENETA T 5720
\Z ICT DB TEL QODBRIERID M TR SN D EThHD, ZLC, ZOBAINC
FoTERENAT V2 VE S FolaliE o, ZoO#BIoFh CEbbLI- B TS
TOARBERE (B2 IE, RIFRECTH, AT/ ThHH»D ICT (ZRGELT- 5AERERE, HAEsih
AT, AP EE RS I O Sl SR RE) | B I, 2SN SRiiERE S0t 2 <skdbing
RETHD, ZNEFIRHZ, TLPT (2357 4 VEEAZEE EORIE I OERE, o7 7254w
—ERRIEBI (BRIE, SFh, SR TR ONERERF) I GEEEHIL QO DR L U A
T I IREE AR CQUOD SRR REL T3 <k T, 2>, THLISAORIER (B2
I, EREEEL L OV SR HEED) | 2B QLI el Tl o & Thd,

In order to achieve a high level of digital operational resilience, and in line with both the relevant intemational standards
(eg the G7 Fundamental Elements for Threat-Led Penetration Testing) and with the frameworks applied in the Union,
such as the TIBER-EU, financial entities should regularty test their ICT systems and staff having ICT4elated
responsibilities with regard to the effectiveness of their preventive, detection, response and recovery capabilities, to
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uncover and address potential ICT vulnerabilities. To reflect differences that exist across, and within, the various financial
subsectors as regards financial entities’ level of cybersecurity preparedness, testing should include a wide variety of tools
and actions, ranging fiom the assessment of basic requirements (e.g, vulnerability assessments and scans, open source
analyses, network security assessments, gap analyses, physical security reviews, questionnaires and scanning software
solutions, source code reviews where feasible, scenario-based tests, compatibility testing, performance testing or end-to-
end testing) to more advanced testing by means of TLPT. Such advanced testing should be required only of financial
entities that are mature enough from an ICT perspective to reasonably canty it out. The digital operational resilience
testing required by this Regulation should thus be more demanding for those financial entities meeting the criteria set out
in this Regulation (for example, large, systemic and ICT-mature credit institutions, stock exchanges, central securities
depositories and central countetparties) than for other financial entities. At the same time, the digital operational resilience
testing by means of TLPT should be more relevant for financial entities operating in core financial services subsectors
and playing a systemic role (for example, payments, banking, and clearing and settlement), and less relevant for other
subsectors (for example, asset managers and credit rating agencies).

[EEEBA DTN B FLCHY, 1>, B0 H e FREL S O A B 25— 2
Tefitod B AATEEL QUODERIERA S, 2O R BIOARE ChHOMEMEIC BT D E—D vk
DFEEEFRBROBT: (F700b, TLPT) 2857 _&THD, TOB—Dy MBI, [EFia
AR V=T DIRINE A PN TISU B TL QD& COIHEEZND ICT A7 7% 5
L ETHY, LT, TOIRETER LDBM V=T, 1 DOTHEEZDAHINT, B
HTD ICT RO E AL LN TELIDNTT _ETHD,

Financial entities involved in cross-border activities and exercising the freedoms of establishment, or of provision of
services within the Union, should comply with a single set of advanced testing requirements (i.e. TLPT) in their home
Member State, which should include the ICT infrastructures in all jurisdictions where the cross-border financial group
operates within the Union, thus allowing such cross-border financial groups to incur related ICT testing costs in one
Jurisdiction only.

LT, TIBER-EU OKHADFEEL BT, —EDRISHERRDE®D Y Ji 2> TR SRS
T EEPREIRAAED Y 723D, ZORRAINE, #EEkERDS, TLPT D4 ToOHE AL CENL~VL T4l
EBRR T A ) H— O THRERIA TR E T D2 A7, £, FDIISFFENTRNEXT,
FSHERROID X A7, o4t EORRESHERROGDIEIPIRER 6 C TLPT SRSE-¢-2Hkrs 05
A TAT T DI EAFRDHRETHD,

To draw on the expertise already acquired by certain competent authorities, in particular with regard to implementing the
TIBER-EU framework, this Regulation should allow Member States to designate a single public authority as
responsible in the financial sector; at national level, for all TLPT matters, or competent authorities, to delegate, in the
absence of such designation, the exercise of TLPT related tasks to another national financial competent authority.

AN, ARFEEA L, B OB —ADA SRR — g BRI Z A COAR R R 7
BEE/ I T MEREA BT AT LA BLR QU VoUW DT, SRR Y, CORRIRIMRER -1
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TN L OV VIR BRI D BRI B BB~ N5
AT ~E TS,

Since this Regulation does not require financial entities to cover all critical or important finctions in one single threat-led
penetration test, financial entities should be fiee to determine which and how many critical or important fimctions should
be included in the scope of such atest.

(1 >0 TLPT |\ O &RIEERT BN, />0, Fd TLPT IZRIL T ICT $—k/ S—Fr—E%
7 B YIRS O CIEHA T _EOBb A CEBb0EED) ZOHHI
DERIZBITD 7 — S L, ZoMAIwE RPN OB C43% ICT —K
IN=T PRI A PGS —EZDES LT B F AT DI —E A
LR D T —H OB A7 | T D Z SV E R S IS A AR, 5ROBIH~
XThHD, 7 —/VSIRBRY, FHESNASRER 520 RS TLPT O BFZE S
TR GREROD IR AT DT80, LR (FRESIVE 1 DO&REEN AR, SN
T HERMEREDB T | R 5 ThD,

Pooled testing within the meaning of this Regulation —nvolving the participation of several financial entities ina TLPT
and for which an ICT third-party service provider can directly enter into contractual arrangements with an extemal tester
— should be allowed only where the quality or security of services delivered by the ICT third-party service provider to
customers that are entities falling outside the scope of this Regulation, or the confidentiality of the data related to such
services, are reasonably expected to be adversely impacted. Pooled testing should also be subject to safeguards
(direction by one designated financial entity, calibration of the number of participating financial entities) to ensure a
rigorous testing exercise for the financial entities nvolved which meet the objectives of the TLPT pursuant to this
Regulation.

AR~V TR PTRE e NERETRATE FH 372720, BESBHRSBIOAGEIMFET DL, FIEH
BN NZE S OE BRI (3 [EHEEL O) PR ORISR 242 DR LSRR 24 22 DRI 738
WEEDDZEESRIEELTC, F2, Y% TLPT NOBESIEHRIRAEE 0 Y32 S TR Lok
B THHZ LB BRSNS, ZOHANT, TLPT 234735 BRIDT- 8 DOPEORER S % D
FIRERRDHETEHD, TLPT ZFhi T DO BT, EHEAN, SRR EETHH X
TI%, YJa SRS AEIAENL, FHAAGED BIDTODOHESTRETHY, F-, TO4H
FEREA SIS QU VD ICT YA SRS BT =00 B2 D S S E DL el d, 2o,
ZOFFHENY, SRR ICT VAZO~ 1 ANRES ) e ONBERIRE I DB BB HGRE A&
ATIR20N,

In order to take advantage of ntemal resources available at corporate level, this Regulation should allow the use of
nternal testers for the purposes of canrying out TLPT, provided there is supervisory approval, no conflicts of interest, and
periodical altemation of the use of intemal and extemal testers (every three tests), while also requiring the provider of the
threat intelligence in the TLPT to always be extemal to the financial entity. The responshbility for conducting TLPT
should remain fully with the financial entity. Attestations provided by authorities should be solely for the purpose of
mutual recognition and should not preclude any follow-up action needed to address the ICT risk to which the financial
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entity is exposed, nor should they be seen as a supervisory endorsement of a financial entity’s ICT risk management and
mitigation capabilities.

SRETPNZISITD ICT YR =T URI D BRI 7B AR 5728, L0k, Ra]R7cH&RE
FATEEAER T 25 ICT —L AL, ICT —R =T =27 A F LT
TS —ASHVBHEREL W SUIRIZRNT, F2, JO— i, 2T ICT H—R S—7flf 7k

EVIOSIRIZIBO TSROV A BT TAODEENT, SREEIE AR T 57D OFEARJF R —2A
DIRED ' N TED D ENP BT,

To ensure a sound monitoring of ICT third-party risk in the financial sector; it is necessary to lay down a set of principle-
based rules to guide financial entities’ when monitoring risk arising in the context of fimctions outsourced to ICT third-
party service providers, particularly for ICT services supporting critical or important flinctions, as well as more generally
in the context of all ICT third-party dependencies.

R —E 2O MVE A T TR ST D E ) =S 2 D7 1 7 DS e OBl %
BREIIANDD, ICT YARZ Dk A 1858 ARIROHEME SR 573D, ZORIANE, 777 =2 ta
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T DO—EREIRSTIY, 130, FEL CYAFELT OB FES U CHAX S EEE OBl
FOFEIEED LTTIETH LT ICT S RAA R A F 3 OV O SRR T LT
ICT S —E 2%AR T DR £, ZORHID FIZRW UL ICT —R/ —7 i —e27'm
7 EEUTHIBISN D RETHHE O EDBHHE ZSNANEThHD, HAZIZ, HEL- > D5k
B —E A MEME AT Y 2= st AT AR AT T DI QD ZHIZIRB L, 7,

72 2A T DY —E AP R 2— a DV QOB Z LA E B, TR AT LE
TR R AT I A B QU VBBRO HR G T M ONEIZEOMEREZ = 3R 2\ T
ICT BEhEt—t 2A42 L CQOVOBROI TBHREBIA R, R B EEA UL TRV F R A
VITEAEEEL QUD, P —ERADOTaL AT AOSNIE S 2, ZOBRID PR TX
ICT —R =T —E AT X LU THWISN D& ThHD,

To address the complexity of the various sources of ICT risk, while taking into account the multitude and diversity of
providers of technological solutions which enable a smooth provision of financial services, this Regulation should cover
a wide range of ICT third-party service providers, including providers of cloud computing services, software, data
analytics services and providers of data centre services. Similarly, since financial entities should effectively and
coherently identify and manage all types of risk, including in the context of ICT services procured within a financial
group, it should be clarified that undertakings which are part of a financial group and provide ICT services
predominantly to their parent undertaking, or to subsidiaries or branches of their parent undertaking, as well as financial
entities providing ICT services to other financial entities, should also be considered as ICT third-party service providers
under this Regulation. Lastly in light of the evolving payment services market becoming increasingly dependent on
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complex technical solutions, and in view of emerging types of payment services and payment-related solutions,
participants in the payment services ecosystem, providing payment-processing activities, or operating payment
infrastructures, should also be considered to be ICT third-party service providers under this Regulation, with the
exception of central banks when operating payment or securities setflement systems, and public authorities when
providing ICT related services in the context of fulfilling State fimctions.

SRIFEBAE, HIRE, ORI CED LI AR DR AT 5 LBl 2 E
FEBIFETHHETHD, CREET, FOERERID ICT LEhE IO, HkL,
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_RETHD,

A financial entity should at all times remain fully responsible for complying with its obligations set out in this Regulation.
Financial entities should apply a proportionate approach to the monitoring of risks emerging at the level of the ICT third-
party service providers, by duly considering the nature, scale, complexity and importance of their ICT=related
dependencies, the criticality or importance of the services, processes or finctions subject to the contractual arrangements
and, ultimately; on the basis of a careful assessment of any potential impact on the continuity and quality of financial
services at ndividual and at group level, as appropriate.

ZDILEAADFIATE, 2TD ICT Y—F7 S—T RO 72 AR Z S SR b=
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The conduct of such monitoring should follow a strategic approach to ICT third-party risk formalised through the
adoption by the financial entity’s management body of a dedicated ICT third-party risk strategy, rooted in a continuous
screening of all ICT third-party dependencies. To enhance supervisory awareness of ICT third-party dependencies, and
with a view to further supporting the work in the context of the Oversight Framework established by this Regulation, all
financial entities should be required to maintain a register of nformation with all contractual amrangements about the use
of ICT services provided by ICT third-party service providers. Financial supervisors should be able to request the full
register; or to ask for specific sections thereof, and thus to obtain essential information for acquiring a broader
understanding of the ICT dependencies of financial entities.
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A thorough pre-contracting analysis should underpin and precede the formal conclusion of contractual arrangements, in
particular by focusing on elements such as the criticality or importance of the services supported by the envisaged ICT
contract, the necessary supervisory approvals or other conditions, the possible concentration risk entailed, as well as
applying due diligence in the process of selection and assessment of ICT third-party service providers and assessing
potential conflicts of nterest. For contractual amrangements conceming critical or important functions, financial entities
should take into consideration the use by ICT third-party service providers of the most up-to-date and highest
mformation security standards. Tenmination of contractual amrangements could be prompted at least by a series of
circumstances showing shortfalls at the ICT third-party service provider level, in particular significant breaches of laws
or contractual tenms, circumstances revealing a potential alteration of the performance of the fimctions provided for in
the contractual arrangements, evidence of weaknesses of the ICT third-party service provider in its overall ICT risk
management, or circumstances indicating the inability of the relevant competent authority to effectively supervise the

ICT H—R/ =T DEFRDVAI DL AT Iy 7058 B ST 57280, FRERR FRR S ks
TeHIRANNZ DT ENFHEE DI TAEIHEASFSLOTHY, F, 24 L0 B BEMHILASHO
THHZEND, ZOMANE, ZDIH7 R DVAI R CHID DB 27 7 0 —F %35
BTN, T AD LT AR AARET D, BttEEaIY, L0blF, F=ENITILEES D ICT
PR/ R—=T7 P —E 27 A& ORI CThfESIAEXITL, TRa LB O DM 20T
(XD EE G, TDIITVATIVEL QB EDZFSRIMNA I R 5720, ZDOERMEREDTE
SN DB R Rl & Thd, ZOBPIZIWT, 2o, FH Lo A B%
HERFT DB L R D TE M A ARRIE T DB L DRI DN ET 2 T A% LD BN,

ICT Y—R/ =T DI AR — | Tk Dihs 7 IR ONRIBRIC B A HUEZ ED DT LT
I THAETHIEIEI N, BZERSHAAD SR ZIB YT, ZOBAN > U EmSV AT
BT, AR ICT Y—R =T —E 270 M Z ORI YT, AR %
AHEANTEMRET DL, RIMMESNIZIBIT AR RIROD ICT h—R/ =7 h—E 27 M E D
FEDEEFDPRNE S DA AT ZOLETENE R OFE RS CRIEINZ QDI 7E R D
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B E R A58, 2T, FFEDUAITDIRFESI AT, AR ICT Y—R/"—7
A —ERT T M Z LD CRIFET AT U AR AL RETHD,

To address the systemic impact of ICT third-party concentration risk, this Regulation promotes a balanced solution by
means of taking a flexible and gradual approach to such concentration risk since the imposition of any rigid caps or strict
limitations might hinder the conduct of business and restrain the contractual freedom. Financial entities should
thoroughly assess their envisaged contractual arrangements to identify the likelihood of such risk emerging, including by
means of in-depth analyses of subcontracting arrangements, in particular when concluded with ICT third-party service
providers established in a third country. At this stage, and with a view to striking a fair balance between the imperative of
preserving contractual freedom and that of guaranteeing financial stability, it is not considered appropriate to set out rules
on strict caps and limits to ICT third-party exposures. In the context of the Oversight Framework, a Lead Overseer,
appomnted pursuant to this Regulation, should, in respect to critical ICT third-party service providers, pay particular
attention to fully grasp the magnitude of interdependences, discover specific instances where a high degree of
concentration of critical ICT third-party service providers in the Union is likely to put a strain on the Union financial
system’s stability and infegrity and maintain a dialogue with critical ICT third-party service providers where that specific
risk is identified.

ICT Y —R/ =T —ERT M, SRR T V5Vl B E B EORRE NS L TRD
S .2 D7 57K, BT TR T AR AT DRE N A TEIF A E M
VERT5720, ICT B —R/ =T —E 27 M F LD OB DS 72 DK BRI
{EENDRETHD, BRMEREDT 2 R 4R 323D ICT Y —E A0 ZEE M, 1
BEME, ATFIME K O R TR AT QDT D, SRR T2 Vel )2 224452
EDEFFEBIDOMB L LS, ZDI7FEA N, ICT Y—R =T —E AT A4
DNSLEUAFDUAY DATSBA DR B A ATREE T D L e CHE RS =~ IV B
BT RETHD,

To evaluate and monitor on a regular basis the ability of an ICT third party service provider to securely provide services
to a financial entity without adverse effects on a financial entity’s digital operational resilience, several key contractual
elements with ICT third-party service providers should be harmonised. Such hanmonisation should cover minimum
areas which are crucial for enabling a full monitoring by the financial entity of the risks that could emerge firom the ICT
third-party service provider; fiom the perspective of a financial entity’s need to secure its digital resilience because it is
deeply dependent on the stability, finctionality, availability and security of the ICT services received.

CORRINDENEARIR DT LASRDDTIDITEK) EORGRD 2 AT 2R, s 1ICT Y—

R =T X B A, SO B SR R B LR %

‘When renegotiating contractual amrangements to seek alignment with the requirements of this Regulation, financial
entities and ICT third-party service providers should ensure the coverage of the key contractual provisions as provided
forin this Regulation.
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ZORAIDOHTEDSIL D IR AN R7AEAE S TR/ AERE | ORI, BONGES L O
DOFET 2024/59BUL D 2 5565 1 TS 35 FATERR T DR A RIKIE 1 205 L QU VD, 1657,

B 2014/59BU | Z&o TRAIR CTHALHIBISHUOIERENT, ZOMRIOEIRIZISIT DA AT R 724
REDEZEDTITEDHILTND,

The definition of “critical or important finction” provided for in this Regulation encompasses the “critical fimctions’ as
defined in Article 2(1), point (35), of Directive 2014/59/EU of the European Parfiament and of the Council®.
Acoordingly, fnctions deemed to be critical pursuant to Directive 2014/59/EU are included in the definition of critical
functions within the meaning of this Regulation.

ICT H—E R ZE TR BTV VAREED R R R MEE 2 SE B B T, 2859 EDER
DI, L0, BERER UM —E"A, ZD I ERED LS DIGHT I O — 2 MBS o8
D FER7RFR OHFRE N Y—E AL~V DR O F R A B D H_ETHD, THUSLISID,
ICT —R/ =T A URI D& C S DA SEBLRTRE S AT O DWMZED BRI, UL POk
BOThHL: bbb, AT =207 7 e Ty, RN, e, Ba T R OREDY ICT
PR =T R NI TE DI RS DR B & B DI ICT
— R R=T B RT  H DRGE, 1R ERE R SR EEE E ORKGE RREDS AT, T
—HDT IR, 18I0 M ONREE FER ATRE S D7 O Ok Rl TED DTS4 L O, $fit
SO —EREBNRT D ICT A2 v T U ADEEITER T, (IR AL 3 Fhi e
OB AT, ICT h—R/ =T —E A7 0 M R ChliBh a4 D2 LA Bk
DG ICT YR S—=T o —ER7 0 X D, FREHEIRDSHS Y J7) e OV RSB RE
JERY SR A1 13 D355 BT 52 4RTE, W ONS, WESHERR D &2 7 I OV e
B JROIAREKAE RO, $4 T OMER I OS2 _EDOBURD DR T DT DR E§ HI=~ LD
AR ZBE9 22 4E,

Irespective of the criticality or importance of the flnction supported by the ICT services, contractual arrangements
should, in particular, provide for a specification of the complete descriptions of fimctions and services, of the locations
where such fimctions are provided and where data is to be processed, as well as an indication of service level
descriptions. Other essential elements to enable a financial entity’s monitoring of ICT third party risk are: contractual
provisions specifying how the accessibility, availability, integrity, security and protection of personal data are ensured by
the ICT third-party service provider; provisions laying down the relevant guarantees for enabling the acoess, recovery
and retum of data in the case of insolvency, resolution or discontinuation of the business operations of the ICT third-party

D HAEHEA N OB 3D A S OENER DT D DOPEHAE DD, WONT, BRHEHET 82891/EEC,
RPN S OEOOFEAT 2001/24/EC, F545 200247/EC, F545 200425/EC, F545 2005/56EC, F845 200736/EC,
545 201135EU, 545 201230EU & O¥ES 201336/EU MFONTHHIEU) No 10932010 K OSEHIEU) No 6482012
ZUOET 2RSS L OB 20144 5 H 15 HOFES 2024/59EU (OJ L 173,12.62014,p. 190).
Directive 2014/59/EU of the European Parfiament and of the Council of 15 May 2014 establishing a framework for the recovery
and resolution of credit institutions and investment firms and amending Council Directive 82/891/EEC, and Directives 2001/24/EC,
2002/47/EC, 200425/EC, 2005/56/EC, 2007/36/EC, 2011/35/EU, 201230/EU and 2013/36/EU, and Regulations (EU) No
1093/2010 and (EU) No 64812012, of the European Partiament and of the Council (OJ L 173, 12.6.2014, p. 190).
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service provider, as well as provisions requiring the ICT third-party service provider to provide assistance in case of ICT
incidents in connection with the services provided, at no additional cost or at a cost determined ex-arte; provisions on the
obligation of the ICT third-party service provider to filly cooperate with the competent authorities and resolution
authorities of the financial entity; and provisions on termination rights and related minimum notice periods for the
termination of the contractual arrangements, in accordance with the expectations of competent authorities and resolution
authorities.

ZDIITLFHIRENTNNZ, 7>, BRI ICT v )T AL EUSD Y —R =T DT
AT B COME RO A B TSR SR D LA MR DR WBLED D, AR 2
FEREF X EE AR 2 5 ICT B RDIRIDTODOIHIE, LT OZELEDHRETH
D 70bh, ARSI —E AL~ UTHE AL CUVRUGAI I8 ORI BB 7w b7
FEHEOIE BN CEDINTT DT80, FEEINTERIIN OVEMR 22 TREND BAEA LD, Y—E
ALYV BROFLROAFE; 3% ICT —R/ =7 —E 27" M DENEFWD ICT —
AN HRBET DI 454 ICT Y—R =T A7 0 A F OFEI N U QEERT T
WA 25 B DRREDYGAITITD, ICT H—R/ =T —E A7 A X Ok s i
PRI OS5 52 EOBR R A REINGHIZ S2E L L OSRBRL, I ONT, Y—EAD 2227t
HANTEAIANNTT S ICT BX=2UT D, V— R OHA AL D, F-, Yilemtspac .
STHEMESID TLPT (BIMULA > DEMEANZ /19 _E 5% ICT —R/ =7 —E X7 o
ZOEE,

In addition to such contractual provisions, and with a view to ensuring that financial entities remain in full control of all
developments occurring at third-party level which may impair their ICT security, the contracts for the provision of ICT
services supporting critical or important fimctions should also provide for the following: the specification of the full
service level descriptions, with precise quantitative and qualitative performance targets, to enable without undue delay
appropriate comrective actions when the agreed service levels are not met; the relevant notice periods and reporting
obligations of the ICT third-party service provider in the event of developments with a potential material impact on the
ICT third-perty service provider s ability to effectively provide their respective ICT services; a requirement upon the ICT
third-party service provider to implement and test business contingency plans and have ICT security measures, tools
and policies allowing for the secure provision of services, and to participate and fully cooperate in the TLPT carried out
by the financial entity.

A RIASBER I X MERER T 2 5 ICT Y—E ADFRHH BI85 3, SmisRa /1345
ESITA—RS—=T LT 7B ADHER, TR B O OHER], NN, R DRI
BIDYL— AT 0\ Z DM e ) EAGIOSNT=ZD ICT —R/ =7 —E X
TR AK DI TRES 1D ARSI S DRSO TH SR AEE/NE AL C, ab™—% Lok
FE S AT T ARG 3D HNEThD, [FIRRIC, SRtEEDTREHERDSHS M /S, 1HEINT
X, BETFFROBGEIZIRLC, ICT —R =T —E A7 0 X A L DA Dk
Fat, >_&EThHD,

Contracts for the provision of ICT services supporting critical or important fimctions should also contain provisions
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enabling the rights of access, inspection and audit by the financial entity, or an appointed third party; and the right to take
copies as crucial mstruments in the financial entities’ ongoing monitoring of the ICT third-party service provider’s
performance, coupled with the service provider’s fiill cooperation during inspections. Similarly; the competent authority
of the financial entity should have the right, based on notices, to inspect and audit the ICT third-party service provider,
subject to the protection of confidential information.

FEDIITH) LOERDIE, 0T, ARFEBADON T HIRELDYAZ A HINR T Dl WHELEH
b, TOHIRINI ICT Y—h ST —E 27 1 2 DN o — A AR5 LAk 4
AEGRHIAY A TR TRRIC 572D, rti#Eans, SR, o ICT h—R/~—7rth—t
AT WAL ORHANEGIEZ DT ENTEDINTT D20, T3, A, SRS sy—8
ADEHEE BB DAL NTADIY 22— AT CEAINTT HTb O E O H MBS,
TEDHRE TS, HIZ, 87 2014/59EU O FHEHNICHOemEEEAL, ICT —e B4 5
TSS9, YT EA DI E PR DI 35\ Y CE ) O RN TR RE Ch AT L%
TR _EThD, Ziudz, MEEERY RO N>, ZInO4RIFERAT, ICT V—
BRI BT DS 2RI I EE S 1 b DT A & THD, THLDARIRERIN TS
DARMEEADPA TR S A Ukt T QOBBRY, 20 4REEAE, thosEZ o, ICT
/A oz el S ST 7 oS Ly R e R e il e ) e U B e et S S P D@ < S A A AN A | DA
WZE RO LN DT O DG T e CAAfE R ~EThD,

Such contractual arrangements should also provide for dedicated exit strategies to enable, in particular, mandatory
transition periods during which ICT third-party service providers should continue providing the relevant services with a
view to reducing the risk of disruptions at the level of the financial entity, or to allow the latter effectively to switch to the
use of other ICT third-party service providers or, altematively, to change to in-house solutions, consistent with the
complexity of the provided ICT service. Moreover, financial entities within the scope of Directive 2014/59%EU should
ensure that the relevant contracts for ICT services are robust and fully enforceable in the event of resolution of those
financial entities. Therefore, in line with the expectations of the resolution authorities, those financial entities should
ensure that the relevant contracts for ICT services are resolution resilient. As long as they continue meeting their payment
obligations, those financial entities should ensure, among other requirements, that the relevant contracts for ICT services
contain clauses for non-termination, non-suspension and non-modification on grounds of restructuring or resolution.

T, 1 TEASEE 3R NE A ORI C 3> ORE SN AZUERHISHDTE ORI, 0o,

ITIRNAN 2—T 7 —E AL TRINZE BRI L TRIESHAIGHAOH I, PR
PMEA DR —E AR Z Lo TED BB K QMR TR I H3U T, Rl
\ZBITD7 TR 2—T 17— AR B D8RI & ICT r—R ~—7 1 —t
AT SAE ORI T DS EZAT IR T DL 2D, AREBL ICT Y—R/—7 o —t
A7 BV, DS AARPEATD, FE A S DI ER ST E S, Rl
By TN —ASNDI TR 2—T 27— AOFI I 2B D HE I SE DR
TEZAEE K Ot DROIN R B SO EIXE T AU 2018 4507 407 /4 TEIE BT
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FEONTEY, BINEE ST, BRI G20 WBHIH I LT,
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Moreover, the voluntary use of standard contractual clauses developed by public authorities or Union institutions, in
particular the use of contractual clauses developed by the Commission for cloud computing services could provide
further comfort to the financial entities and ICT third-party service providers, by enhancing their level of legal certainty
regarding the use of cloud computing services in the financial sector, in full alignment with the requirements and
expectations set out by the Union financial services law. The development of standard contractual clauses builds on
measures already envisaged in the 2018 Fintech Action Plan that announced the Commission’s inention to encourage
and facilitate the development of standard contractual clauses for the use of cloud computing services outsourcing by
financial entities, drawing on cross-sectorial cloud computing services stakeholders’ efforts, which the Commission has
facilitated with the help of the financial sector’s involvement.

SRS ICT PR S—T IR TR BRI AR LT 7 a—FLoBIRIC
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With a view to promoting convergence and efficiency in relation to supervisory approaches when addressing ICT third-
party risk in the financial sector; as well as to strengthening the digital operational resilience of financial entities which rely
on critical ICT third-party service providers for the provision of ICT services that support the supply of financial services,
and thereby to contributing to the preservation of the Union’s financial system stability and the integrity of the intemal
market for financial services, critical ICT third-party service providers should be subject to a Union Oversight
Framework. While the set-up of the Oversight Framework is justified by the added value of taking action at Union level
and by virtue of the inherent role and specificities of the use of ICT services in the provision of financial services, it
should be recalled, at the same time, that this sofution appears suitable only in the context of this Regulation specifically
dealing with digital operational resilience in the financial sector However, such Oversight Framework should not be
regarded as a new model for Union supervision in other areas of financial services and activities.

BB Y, AR ICT YR S—T P —E 27 0 M DX KLU, HSNAETH
%o TXUPZ, ZDIH7 ICT Yo=K/ =T =27 M 69D G %A A DD J5)
11K OB A BB AINDT O OFREDHFAADTMFAE S _ECTHD, LML, BB
DEHEDTDDFHEL L CORRIRIMED ST A2 % ED DT80 D TE B OE N 2 FED
BN BTeREThHD, TR IEREMARIR T D728, 7>, ICT Hh—R/ =7 h—t27m
P DAEFEREEDORN 5T, ICT R/ S—T 1 —E AT\ H NI L2 —T D
— LTS TR UL, OIS, 20 ICT h—K/ =7 h—e 274

59



)

L IEHAMES 10 &5 %5 (202546 H)
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The Oversight Framework should apply only to critical ICT third-party service providers. There should therefore be a
designation mechanism to take into account the dimension and nature of the financial sector’s reliance on such ICT
third-party service providers. That mechanism should involve a set of quantitative and qualitative criteria to set the
criticality parameters as a basis for inclusion in the Oversight Framework. In order to ensure the accuracy of that
assessment, and regardless of the corporate structure of the ICT third-party service provider, such criteria should, in the
case of a ICT third-party service provider that is part of a wider group, take into consideration the entire ICT third-party
service provider’s group structure. On the one hand, critical ICT third-party service providers, which are not
automatically designated by virtue of the application of those criteria, should have the possibility to opt in to the
Oversight Framework on a voluntary basis, on the other hand, ICT third-party service providers, that are already subject
to oversight mechanism frameworks supporting the fulfilment of the tasks of the Furopean System of Central Banks as
referred to in Article 127(2) TFEU, should be exempted.
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Similarly, financial entities providing ICT services to other financial entities, while belonging to the category of ICT
third-party service providers under this Regulation, should also be exempted fiom the Oversight Framework since they
are already subject to supervisory mechanisms established by the relevant Union financial services law. Where
applicable, competent authorities should take into account, in the context of their supervisory activities, the ICT risk
posed to financial entities by financial entities providing ICT services. Likewise, due to the existing risk monitoring
mechanisms at group level, the same exemption should be introduced for ICT third-party service providers delivering
services predominantly to the entities of their own group. ICT third-party service providers providing ICT services solely
in one Member State to financial entities that are active only in that Member State should also be exempted fiom the
designation mechanism because of their limited activities and lack of cross-border impact.
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The digital transformation experienced in financial services has brought about an unprecedented level of use of, and
reliance upon, ICT services. Since it has become inconceivable to provide financial services without the use of cloud
computing services, software solutions and data-related services, the Union financial ecosystem has become
intrinsically co-dependent on certain ICT services provided by ICT service suppliers. Some of those suppliers,
mnovators in developing and applying ICT-based technologies, play a significant role in the delivery of financial
services, or have become integrated into the financial services value chain. They have thus become critical to the stability
and integrity of the Union financial system. This widespread reliance on services supplied by critical ICT third-party
service providers, combined with the nterdependence of the information systems of various market operators, create a
direct, and potentially severe, risk to the Union financial services system and to the continuity of delivery of financial
services if critical ICT third-party service providers were to be affected by operational disruptions or major cyber
incidents. Cyber incidents have a distinctive ability to multiply and propagate throughout the financial system at a
considerably faster pace than other types of risk monitored in the financial sector and can extend across sectors and
beyond geographical borders. They have the potential to evolve into a systemic crisis, where trust in the financial system
has been eroded due to the distuption of finctions supporting the real economy, or to substantial financial losses,
reaching a level which the financial system is unable to withstand, or which requires the deployment of heavy shock
absorption measures. To prevent these scenarios from taking place and thereby endangering the financial stability and
ntegrity of the Union, it is essential to provide the convergence of supervisory practices relating to ICT third-party risk in
finance, in particular through new rules enabling the Union oversight of critical ICT third-party service providers.
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The Oversight Framework largely depends on the degree of collaboration between the Lead Overseer and the critical
ICT third-party service provider delivering to financial entities services affecting the supply of financial services.
Successful oversight is predicated, nter alia, upon the ability of the Lead Overseer to effectively conduct monitoring
missions and inspections to assess the rules, controls and processes used by the critical ICT third-party service providers,
aswell as to assess the potential cumullative impact of their activities on financial stability and the integrity of the financial
system. At the same time, it is crucial that critical ICT third-party service providers follow the Lead Overseer’s
recommendations and address its concems. Since a lack of cooperation by a critical ICT third-party service provider
providing services that affect the supply of financial services, such as the refusal to grant access to its premises or to
submit information, would ultimately deprive the Lead Overseer of its essential tools in appraising ICT third-party risk,
and could adversely impact the financial stability and the integrity of the financial system, it is necessary to also provide
foracommensurate sanctioning regime.
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Against this background, the need of the Lead Overseer to impose penalty payments to compel critical ICT third-party
service providers to comply with the transparency and access-related obligations set out in this Regulation should notbe
jeopardised by difficulties raised by the enforcement of those penalty payments in relation to critical ICT third-party
service providers established in third countries. In order to ensure the enforceability of such penalties, and to allow a swift
1oll out of procedures upholding the critical ICT third-party service providers’ rights of defence in the context of the
designation mechanism and the issuance of recommendations, those critical ICT third-party service providers,
providing services to financial entities that affect the supply of financial services, should be required to maintain an
adequate business presence m the Union. Due to the nature of the oversight, and the absence of comparable
amrangements in other jurisdictions, there are no suitable altemative mechanisms ensuring this objective by way of
effective cooperation with financial supervisors in third countries n relation to the monitoring of the impact of digital
operational tisks posed by systemic ICT third-party service providers, qualifying as critical ICT third-party service
providers established in third countries. Therefore, in order to continue its provision of ICT services to financial entities in
the Union, an ICT third-party service provider established in a third country which has been designated as critical in
accordance with this Regulation should undertake, within 12 months of such designation, all necessary anangements to
ensure its incorporation within the Union, by means of establishing a subsidiary; as defined throughout the Union acquis,
namely in Directive 2013/34/EU of the European Partiament and of the Council .

RRMEEA NS TSR 2 aE 9 AEH L, RNAIRAR ICT R/ =7 h—E 27 2705, R
INEAOINFE S Dt e O 7758 ICT Y —t A OB AR —hoot—1 2%
MG T D AT Qa2 , ZOMRINE, T A D5t R AT 7 JUER) S A NS
THEISNDZEEZORAINESR LT VRND T, T —F— 7P — al DOFFEERRSIR 0,

The requirement to set up a subsidiary in the Union should not prevent the critical ICT third-party service provider fiom
supplying ICT services and related technical support from facilities and infiastructure located outside the Union. This
Regulation does not impose a data localisation obligation as it does not require data storage or processing to be
undertaken in the Union.

A EDIAT OREIEE ORISR, G ERE 2 OB 2B 7D, WONRE R M OB

e

200643/EC A TLIET5, WINT, BEAIR S TR6600EEC M USHEAHES 83349EEC 258 13- 2R M

2 M OBREZD 201346 H 26 H DR 201334/EU (OJL 182,2962013,p. 19).
Directive 2013/34/EU of the European Parliament and of the Council of 26 June 2013 on the annual financial statements,
consolidated financial statements and related reports of certain types of undertakings, amending Directive 2006/43/EC of the
Furopean Parfiament and of the Council and repealing Council Directives 78/660/EEC and 83/349/EEC (OJ L 182,29.62013, p.
19).
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Critical ICT third-party service providers should be able to provide ICT services from anywhere in the world, not
necessarily or not only fiom premises located in the Union. Oversight activities should be first conducted on premises
located in the Union and by interacting with entities located in the Union, including the subsidiaries established by critical
ICT third-party service providers pursuant to this Regulation. However, such actions within the Union might be
nsufficient to allow the Lead Overseer to fully and effectively perform its duties under this Regulation. The Lead
Overseer should therefore also be able to exercise its relevant oversight powers in third countries. Exercising those
powers in third countries should allow the Lead Overseer to examine the facilities from which the ICT services or the
technical support services are actually provided or managed by the critical ICT third-party service provider, and should
give the Lead Overseer a comprehensive and operational understanding of the ICT risk management of the critical ICT
third-party service provider. The possibility for the Lead Overseer, as a Union agency, to exercise powers outside the
territory of the Union should be duly framed by relevant conditions, in particular the consent of the critical ICT third-
party service provider concemed. Similarty, the relevant authorities of the third country should be informed of, and not
have objected to, the exercise on their own temitory of the activities of the Lead Overseer. However, in order to ensure
efficient implementation, and without prejudice to the respective competences of the Union institutions and the Member
States, such powers also need to be fully anchored in the conclusion of administrative cooperation arrangements with
the relevant authorities of the third country concemed. This Regulation should therefore enable the ESASs to conclude
administrative cooperation armrangements with the relevant authorities of third countries, which should not otherwise
create legal obligations in respect of the Union and its Member States.
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SEOER B LD DI E A B T 57230 K ONE G A B AR IR T 575D, TN —TD—5kE7
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To facilitate communication with the Lead Overseer and to ensure adequate representation, critical ICT third-party
service providers which are part of a group should designate one legal person as their coordination point.

BB AN L, ZOMBAD FIZBWTIAR AR EL THRESIL TV VAU WS, [ENL~ LU CIIEE
7PLEZHNTNOD ICT —R 8 —T—E 270 M Z LORHRITINT, YiztiakE B & D
B T JE DT 2 S T DA AR E DRSS HERR A T Tl 3720720,

The Oversight Framework should be without prejudice to Member States’ competence to conduct their own oversight
or monitoring missions in respect to ICT third-party service providers which are not designated as critical under this
Regulation, but which are regarded as important at national level.

LR —E RSN I T DL BRI T — T T v ARE AT DT, ESAs OILRIEEST,
PA X=X 2 DT AR T ARZE BSOS IO, ICT YAZ LBRE 54 COSFIHEDBIRIC
BT TOE AR A AT D L2t T H & ThD, [RIZEAANT, AR/ ICT
PR S=T =27 0 NG THIV AR A DPGE, WTNT, E0olT, AR ICT H—
R S—=T P —E A7 L T DR EG HBIOFRIEA L E O BRI ZI Y, SR B2 %84
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DIV EEAFAT I DT NEE S (BB T +—F L) ICds T A NS ETHD,

To leverage the multi-layered institutional architecture in the financial services area, the Joint Committee of the ESAs
should continue to ensure overall cross-sectoral coordination in relation to all matters pertaining to ICT risk, in
accordance with its tasks on cybersecurity. It should be supported by a new Subcommittee (the ‘Oversight Forum’)
carrying out preparatory work both for the individual decisions addressed to critical ICT third-party service providers,
and for the issuing of collective recommendations, in particular in relation to benchmarking the oversight programimes
for critical ICT third-party service providers, and identifying best practices for addressing ICT concentration risk issues.

AR ICT SR/ =T =27 0 A Z DR AL~ gl » DI B S
DLTEEARRT D128, ZOBIAINE, 320 ESAs O T ) wVEIHRS ESE L HRESIUSHZE
ZEDTUND, 320 ESAs D 1 DO~DARAIRZR ICT Yr—R S—F P —E 27 S &2 DAl 42 E|
W, M3% ESA DMEA A SR PN CI\ VOE AR QDB RERI OB DS
DIFfE T REThHD, ZO7 7 —F 1, BERHEDOFATOMRZISNT, 3 0D ESAs Dz
VT2 T ADENT R ETIE DFEY TR ARETHY, F2, 3 D0 ESAs DZEIVEFUTISNT
FIFH ATREZ 2 NATETR L O EOBFYERRD ORI 2 DT _EThD,

To ensure that critical ICT third-party service providers are appropriately and effectively overseen on a Union level, this
Regulation provides that any of the three ESAs could be designated as a Lead Overseer. The individual assignment ofa

65



)

®9)

L IEHAMES 10 &5 %5 (202546 H)

critical ICT third-party service provider to one of the three ESAs should result from an assessment of the preponderance
of financial entities operating in the financial sectors for which that ESA has responsibilities. This approach should lead
to a balanced allocation of tasks and responsibilities between the three ESAs, in the context of exercising the oversight
finctions, and should make the best use of the human resources and technical expertise available in each of the three
ESAs.

SEEEECE Y, AU T A7, AR ICT —R/ =T —E 27 AL OFEN L
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Lead Overseers should be granted the necessary powers to conduct nvestigations, to carry out onsite and offSite
inspections at the premises and locations of critical ICT third-party service providers and to obtain complete and updated
information. Those powers should enable the Tead Overseer to acquire real insight into the type, dimension and impact
of the ICT third-party risk posed to financial entities and ultimately to the Union’s financial system. Entrusting the ESAs
with the lead oversight role is a prerequisite for understanding and addressing the systemic dimension of ICT risk in
finance. The impact of critical ICT third-party service providers on the Union financial sector and the potential issues
caused by the ICT concentration risk entailed call for taking a collective approach at Union level. The simultaneous
carrying out of multiple audits and access rights, performed separately by numerous competent authorities, with little or
no coordination among them, would prevent financial supervisors fiom obtaining a complete and comprehensive
overview of ICT third-party risk in the Union, while also creating redundancy, burden and complexity for critical ICT
third-party service providers if they were subject to numerous monitoring and nspection requiests.

RAREUTHRESNAZED REEBEDD 22, ZORANE, RAK722 ICT Y—FrS—F¥—
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Due to the significant impact of being designated as critical, this Regulation should ensure that the rights of critical ICT
third-party service providers are observed throughout the implementation of the Oversight Framework. Prior to being
designated as critical, such providers should, for example, have the right to submit to the Lead Overseer a reasoned
statement containing any relevant information for the purposes of the assessment related to their designation. Since the
Lead Overseer should be empowered to submit recommendations on ICT risk matters and suitable remedies thereto,
which include the power to oppose certain contractual anrangements ultimately affecting the stability of the financial
entity or the financial system, critical ICT third-party service providers should also be given the opportunity to provide,
prior to the finalisation of those recommendations, explanations regarding the expected impact of the solutions,
envisaged in the recommendations, on customers that are entities falling outside the scope of this Regulation and to
formulate solutions to mitigate risks. Critical ICT third-party service providers disagreeing with the recommendations
should submit a reasoned explanation of their intention not to endorse the recommendation. Where such reasoned
explanation is not submitted or where it is considered to be nsufficient, the Lead Overseer should issue a public notice
summarily describing the matter of non-compliance.

TERHESHERR DS Y Jajl L, AR R L BEE 30 3% Y SR OERENIZ ISV Y C, 2E0HRE
BTSN S B D Y S P R DI 2 IR 2 E DO D& T b, TRESHERRD
BLYRNL, SRR L, RS OESEEO R CREESIZY A ST ST DN
W) A LD LB BLR TEDHRETHN, 130, Lo, D EDMEETTHIETHD, I8
B(EU) 20222555 D B WNTEE AT DR A K72 ICT Y—R/ =T —E X7 71 2%f
U CHSEL B DS EAR D&, MO KA ICT Y—R =T h—t 27 4
EEROT= O DS T 7 a—F H BT 57250, BESHERDOSHS 4 /L, LR N
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Competent authorities should duly include the task of verifying substantive compliance with recommendations issued
by the Lead Overseer in their flnctions with regard to prudential supervision of financial entities. Competent authorities
should be able to require financial entities to take additional measures to address the risks identified in the Lead
Overseer’s recommendations, and should, in due course, issue notifications to that effect. Where the Lead Overseer
addresses recommendations to critical ICT third-party service providers that are supervised under Directive (EU)
2022/2555, the competent authorities should be able, on a voluntary basis and before adopting additional measures, to
consult the competent authorities under that Directive in order to foster a coordinated approach to dealing with the critical
ICT third-party service providers in question.
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The exercise of the oversight should be guided by three operational principles secking to ensure: (@) close coordination
among the ESAs in their Lead Overseer roles, through a joint oversight network (JON), (b) consistency with the
framework established by Directive (EU) 2022/2555 (through a voluntary consultation of bodies under that Directive to
avoid duplication of measures directed at critical ICT third-party service providers), and (c) applying diligence to
minimise the potential risk of disruption to services provided by the critical ICT third-party service providers to
customers that are entities falling outside the scope of this Regulation.
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The Oversight Framework should not replace, or in any way or for any part substitute for; the requirement for financial
entities to manage themselves the risks entailed by the use of ICT third-party service providers, including their obligation
to maintain an ongoing monitoring of contractual amangements concluded with critical ICT third-party service
providers. Similarly, the Oversight Framework should not affect the full responsbility of financial entities for complying
with, and discharging, all the legal obligations laid down in this Regulation and in the relevant financial services law.

FEEE I ZRET D723, WBHEIRDSHL Y /Y, A AIR7R ICT — R/ "—=Th—E 27
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To avoid duplications and overlaps, competent authorities should refrain fiom taking individually any measures aiming
to monitor the critical ICT third-party service provider’s risks and should, in that respect, rely on the relevant Lead
Overseer’s assessment. Any measures should in any case be coordinated and agreed in advance with the Lead Overseer
nthe context of the exercise of tasks in the Oversight Framework.

ICT —R/ =T P —E R0 \NE DT AN AT AAD FUE LK ORI T A
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To promote convergence at intemational level as regards the use of best practices in the review and monitoring of ICT
third-party service providers® digital risk-management, the ESAs should be encouraged to conclude cooperation
amrangements with relevant supervisory and regulatory third-country authorities.
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To leverage the specific competences, technical skills and expertise of staff specialising in operational and ICT risk
within the competent authorities, the three ESAs and, on a voluntary basis, the competent authorities under Directive
(EU) 2022/2555, the Lead Overseer should draw on national supervisory capabilities and knowledge and set up
dedicated examination teams for each critical ICT third-party service provider, pooling multidisciplinary teams mn
support of the preparation and execution of oversight activities, including general investigations and inspections of
critical ICT third-party service providers, as well as for any necessary follow-up thereto.
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Whereas costs resulting fiom oversight tasks would be fully finded from fees levied on critical ICT third-party service
providers, the ESAs are. however, likely to incur, before the start of the Oversight Framework, costs for the
implementation of dedicated ICT systems supporting the upcoming oversight, since dedicated ICT systems would
need to be developed and deployed beforehand. This Regulation therefore provides for a hybrid finding model,
whereby the Oversight Framework would, as such, be fully fee-fimded, while the development of the ESAs” ICT
systems would be funded fiom Union and national competent authorities’ contributions.
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Competent authorities should have all required supervisory, investigative and sanctioning powers to ensure the proper
exercise of their duties under this Regulation. They should, in principle, publish notices of the administrative penalties
they impose. Since financial entities and ICT third-party service providers can be established in different Member States
and supervised by different competent authorities, the application of this Regulation should be facilitated by, on the one
hand, close cooperation among relevant competent authorities, including the ECB with regard to specific tasks
conferred on it by Council Regulation (EU) No 1024/2013, and, on the other hand, by consultation with the ESAs
through the mutual exchange of information and the provision of assistance in the context of relevant supervisory
activities.
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In order to firther quantify and qualify the criteria for the designation of ICT third-party service providers as critical and
to harmonise oversight fees, the power to adopt acts in accordance with Auticle 290 TFEU should be delegated to the
Commission to supplement this Regulation by firther specifying the systemic impact that a failure or operational outage
of an ICT third-party service provider could have on the financial entities it provides ICT services to, the number of
global systemically important institutions (G-SIIs), or other systemically important institutions (O-SIIs), that rely on the
ICT third-party service provider in question, the number of ICT third-party service providers active on a given market,

2 0JL123,1252016,p.1.
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the costs of migrating data and ICT workloads to other ICT third-party service providers, as well as the amount of the
oversight fees and the way in which they are to be paid. It is of particular importance that the Commission carty out
appropriate consultations during its preparatory work, including at expert level, and that those consultations be
conducted in accordance with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better
Law-Making®. In particular, to ensure equal participation in the preparation of delegated acts, the European Parfiament
and the Council should receive all documents at the same time as Member States’ experts, and their experts should

systematically have access to meetings of Commission expert groups dealing with the preparation of delegated acts.

] EOEAHERE S, ZORRIOHF CEDHI-EYDO—BIHOH LR VAR T ~EThD,
VR b= B e B AR T ESAs OBEIDHT, ESAs 1, FRINZEE ST
RTUTHRNT 2720, A7 Foigeflea 5 570 AR EOBIRMTERERET ~ETHD,
1 EOBHHERE T, ICT VAT~ R A, ICT ERFHGTHREIRAL LT U MO, BRODSY
FHZIRWT, KOV, ICT Y—R/ =T (V27D RAT/LBERAOD T80 DFEL 722 LDBRIZISU VT
RIESNHRETHD, BINEE S K ESAs 13, ZHUSOHTHEAERN 0TS, Makirmikis
DERER OBAREY LY AT 7 a7 7 A AT NS 5% 4RI Y—E 2, 1E#) K O A EROM:
B, B OBHEELHBIR R HERRC, & COBRMERI > Gl ASIUS A Lo & T
5, BINEEZE, TFBU OF 290 SRICEDFATLSNATALD HIEIZIY, 7>, HHIEU)
No 10932010, #HIEU) No 10942010 S USHHAIEU) No 10952010 D755 10 5720 \UE 14 SRITHE-
T, LD OB EAARIRS DHERA -2 DIV ETHD,

Regulatory technical standards should ensure the consistent hanmonisation of the requirements laid down in this
Regulation. In their roles as bodies endowed with highly specialised expertise, the ESAs should develop draft regulatory
technical standards which do not mvolve policy choices, for submission to the Commission. Regulatory technical
standards should be developed in the areas of ICT risk management, major ICT-related incident reporting, testing, as
well as in relation to key requirements for a sound monitoring of ICT third-party risk. The Commission and the ESAs
should ensure that those standards and requirements can be applied by all financial entities in a manner that is
proportionate to their size and overall risk profile, and the nature, scale and complexity of their services, activities and
operations. The Commission should be empowered to adopt those regulatory technical standards by means of
delegated acts pursuant to Article 290 TFEU and in accordance with Atticles 10 to 14 of Regulations (EU)
No 1093/2010,(EU) No 1094/2010 and (EU) No 1095/2010.

(100) ICT LEFHETHREIRAL L TN, T B I RE O 2L BRE T D RE VT NS

RE4 DS D ATREMEAATSHE T 2720, KO, ICT Y—R/S—T—E A7t A Z )il
5 ICT —e2OH I 255K EOBGROIZEIU CGENEAfER T 579, ESAs 1, ICT
CEBET DREI DAL T U N ONE S R T TR O 2 M LB D RE A TN
FIFERE7 S 3 DT ORI b U7, FE=UR OSFRe, WONT, THEROBEREDT- O DETE
(ESITMENZ T D L TR E R A R IE T & THD, ENODOHEIHEEL R E T DEE,

ESAs |3, SRR BUSL ORI 2R 7 07 7 A A ONE S 5% AR O —E 2, 5
T OSEE B FROME, HIR K O HEEA BB ANDS & THD, MNEE 21, TFEU OF
291 SRIZIDFEHAT 22 O IFEIZIY, 7>, HHIBU)No 10932010, FAIEU) No 10942010 K U
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HIEU) No 10952010 D755 15 G HEATT, UMD FEEHAIENEA BRI DHE R A 52 Hio~

To facilitate the comparability of reports on major ICT4elated incidents and major operational or security payment-
related incidents, as well as to ensure transparency regarding contractual amangements for the use of ICT services
provided by ICT third-party service providers, the ESAs should develop draft implementing technical standards
establishing standardised templates, forms and procedures for financial entities to report a major ICT4elated incident and
amajor operational or security payment-related incident, as well as standardised templates for the regjster of information.
‘When developing those standards, the ESAs should take into account the size and the overall risk profile of the financial
entity, and the nature, scale and complexity of its services, activities and operations. The Commission should be
empowered to adopt those implementing technical standards by means of implementing acts pursuant to Article 291
TFEU and in accordance with Article 15 of Regulations (EU) No 10932010, (EU) No 10942010 and (EU)
No 1095/2010.

(101) PRI K OSSO BIRIEC) No 106020097, HHIEU)No 64820122, FHIEU)No 60020145 K
ORI (BU) No 909201450 CLAM| FOBAATAE M OS2 R DA ST
2 M OS2 T 250230, BUDTEAEETHN H A D HIVTNDODT, ESAs IZHL, FAVEUEL
MCHAIFREESE N U CHFET, BFD ICT VAV~ H A MOREZHER L O 7T
— N DTATEINDA T2 S O T A DR DT Tl _E DOHAHEENE K O TR AE AR
INFEER U TR T DA mT DO0NEE] Chd,

Since flrther requirements have already been specified through delegated and implementing acts based on technical
regulatory and implementing technical standards in Regulations (EC) No 10602009%, (EU) No 648201229, (EU)
No 60020149 and (EU) No 909/2014% of the European Parliament and of the Council, it is appropriate to mandate

B G R TER R B2 e M OBE20D 2000 4E 9 H 16 HDFHIEC) No 10602009 (OJ L 302,
17.11.2009,p.1).
Regulation (EC) No 106072009 of the European Parliament and of the Council of 16 September 2009 on credit rating agencies (OJ
L.302,17.11.2009,p. 1).
* OTC 7V NT A7, ol RRERE K OS[BS DR s M OB 2D 201242 7 H 4 H
DHFIFIEU)No 6482012 (OJL201,27.72012,p. 1).
Regulation (EU) No 6482012 of the European Pardiament and of the Council of 4 July 2012 on OTC Derivatives, central
counterparties and trade repositories (OJ L.201,27.72012, p. 1).
B LpESh T CBE 5 M OHHIBU) No 6482012 A T4 14 ARk g M ORS00 201445 H 15 HOM
HI(EU)No 6002014 (OJL173,12.62014, p. 84).
Regulation (EU) No 600/2014 of the European Parliament and of the Council of 15 May 2014 on markets in financial instruments
and amending Regulation (EU) No 6482012 (OJ L 173, 1262014, p. 84).
% FRIEE I DAl R OYGE BT M USEREE P IRE RSB BT ONTHR & 9826/EC, 55
2014/65/BU S OHHHIBU) No 2362012 ZCXIET DR GES M O¥E S0 2014 4= 7 A 23 HOHIHIEU) No
9092014(0J1.257,28.82014,p.1).
Regulation (EU) No 909/2014 of the Furopean Parliament and of the Council of 23 July 2014 on improving securities setflement in
the Furopean Union and on central securities depositories and amending Directives 9826/EC and 2014/65/EU and Regulation
(EU)N0236/2012(0JL.257,2882014,p. 1).

)
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the ESAs, either individually or jointly through the Joint Committee, to submit regulatory and implementing technical
standards to the Commission for adoption of delegated and implementing acts carrying over and updating existing ICT
risk management rules.

(102) ZOMANE, FRMFEES K OB OF(BU) 2002255674512, 2Hiye— BV a5
\Z, FHAIEC) No 10602000, HRIEU) No 6482012, #7HII(EU) No 6002014 & UIHIEU) No 9092014
TFONTERM GRS K OO MHIIEU) 2016/10112%550, FRMNES D4R —E AES DS H
OBAIE QSR BERWTT D ICT VAZ~ R A NRADREE %> TODD T, ZHUSOMANT
W AMRE R ICT VAZBRESGIEAZ DOMRIO FCED IV QDI IR L3570l Jﬂzftézh
BHE TS,

Since this Regulation, together with Directive (EU) 20222556 of the European Parliament and of the Council®,
entails a consolidation of the ICT risk management provisions across multiple regulations and directives of the Union’s
financial services acquis, including Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014 and (EU)
No 90922014, and Regulation (EU) 2016/1011 of the European Parliament and of the Council ®, in order to ensure full
consistency, those Regulations should be amended to clarify that the applicable ICT risk-related provisions are laid
down in this Regulation.

(103) ZDREFRELT, HAIEC) No 10602009, FHIEU) No 6482012, HHIEU) No 6002014, HHIEU)
No 9092014 & OYRAIEU) 2016/1011 D CREDDAAHERU IS, THTESNDI T8 K OSEE T
ZOEARDE LTI \f:é:%ci, BRI BRI O— 5 Cho o7 2 Vil EE PR Fola]
oM ﬁ%@iﬁéﬁ% SR Z DIIRINDHR T SIS LD, 1= E L FDYARZE
BEE SR RN Fa%ﬂﬂ%ul L, POLNHRETHD,

Consequently; the scope of the relevant articles related to operational risk, upon which empowerments laid down in
Regulations (EC) No 106022009, (EU) No 6482012, (EU) No 6002014, (EU) No 9092014, and (EU) 2016/1011
had mandated the adoption of delegated and implementing acts, should be narrowed down with a view to canry over
mto this Regulation all provisions covering the digital operational resilience aspects which today are part of those

7 BRI OT AV EEE L LoEHE ) ERREL THES 200965EC, F55 2009/138/EC, 545 2011/61/EL,
FE4 2013B36FEU, 543 2014/59EU, 543 2014/65EU, FE73(EU) 20152366 J UE(EU) 20162341 ZT5ET 2K
MR N OISO 2024 12 A 14 HOFESEU) 20222556 (ZOBEHD 153 HEHH).
Directive (EU) 2022/2556 of the Furopean Parliament and of the Council of 14 December 2022 amending Directives 2009/65/EC,
2009/138/EC, 2011/61/EU, 2013/36/EU, 2014/59/EU, 2014/65/EU, (EU) 20152366 and (EU) 2016/2341 as regards digital
operational resilience for the financial sector (see page 153 of this Official Joumal).
B BRIPET L OBREEI I B L U SV E I & G SO A E T ATl S A
FUBEDATONTHET 200848/EC, Fi5 2014/17/EU K OBIHIKEU) No 5962014 ATl =9I s K O
20 20164F-6 A 8 HOHKHIEU)2016/1011 (OJL171,2962016,p.1).
Regulation (EU) 2016/1011 of the Furopean Parliament and of the Council of 8 June 2016 on indices used as benchmarks in
financial instruments and financial confracts or to measure the performance of mvestment finds and amending Directives
2008/48/EC and 2014/17/EU and Regulation (EU) No 5962014 (OJ L 171,29.62016,p. 1).
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Regulations.

(104) RS AT DO B BN OVR G BN A FEER ATREI S5 ICT A2 7 Z00FI FH LBE% 9
DIEIERNC S AT I 770 A=Y, BB ST T VORI I IRER LT, BROMEL S
L~V B IEI LSS & THD, O RAICEEL, BINEEST, ZOI07 RIE LSS
20152366 D N2V TP ESIU QO VDEUERR RIELOFE R iz -2, ZORRIE O
D RIE LM B DA EEZATGH ST _&ThD, il 10 T2 5D B 3,
RS AT LN NN A S IS D SN 72> TERIDE AN QD IRIF—E
ZDEBEDOTT DBIFIN), D>, s AT AR DRI 17 FH B OFE XA/ UT, IR
VAT B OVF TSNS, BN A O SREOBEN L TR A RO B AR
Tro ZDII0 AT NIRET DA S—IEE S, PRIFONEED SO 708 L7 2 A s HE 63 DIH.
BRI 3 e 7 A GO S IV 11 PR AN NI G kRl S A R
HEBAGD, BB ST ERI B ORI S AT R O Aoy 2 DR B SR e A
LAYV CRITHNAECTOM], HERREIT, ZhootEnkiE B 5 OEZE D Mok W TEE L%
FBIBF AT I OV R 8 e U CGRERE 2 215, ST 345w i
T5728, ZOHANC IS TED LN T VA VE R E T EORHE 7B DB TREAFHTEN T
=5,

The potential systemic cyber risk associated with the use of ICT infiastructures that enable the operation of payment
systems and the provision of payment processing activities should be duly addressed at Union level through
hanmonised digital resilience rules. To that effect, the Commission should swiftly assess the need for reviewing the scope
of this Regulation while aligning such review with the outcome of the comprehensive review envisaged under
Directive (EU) 2015/2366. Numerous large-scale attacks over the past decade demonstrate how payment systerms have
become exposed to cyber threats. Placed at the core of the payment services chain and showing strong interconnections
with the overall financial system, payment systems and payment processing activities acquired a critical significance for
the functioning of the Union financial markets. Cyber-attacks on such systems can cause severe operational business
disruptions with direct repercussions on key economic flnctions, such as the facilitation of payments, and indirect effects
on related economic processes. Until a hammonised regime and the supervision of operators of payment systems and
processing entities are put in place at Union level, Member States may, with a view to applying similar market practices,
draw mspiration from the digital operational resilience requirements laid down by this Regulation, when applying rules
to operators of payment systems and processing entities supervised under their own jurisdictions.

(105) ZOHRID BRY, 3705, IEHID FIZHDERNELROEEOT V5 E = S Folalig /)%
BT DI, BRNEATER ONENIE ZH DS S et L E DI A LA B DT 5,
RERKEN Lo TN TS A ST, ZOHIR L USEBDDZ I TRRNE AT~V TR B
FRSHAFDDT, FRMGEATE, RIMESGHIDH 5 S TEDDMMTEEDIRRIN A THE 2R
TED, [FIZRIZEDDHBIEDIFRINIHE S, ZOMANE, 20 BIEER T D7D B2l 25
Tz BTN,

Since the objective of this Regulation, namely to achieve a high level of digital operational resilience for regulated
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financial entities, cannot be sufficiently achieved by the Member States because it requires hanmonisation of various
different rales in Union and national law; but can rather, by reason of its scale and effects, be better achieved at Union
level, the Union may adopt measures in accordance with the principle of subsidiarity as set out in Aticle 5 of the Treaty
on European Union. In accordance with the principle of proportionality as set out in that Article, this Regulation does not
go beyond what is necessary in order to achieve that objective.

(106) BN T —2 RN EN L, BRNGES OB OMAIEU) 20181725505 42 4556 1 TITHEST
B R, 221455 A 10 BICE R mELT,

The Furopean Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation (EU)
2018/1725 of the European Parfiament and of the Council® and delivered an opinion on 10 May 2021,
HAVEADOPTED THIS REGULATION:

PLEDEBOTHADT, ZOHRIZERR15:

¥ BERINEG O, KRk, S55)R K OSBIRI I8N T — 2 OB B IR DIRGE X O DT —4
DXFED R EEN RSB OVTHIRIEC) No 452001 K OVRIE No 12472002/EC A FE 132 N K O
FH2O 20184710 H 23 HORHIEU)2018/1725 (0IL.295,21.112018,p.39).
Regulation (EU) 2018/1725 of the European Partiament and of the Council of 23 October 2018 on the protection of natural persons
with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the fiee movement of

such data, and repealing Regulation (EC) No45/2001 and Decision No 1247/2002/EC (OJ 1.295,21.112018,p. 39).
0 01C229,1562021,p.16.
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1T RRARYGEER
CHAPTER I General provisions

F 15 WREFA
Atticle 1 Subject matter

L.

NI IERDL A~V DT S VB EE L EORIE 2z 502D, OB, SResdnE
B 22 DAY NI =0 RONEHRS AT DO B Dt — AV B A LU T OLIR0E
05:

In order to achieve a high common level of digital operational resilience, this Regulation lays down uniform

requirements conceming the security of network and information systems supporting the business processes of financial
entities as follows:

@ LA FOFHEEOBRIZIS VCRRIBER e LG ATReZ 2
requirements applicable to financial entities in relation to:
() THEREEEN(ICT) DUAT~H A,
information and communication technology (ICT) risk management;

(i) TRSHETROHDY N TxTD, ICT LEFHETHREI AL LT NS L ONKE A
IO DI

reporting of major ICT-related incidents and notifying, on a voluntary basis, significant cyber threats to the
competent authorities;

(i) 552555 1 HEEYN LA TSR C L DI MRS 24 R Sk B FL
FIATPF O LN ELBIE S HRE AT O

reporting of major operational or security payment-related incidents to the competent authorities by
financial entities referred to in Article 2(1), points (2) to (d);

(v) T HVEEEHL ORI )ORER;

V) AR OWEEHEE O BIRI IS DIEHREFTRROIA 5
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mformation and intelligence sharing in relation to cyber threats and vulnerabilities;
(Vi) ICTV—R =T AURID BT/ EBRDT DD IR
measures for the sound management of ICT third-party risk;

ICT Y=/ =T —E 271 M LR L O] Tl S35 OB EDR]
PRI DB,

requirements in relation to the contractual arrangements concluded between ICT third-party service providers
and financial entities;

ABREER L T —E R AR DR CRBIT DN AI KRR ICT Y— R =T —E 271
7 E DETERSAADBIES O TENZ BT DHUE;

rules for the establishment and conduct of the Oversight Framework for critical ICT third-party service providers
when providing services to financial entities;

ZORANZ &~ TSN 52 TOFHEOBIHR I T, BEBSHERODS S RFOH
BT DIUENON IS HERR D&% 4 Jajl IR S O T 2B DT,

rules on cooperation among competent authorities, and rules on supervision and enforcement by competent
authorities in relation to all matters covered by this Regulation.

FET(EU) 202212555 0% 3 SaEPA L DEINBUE I AT E AR E A FE A AR L Gk
BISH - BRESBIL ORBRRI ZIU YT, ZOBANT, [FFEROE 4 400 BRI ZERMEA OES
FIRIDTE TR L CHEIES NS,

Inrelation o financial entities identified as essential or important entities pursuant to national rules transposing Auticle 3 of
Directive (EU) 2022/2555, this Regulation shall be considered a sector-specific Union legal act for the purposes of
Atticle 4 of that Directive.

ZORRND, BRNEEIRIESTAILOIRZ, [ER M OEZ L RS S D EZOMHAD
PRAEL B AR E OB 70

This Regulation is without prejudice to the responsibility of Member States’ regarding essential State functions
conceming public security, defence and national security in acoordance with Union law.
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25 EAEEE
Atticle2 Scope

L.

55 3TN O 4 TEAHT D77, ZORANT, PLFOIEFRTHLU TRl S:

Without prejudice to paragraphs 3 and 4, this Regulation applies to the following entities:

@

®)

©

@

©

®

®

FAEHSE;

credit insitutions;

FE(BU) 20152366 | XD BRI NSO IRFFERA 0D, TRTHEE;

payment institutions, including payment institutions exempted pursuant to Directive (EU) 2015/2366;
PR —E A7 47

account information service providers;

FE A 2000/110EC | IV NS DB A~ e a0, B~ R,

electronic money nstitutions, including electronic money nstitutions exempted pursuant to  Directive
2009/M0EC;

LA,

5 & HEOTTHIZEI 323 QNS AIEU) No 10932010, FHHIEU) No 10952010, 545
2013/36/EU S OFE(BU) 20191937 Ze8E 320 s M OS] (T 5 & e
BB BRI O PR GRATE ST S &P —E A7 0 MY R OE FES IRN—
I DFITH
crypto-asset service providers as authorised under a Regulation of the Furopean Partiament and of the Council on
markets in crypto-assets, and amending Regulations (EU) No 10932010 and (EU) No 10952010 and

Directives 2013/36/EU and (EU) 2019/1937 (‘the Regulation on markets in crypto-assets’) and issuers of asset-
referenced tokens

R RERE;
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central securities depositories;

R RARS

central counterparties;

H33 15T

trading venues;

W5 | T R 5

trade repositories;

ANEFTTAT R T 7 NE P

managers of altemative investment finds;

AT

Imanagerment companies;

T—HRE AT M

data reporting service providers;

DRI M ORI,

insurance and reinsurance undertakings;

DRERITAT S, FEORBRAT 6 S OMBIR e R
insurance intermediaries, reinsurance intermediaries and ancillary insurance intermedaries;
TRl AR TR

institutions for occupational retirement provision;

F{EREATER;
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credit rating agencies,

O  ANAIRIEEROEEAE
administrators of critical benchmarks;

© IIURTILT AT AT N
crowdfinding service providers;

O REMUIEEHERER,
securitisation repositories;

@ ICTH—R =T =27 (4,
ICT third-party service providers.

ZOHRIDOBERIDT=OIZ, 55 1 Ty U IVENDT, e LU CHRATICSESn
50

For the purposes of this Regulation, entities referred to in paragraph 1, points () to (t), shall collectively be referred to as
“financial entities’.

ZOANE, L FOF IR QREAS i
"This Regulation does not apply to:
@ FED 201161/EU D5 3 5555 2T R A NA T T T PG 7 7 NE PR
managers of altemative investment finds as referred to in Article 3(2) of Directive 2011/61/EU;
b 5T 2009/138/EC D 4 SR T IR K ORI E
insurance and reinsurance undertakings as referred to in Article 4 of Directive 2009/138/EC;
© AFTI5AEBAIN MIAEZEDTAERHIEAER L QO BRAA R

nstitutions for occupational retirement provision which operate pension schemes which together do not have
more than 15 members in total;
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) F5D 201465BU OF 2 5 U 3 SIS IR T TEN
natural or legal persons exempted pursuant to Articles 2 and 3 of Directive 2014/65/EU;

© -~ A EEF AT INMEEEL LI HIBH R CHLIRBI TS, PRI s &
OMABIR AR 2

insurance  intermediaries, reinsrance mtermediaries and ancillary insurance  intermediaries which are
microenterprises or small or mediumssized enterprises;

(O FE 2013B6/BU O 2 54555 5 THE 3 5\ O g SRR RAARE,
postoffice giro nstitutions as referred to in Auticle 2(5), point (3), of Directive 2013/36/EU.

4. HEREN, HREENENOEENICHTEL QOBIES 201386 EU O 2 555 STE 4 5720
L3R 23 B IiEEMRE, ZoBRIOM AN ORIV CE D, MRRENE DI 78U %
UWVDHEENTE, TORERIENS, FRMEBRITHL, ORI M O DOZOR O B S5,
MINZTREZE, Web VAP BB CEHAMMDOE G T 7B ARRE/ R TFBA XD, ZDEHEN
F95,

Member States may exclude fiom the scope of this Regulation entities referred to in Article 2(5), points (4) to (23), of
Directive 2013/36/EU that are located within their respective territories. Where a Member State makes use of such
option, it shall inform the Commission thereof as well as of any subsequent changes thereto. The Commission shall
make that information publicly available on its website or other easily accessible means.

EIK TR
Atticle 3 Definitions

ZORBND BRIDTOIZ, LT OEREHSS:
For the purposes of this Regulation, the following definitions shall apply:

() [FouEEER EORIET) 18T, BHACEH AL ICT h—R =7 —E 27 3127
SEERESN D —EZOFHZ U CHIBAC, SREREAME 5100 NI —7 RO A
T I OBl — B ADRKGE 7B S ONE DI A3 X D0 NI — 27 B O AT
DM T DTN, IRELFF O A%EED, ST ICT BB ESIAE
PR DTEITD, ZOBRIEBADEE E P T K OMEHEMEZAREEL, PRAEL &
OREI 72O DRI ORE ) DT L2 ERL
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‘digital operational resilience’ means the ability of a financial entity to build, assure and review its operational
integrity and reliability by ensuring, either directly or indirectly through the use of services provided by ICT third-
party service providers, the filll range of ICT-related capabilities needed to address the security of the network and
information systems which a financial entity uses, and which support the continued provision of financial
services and their quality, including throughout disruptions;

[ NT—2 S OGS AT I 21, F85EU) 20222555 DF 6 5585 1 BRI DR
— B ONE R AT DO ERL

‘network and information system’ means a network and information system as defined in Atticle 6, point 1, of
Directive (EU) 2022/2555;

MAD ICT AT LG, TAT A7 NOR G (L TRY, S s LOX
P EOPRHRIZINT 7 7L —RELIIHEICHEL CTRb T, Fad, MUiks A7 206G
HSHLLT ICT —R =T —E 27 0 DS R— N 72K 2o QBT NE
b, 7o RIS TR D BREREORRER 2 5 ICT VAT LD A IR,

‘legacy ICT system’ means an ICT system that has reached the end of its lifecycle (end-oflife), that is not
suitable for upgrades or fixes, for technological or commercial reasons, or is no longer supported by its supplier or
by an ICT third-party service provider; but that is still in use and supports the fimctions of the financial entity;

(R NI —7 Je ONEHRS AT DOEEME 2T, 55 BU) 20222555 DFF 6 5555 2 FAERR
HANT—7 R ONE R AT OB EMED T 2 ERL

‘security of network and information systems means security of network and information systemns as defined in
Atticle 6, point2, of Directive (EU) 2022/2555;

MCT UAZ |11, NI —2 BONEH AT LR LD BRI IS TR R E rTRE 2
RILTHST, TNHDERIYET DL, T8V H - IWHH S BREE B\ CRDE A
HT 28T, RN O AT DO, k35— b L%
TaADZE M, JE R OO 2 e - 3 —E AR O 2 AR AL BAS5H D
DZEaERL,

‘ICT risk’ means any reasonably identifiable circumstance in relation to the use of network and information
systems which, if materialised, may compromise the security of the network and information systems, of any
technology dependent tool or process, of operations and processes, or of the provision of services by producing
adverse effects in the digital or physical environment;

MEIEPE) L3, ATEEAIIEED, VR DIEHROESDIEAERL;
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‘information asset’ means a collection of information, either tangible or intangible, that is worth protecting;

[CT &PE 41T, SRR X TRV SIS R NI —7 B ONEIRS AT LNDY 7 N7 =T &
PEEIAT R =T EREDT LB ;

‘ICT asset’ means a software or hardware asset in the network and information systems used by the financial
entity;

MICT ERSET DAL LT U EE, RN —2 MO AT DO MEAIRELS T, 7>,

T 2O E, BIEME, SEatEb LBV T30 Fa SamkRa) DIkt o1
—EA T DADRE DO, Li%eRHER L > CGHHBISU T VR D PRkFE-
(T EHOZEH DHPRFEOLETIRL ;

‘ICTaelated incident” means a single event or a series of linked events unplanned by the financial entity that
compromises the security of the network and nformation systerns, and have an adverse impact on the
availability, authenticity, ntegrity or confidentiality of data, or on the services provided by the financial entity;

B = G5 gl e e D g o 1 £ i N e % A NP s W (O M 12113 IV % I A N7
LINEDERTOT, REEERH T 5T —2O R YE, BEIEME, 52 LIS C 375
I TSR SRS AR LB A BRI SR D AR, 525405 |
TH (@Y AN R AR S ds CRHBISHU QU Vi B — DSk g g7 T4
HHERFEOZ LB ;

‘operational or security payment-related incident’ means a single event or a series of linked events unplanned by
the financial entities referred to in Article 2(1), points (a) to (d), whether ICT4elated or not, that has an adverse
impact on the availability, authenticity, integrity or confidentiality of payment-related data, or on the payment-
related services provided by the financial entity;

MNCT ERHETDREIRAL LT UM, SRR A ] K RE ST - X ohre A %
HANT—7 e OGRS AT IR D EEOADF A% ICT LR D12+ T L hD
ZEAERL;

‘major ICTrelated incident’ means an ICTerelated incident that has a high adverse impact on the network and
nformation systems that support critical or important functions of the financial entity;

& e B TRF DL ML BE S HDREIp A 2T b 8, SRS oiRs LB
DY —E AT DO RO O E B RF O LML E S DA T
IDZLEEIRL

‘major operational or security payment-related incident’ means an operational or security payment-related
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ncident that has a high adverse impact on the payment-related services provided;

(A 8= 21 %, HHIEU) 2019881 DOF 2 555 8 BAERT DA —Ei DZ L%
B,

‘cyber threat’ means ‘cyber threat’ as defined in Article 2, point (8), of Regulation (EU) 2019/881;

[REZp VAN LT, ZOVA =B OHAT EORRED, ICT LEh#ETHRE/ 1
T U NE I RE AR L TR O LM BT A RE AT NIRRT DU
ML DI W LA RU QS TA SO S ERL ;

‘significant cyber threat” means a cyber threat the technical characteristics of which indicate that it could have the
potential to result in a major ICT=related incident or a major operational or security payment-elated incident;

A/ R—T0 | 1T, B PEARREEL, fERITIL, S8, FIRARREICL, I, F203, BE
~DIHEROT 7w AZ A L UL TE FEOBEHERROR AL THT-DI8, B 1481k
STUTONTRINIVAUT- ICT ERSE T DEEESH DA LT L N EEEIRL

‘cyberattack’ means a malicious ICT-related incident caused by means of an attempt perpetrated by any threat
actor to destroy, expose, alter; disable, steal or gain unauthorised access to, or make unauthorised use of, an asset;

P& LS, BIEREDT-D OB 2 SIREARET 572012, WONZ, YA/ 3 —KED
et EORE, ORI GBI K OMZOFD FOLEWEE &, ICT SREHE 5
AT U NETA T A S D BARR NS T =Dk /) >3 7 B iR FTREIC 375
72DIZ, BHISHL, S, TSI, FIRSIVE I R ST RO L2 kL

‘threat intelligence’ means information that has been aggregated, transformed, analysed, interpreted or enriched
to provide the necessary context for decision-making and to enable relevant and sufficient understanding in order
to mitigate the impact of an ICT=related incident or of a cyber threat, including the technical details of a cyber-
attack, those responsible for the attack and their modius operandli and motivations;

HEgsIt 213, BPE, AT L, 7oA AT, FEHASIE958, #UautF-13x
MDZEEERL;

‘Vulnerability” means a weakness, susceptibility or flaw of an asset, system, process or control that can be
exploited,

B —AD AN — 2l 380k (TLPT) | &1, OV A —Eim L QDRSS
CWDEREMIRODEIBS 7275 DRI, HEK O FNEZAT S AP TlhoC, AaliRs
DARRIRIGTGAT TR T2 AT 2D, IS, BRSO, 2R EE8 (LR
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F—2L) OFREREARAA DL OO LA EIRL

‘threat-led penetration testing (TLPT)’ means a framework that mimics the tactics, techniques and procedures of
reallife threat actors perceived as posing a genuine cyber threat, that delivers a controlled, bespoke, intelligence-
led (ted team) test of the financial entity’s critical live production systems;

MNCT Y—R/ =T URT | LT, TN — T ORI E D a4 G, ICT H—R3
—T AR A DSE N TFD FeEFIE DRSS ICT Y—E 2D 4:mhiRS
IR EDBRFRI IOV YT A U5 ICT YA DZ LB RL

‘ICT third-party risk’ means an ICT risk that may arise for a financial entity in relation to its use of ICT services
provided by ICT third-party service providers or by subcontractors of the latter, including through outsourcing
anmangements;

NCT Yr—R/ =7 —E 27 \(H |, ICT —E AEARL QA FEE D LA E
EL;

‘ICT third-party service provider’ means an undertaking providing ICT services;

MCT 7N —TWHh—E 27 M | L, &) V—T D 7e~>THY, 7>, FELT,
WA OPREY, T, UEFAIZNSUSOIHESEOEAH LIS LD Tz
OOIETEEAE G, [Fl—D7 —"NOSREER 6L CEI IR — DR 28D A
AR T DR T U CICT h—E A4 D3 DO LA FIRL

‘ICT intra-group service provider’ means an undertaking that is part of a financial group and that provides
predominantly ICT services to financial entities within the same group or to financial entities belonging to the
same nstitutional protection scheme, including to their parent undertakings, subsidiaries, branches or other entities
that are under common ownership or control;

MCT —ER 4T, N—RU=T ORMEN OO TN =T F 3T 77— =T DT 7T
—Ne I TR — RO & ATV N R =T T AT —E AR OV N—R =7
—EREEWD, TEAOT s Eai e AE bR, 1 E I OPER S £ 38
FIFFEICHLUT ICT AT 2T UGk iRt A T 2 —E A R O — S —
EADZEEEIRL;

‘ICT services’ means digital and data services provided through ICT systems to one or more intemal or extemal

users on an ongoing basis, including hardware as a service and hardware services which includes the provision of
technical support via software or fimware updates by the hardware provider, excluding traditional analogue
telephone services;
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(AT RTSPEAE ST TR B AERE L3, SRLPEREDIER)S, SRitEBI Bt L THES,
ZOERBERIDY—E 2 M ONEEIOD BAFS LI 3kt 2 SEE AN B E 3 D807 6K8E,
F, LAEEREORKGENRE, NTEa/RITOLIIANE TS, ZOBRHEEBADRE A DA
KOS LIFZ NSO ] AT RE R @l —E A ED FIZD LSRN D
BB I TR FEE RN I E D807 RE DT LA EIRL

‘critical or important finction” means a function, the distuption of which would materially impair the financial

performance of a financial entity, or the soundness or continuity of its services and activities, or the discontinued,
defective or failed performance of that finction would materially impair the continuing compliance of a financial
entity with the conditions and obligations of its authorisation, or with its other obligations under applicable
financial services law;

IARAIRZR ICT =R/ S"=T7 = A7 MK | L, 5 31 SRITHES TR REL THRES
- ICT —R S—F 1 —E 27 S DAL

‘critical ICT third-party service provider’ means an ICT third-party service provider designated as critical in
accordance with Article 31;

M =EWNILEZD D ICT R =T =27 M |4, =ENITLEES D
ENTHY, 7>, REEILOMT ICT Hh—t 2D RS T 258 _EOBbafikEL
7 ICT Y —R =T AT N Z DL HFEIRL

‘ICT third-party service provider established in a third country’ means an ICT third-party service provider that is a
legal person established in a third-country and that has entered into a contractual arrangement with a financial
entity for the provision of ICT services;

[ LT, 55 2013B4/BU O 2 55485 10 2 ] UV 2 SOERICBITA FHEEED
ZEAERRL,

‘subsidiary’ means a subsidiary undertaking within the meaning of Article 2, point (10), and Atticle 22 of
Directive 2013/34/EU;

[N~ |40, 845 2013B4/BU 55 2 5555 11 BAZEE T D0 N—T DL FEIRL
‘ group’ means a group as defined in Article 2, point (11), of Directive 2013/34/EU;

CHESEE 1 LT, 89 2013B4EU O 2 5555 9 5 K OVEF 22 GBI BB S5 DO
EERERL;

‘parent undertaking” means a parent undertaking within the meaning of Article 2, point (9), and Atticle 22 of
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Directive 2013/34/EU;

@) M =EMITHLEALD ICT FEsBE 14T, = ENITILEEL SN TH, 7>, ICT
PR =T 2T N F LD FE AT ZENTILS 2D ICT S—R3—7 ¢4
—E R A Z LEDOCERK) F OB 2 U= ICT Fis B Oz A Bk ;

‘ICT subcontractor established in a third country’ means an ICT subcontractor that s a legal person established in
athird-country and that has entered into a contractual amrangement either with an ICT third-party service provider,
orwith an ICT third-party service provider established in a third country;

9) [ICTEHYEVAZ |3, % Foi3Z EHOBG#E TS ICT —R/ ~—T7h—e 27 A
K DEDII T 0 B ~DBFEE DA P Z D I AR— 40— T, £
TUZIA T, ZDIH7e7 0 A OAT A, REATHLLIFENLIINDZAT DR ED, -
AR 7oHRED LI SEE B bR EA- I 3D ARt Ea DRE 1A T ER Y o fEIRI TR AT A DD,
F7-13, BAOBEEED, FNLNDZAT DRSS oL TR 8%

AECSEIRLLD, FE, BN RO SR 2 E A GRS DD L4 EE:

L;

‘ICT concentration risk’ means an exposure to individual or multiple related critical ICT third-party service
providers creating a degree of dependency on such providers so that the unavailability, failure or other type of
shortfall of such provider may potentially endanger the ability of a financial entity to deliver critical or important
functions, or cause it to suffer other types of adverse effects, including large losses, or endanger the financial
stability of the Union asa whole;

(0) [&EPd LT, FE4T 2014/65BU O 4 5555 1 THES 36 5, $545 201336/EU O 3555 1 LHES
755, BRINGES K OB ORRT 200965BCHOH; 2 455 1 TE(s), FHAIEU) No 9092014 D
2 555 1 IR 455, BIHIIBU) 2016/1011 5 3 5575 1 BHES 20 BAFON TR 5 & FED T 2B
T DRGSR EFE T DRE I, T3, TBEHEDOFE TH-C, WS-
BT U TEPAI A CURIE TR I Sl L QD8 S LSS/ O ERE S
B OBEDZ LR,

‘management body’ means a management body as defined in Aticle 4(1), point (36), of Directive 2014/65/EU,
Atticle 3(1), pont (7), of Directive 2013/36/EU, Atticle 2(1), pont (s), of Directive 2009/65/EC of the European
Partiament and of the Council®", Article 2(1), point (45), of Regulation (EU) No 9092014, Aticle 3(1), point

3 SRR AT RERIEAR OB RE P LB DuAAE, MR M O T D SADFHEI TR 2R M K OB
RO 200947 A 13 HOFES 2009/65EC (UCITS)(OJL302,17.11.2009,p.32).
Directive 2009/65/EC of the European Parliament and of the Council of 13 July 2009 on the coordination of Taws, regulations and
administrative provisions relating to undertakings for collective investment in transferable securities (UCITS) (OJL.302, 17.11.2009,
p-32).
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(20), of Regulation (EU) 2016/1011, and in the relevant provision of the Regulation on markets in crypto-assets,
or the equivalent persons who effectively run the entity or have key fimetions in accordance with relevant Union
or national law;

[E{EREEE 1 1T, BRSSO OIHIEU) No 575201320055 4 2555 1 T8 1 5AZE
FIDHEHBDZ LA ERL

‘credit institution” means a credit institution as defined in Article 4(1), point (1), of Regulation (EU) No 57522013
of the Buropean Parliament and of the Council 2,

545 2013B6/EU (ZJ0iiE FFRINSHUVAREES | L1, F545 2013B86/EU D 2 5:5 STA 4572
WU 23 AR ITE RO LA IR ;

‘institution exempted pursuant to Directive 2013/36/EU” means an entity as referred to in Article 2(5), points (4)
to(23), of Directive 2013/36/EU;

[PEE3E | L1, F845 2014065BU O 4 55655 1 T8 1 BOER T ARG DT LA Bk
La

‘investment firm’ means an investment firm as defined in Article 4(1), point (1), of Directive 2014/65/EU;

[/ B CRHAAS S D7 a3 Jé: 3, BN R OB ORIHIEU) 2019203330055
12555 1 O CED IS 5T DB DT L EL

‘small and non-interconnected investment firm’ means an investment firm that meets the conditions laid out in
Atticle 12(1) of Regulation (EU) 2019/2033 of the Furopean Partiament and of the Council ®;

MR RSRE 21T, F8H(BU) 20152366 D 4 5555 4 ST EFS T ARSI Z LA =L

“payment institution’ means a payment institution as defined in Article 4, point (4), of Directive (EU) 2015/2366;

2 SRR 2 B2 K OYHIEU) No 6482012 22 1E3- 2R i K O 20 2013 4F- 6 A
26 HOBHAEU)No 5752013 (OT L 176,2762013,p. 1).
Regulation (EU) No 5752013 of the European Partiament and of the Council of 26 June 2013 on prudential requirements for credit
institutions and amending Regulation (EU) No 648/2012 (OJ L 176,27.62013,p. 1).
B BB AZEOMRE R RS9 HIF ONTHRAIEU) No 10932010, HEIEU) No 5752013, #1HIIEU) No 6002014
K OYRAI (BU) No 8062014 ZTE$BRR N K ORS00 2019 4F 11 A 27 HOMRHRIEU) 20192033 (O L
314,5.122019,p.1).
Regulation (EU) 2019/2033 of the Furopean Parliament and of the Council of 27 November 2019 on the prudential requirements
of investment firms and amending Regulations (EU) No 1093/2010, (EU) No 575/2013, (EU) No 60022014 and (EU) No
8062014 (OJL314,5.122019,p.1).
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[FEHEU) 20152366 | 2L 01 BRSNS UOTRFHERE) ST, FEH(EU) 20152366 DF 32 555 1
T T FHBRA SR RE D = S ATk L

“payment institution exempted pursuant to Directive (EU) 2015/2366’ means a payment institution exempted
pursuant to Article 32(1) of Directive (EU) 2015/2366;

[OEREH—E 27 0 5 11, FRA(EU) 20152366 O 33 25585 1 TR S
—E R SE DAL ;

‘account information service provider’ means an account information service provider as referred to in Article
33(1) of Directive (EU) 2015/2366;

M~ —HRBE ) L1, WG M OB DHR B 2009/110/EC D5 2 566 1 SRS
B R T AR

‘electronic money institution’ means an electronic money institution as defined in Article 2, point (1), of Directive
2009MO/EC of the European Pariament and of the Council;

L4 2009/110BC (ZEVE BRSNS -~ —REEE | 113, F545 2009/110EC D% 9 55
| TR 5235 L QD -~ RN = LA 2R ;

‘electronic money instiftution exempted pursuant to Directive 2009/110/EC’ means an electronic money
nstitution benefitting from a waiver as referred to in Article (1) of Directive 2009/110/EC;

MRS EEEE 13, BREIEU) No 6482012 04 2 5545 1 e s A Etidn b
AERL;

‘central counterparty’ means a central counterparty as defined in Article 2, point (1), of Regulation (EU) No
6482012,

b

THA | EGEFERERE ) T, HREIIEU) No 6482012 05 2 5545 2 BT EFE D0 1l
RERHOD LA

‘trade repository” means a trade repository as defined in Article 2, point (2), of Regulation (EU) No 648/2012;

(RIS RERE ) M1, HHEIIEU) No 9092014 055 2 555 1 TEHS | Bl EF T Dalided
(AR T LA TR ;

‘central securities depository” means a central securities depository as defined in Aticle 2(1), point (1), of
Regulation (EU)No909/2014;
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@3) THG T EE, 545 20146580 O 4 5555 1 TS 24 FAZESS T D0 A0 L0k
I/’
‘trading venue’ means a trading venue as defined in Article 4(1), point (24), of Directive 2014/65/EU;

@) AT TATRET 7 NERE | YT, F54 201161/EU %5 4 5555 1 HONZEFRT DA
NEFTA TG T 7 REPE DT LB ;

‘manager of altemative investment flnds’ means a manager of altemative investment finds as defined in Article
4(1), point (b), of Directive 201 1/61/EU;,

@5) TEPEEBESITI ST, F85 200965BC D5 2 546 1 T\ JEFR T HEPEEEA DI L%
ERL;

‘management company’ means a management company as defined in Atticle 2(1), point (b), of Directive
2009/65/EC;

@6) T Xt — A7 2 | 4, FRIEU) No 6002014 0% 2 5555 1 T 345720 Ui
36 AT, [FHRIOEBR IS A7 — 2 —E A7 S DT LA TR

‘ data reporting service provider’ means a data reporting service provider within the meaning of Regulation (EU)
No 6002014, as referred to in Article 2(1), pomts (34) to (36) thereof;

@7) TERRREEES LI, F545 2009/138EC OF5 13 5555 1 SAOER T AIRREEE DI A Ek
L;

‘insurance undertaking’ means an insurance undertaking as defined in Article 13, point (1), of Directive
2009/138/EC;

@8) [FLRMREEZER | 11T, F57 2009138 EC D% 13 5550 4 FATEFR T DN FEEE DL
B,

‘reinsurance undertaking’ means a reinsurance undertaking as defined in Aticle 13, point (4), of Directive
2009/138/EC;

49) H%Bsaﬂthﬁ%%%ki RPN S OS2 00FE 45 (BU) 20169740045 2 4545 1 T8 3512
TEFET DRI N FEZEOZLEEIRL;

3 LREROFIEIZ B 92BN M OBREEE0 2016 4 1 A 20 HOFE43(EU) 201697 (0J1.26,222016,p. 19).
Directive (EU) 201697 of the Furopean Parliament and of the Council of 20 January 2016 on insurance distribution (OJ L 26,
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‘insurance intermediary’ means an insurance intermediary as defined in Article 2(1), point (3), of Directive (EU)
2016/97 of the European Partiament and of the Council

(50) THHBOA RS2 | 1, FRDEU) 201697 D5 2 5545 1 THHS 4 BAEFE DI
BRI R DT LA EIRL

‘ancillary insurance inermediary” means an ancillary insurance intermediary as defined in Article 2(1), point (4),
of Directive (EU)201697;

() TR ER2EE 11T, F8DEU) 201697 D5 2 5565 1 TEES 5 BAEFE T DRI
HFEEDOZLEERL,

‘reinsurance intermediary” means a reinsurance intermediary as defined in Article 2(1), point (5), of Directive
(EU)201697;

(52) THREOERRGAEEE I ML, FEDEU) 20162341 DF 6 55565 1 BATERE T DIk R a 1R
DZEEERL;

‘“institution for occupational refirement provision” means an institution for occupational retirement provision as
defined in Article 6, point (1), of Directive (EU) 2016/2341;

(33) BB RIS BT 1 LT, BEIT 100 A4 2R 7R INAE ZAEOT ARG LA
L QOO B EREODZ LB ;

‘small institution for occupational retirement provision’” means an institution for occupational retirement
provision which operates pension schemes which together have less than 100 members in total;

(34) TH4ERATREER) &3, HEIIEC) No 10602009 5 3 555 1 TED)ZEFE T D 54 THERED
ZEAERRL,

‘credit rating agency’ means a credit rating agency as defined in Article 3(1), point (b), of Regulation (EC) No
10602009

(55) [WEBEEEN—EAT A | LT, WS EEDTTHH R BRI A ER T 5
R B PE Y —E A M DI LA SR

‘crypto-asset service provider’ means a crypto-asset service provider as defined in the relevant provision of the
Regulation on markets in crypto-assets;

222016,p.19).
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FERESRRN—2 DFATE ) LT, B G PED T2 B AHRAIDBEFR /25 e T5
BHESIRN—7 DI TE DB

‘“issuer of asset-referenced tokens’ means an issuer of assetreferenced tokens as defined in the relevant provision
of the Regulation on markets in crypto-assets;

CRAIRFGHEDEFE | 113, HHIEU) 2016/1011 OF5 3 555 1 THFS 25 S EFET DA AR
TR | O BREE D LA ERL

‘administrator of critical benchmarks’ means an administrator of “critical benchmarks’ as defined in Aticle 3(1),
point (25), of Regulation (EU) 2016/1011;

(ORI 7 TFU TH—E AT 1 M | U, BN R OO RRIEU) 2020/1503%
D 2586 1 I IEFE T DI TR I 7o TP —E AT 0 M DL ERL

‘crowdfinding service provider’ means a crowdfunding service provider as defined in Article 2(1), point (¢), of
Regulation (EU) 2020/1503 of the Buropean Parliament and of the Council ®;

(RIS REREE ) LU, RONRES M O ERESOIRAIEU) 201724026005 2 555 23 5
\CEE T DM G SRR RO LA L

‘securitisation repository” means a securitisation repository as defined in Article 2, point (23), of Regulation (EU)
2017/2402 of the European Parfiament and of the Council

A U3, HG 157, ThoRsnkne, B e R 7 IRk 554%%%5
LISNO GRS Tin>C, 10 ZARTOAZIEHIL, 2>, 200 J1—FARIMOFITE L
OF IR EHERRR AT b ORISR LA TR ;

S BEENTORKINI TR T 7 T 7 —E A7 0 MDA ONTHIAIEU) 2017/1129 K OFE S
2019/1937 ZHLIE3 2RI e e OBREZL0 2020 4FE 10 A 7 H OFERIEU)2020/1503 (OJL.347,20.102020, p. 1).

Regulation (EU) 2020/1503 of the Furopean Parliament and of the Council of 7 October 2020 on Furopean crowdfinding service

providers for business, and amending Regulation (EU) 2017/1129 and Directive (EU) 2019/1937 (OJ L347,20.102020, p. 1).

% G DT DD— A7 sk A7 TE 8D KON LS, @D 007 ~ DA LT RIE L DT b D F
BIOPERLAZ ARSI ONTHES 200965EC, $545 2009/138EC K OYES 2011/61/EU I ONZHIHIEC) No
10602009 X OIHIEU) No 6482012 AL E3 RN GRS L OB F2200 2017 4 12 H 12 HOHIHIEU)
20172402 (OTL.347,28.122017, p. 35).

Regulation (EU) 2017/2402 of the European Parliament and of the Council of 12 December 2017 laying down a general

framework for securttisation and creating a specific framework for simple, transparent and standardised securitisation, and

amending Directives 2009/65/EC, 2009/138/EC and 2011/61/EU and Regulations (EC) No 10602009 and (EU) No 6482012

(OTL347,28.122017,p.35).
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‘microenterprise’ means a financial entity, other than a trading venue, a central counterparty, a trade repository or
a central securities depository, which employs fewer than 10 persons and has an annual tumover and/or annual
balance sheet total that does not exceed EUR 2 million;

MEGHEESE L1, ZORRIDE 31 5556 1 TBONIRE> UEMSHT RN OB fHoz L
AR,

‘Lead Overseer’ means the European Supervisory Authority appointed in accordance with Article 31(1), point
(b) of this Regulation;

HERZE 21413, HRIEU) No 10932010, HIHIEU) No 10942010 A USIHIEU) No 10952010
DA AR T RBEDOT AT

‘Joint Committee’ means the committee referred to in Article 54 of Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 109522010;

UIMBZE XN E, 10400 E S04 AR OEZEFL, Do, 200 H—raiiz 1000 H—rf
TOHVRIRTE M OF - R SRR A AL S SRR LA EIRL ;

‘small enterprise’ means a financial entity that employs 10 or more persons, but fewer than 50 persons, and has
an annual tumover and/or annual balance sheet total that exceeds EUR 2 million, but does not exceed EUR 10
IR | 103, /IMBEZETIAZRS, 0>, 250 RO #ZTEL, 770, 5000 Ji—rR
TiOFFUARTE M OV 4300 7 — PRIl BB 2L DG D L2
BRL;

‘medium-sized enterprise’ means a financial entity that is not a small enterprise and employs fewer than 250
persons and has an annual tumover that does not exceed EUR 50 million and/or an annual balance sheet that
doesnot exceed EUR 43 miillion;

MTBEERE ) &3, ENT IR TE G0, BUFEITh LSO TBOE RO A EE
EES

“public authority’ means any govemment or other public administration entity, including national central banks.
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E 4% HBIEDIRA
Atticle4 Proportionality principle

L.

SRR, TO RSB RILE SAN2) 2 7 07 7 A NAT N DRI DY—E %,
TREN R ONE R EROME, B OMEM 2SI A= EC, BRI HE>CH T
DHFCEDLN-BEEFEET D,

Financial entities shall implement the rules laid down in Chapter II in accordance with the principle of proportionality,
taking into account their size and overall risk profile, and the nature, scale and complexity of their services, activities and
operations.

INAC, AR C 25 &, 5 IV A OYE V B2 THIOERIE, ZHodFEDmE/SHHE
O TEBNZEDHILNDERY, ZOERMEBED L 2R )AL 7 a7 7 A NATF N ZED
SRRSO Y—E R, 15T K OSEE S FIOME, F R OWEMEMEE L 2h &2,

In addition, the application by financial entities of Chapters IIL, IV and V, Section I, shall be proportionate to their size and
overall risk profile, and to the nature, scale and complexity of their services, activities and operations, as specifically
provided for in the relevant rules of those Chapters.

HERGSHERRDID MR, 27 6 555 5 TR UYR 16 455 2 T OIIEHERR OB 5 JRDELRIT)E
C TSI S ZAEHELL C, ICT VA~ ROA MWEHAD— BRI 2K, SRl
B D LB DI IO 2 T2,

The competent authorities shall consider the application of the proportionality principle by financial entities when

reviewing the consistency of the ICT risk management framework on the basis of the reports submitted upon the
request of competent authorities pursuant to Article 6(5) and Article 16(2).

94



L IEHAMES 10 &5 %5 (202546 H)

FENE ICTYRIIRDAN

CHAPTER II ICT risk management
98]
Section]
55 Hraliae
Atticle 5 Governance and organisation

L.

DRI, mEEOTUVEEE L LORNE 2T 720, § 6 55 4TITHE, ICT YA
I DFENHI > LT e~ AN RS DNEROR G L& RO A 23511,

Financial entities shall have in place an intemal govemance and control framework that ensures an effective and prudent
management of ICT risk; in accordance with Article 6(4), in order to achieve a high level of digital operational resilience.

RIFERAORERIT, 55 6 555 1 UK ICT VA~ 1A WA LB 52 COTFALT
DFRIATERL, HGEL, BIEL, 7, ZOFEBIL THRIEAAD,

The management body of the financial entity shall define, approve, oversee and be responsible for the implementation
of all arangements related to the ICT risk management framework referred to in Article 6(1).

55 1 BIFED BRYODT-OIZ, L

For the purposes of the first subparagraph, the management body shall:

@ HRZERMERED ICT UAZ 2RO Z U TR DR Ve = A A,
bear the ultimate responsibility for managing the financial entity’s ICT risk;

b) EERKEDT —ZDOR M, BIEME, Feat e OBE I R D Lot 352 da
FHNET DRAT AT

putin place policies that aim to ensure the maintenance of high standards of availability, authenticity, integrity and
confidentiality; of data;

(© ICT &BEEgDMERE L COH OIS M O AR, 730, HiMEReab OH
DI DRI WAL, 1571 M OSREE AR 27D O st Bk
DETED;
set clear roles and responsibilities for all ICT-elated fimctions and establish appropriate govemance arrangements
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to ensure effective and timely communication, cooperation and coordination among those flnctions;

5 6 555 8 )R ARMERD ICT UAZOEEIR AT R~V DPER &, 5 6
55 STR|\ N7 VAU EL EolnliE IS A R0 T D e M OVEGR T DL B o4
LN 7=~ VAN

bear the overall responsibility for setting and approving the digital operational resilience strategy as referred to in
Atticle 6(8), including the determination of the appropriate risk tolerance level of ICT risk of the financial entity, as
referred to in Article 6(8), point (b);

2 RO A A BRI 78 O St T ORI IO T2
I BRI A AU CHRIRSTH 114685 1 UL O%S 33 0eh
THURT MM 1CT TG EREATE NN ICT R5E RO ICT I3
WOFEAARGRL, B LR OVERII L

approve, oversee and periodically review the implementation of the financial entity’s ICT business continuity
policy and ICT response and recovery plans, referred to, respectively, in Aticle 11(1) and (3), which may be
adopted as a dedicated specific policy forming an integral part of the financial entity’s overall business continuity
policy and response and recovery plan;

YFLADRERI ICT PERREAS Hll, ICT B OEhUnl 32 SRR 28 A AGEL M
OVEMIRIIZRIEL ;

approve and periodically review the financial entity’s ICT infemal audit plans, ICT audits and material
modifications to them;

55 13 5550 6 U iiiks e ICT &= )7 3fatkin) FEHEET 2 Vg H LoRHE )
AR OV TONEEED ICT HhEa G, ETOIAT OEIFEDORIRICIBNT, Mikds
RBERED T 5 S e P E D[RR ) OB 7= 7= D) T A E L TR
TERICREL;

allocate and periodically review the appropriate budget to fulfil the financial entity’s digital operational resilience
needs in respect of all types of resources, including relevant ICT security awareness programimes and digital
operational resilience training referred to in Auticle 13(6), and ICT skills for all staff;

ICT H—R/ =727 DRSS ICT Y—E 2RI LT 20k
RS9 M52 R D HA T 31 AGR LU OVERIRIC RIEL ;

approve and periodically review the financial entity’s policy on arrangements regarding the use of ICT services
provided by ICT third-party service providers;
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() AR~V T, LT OHIEDE B B a e SV A T S SEBLRTREI A ORE
RUTD:

putinplace, at corporate level, reporting channels enabling it to be duly informed of the following;

() ICTH—ERZROFIIZEAL T ICT $r—R/ =7 —E X7 0 A& LM Cififs LT
D,

arangements concluded with ICT third-party service providers on the use of ICT services,
(i) ICTH—R/ =T —E 270 MBI Gl ZE HEIS V- TR R T,
any relevant planned material changes regarding the ICT third-party service providers,

(i) UREAEFEDOHER VD7t ICT SRR DOREI AL LT U ML O ORI ONT
Setiis, 15 1A M OSEIED TR 23 Ml ¢ A7 DV AT S5 DB A a8, YabBihsdis
ARG 2 AR 7 KRB 7 -1 X BB EREL CRE 9 D 0D I 728 DT R 22,

the potential impact of such changes on the critical or important flnctions subject to those arangements,
including a risk analysis summary to assess the impact of those changes, and at least major ICT=related
ncidents and their impact, as well as response, recovery and corrective measures.

AR FELISNOSFSEN S, ICT —e 2R HIZBIL T ICT Hh—R =7 —E 27
& LD TRt LT RO Z T DT D OHYEE AT, F2l3, B DAY = AR —
R OS2 LA T DI A A HRE BB AR ET D,

Financial entities, other than microenterprises, shall establish a role in order to monitor the anangements concluded with
ICT third-party service providers on the use of ICT services, or shall designate a member of senior management as
responsible for overseeing the related risk exposure and relevant documentation.

SRS RAORCE TEORERL LT, EIRAE R DRI T A LD B 5, ICT VA K
DY etRIE B A B T 5D ICT UAZDEEA BRI OSHld 57200, Bl
NAICT VAN R EST=A037 2558 M ONRE%, AR THReBiDbL DI R,

Members of the management body of the financial entity shall actively keep up to date with sufficient knowledge and

skills to understand and assess ICT risk and its impact on the operations of the financial entity, including by following
specific traning on a regular basis, commensurate to the ICT risk being managed.
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EIE
Section I

BOF ICTYRTIRI A NHEH
Atticle 6 ICT risk management framework

L.

LTREBEIY, AR SRR~ AN AT DO—EREL T, BAFCHY, AE)
DI ICEA LS, ICT VA SR U CURE AR ST, 2R~ >R el cas
O, >0, EEOTVHGEEE L FOBHE AR CEDIDNTTD ICT VAT RIAA
Mo AEH D,

Financial entities shall have a sound, comprehensive and well-documented ICT risk management framework as part of
their overall risk management system, which enables them to address ICT risk quickly, efficiently and comprehensively
and to ensure a high level of digital operational resilience.

ECOEHREFENR Y ICT EREDS, BB ONMEHERRD T 7t A F - 3R G T eV A Db s
PN AT Lot 35723, ICT VAR A MBI T, D7ekld, B a—H TNy 7,
INRT LT, S NEE, ETCOMHREHERL N ICT ErEA I ) > D1 U BT 257D 2
FLLT, MTONT, #EN, T2 2 — L O R E SN IR I 57, A COTmks7 e
RN O T TH T DO BB D, HAST 8, Tt ICT FIEK Y —
IVEEDA,

The ICT risk management framework shall include at least strategies, policies, procedures, ICT protocols and tools that
are necessary to duly and adequately protect all information assets and ICT assets, including computer software,
hardware, servers, as well as to protect all relevant physical components and infrastructures, such as premises, data
centres and sensitive designated areas, to ensure that all information assets and ICT assets are adequately protected fiom
risks including damage and unauthorised access or usage.

UHLAERED ICT VAT~ A MM OO, SRR, WU g, FEA S, T,
ICT FER O — Va0 DD, ICT VAY DA =~ M35, ARiisEAS, TRESHER
DHHLERBOFERIIETT, BISHEBROHD G RINHIL, ICT VAR5 M O #%4embkRa 0
ICT VA~ AN IR BT 25880 > DT 7 7 — NS A a4,

In acoordance with their ICT risk management framework, financial entities shall minimise the impact of ICT risk by

deploying appropriate strategies, policies, procedures, ICT protocols and tools. They shall provide complete and updated
information on ICT risk and on their ICT risk management framework to the competent authorities upon their requiest.

2 AOEZELISNDO SR, FIRSFERADIES 79, SRR Zx95 ICTUAZAEdEH =
LR OB B LT E A BB AT, 130, TDII7 3 E FRERED Y 2L~ VOSP4
TR D, SRR, 3 SOBRHREET IUIHE, ICT YRR A MERE, B EMERER O
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FIRASREDR U R BN AR, 2T, WEW A< KA NEBRET VAR RS D,

Financial entities, other than microenterprises, shall assign the responsibility for managing and overseeing ICT risk to a
control fimetion and ensure an appropriate level of independence of such control fimction in order to avoid conflicts of
interest. Financial entities shall ensure appropriate segregation and independence of ICT risk management finctions,
control functions, and intemal audit finctions, according to the three lines of defence model, or an internal risk
management and control model.

ICT VAT~ A MR E, SCELSI, 230, D7V 1 [0l F43, ~A7nhEniE
WZBWTIEHINT LY ICT ERRETHREIAL T U NOFEITIGUT, 70, W77 %
JUEEE P FoRIE R E I A T e A S H T SN AR EOY R RET AR R
HE~TC, RIESID, ICT UAT~ R AAMWEHIN T, SR O SH TS A G e Rl L
T, MR SIS, ICT VAT~ 1 A M A0 FUBIZ BS54 3, TRESHESRO®HS
WROFRITGECT, BRSHERO®HD Y S e U TS G,

The ICT risk management framework shall be documented and reviewed at least once a year; or periodically in the case
of microenterprises, as well as upon the occurrence of major ICT=elated incidents, and following supervisory
nstructions or conclusions derived from relevant digital operational resilience testing or audit processes. It shall be
continuously improved on the basis of lessons derived fiom implementation and monitoring, A report on the review of
the ICT risk management framework shall be submitted to the competent authority upon its requiest.

~ A OAREEDSND TSRO ICT VAT~ R AN, Yrk S Ra Al 2in -
TEMRNC, B3 I AN A IR T2, IO, ICT VAZIZEITS T
TR, FrAR N OSRBRT ON )7 MmN A, ICT BEA OB K OGN E, Yk
BAD ICTVAZ L RG-S DET D,

The ICT risk management framework of financial entities, other than microenterprises, shall be subject to intemal audit
by auditors on a regular basis in line with the financial entities’ audit plan. Those auditors shall possess sufficient
knowledge, skills and expertise in ICT risk, as well as appropriate independence. The frequency and focus of ICT audits
shall be commensurate to the ICT risk of the financial entity.

PERBR AL C D B SHO MR R A SRS U C, iR T, ICT B D BB IR SR
ISFOIRREEFHOT D DBUEZ G, INAD RS T e 2255072,

Based on the conclusions from the intemal audit review, financial entities shall establish a formal follow-up process,
including rules for the timely verification and remediation of critical ICT audit findings.

ICT VAT~ AN T, FOREHIIE DI TERESNADDETEDHT A e &
oolElE TS A G D, D BRI, T oH W EE R FoRIE G, L FoZé
1285 C, ICT YR TR N OMERID ICT BAEAER S AT DD A S5
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The ICT risk management framework shall include a digital operational resilience strategy setting out how the
framework shall be implemented. To that end, the digital operational resilience strategy shall include methods to address
ICT risk and attain specific ICT objectives, by:

@)
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ICT URZ~ A MISAAS, %R0 I M O AR L DI 2 %
VeI 0L

explaining how the ICT risk management framework supports the financial entity’s business strategy and
objectives;

Y RERIDY AT ESTC ICT YAZDYATFRL ~VERIET DL, KUY ICT
DIRELORROFAB ST 7L

establishing the risk tolerance level for ICT risk, in accordance with the risk appetite of the financial entity, and
analysing the impact tolerance for ICT distuptions;

PR LT TRES JFERE M OB L2 DY AT RIS 5D, 1E R X2 T O 2 B AR
ETHIE;

setting out clear information security objectives, including key performance indicators and key risk metrics;

ICT 2877 —%77F v K OMERID S 3E BAEA R 3 D7 DI I B L/ AE IE AN 35 2
L,

explaining the ICT reference architecture and any changes needed to reach specific business objectives;

ICT LT A TNt HL, TR EIIEL M O OB SO 5zt i3 %7
oINS (BT AV AR a N Rl S BN

outlining the different mechanisms put in place to detect ICT-elated incidents, prevent their impact and provide
protection from t;

S ICT LBE DRER A 2 T OB OBIIETT RO TN IR EL LT, B
DTV EEEE EORHEORNAARIL T O

evidencing the current digital operational resilience situation on the basis of the number of major ICT4elated
incidents reported and the effectiveness of preventive meastires;

ZORBIRINOE IV FERE, T2 Wil B LolaiE ) illie 58845
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implementing digital operational resilience testing, in accordance with Chapter IV of this Regulation;

h) B BRAESTEDA LT U NOBIRNERSIV QNS ICT BT 50T U MOBRIC
B ASEEIE O I A 7~ 2k,

outlining a communication strategy in the event of ICT-related incidents the disclosure of which is required in
accordance with Article 14.

9.  ARMEERIE, 5 8 THIURT T U UEEEHL EORIE IO BT, Z—T L
FATETRL VLT, ICT Y—R/ =T —E AT 0 N ~DFELT DR AR L, D3,
ICT —R/ =T —E 27 00 M Z DR O 4l 2D B ERMA ST 2/ )72 ICT +
NT AR TEFS TED,

Financial entities may; in the context of the digital operational resilience strategy referred to in paragraph 8, define a
holistic ICT multi-vendor strategy, at group or entity level, showing key dependencies on ICT third-party service
providers and explaning the rationale behind the procurement mix of ICT third-party service providers.

10, ARIEEERZ, SRFIRIOBRMNE AR ONEIPEIZHEN, ICT AT~ A N B0 FA Al
THHFE, VN —T NEEE T A WNBEET L TN —ATED, ZDIH7eT IR/ —
AET D, MRS T, ICT VA~ A NDEOESFORGEE B, A= T
ZEV AT,

Financial entities may, in accordance with Union and national sectoral law; outsource the tasks of verifying compliance
with ICT risk management requirements to infra-group or extemal undertakings. In case of such outsourcing, the
financial entity remains fully responsible for the verification of compliance with the ICT risk management requirements.

BT1% ICTVARTL, FIRRUVY—IL
Atticle 7 ICT systems, protocols and tools

ICT VAR e O VEROT-8, AR, LLTOIO72, B ICT A7 L, FlE&
O — VA L OSHERF 95

In order to address and manage ICT risk, financial entities shall use and maintain updated ICT systems, protocols and
tools that are:

@ 4 ROFTHBIEDIFANIGE S, L% eRrERIOTEEOR T4 2 008 E A BROR R
FECIRGUTELIca;

appropriate to the magnitude of operations supporting the conduct of their activities, in accordance with the
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proportionality principle as referred to in Article 4;
b) [(EEERHY;
reliable;

© IEEIOZA TRV —E AR TN B L2 T — S IEME RS 57-6, KON,
A NEASNARSE G, MBS T, B —IIEDig, Avv—F -3
T A DLy OISO 4537 5HE 17 B4R LTI,

equipped with sufficient capacity to accurately process the data necessary for the performance of activities and the
timely provision of services, and to deal with peak orders, message or transaction volumes, as needed, including
where new technology is infroduced;

d)  ANARDY T HRSR R TN LIS DA DPIRD FIZB N CESRESNAR I 1
ARG IO Z DS CEDINTT BT DHEAN EDlaiE 15385,

technologically resilient in order to adequately deal with additional information processing needs as required
under stressed market conditions or other adverse situations.

FE85 BRI
Atticle 8 Identification

1. FOXE 1 TEHIRT ICTUAT R A WEAD—HELC, SRR, ICT 12X Tzbhn
T-F3E FOBERE, BB UM, THUODMERER 32 DA PER Y ICT EPEIF NS ICT VA
LDEMRITINT D ENSDEEE R OMAF DA TERRAIL, 4L R OSSN S 4%, 4
REBENE, MELTISUT, 230, D7 BRI T, ZOASEDE I K OSER 72 CEOmEIIEA A,
[IEng 8

As part of the ICT risk management framework referred to in Article 6(1), financial entities shall identify; classify and
adequately document all ICT supported business functions, roles and responsibilities, the information assets and ICT
assets supporting those fimctions, and their roles and dependencies in relation to ICT risk. Financial entities shall review
asneeded, and at least yearly, the adequacy of this classification and of any relevant documentation.

2. BREMEBRIE, ARG, 42T ICT YAZOFAENR, L0iolT, oSt 972 K UM 4
FERED DU RS T ZR——A8R1L, D30, 4% AREEAD ICT 12> Tz b
OOBERE, THEEPER O ICT BRELEMR T DA/ S M O ICT MEgsitaaHlid 5, Ak
BAE, BN D7 EHFRTT, Y%t 8% 5.2 DVA7 T UA %R FUE T,
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Financial entities shall, on a continuous basis, identify all sources of ICT risk, in particular the risk exposure to and from
other financial entities, and assess cyber threats and ICT vulnerabilities relevant to their ICT supported business finctions,
information assets and ICT assets. Financial entities shall review on a regular basis, and at least yearly, the risk scenarios

impacting them.

AR ZELND LRI E, o N —2 R ONEHRS AT DDA T AT HREIIEE, 24
FAARIMEEAD ICT (2o TR DIV F3E EOKRE, 1HHREPEFZIX ICT ErEl A 5.2 567
I RE IO RESREE D DIUL, VAT T 5,

Financial entities, other than microenterprises, shall perform a risk assessment upon each major change in the network
and mnformation system infrastructure, in the processes or procedures affecting their ICT supported business functions,
information assets or ICT assets.

SRR, VB AT LIZHOHFRE E LY ICT EPE, 1N —27 LOBFEM ON—FT =
THEE A D, ETCOREHEREKR O ICT EREATRIL, 7 >, LG I K ThHHEH
Wi obDa~y 7%, Like@bkBaY, TOBHREEKLD ICT BREOHHO N S22
HPEN O ICT EREDRI I DA N OE R O A DA A~ 72,

Financial entities shall identify all information assets and ICT assets, including those on remote sites, network resources
and hardware equipment, and shall map those considered critical. They shall map the configuration of the information
assets and ICT assets and the links and interdependencies between the different information assets and ICT assets.

AREERENT, ICT Y —R =T —E 27 A | R AFL QOB TO T e 25551 e OSC
AL, H>o, RAJRIHSRE S I XTI SREA S 2 AP —E 244295 ICT —R/—7
—E AT A LD BRSO > A355 575,

Financial entities shall identify and document all processes that are dependent on ICT third-party service providers, and
shall identify interconnections with ICT third-party service providers that provide services that support critical or
55 16, 55 4 MUY 5 THD HRYOTDIZ, BRibsBE L, Wk 2 E0E g ERFEBEL, 7>,
TEHIRINZ, KUY, 55 3TN REREEN S DEXTHIL, 77T =%,

For the purposes of paragraphs 1, 4 and 5, financial entities shall maintain relevant inventories and update them
periodically and every time any major change as referred to in paragraph 3 occurs.

~ AT ZELSNOSFREEA L, TR, 230, DK ERHFRT, KO, By, 77V r—a

FAT AT DO DRSS ZI\NT, 2 TOIHRD ICT AT LT AERD ICT VA
T HlE 95,
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Financial entities, other than microenterprises, shall on a regular basis, and at least yearly, conduct a specific ICT risk
assessmenton all legacy ICT systems and, in any case before and affer connecting technologies, applications or systems.

B IS MhLtAL
Atticle9 Protection and prevention

L.

ICT S AT L@ RS2 BIDT-0IZ, KON, SO RERE T8 DBLED D, 4l
BRI, ICT AT L O —/V D7 M R OB ARkl SRR K OVE L, >0, 1 b7
ICT B =U7 D> —)v, FA T3 M Ot DBLEZ U C, ICT VAT Ak 5 ICT UAZ DR
A=~ METD,

For the purposes of adequately protecting ICT systems and with a view to organising response meastires, financial
entities shall continuously monitor and control the security and finctioning of ICT systems and tools and shall minimise
the impact of ICT risk on ICT systems through the deployment of appropriate ICT security tools, policies and
procedures.

BRIEEBENL, LODUS, A RIABERES IR ET e S A% ICT AT LZHL, ICT T AT 4
DIERE T, et O IIMEZ R 3228240 L, Fe, IRIEH, TS 3@ o]
ZWi0 T, T —2OE B KEED RTINE, FUEME, SEaMM O EAHERF T 22225
ICT B =27 DREATTEY, Fot, FNAR O —VagRE L, LN OSEET 2,

Financial entities shall design, procure and implement ICT security policies, procedures, protocols and tools that aim to
ensure the resilience, continuity and availability of ICT systems, in particular for those supporting critical or important
functions, and to maintain high standards of availability, authenticity; integrity and confidentiality of data, whether at rest,

inuseorin transit.

52 AT BRVAEER T A7280, RSEAIE, 57 4 S[THE, )7 ICT Va—Tar RO,
2% VD, FHU6D ICT Va—Tar O bt A

In order to achieve the objectives referred to in paragraph 2, financial entities shall use ICT solutions and processes that
are appropriate in accordance with Article 4. Those ICT solutions and processes shall:

@ T —FOBHETFEROLRMAMRL;
ensure the security of the means of transfer of data;

b  FEEFEEIT )BT —HOMHEE I TR, BEHERRT A KO D /KRIG
DYATHI=~ ML,
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minimise the risk of corruption or loss of data, unauthorised access and technical flaws that may hinder business

AR KA, FAEPELTERMEDBHE, MRS KO =2 ORSRARIIEL ;

prevent the lack of availability, the impairment of the authenticity and infegrity, the breaches of confidentiality and
theloss of data;

BV NER B, WUEEBRETDUAY K e~ TT—% 50, T A DI AN
DA DUAINST — 2D RESN DT L e R T2,

related risks and human error.

5 6 550 1 TR ICT URY AW EADO—EHE LT, SRR

Aspartofthe ICT risk management framework referred to in Article &(1), financial entities shall:

@
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©

AT R, SRMEORIEDT —2, THHIRER O ICT s, 7,
HEBRARE R R ICT KERED T, ECIERE, SEAt bR ORI B b ORI E
ST AN 2T DA R AR O EL

develop and document an information security policy defining tules to protect the availability, authenticity,
ntegrity and confidentiality of data, information assets and ICT assets, including those of their customers, where
applicable;

YAZS=ADT T =TGN, YA/ S—BEBEDE A B GRS DG g PEA 7y
Bt 272300 A B LS A A A T DT LA D DTS CE LB f, FEK DY
FNEZNTND BAF 2R NI —7 RO 7T~ R A MEIEAAEEL

following a risk-based approach, establish a sound network and infrastructure management structure using
appropriate techniques, methods and protocols that may include implementing automated mechanisms to isolate
affected information assets in the event of cyber-attacks;

TEHERE KON ICT BRE S A 2T e AR A TR 2T /e 2%, 1E247) 7GR
ST AERER NEENOFIFANO A IRE T DA T EETEEL, F-, D BINDT=0OIZ,
TR ADKHEFN RIS T DHA S E, TRk OVEBLROBY NETED, 1>, Z0 BAf75E
HEHELRL

implement policies that limit the physical or logical access to information assets and ICT assets to what is required
for legitimate and approved fimctions and activities only, and establish to that end a set of policies, procedures and

105



L IEHAMES 10 &5 %5 (202546 H)

controls that address access rights and ensure a sound administration thereof;

d) RS EATEEE N OO AT I i o929 170 FDA D= b D HA S5
FHEOTFR, WONG, ARSI =T —4 738 Y ICT YAZRHI e ADRE A FHEEL,
LU TS TT =D LS A Vi W a2,

implement policies and protocols for strong authentication mechanisms, based on relevant standards and
dedicated control systems, and protection meastires of cryptographic keys whereby data is encrypted based on
results of approved data classification and ICT risk assessment processes;

© ICT AT HATOET S, FESNI- R CRtish, #iRah, FHlish, #GE
SN, FEESN, RSN AZEEREIR T D720, Y7 NI T, /N—RT =T, T7— =) DA
UIR—UN, AT IE AT 2 VT A D ST A—E DI A S, YRR O T a—F %
FRELL, SRR BRI RIS o~ K AAND T T AD R R ROERGy Tér% ICT D
IR AAN B D ICE LESNT AT 8, TR OB

implement documented policies, procedures and controls for ICT change management, including changes to
software, hardware, fimmware components, systems or security parameters, that are based on a risk assessment

approach and are an integral part of the financial entity’s overall change management process, in order to ensure
that all changes to ICT systems are recorded, tested, assessed, approved, implemented and verified in a controlled

mannes;
O T KOT YT T NI D)~ eSS SES LS EA T b,

have appropriate and comprehensive documented policies for patches and updates.
55 1 BRI BRIOTZOIZ, Rt L, Fr O BT OHI DS o e A 23 B 6k
T =~ ML) OB RS ST DI B I I SA VI 3D I T D2 D TELHTAIZE
0, R NT—IHEGEDA 7 T3R5,
For the purposes of the first subparagraph, point (b), financial entities shall design the network connection infastructure
in a way that allows it to be instantaneously severed or segmented in order to minimise and prevent contagion,
especially for interconnected financial processes.

% 1 BIEED HHIDIZOIZ, ICT R~ AND T oA L, SEOBE T AL~ Tk
RBSHL, D>, [ERIOFNEE T 5,

For the purposes of the first subparagraph, point (¢), the ICT change management process shall be approved by
appropriate ines of management and shall have specific protocols in place.
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FE10E B
Atticle 10 Detection

L. ARWEEAIE, ICT Ry NT—2 D2 TRES ) FORFEK Y ICT LRES DA T U Eaw, &5 17
ST TR IR DI TR 57250, WONS, IR B e B — e S AR E 5
T=ODAHFAAEFRT D,

Financial entities shall have in place mechanisms to promptly detect anomalous activities, in accordance with Auticle 17,

inchuding ICT network performance issues and ICT=related incidents, and to identify potential material single points of
failure.

5 1 R OR T2 TORHOAFEAA T, 56 25 FR/THE, EHRIE RS,
All detection mechanisims referred to in the first subparagraph shall be regularly tested in accordance with Auticle 25.

2. B VETTTRHHOMHAT, ZEOLAYOEEZRE LOLL, 720, ICT LBSET DA
T RIS TS DS R TR0 HEM LS B RO A5, ICT ERSET A
LT SISO T TR ADG 4720 e OV R VARG T DT O OESE ORI KR OVEEA TEF 3D,
The detection mechanisms referred to in paragraph 1 shall enable multiple layers of control, define alert thresholds and
criteria to trigger and nitiate ICT=related mncident response processes, including automatic alert mechanisms for relevant
staff'in charge of ICT-related incident response.

3. AR, FIREORES), ICT O KON ICT LR DA 2T o MOFAE, S0biidA1/3—
BB AATAR S DI D37 0B IR EBRE AR NT D,

Financial entities shall devote sufficient resources and capabilities to monitor user activity, the occurrence of ICT
anomalies and ICT+elated incidents, in particular cyber-attacks.

4. FHUIMRT, T—HAlEP—E 27 2T, SERMEI B TS R 2 I AR CE,
KRR ARTT =280, 50, LR D HEAELR CEHT AT L 2,

Data reporting service providers shall, in addition, have in place systems that can effectively check trade reports for
completeness, identify omissions and obvious etrors, and request re-transmission of those reports.
F g MERUEIR

Atticle 11 Response and recovery

. %655 1 THIORT ICT VAT~ F I AAMNEHAD—ERELTC, D0, 2 8 DI TSI =ik
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BNDEAZSERELL T, SRR, CHERYR ICT S AT B4R TD, TR S
13, HRIERE D AR e F R M EAT T B O R AT R 53 2 TR 92 R OB 0D Fs
ATTEEL TEIRSGS,

As part of the ICT risk management framework referred to in Article 6(1) and based on the identification requirements
set out in Axticle 8, financial entities shall put in place a comprehensive ICT business continuity policy, which may be
adopted as a dedicated specific policy, forming an integral part of the overall business continuity policy of the financial
entity.

DRIEREIE, LU OZEZAANET DO, )~ OSCELShIZHRD, G, Fhek O
BT, ICT ke AT R 2 92975

Financial entities shall implement the ICT business continuity policy through dedicated, appropriate and documented
amrangements, plans, procedures and mechanisms aiming to:

@ URZEREBEDA W] R ERE ol IR E ERE DA A R DL s
ensure the continuity of the financial entity’s critical or important flnctions;

b) ICT EBFHTDETOA LT U NIHUT, HREEIHILA DTGB FEBHAAE IRTEE AT
ETDIFET, T, W OIFIHNTHIGL, H D, TR T DL,

quickly, appropriately and effectively respond to, and resolve, all ICT4elated incidents in a way that limits
damage and prioritises the resumption of activities and recovery actions;

© MExDZATD ICT LRHES DAL LT U NTELT-E TIADDOHFAT:, 7 o AR O
FHATHEIZL, /A EAPLIETAEAOFHERNI NI 12 S TED IR %
DRI T, OME H Tt 7 a<aEi 9528

activate, without delay, dedicated plans that enable contamment measures, processes and technologies suited to
each type of ICT=elated incident and prevent fiwther damage, as well as tailored response and recovery
procedures established in accordance with Auticle 12;

d THISHhLE, BEM ORI,
estimate preliminary impacts, damages and losses;

© 5 14 [ TE OB RNEEEE K OSHBORIERRRE LTy 7T —hah

TEBANE B SN DL LR Dl n L E BIOTEEh 2 0 5L, WONT, 5 19 T
T TBIHEIRDE DX R T U TR 3528,
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set out commumication and crisis management actions that ensure that updated information is transmitted to all
relevant intemal staff and extemal stakeholders in acoordance with Article 14, and report to the competent
authorities in accordance with Article 19.

65 1 TEITRT ICT VAT~ A MWD —ERE LT, SRR X, ~ A28k
LRI DB A T3\ T IR O PEREE A 2 1A B AR TABHET% ICT *SEHm L
ICT1EIHHEZFEET 2,

As part of the ICT risk management framework referred to in Article 6(1), financial entities shall implement associated
ICT response and recovery plans which, in the case of financial entities other than microenterprises, shall be subject to

SRR, R, ICT —R =T —E 27 0 M F LD OB E N TR/ — A8
F A IBRISNA AR AR HERE T - X BT A RE OB T35\ YT, Jitl7e ICT S36ikioei 5
BT, HEFFEEIL L OVERIR B2,

Financial entities shall put in place, maintain and periodically test appropriate ICT business continuity plans, notably with
regard to critical or important flmctions outsourced or contracted through arrangements with ICT third-party service
providers.

R RS EDO AT HO—EE LT, SR, Uik SRR A RS2 T
ISIDZEDHEIERESHT (BIA) 35, BIA O FIZIUT, SRR L, wc, PEr
—HEINET S R O FUAST O, TERAIENE R OVEEROEME C 30, 1RG22y
DIEERT S5 B% 3T 5, BIA 13, #BISHE Oy S 53E LoORREE, X257 0k,
— R ST DRI R ONEHE P ON VSO BRI A 253375, Sl ICT &
PEL ICT H—E 203, L0l T, 2 CORRRIZT TR—R MO TURMA YN e R 52 HIZBEL
T, BIA LRI THRIZ DIV GRATSIUR QRIS A - L2375,

Aspart of the overall business continuity policy, financial entities shall conduct a business impact analysis (BIA) of their
exposures to severe business distuptions. Under the BIA, financial entities shall assess the potential impact of severe
business distuptions by means of quantitative and qualitative criteria, using intemal and external data and scenario
analysis, as appropriate. The BIA shall consider the criticality of identified and mapped business functions, support
processes, third-party dependencies and nformation assets, and their interdependencies. Financial entities shall ensure
that ICT assets and ICT services are designed and used in full alignment with the BIA, in particular with regard to
adequately ensuring the redundancy of all critical components.

MEEARSEBED EFER Y2 ICT VA~ R A ND— LT, Aiiaid:

Aspartoftheir comprehensive ICT risk management, financial entities shall:
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@ ECORREZ R D ICT VAT LEDBIRIZISUNT, D7l EBRRT, 5o, RAIR73HRE
FAFEEMEREA LD ICT S AT NI DREARIEE DDLU, ICT Szt
B ONC ICT 360157 HB A OV ICT A I I AL

test the ICT business continuity plans and the ICT response and recovery plans in relation to ICT systems
supporting all functions at least yearly, as well as in the event of any substantive changes to ICT systems

supporting critical or important finctions;
(0 45 14 Rl R S el T S 5.
test the crisis communication plans established in accordance with Article 14.

%1 BIE@D BHEIODTZDIZ, ~ A7 3N SRR T, Z00BRa Hlio FR i Z A1 S —Hok
DU FVATONE 12 DO CED LI -FS A DI DI 2D 1725 ICT A2 758
TURRES D, 7377 ROV UES R EDOROYIEZ DL VA %G5,

For the purposes of the first subparagraph, point (a), financial entities, other than microenterprises, shall include in the
testing plans scenarios of cyber-attacks and switchovers between the primary ICT infrastructure and the redundant
capacity, backups and redundant facilities necessary to meet the obligations set out in Auticle 12.

DREREIE, 25 1 BIERICIE > TEESHARBROFE R, OB D R E T E O EE) S
IR DHEERIRE BRIV LT, Ma%EmbkRIO 1ICT F25ke EOFATTR RN ICT
SR T O ICT 12 HE Hl A e RN

Financial entities shall regularly review their ICT business continuity policy and ICT response and recovery plans,
taking into acoount the results of tests carried out in accordance with the first subparagraph and recommendations
stemming fiom audit checks or supervisory reviews.

~ AV EZELISNOBRIERESS, fERRE BLORBERER DD, TORKREIT, WA GRERIO ICT F2¢
AFGEPER RGNS ICT it & O ICT 18 IHF HBIOREBN LS a2V T, sEH, &5 14 T
T T M OGN DS e A R B DI R e e %

Financial entities, other than microenterprises, shall have a crisis management function, which, in the event of activation
of their ICT business continuity plans or ICT response and recovery plans, shall, inter alia, set out clear procedures to
manage intemal and extemal crisis communications in accordance with Article 14.

ADTRIESEENT, UR%RIEREEID ICT FEEkEMR HENEONS ICT i i & O ICT 121 H7 Hli) She

BT 25E1ZIW T, IBELDOHKRFORT M UL DT OIEEIDOR ST 7t AR i/ smiirg
ET 2,
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Financial entities shall keep readily accessible records of activities before and during disruption events when their ICT
business continuity plans and ICT response and recovery plans are activated.

AEAEEPERE B, ESHEIRODOD Y RINTRIL, ICT Skt EoDRRBRoDS RS2l AR
EORROBEMARMET 2,

Central securities depositories shall provide the competent authorities with copies of the results of the ICT business
continuity tests, or of similar exercises.

~ A RZELISN D BREEE L, IGHEIROSH S Y R[DEERITIETT, HUa% 4 JmIIxIL, ICT LB
B DREIGAL LT U NTIDACTEERISHIAR O S ORI OHER i 5372,

Financial entities, other than microenterprises, shall report to the competent authorities, upon their request, an estimation
of aggregated annual costs and losses caused by major ICT=related incidents.

FHIEU) No 10932010, FHIEU) No 10942010 2 UHIHIEU) No 10952010 D5 16 ZRICHE,
ESAs T, HFRIZEESZNUT, 204427 H 17 BETIS, 6 10 B TR TENSTARROE A K&
ONEROHEEHZ BT A mE AR 2R ET D,

In accordance with Article 16 of Regulations (EU) No 1093/2010, (EU) No 10942010 and (EU) No 1095/2010, the
ESAs, through the Joint Committee, shall by 17 July 2024 develop common guidelines on the estimation of aggregated
annual costs and losses referred to in paragraph 10.

B RE 1\WIPVIOERSFHRUFR BELEIROFRRUFE
Atticle 12 Backup policies and procedures, restoration and recovery procedures and methods

L.

S= 2D ERE, IRERVRIRELIEERICID ICT AT L O —ZDEE A 15 B HD
72002, Y%A RERED ICT VAT~ R A MDD —EREL T, RS, ATz 245
EROSE LT 5:

For the purpose of ensuring the restoration of ICT systems and data with minimum downtime, limited disruption and
loss, as part of their ICT risk management framework, financial entities shall develop and document:

@ TERORNRIRMEE AT —F OB~V LT, Ty AR T 7 — 4D
FEPHN OV S 777y 7 O =~ ZOBFEDRA ZTED 2 Sy 7T 7 DRAT T3 M OF ot

backup policies and procedures specifying the scope of the data that is subject to the backup and the mmnimum
frequency of the backup, based on the criticality of information or the confidentiality level of the data;
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b BEEKOEIHOFH T,
restoration and recovery procedures and methods.

GRERAIL, Sy T T DEATTE R OFRHET N AL NEIROFRER OTHE > THE
WESIURD Sy I T T VAT WGBS D, 730 7T T VAT DOREIMUL, Fo N —7 K OfR
W AT DDOLEMEE AT — 2O M, RN, SeaMEb LI A bRl il T
T80, TEHARING, 37777 DFEllONAETE K O IR O T OTHEDRBRA TSI 1D,

Financial entities shall set up backup systems that can be activated in accordance with the backup policies and
procedures, as well as restoration and recovery procedures and methods. The activation of backup systems shall not
jeopardise the securrity of the network and information systems or the availability, authenticity, integrity or confidentiality
of data. Testing of the backup procedures and restoration and recovery procedures and methods shall be undertaken

periodically.

HE DLV AT N TS0 7 7T —5 S B8, SREEaIE, Tt ICT T AT )50
PRA M OSRFRA S BESIZ ICT S AT L&D, 20D ICT AT, HEEROT /A% -
1% ICT 1BY 22 TSI, D0, MBS CT —HE AT DO/ 7 7 HFIHTED
IO L —E DR DEE ) ATRE b DET D,

‘When restoring backup data using own systems, financial entities shall use ICT systems that are physically and logicalty
segregated fiom the source ICT system. The ICT systems shall be securely protected fiom any unauthorised access or
ICT conuption and allow for the timely restoration of services making use of data and system backups as necessary.

FRIERREBICRAL T3, EIRFHEND, % R R e S DD D ik CE D40
\ZF DT R OTIE HIERATE T CEDIINTT L7280, BHEDRHRIZIIT DR TORG | DE
[HZSERTRE b DES D,

For central counterparties, the recovery plans shall enable the recovery of all transactions at the time of distuption to
allow the central counterparty to continue to operate with certainty and to complete settlement on the scheduled date.

T —HREP—E AT TSN, FAUTINZC, Yl F DY —E A% R AL K ONE
FREH-570, WG IRAHERRL K OV S0 7 7 HEE TR A7 T D,

Data reporting service providers shall additionally mamtain adequate resources and have back-up and restoration
facilities in place in order to offer and maintain their services at all times.

~A7ZEUNOSREIERNT, T EOTEVEA I T D &R, e ONERER H.
T DINEMNDHD ICT REJ1EHEEF T3, ~ A7, Mg~ AT ZEDIRT T a7 7 )V
HRELLUC, ZOI7TEMDHS ICT BES 1 MR T 2B A2 95,
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Financial entities, other than microenterprises, shall maintain redundant ICT capacities equipped with resources,
capabilities and finctions that are adequate to ensure business needs. Microenterprises shall assess the need to maintain
such redundant ICT capacities based on their risk profile.

AEZRER TPOREREBENT, S OB A /T TDIE UV RN, R, BEREM ONEEE OF
LTS 77K bl 1 DORE W BRGAHERF 32,

Central securities depositories shall maintain at least one secondary processing site endowed with adequate resources,
capabilities, fimctions and staffing arrangements to ensure business needs.

TET- A &
The secondary processing site shall be:

@ RXBIESNTZVAT 7 a7 7 A NS DT Ea i 5720 S =AU AT IR L T
B 5.2 1= MRS DD BT DB AN T D L 13D, -2/
P SHERY I BN ZFEL

located at a geographical distance from the primary processing site to ensure that it bears a distinct risk profile and
to prevent it fiom being affected by the event which has affected the primary site;

(b)  FTDMEGETEFRRO AN AT RZAEREL LI X E o RAEONBE AR T DT A5 TE, %
7243, AR B AIDFEFANI IS CURZBRIEBED /N T 7 S8 A B 4 3% bR
BT DT LA DT DN MBI —EADL VAR A DTN TE,;

capable of ensuring the continuity of critical or important functions identically to the primary site, or providing the
level of services necessary to ensure that the financial entity performs its critical operations within the recovery
objectives;

© DG CERI2 T A TNV T, AN AIRZBERE S/ - S E B FERED kRt
PEZHER D720, Ui%BREBIONEEE I U THIRA ST 7 A TELbDET 2,

immediately accessible to the financial entity’s staff to ensure continuity of critical or important functions in the
event that the primary processing site has become unavailable.

18 2 DBEREOTE IRIRFTHE] B AZE K OME T HIRE B AU E 205, ibkRaY, ZoMRE S rI K2
BEREE I TEEMEEE THDEDD, O, TGO o3 DI R e NI A% B 8
\CAIND, ZDOIH7AE AR AL, ARIRIRIEDTFUA T, SRS —EAL Ui
AL QDL R,
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In determining the recovery time and recovery point objectives for each fimction, financial entities shall take into account
whether it is a critical or important fimction and the potential overall impact on market efficiency. Such time objectives
shall ensure that, in extreme scenarios, the agreed service levels are met.

ICT LBHET DA LT U N HEIRT 28, SR, famEnT —205EaMhMERisivseZ
CEHEIRT D120, ZHEO RREBEEED, MBS REZI T D, VAT LEIZEBNTETD
TN B L QDI EEME T 57230, SN ORI ERIRE D HOT —Xa FEEE DR B
T, EISD SRR TSNS,

‘When recovering fiom an ICTrelated incident, financial entities shall perform necessary checks, including any multiple
checks and reconciliations, in order to ensure that the highest level of data integrity is maintained. These checks shall also
be performed when reconstructing data fiom extemal stakeholders, in order to ensure that all data is consistent between

Systems.

B BE FEIHLERHELTHL
Atticle 13 Learning and evolving

L.

AT, MRS A S, ICT LBERE DAL LT, 0o, A3 — I BE 9%
TEHRAEE T DT O DRET I LGB ZRT, 130, THUSH L% DT o2 s = S |-
DIEHEINTHU Th D RIABR DS L% T 5,

Financial entities shall have in place capabilities and staff to gather information on vulnerabilities and cyber threats, ICT-
related incidents, in particular cyber-attacks, and analyse the impact they are likely to have on their digital operational
resilience.

SRS, TRELOERZSHTL, 2>, ICT OERITH5E 35 11 o1 ICT FEiks:
MRAHOFFNI IS DM B UG8 A T35, Meka Rk i@ A RELS TS ICT
CERHETDREIRAL TR ICT ERET DA L T U MO AR T D,

Financial entities shall put in place post ICT-related incident reviews after a major ICT-elated incident disrupts their core
activities, analysing the causes of disruption and identifying required improvements to the ICT operations or within the
ICT business continuity policy referred to in Article 1.

~AVEZELISNOGRIERA Y, BERISUT, BEHMEROHLSJRITHIL, 55 1 B TRY ICT
LBBES DAL T U NDOFEHI A > TSN R AT 2,

Financial entities, other than microenterprises, shall, upon request, communicate to the competent authorities, the
changes that were implemented following post ICT-related incident reviews as referred to in the first subparagraph.
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|

% 1 BPEORT ICT SRS DA LT U hNOFERHE, LA FOZELENRTD5EE 50, ik
TN THDMEDITDED0, O, AT IEBDS TN T 90 e H e T 5

The post ICTrelated incident reviews referred to in the first subparagraph shall determine whether the established
procedures were followed and the actions taken were effective, including in relation to the following;

@) XTGBT DR Y ICT LR DA T L ADRL Z DURAISD
HWrORROHE:;

the promptness in responding to security alerts and determining the impact of ICT=related incidents and their
severity;

(b) AN LEWTT AL, AL Do 2T O TORE L ;
the quality and speed of performing a forensic analysis, where deemed appropriate;

© URZEREMERINICRITDA L T NDT AT — a DFEE;
the efféctiveness of incident escalation within the financial entity;

d  PEBRUYNIOAREDFZNE,
the efféctiveness of intemal and extemal communication.

5 26 SO 27 SR TSI =T VA VE E S ER EIaE 73R8 b - 5S-G,
AFONZ, ICT FERRe R HRRE NS ICT $fiSa & O ICT 18 IHF RS bl VB m L7445
PRSI -STC, B3O ICT T DAL T b, EDDLT, TA7 =) NS TS =286
1%, BG5S [FHFLORM TR DR Eod FIE L ORI RISzt e B3R, M
\Z, ICT VAZRHl B ADH BV SRHEIA FD, TAULOHIEERIE, 55 6 4565 1 TIORT
ICT VAR~ A MR DR R SR O U7 FUE LD IREA TR T,

Lessons derived from the digital operational resilience testing carried out in accordance with Atticles 26 and 27 and
from real life ICT-related incidents, in particular cyber-attacks, along with challenges faced upon the activation of ICT
business continuity plans and ICT response and recovery plans, together with relevant information exchanged with
counterparts and assessed during supervisory reviews, shall be duly incorporated on a continuous basis into the ICT risk
assessment process. Those findings shall form the basis for appropriate reviews of relevant components of the ICT risk
management framework referred to in Auticle 6(1).

TR, 5 6 558 8 D CIED DIV Mkl T 5 s BB FoDlaliE Rk
DFED TR EAREART 2, SREEENE, ICT VAZORFORSEI kA~~~ L, ICT UAZ

115



L IEHAMES 10 &5 %5 (202546 H)

DIY A= % — DL Y VE RS D LS, L0V, RAJR7ERE R - F B A hhE
EORHRIZINT, ICT EBBET DA T U, EVDUT, YA/ =B EZ0D, — DFEFE, XA
7, BB R OV LA ATL, >0, YREARMEERD YA/ R LB REEA AL RS D,

Financial entities shall monitor the effectiveness of the implementation of their digital operational resilience strategy set
out in Article 6(8). They shall map the evolution of ICT risk over time, analyse the frequency, types, magnitude and
evolution of ICT=related incidents, in particular cyber-attacks and their pattems, with a view to understanding the level of
ICT risk exposure, in particular in relation to critical or important finctions, and enhance the cyber maturity and
preparedness of the financial entity.

Bt ICT 1T, D7KERRT, #EEPRITHL, 55 3 BTN HEERAHEL, 2o, #E
TERIEAARTT D,

Senior ICT staff shall report at least yearly to the management body on the findings referred to in paragraph 3 and put
forward recommendations.

SAEERT, A% ARMERIOIR B FI A — AP OFREAY 2T 2— VLT, ICT £=lT7 0
A _ER RIS T s OIS TEIEA SR E S5, ZHOOFHE R OSIEY, 2T
TEER KON B BRI SR TR ATRE 2L DL, 030, ZAVENDNRFEOMEREI TFR)GOOE
MESDL VA0, ZHDNHEDIREET, SmitsEaIE, 55 30 2855 2 THOIIE ), MiZamtpERdn
WS LRI AN —LOHZICT Y—R/ =T —E A7 0 M H DD,

Financial entities shall develop ICT security awareness programimes and digital operational resilience training as
compulsory modules in their staff’ traning schemes. Those programimes and training shall be applicable to all
employees and to senior management staff; and shall have a level of complexity commensurate to the remit of their
functions. Where appropriate, financial entities shall also include ICT third-party service providers in their relevant
training schemes in accordance with Article 30(2), point (i).

TATEELSNDOBTIERAIE, ICT D&M BN OF DV E P ORI 357
DISTBHAORLE DDVFDE B BT DL HBLE S, TEHIRNT, k7Bl o
R, MRS, BITEDYA N — OB - 377 TR DA S — I LI
720, BATD ICT VAZ =X AT BRI, AR EEAAR,

Financial entities, other than microenterprises, shall monitor relevant technological developments on a continuous basis,
also with a view to understanding the possible impact of the deployment of such new technologies on ICT security
requirements and digital operational resilience. They shall keep up-to-date with the latest ICT risk management
processes, in order to effectively combat current or new forms of cyber-attacks.
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FEUE =F
Atticle 14 Communication

L 556K 1 TR T ICT VA~ R A MSHAO—EREL T, GmiiRa 3, @ik e OHRs [FiF
(RN NIRITHIL, D7KEb, ICT ERE T OREIRA L T U R INas9 A, FEAD
S THEYN IR DI La I RE S D e i Hla R 2,

As part of the ICT risk management framework referred to in Auticle 6(1), financial entities shall have in place crisis
commumnication plans enabling a responsible disclosure of, at least, major ICT=related incidents or vulnerabilities to
clients and counterparts as well as to the public, as appropriate.

2. ICT UAZ= A MWSHAO—ERELT, BRI, PHREEE A R O MER E BERR A 1)
TOAREEFATT IS5, WEERTT O RESEATTENS, ICT VA7~ AN 59%
W DRIZIBNT, L0, G SEINICEE MG RO LRI A S DL D
OAEEE LD IV TG T DU EN A BRI AN,

As part of the ICT risk management framework, financial entities shall implement communication policies for intemal
staff and for extemal stakeholders. Commumnication policies for staft' shall take into account the need to differentiate
between staff involved in ICT risk management, in particular the staff responsible for response and recovery, and staff
thatneeds to be informed.

3. AEMEBANODK S 1 B DENT, ICT LESET DA LT L N R A S5 A& -2
BH, D30, D BRI, IS OSBRI OMEREE T -9 HDET D,

Atleast one person in the financial entity shall be tasked with implementing the communication strategy for ICT=related
incidents and futfil the public and media finction for that purpose.

BISE ICTYRIRRDANDY—IV, Fif, TOLRARUEFRFHOELTLESE
Atticle 15 Further harmonisation of ICT risk management tools, methods, processes and policies

ESAs |3, HLRIZEESENUT, BMES YA/ S—EF 275 (ENISA) /D00 BT |-
T, LFOZE D600, Hammist] EOHAENER R E T 5:

The ESAs shall, through the Jomt Committee, in consultation with the Furopean Union Agency on Cybersecurity
(ENISA), develop common draft regulatory technical standards in order to:

@ RYNT =IO DI B, 55 9 545 2 TR T ICT BT O 5AR
Jrkt, FE, FIER O — VORI ED N Lrk RO H &R R ED D120, RALT—
SR CHU B R R A R RTREL 9572, S Hdiia 2D, T —X DRIk,
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FLIEME, e R OB 2R 272D, WONT, REZ[EELL OANE IEZRIEHF D720
B > 27— SR FAARRE S DT

specify firther elements to be included in the ICT security policies, procedures, protocols and tools referred to in
Atticle 9(2), with a view to ensuring the security of networks, enable adequate safeguards against intrusions and
data misuse, preserve the availability, authenticity, integrity and confidentiality of data, including cryptographic
techniques, and guarantee an accurate and prompt data transmission without major disruptions and undue
delays;

9% 9 5 A AN T T/ A~ T AANOMHER O BUR ORI ESR AR R EL, WO
\Z, T RADOHER, MR- K OBGEDO T, o NI —ZRIHD —, ), 1T 3%
B OGN W2, ICT UAZ EOBIRIZISIT BB 7 Tal At U7 B Z RS AR
T HZEOM B ZED DR T D NIEIROIEA S AR R E T 5720

develop further components of the controls of access management rights referred to in Article 9(4), pomnt (c), and
associated human resource policy specifying access rights, procedures for granting and revoking rights,
monitoring anomalous behaviour in relation to ICT risk through appropriate indicators, including for network use
pattems, hours, IT activity and unknown devices;

B BN R A ATREL 555 10 4557 1 THOHCHIlH 238D S AT O
ICT LEEG DA T AORRHIODE [ 4570555 10 25545 2 THOTF TSI FAEIF N
SN T AR RRET D120

develop further the mechanisms specified in Axticle 10(1) enabling a prompt detection of anomalous activities
and the criteria set out in Article 10(2) triggering ICT-related incident detection and response processes;

25 11 21565 1 TR ICT S8t D SATT O ESEOM B 2B IEE0 51250 5
specify further the components of the ICT business continuity policy referred to in Article 11(1);

ZDIIFRERN, TR CEIRN YV IR E TR Al R FSRE S - SR RO
DS EE A VST DFT VAT EICE I ANAZE, 7, k%72 ICT —K/—7
—ERT T M DUEFEET A FENLIIND ISR ER V0528, O, FANEE 7L &I,
LIVEND T 0 \ME DIHEEF BT DBARIN A 2 ENHIEr 52 A3 5720
I, 55 11 5550 6 U T ICT F8ikiia HElORABROM B 2R R ED LT

specify flrther the testing of ICT business continuity plans referred to in Aticle 11(6) to ensure that such testing
duly takes into account scenarios in which the quality of the provision of a critical or important finction
deteriorates to an unacceptable level or fails, and duly considers the potential impact of the nsolvency, or other
failures, of any relevant ICT third-party service provider and, where relevant, the political risks in the respective
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providers’jurisdictions:

® 11 5556 3 T ™3 ICT bt & OY ICT 48 [HE RO RO/ B 25 R EH D7

& W

specify further the components of the ICT response and recovery plans referred to in Auticle 11(3);

@ & 65F STITRT ICT UAZ< R A MEAD RIEUZES T DS EONAR K OER
O E ZBIRIED DT80,

specifying firther the content and format of the report on the review of the ICT risk management framework
referred to in Article 6(5);

ZIVLDVERI EOHAEHEZA SR E D8R, ESAs 13, B/20@Rh—E AP 7= HlEEN 0O
IR EE DDA DRI Z B R AN DD, SREBIDOBIN ORI 20 707 74
by WNT, HREEREREODT—E2, TEEh N OSEEETIOME, B OIS
éo

‘When developing those draft regulatory technical standards, the ESAs shall take into account the size and the overall risk
profile of the financial entity, and the nature, scale and complexity of its services, activities and operations, while duly
taking info consideration any specific feature arising firom the distinct nature of activities across different financial services
sectors.

ESAs I3, FRINZEEZITHIL, 202445 1 A 17 BETIZ, ZAUusmibl EOHAREER AR N5,
The ESAs shall submit those draft regulatory technical standards to the Commission by 17 January 2024.

FHIBEU) No 10932010, HEIEU) No 10942010 & USHHIEU) No 10952010 D455 10 5720 \UEF 14
RIAETH 1 EIPTSIER OB SRS D2 d > TCORRRIEARE T D7D DHE
FRIE, RRMNZB SIS TR 5115,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards

referred to in the first paragraph in accordance with Aticles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 109522010.

165 HRILSII ICT YRITRIANHHEH
Atticle 16 Simplified ICT risk management framework

1. ZOBRIDZE 55720 U5 15 5103, /N CRIAAS A7 BEEARZE, F5BU) 20152366 1280
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T FABRAN SRR ; ORISR 2 4555 4 TR B L7 DS E LT A%
FRIELOBHRZIB N TIFES 201336EU |2l RISV HERS  F545 2009/110EC 12k~ T
PRSI~ — 5B M ONT, /N T RIS A RS e U Gl L Qe s
Uy,

Atticles 5 to 15 of this Regulation shall not apply to small and non-interconnected investment finms, payment
nstitutions exempted pursuant to Directive (EU) 2015/2366; institutions exempted pursuant to Directive 2013/36/EU
in respect of which Member States have decided not to apply the option referred to in Article 2(4) of this Regulation;
electronic money institutions exempted pursuant to Directive 2009/110/EC; and small institutions for occupational
retirement provision.

55 1 BIPREHF D270, 55 1 BIFEO P CHIBEsSIE AN
Without prejudice to the first subparagraph, the entities listed in the first subparagraph shall:

@ BRI TR N O T Z OB Db 0E 50, ICT UAZOIGE, 2%
B BB~ R AR DA K OF SRODFE A E 6O D Bl ) D S kS
A2 ICT VAT~ R A MR T D > ORERFL

put in place and maintain a sound and documented ICT risk management framework that details the
mechanisms and measures aimed at a quick, efficient and comprehensive management of ICT risk, including
for the protection of relevant physical components and infiastructures;

b) ETOICT VAT LD LA R OSBRI AL
continuously monitor the security and finctioning of all ICT systems;

© URAEFAROTER K OV —E 2RO T2 R DT, BAFT, [EHE 12307
OEHD ICT DY AT L, FIEZ O —VOFRIZID, ICT VAZ OB =~< kL, >

D, FNT—7 R OGRS AT 2O T —2 DR FlE, BEiEM:, 558 M OWE= M4
TEYNBIREL ;

minimise the impact of ICT risk through the use of sound, resilient and updated ICT systems, protocols and tools
which are appropriate to support the performance of their activities and the provision of services and adequately
protect availability; authenticity, integrity and confidentiality of data in the network and information systems;

d) RYNT—ZRONER AT LND ICT YAZ R OB FEIEEhOR AR E IR E S
FRHHSIUSDINNTL, 2o, ICT LR ET DA LT NS C B US2I90 2L ;

allow sources of ICT risk and anomalies in the network and information systems to be promptly identified and
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detected and ICT-related incidents to be swiftly handled;
© ICTH—R =T —E A7 N~ DT DR
identify key dependencies on ICT third-party service providers;

6  DIKES T YT DOTTRINERD TR &), FEkGes R ON RSO R O
BIADTTRIZID, AN IR BEREE ) FEH B BEREORKEM 2R L ;

ensure the continuity of critical or important flnctions, through business continuity plans and response and
recovery measures, which include, at least, back-up and restoration meastres;

@ ORI EHE R ORI ONZ @)K DN IE»> TSI B EER O A E IR
Bl

test, on a regular basis, the plans and measures referred to in point (£), as well as the effectiveness of the controls
implemented in accordance with points (@) and (c);

G @RI O T L NDOFE T Db T DS VORAS = E BR O WE
ICT VAZZHi 7 e ADFI YN IZEL, 730, BN ICT VAT a7 7AW HiEo
C, ICT w3 = U7 B0 HE] M OGS LR E D70 DT 4 L E A R EolRlE
TIBRE R ET D,

implement, as appropriate, relevant operational conclusions resulting from the tests referred to in point (g) and
from post-incident analysis into the ICT risk assessment process and develop, according to needs and ICT risk

profile, ICT security awareness programmes and digital operational resilience training for staff and management.

51T 2 BPA@NTTR T ICT YA~/ A M AT, TEHARIS, IO ICT LEEdA 7
AT UNDFAITGUT, BB EOFREESTLUC, SGEH LS ONLEEIND, EDORHAA
13, SEER O SIRA T DEG A AU C, Mt CUaESND, ICT YA~ R A M
HD FEUZ ST 2SS, TREHETRO® D Y RO ZRITIGUC, BagHERRDOSHS Y il
THethsihs,

The ICT risk management framework referred to in paragraph 1, second subparagraph, point (2), shall be documented
and reviewed periodically and upon the occurrence of major ICT=related incidents in compliance with supervisory
instructions. It shall be continuously improved on the basis of lessons derived fiom implementation and monitoring, A
report on the review of the ICT risk management flamework shall be submitted to the competent authority upon its
request.

ESAs 13, H[FIZERES%1LC, ENISA 2 bOE RIEEE - EC, LLFOZEDi=Hi2, Hamoik
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il EDEHFHERZATE T %!

The ESAs shall, through the Joint Committee, in consultation with the ENISA, develop common draft regulatory

technical standards in order to:
@ B 1IEE 2 BE@IORT ICT UAZ~ R A WSO E OBV DR E A O/ H A5

®)

©

@

©

WEDDID;

specify further the elements to be included in the ICT risk management framework referred to in paragraph 1,
second subparagraph, point (a);

o NT—7 DR, IRAET —Z BRI CH I DY e 2 e R FEHLATEIC L
WONZT—2O T HVE, EOEME, SERMR OWERRIEAHERTT DL WBLED D, 55 1 HES 2
BIPRONTR T ICT YAV DFEAR =~ MU DI AT I, AR O —/LEDRHRIC
FUNT, FERREROM H A BIIRED L0,

specify further the elements in relation to systems, protocols and tools to minimise the impact of ICT risk referred
to in paragraph 1, second subparagraph, point (c), with a view to ensuring the security of networks, enabling
adequate safeguards against intrusions and data misuse and preserving the availability, authenticity, integrity and
confidentiality of data;

1 IR 2 BP9 ICT Skt 5 HBloORE R SR O H & i E D 57200 ;

specify further the components of the ICT business continuity plans refemred to in paragraph 1, second
subparagraph, point (),

SRR OB RS DEUEDR B ZBIRTED, 2>, 55 1 TEHF 2 BITE@ R
FUROITIMAEAEIRL, KO, TDI7GRRS, TR TN~ VE I IRIRE TRAIK
TeARE T X E B R RE DRI D VA S L ST DL VA Z B B B AN DT A e
PRID720;

specify further the rules on the testing of business continuity plans and ensure the effectiveness of the controls
referred to in paragraph 1, second subparagraph, point (g) and ensure that such testing duly takes into account
scenarios in which the quality of the provision of a critical or important finction deteriorates to an unacceptable
level or fails;

55 2 TR ICT YA~ A WS HAD RIE B D EHOWNA L OEAORH
ARRED DI,

specify firther the content and format of the report on the review of the ICT risk management framework
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referred to in paragraph 2.
ZIODER EOBAAERELR AR E T D, ESAs 13, SRlEBIOBIE L O RRi)) 27 a7
TV, WONT, YR%ERFERRDY—E 2, JEEh K& ONEEE OIS, R O E R8I
WO

‘When developing those draft regulatory technical standards, the ESAs shall take into acoount the size and the overall
risk profile of the financial entity, and the nature, scale and complexity of its services, activities and operations.

ESAs (3, BRINFERITHIL, 200445 1 A 17 HETIZ, TS0kl EOHHEAERZR T2,
The ESAs shall submit those draft regulatory technical standards to the Commission by 17 January 2024.

FRIEU) No 10932010, HIHIIEU) No 10942010 K USHAIEU) No 10952010 D45 10 5720 L 14
D TE 1 AR I AR EOBAEEAARIRT 52 L s T ORI AE T 570D
MERRIE, PRINEESITHIL THER B,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards

referred to in the first subparagraph in accordance with Axticles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No
10942010 and (EU) No 1095/2010.
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FEME ICT LESET DA TUNDTRIOAN, SHERURE
CHAPTER I ICTrelated incident management, classification and reporting

BI7E ICT EBET B2 TUMDIROANTOER
Atticle 17 ICT4elated incident management process

L.

LTSRN, ICT LRBETHA S T UMk, B L OSEETT 57200 ICT SREEd 5 A
STFADVHI AT B AR TR, BRI,

Financial entities shall define, establish and implement an ICT=related incident management process to detect, manage
and notify ICTrelated incidents.

STREEAIE, 2T ICT EBBET DAL T T U N OKE A — A7k 5, RFsES L,
ICT LERET DAL LT hO—EMHRH) > A SHRE, Bl L OFk a2
128D, ZDII AT UANDFEE S DT DIARAFIRA R ES, SCE S OSPLES
MDA RS DI DY Ttk N T B AATEDD,

Financial entities shall record all ICT4elated incidents and significant cyber threats. Financial entities shall establish
appropriate procedures and processes to ensure a consistent and integrated monitoring, handling and follow-up of ICT-

related incidents, to ensure that root causes are identified, documented and addressed in order to prevent the occunrence
of such incidents.
VIR ICT ST D10 L T UMD R AN A
The ICT4elated incident management process referred to in paragraph 1 shall:
@ S ORTART;
putin place carly waming indicators;

) AT NOESE R OVAETIY, KO, 55 18 555 1 O CED LI IEEC
e, BB T A —E AR R RPEZIY, ICT LERET DA LT U NeidalL, BBl
B AROERL, KOy U KR OV AT DFlaii T,

establish procedures to identify; track, log, categorise and classify ICT-elated incidents according to their priority
and severity and according to the criticality of the services impacted, in accordance with the criteria set out in
Atticle 18(1);

© B2 ICT LEFET DAL LT A ADXAT O VAT U CREEN LS A ED B D155
K ONEAES T,
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assign roles and responsibilities that need to be activated for different ICT-related incident types and scenarios;

A 5 14 RTUEATHEER, SMBOMIERICRA M OB k3 DRz R Hil OV
K 2uEENODGHE, ICT RS DRIE DG E0, V‘J*BODIWUI/%‘/E‘/%?E@%FET,
AEONT, B WRTF-EU T T8l DB x4 DOt iz e 23

set out plans for communication to staff] extemal stakeholders and media in accordance with Article 14 and for
notification to clients, for intemal escalation procedures, including ICT4elated customer complaints, as well as for
the provision of information to financial entities that act as counterparts, as appropriate;

© 7l ICT LRBETDREIRAL ST SRS A PIIR O L CiESh Az, K&
O, Rk T 7K bt ICT EBRET DRI/ AL LT DS, 288, s UMD 78
ICT LBERET DA+ T U RO RE L GRIT OO M E ER 2 R U Cl SR At
DHZEERERL,

ensure that at least major ICT-related incidents are reported to relevant senior management and nform the
management body of at least major ICTrelated incidents, explaming the impact, response and additional controls
to be established as a result of such ICT=elated incidents;

(O SRR AI200 ICT SRBEG DAL T MRS Tia s T, £z, —E 2, Ji
IRFDRERRC, 1M IR DRI TILD LA D,

establish ICT=related incident response procedures to mitigate impacts and ensure that services become
operational and secure in a timely manner:

5B 185 ICT LBBET B TURNRUS A \—BBD5 R
Atticle 18 Classification of ICT-related incidents and cyber threats

1. ARWEESY, ICT LR DA T U NVERHEL, 130, LA FORMEL FHEL LU L% T b
DB 25

Financial entities shall classify ICT-elated incidents and shall determine their impact based on the following criteria:

@) SBASTT R F TR EOHG FHFOEBK O F Tk, WO, L] af
REZREENE, 2% ICT LRRES DAL o 7 U NI TR AT o0 LD OBRFT 33, KOy
WL ICT LB DA 2 7 U NS RH] DB FE U S ET ) 7),

the number andlor relevance of clients or financial counterparts affected and, where applicable, the amount or
number of transactions affected by the ICTelated incident, and whether the ICT-related incident has caused
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reputational impect;
P—ERE LR ED, ICT LR L7 U NOFRGEHIH
the duration of the ICTrelated incident, including the service downtime;

LODU, 2O TGRS 520 BE&1E, L ICT LB 2(
TN S TR ST S B 2 B 2 %0

the geographical spread with regard o the areas affected by the ICT-related incident, particularly if it affects more
than two Member States;

F—2O M, BIEVE, 5eeME o ML ORI T, 243% ICT SREEd A1
TN T —H DR,

the data losses that the ICT-related incident entails, in relation to availability, authenticity, integrity or confidentiality
of data;

YT )L RN B 2D, AT —E AD R
the criticality of the services affected, including the financial entity’s transactions and operations;

HERTANZHRRRIANTS, Ma% ICT LRETD1o7 U MORRFAIEEE, LoblY, HEK D
[AREDEL I K OMRS,

the economic impact, in particular direct and indirect costs and losses, of the ICT-related incident in both absolute
and relative terms.

SRR, MFAARRRE DO ED K ONE A ERA G D, UAZIZEH L QDT —E AD AR H]
RN, JHANESI AR -1 34w OB RTS8 O 0aak& Hal ONZY A R LT
LU OHFR QR FREL LT, YA i REb DL T 5,

Financial entities shall classify cyber threats as significant based on the criticality of the services at risk, including the
financial entity’s transactions and operations, number and/or relevance of clients or financial counterparts targeted and
the geographical spread of the areas atisk.

ESAs T, LFRIFEESANMLT, 72, ECB KUY ENISA 7 \b00 8 RIS~ T, L FOFRD
B 2RI R E D DHAROER OB AEER AR ETS:

The ESASs shall, through the Joint Committee and in consultation with the ECB and ENISA, develop common draft
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regulatory technical standards further specifying the following:

@)

®)

©

ICT LR DREI AL TUN, FAE, oK, TS UL TR O 22 LA
FHREIAL TN THSTC, 5 19 558 1 HOF TSI G F5 AR Db 0%
HIET DD BHEWEOBIEE G, 5 1 HOF CEDSLIT I,

the criteria set out in paragraph 1, including materiality thresholds for determining major ICT=related incidents or,
as applicable, major operational or security payment-related ncidents, that are subject to the reporting obligation
laid down in Article 19(1);

ICT LBBETDREIRAL LT Ub, FT, LK, PR I 24k R
FTHREIRA LT NDMEATHITT 5 B BIOT=DIZ, BRESHERROSH S Jl 2Tt
TR EDTEFS 7 IS HER OB D Y Al T U Gl S UVAAEE, dFONS, 2 19 5557 6 ALY
5 7 IO R OS2 Y RO THA SIS ICT LE#T RS e v T b
DOFEIMEE, 2T, b, #HEEEL L TEO MBS A RE e T
NOREHEIE

the criteria to be applied by competent authorities for the purpose of assessing the relevance of major ICT-related
incidents or, as applicable, major operational or security payment-elated incidents, to relevant competent
authorities in other Member States’, and the details of reports of major ICT=related incidents or; as applicable,
major operational or security payment-related incidents, to be shared with other competent authorities pursuant to
Atticle 19(6) and (7);

REILH AN AE T DD DB OBEZ 0, A 2 HOTTEDS
T,

the criteria set out in paragraph 2 of this Article, including high materiality thresholds for determining significant
cyber threats.

AGRE 3BTRS Sl EOTHITIERARTE T D8 ESAsIS, 5 4555 2IOTTED
DIVHE, AFONT, ERRA R, Ehnsilb el X, oD bOHEREZ9,
ENISA (Z& > TRIER OVARSHISERFER R OHARE B IBIIAND, 5 4 55 2 O TE
OEIT-FHERTE 5 BRIDT=0IZ, ESAs 1, ICT EBBET 21T U Myl ZBdldoi s
ZEANER T DT 5372 IR E FEBIRE AR ATREI T D 2D~ A7 3 ON T MEZE
OISO FEEA E IR ~5,

‘When developing the common draft regulatory technical standards referred to in paragraph 3 of this Article, the ESAs
shall take into account the criteria set out in Auticle 4(2), as well as intemational standards, guidance and specifications
developed and published by ENISA, including, where appropriate, specifications for other economic sectors. For the
purposes of applying the criteria set out in Article 4(2), the ESAs shall duly consider the need for microentetprises and
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small and mediumsized enterprises to mobilise sufficient resources and capabilities to ensure that ICT4elated incidents
are managed swiftly.

ESAs 1E, FRINFEESITHL, 200445 1 H 17 BETIS, ZHoDImoEf] FooBfiEnEsafit
H:l'—a‘%)o

The ESAs shall submit those common draft regulatory technical standards to the Commission by 17 January 2024.

JHEIEU) No 10932010, HEIEU) No 10942010 }z OSEEIEU) No 10952010 DF-5F 10 5720 L 14
RINEDTE 3 TR IVE] EOBAAHEAEAEIN T 5 LS CTORRIERRE DT DD
[, BB TH2 55,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards
referred to in paragraph 3 in accordance with Articles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No 1094/2010
and (EU)No 10952010.

FF ICT HEETHREGA LT ADBERUVARE A —BEOEEDEM
Atticle 19 Reporting of major ICT-related incidents and voluntary notification of significant cyber threats

L.

SRR, ARSE 4 TRITHESTC, 56 46 SR s/ IS HENR OB 4 SR oxfL, ICT SRS
FTOREIA AT N E D,

Financial entities shall report major ICT-elated incidents to the relevant competent authority as referred to in Article 46 in
accordance with paragraph 4 of this Article.

SRS, B 46 ST ORREHERR DS AEIN Y Il S LA ARL TUVAEEE, Hsak
El L, RSO TEDLINTHMERE K OF65% I T3 DS & A& 7 I HER RO 4 /i L
T, ORISR Y R FEES D,

Where a financial entity is subject to supervision by more than one national competent authority referred to in Auticle 46,
Member States shall designate a single competent authority as the relevant competent authority responsible for carrying
outthe fimctions and duties provided for in this Article.

HHIEU) No 10242013 O 6 5565 4 TEITHETRENESFESN - SASHEEAIE, 54 201336EU
D 4 SR> THRESN 0k 7 RO AIEN Y 6L, ICT SRRE D RE A
FUNEE T2, ZOYMEL, BHIC, BECBITHL, Yikis 225335,

Credit institutions classified as significant, in accordance with Axticle 6(4) of Regulation (EU) No 10242013, shall
report major [CTelated incidents to the relevant national competent authority designated in acoordance with Article 4
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of Directive 2013/36/EU, which shall immediately transmit that report to the ECB.

% 1 BFED HROTDIZ, AsEaY, 2 COmS/MERANEL O, 5 20 /TR
FREFNEFAV VORGSR 4 TR ef)oidsin e OSREEA VB L, 70, BEHERDSH D4
(TR, TSAARHT S, BAICA ATRE CH DT I A T\ VAo ANDEE 2 C
VDG, SRR, A RTFEA N LT, BOSHEROG DM TR, 185,

For the purpose of the first subparagraph, financial entities shall produce, after collecting and analysing all relevant
information, the initial notification and reports referred to in paragraph 4 of this Aticle using the templates referred to in
Atticle 20 and submit them to the competent authority. In the event that a technical impossibility prevents the
submission of the mitial notification using the template, financial entities shall notify the competent authority about it via
altemative means.

5 AT TR T IR K OS E3, ICT LB DRE AL T A MORESZHEL, 7,
[EBTaEA D5 B FH L T 27Dl S HER DI D Rl 2o > T 224 TN
HAEDD,

The initial notification and reports referred to in paragraph 4 shall include all information necessary for the competent
authority to determine the significance of the major ICT=related incident and assess possible cross-border impacts.

LTESBE D A IS HERR OB D M RS98| BIFEIC I DS 2 5 47, AERkENT,
KN DERIEBAF I XA TOERIBERTDS, 55 EU) 20222555 | > THRESIVE IR T Hi
TRERBHEBR OGBS Y SR F AT B2 2T A 2T U NI T— A (CSIRTS) {25 LT,
55 20 SRR RIERA I YORSE 4 TR T IRpIOEET L O S 2 i D L2
RTETED,

Without prejudice to the reporting pursuant to the first subparagraph by the financial entity to the relevant competent
authority, Member States may additionally determine that some or all financial entities shall also provide the initial
notification and each report referred to in paragraph 4 of this Atticle using the templates referred to in Auticle 20 to the
competent authorities or the computer security incident response teams (CSIRTS) designated or established in
accordance with Directive (EU) 2022/2555.

BRIFEBAE, 2B BRI AT L, Y KR F TR LB DB Chhl T D
RFEREA S HIMr DL, AREC, kRS MEIRODG D 4 SR S L CRE A S — s
TED, TFETAIHGHMERDOB LU, F 6 TR HIOBERST LRI, ZDI7E AR
fTED,

Financial entities may, on a voluntary basis, notify significant cyber threats to the relevant competent authority when
they deem the threat to be of relevance to the financial system, service users or clients. The relevant competent authority
may provide such information to other relevant authorities referred to in paragraph 6.
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HIAIEU) No 10242013 O 6 555 4 T e TRENEASFESI- 5EREAE, 154 201336EU
D 4 S THRIESI k57 S HERR OB AIEIN Y Sl kL, (5T, KE A —E
BRI CED, FOYENT, BHIZ, ECBIZXHL, MUilbiai&Z95,

Credit institutions classified as significant, in acoordance with Aticle 6(4) of Regulation (EU) No 1024/2013, may, ona
voluntary basis, notify significant cyber threats to relevant national competent authority, designated in accordance with
Atticle4 of Directive 2013/36/EU, which shall immediately transmit the notification to the ECB.

HERRIEN S, 565 1 BIRICIE > TIER @i 2@mIEEE7S, FRH(EU) 20222555 | it~ THREShE
To3RRF S - CSIRTS (2R L Ch, [RlkIA A E CEDILERE TED,

Member States may determine that those financial entities that on a voluntary basis notify in accordance with the first
subparagraph may also transmit that notification to the CSIRTS designated or established in accordance with Directive
(EU)2022/2555.

ICT LR DREIRAL T UNITAEL, D30, BAR D& FOF SIS 58824 L X,
SRS Y, ASEE A, MEARERE N DAL LT U NTR A RBITE DI, Mk
STEBADRERITKIL, FD ICT EBBETHREIe A T U NIBALR O DI oA T U ND
ADFBIATAN T DD ELNT-TRIZBEIL, k&35,

Where amajor ICT=related incident oocurs and has an impact on the financial inferests of clients, financial entities shall,
without undue delay as soon as they become aware of it, inform their clients about the major ICT=related incident and
about the measures that have been taken to mitigate the adverse effects of such incident.

REILHANN—ERROGFATIBNTD, SRS, TN TRE LT, Uik emibREn
OB\ TSR IR, ORI DDA CE Lt it 5 Rzt 372,

In the case of a significant cyber threat, financial entities shall, where applicable, inform their clients that are potentially
affected of any appropriate protection measures which the latter may consider taking,

AFERANY, RS SHEBRDO®HD G RN, 55 20 5565 1 TH@YNZIE> CEDHIVAHIARMIZ,
LLT oL 5:

Financial entities shall, within the time imits to be laid down in accordance with Auticle 20, first paragraph, point (2),
point (i), submit the following to the relevant competent authority:

@  FHIOE;

an initial notification;
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©) BHIDOAL LT L ROWRBENREL LA T & F 3R AT e g7/ s A S L C
ICT LREHETHREIRAL LT U NI VARSI - LI TE DI, WD 777
—NFIH ATRE 2L THNT, T3, BRESHERROSH DM RDERIDELR D S HEXT, TV
T SIS EAEE TN ST, @V T IR IOEIDE DR

an intermediate report after the initial notification referred to i point (a), as soon as the status of the original
incident has changed significantly or the handling of the major ICT=related incident has changed based on new
information available, followed, as appropriate, by updated notifications every time a relevant status update is
available, as well as upon a specific request of the competent authority;

© FEROTTRDWUIFEESNI DR, AR OT35E TUIZEET, KOy, 2
BROFCEDEED MEENEZABIAR DT ORI PIREARE &S, i,

a final report, when the oot cause analysis has been completed, regardless of whether mitigation measures have
already been implemented, and when the actual impact figures are available to replace estimates.

ADFEEBAE, WRNEEETE K OSEPIBIDEIPNIAITHE , ASD Mot #0555 —R /S =71
P—E2T W AFNH LTINS —ATED, TDIIET TN — 2592058, Sikemtki,
AT U NREDE AT 2 ZBAL, AT TA AL BE T2,
Financial entities may outsource, in accordance with Union and national sectoral law; the reporting obligations under this
Atticle to a third-party service provider. In case of such outsourcing, the financial entity remains fully responsible for the
fulfilment of the incident reporting requirements.
55 4 T ORI 22 BT E M OB i A5 AL ST, TSROSO M RS, 2
LA C N ENWDOIIHERR A LD ~KHHEE LT, LU OSZREA TR, WRFORERE T, ICT
LBRET DRI A LT N R AT D
Upon receipt of the mnitial notification and of each report referred to in paragraph 4, the competent authority shall, in a
timely manner, provide details of the major ICT4elated incident to the following recipients based, as applicable, on their
respective competences:
(@ EBA, ESMA £/=/Z EIOPA;

EBA, ESMAorEIOPA;
b 25 1 @), OO et DS5, ECB;

the ECB, in the case of financial entities referred to in Article 2(1), points (a), (b) and (d);
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© TEEHERO®SY R, FEHEU) 20222555 (HE> THRIESIE TR T O - - aE R
F7713 CSIRTs;

the competent authorities, single points of contact or CSIRTS designated or established in accordance with
Directive (EU) 2022/2555;

) ERIGEES N OFEEEAOMAEU) No 806201470055 7 4545 2 TR IV E AL ORISR
T, Tz, FOIIFEIEHANES 2014/59BU O 2 44585 1 THE 35 BSOEMRIRITA R
Al RIKEREA IR T D LK DVARVZ B DAL T U NIRRT HH D ThHHEET, H
AI(EU) No 8062014 55 7 5555 4TBO)K O 5 TR R IVE TR O L —T7 LORIRIZE
T, F59 2014/59/BU 5 3 SR 9 e 2 J=) M OVl U B 2 (SRB) ;1if7
Wz

the resolution authorities, as referred to in Article 3 of Directive 2014/59/EU, and the Single Resolution Board
(SRB) with respect to entities referred to in Axticle 7(2) of Regulation (EU) No 8062014 of the European
Partiament and of the Council®”, and with respect o entities and groups referred to in Article 7(4)b) and (5) of
Regulation (EU) No 8062014 if such details concem incidents that pose a risk to ensuring critical fimctions
within the meaning of Article 2(1), point (35), of Directive 2014/S9/EU; and

© FNLLSD, ENIED FIZH0mE e TEHRE,
other relevant public authorities under national law.

7. 5 CTEITHESTTROSZ D, EBA, ESMA %7713 EIOPA K O} ECB 13, ENISA 755007 IR
Tl BT, o, WEHISHERROHD Y R LT, 20 ICT LBETHRE AT R
DMIORERKE DTS HENRDE D Y4 Jail 2 &~ Gk Tl o ) e i Hili 35, TORMED, EBA,
ESMA 7713 EIOPA 13, AIREZRFRDIESANT, ootk E DS s HEBROS D Y A TxiL, L
DVHEIT D, ECB 13, BRI FPRgRy THRIFEORERR BRI, P AT LR DA @
Y5, TOIEHNGT-EET, BEHEBROGHD 4R, LdK, &Rl AT AORIRFOZTE
MAARE T DT DI B L 2 D4 CORSER T D,

Following receipt of information in accordance with paragraph 6, EBA, ESMA or EIOPA and the ECB, n
consultation with ENISA and in cooperation with the relevant competent authority, shall assess whether the major ICT-

57 B REHEALERODA A S OB RUGH R DS NI ZI0U T EAEHERE K O E DBt LD E
RERDT= DO — B HRE B OSE— AV aFfseaaxi T2 ONVTHRIAIEU) No 10932010 ZefiE 2R M
O 201447 A 15 H OBHIEU) No 8062014 (0JL.225,30.72014, p. 1).
Regulation (EU) No 806/2014 of the European Parfiament and of the Council of 15 July 2014 establishing uniform rules and a
uniform procedure for the resolution of credit institutions and certain nvestment finms in the framework of a Single Resolution
Mechanism and a Single Resolution Fund and amending Regulation (EU) No 1093/2010 (OJL.225,30.72014,p. 1).
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related incident is relevant for competent authorities in other Member States. Following that assessment, EBA, ESMA
or EIOPA shall, as soon as possible, notify relevant competent authorities in other Member States accordingly. The ECB
shall notify the members of the Furopean System of Central Banks on issues relevant to the payment system. Based on
that notification, the competent authorities shall, where appropriate, take all of the necessary measures to protect the
immediate stability of the financial system.

8. RIFEHIREREEN RAMERIENI W TEB A SRS/ G #aL > QD84 ICT LB
BT DREIRAL LT U NRAMBRIE DO SR Z Lo TG ekl RA A LS EAD A LY
TR RIS B BRI HESR DS D 4 RO T EDMFAE T D8 A T, RS
55 7 IEIZIS ESMA ISk T T aidsn L, ARANEREOmRR 22 e 2T ICT LR85
REIA LT NG A BRI T B T DI HESR DS D X4 JRIOIRE A5 T 3720720,

The notification to be done by ESMA pursuant to paragraph 7 of this Article shall be without prejudice to the
responsibility of the competent authority to urgently transmit the details of the major ICT-related incident to the relevant
authority in the host Member State, where a central securities depository has significant cross-border activity in the host
Member State, the major ICT=related incident is likely to have severe consequences for the financial markets of the host
Member State and where there are cooperation arrangements among competent authorities related to the supervision of
financial entities.

F2WNF HBEORTRUHEDESE
Atticle20 Harmonisation of reporting content and templates

ESAs 1%, H[FEERESEMLUT, >0, ENISA Y ECB 7o & RIEEAR- T, LLFObL0%
RETD:

The ESAs, through the Joint Committee, and in consultation with ENISA and the ECB, shall develop:
@ LA RO HOVER EOBAEAESS:
common draft regulatory technical standards in order to:

() & 18 FKFE | HOP CEDOIINER I D78, KON, RS ENZ 3%
HOWEML OMLGEA LT N)SEE E BRE 2 TR O LRV BHET DR E oA
T AN DD S Ve HIE DT O ORI H FTED SO B DR R SR A AAT
7230, ICT ERHE AR L T U NDOHEEDNEE D HLE;

establish the content of the reports for major ICT-related incidents in order to reflect the criteria laid down in
Atticle 18(1) and incorporate firther elements, such as details for establishing the relevance of the reporting
for other Member States and whether it constitutes a major operational or security payment-related
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incident or not;
() FHMIOMEIL U 19 556 4T RSSO BIRAIE T DL
determine the time limits for the initial notification and for each report referred o in Article 19(4);
(iil) KREAVA NI BT DDA TED DL,
establish the content of the notification for significant cyber threats.

OOV EOHATEENER AR IE 28, ESAs 13, AlBIO IR OV AR/ 27
Ta77 b, WNZ, Yi%AREERIOY— 2, R ONE = EPROME, Hi & UM
PEAEBIZAN, F2, L0biT, ALY BRI, B2 b IR SETI s h
DT EAMELRT DI HBLED, ZORAINR YRS (EU) 20222555 1284 ICT LBEhH#ET 51
TN A~D—BMOH DT T 0T HA R DI L E T DT e, AR Ok
MEBREIAID, BSAs 1, [FFER ORI Y TELNLT 7 a—F bt LA A28
WO, e, FO S VAT 5,

When developing those draft regulatory technical standards, the ESAs shall take into account the size and the
overall risk profile of the financial entity, and the nature, scale and complexity of its services, activities and
operations, and in particular, with a view to ensuring that, for the purposes of this paragraph, point (a), pomt (ii),
different time limits may reflect, as appropriate, specificities of financial sectors, without prejudice to maintaining
a consistent approach to ICT4elated incident reporting pursuant to this Regulation and to Directive (EU)
2022/2555. The ESAs shall, as applicable, provide justification when deviating fiom the approaches taken in the
context of that Directive;

ICT EREGDREIA > T U NS LM K& A/ ST 8957 5D D4l
REDT= b DREHER 053K, BRI O\ e B O DT O DB FEHAEEZS,

common draft implementing technical standards in order to establish the standard forms, templates and
procedures for financial entities to report a major ICT-related incident and to notify a significant cyber threat.

ESAs [T, PRINZEERITRIL, 2024 4F 7 A 17 HETIZ, 5 1 @ g Homoolkl]_Eos e
YER N O 1 EITEO O s Hamo JEE R EnER AR 97D,

The ESAs shall submit the common draft regulatory technical standards referred to in the first paragraph, point (a), and
the common draft implementing technical standards referred to in the first paragraph, point (b), to the Commission by 17
July 2024.

HIHIEU) No 10932010, HHIEU) No 10942010 2 OHIHIEU) No 10952010 DA 10 55720 \LEF 14
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SR THES T 1 TH@ s 9 YEH EOBAHEREABR D M 2> CTORIAARE T D7D DkE
[, BRINFRE SR TH-Z BV,

Power is delegated to the Commission to supplement this Regulation by adopting the common regulatory technical
standards refemred to in the first paragraph, point (a), in accordance with Articles 10 to 14 of Regulations (EU) No
1093/2010, (EU) No 10942010 and (EU) No 1095/2010.

FHIEU) No 109322010, HHIEU) No 10942010 K OHHAIEU) No 10952010 DAEES 15 5T 1
(b T HAEO FEEITHEHEA BN 27- O OFEN T, WINEE SR THEZ BN,

Power is conferred on the Commission to adopt the common implementing technical standards referred to in the first
paragraph, point (b), in accordance with Axticle 15 of Regulations (EU) No 1093/2010, (EU) No 10942010 and (EU)
No 1095/2010.

B2AF ICT HBES HREGA T AOBEDERPIE
Atticle21 Centralisation of reporting of major IC T-related incidents

L.

ESAs I3, HFRIEESEILT, 5D, ECB TN ENISA 7 5E REEHU7- FC, 4mikR) o
ICT E&ﬁ@ﬁék’é‘@f//T/]\U)ifﬁﬂ:@ﬁ&')@@* EU T ORRENIDA 2T NSO
7o LD SEE AT REME AR M3 DAL RIS A e 35, ZOFRERS, ICT SERET 5
AT UNDHEOTVEAREL, BIER T 28 HAHIRL, 7>, %L@Hﬁﬂ%ﬁﬁéeu o)
BLED ST —<BNDIW %K Z DT80 DIHREAREDET S,

The ESAs, through the Joint Committee, and in consultation with the ECB and ENISA, shall prepare a joint report
assessing the feasibility of firther centralisation of incident reporting through the establishment of a single EU Hub for
major ICT=related incident reporting by financial entities. The joint report shall explore ways to facilitate the flow of ICT=
related incident reporting, reduce associated costs and underpin thematic anatyses with a view to enhancing supervisory
convergence.

TR HRERE L, D7Kid, LU OSSRt &3 7%:
Thejoint report referred to in paragraph 1 shall comprise at least the following elements:
@ H— EUNTOREORHRAT;

prerequisites for the establishment of a single EU Hub;
) O HROREDOEELBHR I DIAI 250, 524k, HIIRKR VAT,

benefits, limitations and risks, including risks associated with the high concentration of sensitive information;
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(© oA LB A FEMA R R 27Dl D B2 FEHRE
the necessary capability to ensure interoperability with regard to other relevant reporting schemes;
d) TEEERL O~ NS,
elements of operational management;
© IERREERDHMT;
conditions of membership;

O H— BUATIZT AT HI00, SRR R O HERODDEP BT OB
FDOFALT

technical arrangements for financial entities and national competent authorities to access the single EU Hub

@ WMERHPVHRA W, Hi— BU /NI R DIEEE I T N7 4 — LR B> ThN
L AR ST,

apreliminary assessment of financial costs incurred by setting-up the operational platform supporting the single
EU Hub, including the requisite expertise.
ESAs |3, e, Bl R OWINEBRITHL, 202545 1 A 17 HETIS, 5 1O
FrAEH T2,

The ESAs shall submit the report referred to in paragraph 1 to the European Parliament, to the Council and to the
Commission by 17 January 2025.

ERE BEELEOI—F/NvH
Atticle22 Supervisory feedback

L.

W ATREZ R &, EIPNEITHESTC, F8EU) 20222555 D FiZdhd CSIRTs D ¥SEftsiuiso it
B AT T, S E IR L O OB O FE R T 52872, WSRO 4 /S,
19 555 4 TR T eI HLT- L& M O i 22 fHLT- & X T, 2O A RS L, /)
D, ZINFEHLIATRE/ 2L XL, E0blT, FALlo& i 2 BT ok CIEA LS mE Fasa F)
HTEAINTTHIETEAST, YrLAREREaI L, BRFORERE T, W) OB/ 7 +—R
R FTAIE R ERFES AR TX, 2, YL ARSEBI ORI G SRR IR K OVl
R T B DA =~ MU L OSBRI 57200 ikl C&D, U Lo~
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AR\ VBT HTE7, AFEERY, 5 19 450 1 B ISV ICT LBhET B o7
L OEER NZBAL K O DFE R CAET D ECBEIL, A= AR i T,

Without prejudice to the technical input, advice or remedies and subsequent follow-up which may be provided, where
applicable, in accordance with national law, by the CSIRTS under Directive (EU) 2022/2555, the competent authority
shall, upon receipt of the initial notification and of each report as referred to in Atticle 19@), acknowledge receipt and
may, where feasible, provide in a timely manner relevant and proportionate feedback or high-level guidance to the
financial entity, in particular by making available any relevant anonymised information and intelligence on similar
threats, and may discuss remedies applied at the level of the financial entity and ways to minimise and mitigate adverse
impact across the financial sector. Without prejudice to the supervisory feedback received, financial entities shall remain
fully responsible for the handling and for consequences of the ICT=related incidents reported pursuant to Article 19(1).

2. EBSAs iE, HRIEESANLC, EA LR UERbA—XT, KT, ICT LR ARE/ A
TUNIBIU T 5, TOWEEOFEHINGL, D7edlt, ICT LBHETHRE/ AT b
DFL, DAL T L NOMEL R OV RE OO = B PR~ RN T B DAL T L NDE
B FEUDNT R EOTEENN O T B EFIEE LT, 3 19 5555 6 TAIZHESTC, BGHERROS
DY e ofEfitEinns,

The ESAs shall, through the Joint Committee, on an anonymised and aggregated basis, report yearly on major ICT-
related incidents, the details of which shall be provided by competent authorities in accordance with Atticle 19(6), setting
outat least the number of major ICT=related incidents, their nature and their impact on the operations of financial entities
or clients, remedial actions taken and costs incurred.

I, BRI, F-, ICT OB EMSHED 5T% S % BT D EE DR VR 5,

The ESAs shall issue wamings and produce high-level statistics to support ICT threat and vulnerability assessments.

¥ 3% 5{EME8, RFHME, NEEREY—ERT0/ (5 RUBFIr—HELERT HEEER
FERBEOR L LESET BTk

Atticle 23 Operational or security payment-related incidents concerning credit institutions, payment institutions,
account information service providers, and electronic money institutions

AREDPTEDONIZEAHTL, %A 2T NGRS, TREHEE, DR —E 27
AL ROFE -~ HERALBIR T DL, HEE PR IRF O LML EET D27 N
LT M O E A B 72| TR DL VELBEH T DO RET A 2 7 NS U Thil S D,

The requirements laid down in this Chapter shall also apply to operational or security payment-related incidents and to
major operational or security payment-related incidents, where they concem credit institutions, payment institutions,
account information service providers, and electronic money institutions.
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FIVE TOALEEEE FOEERNHER
CHAPTER IV Digital operational resilience testing

B UG TOEEEE L OEHENEERORATI BT HRRIEY
Atticle24 General requirements for the performance of digital operational resilience testing

L.

ICT CERET DAL LT U NEBRO T DUEFREES AT~ B ), 7 2 VidEE 5B Eolalg
INTHNT289 A, KIa M ONBRAFSR5972 B IOV IED S R AU Z 524972 B 72D
(S, AR ZELISNDARIREBEAY, 5 4 5558 2 TEOF RN FEEE B AN, 7o,
6 FRITRT ICTUART R A WEHAD R A RIE 3 EUTC, BAF) > > alfGi 27 2 Vil
PR ORI R AR EL,, HERFL L OVRIET,

For the purpose of assessing preparedness for handling ICT-related incidents, of identifying weaknesses, deficiencies
and gaps in digital operational resilience, and of promptly implementing comrective measures, financial entities, other
than microenterprises, shall, taking into account the criteria set out in Atticle 4(2), establish, maintain and review a sound
and comprehensive digital operational resilience testing programme as an integral part of the ICT risk-management
framework referred to in Article 6.

TR Vs E PR EOlEE T ARG RN, 2 25 SR OVE 26 SRITES TR ST UVOREFANDRE
i, R, Fk, EHEROY— 2502,

The digital operational resilience testing programime shall include a range of assessments, tests, methodologies, practices
and tools to be applied in accordance with Articles 25 and 26.

ARG | TR T O VEEEEE EORHE T RRBRG A S T30S, ~A/nhZELSN o4
RIFEREI, 26 4 545565 2 THOH CED DA FEEZ BB AN, ICT UAZDHELL-> 0024,
RER D AmhRE A WS QOB A TSI b LI REEDYAY, TE & ED AR K
KOS AT —E AD A IR PRI ON Y 5% AREERD i U Chh o b8 2 B2 DAt D BR -
B MDA _R—2ADT 7 0—F | HED,

‘When conducting the digital operational resilience testing programme referred to in paragraph 1 of this Auticle, financial
entities, other than microenterprises, shall follow a risk-based approach taking into account the criteria set out in Article
4(2) duly considering the evolving landscape of ICT tisk; any specific risks to which the financial entity concemed is or
might be exposed, the criticality of information assets and of services provided, as well as any other factor the financial
entity deems appropriate.

~A7RZELSNOGRIBERR L, PHE ChonINIE THLMN IO, SRR 5
FN Lo TERSNDZ LAl R 2D, BRSO Y F o TESN YA, ik
B, 472G IRAARAL, 20, SRBRODRGE HBEE M OFA TR 28U T, FRSFRR ST SIS
ZEENE R D,
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Financial entities, other than microenterprises, shall ensure that tests are undertaken by independent parties, whether
intemnal or extemal. Where tests are undertaken by an intemal tester; financial entities shall dedicate sufficient resources
and ensure that conflicts of interest are avoided throughout the design and execution phases of the test.

~AEELISNOERIEEEAI T, SR TAIBL THOMN IS -4 TORTEDES A TRD,
TV M OWEH T D TR OEATTRIETED, 10, FIESHICAETOR8R, KRIaEI
TR SIS RLSI QD ZE AR E S DT O DPNERORIETEZ E D D,

Financial entities, other than microenterprises, shall establish procedures and policies to prioritise, classify and remedy all
issues revealed throughout the performance of the tests and shall establish intemnal validation methodologies to ascertain
that all identified weaknesses, deficiencies or gaps are fully addressed.

A7 ZEUNO SRR L, D7 EVRIR T, AR R HRE I B WA 2 54T
DICT AT LR OT TV r—a AZBAL, w978 TSN A a5,

Financial entities, other than microenterprises, shall ensure, at least yeary, that appropriate tests are conducted on all ICT
systems and applications supporting critical or important flnctions.

F25F ICT DV—ILRUIRTLDFER
Atticle25 Testing of ICT tools and systems

L.

5 24 RORTT U VEREEHL EoORRE R HEL L, MEESHERHn A O AR, A—
=253, NI —I X277 il ey 7T, BRI e VT D RIEL, T
—INEORF A= T DI TN =T 2Ly, FIDNENE TR Rl & X/ —Aa— RO REL, &
FUAR—2DFER, BHEORER, ZFITRE DR, = BV — U ROERIF N AR —
S B BROIO72, WOV EROIFE T, 5 4555 2 HOF TED AT e TED D,

The digital operational resilience testing programime referred to in Axticle 24 shall provide, in accordance with the criteria
set out in Article 4(2), for the execution of appropriate tests, such as vulnerability assessments and scans, open source
analyses, network securrity assessments, gap analyses, physical security reviews, questionnaires and scanning software
solutions, source code reviews where feasible, scenario-based tests, compatibility testing, performance testing, end-to-
end testing and penetration testing,

AR PR RE N OV R S FRREE X, AR AR AR R 37 J BB A S 2 DT
TR E IO T TV r— au b A 7T IR— M OY ICT H—E ZDBLE £/ S E
DRI, WMz 2, 792,

Central securities depositories and central counterparties shall perform vulnerability assessments before any deployment
or redeployment of new or existing applications and nfrastructure components, and ICT services supporting critical or
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important functions of the financial entity.

AT, VARSI N—ADT 7 a—F % ICT RO S SR OBl T,

—HITBITD, RGO TEDLI- ICT FEROTDITEY CHNOETROHIFLL OWFHH L, i
T2, BElE, VAIDIAT, G ED A KM OISO Y —E 2O R, 2
NG, ZOGRIEBAO RSN AS 2 L BRES 128D, COMMODBERETSREIN DD T AD
LT 7 —TF TR DB BN 52828 C 3 1 B RT3 ez 17975,

Microenterprises shall perform the tests referred to in paragraph 1 by combining a risk-based approach with a strategic
planning of ICT testing, by duly considering the need to maintain a balanced approach between the scale of resources
and the time to be allocated to the ICT testing provided for in this Article, on the one hand, and the urgency, type of risk,
criticality of information assets and of services provided, as well as any other relevant factor, including the financial
entity’s ability to take calculated risks, on the other hand.

8265 TLPTZERELT S ICT DU—), SRTLEVITOEADEELGHR
Atticle26 Advanced testing of ICT tools, systems and processes based on TLPT

L.

165555 1 IR | RIPAI R IVETIRDISNO SRR M OISR 8 T 3 BITAICHE> Gl 1=
NE~ATEELSNOERIERAT, D7 3 43S, TLPT ([CXAm S aliRAa 34795, 4
TSI AT T a7 7 AV HREL LT, o, EEEEL ORI AZBIZ AN T, Tk
METRDBD YRS, T BT el X1, SRR IR, ZOMEEARGL Fo 3o 2 oA 2
FTED,

Financial entities, other than entities referred to in Auticle 16(1), first subparagraph, and other than microenterprises,
which are identified in accordance with paragraph 8, third subparagraph, of this Article, shall carry out at least every 3
years advanced testing by means of TLPT. Based on the risk profile of the financial entity and taking into account
operational circumstances, the competent authority may, where necessary, request the financial entity to reduce or
{8 % OBBAN—AD SN — RS, SR BIOR 7 D E 34 ORI RIHRHEE
T B B AE c T DbDEL, D0, EDIIIMEREE XA HT7A7 T I ar VAT BT
BTSN,

Each threat-led penetration test shall cover several or all critical or important functions of a financial entity, and shall be
performed on live production systems supporting such functions.

SRR, ICT J—h =T =27 0 AL TR/ —ASEIA R ICT R S
TAV AT T A LD CFGISIIARN AT RIS A ST S ST b8 A 50X D ICT DV AT
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L, Tt OFdNa &0, R RIFEREF I X/ AEREN N ICT S —E2E R 2 DTk
TeHEL707 ICT DS AT L, T e Offiaikn 475,

Financial entities shall identify all relevant underlying ICT systems, processes and technologies supporting critical or
important fimctions and ICT services, including those supporting the critical or important finctions which have been
outsourced or contracted to ICT third-party service providers.

ABRIEEBENE, ORI ERERT I I BT AEAEDS TLPT (COHESH AU ED D7) aiHilli g 2,
ZORHMRERE, TLPT ORI EHAED, 730, MaSHERDGHD YRl TRRES VD,

Financial entities shall assess which critical or important fimctions need to be covered by the TLPT. The result of this
assessment shall determine the precise scope of TLPT and shall be validated by the competent authorities.

ICT Y—R =T —E 27 44278 TLPT O &&= QO OVAERE, ke mibeiai s,
ZO TLPT ~DFDI 72 ICT Yr—R/ =T —E AT 0 M H DBV DT8O B
DI R O ALY, H>o, HRE, ZORROBSFAffER D2 ORIV BT AR
%)o

Where ICT third-party service providers are included in the scope of TLPT, the financial entity shall take the necessary
measures and safeguards to ensure the participation of such ICT third-party service providers in the TLPT and shall
retain at all times full responsibility forensuring compliance with this Regulation.

55 2T 1 IOV 2 RIBRA I H2873<, 35 3BT~ TLPT ~O ICT Yh—R/ =7 th—
EAT T MEDSNNYi% ICT R =T =27 7). OFIRIOiE FHEPHSN
HHEFRTHOREZI L TSN A —E 2D EL LU TLB M 6 DR DR E -1 %
ZDII 7R 5T — ORI ST DR DAL SE AR RIS A EET,
WEEARSEE L ORS3% ICT Y —R =T —E 270 M1, 5% ICT —R/ =7 h—t
AT B, FEESNZ | DOLFIERADYERED TC, ICT S—t &AL QAR &
RFERE B 5927 — STz TLPT (F—/VS7=alliR) &34 792 BIODT2DIZ, 243% ICT
—RR—=T R T A YSNEROFRERH 4 3 L O] CEBA N _ EOBIRDICAD &%
EHAIZIVEETED,

Without prejudice to paragraph 2, first and second subparagraphs, where the participation of an ICT third-party service
provider in the TLPT, referred to in paragraph 3, is reasonably expected to have an adverse impact on the quality or
security of services delivered by the ICT third-party service provider to customers that are entities falling outside the
soope of this Regulation, or on the confidentiality of the data related to such services, the financial entity and the ICT
third-party service provider may agree in writing that the ICT third-party service provider directly enters into contractual
amangements with an extemal tester; for the purpose of conducting, under the direction of one designated financial entity,
a pooled TLPT mvolving several financial entities (pooled testing) to which the ICT third-party service provider
provides ICT services.
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FOT—)VENTRERIY, USSR > TENE D ICT Y—F7 =T —E 27
K LD CEIT AR AT R SsRE 7 LR B oReA S X DS /et G ICT Hh—E 24 tfE
T2, T —NESNTRBRI, O L ESNTZRABRICS I QOB AR > T TshT-
TLPT CTHHEHIMISILD,

That pooled testing shall cover the relevant range of ICT services supporting critical or important fimetions confracted to
the respective ICT third-party service provider by the financial entities. The pooled testing shall be considered TLPT
carried out by the financial entities participating in the pooled testing,

T =)VSHIGRERI SN QOSBRI T, aESI QOO —E 2O L 2 T %5
JEICANZ BT, R CRESND,

The number of financial entities participating in the pooled testing shall be duly calibrated taking ino account the
complexity and types of services involved.

SRR, ICT —R =T —E 27 & K OGR4 8% 5D D0 MRS HERR D524
JHIAN T EDMOBIEE LTI C, T —H TR DR S B DU RS, G FE IR 5%
FBOVARY, AR RIFSEEFT I X EEWERE, Y A HE B B Sk DIRELOV A ZFERn
T5720, Wik AmER B S, Uik emiERIO R AR TFOMIT, F-0%, SR, %
IR A~ AN PR AR D,

Financial entities shall, with the cooperation of ICT third-party service providers and other parties involved, including the
testers but excluding the competent authorities, apply effective risk management controls to mitigate the risks of any
potential impact on data, damage to assets, and distuption to critical or important flnctions, services or operations at the
financial entity itself; its counterparts or to the financial sector:

FRERODEAS ZRUNT, W E M OWHNR TEE S ESIVA%, SRR, MO, Zhasii ke
L&, AN ED, 5 9 THFIIH 10 TEITHE> THIESH AR SHL, k7]
WEkE ROELE, MG HEE K OREEH A>T TLPT A I TSI - 2 SGEAR I 2,

Attheend of the testing, after reports and remediation plans have been agreed, the financial entity and, where applicable,
the extemal testers shall provide to the authority, designated in accordance with paragraph 9 or 10, a summary of the
relevant findings, the remediation plans and the documentation demonstrating that the TLPT has been conducted in
accordance with the requirements.

YR, TESHERDG S M RO TEBAS—AD SR — o RO A AGRIN TED
JONTT D70, BRMERIAIL, SCETIHMESNObDLLT, SEEIH > TR T
STV L B3 DR E AR5, BRtEBA L, BRSPS HEIRDD D RITHL, ZDRE
A, RPN RO B M OWHHR HEEZ 1892,
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Authorities shall provide financial entities with an attestation confirming that the test was performed in acoordance with
the requirements as evidenced in the documentation in order to allow for mutual recognition of threat led penetration
tests between competent authorities. The financial entity shall notify the relevant competent authority of the attestation,
the summary of the relevant findings and the remediation plans.

ZOIILGFENEZLALT O, BRI, W, 55 4 ORI HIROFEICRIL 2irys
HEEA BT,

Without prejudice to such attestation, financial entities shall remain at all times fully responsible for the impact of the tests
referred to in paragraph 4.

SRR, 55 27 SRTHESC TLPT 2375 H D7D, FRERHYFE LE540475, TLPT 232
9% B DT TSR AN ORRER RS H 2 DS, Sk amiiéBi L, 3 [mosti
TR CANERORRERE Y LK,

Financial entities shall contract testers for the purposes of undertaking TLPT in accordance with Axticle 27. When
financial entities use infemal testers for the purposes of undertaking TLPT, they shall contract extemal testers every three
tests.

FRHIEU) No 10242013 055 6 555 4 T THESTREWESIESH TS BAEREEEI, 45 27596 1
TH@Y 2N U ZHESTT, FNEOREROD A AV D,

Credit institutions that are classified as significant in accordance with Article 6(4) of Regulation (EU) No 1024/2013,
shall only use external testers in accordance with Article 27(1), points () to (¢).

SHETRDOBHD Y Ja T, UL F ORI REREELTC, 26 4 55455 2 THOP CEDLNT UL Z B
AT~ TG TLPT 2K T3 A2 LN BRSNS a3 4%

Competent authorities shall identify financial entities that are required to perform TLPT taking into account the criteria
setout in Article 4(2), based on an assessment of the following;

(@ SCELEETDER, LT, RSN oA M ORI R o T T TR E)
aGnrilta: 7 g par iR

impactelated factors, in particular the extent to which the services provided and activities undertaken by the

b) oK, FRNEAL A~V EIENL~ U D SRR DT 2730 77 ik %
G, BB LIE FORRE;
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possible financial stability concems, including the systemic character of the financial entity at Union or national
level, as applicable;

© MERID ICT VAZF a7 74V, HEZERBERED ICT AENEDL -~V EI 3B 5328l I
D,

specific ICT risk profile, level of ICT maturity of the financial entity or technology features involved.
RERRIENT, [ENL~LOSREIERFIZI T TLPT SRSE-2 I CREL Tk A B &R
H—DATEBHERSZARIEL, 130, ZOITBASBAITRIL, 2D RUZBIT D2 CORFHHER M OES
%%{%’G%z e}

Member States may designate a single public authority in the financial sector to be responsible for TLP T-related matters
n the financial sector at national level and shall entrust it with all competences and tasks to that effect.

ARG 9 TTEATARED R FEIZINT, 230, TLPT A3 T3 D EDEERSNDERIERS
Zno [T DMERRAIAT DL, BRGSHERRD®D M RIE, ALK O 27 TR IEO—5E
T TEERDFE T2, R FIORIOEN Y JJICZHETED,

In the absence of a designation in accordance with paragraph 9 of this Axticle, and without prejudice to the power to
identify the financial entities that are required to perform TLPT, a competent authority may delegate the exercise of
some or all of the tasks referred to in this Article and Axticle 27 to another national authority in the financial sector.

ESAs (4, ECB LA ELZ EC, LUFOZEDOM E ZRIERED D=8, TIBER-EU #5HAHEST,
RO EOBAHEUELR AR ETD:

The ESAs shall, in agreement with the ECB, develop joint draft regulatory technical standards in accordance with the
TIBER-EU framework in order to specify firther:

@ 2B STEER 2 FIHEDE D B BIDT OISV D A,

the criteria used for the purpose of the application of paragraph 8, second subparagraph;
(b)  PNERORBRAR MSE ORI FHAAR AT DB R OB e

the requirements and standards goveming the use of infemal testers;
© LUTFOZEEOBACRITHEN:;

the requirements in relation to:
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() Z525UTRT TLPT O i,

the scope of TLPT referred to in paragraph 2;
() PRI TEROE & DEFEDT 2—ZAYMEH RO FIE KL T 7 1—F;

the testing methodology and approach to be followed for each specific phase of the testing process;
(i) FRBRORER, #& T M OWRHEOAS B,

the results, closure and remediation stages of the testing;

@ BEORERIEN CHEEEETDERIBEREN Y SUIRZIsY VT, SRR 7ol T
HHGORHE St 3T O EI L~ VOB OB TR e I3 CEHIDNTT D
720D, BTEDZAT KOENLISND TLPT OFEZEDT=6D K OVFIRREROM A AGRDAEHED
T\ BLL ORI 1D AA T,
the type of supervisory and other relevant cooperation which are needed for the implementation of TLPT, and for
the facilitation of mutual recognition of that testing, in the context of financial entities that operate in more than one
Member State, to allow an appropriate level of supervisory mvolvement and a flexible implementation to cater

for specificities of financial sub-sectors or local financial markets.

ZAUSDER ORISR A HRE DI, ESAs 13, SR8 R—E GE I ST o158
MRFOMEE DT DR EE I B B S,

‘When developing those draft regulatory technical standards, the ESAs shall give due consideration to any specific
feature arising from the distinct nature of activities across different financial services sectors.

ESAs (%, BRINEERITHIL, 2004457 A 17 HETIZ, ZAUSDIERI EORAHEERZR T2,
The ESAs shall submit those draft regulatory technical standards to the Commission by 17 July 2024.

FHHIBU) No 10932010, FHHIIBU) No 10942010 K OSHIEU) No 10952010 DA 10 55720 LA 14
ST 1 RIBIORIER] EOBAEAEAEIRT A L Lo CCORHIEHRET 572D
HERRL T, RRMNZERITRIL THR BN,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards

referred to in the first subparagraph in accordance with Articles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No
10942010 and (EU) No 109522010.
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B 27% TLPT DEITOHOFEHELEDNEY
Atticle27 Requirements for testers for the carrying out of TLPT

L.

AR, TLPT 2373572012, LA T DOEISVOGERASE DA% VD!

Financial entities shall onlty use testers for the cantying out of TLPT, that:

@

®)

©

@

©

i FEDTEAMEL B ERHE SE T
are of the highest suitability and reputability;

S 1T O R AR T80, 70, B, ~ KM —S s R DL o
F— IR TSI AR S PR ST LA LY

possess technical and organisational capabilities and demonstrate specific expertise in threat intelligence,
penetration testing and red team testing;

R E OFRARRRD SIS T TRY, 03, AR TEIMERR L I H Bl
SFLCRY);

are certified by an accreditation body in a Member State or adhere to formal codes of conduct or ethical
frameworks;

M A R B DR RO I Rt S O 5% A B D 336551 T LDV 2D DA%
G, TLPT %579 DI ELBRET DAY D Bl e 7 A REORIRIZIS VT, JNED
PR AT AR CRY);

provide an independent assurance, or an audit report, in relation to the sound management of risks associated
with the canrying out of TLPT, including the due protection of the financial entity’s confidential information and
redress for the business risks of the financial entity;

RIEAT2 K O IAT 2DV AN T Db D50, k2R MZAR E R IRROME )
ORIV AEHRGE 2T VDTE,

are duly and fully covered by relevant professional indemnity insurances, including against risks of misconduct
and negligence.

PERORRERFH S 2 VO, SRsEST, 5 1 TAOZEHINNZ, LLFOFHTEAT T VD
T AR D,
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When using intemal testers, financial entities shall ensure that, in addition to the requirements in paragraph 1, the
following conditions are met:

@)

®)

©

RS HEIR OGS S Jal o TEIER 26 555 9 AU 10 TITHE>THRESHIZ
H—DATBAEBN LT, TDIDNTHVDZEDVEGESIZZE

such use has been approved by the relevant competent authority or by the single public authority designated in
accordance with Article 26(9) and (10);

M RNy 7 B OB A QU VDI E R O 3l BR DR RS N OV TERS
% CRRSFR S D SEE T AU TUOD T EDMEIRSIU QDT %, ks B HERR DB D X )
DMEERLT-Z &0

the relevant competent authority has verified that the financial entity has sufficient dedicated resources and
ensured that conflicts of nterest are avoided throughout the design and execution phases of the test; and

BRI D H LSRRI L OB TOMBE ThHOT L,

the threat intelligence provider is extemal to the financial entity.

ARRERANY, SN RRERE X O CRERE S AELKINN TLPT OFE RO B~ A N3
RUCWBZEARRERL, DD, AR, edkdRlT, 850, 1B, W15, 85 FEL 50, 20
TLPT O AN ERE S 57 —H D3 MB35 T LU QIR A2 XIS 2R 35,

Financial entities shall ensure that contracts concluded with extemal testers require a sound management of the TLPT
results and that any data processing thereof, including any generation, store, aggregation, draft, report, communication or
destruction, donot create risks to the financial entity.
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EVE ICT YR/ —FRIDEERL
CHAPTERV Managing of ICT third-party risk

SBIE ICT Y—F/ S—TAIRIDBRIFER AR ANDI=8 DR/ HEFIRR
Section] Key principles for a sound management of ICT third-party risk

285 KRRYEERRA
Atticle28 General principles

L.

STRERAIT, 5 6 5 1 TIOR3 AR D ICT VAT~ 2 A M A NICHD ICT UAZ
DARBIRIZLR—F LT, D30, UL FOEARFRNEST, ICT Y—RS—T7 VA7 Bik

N

Financial entities shall manage ICT third-party risk as an integral component of ICT risk within their ICT risk
management framework as referred to in Article 6(1), and in accordance with the following principles:

@)

®)

M ARMERRDEZE FOMEEE RA ESE AT ICT Y—E ZOF D7D o>
BRsb &30 QODATIEBEN L, i, ZoORRAI KON AlRE 2 il —E 5D FI2bhd
ETOFEOMST K OFORITICEL, I ET2AV 15,

financial entities that have in place contractual anangements for the use of ICT services to nun their business
operations shall, at all times, remain fully responsible for compliance with, and the discharge of, all obligations
under this Regulation and applicable financial services law;

SREEAD ICT Yr—R =T URI D~ HIANT, LU FOZEEBFEI NI T, Hsl
PEOJFAIN RS TIEESNS:

financial entities’” management of ICT third-party risk shall be implemented in light of the principle of

proportionality, taking into account:

() ICT LPHET DRI, B, e M OV
the nature, scale, complexity and importance of ICT=related dependencies,

(i) HREENENDOY—ERA, T RE A IHERED N AR TEENE, WO,
D RO =T LD —E 2 K OV Rl EEIOMR e M OV A M S350
TERY 38BN BT, ICT YR/ =T =27 1 M LD it
S ICT Y—E 2O 2585 ORI S DUAT,

the risks arising from contractual arrangements on the use of ICT services concluded with ICT third-party
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service providers, taking into account the criticality or importance of the respective service, process or
finction, and the potential impact on the continuity and availability of financial services and activities, at
individual and at group level.

WELATERED ICT UAZ~ R A MIRAD LT, 55 165555 1 TS 1 BIFEI R E TR
LSO lisEa e O Al ZELISNDOBTIRERA S, ZnasEH versEld, 55 6 5455 9 THIZ
IR ITF ARG A TR T, ICT —R/ =T UAZ B DS A ERR L >
TEWIN BT, ICT Y—R/ =T YA B9 2H%I L, ICT —R/ =7 —E 27 A4
DSHRIESI A R A R 7 SRE R - X B eSS 2 5 ICT Y—E 2RI BE D547 3%
BOBLEDEL, 130, fHBIN—RAT, Fz, ANk REXIT, Y7 H A=A OGS — A
TSNS, T, SRR SR AT 7 a7 7 A NAF N EZE EOP—E 2AOHHE
T OHEE OFHMZIEREE LT, BRI, RalR7cHBES/ I SR/ EREA (25 ICT h—t
AOR BT 255 _E OB EOBSRTB W TRFESNZU A% RIS,

As part of their ICT risk management framework, financial entities, other than entities referred to in Article 16(1), first
subparagraph, and other than microenterprises, shall adopt, and regularly review, a strategy on ICT third-party risk,
taking into account the multi-vendor strategy referred to in Aticle 6(9), where applicable. The strategy on ICT third-
party risk shall include a policy on the use of ICT services supporting critical or important finctions provided by ICT
third-party service providers and shall apply on an individual basis and, where relevant, on a sub-consolidated and
consolidated basis. The management body shall, on the basis of an assessment of the overall risk profile of the financial
entity and the scale and complexity of the business services, regularly review the risks identified in respect to contractual
arrangements on the use of ICT services supporting critical or important finctions.

UEARIERED ICT VAT~ A MEHAD—ERE LT, RS, AL~V I ONT
P HHEL AL ONEFEL LT, ICT h—R/—T7h—e X7 a2 ) ffitsinnd ICT
—EZOFHIZEE 922 TORK)_ EOBIRDEDOBHRAIZISUNT, THFROBGRIEAHERFEEIL) D
T TN,

As part of their ICT risk management framework, financial entities shall maintain and update at entity level, and at sub-
consolidated and consolidated levels, a register of information in relation to all contractual anmangements on the use of
ICT services provided by ICT third-party service providers.

5 1 BRI SR EORIRDOITL, NI RAFERES I THE AREE A% ICT —E 2R
MITHEHASNAEDEE TR DEZXRILT, TN SE SIS,

The contractual amrangements referred to in the first subparagraph shall be appropriately documented, distinguishing
between those that cover ICT services supporting critical or important finctions and those that donot.

AR, D7 EHERIRTT, BRGHERRDSH D Jall 2L, ICT S—EAOF I B 2817-72H)
PR, ICT Y—R/ S—T P —E 271 A Z OIER, B840 EOBGRO DA AT ONTHRfES
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FUTD ICT —E A ONEREIZBEL, 595,

Financial entities shall report at least yearly to the competent authorities on the number of new arrangements on the use
of ICT services, the categories of ICT third-party service providers, the type of contractual amrangements and the ICT
services and fimctions which are being provided.

TSR, BESHERRD &Y JROEERITIGU T, WaFSHERRO®HD M JRITKRL, SRttERED I
H7 R 2 SEE ATREN 9 2T DI DL T DB Z DN ATHII IR S C, 1RO IR A
FTELIDTL, Fald, ZERITEUT, BREDOREDEFTAA I TELIINTT %,

Financial entities shall make available to the competent authority, upon its request, the full register of information or; as
requested, specified sections thereof, along with any information deemed necessary to enable the effective supervision
of the financial entity.

AFEEEAIT, THESHEIRODBD DX JRNTL, AN A RZFERE S TR oREA S 2 5 ICT H—ER
OFIFNZB 2R B OZK_EDOEIRDIZEAL, KUY, HAERED AN IR FTol JEBEL 257
ENTIBUNT, IRFORERE T T2,

Financial entities shall inform the competent authority in a timely manner about any planned contractual amrangement
on the use of ICT services supporting critical or important finctions as well as when a function has become critical or
important.

ICT $—E AR BT 22K LB ZATHE DR, BRbsE3:

Before entering info a contractual anangement on the use of ICT services, financial entities shall:

@  HRERK OB A AR EREFI | B SREA 2 D ICT H—E 2RI 1A 1
LU VomEh Ml ;

assess whether the contractual anrangement covers the use of ICT services supporting a critical or important
function;

b ZRFEEOT OO EOSIHTHEE L QOO EDERHIL ;
assess if supervisory conditions for contracting are me;
© EDIILEEK) LOBGROHNE 29 SRR ICT HEHY YA AR DT U THR S 2 sb L

HRNE Y RTREMEA- G, 4535 OB EDOBIRIZIS YT, 2 COmirs7 ) A7 2k
TELD>ORHIL ;
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identify and assess all relevant risks in relation to the contractual arrangement, including the possibility that such
contractual amangement may contribute to reinforcing ICT concentration risk as referred to in Auticle 29;

d TELQD ICT Y—R =T A7 M H T2 TOT 2—T IV A RL
L, 72, ZOIEE KR OFHROEFEAIEC T, 2% ICT Y—R /=T th—E 27 478
Y ChHHT LML,

undertake all due diligence on prospective ICT third-party service providers and ensure throughout the selection
and assessment processes that the ICT third-party service provider is suitable;

@ MHURZEK) OO DALSELD b LAV FISAERCZFRR L& ORI 2,
identify and assess conflicts of interest that the contractual arrangement may cause.

SRS, WU R 2 )T FOHEIEELEST S ICT —R/ =7 rh—E 27 mx
AZLDORNTINTDH, T ORI EAfE CED, Uak) EORROIA Al R7k¥AE
TS ET/ AR BT 20D THALXIY, SRMERAIT, MRBURDERHET DRI, FHCTHY
DR R E DS EDIE R )T EOHAHENEE ICT Y—R =T —b 27\ Z 2k
STHHASI QDL AETN T2,

Financial entities may only enter ino contractual arrangements with ICT third-party service providers that comply with
appropriate information security standards. When those contractual anangements concem critical or important fimetions,
financial entities shall, prior to concluding the arrangements, take due consideration of the use, by ICT third-party service
providers, of the most up-to-date and highest quality information security standards.

ICT Y—R =T P —E 2T AR\ DT 7R ADMER|, s OMER | K OB OMER 24T
2R, SRERAIT, VA R—2DT Fa—F 2L LT, TDI7 A YD L
NZBIT DA EOFYRrRIZIN-TC, Hall OGRS A B TR D LAl C, AR D
BEPE N OSSR R TE T D,

In exercising access, inspection and audit rights over the ICT third-party service provider; financial entities shall, on the
basis of a risk-based approach, pre-determine the frequency of audits and inspections as well as the areas to be audited
through adhering to commonly accepted audit standards in line with any supervisory instruction on the use and
incorporation of such audit standards.

ICT H—E2OFIZBL T ICT Hh—R/ =7 —E X7 0 (& LD ChffE =255 ko
BRSO EDOEANT EOBMEA DL XD, SREREE, N CTHOH NI ChLYER T,
B FTA A O — )V, W7 A N Ol SEh 53 T D72 b Db s K
OEGRAARA L QDS a 8D,
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‘Where contractual amrangements concluded with ICT third-party service providers on the use of ICT services entail high
technical complexity, the financial entity shall verify that auditors, whether intemal or extemal, or a pool of auditors,
possess appropriate skills and knowledge to effectively perform the relevant audits and assessments.

7. SRR, ICT Y—E2ORIFIZRES 258K EORRIDAS, LLIFOU T DRI Tk
T T LG L e RS 5

Financial entities shall ensure that contractual arrangements on the use of ICT services may be terminated in any of the
following circumstances:

@ Y% ICT Y—R\—T o —E A7 &2 | I A0 mTRe ey, R E 133850050
FERAREN

significant breach by the ICT third-party service provider of applicable laws, regulations or contractual terms;

0 HREEIROITHLE LY ICT R —T =27 A ORBU T L T
B2 DFERRIER 25D, ICT Y—R/ =T (VA7 DAz B GBSz, 256 ko
HaRsb 2T U RSN BB DI TRES I AL A DT LS ATHE COLLHIMTSTVOIRIL,

circumstances identified throughout the monitoring of ICT third-party risk that are deemed capable of altering the
performance of the fimctions provided through the contractual amrangement, ncluding material changes that
affect the ammangement or the situation of the ICT third-party service provider;

© RHMIIS> TGRS, Y% ICT —R/ =T —ER7 0 X DL ICT VAY
VXA, 130, LT, AT 2 THODHLLITENLISN ORISR T —4 T
OONFINIIHENT —5 T vafiiod, 7 —4Or M, BiEM:, 52K O
ZZD ICT —R/ =T —ERT 0 N DR D IR D, ICT —R/—F
—E RS F DI

ICT third-party service provider’s evidenced weaknesses pertaining to its overall ICT risk management and in
particular in the way it ensures the availability, authenticity, integrity and, confidentiality; of data, whether personal
or otherwise sensitive data, or non-personal data;

@ TIENDE) EOBRRD BT DA F R TIRDDFERLL T, BEHERDES 4 J7ih3
UL RRE A SN TR Tl A,

where the competent authority can no longer effectively supervise the financial entity as a result of the conditions
of, or circumstances related to, the respective contractual arrangement.

8. RA[RIFERES I TEIE/ EREA 2 5 ICT H—EAIZEAL, SRR, NS 2s%T2, &

152



L IEHAMES 10 &5 %5 (202546 H)

OHEAEIZIE, ICT Y—R/ =T =27 A X DB N TET DB LAV NAY, LD
DT, 2D ICT —R =T =270 A X DI I TR RRY, Tt ICT —
EADEEDIK T, ICT Th—EZADOAEE 2 LI IR o F2E FoORELFI3FENE
AU ICT H—E 2D~ ot Bl L ORISR I\ TAET DB AY, FT, 56 7
TEOHTHIPESII T I DYRID FIZEITH ICT h—R =7 —E 27 1 A LD D
T O BRDORE T E RIS,

For ICT services supporting critical or important fimetions, financial entities shall put in place exit strategies. The exit
strategies shall take into account risks that may emerge at the level of ICT third-party service providers, in particular a
possible failure on their part, a deterioration of the quality of the ICT services provided, any business disruption due to
mappropriate or failed provision of ICT services or any material risk arising in relation to the appropriate and continuous
deployment of the respective ICT service, or the termination of contractual arrangements with ICT third-party service
providers under any of the circumstances listed in paragraph 7.
DRMERAIE, LLFOZED3S, T EORGRDEAE T SEHTEN TEDTEAMe R T %:
Financial entities shall ensure that they are able to exit contractual anrangements without:
@  HR%ERREEOE SR EONREL,

disruption to their business activities,
) I EOEFOM AR DL,

limiting compliance with regulatory requirements,
© BRI TR SNSRI OV DI T,

detriment to the continuity and quality of services provided to clients.

HARHELE, CUHEATTHY, SCEESI, 220, B 4 556 2 O CEDLIAETNEST, +
NGRS OEHFNSESND,

Exit plans shall be comprehensive, documented and, in accordance with the criteria set out in Aticle 4(2), shall be
sufficiently tested and reviewed periodically.

SRIEEAY, R 2 al AR, Do, SIS ICT Sh—E ALE 2T —42 %
% ICT Y—R =T —E R 0 N H)DERETHIE, KO, F3UsD ICT —E AL
T2 2T AN TR TLR) DR TBHELS LI IS0 ICT Hh—E A6
K72 T — B A L NI A CFRIAI T DT L% %SRS  CEAIDNT T DA TR HEA R E T
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50

Financial entities shall identify altemative solutions and develop transition plans enabling them to remove the contracted
ICT services and the relevant data fiom the ICT third-party service provider and to securely and integrally transfer them
to altemative providers or reincorporate them in-house.

ABRIEEEENE, 55 1| B R IROUSAE LTSS BT D6kt R 457200, b7Es
SFREHICRER T D,

Financial entities shall have appropriate contingency measures in place to maintain business continuity in the event of
the circumstances referred to in the first subperagraph.

ESAs I3, #REESEITUT, ICT —E A0 HIZES 952 COIF_ ORI ZHG@mD
ZEh, 5 3 ORI ITFHROBGKED B H0DT- O OFE U A 2D AT b D I 2%
HETD, ESAsIE, FONZEESITRIL, 204 4F 1 A 17 HETIS, FHOD L mEZR a2
T2,

The ESAs shall, through the Joint Committee, develop draft implementing technical standards to establish the standard
templates for the purposes of the register of nformation referred to in paragraph 3, including information that is
common to all contractual arrangements on the use of ICT services. The ESAs shall submit those draft implementing
technical standards to the Commission by 17 January 2024.

FHHIIEU) No 109322010, FHHIIEU) No 10942010 2 OSIHIEU) No 10952010 D455 15 SRICHESTH
1 BIPEL s S A AR A7~ O OFERRI S, RN BT T2 65,

Power is conferred on the Commission to adopt the implementing technical standards referred to in the first
subparagraph in accordance with Article 15 of Regulations (EU) No 1093/2010, (EU) No 10942010 and (EU) No
109522010.

ESAs 1%, FRIFEESZNLC, ICT —R/ =T —E A7 A H SIS A AN A K 7o
BEFTIXEE/MEREA 2D ICT H—E2OFIFIZES 9257559 OB ORI, 5
2T R EATTHOFE N ORN H 2B RED DT80, 1 OB HEERE R E T2,

The ESAs shall, through the Joint Committee, develop draft regulatory technical standards to further specify the detailed
content of the policy referred to in paragraph 2 in relation to the contractual arrangements on the use of ICT services
supporting critical or important fimetions provided by ICT third-party service providers.

FHUSDIER] FOHATERERE R TET RS, ESAs 1, SRR B OV AR/ 20 7 ar
7V, AWONT, Si%ARERI O —E A, TREI KL OSEE ROV, H K OS2 Z 81
AND, ESAs I3, FRINZEE ST, 2044F 1 7 17 HE TS, F3UsDi] BB RENEL A 47
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H92,

‘When developing those draft regulatory technical standards, the ESAs shall take into account the size and the overall
risk profile of the financial entity, and the nature, scale and complexity of its services, activities and opetations. The ESAs
shall submit those draft regulatory technical standards to the Commission by 17 January 2024.

FHIEU) No 10932010, HIHIIEU) No 10942010 K USHAIEU) No 10952010 D45 10 72 L 14
FAESTE 1 R IER] EOBEERRIRT 5L s T ORI AE S 57DD
MERRIE, BRMNEB S TRIL TER B,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards
referred to in the first subparagraph in accordance with Axticles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No
10942010 and (EU) No 1095/2010.

B 295 EEHFORIHITS ICT TrhE ) R OERTFH
Atticle29 Preliminary assessment of ICT concentration risk at entity level

L.

55 28 55 4 TR T YA ORFE K OS24 T3 288, SRR, A rI K7 einesr-ix
BERER T 2D ICT Y —E ALOEMRIZRIT DK OB DT ESIUCOSREREDS, uT
DVNT DI EZEL I THANED BB I AINS:

‘When performing the identification and assessment of risks referred to in Axticle 28(4), point (c), financial entities shall
also take into acoount whether the envisaged conclusion of a contractual arrangement in relation to ICT services
supporting critical or important fimetions would lead to any of the following;:

@ BIHAIRATRETII R ICT —R =T —E R M Z L O T35 F-
IZ

contracting an ICT third-party service provider that is not easily substitutable; or

b) [F—D ICT —R =T —E 27 A X ORI CH LTS T A ASh- ICT
—RN—=T R T L LD R CAR R RE T - X BB B A 2 5 ICT —t
ADERALEDRIRIZIS YT EOZ) FOFGRD A THE,

having in place multiple contractual arrangements in relation to the provision of ICT services supporting critical
or important flnctions with the same ICT third-party service provider or with closely connected ICT third-party
service providers.

BRMERIE, TESIVOND N a— a3, MakeRiisBar 7 5 el g O CiEDH
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-2 FOMEEM R ONE BN E B QOBEID L OEDINTEEL QI EEBIC AL
7= bC, 8705 ICT —R/ S—T 4 —E 27 N E ORIFHD L7, RIFHN) 2— a0z
WREBEEEET D,

Financial entities shall weigh the benefits and costs of altemative solutions, such as the use of difterent ICT third-party
service providers, taking into account if and how envisaged solutions match the business needs and objectives set out in
their digital resilience strategy.

RAIRIASREFI N TEE AR 2 5 ICT Y—EAOHIFICRIF2524 EOBbA3, ICT H
— R AS=T =T A E DD ICT =R =T =270 ST U TR A R 738
REF/I B RER S R 5 ICT —E A& BT FaBRKI T 2 rIREMEZ 5 A0 CUODEEIT, Al
B, 3=2Asd, DI FREFHILEIRL TET DD b LIVRANAY, L0, = ENICilR %
HOICT FERKIA DI E DI A 2B BT D,

Where the contractual arrangements on the use of ICT services supporting critical or important functions include the
possibility that an ICT third-party service provider firther subcontracts ICT services supporting a critical or important
function to other ICT third-party service providers, financial entities shall weigh benefits and risks that may arise in
connection with such subcontracting, in particular in the case of an ICT subcontractor established in a third-country.

B F OB A A RIHEREFT I T B e 25 ICT Y—E ALEHR T DL, 4l
SRR, ICT Y—R/ S—T Y —E A7 0 X DRFEDY A I\ Gl ST USSR FEIEDSIE
K OV % A RERI DT — 2 DER DS IH LD BIRIZISY YT 205 LAV I A 1B 2
?ﬁ‘éo

‘Where contractual arrangements concem ICT services supporting critical or important flnctions, financial entities shall
duly consider the insolvency law provisions that would apply in the event of the ICT third-party service provider’s
bankruptcy as well as any constraint that may arise in respect to the urgent recovery of the financial entity’s data.

RAIRIZHEREST I KRR 3 % 5 ICT Hr—E 2O RET 252 LR, 5 =[E
PITHLEZS D ICT —R =T —E 27 0 M LOR ThfE SN AL XL, SRtpERas, &
2 RPEORTIENTINZ, BRINEGOT —2RGERUE DT K ORSR%H = E T HIEHRDFE
BV TR0

Where contractual amrangements on the use of ICT services supporting critical or important finctions are concluded
with an ICT thirdparty service provider established in a third country, financial entities shall, in addition to the
considerations referred to in the second subparagraph, also consider the compliance with Union data protection rules
and the effective enforcement of the law in that third country.

ANAIRIHEREE I TR B MMAER 2D ICT Y —EADFIANI BT 25856 LOERDHN kR
KIZTED TOHEEIT, GREEENT, SRISIREREAR SRR T 57200 Y% ek R
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RES) S ORI B T %l B & SR RS 7D DR HEIR DI S Y JRIORES N
XL, ISR TR ST I N RESSR D) S B 5 2 A5 7 R OE DI B -
ZJEF%DZJ %nyﬂﬁ‘a‘éo

Where the contractual arrangements on the use of ICT services supporting critical or important finctions provide for
subcontracting, financial entities shall assess whether and how potentially long or complex chains of subcontracting
may impact their ability to fully monitor the contracted fimctions and the ability of the competent authority to effectively
supervise the financial entity in that respect.

BI0GF RLGHRKNEE
Atticle30 Key contractual provisions

L.

iﬁ%%%@ffﬁlJ&zﬁ%%%jﬁmz ICT —R/ =T —E 27 M OHER R OGS L, W

WZEIS, 70, EEIZIDEDLND, FHEIERT, —EA~NLEEEFDLLDEL, 13D,
T, L, Xorm—RA[EETHY, MM SN DT 7 AR[GELRBID 7 — NI A S
DOHFTCYEEDFIF ATREZR 1| SOEFOTT, CE(LSH A,

The rights and obligations of the financial entity and of the ICT third-party service provider shall be clearly allocated and
set out in writing, The full contract shall include the service level agreements and be documented in one written
document which shall be available to the parties on papet, or in a document with another downloadable, durable and
accessible format.

ICT P —EADHIFI BT 25K EDOEROIT, D7edlh, UL FOREERZEZD5
The contractual arrangements on the use of ICT services shall inchude at least the following elements:

@) ANAIRIMERER I TEEMEREA 2D ICT —ERE T T ORI 2D FisEK)
DSFFRSIVTDINED, FTo, ZOLEIELL T HEET, £ FanBoeL Gl
FSND&MERT, ICT =R S—T P —E 27 A DR IS D 2 CORBRE R Y
ICT —E 2O~ D77 R 0k,

a clear and complete description of all functions and ICT services to be provided by the ICT third-party service
provider, indicating whether subcontracting of an ICT service supporting a critical or important finction, or
material parts thereof; is permitted and, when that is the case, the conditions applying to such subcontracting;

b) TISNE T FiEEBRISIREREL ICT Y—t ) MERESHUASE, KON, FeskRAFos;
e, T —2NEESBIETT, 970bh, HllE2I3E, WO, ZDIH7 35 7a 28
D% ICT R/ =T —E X7 MY TET DEXT, Si%miiBa ¢
BN TEETRE Y ICT Y —R =T —E 27 L DF:
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the locations, namely the regions or countries, where the contracted or subcontracted finctions and ICT services
are to be provided and where data is to be processed, including the storage location, and the requirement for the
ICT third-party service provider to notify the financial entity in advance if it envisages changing such locations;

BNT =255, T—HDHELOBRIZIITD R M, BV, 5o O 2R
ERAZSEH

provisions on availability, authenticity, integrity and confidentiality in relation to the protection of data, including
personal data;

ICT Y=/ S=T—E 2T T ML ORYE, #ERGES L TFEE Ok NEDS &
(ZBWT, Fa, B EDRHRDHFE T D5EITH T, UazemlbiRe - > TS
NOIENT =2 M OFHENT =207 78 A, BB ORI T 7B ARTRER T +—~ v NT
FOBOEARE R DL B,

provisions on ensuring access, recovery and retum in an easily accessible format of personal and non-personal
data processed by the financial entity in the event of the nsolvency, resolution or discontinuation of the business
operations of the ICT third-party service provider, or in the event of the termination of the contractual
anmangements;

ZOT YT TN OUGTZ &0, Y—EA~VLOFE;

service level descriptions, including updates and revisions thereof;

BRI TSNS ICT —EREE#S S ICT Ao 7 M D581k
UG, AINAR 8 B F I E FN e O DT AT, Y% mis R LTl
BARE S _E ICT —R/ =T AT S DFHS;

the obligation of the ICT third-party service provider to provide assistance to the financial entity at no additional
cost, orata cost that is determined ex-arize, when an ICT incident that is related to the ICT service provided to the
financial entity oocurs;

UREIISHERRD I X R DR E SN B 2 5D, TRGSHERRDE S 2 /) B O Rt DI
FERWR R RN /1§ _& ICT I —R =T = AT M Z DFF;

the obligation of the ICT third-party service provider to fully cooperate with the competent authorities and the
resolution authorities of the financial entity, inchuding persons appointed by them,

HERZSHERR DI 7y B OMBHEN IR Y JRI DT T DL ZAITHE N, 22 EDTRRSDHDFE T D
MERI R OVEDHE T DT DD BT 2=~ LOEHFIHIR;
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termination rights and related minimum notice periods for the termmnation of the contractual amrangements, in
accordance with the expectations of competent authorities and resolution authorities;

13 540 6 I CULATEEAD ICT 2T 58akn) FE ML %L
FolRHE S IFIGEA~D ICT Y—R =T =27 A Z DBINEE T DH5:4E,

the conditions for the participation of ICT third-party service providers in the financial entities’ ICT security
awareness programimes and digital operational resilience training in accordance with Atticle 13(6).

AR SHSREEI I XEE oRE 3 2 2 ICT Y—E ZDOF B9 222K) EoBpdI, 5 211
\ORREEERITINR, D7KEh, LUFOZEAE0%:

The contractual arrangements on the use of ICT services supporting critical or important finctions shall include, n
addition to the elements referred to in paragraph 2, at least the following;

@)

®)

©

WMELEREBECID ICT Y—E RO FBN AR A TEDHIDNCL, 7o, ARSI —t
AL YU AL TV VR MGA I TS I 2 7 el G2 M OTE A CE DI
T D200, ABSNI-—E AL~ UNIZISIT DR B M ONEMER 22 TRE D
HIEAATLC, 2077 T — N OSGETE S, —E AL~ LODFER/RFIR;

full service level descriptions, including updates and revisions thereof with precise quantitative and qualitative
performance targets within the agreed service levels to allow effective monitoring by the financial entity of ICT
services and enable appropriate corrective actions to be taken, without undue delay, when agreed service levels
arenotmet;

AESN—E AU -TC, AR RFSRER I XS MERER 2 5 ICT h—ER
EIZNNHRAET D7D M5% ICT YR S—T =27 X DFEI N R CTIE
W7 IS DI RO &, ICT Y —R/ =T —E 27 0 A Z ORI &
(ONSCT N s 5 A | N S a2 e %

notice periods and reporting obligations of the ICT third-party service provider to the financial entity; including
notification of any development that might have a material impact on the ICT third-party service provider’s
ability to effectively provide the ICT services supporting critical or important finctions in line with agreed service
levels;

FE LOBLIRESF L K ORERL, WONZ, MR%amiBERE D orsi
IR, MR SOV —E AR Lo Tl L~ D e i i 92

ICT &= 74D FE, VIV OHA T 82t D&Y ICT Y —R/ S—T7 ¢ —E27m
P AE DFES:
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requirements for the ICT third-party service provider to implement and test business contingency plans and to
have in place ICT security measures, tools and policies that provide an appropriate level of security for the
provision of services by the financial entity in line with its regulatory flamework;

55 26 GO 27 TR SRESRIERAD TLPT IS >R 3~ %
ICT H—R/ =T —E 2T 0 M DS ;

the obligation of the ICT third-party service provider to participate and fully cooperate in the financial entity’s
TLPT asreferred to in Articles 26 and 27,

ICT Y —R =T —E 27 0 M Z DRI TRES JZilhiod )l Bt bR CooC, LUTF D
MR R OSRHB2FEObOD:

the right to monitor; on an ongoing basis, the ICT third-party service provider’s performance, which entails the
following:

() UrZEREEE IO LAHRESN R =T (I A F A IHHHE RO 54 5
(ZEDHIRIDTRNT 72 ADMER, FRAEOMER ] S O DOMER, WONT, M3 CEN
Wi ICT —R =7 —E X7 a N H O E DT DI R R ThHEET,
ZFOMERINOATED MO EORD F- 3D AT EH > T TS E -1
HIRRSIAZ LD, BRI Clgkg7 2 OB RA AT 2HER;

unrestricted rights of access, inspection and audit by the financial entity; or an appomted third party, and by
the competent authority, and the right to take copies of relevant documentation on-site if they are critical to
the operations of the ICT third-party service provider, the effective exercise of which is not impeded or
limited by other contractual anrangements or implementation policies;

(i) AORBEOMERI) SRS THLET, AV RRREL -~ UZBEL TR R
the right to agree on altemative assurance levels if other clients’rights are affected;

(i) TRESHENRDOHD Y R, FEFETEF, SREEIE e eSS — /=T 4128 T
BATSNOBIH T DA e O DI, RIRAN /) ~& 3% ICT Y —R/—
TAP—ERT T ME DI N
the obligation of the ICT third-party service provider to fully cooperate during the onsite inspections and
audits performed by the competent authorities, the Lead Overseer; financial entity or an appointed third
party; and

(v) DI OB DHFIH, TEO~E Ttk OB ZBIL RPN A AR AL~
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TS

the obligation to provide details on the scope, procedures to be followed and fiequency of such inspections
and audits;

(6 HAEHS, L0, LUFOLS 7381y ity A T ORE -
exit strategies, in particular the establishment of a mandatory adequate transition period:

() HRZRREREON IS DIRELOVA ZHINRT DL BN, FT, ik emmhi
BED IV ABHEALEL N OFFEARELR S DEN WL D, TOHIFANIE, 2i% ICT
YR S=T =27 MHF L, TNENOREREE T ICT Y —E a4 U
FHZLTIY;

during which the ICT third-party service provider will continue providing the respective functions, or ICT
services, with a view to reducing the risk of disruption at the financial entity or to ensure its effective
resolution and restructuring;

() HEZERMEEEDS, oD ICT Yr—R/ =T —E AT A Z A T CEDIDNTT DT
O, FE, RSN —E 2O R BT DA NTAD ) 22— AT T
XHINTT D,

allowing the financial entity to migrate to another ICT third-party service provider or change to in-house
solutions consistent with the complexity of the service provided.

@ SORHINZID, ICT S—R/ =T h—E AT\ F e A a3 T BTN,
MEZBRIREED T 7B AR, B OMERN | S OEAEDMERDN 43% ICT h—R/X—7 14
—E AT M H LS THRESIT SO —R =T A T L TRHESNSD L, WWONT,
AR, WO T, Y% —R =T, W% ICT —R/ S—Th—t 27 n
B D TRES N BT DI OPRAIFA ZoR CEAT LA AR CED,

By way of derogation from point (¢), the ICT third-party service provider and the financial entity that is a
microenterprise may agree that the financial entity’s rights of access, nspection and audit can be delegated to an
independent third party, appointed by the ICT third-party service provider, and that the financial entity is able to request
information and assurance on the ICT third-party service provider’s performance from the third party at any time.

BK) EOBEHOEAZH DS, SRS ICT Y —R =7 —E 27 5, BEoy—
ERADT=DIA TEHEREN Lo TR E ST A UESK I SSB ORI 25D,

‘When negotiating contractual anrangements, financial entities and ICT third-party service providers shall consider the
use of standard contractual clauses developed by public authorities for specific services.
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ESAs 1%, HFFRESANU T, Ra]RIKSRER/ A TEE MERER 2 2 ICT —t 2% Nk
T OE AT DA HIE K OSB3 D 2 TH@N T RO I OR
HZRRED DD, R FOHIEAERA R ET D,

The ESAs shall, through the Joint Committee, develop draft regulatory technical standards to specify firther the
elements referred to in paragraph 2, point (a), which a financial entity needs to defermine and assess when
subcontracting ICT services supporting critical or important functions.

FSDIER] FORATEAERA T TAES, ESAs 13, SRR SR 27 7 a7 74
JAFONZZDAFIRERADY—E A, 1R8N K ONE B EROME, RN O EE BB AIND,

When developing those draft regulatory technical standards, the ESAs shall take into consideration the size and overall
risk profile of the financial entity, and the nature, scale and complexity of its services, activities and operations.

ESAs (%, BINEERITHIL, 2004457 A 17 HE TS, ZHHDIER EOHAFHERER AR T2,
The ESAs shall submit those draft regulatory technical standards to the Commission by 17 July 2024,

FRIEU) No 10932010, HIHIIEU) No 10942010 K USHAIEU) No 10952010 D45 10 720 L 14
FIHESTE 1 BIFRTRIIER] LR TSI 22 U s CCORAEAIE 270D
MERRIE, PRINEESITHIL THER B,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards

referred to in the first subparagraph in accordance with Axticles 10 to 14 of Regulations (EU) No 1093/2010, (EU) No
1094/2010 and (EU) No 1095/2010.
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FNH FaIRIEICT Y—F/ —Tr—ERTO/ (F DETEH A
SectionIl  Oversight Framework of critical ICT third-party service providers

31§ FAIRLICT H—F/ S\—TH—EXTO \(EDiEE
Atticle31 Designation of critical ICT third-party service providers

L.

ESAs %, HRRESANUT, 7>, 5 25550 | IZIRITONDETE T +—T L) DS
I

The ESAs, through the Joint Committee and upon recommendation from the Oversight Forum established pursuant to
Aticle 32(1), shall:

@

®)

55 2 O THI H ASED I I R BRI ARl T, SRIFEEICL>TRAIRZ:
ICTH—R/ =T —E 27 A ZEAREL;

designate the ICT third-party service providers that are critical for financial entities, following an assessment that
takes info account the criteria specified in paragraph 2;

{El % DANAIKRZR ICT R/ =T P —E 27 1 A F OETEE B L L C, SIHIIEU) No
109322010, ARHIEU) No 10942010 K OSREIEU) No 10952010 (ZHE-TC, MaArmikiREo &R
DEHERHREO B> GIASNALDOELTD, &7 R A K73 ICT h—RS—7¢
T —ERT 1 N H DY —E 2% DB RSB DI E FEDATEE R DERENS OMEFE
Ze O 2RI RE Ok A RO ESA ZATAd 2,

appoint as Lead Overseer for each critical ICT third-party service provider the ESA that is responsible, in
accordance with Regulations (EU) No 1093/2010, (EU) No 10942010 or (EU) No 1095/2010, for the financial
entities having together the largest share of total assets out of the value of total assets of all financial entities using
the services of the relevant critical ICT third-party service provider; as evidenced by the sum of the individual
balance sheets of those financial entities.

%1 AR TFEENL, ICT —R =T —E 27 A X DRSS ICT Sh—E A DR
FRIZBNT, LA FOETORENERFSL35:

The designation referred to in paragraph 1, point (a), shall be based on all of the following criteria in relation to ICT
services provided by the ICT third-party service provider:

@)

2 ICT S ST B R S D AL D AR O
BB A= G, T2 1CT b ST E AT B S
ADHED KT ORI B DI 5T B T B
Rl — U RO 2EME, MM R R 53 AT <o 7,
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the systemic impact on the stability, continuity or quality of the provision of financial services in the event that the
relevant ICT third-party service provider would face a large scale operational failure to provide its services, taking
nto account the number of financial entities and the total value of assets of financial entities to which the relevant
ICT third-party service provider provides setvices;

LU RO G A= > GHISIZ, 1#ik&72 ICT Yr—R/ =7 —E 27 0 & (KL
T AEREBADT AT 7 F - S EE

the systemic character or importance of the financial entities that rely on the relevant ICT third-party service
provider; assessed in accordance with the following parameters:

() ICT =R =T =27 NP LN EIUKILS 5 o VIRV AT I T8
S OB TR ORERE (GSIIs) DEFE N TFALISNDY AT /705028 F O FEEE
P2t SRR (O-SIls) D%

the number of global systemically important institutions (G-SIIs) or other systemically important
mstitutions (O-SIIs) that rely on the respective ICT third-party service provider;

(i) GSIs FiZ OSlls HENHLISOEREEEN e U Cait LA 7T —E 2zt
THIRMZED, (T GSIIs F21% O-Slls EZHLISND A ERI L ORI K
ks

the nterdependence between the G-SlIs or O-SIIs referred to in point (i) and other financial entities,
including situations where the G-Slls or O-SIIs provide financial infiastructure services to other financial
entities;

SRIFEREA Y RE Y — AR U CEBA RIS 20 F 0 FRsZ2 EoBisb 2/ L
BAKI 20 DR AR T, AR, FEMANZI3RL ICT —k S—Th—t 27
AL YA DA A R HSRE ST TEE B oBSREL ORI T, @f&7e ICT —hko<
— TP —ERT T S E SRS S R TR D AR B O

the reliance of financial entities on the services provided by the relevant ICT third-party service provider in
relation to critical or important fimetions of financial entities that ultimately nvolve the same ICT third-party
service provider, irespective of whether financial entities rely on those services directly or indirectly, through
subcontracting arrangements;

LUR D/ SFA—=22E 8 N2 T, 5% ICT Y —R/ =7 —E 27 X ORFEA]
HEMEORREE :

the degree of substitutability of the ICT third-party service provider; taking into account the following parameters:

164



L IEHAMES 10 &5 %5 (202546 H)

() FFEOTHIEITD ICT Y—R/ =T —E 27 N F DR ESIT-HH LL L
¥72 ICT h—R =7 —E 27" M E DGR DODZ D, FolE, AT
EDRRE G, Hitt EOBHEL LATZHAUTE T QOB EDDZ D, F40T,
ICT Yr—R/ =T =27 A X DR LU EBNORFEDPZ D, I
&, TR KA,

the lack of real altematives, even partial, due to the limited number of ICT third-party service providers
active on a specific market, or the market share of the relevant ICT third-party service provides, or the
technical complexity or sophistication involved, inchuding in relation to any proprietary technology, or the
specific features of the ICT third-party service provider’s organisation or activity;

() BRHOT A MFHOREE A, RO LIXENLSNOEIIC LD, Fad, &
DI CYREATIERE D WESILDD B LAV ICT YAZELIEENLISL
DOIFEHEE FOUAZOMENNIES, #72 ICT H—R =T —E 27 A Z )0
BUD ICT Y—R/ =T —E A7 0 M Z Tk k7o T — 5 S O %
T TN IS H 2L LD BRI I T DI,

difficulties in relation to partially or fully migrating the relevant data and workloads from the relevant ICT
third-party service provider to another ICT third-party service provider; due either to significant financial
costs, time or other resources that the migration process may entail, or to increased ICT risk or other
operational risks to which the financial entity may be exposed through such migration.

ICT =R/ =T = AT AN Z NN\ ET DA, & 2 TR HME Y, 2L T
DI IN—THARESID ICT S —E AEDRHRIZIS VTSNS,

Where the ICT third-party service provider belongs to a group, the criteria referred to in paragraph 2 shall be considered
mrelation to the ICT services provided by the group as a whole.

TN—T D—F 72 TNDARA KR ICT —R/ =T —E X7 (X3, IS LD
R IR OB E 2 R DT DR S LU T, 1 DOIENAFRET 5,

Crtical ICT third-party service providers which are part of a group shall designate one legal person as a coordination
point to ensure adequate representation and communication with the Lead Overseer:

FIHETEET, ICT —R =T —EX7 0 MH XL, 5 1 @O fREEE QD
FHIOORE RAABHTT D, FOBHD BN 6 WL, Y% ICT Hh—R/ =T rh—E 27 mR
AHT, HEGER B TR, BHED B BT Ok A b OB AT U O R EATRH T
x5, SFIHEESEY, BRI BRNEZHIWTL, 20, ZOI57EREDZRED ) 30 &
H LIS, A7 iE s R SN AT LA ELR CED,
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The Lead Overseer shall notify the ICT third-party service provider of the outcome of the assessment leading to the
designation referred in paragraph 1, point (2). Within 6 weeks from the date of the notification, the ICT third-party
service provider may submit to the Lead Overseer a reasoned statement with any relevant information for the purposes
of the assessment. The Lead Overseer shall consider the reasoned statement and may requiest additional information to
be submitted within 30 calendar days of the receipt of such statement.

ICT Y—R =T —E 2T A H DR RREUTOFREDH, ESAs 1L, HFREESETLT,
YL ICT —R/ =T X7 A Z TR, ZOI7e 8 E R ORSE% ICT —R/"—TF
—ERT T M DR EN SN TR 9B M e B BRA 2S5, TORBA HIL,
% ADHLINET D, 3% ICT —R =T h—t 27 (&1L, 5% ICT Y—K/ =7t —
AT T MY DI —EREARIT D ERER TR, ICT r—R =7 —E X7 A DA
HREUCOFEEEEIT D,

Affer designating an ICT third-party service provider as critical, the ESAs, through the Joint Commaittee, shall notify the
ICT third-party service provider of such designation and the starting date as from which they will effectively be subject
to oversight activities. That starting date shall be no later than one month affer the notification. The ICT third-party
service provider shall notify the financial entities to which they provide services of their designation as critical.

MRMNZEE T, 200447 A 17 BHETITARSSER 2 R T RO E 2R R ED L L~
OIRAZARE T 572D, 55 57 SR> TSN T A% BN DHERRZ- 52 Hins,

The Commission is empowered to adopt a delegated act in acoordance with Axticle 57 to supplement this Regulation
by specifying finther the criteria referred to in paragraph 2 of this Article, by 17 July 2024.

B 1 H@QURIHEEL # 6 > RN EE SN RIS TAEEIRTHE T, S
FUTIZ2H720 N,

The designation referred to in paragraph 1, point (a), shall not be used until the Commission has adopted a delegated act
n accordance with paragraph 6.

@RI HEEL, LA FOFITHUGRE AL Tdasan
The designation referred o in paragraph 1, point (a), shall not apply to the following;
0 AOSFEERNTHLT ICT Pt 2 A5 g,
financial entities providing ICT services to other financial entities;

(i) PRMGEGORREIZBITDA0DH 127 555 2 TR I a 34 DT DI 3T i T
PN RS2 ICT Y —h S—T P —E 2T /A4
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ICT thirdparty service providers that are subject to oversight frameworks established for the purposes of
supporting the tasks referred to in Article 127(2) of the Treaty on the Functioning of the Furopean Union;

(i) ICTZN—TWNH—ERT A4
ICT intra-group service providers;

(v) 1 DORERENOAIINNT, YLk ENOA CREEIN caRtEa Zxf LT ICT —t
ZEARPET D ICT =R/ =T —E 274

ICT third-party service providers providing ICT services solely in one Member State to financial entities that are
only active in that Member State.

ESAs (3, #RIEESENUT, 4RKT, BIINEAL~UZRBITAH R AR ICT Y—K/ =74
—E AT TS E DVANAERRL, AR OT 7T —R 5,

The ESAs, through the Jomt Committee, shall establish, publish and update yearly the list of critical ICT third-perty
service providers at Union level.

%5 1 FE@WD HEIDTOIZ, BESHERODOGD Y RIS, RO IERIN—AT, % 32 RIS
DNORTE 74— THL, 5 28 5955 3T 3 RIPRI ORI iy E2 50975, BB 74+ —7003,
WS HERRODE S Jey7) s BT I A HERREL LG, i BAD ICT Yr—R =T {2l 9
Z)o

For the purposes of paragraph 1, point (a), competent authorities shall, on a yearly and aggregated basis, transmit the
reports referred to in Article 28(3), third subparagraph, to the Oversight Forum established pursuant to Aticle 32. The
Oversight Forum shall assess the ICT third-party dependencies of financial entities based on the information received
from the competent authorities.

55 9 R T UAMDHNZ G FAU T VRN ICT =R/ =T —E 27 20T, 5 1 B¢
W, RAIREUTHEESNAZ LA ROFT5,

The ICT third-party service providers that are not included in the list referred to in paragraph 9 may request to be
designated as critical in accordance with paragraph 1, point ().

55 1REED HRIOIZDIZ, ICT $—R/ =T =27 m 23, EBA, ESMA $/2/3 EIOPA (2
L, BRAAT LI FRGEEA 2T, EBA, ESMA 7213 EIOPA (3, HHRIEESANLT % 1
HH@IZRE Y, 3% ICT Y—R/ =T =27 MF A REL TR 27 L7 R E S
2o
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For the purpose of the first subparagraph, the ICT third-party service provider shall submit a reasoned application to
EBA, ESMA or EIOPA, which, through the Joint Committee, shall decide whether to designate that ICT third-party
service provider as critical in accordance with paragraph 1, point ().

5 2RI ORI IRES, ZOHGEEDSZEN D 67°H LIS, RS DY5% ICT —R /35—
TP —ERT T M E T L CRAISIVD,

The decision referred to in the second subparagraph shall be adopted and notified to the ICT third-party service provider
within 6 months of receipt of the application.

SRR, 2% ICT —R =T =27 \MH0, FOFRER 12 2>H LI ES
WICEERRE LTS ZIRY, 55 =ENIAiS AL B8 1 H@UIES TR AR EL THRES
= ICT —R/ =T 27 X D 2% F 475,

Financial entities shall only make use of the services of an ICT third-party service provider established in a third country
and which has been designated as critical in accordance with paragraph 1, point (a), if the latter has established a
subsidiary in the Union within the 12 months following the designation.

%8 12 HIORTARAIKR ICT —R/ =T —b 27 &L, EEE R L, BOMMNE S
N CRRIBE ST EORE O T3 A A3,

The critical ICT third-party service provider referred to in paragraph 12 shall notify the Lead Overseer of any changes to
the structure of the management of the subsidiary established in the Union.

Eng BEREAOEE
Atticle32 Structure of the Oversight Framework

HFEIFZRESNT, HHEU) No 10932010, FHEIEU) No 10942010 K OSHEIEU) No 10952010 D455
57 485 1 TZHE S, BRlPI i cii=s ICT H—R/ =T UAZ OB\ REE S
OHFRLONE 31 55 1 b\ O EIHE B OHEFE2 32 HHIOT-00/ NEERELT, B
B —T LT D, BT A—T N, Ui A RZE B A OILEE RER N UYL
T T2 e 5,

The Joint Committee, in accordance with Article 57(1) of Regulations (EU) No 10932010, (EU) No 1094/2010 and
(EU)No 1095/2010, shall establish the Oversight Forum as a sub-committee for the purposes of supporting the work of
the Joint Committee and of the Lead Overseer referred to in Article 31(1), point (b), in the area of ICT third-party risk
across financial sectors. The Oversight Forum shall prepare the draft jont positions and the draft common acts of the
Jomnt Committee in that area.
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AT —F 0%, TEHIRC, ICT VA K OWEsgPE C B3 2miks /et A TRl ROMNEE T
IVD ICT H—R ST UAI DRAR ST H— B DH 5T 7 a—F ARt 375,

The Oversight Forum shall regularly discuss relevant developments on ICT risk and vulnerabilities and promote a
consistent approach in the monitoring of ICT third-party risk at Union level.

BT A—T T, FR T, & CORFKIL ICT —R/ =7 —E 27 A& BT Tt
7 BB R BN ORGSR L OB LR AR 2i A SEhEL , Fe, SRMERIDT Vs A Eo
(B F %00 S DT 0D EAAREL , ICT IR ~DRUUZRE D AN 774
ZHEERLL, KON, EBREMI A=) AR 64 AR A B 5,

The Oversight Forum shall, on a yearly basis, undertake a collective assessment of the results and findings of the
oversight activities conducted for all critical ICT third-party service providers and promote coordination measures to
increase the digital operational resilience of financial entities, foster best practices on addressing ICT concentration risk
and explore mitigants for cross-sector risk transfers.

BB +—7 203, HAIEU) No 10932010, HAIEU) No 10942010 J2 UIHIEU) No 10952010 D%
55 56 455 1 FUTHE Y, ESAs ORI R EFELL CHRIZEERITI > THRIRSNDT0, RAIR7R
ICT V=R S=T =270 A B 2 e e iR e et 372,

The Oversight Forum shall submit comprehensive benchmarks for critical ICT third-party service providers to be
adopted by the Jomnt Committee as joint positions of the ESAs in accordance with Article 56(1) of Regulations (EU) No
1093/2010, (EU) No 10942010 and (EU) No 1095/2010.

BB T+ —T N3, LT OB > TS .

The Oversight Forum shall be composed of:

@ ESAsOFHER:;

the Chairpersons of the ESAs;

b)  FHEEEDD, 5 46 SRS HEROH DM JROBAEDORE FD 1 4D kAt
ES

one high-level representative fiom the current staff of the relevant competent authority referred to in Axticle 46
from each Member State;

© ATP——LUT, & ESAs DI TR B KM OV¥RMZEEZS, ESRB, ECB J2 U ENISA 75 1
B
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the Executive Directors of each ESA and one representative from the Commission, fiom the ESRB, fiom ECB
and from ENISA as observers;

d)  EDNEY XN, ATV Rl SAERED D, 5 46 SR IIRESHENRDIH DY
JAD 1 L DA IRI G

where appropriate, one additional representative of a competent authority referred to in Auticle 46 from each
Member State as observer;

© TASHEHATRE LT, AT =L, FRH(EU) 202212555 (AR D EE RS
IFEEETFARTH ST, RA[KZR ICT =R/ =T —E 27 X LU TRESI L
RO B T A B[RRI TR ESNE A T3ROS HER RS54
JRD 1 403,

where applicable, one representative of the competent authorities designated or established in accordance with
Directive (EU) 20222555 tesponsible for the supervision of an essential or important entity subject to that
Directive, which has been designated as a critical ICT third-party service provider, as observer.

BT 4+—T N3, ZhpEtlelEd, 5 6 e UEMSIVINLORFIR OB S 45kD%
TENNTED,

The Oversight Forum may, where appropriate, seek the advice of independent experts appointed in accordance with
paragraph 6.

FAERENT, TORREAF 4 T 1 BN R A TS I HE RS =)
ZHRIEL, 70, SERTEA AL, TOZEEET D,

Each Member State shall designate the relevant competent authority whose staff member shall be the high-level
representative referred in paragraph 4, first subparagraph, pomt (b), and shall inform the Lead Overseer thereof.

ESAs (3, fkIED SHE S B SBEMHEROG DY RO B EDIREN DO _FfRFEDYA
e ESAs D Web VA b L TAFES 2,

The ESAs shall publish on their website the list of high-level representatives from the current staff of the relevant
competent authority designated by Member States.

W4 TEES 2 BIE R SISE ORISR, AR OB D& 5 I EEEFRO% | 8 S - B
KT =)V, BT 3 —F NS> TS,

The independent experts referred to in paragraph 4, second subparagraph, shall be appomnted by the Oversight Forum
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froma pool of experts selected following a public and transparent application process.

MSIOFMZIT, SROZREN:, 72Vl EEHE EORE &Y ICT OteX =77 LoFa
2RI D Y% DB ORFIYHRRA FEEL L C (TS, MNLORBAZTE, 2R TORMES
OFFSIZINTD I, ST SF BN TEIL, F7=, BRI GO L3R D, #ak
[EIDV )2 DBURN S, F21E, ZHUBLIANDLARTE UL IR Skl ) vor e~ AR Tdzen T,
D0, FERE TR,

The independent experts shall be appointed on the basis of their expertise in financial stability, digital operational
resilience and ICT security matters. They shall act independently and objectively in the sole interest of the Union as a
whole and shall neither seek nor take instructions from Union institutions or bodies, from any govemment of a Member
State or from any other public or private body.

FRIEU) No 109372010, HHIEU) No 10942010 K USHEIHIEU) No 10952010 DFEE 16 FAIHE,
ESAs | %, AEiD HEIDT-DIZ, 20244 7 A 17 HETIZ, BEHENRDSHS 2 Rik ESAs EDMION
BSOS O T B3 23 572 ot O, WPONG, 56 35 5555 1 TR 1Al O Sthxt
VAR DT OV TIRREHERR DS54 Jall 2 e LB LR DO D E A E I 75, ANA]
K73 ICT =R/ =T —E A7 0 MM Z 50D, ESAs HIHESHERRODE Y JRE DO 1128
T OEER AT D,

In acoordance with Article 16 of Regulations (EU) No 1093/2010, (EU) No 1094/2010 and (EU) No 1095/2010, the
ESAsshall by 17 July 2024 issue, for the purposes of this Section, guidelines on the cooperation between the ESAs and
the competent authorities covering the detailed procedures and conditions for the allocation and execution of tasks
between competent authorities and the ESAs and the details on the exchanges of information which are necessary for
competent authorities to ensure the follow-up of recommendations pursuant to Article 35(1), point (d), addressed to
critical ICT third-party service providers.

AEOHTEDSIVZEH T, F55(EU) 2022/2555 O K OFEHRRILISND 7T R b 2—T
P —EADT T AL UG RTREZ RS BN B AR M A ORI E O A I T
VAN

The requirements set out in this Section shall be without prejudice to the application of Directive (EU) 2022/2555 and of
other Union rules on oversight applicable to providers of cloud computing services.

ESAs 1, FEFREEEZNUT, 730, BB T 4 —T LI CEI TSI Ml A SR L ¢, MR
IS, B R OWIINZRERITHRIL, AT, AREiow B o Eafet 372,

The ESAs, through the Joint Committee and based on preparatory work conducted by the Oversight Forum, shall, on
yearly basis, submit a report on the application of this Section to the Furopean Parliament, the Council and the
Commission.
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B BF FEEETEEOBH
Atticle33 Tasks of the Lead Overseer

L 331550 1 TG IES UTMSH IR B L, P& 35N K72 ICT h—R/ s~—7h—t
AT SAE DEAEFATL, 1>, ZTORTEEBET D2 TOHEIED HIDT=DIZ, ZHHDR
AR ICT =R =T = 27 0 M E DD LT -l el 725,

The Lead Overseer; appointed in accordance with Article 31(1), point (b), shall conduct the oversight of the assigned
critical ICT third-party service providers and shall be, for the purposes of all matters related to the oversight, the primary
point of contact for those critical ICT third-party service providers.

2 8 DRI, FHEEL, SR ORI ICT H—h /87—
ERT 0 MEBRURS ICT URZEIRES 300 ST, BT TS,
96, HABA S ORI 2 ORI ICT 1S S— 73— AT o0 A QU VBT
PRHETS 2,

For the purposes of paragraph 1, the Lead Overseer shall assess whether each critical ICT third-party service provider
has in place comprehensive, sound and effective rules, procedures, mechanisms and arrangements to manage the ICT
risk which it may pose to financial entities.

51 BPEIORTRImNY, FEUT, AR ICT =R S—T7 =27 2 ) 3stisn,
SERED AN AR HERE T TR MERER 2 D ICT B ATE LAY ThH, B TOMEE7
VAT DTN XL, ZOFMMNE, AN a] R7AERE /- TR REL IS ORHE
T2 A ICT P —EATHERESNS,

The assessment referred to in the first subparagraph shall focus mainty on ICT services provided by the critical ICT
third-party service provider supporting the critical or important fimctions of financial entities. Where necessary to address
all relevant risks, that assessment shall extend to ICT services supporting fimctions other than those that are critical or
important.

3. H2HHTRTEHEE, LA T OFETHET S
Theassessment referred to in paragraph 2 shall cover:

@ VDT, ANR[RZR ICT Y—K/ =T —E A7 0 2 SRR T U T35 —
EROZEEME, RN, MG, TRIRME N OB AR 95720, IEONS, HHF, T —XD
B KUED W FAME, BAEME, Se Mol S AR AT DRE AR 57250
D ICT &4k

ICT requirements to ensure, in particular; the security, availability, continuity, scalability and quality of services
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which the critical ICT third-party service provider provides to financial entities, as well as the ability to maintain at
all times high standards of availability, authenticity, integrity or confidentiality of data;

&N, ftigk, 7 —H L A—DFXalT %50, ICT O )7 42t D STk
DR e 2 )T

the physical security contributing to ensuring the ICT security, including the securrity of premises, facilities, data
centres;

ICT UAZ~ U AANDHATFE, ICT FEMEeHFHASTEHRFONT ICT $ptatl & O ICT
BIRFHEZ S, VAT~ AN oA,

the risk management processes, including ICT risk management policies, ICT business continuity policy and
ICT response and recovery plans;

Ui i, B 0> BB DEHIT AL ROTIMEDDS ICT YRS~ FT A
NS RTHE B B BB SRk IS% 20, BIADTRL,;

the govemance amrangements, including an organisational structure with clear; transparent and consistent lines of
responsibility and accountability rules enabling effective ICT risk management;

SRS TR A I YR ICT LR DA LT MNORE, BN O s, 2
DDA LT UND, EOOLT, YA 7 S—BEED R N O ;

the identification, monitoring and prompt reporting of material ICT+elated incidents to financial entities, the
management and resolution of those incidents, in particular cyber-attacks;

AR Z DR T DMERID I A T AR5, T —HDR—2E )T, T Vr—
LA DOR—HE VT K ONHAIEAEDT D DA

the mechanisms for data portability, application portability and nteroperability, which ensure an effective exercise
of termination rights by the financial entities;

ICT VAT L, A 77 R OEBEROER;
the testing of ICT systems, infiastructure and controls;
ICT B&AT;

the ICT audits;
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() SRR D RAIRZR ICT h—R/ =7 —E 272 D ICT P—E RO
UGl FH AT A7k e E AR S OVEIBR A e el ee e

the use of relevant national and intemational standards applicable to the provision of its ICT services to the
financial entities.

55 2 ORI A ISR LC, 20, 8 34 54545 1 BUORdIERIEE <N —27 (JON) Sl L
7o G, SEHEE R, B4 OARAI KR ICT Y—R =T —E 270 A2 L GRS
TAER OBZE AR N, OB i BRSNS R L QU V5, BHRETHY, ZEICH0) R AATLT-
{2 DEZEGHBEZAHR T2, FRHENL, 4K C, SRR ICT r—R ST h—E 27
AR URES VD,

Based on the assessment referred to in paragraph 2, and in coordination with the Joint Oversight Network (JON)
referred to in Auticle 34(1), the Lead Overseer shall adopt a clear, defailed and reasoned individual oversight plan
describing the annual oversight objectives and the main oversight actions planned for each critical ICT third-party
service provider. That plan shall be communicated yearly to the critical ICT third-party service provider:

B TR DR, TR, ARAIRAR ICT Yr—h/ =T —E 2T TR,
BB ARET D,

Prior to the adoption of the oversight plan, the Lead Overseer shall communicate the draft oversight plan to the critical
ICT third-party service provider:

BEF AR A AL 28T, NAIRZR ICT =R/ =T = X7 203, 1518 A LIS,
ZORRNDE RPN 1A AR THLOBE T DTSN OB AARILST, 1>, ZTh
DNEGVREEE, VA ZAERNS DT SD DR A Db ~DBEFR A U AR TE D,

Upon receipt of the draft oversight plan, the critical ICT third-party service provider may submit a reasoned statement
within 15 calendar days evidencing the expected impact on customers which are entities falling outside of the scope of
this Regulation and where appropriate, formulating solutions to mitigate risks.

55 AT TR THRRETEG T MRRSI, 5>, RAIK7L ICT Y—R/ =T —E X7 21
XU CHRHSIVARIZIV T, BEGHERDGS Rl 3, SR EE DORIED O AR, £
DI RIZICT =R/ =T =27 0 M H LR DB 2T DTN TED,

Once the annual oversight plans referred to in paragraph 4 have been adopted and notified to the critical ICT third-party

service providers, competent authorities may take measures conceming such critical ICT third-party service providers
only in agreement with the Lead Overseer:
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FEUF EEEBRENOEEEE O
Atticle34  Operational coordination between Lead Overseers

L.

R ENA~D—BEMEDOHL T 7 T H T D128, h>0, FHEESI R LB BRI K Y
FEAEERSE T LT 7 T LV EE TR SR AR ST 28 8L, 3 31 555 1 THb)
e TUTANSID 3 DO, MBI C30 T D U EE BE TR OORREE DT,
ENODEIEEE TN ENWDRTE G ChAH R AR ICT r—R/ =T —e 27 (7
VX DETENEEN O IA TAE 5720, KON 5 2 FRZE> TRELRDEDLTEBIOEFE IS
VYT, JONZ7T5,

To ensure a consistent approach to oversight activities and with a view to enabling coordinated general oversight
strategies and cohesive operational approaches and work methodologies, the three Lead Overseers appointed in
accordance with Article 31(1), point (b), shall set up a JON to coordinate among themselves in the preparatory stages
and to coordinate the conduct of oversight activities over their respective overseen critical ICT third-party service
providers, as well as in the course of any action that may be needed pursuant to Article 42.

5 1 O HRIOT=0I, FTEEL, A 2 QAT T 720 OS2 7 AL G
TEENEARLR DT DI D ~EFEMTREOM H 28O Il B FIRA R E 70, ZOFIE,
AR LOMBEINE, L0iotY, S8 LORTEDOERO O 2 RS 57280, EHIRNZETS
FQVaN

For the purposes of paragraph 1, the Lead Overseers shall draw up a common oversight protocol specifying the detailed
procedures to be followed for canrying out the day-to-day coordination and for ensuring swift exchanges and reactions.
The protocol shall be periodically revised to reflect operational needs, in particular the evolution of practical oversight
amangemens.

SEGRREARGE Y TRV, BCB TN ENISA [Z)fL, $40i7 FOBE AL, 55 FoRk
A 922 L3 JON DR IDFRFEES AN D T LasRDDZENTES,

The Lead Overseers may, on an ad-hoc basis, call on the ECB and ENISA to provide technical advice, share hands-on
experience or join specific coordination meetings of the JON.

FIF HEFEEEOHER
Atticle35 Powers of the Lead Overseer

L.

AEOHF CEDSINI-FEFEITT5 BN, SEEEEE 1Y, AAIR72 ICT r—Fs—F
AP 2T A H EDOERIZIB T, DL D7D OMERR A

For the purposes of carrying out the duties laid down in this Section, the Lead Overseer shall have the following powers
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mrespectofthe critical ICT third-party service providers:

@)

®)

©

@

)

7 SRITHE, B TOmRSTE MM OSCEE TR 57280

to requeest all relevant information and documentation in accordance with Article 37;

5 38RO 39 RN ZIUTHE S, — AV i K O A S 797572,

to conduct general investigations and inspections in acoordance with Articles 38 and 39, respectively;

ARNERENDSE T D%, AREDAN R EBISEOBHRIZIS YT, RA[RZR ICT h—R/—7¢
P —ERT T BN Lo TR E - IS E R O B 2R s E a5
KT D7

to request, affer the completion of the oversight activities, reports specifying the actions that have been taken or the
remedies that have been implemented by the critical ICT third-party service providers in relation to the
recommendations referred to in point (d) of this paragraph;

E0DUF, IR OHFREBIRLT, 5 33 55 3 IR T I TR DRl A B3 457!

to issuie recommendations on the areas referred to in Auticle 33(3), in particular conceming the following:

)

(i)

LODIT, SR L GRS AT —E 2D ICT B )T a9 A7 01058
M CHDLETREEE NEZ D T, T 7T —h, Bt O o=l
Tt FOITEAYE A LEDEHRITIB T, FBrED ICT B =T B R OV B
PEEIT TR ORI,

the use of specific ICT security and quality requirements or processes, in particular in relation to the roll-out
of patches, updates, encryption and other security measures which the Lead Overseer deems relevant for
ensuring the ICT security of services provided to financial entities;

RERIRD TN TR ICT H—h/ 8= =27 m M2 )3 el
LT ICT P REARES ZHD T, H—FRE AR, ZORMEAR; 132
728, FE, ICT LA DEAI TR DERIME G OERIE T T~ Th1E5
SAT VIR e MU BTk CHOL TR B 2 B, MRk
Dl EOFEEZED, KIS,

the use of conditions and tenms, inchiding their technical implementation, under which the critical ICT
third-party service providers provide ICT services to financial entities, which the Lead Overseer deems
relevant for preventing the generation of single points of failure, the amplification thereof, or for
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minimising the possible systemic impact across the Union’s financial sector in the event of ICT
concentration risk;

ARAIKIR ICT R =T AT 0 S 3 ICT R =T 2T
H EDE A3 = ENICLEZL D ICT T8 LRI TRt 22 L6t
LTV FaBdS_ LD EiRbZE0D, B0 TSNS Y%t s o —e =
DL TR DY R E2 Z RO LETENE 6T DA DR |4 b7 ie D L a2
DN 37 SR MOV 38 SRt CIUESHT RO R L CE X DEXIT, FHE
ST FREEER;

any planned subcontracting, where the Lead Overseer deems that further subcontracting, including
subcontracting arrangements which the critical ICT third-party service providers plan to enter into with
ICT third-party service providers or with ICT subcontractors established in a third country, may trigger
risks for the provision of services by the financial entity, or risks to the financial stability; based on the
examination of the mformation gathered in accordance with Articles 37 and 38;

PUFOBREI RSN AT T DX, BID et EORROZfmis 3o L a e
ZDHTE:

refianing fiom entering into a flrther subcontracting arrangement, where the following cumulative
conditions are met:

- PESIVQOD NEEKEDE “ENIILE AL D ICT k=7 h—E
TS E AT ICT T4 Tho;

the envisaged subcontractor is an ICT third-party service provider or an ICT subcontractor
established in a third country;

- ZOTEESKID, URL AR AN P R 7 HERE FT | T BB ERE S BIFRL T
"RES
the subcontracting concems critical or important fimetions of the financial entity; and

- EOIDRTEEFKIONMN, BB L OB AT DT O D REEAORE )
(TR DbDAEWD, WNEE ORI L ENM TR D E 2 T REE R 3
D) DB RIR A % B DE TR E B D E 2 %

the Lead Overseer deems that the use of such subcontracting poses a clear and serious risk to the
financial stability of the Union or to financial entities, including to the ability of financial entities to
comply with supervisory requirements.
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2&%@@)@ HINOTZDIZ, 5% A K7 ICT YR 3= A7 21, 5 41 55
LEEON O BERA T, EIRETEE IR, FRd R HiE a2,

For the purpose of point (iv) of this point, ICT third-party service providers shall, using the template referred to in
Atticle41(1), point (b), transmit the information regarding subcontracting to the Lead Overseer.

SRR HERRAA TR 2B, IR EA:

‘When exercising the powers referred to in this Article, the Lead Overseer shall:

@)

®)

©

JON PIZRITAEMIR SRR A L, 7>, E0it, Ar[Kk7e ICT Y—R/S—FH—t
AT OB, Lhve-X, —BMOHLT 7 o—TF %R,

ensure regular coordination within the JON, and in particular shall seek consistent approaches, as appropriate,
with regard to the oversight of critical ICT third-party service providers;

FEHEU) 20222555 |25 GRITHIHSHAZ R IEI BB, 230, ZAUhWwgi7elX
1%, FFERICESTRAIRA ICT h—R =727 0 A2 e U GRS USDEL
7_L R OSSR E O FAEARE T 5720, [FHES It THESNE I35 b
K7 IR DB D JRyh O FUTEEL

take due account of the framework established by Directive (EU) 2022/2555 and, where necessary, consult the
relevant competent authorities designated or established in accordance with that Directive, in order to avoid
duplication of technical and organisational measures that might apply to critical ICT third-party service providers
pursuant to that Directive;

AIREZREIFHNICISUNT, RR[R72 ICT Y—R =T —E 27 A 2 )35 ORI O
FHEIPHSN DI EIR CHOBEI IR TR SN A —E ZADIRELE YA A=~ Ml
FHZEERDD,

seek to minimise, to the extent possible, the risk of distuption to services provided by critical ICT third-party
service providers to customers that are entities falling outside the scope of this Regulation.

AR, OB | T OR T HEBRAS T 2R, BB 4—T 2055 RAHEET 5,

The Lead Overseer shall consutlt the Oversight Forum before exercising the powers referred to in paragraph 1.

1 FEAN R TR EZFE DR, FERRTEA1L, 1A K72 ICT Yr—h/ =7 h—t

ZF R INTKIL, OB RISt B DR TR B TSR
LS, 7, DIV, VAV AARRI B ORI b~z i 30
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J& H LINICEE T D2 52 2,

Before issuing recommendations in accordance with paragraph 1, point (d), the Lead Overseer shall give the
opportunity to the ICT third-party service provider to provide, within 30 calendar days, relevant information evidencing
the expected impact on customers that are entities falling outside the scope of this Regulation and, where appropriate,
formulating solutions to mitigate risks.

EEECETE, JONITHL, 25 1 TH@M OO s I HERROT FEDRESRAEE 975, FEEE 1L,
NEGIRERZRS, JON IS OSSN RIR 7R ICT Yr—R/ =7 h—E 270 2D ICT
—E AL QD SRS ORGSHERODSHD S TR, #5 1 T S =452,

The Lead Overseer shall inform the JON of the outcome of the exercise of the powers referred to in paragraph 1, points
(@)and (b). The Lead Overseer shall, without undue delay, transmit the reports referred to in paragraph 1, point (c), to the
JON and to the competent authorities of the financial entities using the ICT services of that critical ICT third-party service
provider.

ARIRIR ICT =R =T =27 0 23, B LRSI, 7o,
F O =9 20D L CHEIR A AT 5,

Critical ICT third-party service providers shall cooperate n good faith with the Lead Overseer, and assist it in the
fulfilment of its tasks.

% 1 @), OO FITRBITHHERROT Tl > GEULINAZ LN ELRES Q OB D 2
FAT O AREFOAZIV UL, 230, THIENORSEDEIE Y7% A AR ICT —F
IN=T YR T ME DA LT H D7t 30 [ H ORIRRORGEZ I I\ VT, HariE
B, SRR ICT R S—T 27 0 M TR YRS E O PR VDT
DOEMHIFE AR PEEEIRT 2,

In the event of whole or partial non-compliance with the measures required to be taken pursuant to the exercise of the
powers under paragraph 1, points (a), (b) and (c), and after the expiry of a period of at least 30 calendar days from the
date on which the critical ICT third-party service provider received notification of the respective measures, the Lead
Overseer shall adopt a decision imposing a periodic penalty payment to compel the critical ICT third-party service
provider to comply with those measres.

55 6 IR TEBIIEGT, BT ANERSNAECTHENLT, 73D, YRS R KR ICT H—h/3
—T AP —ERT T MU CEMIESA R T PRIEDEEE 6 7] OFEBIAAER 72 I,
Bans,

The periodic penalty payment referred to in paragraph 6 shall be imposed on a daily basis until compliance is achieved
and for no more than a period of six months following the notification of the decision to impose a periodic penalty
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payment to the critical ICT third-party service provider.

TEHHESZ R IRED T TEOHI - SRR A ERIHIE SO Y, RiEFEEICBITD
MEERARS ICT Yr—R/ =7 —E 27 S F DL RONRE) A 58 FEED 1% FETET5,

AR E 2R, A EEL, 5 6 TR TS ED ST EREd A0, R R UEE
EREIZIAND:

The amount of the periodic penalty payment, calculated from the date stipulated in the decision imposing the periodic
penalty payment, shall be up to 1 % of the average daily worldwide tumover of the critical ICT third-party service
provider in the preceding business year. When determining the amount of the penalty payment, the L ead Overseer shall
take into account the following criteria regarding non-compliance with the measures referred to in paragraph 6:
@ ANESFOEAMN OSkEIT;

the gravity and the duration of non-compliance;
b) FEFRERWNIIA TSN DB RIZIDHD0;

whether non-compliance has been committed intentionally or negligently;
© YL R ICT =R/ =T —E R\ F DR L ORIODH 1D~

the level of cooperation of the ICT third-party service provider with the Lead Overseer:

% 1 BIFED BRDT-012, —BIM0dHs T 7 a—F 2572, FIEEEEY, JON NIk
W CERBEE T,

For the purposes of the first subparagraph, in order to ensure a consistent approach, the Lead Overseer shall engage in
consultation within the JON.

AT, TR OIEEZ L SHLOEL, 2, B TSESLOET 5, B TiE, ot
HZBTRAE L O 7 B AN I TSIV RIEN I R R D REI 2o TS
N5, BHR T DAEREIDEAFN Y, AR TR TEBhET D ARARFFSL CORHE D
D, HilFERAEOFL, BINEE DO TRIZATLND,

Penalty payments shall be of an administrative nature and shall be enforceable. Enforcement shall be govemed by the
rules of civil procedure in foree in the Member State on the territory of which inspections and access shall be carried out.
Courts of the Member State concemed shall have jurisdiction over complaints related to iregular conduct of
enforcement. The amounts of the penalty payments shall be allocated to the general budget of the European Union.
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FIARTERAS, TOLI7 BRI S AN SRR I 9070558 FI3BR 95 S
(AU THAI T EEF L ECSEDIIGE2IRE, Fiohi-aToEitiE@z /AR
KLU R %,

The Lead Overseer shall disclose to the public every periodic penalty payment that has been imposed, unless such
disclosure would seriously jeopardise the financial markets or cause disproportionate damage to the parties involved.

5 6 THD MR DEHlEEEF A, SEarE# L, FEFR kDRI K72 ICT
—R =T XT T S T DORFHITKIL, L LT Z I ERE 5Z, 1o,
FHUNRTDARAKIR ICT R _3—TF P — 27 0 & DB R AR D a7 B
TR I AR E OPRTE DI T2,

Before imposing a periodic penalty payment under paragraph 6, the Lead Overseer shall give the representatives of the
critical ICT third-party service provider subject to the proceedings the opportunity to be heard on the findings and shall
base its decisions only on findings on which the critical ICT third-party service provider subject to the proceedings has
had an opportunity to comment.

FFELTRU IR 2B OBHEOMER L, ZOFE TRV CEmNCEESID, FETHIUC
AT 2AA K72 ICT Y—R/ =T —E 27 0 &3, OB O FEEE EOFEDLREIZ
BUIBMMOBZE OIS 72 FERITARU T, Fidk~DOT 782G OMER A 52 55, fldk~DT 724
OHERI T, BB, 37013, FIREE OGRS CE T LT, PRSI
IS N

Therights of the defence of the persons subject to the proceedings shall be fully respected in the proceedings. The critical
ICT third-party service provider subject to the proceedings shall be entitled to have access to the file, subject to the
legitimate mterest of other persons in the protection of their business secrets. The right of access to the file shall not extend
to confidential information or to the Lead Overseer’s intemal preparatory documents.

6% BRIMESDINHTHEEETEEDHEROITHE
Atticle36 Exercise of the powers of the Lead Overseer outside the Union

L.

55 31 5550 12TAD BIDTDI BTN E DRV Y-S, 203, ROEEPNIZHTE
TN IS DETENEEN D FA T Lo TSR D H DERR SIS RN E X T, RS,
ARA[R72 ICT H—R/ =T —E AT A2 L TR A O SRR T U T —E 2%
P92 BRODT=0IZ, BRONEA OSSR S Lo P, MRER 13— R DR
B CRA SN E SO FIETH SIS, &, ST NE S EHEOFE
T, 15N, 1, @ FE T OMOMPEE G, 5 = EPNICHTET DRI T, LLTF O
SO HERRAA THECED:
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‘When oversight objectives cannot be attained by means of interacting with the subsidiary set up for the purpose of
Atticle 31(12), or by exercising oversight activities on premises located in the Union, the Lead Overseer may exercise
the powers, referred to in the following provisions, on any premises located in a third-country which is owned, orused in
any way, for the purposes of providing services to Union financial entities, by a critical ICT third-party service provider,
in connection with its business operations, fimctions or services, including any administrative, business or operational
offices, premises, lands, buildings or other properties:

@ 53555 1 TH@); O

mnAuticle 35(1), point (a); and

b) 538555 2 (@), GLOANIHESTE 35555 1 TA(D), WWONT, 55 39555 1 TR O 2 1A
®)

in Article 35(1), point (b), in accordance with Article 38(2), points (a), (b) and (d), and in Article 39(1) and (2),
point (a).

55 1B IMERIE, LA RO TORHIRL T TiESHSS:

The powers referred to in the first subparagraph may be exercised subject to all of the following conditions:

) ZORRID PRI EE OFHs 2 R DEZHNTE TT DL TELINTT
DI = ENICBT DA FA TN Ch ORI EH I Lo TER LT
25

the conduct of an nspection in a third-country is deemed necessary by the Lead Overseer to allow it to fully and
effectively perform its duties under this Regulation;

() FBEPITRITDHRED, KOMEANOSRIEEEN 6372 ICT Sh—E ADRMLEHE R
HL TS,

the inspection in a third-country is directly related to the provision of ICT services to financial entities in the Union;

(i) BIRTDHRAIKIR ICT YR/ =T —E 2T AZ 7, 5 =[N DA D FS T
IZRIBEL QS D

the critical ICT third-party service provider concemed consents to the conduct of an inspection in a third-country;
and

(v) BERI 25 = EOm R RS, SRR E A DANITERNESZT, 770, TOMIIIL
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THGABR I T2,

the relevant authority of the third-country concemed has been officially notified by the Lead Overseer and raised
no objection thereto.

RMEL S OOREE K OMERKEREA LV E T WDRREHERR AT HZ L7, 85 1 THO HIODT=801Z, EBA,
ESMA F7-1% EIOPA 1, ZEUHRZES M ONMS%EE —EINI T AR B DA DT 5D DED
FET — NI DR T 25 —ENICRI DD B34 T2 FTREIC T D720 O = [F i
¥4 IR ORI DA T I e At 3%, Z O EIT, BINEE K Ok E S
DBRR B NTEHE EOFHE VL U7, 230, TOWAITHEN, HERkE K OWERLE
DRTHERRDIH Y Jayh 3 24535456 = e OV D5 —[E D1k 7224 JRy e O © —ER 1 32 =M
DU EZFRE T D EEIT IR,

Without prejudice to the respective competences of the Union institutions and of Member States, for the purposes of
paragraph 1, EBA, ESMA or EIOPA shall conclude administrative cooperation arrangements with the relevant
authority of the third country in order to enable the smooth conduct of nspections in the third country concemed by the
Lead Overseer and its designated team for its mission in that third country. Those cooperation arrangements shall not
create legal obligations in respect of the Union and its Member States nor shall they prevent Member States and their
competent authorities fiom concluding bilateral or mutltilateral anrangements with those third countries and their relevant
authorities.

LD ITHERS, D7k, LUFOEREOM A ZEDD:
Those cooperation arrangements shall specify at least the following elements:

@ BRI DHE S EOEZE LMD MIChLMHET FICRIT58 1 S 1 BT
BN OB I DR ) VR HE B M O OFR BT — DS D 3 T Al REL 9757280
BACR 9258 = [E OS24 RO REOSEAHIBET A B 258, ZOMRID Mok TE
TSN DRTEEEN,, BAFR 925 — Ok 724 il > CIATS A RN BIT S
ICT Yr—R7 S—=T VAT DI DEEAR L OFEE DT DD FHe

the procedures for the coordination of oversight activities carried out under this Regulation and any analogous
monitoring of ICT third-party risk in the financial sector exercised by the relevant authority of the third country
concemed, including details for transmitting the agreement of the latter to allow the conduct, by the Lead
Overseer and its designated team, of general investigations and on-site inspections as referred to in paragraph 1,
first subparagraph, on the teritory under its jurisdiction;

b) VDT, 5 37 SRITIVEIREEE ) HESRSIUSHIEHREDRIFRIZIS YT, EBA, ESMA &%
713 EIOPA ERSFR 3550 —[E Dk 72 X4 JRiE O RO S E O OT- D DA
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the mechanism for the transmission of any relevant information between EBA, ESMA or EIOPA and the
relevant authority of the third country concemed, in particular in connection with information that may be
requested by the Lead Overseer pursuant to Article 37,

B ENTLE 2L B0 % 31 556 1 H@HES TR AR ELTHEESIZ ICT Y—R%
—T A —E AT SAZN, BLEE = ENO SRR SR T —E 2 A4 285, BY
1355 = IE O ATRE A S IR D _REZ EDVRHISIU QOB B TR LT2EE 25
AU ONZE FH SRR K ONIERI ZOUN T, BIER 755 = E ks 7224 i
© EBA, ESMA F7213 EIOPA (x4 Al a{letE§ 472 b Df A

the mechanisms for the prompt notification by the relevant authority of the third-country concemed to EBA,
ESMA or EIOPA of cases where an ICT third-party service provider established in a third country and
designated as critical in accordance with Axticle 31(1), pont (), is deemed to have infiinged the requirements to
which it is obliged to adhere pursuant to the applicable law of the third country concemed when providing
services to financial institutions in that third country; as well as the remedies and penalties applied;

BRI 255 = ENOERIERED ICT Y—R/ S—T R ORARIZ B2 371 TR
ORI 2Ty 7 T — MO E I

the regular transmission of updates on regulatory or supervisory developments on the monitoring of ICT third-
party risk of financial institutions in the third country concemed;

TN 2L XY, B M O DR E T — Lo TIFATSNARRA ~D, Wik
B =EDY R 1 OREDSNNEFRDHT-ODRH

the details for allowing, if needed, the participation of one representative of the relevant third-country authority in
the nspections conducted by the Lead Overseer and the designated team.

FHAEEEDE 1 LU 2 ORI ERINE SN IS T OREIEE A I T TR0 EX, &
SRR

‘When the Lead Overseer is not able to conduct oversight activities outside the Union, referred to in paragraphs 1 and 2,
the Lead Overseer shall:

@

®)

FIHRTEEI > TR AR CORFERUSCELSIELL T, 5 35 50 MBI 5%E
SRR OMERAA L ;

exercise its powers under Article 35 on the basis of all facts and documents available to it;

AR T ESH BB IR B R D FA T TN DR R SCE LRt
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Eﬂ—ﬁ—é(]

document and explain any consequence of its inability to conduct the envisaged oversight activities as referred to
mthisArticle.

ARG AEREL TBERNAETDIHT, 55 35 555 1 ARSI B OF)
HOFNZRBTBREITANLID,

The potential consequences referred to in point (b) of this paragraph shall be taken into consideration in the Lead
Overseer’s recommendations issued pursuant to Article 35(1), point (d).

F 37 F IFERIRBtOER
Atticle37 Request for information

L.

SEOERSECET Y, 572 RIZIDF A TREICIY, Ra[k7e ICT —R/ =T —E 27
ZITKIL, A TS a2 T E TSP EoOSGE, 525, A8, BhECE, ICT &
X VT AR E, ICT EBRET DA T Nl E, WONS, Y%A A7 ICT Y—R/3—
TUP—E AT T SEE S EORRE R A HEENE TN — AU LB DA,
ZORAND TR B DFH a5 T3 DT B B | Lo T 25 C Ol
AR AT LA TR TED,

The Lead Overseer may, by simple request or by decision, require critical ICT third-party service providers to provide all
information that is necessary for the Lead Overseer to cany out its duties under this Regulation, inchiding all relevant
business or operational documents, contracts, policies, documentation, ICT security audit reports, ICT-elated incident
repots, as well as any information relating to parties to whom the critical ICT third-party service provider has outsourced
operational flmctions or activities.

1D FIZ3W I A sReO DM 572 BER A 15T 21, S
‘When sending a simple request for information under paragraph 1, the Lead Overseer shall:
@ TOESROERE EORHLEL T, ASERL;

refer to this Auticle as the legal basis of the requiest;

b) FOEROHBYERA,

state the purpose of the requiest;
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EDNERPELRSIVCNG ORI H AR

LD RSN O~ EWIIRAFREL ;

seta time limit within which the information is to be provided;

FOIEFINZLRSIV NSRRI ICT =R/ =T —E 27 M DREETTHL,
WeETA T TIEHRZARBEA DT LR DIVRY )3, BLRITHU TERISIRE T 55812
13, TRUESHDIE IR IR EMER I TRMREARKH D Tl T IR B DO LA E 2,
nform the representative of the critical ICT third-party service provider from whom the information is requested

that he or she is not obliged to provide the information, but in the event of a voluntary reply to the request the
mformation provided mustnot be incorrect or misleading,

1D PR CIF A AT 2 L2 EI I VELDR 506, R AT

‘When requiring by decision to supply information under paragraph 1, the Lead Overseer shall:

@)

®)

©

@

©

FOEROUERE EORIEL T, ARGERL;

refer to this Article as the legal basis of the request;
ZOFRD B Yk,

state the purpose of the request;
EDIERIELRSICNED ORI E Z7RL
ZONERAESN D EWRARLEL ;

setatime limitwithin which the information is to be provided;

BERSIIAFROVERTE T LR B T E DI HRAATA(D) ™ T IR
SR A O 35 25455 6 THOTP D BN QOB ERIHIER &AL

indicate the periodic penalty payments provided for in Article 35(6) where the production of the required
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mformation is incomplete or when such information is not provided within the time limit referred to in point (d)
of this paragraph;

®  HHIEU) No 10932010, KHIEU) No 10942010 K OHHIEU) No 10952010 D44 60 5K O}
K 61 SRTHEVY, BSA OAMIRFFEEZE B A2  CH IR EI TR U ONIRFISL T AHER
S OWRM S wREECHITT EREZCHIF 1B CY R ER RIEL SEOMENZFoR 375,

indicate the right to appeal the decision to ESA’s Board of Appeal and to have the decision reviewed by the Court
of Justice of the European Union (Court of Justice) in accordance with Articles 60 and 61 of Regulations (EU)
No 10932010, (EU) No 1094/2010 and (EU) No 1095/2010.

T AIRIR ICT =R =T =27 0 M E ORI, BERSI G REIHG372, WIEIC

AR TR MESTUTE R, G DIROIZIE ARG T2, el e
42, NEMEFATRAFAAILD THHEET, RNAIKZR ICT Y—R =T —E X7 213
EEANIEEZAY BE T2,

The representatives of the critical ICT third-party service providers shall supply the information requested. Lawyers duly
authorised to act may supply the information on behalf of their clients. The critical ICT third-party service provider shall
remain fully responsible if the information supplied is incomplete, incorrect or misleading,

ZEGERE T, TS, WA AR ICT Y —R/ =T =27 0 A Z D —E 2% F|
42 RMEBE O HESHETRDGH D4 I TR DY JON (L, 1A A 5720, IREED=a
[ e D R

The Lead Overseer shall, without delay, transmit a copy of the decision to supply information to the competent
authorities of the financial entities using the services of the relevant critical ICT third-party service providers and to the
JON.

FEBE —REERE
Atticle38 General investigations

L.

ZOBRND R 2 BB DR 79510, FEHEEET, 55 40 556 1 ORIt
[FRAT— NI DM a2, TDWET 2L E L, RA[R7R ICT h—R/ =7 h—E 27
AKX DI TTED,

In order to cany out its duties under this Regulation, the Lead Overseer, assisted by the joint examination team referred
to in Article 40(1), may, where necessary;, conduct nvestigations of critical ICT third-party service providers.

SEERECEY, DL OO 0MERR A
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The Lead Overseer shall have the power to:

@)

®)

©

@

©

ARSIV VOIROBIE R T, SR EE DRSO o Gl 3L
5, 74, FHROCNES IR 5720

examine records, data, procedures and any other material relevant to the execution of its tasks, irespective of the
medium on which they are stored;

ZDIIFEER, T4, IEE ST OZ NSNS ES At — %
RIS EAIAT D20,

take or obtain certified copies of, or extracts from, such records, data, documented procedures and any other
material;

TR DX R O IR D S F 73S TR CH S~ 3 E I C LA
KD, ANA[K7 ICT Y—R/ =T =27 M E OREEZERT D720, WO, %
DIRPEA AL 5120

summon representatives of the critical ICT third-party service provider for oral or written explanations on facts or
documents relating to the subject matter and purpose of the investigation and to record the answers;

LSO, FHEDXGFIEL B D EHRAIET D RO, EEZT 524
[ L AN EAHENTRI U CERS 2720,

mnterview any ofher natural or legal person who consents to be interviewed for the purpose of collecting
information relating to the subject matter of an investigation;

Al M OT — IR AR DRt BBk 2720,

request records of telephone and data traffic.

55 1 TR R H BT O SRR A DR AR S-S B R O LSO,

uf"]ﬁ@ﬁ%%%ﬁ&(} HE9OR B 2~ E S D7 ROV BAL, EAUDFE OHERAA T
42,

The officials and other persons authorised by the Lead Overseer for the purposes of the investigation referred to in
paragraph 1 shall exercise their powers upon production of a written authorisation specifying the subject matter and
purpose of the investigation.

[FIRFRIGES, BORSHVRLER, 7 —2, LS TFHeb LIZENLLSN O M s T
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HLLIFIRFEETHLGE F AT 272 ICT =R =T —E 2T A Z DRFHITRIL
THOIERN S 2EEDMRHESH T O IIARTER AN TR 55 35 448 6 THOHT
FEOLIEREEL IR T D,

That authorisation shall also indicate the periodic penalty payments provided for in Article 35(6) where the production of
the required records, data, documented procedures or any other material, or the answers to questions asked to
representatives of the ICT third-party service provider are not provided or are incomplete.

ARIRZR ICT Y—R/ =7 =27 M2 DRFF L, EEEEE OREEEGEZ
ZNNAHZEEBLREND, TOWRTEEL, HEOREFEROHWY, 5 35 5558 6 THOFTED
DAV ESIIFEE, HRIEU) No 10932010, #HIEU) No 10942010 & UHIHIEU) No 10952010 D
BN THIH TREZRIETE BRI NS RNESCHIFT 8> QRED RIESEOHER|O/ H 27~
R

The representatives of the critical ICT third-party service providers are required to submit to the nvestigations on the
basis of a decision of the Lead Overseer. The decision shall specify the subject matter and purpose of the investigation,
the periodic penalty payments provided for in Article 35(6), the legal remedies available under Regulations (EU) No
1093/2010, (EU) No 1094/2010 and (EU) No 10952010, and the right to have the decision reviewed by the Court of
Justice.

AR BRAR DRI IS YT, PR EEY, YREARAI e ICT Y—R/ =T h—e 27’
1AL D ICT Yr—E 24 R T 2SR BEOREHERDEG D M R L, TRESIU T VoA K%
UMEIRAAR 5-SI 8 O A 285592,

In good time before the start of the investigation, the Lead Overseer shall inform competent authorities of the financial
entities using the ICT services of that critical ICT third-party service provider of the envisaged investigation and of the
identity of the authorised persons.

SEEVEART, JONITHIL, 3 1 BIPEIC o GRS COIEHAARET 2,

The Lead Overseer shall communicate to the JON all information transmitted pursuant to the first subparagraph.

BIE BE
Atticle39 Inspections

L.

ZOIRAND FIZ AR B DFS 4 179 H123D, R, & 40 556 1 Tl ORd 3k
[FHRFT— NI DM 25T, AN EET, 20—, ZIRIVREND L7, A~ K7p
ICT Y —R =T —E 2T \NZ DEZEROWEN, THIFE XKL, MEELRHETD
BRI DA ADZEN TE R OFATCE, WO, BUGOINIRBIT DA I 1 CED,
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In order to carry out its duties under this Regulation, the Lead Overseer, assisted by the joint examination teams referred
to in Article 40(1), may enter in, and conduct all necessary onsite inspections on, any business premises, land or property
of the ICT third-party service providers, such as head offices, operation centres, secondary premises, as well as to
conduct offsite nspections.

55 1 BP9 MERRODT 0D B BIOT2301Z, SRS, JON 3 RIHTT 2,
For the purposes of exercising the powers referred to in the first subparagraph, the Lead Overseer shall consult the JON.

B BT AR A S T3 DT D N SR BE ) OMEBR A 5 ST B S R OISO,
QNI 1B i Pk

The officials and other persons authorised by the Lead Overseer to conduct an on-site inspection shall have the power to:
@ EDOIIRFEEROREN, THIE TN AL TN
enter any such business premises, land or property; and

©) REDOHIHINT, 220, BAEDTIDITHELFPINT, OISO, fiH-F7-
| IRCERE D720,

seal any such business premises, books or records, for the period of; and to the extent necessary for; the inspection.

BB DARAI KR ICT SR S—TF P —E 270 N E DREE DL Z NIVRANEET,
SHES BB NOMERAAR 5 ST B SR O NLISNDOE TS, OGO E R ONZES 35
5 6 OF TG EIHEBOM H 27~ S5l S A7 F TR ED ERI TR SSRLE
K OENIINDE DERRAA T35,

The officials and other persons authorised by the Lead Overseer shall exercise their powers upon production of a written

authorisation specifying the subject matter and the purpose of the inspection, and the periodic penalty payments
provided for in Axticle 35(6) where the representatives of the critical ICT third-party service providers concemed do not
submit to the inspection.

A BAA T DRI 23V VT, ZEEREETS, Ui ARl K72 ICT S—R/ " —7 g —e 27’
AL D ICT -t 2% 9 D RSRADRREHEROSH D M4 J/ 5L, 18E 9D,

In good time before the start of the inspection, the Lead Overseer shall inform the competent authorities of the financial
entities using that ICT third-party service provider:

B, EREBE 65 ICT Y—E RO RSN F A IS HR T 52T
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P2 ICT 2 AT L, oI —2, #ids, TR O —2 205372,

Inspections shall cover the full range of relevant ICT systems, networks, devices, information and data either used for, or
contributing to, the provision of ICT services to financial entities.

ZDIH7 2050 R 2 LI TGS 2RI DD 2N AR AT REZ 2 A FT A T E O LI TR
TN N7 CLEMRIN B ST B A bR, SRR, FHESI- BT 55
BOHNZ, Y%A K72 ICT r—R/ =T —E 27 A H L, BB NEEE -2 5,

Before any planned onssite inspection, the Lead Overseer shall give reasonable notice to the critical ICT third-party
service providers, unless such notice is not possible due to an emergency or crisis situation, or if it would lead to a
situation where the inspection or audit would no longer be effective.

AR ICT =R =T —E 27 &3, EHRT B OURE > TrrE b8
(RIS ANID, TOPTEEL, MAEDRGHIE L O BIOR H27RL, TORAHH
BESID HERETEL, 10, 5 355555 6 THOH CED LI ESIEA:, HHIEU) No 10932010,
JHHIEU) No 10942010 K OHHIEU) No 10952010 0 F{ZF3\W Y TR Rl e EoRaFIr N
FNERCHIT C s CEZ RIS B MR Ao~ 372,

The critical ICT third-party service provider shall submit to on-site inspections ordered by decision of the Lead Overseer:
The decision shall specify the subject matter and purpose of the inspection, fix the date on which the inspection shall
begin and shall indicate the periodic penalty payments provided for in Article 35(6), the legal remedies available under
Regulations (EU) No 10932010, (EU) No 10942010 and (EU) No 10952010, as well as the right to have the
decision reviewed by the Court of Justice.

FIHRTE A OMERAAR GSNIZE R OISO, AAIR7ZR ICT Yr—h/ =7 —t
AT B IR LS THrE DIV AR SO L CODL BT 50T, FEARTE S, 5%
ARRIRI2ICT =R/ =T =270 ST, Wk 2 BRI HERRODB S 2 JRi71,
YREA R KIR ICT =R/ =T —E AT T M Z LR it S U5 EOBIROZAL TS
HHTEBRISEE 6 U CER D A REMA S, LDII7RBORDOREREL TET DT L2diE
EES

Where the officials and other persons authorised by the Lead Overseer find that a critical ICT third-party service
provider opposes an inspection ordered pursuant to this Auticle, the Lead Overseer shall inform the critical ICT third-
party service provider of the consequences of such opposition, including the possibility for competent authorities of the
relevant financial entities to require financial entities to terminate the contractual arangements concluded with that
critical ICT third-party service provider:
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FEAF MR
Atticle40 Ongoing oversight

L.

BOBNESD, L0blT, — AT IR A A T AR, R, (& ORI RR ICT
PR R—=T P —E R N E R ON AR RT— N S D il a2 D,

‘When conducting oversight activities, in particular general nvestigations or inspections, the Lead Overseer shall be
assisted by a joint examination team established for each critical ICT third-party service provider:

ORI IERRRT—203, PR/ R &> Tipksn 2.
The joiit examination teamn referred to in peragraph 1 shall be composed of stafFmembers fiom:
@ ESAs;
the ESAs;

b) UREARFIKIR ICT —R =T =R AZ 7N ICT H—E REARHEL QDA
BAA B Dk G HE RO 5 Jr);

the relevant competent authorities supervising the financial entities to which the critical ICT third-party service
provider provides ICT services;

© fEET, %3258 4He ORI EHEIRODOEN Y 5,
the national competent authority referred to in Article 32(4), point (), on a voluntary basis;

d AEET, Ui RAIK7R ICT —R =T —E 27 N DML ZES RERRIED 120
THASHERR OB DIEIN Y R,

one national competent authority fiom the Member State where the critical ICT third-party service provider is
established, on a voluntary basis.

HEFT— 2O BT, ICT OFTEOBHFAGERL ONEEE . FOVAZOBEM AL O
@é:ﬂao HERRFIT— T, FRESH I B O R (M B Y2 ) OFFED
TZRWTEET S,

Members of the joint examination team shall have expertise in ICT matters and in operational risk. The joint
examination team shall work under the coordination of a designated Lead Overseer staff member (the ‘Lead Overseer
coordinator’).

192



L IEHAMES 10 &5 %5 (202546 H)

BT IEDTE 175 37 A LIS, EERTEA S, BB 7 +—T 20 O E R 4%, 5
35 TR IR IS TRAIRR ICT Y= =T =270 2 Ty Cod VAl et
PRI,

Within 3 months of the completion of an investigation or inspection, the Iead Oversees; affer consulting the Oversight
Forum, shall adopt recommendations to be addressed to the critical ICT third-party service provider pursuant to the
powers referred to in Article 35.

26 3R TR EN, BBIS, RA[KZR ICT —R =7 =27 A Z LU O5%
RAK72 ICT —R/ 8—T 4P —E 27 M Z 7 ICT Y— AR QA SRR DTS
FRODEH Y JHNTHIL, fREESD,

The recommendations referred to in paragraph 3 shall be immediately communicated to the critical ICT third-party
service provider and to the competent authorities of the financial entities to which it provides ICT services.

BB SR A T HRIOT2OIZ, SRR, k70 = AR FE R ORSR% AN AR 72 ICT
—FR=T PR LS TR TEDIDNTSIT ICT YR/ =T DR R
MM RS BB I AN DL TED,

For the purposes of fulfilling the oversight activities, the LLead Overseer may take into consideration any relevant third-
party certifications and ICT third-party intemal or external audit reports made available by the critical ICT third-party
service provider.

F 41 BEEBOFEITETEST S5 HDEAL
Atticle41 Harmonisation of conditions enabling the conduct of the oversight activities

L.

ESAs(3, FAZEERZI LT, LLFOHHDH A 2 EO Stk FOBIMMTER AR ES 2!
The ESAs shall, through the Jomt Committee, develop draft regulatory technical standards to specify:

@ 553155 11 HHD NI TRAIREL RESIOZEDATEDRO DI O DG EDH
TICT =R 3= =27 0 A E ARSI D~

the information to be provided by an ICT third-party service provider in the application for a voluntary request to
be designated as critical under Article 31(11);

©)  TRERK ORI DA R A T 27O DR G, 5 35 455 1 THIZE T

A7 ICT H—R/S=T =27 RSN, BRSIE T ESNDE ]
DOWNE, R OEL;
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the content, structure and format of the information to be submitted, disclosed or reported by the ICT third-party
service providers pursuant to Auticle 35(1), including the template for providing information on subcontracting
arrangements;

© ESAs DERE L& S HENRD® D Y RO 0D/ ST AD LB NIVt 9 D Al
AT LD, OB D TAn, s K OVEE R EA DT DO DFE,;

the criteria for detenmining the composition of the joint examination team enstring a balanced participation of
staffmembers fiom the ESAs and fiom the relevant competent authorities, their designation, tasks, and working
arrangements.

) B REF 3RS EIE R OIS EA AL T5, RA[K72 ICT —R/ =7 h—
AT BN T TR OTREHERR DA FOFHmOR H .

the details of the competent authorities’ assessment of the measures taken by critical ICT third-party service
providers based on the recommendations of the Lead Overseer pursuant to Article 42(3).

ESAs (%, RRMZEERITKRIL, 200447 A 17 HETIZ, ZHODIER|_EOHAMEAER AR T D,
The ESAs shall submit those draft regulatory technical standards to the Commission by 17 July 2024.

FHIBU) No 1093/2010, HHIIBU) No 10942010 K OSHIEU) No 10952010 DA 10 55720 LA 14
FROHFTEDOI-FRHUNESTE 1 TR IIEH] EOBAEHEAERT 5L Lo TToOMl
RIAAE T A7 DO L, FINZEBSICH L THER B,

Power is delegated to the Commission to supplement this Regulation by adopting the regulatory technical standards

referred to in paragraph 1 in accordance with the procedure laid down in Atticles 10 to 14 of Regulations (EU) No
10932010, (EU) No 10942010 and (EU) No 1095/2010.

B 2 F BHEROHLILURBIZESERAG
Atticle42  Follow-up by competent authorities

L.

95 35 5555 1 T SIS ) SRS S EOZ 58D 60 JEF B LINIZ, AR A[K72 ICT
PR =T —E R Z T, BEEITEOE DEREAR AR ICT —R/—7—t
AT E DEX A FIEE R S U GRINL, F20%, ZOI7 S E eI BB
DR AT Ui A AR5, EEE B, DI, BIR T DR ORSHERD®HDH Y
JRNRIL, N85,

Within 60 calendar days of the receipt of the recommendations issued by the Lead Overseer pursuant to Article 35(1),
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point (d), critical ICT third-party service providers shall either notify the Lead Overseer of their intention to follow the
recommendations or provide a reasoned explanation for not following such recommendations. The Lead Overseer
shall immediately transmit this information to the competent authorities of the financial entities concemed.

SEGRETEE L, ARAIRAR ICT Y—R/ =T —E 27 A3 | T CRER B 1
KU CEHILZRANGS, F20E, RAlK72 ICT h—R/ =T —E 27 0 2 D=
A3 THAEE 2 HNAYE, ABCRIRT %, ABHSHAERIL, Y%A IR ICT —
RN—=T P —E 27 X ORI ONCASESFOSZA T S ORI ZBE 3 DI5 A B R T72,
ZDIRERITL, ZDI72NFHDS, BRI DY FE TR LI Tlaza MEEZAUSE DL
VR, FAL, SR E R SEE T D K OVl Dse M EF A RN A O At
AT DO UL T O LEM AN SRS OSSR BRE, INROFEHRDN) | %A
PR BT Tk ~ D B2 Z A T BRES IS,

The Lead Overseer shall publicly disclose where a critical ICT third-party service provider fails to notify the Lead
Overseer in acoordance with paragraph 1 or where the explanation provided by the critical ICT third-party service
provider is not deemed sufficient. The information published shall disclose the identity of the critical ICT third-party
service provider as well as information on the type and nature of the non-compliance. Such information shall be limited
to what is relevant and proportionate for the purpose of enstring public awareness, unless such publication would cause
disproportionate damage to the parties involved or could seriously jeopardise the orderly finctioning and integrity of
financial markets or the stability of the whole or part of the financial system of the Union.

SEPERERE Y, MEA 0 ICT —RS—T g —E 27 ST, AR 48
95,

The Lead Overseer shall notify the ICT third-party service provider of that public disclosure.

WSHETROB DY Jal X, k72 AR TR, 3 35 5557 1 TR ZHES TR AT RZR ICT H—ko)
— TR T M F 8 O S EDO TR ESIT AV G35,

Competent authorities shall inform the relevant financial entities of the risks identified in the recommendations
addressed to critical ICT third-party service providers in accordance with Article 35(1), point (d).

ICT H—R/ "= (U7 ZHHRORE, SRR, 55 1 BFIOR U7 2 ZBIC AN,

When managing ICT third-party risk, financial entities shall take mto account the risks refemred to in the first
subparagraph.

BRERE S E O CRIESIVRFEDY AT 22 OERERED ICT Yh—R/ =727~
HPAADFIFAN TEREIZAFL TV VRNE T AIH TR TV VRO LIRS HERR OB 4 JRj713 %5
ZHEEL, TORFEMEIRODD YR, Y%L, ZDIS7RIAN RS B L2,
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WA EOBRDHL A, Z DI BMZ 56 60 B H LIS, A58 6
2D, RED TONA ATREM ST L aEmd 5,

Where a competent authority deems that a financial entity fails to take into account or to sufficientty address within its
management of ICT third-party risk the specific risks identified in the recommendations, it shall notify the financial
entity of the possibility of a decision being taken, within 60 calendar days of the receipt of such notification, pursuant to
paragraph 6, in the absence of appropriate contractual arrangements aiming to address such risks.

55 35 2550 1 THOW O TS EOSZREDR, 70, AREHF 6 TEIORTIRERT TR, TREsHERR
DHHY N, LRI, F8HEU) 20222555 (RTAUFNE LR E I TEEEFAR TEH>T, AT
K72 ICT Y—R/ =T —t 27 0 2 LU TR ESI R RO B2k a Ao R
FE e THRESNF A I3 DTS HERR D35 24 R o RBEHU C& D,

Upon receiving the reports referred to in Article 35(1), point (c), and prior to taking a decision as referred to in paragraph
6 of this Article, competent authorities may, on a voluntary basis, consult the competent authorities designated or
established in accordance with Directive (EU) 2022/2555 responsible for the supervision of an essential or important
entity subject to that Directive, which has been designated as a critical ICT third-party service provider:

TRHBSHERROBH DY SN, T DOFEEELU T, WD, 7>, Thhmblial X, AEEE 4 H
U S B TEDDE RO, 55 50 SRHE, AAK7R ICT r—R/~—T7th—E 27 o
A\ CONT S EO T CREESNIZUAZ DSAILSND E T, SRR, %Rl K7
ICT Y—R/ =T —E 270 A DRSNS —E2OR  Fo Tl %, EDRE
LI CT RS I E T AT LA ELR T OIRIERA THOZENTED, T ET 2l T, Tk
BHEIROHDM R, SRIFEESCRIL, ARA[ K7 ICT Hh—R =T —ERX7 0 (Z LD/ T
TG SIS o) _ OB DA E o F A s TS DA ELRTED,

Competent authorities may, as a measure of last resort, following the notification and, if appropriate, the consultation as
set out in paragraph 4 and 5 of this Auticle, in accordance with Article 50, take a decision requiring financial entities to
temporarily suspend, either in part or completely, the use or deployment of a service provided by the critical ICT third-
party service provider until the risks identified in the recommendations addressed to critical ICT third-party service
providers have been addressed. Where necessary, they may require financial entities to terminate, in part or completely,
the relevant contractual arrangements concluded with the critical ICT third-party service providers.

ARRRIR ICT Yr—R/ =T — 2T A7, FHERTE A DI S ST 7 n—F L35
1857 7 —FARPUE L TRV FAARDZLAARA LTI, 720, ZDIRE 207 7 0—F 73,
SR BRI T L TR TR IO RS2 A L TRDZZEE G036 LT, 7
2, BISHERD G Y SR DIE ST AR B NGO 2 M R DU ERRU A AN
o BVMOHLT T n—FaImii s ot &Y, FERETE A, BB T T LD E R
U7z BT, —BEMED D) DI DSBS EOFETHNAARE S D728, BFBSHEIRDE D
JRIRL, Lo, JIHIDTeD DI ABADEREE ST DIENTED,
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Where a critical ICT third-party service provider refuises to endorse recommendations, based on a divergent approach
from the one advised by the Lead Overseer; and such a divergent approach may adversely impact a large number of
financial entities, or a significant part of the financial sector; and individual wamings issued by competent authorities
have not resulted in consistent approaches mitigating the potential risk to financial stability, the Lead Overseer may; after
consulting the Oversight Forum, issue non-binding and non-public opinions to competent authorities, in order to
promote consistent and convergent supervisory follow-up measures, as appropriate.

55 35 555 1 WD IS E OO, TSRO Y RIE, A 6 R IRERAT
B, LUFOREEAETHEx, 3% A R72 ICT Y—R/ =T —E A7 A Lo TRlS
VTR RZDIAT R OB ON AN FOURAE A BB D!
Upon receiving the reports referred to in Article 35(1), point (c), competent authorities, when taking a decision as
referred to in paragraph 6 of this Axticle, shall take into account the type and magnitude of risk that is not addressed by
the critical ICT third-party service provider, as well as the seriousness of the non-compliance, having regard to the
following criteria:
@ ABESFOHERMER UK ;

the gravity and the duration of the non-compliance;

©)  FOREFN, Mi% AR ICT — R =T —E RS ML DFe, VRV ANA
T, VAT AN OWNVE BRI I D R38R A O NI D0,

whether the non-compliance has revealed serious weaknesses in the critical ICT third-party service provider’s
procedures, management systems, risk management and intemal controls;

© ERLIENEG SN, SRIVUSROMS A G272, Fz, ZHBUSNT, ZONEST
I3ERIALIRDIFRIL 2T 57,

whether a financial crime was facilitated, occasioned or is otherwise attributable to the non-compliance;

d)  ANEFEXANIIA TSN RIZI DD,
whether the non-compliance has been intentional or negligent;

© SRR EOBHROOIEEFATH TS, A% —E 2O R DL
WEF DT DBRERIOS NTHIGT, Mi%atdBID S FoiEE & RO Z
K DUATZAENTHEDD,
whether the suspension or termination of the contractual arrangements introduces a risk for continuity of the
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financial entity’s business operations notwithstanding the financial entity’s efforts to avoid distuption in the
provision of its services;

(O FrSEMATRERE XS, FRT(EU) 20222555 (AT DA E IR E A T EENE AR Cho
T, RAIRAR ICT =R/ =T th—E 27 0 M H LU TR ESIVEHARDETEN R %
T2 ORI e TR E SN E I IRBUT HIIRIMEIRODB L Y SR, RS 5 TIC
T TUERI TSRO E R

where applicable, the opinion of the competent authorities designated or established in accordance with Directive
(EU)2022/2555 responsible for the supervision of an essential or important entity subject to that Directive, which
has been designated as a critical ICT third-party service provider; requested on a voluntary basis in accordance
with paragraph 5 of this Auticle.

STIFSBAD T 2B A B EORIE I IR DI AR T BT, KON, 5 28 SRR HY
1 B Ky OB T H A A RSB SR B CEDINNTT D723, BRSHEIR DS DY Rl Y, ARk
WL, ARA[RZR ICT H—R/ =T —t 27 0 & L DD OB A 4554
DMAHIE CEDIINTT BT DI B w452 5,

Competent authorities shall grant financial entities the necessary period of time to enable them to adjust the contractual
amangements with critical ICT third-party service providers in order to avoid detrimental effects on their digital
operational resilience and to allow them to deploy exit strategies and transition plans as referred to n Auticle 28.

ARG 6 IR IUEIS, 55 32 5550 4 TH(a), O NN T BB 74— 4Dk BN LT
NZJONIZXRIL, 1HEISHA,

The decision referred to in paragraph 6 of this Article shall be notified to the members of the Oversight Forum referred to
nArticle 32(4), points (a), (b)and (c), and to the JON.

A 6 D CIEO I AR TEI LD A AR R ICT h—R/ =7 h—E 27N
AZVE, L0, MR AIRZR ICT =R S—F P —E 27 A Z O OB 1 F
T T OIEFREY DO IUIRICIS VT, 5282 DR e A m i /1375,

The critical ICT third-party service providers affected by the decisions provided for in paragraph 6 shall fully cooperate
with the financial entities impacted, in particular in the context of the process of suspension or termination of their
contractual arrangements.

HERBSHERRODE D X4 Jal g, SEFHR B I TRIL, BRI, SRR ORIRIZIIT D S e iEsHER R
DI JHOETE ORI\ NTESNT T 7 a—F L OSERICBIL, WONT, a3y
FAFRZ2 ICT YR/ 3—=T 4 —E A7 0 A Z | 5 CONT Bl S EDO B 2 TR A AT
K73 ICT PR/ =T —E 2T A DMK 2 ATV TR 2> Cifffs Sz
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Z2) EOBHRDIZBAL, 1HHET2,

Competent authorities shall regularly inform the Lead Overseer on the approaches and measures taken in their
supervisory tasks in relation to financial entities as well as on the contractual arrangements concluded by financial entities
where critical ICT third-party service providers have not endorsed in part or entirely recommendations addressed to
them by the Lead Overseer:

FEPHRTEAT, SROITEUT, FENSHTEZPAL TRESHEIROSS Y JRa B< 7ol Sz
S EICRL, HICM s R I T3,

The Lead Overseer may, upon request, provide firther clarifications on the recommendations issued to guide the
competent authorities on the follow-up measures.

BBFE EEOFHH
Atticle43 Oversight fees

L.

FIREEEL, AL 2 O T RSN T, RA[K72 ICT r—R/ =7 —E 2
T RITHL, B 40 SR HEERET — A S CEITSh A REORE L TaEN
1528 HOFMEN N E R B REIOMERD FIZHDFREDOBIRIZIITHH 32 5545 4 5=
5 2 RPN L ORI IZ ARSI DB S D FHOFMEZ 5D, ZOBIRINC I OETE Ok
BSOS TEDRMRI I DT B OB 23 MO A5 Fh Ve TR iRE 75,

The Lead Overseer shall, in accordance with the delegated act referred to in paragraph 2 of this Atticle, charge critical
ICT third-party service providers foes that fully cover the Lead Overseer’s necessary expenditure in relation to the
conduct of oversight tasks pursuant to this Regulation, including the reimbursement of any costs which may be incurred
as a result of work carried out by the joint examination team referred to in Article 40, as well as the costs of advice
provided by the independent experts as referred to in Auticle 32(4), second subparagraph, in relation to matters falling
under the remit of direct oversight activities.

AFRZ2 ICT =R/ "=T =270 NP L GRS TR, AfioHCE
DAV FISEDO T T D COBENZENRIBDEL, 7130, HFZARAI K72 ICT Yr—R/3—
TAP—E T A E DRGE FEREL BN b DET 2,

Theamount of a foe charged to a critical ICT third-party service provider shall cover all costs derived from the execution
of the duties set out in this Section and shall be proportionate to its tumover:

BRINZEE I, 202447 7 1 17 A ETICTFEBIOBK O DT SN TR GE TS
CUI S TZORIAEARES D720, 55 57 RN TRAESIVA TR RIS DHER A G- 251
60
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The Commission is empowered to adopt a delegated act in accordance with Article 57 to supplement this Regulation
by determining the amount of the foes and the way in which they are to be paid by 17 July 2024.

B HUE ERMYERS
Atticle44 International cooperation

L.

% 36 ST 52872, EBA, ESMA KUY EIOPA 1%, #HIEU) No 109322010, #1HIEU) No
10952010 X OMRAIEU) No 10942010 D4 33 SRICZEIENNE S, 55 =IEDIEH] E4 /R 0%
B EOYREDMIT, L0l ICT VA< R ANDFEBYEER, SRR O TN
D FELDT=ODSANT ZI T 4 A% R TE T DI AT, Bpbemf 7= ICT —NK
=T AV BT DERRA VR 12 B D7D 0O TBU E 2 CED,

Without prejudice to Article 36, EBA, ESMA and EIOPA may; in accordance with Article 33 of Regulations (EU) No
1093/2010, (EU) No 109522010 and (EU) No 1094/2010, respectively, conclude administrative amangements with
third-country regulatory and supervisory authorities to foster intemational cooperation on ICT third-party risk across
different financial sectors, in particular by developing best practices for the review of ICT risk management practices and
controls, mitigation meastires and incident responses.

ESAs 13, FERIEEREITUT, 5 AR, RONGES, BEFS R OWINEERITHIL, § 1 HOR
T H = E DY RO ChT ik /i REORSREZIL, ICT Y—R/ =7 U7 D kL,
GO ZEENE, THSGO5ERME, BEEF O L O TS OBEN 6 L Ch ORI Ay
CHIRIORE SRR T2,

The ESAs shall, through the Joint Committee, submit every five years a joint confidential report to the European
Parliament, to the Council and to the Commission, summarising the findings of relevant discussions held with the third
countries’ authorities referred to in paragraph 1, focusing on the evolution of ICT third-party risk and the implications for
financial stability, market integtity, investor protection and the finctioning of the intemal market.
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EVIE [FRIEOHRD
CHAPTER VI Information-sharing arrangements

B S E YA\ —BROMEERRUAR B SR A DR
Atticle45 Information-sharing arrangements on cyber threat information and intelligence

L.

R L, ARIEEIRIICISV YT, LU F DI mEFEROIE OFFHN T, IRELOTERE, #E
5, HIEM OFRE, YA 3= 2T B ORI — 1V awh, YA D 5% 0%
RAATHACED:

Financial entities may exchange amongst themselves cyber threat information and intelligence, including indicators of
compromise, tactics, techniquees, and procedures, cyber security alerts and configuration tools, to the extent that such
information and intelligence sharing;

@ LU, VAN EOBWRIZ T Batalia ) S ED L, AN DYERTDHE
TVEARIET I TINET DL, BHERES ), ERur B, RIS E - 3 AEE OB
B X ZDHZEID, SRR T A A SR EDIHE AR A AL ;

aims to enhance the digital operational resilience of financial entities, in particular through raising awareness in
relation to cyber threats, limiting or impeding the cyber threats” ability to spread, supporting defence capabilities,
threat detection techniques, mitigation strategies or response and recovery stages;

b) BREEEAO S CELTI =T PITRRIT DI
takes places within trusted communities of financial entities;

© HHESNOEROBIERNFEBLMEE LR, 2o, TR LOBENE, RAIED)
20160679 \HEATABNT =2 DU K OSBRI B D R e il R B 51 T
BRI CI > TS h A IF A R I oSS,

is implemented through information-sharing armrangements that protect the potentially sensitive nature of the
information shared, and that are govemed by rules of conduct in fuill respect of business confidentiality, protection
of personal data in accordance with Regulation (EU) 2016/679 and guidelines on competition policy.

55 1 OO BT, TERIEAEEL, SIOSRAEERL, 10, TANEEYeLET, 1T
B RO RS 5- LA TEHE R MR R E IS I CEOEI IO/ A, ICT Y—R/ =7
—E27 M Z ORI EES M B KOO IT 7Ty N7 4—LOR& 50, Mg o
A ESRICRE T HM A 2 E DD,

For the purpose of paragraph 1, point (c), the information-sharing arrangements shall define the conditions for
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participation and, where appropriate, shall set out the details on the involvement of public authorities and the capacity in
which they may be associated to the information-sharing amrangements, on the involvement of ICT third-party service
providers, and on operational elements, inchuding the use of dedicated IT platfonms.

DTRRFERENS, BEEHERODL YRS, Si%eREBIOR R S BRIV 20T A%, 55 1 1R
(ORI B~ USROS INEIBAL, F3, 720570500 ik
DIERREEIRORE T2 Lo ~IlAETd 2,

Financial entities shall notify competent authorities of their participation in the information-sharing anangements

referred to in paragraph 1, upon validation of their membership, o, as applicable, of the cessation of their membership,
once it takes effect.
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% VI E BHERDHILRD
CHAPTER VIl Competent authorities

F 6% BHERDHLUBD
Atticle46 Competent authorities

ZORANDE V ES T EIORTARAKZR ICT Y—R S—T(—E 270 S Z ORERAIA T
RE4A5T8A15 T 527K, ZOMANDESHE, FEEE T4 I THZ DI HE,
LR OREHEBRD® % X4 Jal 2> TS

Without prejudice to the provisions on the Oversight Framework for critical ICT third-party service providers referred to
i Chapter V, Section I1, of this Regulation, compliance with this Regulation shall be ensured by the following competent
authorities in acoordance with the powers granted by the respective legal acts:

@)

®)

©

BAZHERNTREL TR OYES 201336/EU |2l TR 7B B QL RS R
4 N> THRESNTRFBHENRODES 4 ), WONZ, HEIEU) No 10242013 D% 6 55455 4
T e TRENWE PRSI TS BB RIL T, RIFIANC o TH R DAVIZHERR K
ONRES Z0E>C ECB;

for credit nstitutions and for institutions exempted pursuant to Directive 2013/36/EU, the competent authority
designated in accordance with Atticle 4 of that Directive, and for credit institutions classified as significant n
accordance with Article 6(4) of Regulation (EU) No 10242013, the ECB in accordance with the powers and
tasks conferred by that Regulation;

FEM(EU) 20152366 (XD FHERI NSRS A BroD, DRFHEEE, F57 2009/110/EC 12k
ST S E -~ 31— REE 50, B~ L OYESEU) 20152366 D5
BEE 1 AR MEBEE R —E 27 o M2 ZBU T, F85BU) 20152366 DFF 2 5512
P THEESITIBHEHET R DS 4 JFy;

for payment institutions, including payment institutions exempted pursuant to Directive (EU) 2015/2366,
electronic money nstitutions, including those exempted pursuant to Directive 2009/110/EC, and account
information service providers as referred to in Aticle 33(1) of Directive (EU) 20152366, the competent authority
designated in accordance with Article 22 of Directive (EU) 2015/2366;

FEESE BT, BYNES L OB EU) 20192034505 4 SRTHE->TRIES
I REHERR DD Y 5

B B/ MEEICE T A ONCIES 200087EC, 54 200965EC, 54 201161EU, f54
201336/BU, F545 2014/59BU M ONES 2014/65EU ZTiE3- AR E N OB E20 201948 11 A 27 Hofg
45(BU) 20192034 (OJL314,5.122019,p. 64).
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for mvestment firms, the competent authority designated in accordance with Atticle 4 of Directive (EU)
201972034 of the Buropean Parliament and of the Council ®®;

IR S ED A BT DM P2 GRS S & EE T —E A7 3 H L O
PESIRN—70 DI TEICEAL T, FHRRNORERS 2S5 ChE > THRESIV R HER DS
HYJE);

for crypto-asset service providers as authorised under the Regulation on markets in crypto-assets and issuers of
asset-referenced tokens, the competent authority designated in accordance with the relevant provision of that
Regulation;

FESAETMEEHEACREL T, FHIEU) No 9092014 O 11 St~ THEESHT- Ik HE
(BB,

for central securities depositories, the competent authority designated in accordance with Article 11 of Regulation
(EU)No9092014;

RS ERERE CBEL T, FRAIEU) No 6482012 055 22 S:l Chit» THRESH IS HERR DS
DY,

for central counterparties, the competent authority designated in accordance with Atticle 22 of Regulation (EU)
No6482012;

BB AT B O — 35— 27 A2 2B T, 845 2014/65EU O 67 ZRIC0E-
THRE SN IHESHERROS S 4 7 K OYRAIEU) No 6002014 05 2 5555 1 18 18 5OHIT
TE e HSHEBR DS DY Ja3,

for trading venues and data reporting service providers, the competent authority designated in accordance with
Atticle 67 of Directive 2014/65/EU, and the competent authority as defined in Article 2(1), point (18), of
Regulation (EU)No 600/2014;

s |15 e BB ZBIL T3, BREIEU) No 6482012 D% 22 SR E> THRESH U Iass e
[ROIHH Y JR);

for trade repositories, the competent authority designated in accordance with Article 22 of Regulation (EU) No
648/2012;

Directive (EU) 201922034 of the European Parfiament and of the Council of 27 November 2019 on the prudential supervision of
investment firms and amending Directives 2002/87/EC, 2009/65/EC, 2011/61/EU, 2013/36/EU, 2014/59/EU and 2014/65/EU
(OJL314,5.122019,p.64).
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FNAFTTATEEET7 7 REFEZBALU T, F85 201161/EU OF 44 /0t THRESIL
T-HRESHEN RO DY R

for managers of altemative investment funds, the competent authority designated in accordance with Article 44
of Directive 2011/61/EU;

EREEEERAARCEIL T, F895 200965EC D 97 S hE> THHRESH-IFHENR D& 5
Jal;

for management companies, the competent authority designated in accordance with Atticle 97 of Directive
2009/65/EC;

PRBREFEEE M OB RFEE  CBIU T, F89 2000/138EC D5 30 SRICHE> THRESH-
TRSHERR DS D4 Ja);

for insurance and reinsurance undertakings, the competent authority designated in accordance with Aticle 30 of
Directive 2009/138/EC;

PRI R, PR P S 3E38 K OMRBLROZ R ERIR P S 2B T, F5D @)
2016097 D 12 Sl THES THRE SN RREHEROSH DM F);

for nsurance infenmediaries, reinsurance ntermediaries and ancillary insurance ntermediaries, the competent
authority designated in accordance with Article 12 of Directive (EU) 201697,

TG BTGB REIL T, F8HEU) 201612341 OF 47 STt~ CTHRE ST IS HENR
DHHY R,

for institutions for occupational retirement provision, the competent authority designated in accordance with
Atticle 47 of Directive (EU) 2016/2341;

GASAEERRICREL T, FRRIEC) No 10602000 D5 21 Sl ZHE> THIE ST HERRD
HHYJR;

for credit rating agencies, the competent authority designated in accordance with Article 21 of Regulation (EC)
No 10602009

A REEHEEFE BT, HHIEU) 2016/1011 05 40 5K O 41 SR ht-THEES
TT-BEHET RO DY

for administrators of critical benchmarks, the competent authority designated in accordance with Articles 40 and
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41 of Regulation (EU) 2016/1011;

() TIURTTT AT XTI ZBEU T, HRIBU) 20201503 D55 29 ZRITHEST
FRESHT IR D Ry

for crowdfinding service providers, the competent authority designated in accordance with Auticle 29 of
Regulation (EU) 2020/1503;

@ AR R BILCIE, HIHIIEU) 20172402 5 10 5B U% 145585 1 HICHE-T
FRE SIS BRI %24 ),

for securitisation repositories, the competent authority designated in accordance with Articles 10 and 14(1) of
Regulation (EU) 2017/2402.

B E ESEV) 20222555 I<KYEITONASER UV EBEDEDIH N
Atticle47 Cooperation with structures and authorities established by Directive (EU) 20222555

L.

ZOFEED FIZBW TR ESHTIRESHERD S X JR a5 (BU) 20222555 D 14 FR-IZ5->TGX
T 17 N—T EDRID 1A BRI OB B A ia B TR 3728, ESAs
K OMREHENR DS D4 Ja L, AR DBIRAIZISITS ESAs M OMHSHERRDIHS 2 JR oDk EHE
BhEBR I DFRCBEAL, 17 N —T DIFENZSNNTED, ESAs K UNRISHERRDOSHD 4 R,
ZOMRIDH 31 FR[TIVARAIK ICT YR/ 3= —E 27 M F L CORESIF RS
(EU) 2022/2555 \ IR 2B AR FT A FERENE AR ORRICRIIDFRIZBL, /17—
DIEEA~DSNAREINAZLZER TED,

To foster cooperation and enable supervisory exchanges between the competent authorities designated under this
Regulation and the Cooperation Group established by Atticle 14 of Directive (EU) 2022/2555, the ESAs and the
competent authorities may participate in the activities of the Cooperation Group for matters that concem their
supervisory activities in relation to financial entities. The ESAs and the competent authorities may request to be nvited
to participate in the activities of the Cooperation Group for matters in relation to essential or important entities subject to
Directive (EU)2022/2555 that have also been designated as critical ICT third-party service providers pursuant to Article
31 of this Regulation.

FRDNEGV X, WaSHETRO®HD Y A, 55 BU) 20222555 | ZhE~> THRESHE T3 THI
7 B BEE SR 7~ CSIRTs SO0 RUHL M ORI T,

‘Where appropriate, competent authorities may consult and share information with the single points of contact and the
CSIRT designated or established in accordance with Directive (EU) 2022/2555.

206



L IEHAMES 10 &5 %5 (202546 H)

ZIHNEY el E T, BRESHETRO®S R, F55EU) 20222555 | ZhE~> CHEESIVE I 3s% 5
THRHHERR OB D RN, TSR BA EOBIE LB sRODZENTE, >0, Fhin
TR RS T DARE DA RRIE SISO IN T D7D D ) B A FE OS5,

‘Where appropriate, competent authorities may request any relevant technical advice and assistance fiom the competent
authorities designated or established in accordance with Directive (EU) 2022/2555 and establish cooperation
arangements to allow effective and fast-response coordination mechanisms to be setup.

ARG 3 ORI REL, mh, &R OB BT DR D ENIE AEST-FATOT D OF
fot, 5 EU) 20222555 (> THEESIVE I IR THIIREHERR DS D 4 i HsReb i -1
WADT I EAE GO EO MBI ARGHERO®H S SR FHE Bt > TRRESIVE X
BRATHIVIRIHER D& X Je L DD RO HUZ R T DAHADT D DFf5ea 576D, ZOHL
AIDE 31 R[ICKOARAIKZR ICT Y—R =T —E X7 A& L THRIESHI S EU)
20222555 | AR 2 ZEE ARG o FEEE AR O BRI IS T R BTG M OV TR Bh o7
DI=OD TGO B ZEDH LN TED,

The arrangements referred to in paragraph 3 of this Auticle may, inter alia, specify the procedures for the coordination of
supervisory and oversight activities in relation to essential or important entities subject to Directive (EU) 20222555 that
have been designated as critical ICT third-party service providers pursuant to Aticle 31 of this Regulation, including for
the conduct, in accordance with national law; of nvestigations and on-site inspections, as well as for mechanisms for the
exchange of information between the competent authorities under this Regulation and the competent authorities
designated or established in acoordance with that Directive which includes access to information requested by the latter
authorities.

FEBE LRMOEH
Atticle48 Cooperation between authorities

L.

TS MENRODDL Y SN, RISV TEE TR L, 70, THANE rIREZ s, 8RR
BT,

Competent authorities shall cooperate closely among themselves and, where applicable, with the Lead Overseer.

TEESHERR DY JR SRR B 1T, I ORERRC, RAIKZ2 ICT —R/ =7 —E RN
B LR T DIER T T, 0T, BrEShIZAy, 77 a—F K OETER B OB Ol
BD—EpE UGN E O BRI T, ZOHRID R DRSHER DS Y fry -4
SHEE RN NI a2 T DT D ORI HEI RS H Y R LSRR B | C oo T 725
ECOEET AR B AT 2D,

Competent authorities and the Lead Overseer shall, in a timely manner; mutually exchange all relevant information
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conceming critical ICT third-party service providers which is necessary for them to carry out their respective duties
under this Regulation, in particular in relation to identified risks, approaches and measures taken as part of the Lead
Overseer’s oversight tasks.

FEOF EMAITHEIOEE, ERUEN
Atticle49 Financial cross-sector exercises, communication and cooperation

L.

ESAs [T, HFEESENLUT, 230, BEHERO®HS Y R, 845 2014/59EU D% 3 ST~ il
KBRS 55, BCB, HIHIEU) No 8062014 O SN ZH AL TR ERE A1 B T —
HFENPRZE B2, ESRB KON ENISA LD IHBLC, IRINGEIRAALR L OSEE I 275
HSADY A/ g5 LAY 2GRN T DT O ORE AR N 7D I 2 s DI A 2 I8
AIREIC T DA T DT LN TED,

The ESAs, through the Jomt Committee and in collaboration with competent authorities, resolution authorities as
referred to in Article 3 of Directive 2014/59/EU, the ECB, the Single Resolution Board as regards information relating
to entities falling under the scope of Regulation (EU) No 8062014, the ESRB and ENISA, as appropriate, may
establish mechanisms to enable the sharing of effective practices across financial sectors to enhance situational
awareness and identify common cyber vulnerabilities and risks across sectors.

ESAs 13, {miEBREEa BT 3Dl BN DK OVRINEE DSBS RN I L T AT 778
R DE AR HRER ICT LEBET DAL T U NET ICT SRS D38 435
Bl RIS 2RI S L~ LD IR CRREE ST O I B P S S ATREL 3Dl Willia)
B, YA/ N—BEED L T VA 2l D E BT K OB S SRS A E T,

They may develop crisis management and contingency exercises nvolving cyber-attack scenarios with a view to
developing communication channels and gradually enabling an effective coordnated response at Union level in the
event of a major cross-border ICT-related incident or related threat having a systemic impact on the Union’s financial
sector asawhole.

TISDEENE, Lio~K, MOREFERIN I H@mERIO AL B T&2,

Those exercises may, as appropriate, also test the financial sector’s dependencies on other economic sectors.

TS HENRDES X ), BSAs KON ECB 13, 55 47 SR U 54 SR I D355 20 T4 %712, FHA
(ZBEITIHAIL, 00, THiE s d 2, BESHEIRODED SR, ESAs JOY BCB 13, ZORIRAIOE
Jiﬁ%’%%%ﬁ&@\ﬁﬂﬁ?‘éfﬂ)@%ﬂ%@é)E.@ﬁ’:’”‘ BB TR, NS T 7T 2B

K OEEL, SHBEASIIL, BRO—BMABKL, 2>, RRENEET DAL
[E hem iR it 9,
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Competent authorities, ESAs and the ECB shall cooperate closely with each other and exchange nformation to carry
out their duties pursuant to Axticles 47 to 54. They shall closely coordinate their supervision in order to identify and
remedy breaches of this Regulation, develop and promote best practices, facilitate collaboration, foster consistency of
interpretation and provide cross-jurisdictional assessments in the event of any disagreements.

FENF TRHRERVRIEREE
Atticle 50 Administrative penalties and remedial measuires

L.

WREHERDDD Y RN E, ZOMIRNOD I DI HEIR DI Y JRID 5 2t T DI T EEE 7R
DETORTEHER, THEHEIRM OHIHEHMERAL D,

Competent authorities shall have all supervisory, nvestigatory and sanctioning powers necessary to fulfil their duties
under this Regulation.

VRTINS, D7id, DU OT OO RA T
The powers referred to in paragraph 1 shall include at least the following powers to:

@ TERBHERRODEG DY RN DFHEDOA TOTOI T Th oL Il D2 TOIERED EE
TAIT =5~ DT 72t b, KUY, T AL E 320 — 2 AF35120;

have access to any document or data held in any form that the competent authority considers relevant for the
performance of its duties and receive or take a copy of 1t;

b BRI ORE R TIE LT T 720, ZOMEFATHEL LU FOboxETens
LTNBIIRESHR Y,

cary out onsite inspections or investigations, which shall include but shall notbe limited to;

() FRAOXGFE N O H AR 0SS S 3G CR L C M S 3 S DR
BzsReD, BB REEZERT 272, WONT, ZORIE AR D720,

summoning representatives of the financial entities for oral or written explanations on facts or documents
relating to the subject matter and purpose of the investigation and to record the answers;

(i) FHLIND, HEORIZRFIALBEE T DIFRAE TS B DT E 52
LIZRE LU BRAF A REN R TER 5729 ;

mterviewing any other natural or legal person who consents to be interviewed for the purpose of collecting
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mformation relating to the subject matter of an investigation;

© ZOBRNDOEHDERA T2 xS %8 T IEFSE M OV (B2 ELR 95720,

require corrective and remedial measures for breaches of the requirements of this Regulation.
5 52 R Ol AR R OMER 205 D27, #RENS, ORISR T4
(RIS 2 B TG OVE IEFSE A TE D DRUEZIED, 532, LHUSDRUED IV 2IEE
ZRERS 2,
Without prejudice to the right of Member States to impose criminal penalties in accordance with Article 52, Member
States shall lay down rules establishing appropriate administrative penalties and remedial measures for breaches of this
Regulation and shall ensure their effective implementation.
EHODHIESL ORELY, FZIRITHY, BRI TH0 ML 108H58HDET 2D,

Those penalties and measures shall be effective, proportionate and dissuasive.

HERENT, FESHERDSS SRR, ZOBHIDBERA T2 L A7eKEd, LUROZE072600
TTBERR ST T IR a3 MR A 52 %

Member States shall confer on competent authorities the power to apply atleast the following administrative penalties or
remedial measures for breaches of this Regulation:

@ HARANFAHENHIL, ZOBANIER T A TR T HIEROERU TRAOMIEZL
TRNZEEELR DA 2T 375,

issue an order requiring the natural or legal person to cease conduct that is in breach of this Regulation and to
desist fiom a repetition of that conduct;

©  ZOHRNDITR S D LR HEIRD G 4 Jrn I D585 £ TR0 — R E1 3
TEABVAET KOS RE IS E A M T RO AT &1 DT e 2RI DL

require the temporary or permanent cessation of any practice or conduct that the competent authority considers to
be contrary to the provisions of this Regulation and prevent repetition of that practioe or conduct;

© SHAVAMEEOREL D, SEEBINER LOBY R T UH T DT LS 123D
I DIAT DRFEZ IR DL

adoptany type of measure, including of pecuniary nature, to ensure that financial entities continue to comply with
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legal requirements;

@ ZOBRIDERATRO GBI G IMEET DY THY, 70, ZOMRIDERATRADH
BOIZDZD IRtk CORDEE, EPAIZI > TFAESHAIRIIZRNT, 1@
(EHHEE L TRASIV OB F DT —F T 7 4 VRt Bk D28 WTNT

require, insofar as permitted by national law, existing data traffic records held by a telecommunication operator,
where there is a reasonable suspicion of a breach of this Regulation and where such records may be relevant to an
investigation into breaches of this Regulation; and

© HZARANEARENDRR G R OSERAT AN EEF T DA FRIHEED, ZAH I8
HERT DL,

issue public notices, including public statements indicating the identity of the natural or legal person and the nature
of the breach.

5 2 HoKUES 4 EWNENTHLU CEMSSYra, MRIENT, RS S JRlTHL,
PHEDOHTIEDSIVRAHIIRL T, REEFHORKAISHL, KT, TS0, ENED TIC
BUOTHRRHERATAI L TREZEE NI, 17BN O IERTEZE 957D 0O
RE5-2 2,

Where paragraph 2, point (C), and paragraph 4 apply to legal persons, Member States shall confer on competent
authorities the power to apply the administrative penalties and remedial measures, subject to the conditions provided for
n national law; to members of the management body, and to other individuals who under national law are responsible
for the breach.

6. HERKIENT, 55 2 QDT CIED LIV TEHR S R IERFE AN A DR IE A I ZERH (AT
THOTHY, >0, NRFSLTOMRN AR D LR T2,

Member States shall ensure that any decision imposing administrative penalties or remedial measures set out in
paragraph 2, point (c), is properly reasoned and is subject to a right of appeal.
%515 TRHRRRURIERELINA SHEROITHE

Atticle 51 Exercise of the power to impose administrative penalties and remedial measures

. BRSHEROBHSY T, Lhvd~X, LLFDOLIBIC, YiISHERRD &5 [ DEPNTE O,
TN THESTE 50 S TG K OV IER S E A N2 DHERA T4 5!

Competent authorities shall exercise the powers to impose administrative penalties and remedial meastres referred to in
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Aticle 50 in accordance with their national legal frameworks, where appropriate, as follows:
@ [EHE
directly;
b) MOLREIHLT;
in collaboration with other authorities;
© AMOBJRTHRITDZATIY, LRSS S RO FETD TRV TET
under their responsibility by delegation to other authorities; or
d)  THHSHEROB LIRS I T4 D N Ty,
by application to the competent judicial authorities.
WRESHERROSHD YA, 55 50 40D FIZEB\TINZ HASHF TEORIE S I 3 R B2 A7 K
O IRIE DI, ZOMRA TANERINT TN EHR I SO Chon O, &
O, Lo, LA OHFIEA G0, ik e 2 COFIEEBRBICANS:

Competent authorities, when determining the type and level of an administrative penalty or remedial measure to be
imposed under Axticle 50, shall take info account the extent to which the breach is intentional or results from negligence,

and all other relevant circumstances, including the following, where appropriate:
@ EOENATADRHIM:, EAMER ORI,

the materiality, gravity and the duration of the breach;
b EOELATACEFZRD BRAFATEAD R FORE;

the degree of responsibility of the natural or legal person responsible for the breach;
© FEEEAIERANFATENDMT);

the financial strength of the responsible natural or legal person;

@ TIDMEESHAFDIRY, BFEE D BN FATEN I TGS o HahkEs
AARRD BN
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the importance of profits gained or losses avoided by the responsible nafural or legal person, insofar as they can be
determined;
© TIDHEESTUSDIRY, COESA TR S TELTE = A OIRK;
the losses for third parties caused by the breach, insofar as they can be determined;
O  BEEARANFAREN I TGS AR F o IS AR R E NSO T L2 fife
IR T DU ENEEN T HZL7<, BAEEAD HIRANFATEN LIRSS 1 R L DD

wWHoL~L;

the level of cooperation of the responsible natural or legal person with the competent authority, without prejudice
to the need to ensure disgorgement of profits gained or losses avoided by that natural or legal person;

@ FEEEAIHRATATENDBHEOESA T4,

previous breaches by the responsible natural or legal person.

5 HEEHR
Atticle52 Criminal penalties

L.

HERRIENS, SREHERKEDEPNIED M2 oMEHIEI IR DERA TR BAL, 1TBE %
TE R B D RUEZ B D7 LA RIE TED,

Member States may decide not to lay down rules for administrative penalties or remedial measures for breaches that are
subject to criminal penalties under their national law.

FERREEDS, ZOIARNOESA T BT DI A ED DT BN U= L&, YaztEiklEl S,
ZOIHRNDIERA T2 B CBIAAS AL S 7 TR S Ffe S BEha BB O A2 18
T DT EFEIRSHERR O 8% X4 SO E R FHEORFHNICH DI 4R, FFE Y R E 30
1Y SR G & L DT OV TN ELL 72 COMENRIE ONZZOIFRID B BIDT- DI /3 _&Y
FERRESHEBR D3 %4 R D857 15 T- 3 T-0I 4 RO S J/l e L U EBA, ESMA F7-1%
EIOPA (Tt LRI A AR 27D B L7020 2 COMEBRA IS HETR DB D Y Jain b 2dHI
FAT-ODIE A E D T HNAT LA,

‘Where Member States have chosen to lay down criminal penalties for breaches of this Regulation, they shall ensure that
appropriate measures are in place so that competent authorities have all the necessary powers to liaise with judicial,
prosecuting, or criminal justice authorities within their jurisdiction to receive specific information related to criminal
mvestigations or proceedings commenced for breaches of this Regulation, and to provide the same information to other
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competent authorities, as well as EBA, ESMA or EIOPA to fulfil their obligations to cooperate for the purposes of this
Regulation.

¥ BF BHSRB
Atticle 53 Notification duties

HERRENTL, 20254 1 A 17 HETIS, BZEEZ, ESMA, EBA J2 O EIOPA [ ZXIL, wits7 Ik
DEIZ D, REL T DIERE, BRI O TG Z0EN 5, MAKIENL, AEbaEms,
RiINZEE 2, ESMA, EBA K O" EIOPA (ZxfL, ZAUnmikt, JRIKL O TEERADZDHOUIE
AT,

Member States shall notify the laws, regulations and administrative provisions implementing this Chapter, including any
relevant criminal law provisions, to the Commission, ESMA, the EBA and EIOPA by 17 January 2025. Member States
shall notify the Commission, ESMA, the EBA and EIOPA without undue delay of any subsequent amendments thereto.

FEMUE TRHBROAR
Atticle 54  Publication of administrative penalties

L.

TRHSHENR DB Jagl S, A7 72, Mk D MLl D4 58 N IR CRENSILIZ 1%
Y3 A AIRE T D AIR S COMELEL RV M TBRIFRA B TRE%, Y i B D&H DY
JADLH D Web VAh FTAES D,

Competent authorities shall publish on their official websites, without undue delay, any decision imposing an
administrative penalty against which there is no appeal after the addressee of the penalty has been notified of that
ecisi

5 1 TR ARIY, BRATRHOIAT RONEE, BEERE DRSO RS C
FSERAIITE =Y %

The publication referred to in paragraph 1 shall include information on the type and nature of the breach, the identity of
the persons responsible and the penalties imposed.

IR —ADRHUIOW%, BESHERO®D 4 J03, IR ADSAIZI IR OAFEL LT ER
NDEGEZI TG R 4 AEN T —2 DRI TII2 N7, AT —XOIREEDBIRIC
BIFDIAY %8 A TNDIITE, Bl 22 e - 3T B T OO Ta a2
JO7E, FAX, FNDMEESITUSDIRY, BIE-328 I T Qi MEEA 52 5405728
HIMr DX, ZOREHERROG DM AT, 1 TBEIEA R YELOBIRITINT, LUFOfER
o 1 SZEHR$5:
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‘Where the competent authority, following a case-by-case assessment, considers that the publication of the identity, in the
case of legal persons, or of the identity and personal data, in the case of natural persons, would be disproportionate,
including risks in relation to the protection of personal data, jeopardise the stability of financial markets or the pursuit of
an ongoing criminal investigation, or cause, insofar as these can be determined, disproportionate damages to the person
nvolved, it shall adopt one of the following solutions in respect of the decision imposing an administrative penalty:

@ ARURNZEETDETORHIPNHRTDET, 1TEHE O AT T D,
defer ts publication until all reasons for non-publication cease to exist;

O EPNEE, EAN—ATITBiE G A5, £
publish it on an anonymous basis, in accordance with national law or

© @O CTED AR BRSO L E T T3 AR 2N e ERR 5
72O T4 TIIRNEEZBNALE, T2, ZTDOIRARPRESNARIEOE RS
BT CIIZRNEE, 1TEOE A AR T D EEVEX D,

refiain fiom publishing it, where the options set out in pomnts (a) and (b) are deemed either msufficient to
guarantee a lack of any danger for the stability of financial markets, or where such a publication would not be
proportionate to the leniency of the imposed penalty.

55 3 O AL > TEA N—A T TBIE A AR T DI OOREDY G, BT —20DRFKIT, &
HISn A2,

In the case of a decision to publish an administrative penalty on an anonymous basis in accordance with paragraph 3,
point (b), the publication of the relevant data may be postponed.

RS54 N 0 D 3%l A MR ET D AR S OO E T D TBUHIEA R IR E Ak
BHEBRDOBD 4 RHVAFTRUQNDGE, SIRESHERO®HL Y JRIL, Mzl EIROSS Y RO
KD Web HAM HIZEFEEHRAE DI, e, $ROBFEZINT, ZDOII72ARIRNLTO
FEFA BT D E O DOBIEF TIN5, 1 TEEA RS D EL N T D1EE FORELE
ToINFTRSNA,

Where a competent authority publishes a decision imposing an administrative penalty against which there is an appeal
before the relevant judicial authorities, competent authorities shall immediately add on their official website that
information and, at later stages, any subsequent related information on the outcome of 'such appeal. Any judicial decision
annulling a decision imposing an administrative penalty shall also be published.

THHSHERRDDD YA, 55 1 TR 4 TR TIED, ARG DI O\ ILEELT2%
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72T SRR HERR DD M RO ATD Web AN HITFRSNAZ L AAfE R 5, ZOWIMIT,
ZDPRITEDINAN S 5 AR U0,

Competent authorities shall ensure that any publication referred to in paragraphs 1 to 4 shall remain on their official
website only for the period which is necessary to bring forth this Article. This period shall not exceed five years affer its
publication.

B 55 % BELOWE
Atticle 55 Professional secrecy

L.

ZORANZE A TRHESH, SN F DS ESIAEREORERIT, 55 2 HO TEDSIH,
2 LORBEDRAIHNT 2,

Any confidential information received, exchanged or transmitted pursuant to this Regulation shall be subject to the
conditions of professional secrecy laid down in paragraph 2.

Wit EORE DY, ZOBIRINZIAEHERRDOSHD Y ROT=DIZ, F-1, Batr N OV
NZE CBRRERESN-BPIFR A0, U DB TR CENSDORGEHENRD® 5 2 JR7) 24 5%
TSHENR DI D JRIOMENR A ZAEUT= 4 SR F A 30 F 8 F T B RABLITEADT -
B NS ETOE T HENNCQN =2 TOEITH L Gl S,

The obligation of professional secrecy applies to all persons who work, or who have worked, for the competent
authorities pursuant to this Regulation, or for any authority or market undertaking or nafural or legal person to whom
those competent authorities have delegated their powers, including auditors and experts contracted by them.

ZOHIRND NI HERRODES X iy S OB (BU) 20222555 | XAE> CHEESAVEZI IR T Hi
THBHSHERRDED Y RO T B RAcHA 3w, W FOREOREH DS ERIE, ’ioE
AEFFENE IS TEDLI-SRADN NI DA 5 RE, OB F T4 T U CR
IRSIU T2,

Information covered by professional secrecy, including the exchange of information among competent authorities
under this Regulation and competent authorities designated or established in accordance with Directive (EU)
2022/2555, shall not be disclosed to any other person or authority except by virtue of provisions laid down by Union or
national law;

ZORANZ I TRIHERODD S 4 JRDF TSN O H 3 EOSMETEEEEL EOSM M
OIS OREFERIFAN E B ARJFARE BRI D2 TOMEHIE, BEE THLLHWIS, 7
2, TOIREDRFEIZIRNT, LB HERDG S MR, ZDIS7MEHBIRSIUTOEE~
TG E FIATER EDOFRDTIONEDIITBI R8BS G 7w IRE, IBeé EORED
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FYHIRT 2,

All information exchanged between the competent authorities pursuant to this Regulation that concems business or
operational conditions and other economic or personal affairs shall be considered confidential and shall be subject to the
requirements of professional secrecy, except where the competent authority states, at the time of communication, that
such information may be disclosed or where such disclosure is necessary for legal proceedings.

ESoE THRE
Atticle 56 Data Protection

1. ESAs HGSHERRDO®HS Y A, ZORANCIS Y3 HEN RS Y e WD FE 34 T3
HZED BRIDT DI EELI2 D56, L0, JHA, M, THHRftoELR, (R, AK, &E,
FRALE, R OB GBI EE D7D DB L B A IR, (BN T —5 A B D7 L0588
OIS, HANT —21%, ZHusiEf rTRE T EXIHE T, HRIEBU) 2016679 713 HIEU)
20181725 | Ao TIBREING,

The ESAs and the competent authorities shall be allowed to process personal data only where necessary for the purpose
of camying out their respective obligations and duties pursuant to this Regulation, in particular for investigation,
inspection, request for information, communication, publication, evaluation, verification, assessment and drafting of
oversight plans. The personal data shall be processed in accordance with Regulation (EU) 2016/679 or Regulation (EU)
2018/1725, whichever is applicable.

2. MOEFIDIE T RO THIRITEDSIL QOO EEIRE, # IR EAT—21E, 2045
157 — A IR FF DL B DRI O T MR E T ChLOS A2 bRE, 1 ATRE
FOFEDRISNDET, 530, WD EITIN TS, iR 154ET, IhFfiahns,

Except where otherwise provided in other sectoral acts, the personal data referred to in paragraph 1 shall be retained until

the discharge of the applicable supervisory duties and in any case for a maximum period of 15 years, except in the event
of pending court proceedings requiring flrther retention of such data.
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5 VILE FEShATH
CHAPTER VIII Delegated acts

BT REDORT
Atticle 57 Exervcise of the delegation

L.

FAESNA TR MR T, ASRITED DR TIRL T, BNEERITH LU TEABND,
The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this Auticle.

95 31 5565 6 TEN OV 43 5545 2 TR s ZAESNAT T AR DHERRIE, 200445 1 H 17 B>
5 5 EOHIHE, BINEERIRLUTH20N5, BINEE R, 20 5 FEOMIBORE H J0baT]
DELEL 990 H LWL, ZOMHEROTATH BT 28 EA R D, HEROZTE, BRNGESE
T3 IR H OB RIS 3 73 H LIPS ED IO MER SO BRY, [F]
—OHIET, BURTIERSNAS,

The power to adopt delegated acts referred to in Articles 31(6) and 43(2) shall be conferred on the Commission for a
period of five years fiom 17 January 2024. The Commission shall draw up a report in respect of the delegation of power
not later than nine months before the end of the five-year period. The delegation of power shall be tacitly extended for
periods of an identical duration, unless the European Partiament or the Council opposes such extension not later than
three months before the end of each period.

55 31 558 6 JHM OV 43 5556 2 IR THEIRODZAT L, VO Th, BN T 3IHFRIT S
THEHSIUTD, BUHLOIRTENS, [RRRED T THRSIVOMIROZA LA T SED, TOWREIL
EU B8 CRIDEORED RO IR, Fd, ZOREDT THRESIAEDHIZ
FRITS %, TOWRIENT, BUIFERIL QO VDZAESN AT RO A 52 Qa2

The delegation of power referred to in Aticles 31(6) and 43(2) may be revoked at any time by the European Parfiament
or by the Council. A decision to revoke shall put an end to the delegation of the power specified in that decision. It shall
take effect the day following the publication of the decision in the Official Journal of the European Union or at a later
date specified therein. It shall not affect the validity of any delegated acts already in force.

FATESNATAEBART DR, BONEESIL, JVEVSHAIZETS 2016 4= 4 A 13 HOBR
HEEOT TEDOIFHAFHNIIE Y, FAEKEIL > TRESI-EMZ) ORI %,

Before adopting a delegated act, the Commission shall consult experts designated by each Member State in accordance
with the principles laid down in the interinstitutional Agreement of 13 April 2016 on Better Law-Making,

BEENTHESNDI TAETARU-EXITE IS, BONEESE, FON#ES N OS2
[FIRELS, FDZEmdind5,
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As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European Parliament and to
the Council.

55 31 5505 6 MO 43 55545 2 S o THRIRSIV - ZHESNAT T 41 S, BRONGES M ORI
KDL TAOBENS 3 7> UPITERINGEESD LU IBEER OV Sb i #IASh
IRNEE, FE, EOMIEDN 79 DRI, BNGeS K OB SO mE DR ER ST T
PRI~ QNG ERE LT L TBRVFED 2, ORI, FRINGES DR E F I IFEF=00FE
HUSID, 3 A FTERSNS,

A delegated act adopted pursuant to Auticles 31(6) and 43(2) shall enter into force only if no objection has been
expressed either by the Furopean Parliament or by the Council within a period of three months of notification of that act
to the Furopean Parliament and the Council or if, before the expiry of that period, the Furopean Parliament and the
Council have both informed the Commission that they will not object. That period shall be extended by three months at
the initiative of the Furopean Parliament or of the Council.
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¥ XE BREEFRRUREER
CHAPTERIX Transitional and final provisions

-8 8:1]
Section I

E8F RELEA
Atticle 58 Review clause

1. 20284F 1 H 17 HETIZ, BINFEESNT, ESAs & ) ESRB 7 o0& REEEAER- T, LvdX,
FELEFATL, Do, BMNGES M OHEFERI L, ZNDE e S N2 A4 C, i
EEARHT D, TORELIL, D7klt, LU FOFEEZEDD:

By 17 January 2028, the Commission shall, after consulting the ESAs and the ESRB, as appropriate, carry out a review

and submit a report to the Furopean Partiament and the Council, accompanied, where appropriate, by a legislative
proposal. The review shall include at least the following:

@

®)

©

55 31 5505 2 TEIESTAR AT KR ICT Y—R7 S—=T P —E 27 0 M Z DIREDT8O DI
HE;

the criteria for the designation of critical ICT third-party service providers in accordance with Aticle 31(2);
55 19 RIS RET 2 AN =B LR
the voluntary nature of the notification of significant cyber threats referred to in Axticle 19;

B EPNITLS AL S AR A K72 ICT SR ST =27 0 M X DI A
PRI D ELERE T D ENDOSIED FhE L OVRINE SIS 2 I T DB A A E
FHEBLED, 5 31 555 RIUTRIHIEE RO 355485 1 Hdiv)Es | BEO R TED
DA B OFENR,;

the regime referred to in Aticle 31(12) and the powers of the Lead Overseer provided for in Article 35(1), point
(d), point (iv), first indent, with a view to evaluating the effectiveness of those provisions with regard to ensuring
effective oversight of critical ICT third-party service providers established in a third country, and the necessity to
establish a subsidiary in the Union.

AFH 1 B0 BRIDT-OIZ, ZDRIELIE, F = ) HO—EA~DORMES D45
1%&%%@7&)21&0W~I\I@é\@$%& CRIFHEDIH e —E 2D R MES Al Z &,

% 31 5555 12 ORI HIEO S HE S HobDEL, -, TOREUL, ZOMANCE->T
EHESND Y —EADTODOTIG TR D DR, [FHIEOHEE R 2oL
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Bt 2RI SRl B O IR, WO, [EFRHY7RL -~V L TREE T VDR
B EOMER K ORFE EOMERAZEICAND,

For the purposes of the first subparagraph of this point, the review shall include an analysis of the regime referred
to in Atticle 31(12), inchuding in tenms of access for Union financial entities to services from third countries and
availability of such services on the Union market and it shall take into account flnther developments in the
markets for the services covered by this Regulation, the practical experience of financial entities and financial
supervisors with regard to the application and, respectively, supervision of that regime, and any relevant
regulatory and supervisory developments taking place at intemational level.

d) DI AT LORFIN BT DREROTIGORBIZIROL, HE bt AT 2%
TEHL QDS 2 4555 3 (e I3 iisEaa-Z ORI HEPHNIC S D AZ LDk )
PE;

the appropriateness of including in the scope of this Regulation financial entities referred to in Auticle 2(3), point
(e), making use of automated sales systems, in light of future market developments on the use of such systems;

© EEEWSHANITRI DB O—E MR ONEACHRO =A% 5 7T JON O
O,

the fimctioning and effectiveness of the JON in supporting the consistency of the oversight and the efficiency of
the exchange of information within the Oversight Framework.

BH(EU) 20152366 D FLIELODFE IS VT, BRINEERIE, TRFE AT LM ORI B EE) D
A N—[RIE JEBINS D EE, WS, TR AT SO K OV EEN 2R 59
HIEFRITR U CC ORI @ IR E D2 EOmIINEA M5, ZORMEIZISL, B
JNEEZNT, 20234 7 A 17 BRI, F55EU) 20152366 DFHlod—ERELT, B K O
FRITHL, WEEARNTD,

In the context of the review of Directive (EU) 2015/2366, the Commission shall assess the need for increased cyber
resilience of payment systems and payment-processing activities and the appropriateness of extending the scope of this
Regulation to operators of payment systems and entities involved in payment-processing activities. In light of this
assessment, the Commission shall submit, as part of the review of Directive (EU) 2015/2366, a report to the Furopean
Parliament and the Council no later than 17 July 2023.

[ RIELOEEEAEFHELLC, 7>, ESAs, ECB 21 ESRB 755008 RIEHZR - G, BN 2
BT, FnaNEulial i, >0, F5(EU) 20152366 DF; 108 555 2 TEIZIOMRIN R E L) R
PRCEDIFRED—EREL T, FREY TOBY TOREZBREIZAIL- DD, ETORFE AT I
DIE I OV RSB 2B 59 1B A @ U B B IR D 2 LA etk 357 b DR SR
EARHTED,
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Based on that review report, and after consulting ESAs, ECB and the ESRB, the Commission may submit, where
appropriate and as part of the legislative proposal that it may adopt pursuant to Article 108, second paragraph, of
Directive (EU) 2015/2366, a proposal to ensure that all opetators of payment systems and entities involved in payment-
processing activities are subject to an appropriate oversight, while taking into account existing oversight by the central
bank.

3. 20264F 1 A 17 HETIS, BINERESNE, ESAs M OVR)NEAT B REZ: B Do RUH A
wel- B¢, RIELAEFATL, D>, BRONGES M OBEESITHL, ZhsmidlelXid, ZoAo
8 FEEPHN TIEE DRSNS OB E ANZ BT D2 82D, KO, B O Ra0ts
2 2006/43/EC390)B§ZE 230, FUVEEE L EORIE )BT AEE OB N OV A
VxS 28 b= B O UM 2B DN IR AR A C, i EAARH T,

By 17 January 2026, the Commission shall, after consulting the ESAs and the Committee of Furopean Auditing
Oversight Bodies, carry out a review and submit a report to the European Parliament and the Council, accompanied,
where appropriate, by a legislative proposal, on the appropriateness of strengthened requirements for statutory auditors
and audit finms as regards digital operational resilience, by means of the inclusion of statutory auditors and audit firms
to the scope of this Regulation or by means of amendments to Directive 2006/43/EC of the European Parliament and
of the Council®.

¥ AR N OSSR A E OIS EREA BT 5, BRSBTS TR660EEC M OBISES 83B49EEC %
WIET U NS5 84R53EEC ZBE k32N M OB 2006 £ 5 H 17 HOFES
2006/43/EC (OJL 157,9.62006,p.87).
Directive 2006/43/EC of the European Partiament and of the Council of 17 May 2006 on statutory audits of annual accounts and
consolidated accounts, amending Council Directives 78/660/EEC and 83/349/EEC and repealing Council Directive 84/253/EEC
(OJL157,962006,p.87).
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FENE WE
Sectionll Amendments

595 FHAIEC) No 10602009 DHIE
Atticle59 Amendments to Regulation (EC) No 10602009

FRAIEC)No 10602009 1E, LA FOERY, diESD:

Regulation (EC) No 10602009 is amended as follows:

)

@

BRI a ADE 4508 1 Bk, LURFOSUT L TEER Hivs:
inAnnex L, Section A, point4, the first subparagraph is replaced by the following;

(RPN, R R DSRS0 BIEIEU) 200205541 B2 B B LR X
St LT, WEVETROIEL, VRIFHIOIDDF TR, ICT S A7 DI
T T B P OB T TR,

A credit rating agency shall have sound administrative and accounting procedures, inemal control mechanisms,
effective procedures for risk assessment, and effective control and safeguard amrangements for managing ICT
systemns in accordance with Regulation (EU) 2022/2554 of the European Parfiament and of the Council ®.

O BRI T 2 VEEE L EOEHE BT DI ONTHAIEC) No 10602009, #HHIEU) No
6482012, HHHI(EU) No 6002014, $HI(EU) No 9092014 X UHHAIEU) 2016/1011 ZH40 E-9- 2k
S OBRE2:00 2022 4212 A 14 HOHIHIBU) 20222554 (0JL333,27.122022,p. 1), ;
Regulation (EU) 20222554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 106022009, (EU) No 6482012,
(EU)No 6002014, (EU) No 9092014 and (EU) 2016/1011 (OJ L.333,27.122022,p.1);

B OE 12 513, LTk Tz Hins:

mnAnnex II, point 12 is replaced by the following:

2. HAEU) 20222554 | ZHhE~T= BRI FROSH EOTeE, PEVEEROMA, VA
TRHUIODT- DN 2 Ffe, ICT T AT L BRIT- D DFZI S B U T2 R
FALTELTAN TP ST EAD, B IO 2 ADF 4 51> TERSNAE L
RS = T BB C Skt St S DA AN S B 1 5 AN TN N o Gl (=1 k= 2= 4 ]
55 65555 2 T ER L QD 5 SES )

“12. The credit rating agency infiinges Article 6(2), in conjunction with point 4 of Section A of Annex I, by not
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having sound admmnistrative or accounting procedures, intemal control mechanisms, effective procedures for risk
assessment, or effective control or safeguard arrangements for managing ICT systems in accordance with
Regulation (EU) 20222554; or by not implementing or maintaining decision-making procedures or
organisational structures as required by that point.”.

5 0% FHAIEC) No 6482012 DHIE
Atticle60 Amendments to Regulation (EU) No 6482012
FIHIEC)No 648201213, LA FDLdh, eiEShs:
Regulation (EU)No 648/2012 is amended as follows:
() FHBoRT LLTOLBIBIESND:
Article 26 is amended as follows:
@ HB3WE, LLFOUII o TEEHZ HNA:
paragraph 3 is replaced by the following;
[CCP 13, CCP DY —E AR ONEBIDZ LTI T Dkt M ONME R 7ol 3 %
RS MRS B ONE B E BR2, CCP 1, BRINGES K OB OHIHIED)
20222554 N ZHE> CEEBEESIND ICT VAT LEED, YT ThHOH LRI A
T b, ERLROFERA T2,
‘3. A CCP shall maintain and operate an organisational structure that ensures continuity and orderly

functioning in the performance of its services and activities. It shall employ appropriate and proportionate

systems, resources and procedures, including ICT systems managed in accordance with Regulation (EU)
2022/2554 of the Buropean Parliament and of the Council ®.

O SR T 2 AE AR EORIE RS A ONTHRAIEC) No 10602009, H1HIEU)

No 6482012, JHIIBU) No 6002014, FHHIEU) No 9092014 K OSHAIEU) 2016/1011 ZE1ET 5EK

IMER R OB 2022 45 12 A 14 H OFIHIEU) 20222554 (0J1L.333,27.122022,p.1).)
Regulation (EU) 2022/2554 of the Furopean Partiament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 10602009, (EU) No
648/2012, (EU) No 6002014, (EU) No 9092014 and (EU) 2016/1011 (OJ L333,27.12.2022, p. 1).;

b F eI, HIFRSND;
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paragraph 6 is deleted;

Q) HEHFRL LLTOEBIMIESIS:

Article 34 is amended as follows:

@

®)

1T, LU RO TEEfz bhs:

paragraph 1 isreplaced by the following;

M. CCP I3, CCP DEEREDIRA, TERFOEFDIER KN OCP DA i =3 Z %A
9D LA D B e S R E D AT T B M O G [HEHI AR T, S
LA ORERFEEEL, ZOaHEIE, HAIEBU) 20222554 (ZHE-> TR B F8ESNnS
ICT FE35REIER HERE QNS ICT i HE R OV ICT 18 IHE HEA 260 50 D ET 5, |5

‘1. A CCP shall establish, implement and maintain an adequate business continuity policy and disaster
recovery plan, which shall include ICT business continuity policy and ICT response and recovery plans
put in place and implemented in accordance with Regulation (EU) 20222554, aiming to ensure the
preservation of its fimctions, the timely recovery of operations and the fulfiiment of the CCP’s
obligations.”;

3TNGB TR, DUFOSUII> TRESRR 51%:

n paragraph 3, the first subparagraph is replaced by the following;

13, ARLeD—EMOd O a3 572D, ESMA 13, ESCB OFSRKEN SO E RS
BaiT- EC, ICT S35t d il M O EE IHF B RS, FEikoe L Or
SEERIHFHROI =~ LDOWNE LB B 2 E D515 LD AER AR ES
215

‘3. In order to ensure consistent application of this Article, ESMA shall, after consulting the members of
the ESCB, develop draft regulatory technical standards specifying the minimum content and
requirements of the business continuity policy and of the disaster recovery plan, excluding ICT business
continuity policy and disaster recovery plans.”;

@) FHS6SEE 3TN & LRI, LTSI CEEHZ His:

nArticle 56(3), the first subparagraph is replaced by the following;
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[3. ARLO—BMOBLEMZM T 5725, ESMA 1, ICT UAZ~ R A N BEhdd 48
HLIFND, 5 1 TR TBGROT-OD R FEEDR B & ED O EOFAMEIELR AR E
T2, I;

‘3. In order o ensure consistent application of this Article, ESMA shall develop draft regulatory technical
standards specifying the details, other than for requirements related to ICT risk management, of the application for
registration referred to in paragraph 1.7;

FTOSRTINT, B TN ONE 23003, PL RS> TEEMR HND:

mAtticle 79, paragraphs 1 and 2 are replaced by the following;

M. B WEHEERIERAE, BHIEUR022554 |2t CEBBER SN ICT SATLEED,
W2 AT I, R M OF A BRI § 028l T, EEE L LOVAZ DA%
FREL TN AR=~ M2,

‘1. A trade repository shall identify sources of operational risk and minimise them also through the development

of appropriate systems, controls and procedures, including ICT systems managed in accordance with Regulation
(EUR20222554.

2. IS I AR, HRIBU) 20222554 [HE-GRITEAVS ICT F3EKGEMEFHEREO?
\Z ICT XPEFHE R O ICT 1EIHF HEZ G, B [ R REORREOMERFE BE, JEFoD
SCIEI i PN AON NG e S5 L ADE il Ty B S RN e [ g S 1A
FeRfge AT R R OSSR AR HlA RS, LD OHERFE B, 1;

2. A trade repository shall establish, implement and maintain an adequate business continuity policy and disaster
recovery plan including ICT business continuity policy and ICT response and recovery plans established n
accordance with Regulation (EU) 20222554, aiming to ensure the maintenance of its functions, the timely
recovery of operations and the fulfilment of the trade repository’s obligations.”;

55 80 5645 1 THIT, HIBRSILD,

inArticle 80, paragraph 1 is deleted.

B TIZIUWT, BZ7var T, BUFOERISIESHS:

mAmnex I, Section I is amended as follows:

@ @ROOIE, M FOSc ko Tl ER S5:
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points (&) and (b) are replaced by the following;

l@ HIHIBUR022554 (> TEELE R SIS ICT VAT e a3, e AT L,
EHOR K OBt 35282 EEEEE EOVAIORAEFARFEL/NZE
2o TC, T, ZNODVAZZI =~ MELIANZHIZI T 79 5555 1 THIGER T
Gl r e ek

‘(a) a trade repository infiinges Atticle 79(1) by not identifying sources of operational risk or by not
minimising those risks through the development of appropriate systems, controls and procedures
inchuding ICT systems managed in accordance with Regulation (EU) 2022/2554;

(b) B3 IR EREREBEOMEREDMERFE FE, RSO FH OISR K O |1 s
DFHAAT - T2 D2 LA E L THRAIIEU) 20022554 1 > TRRITHIS
) R A B R O ER I HFHEA TED7R N A I, FEEL &
(Zd s CHATHERFEERL QN2 M I~ T 79 2555 1| TR GERC T D05 e it
B 15

(b) atrade repository infiinges Article 79(2) by not establishing, implementing or maintaining an adequate
business continuity policy and disaster recovery plan established in accordance with Regulation (EU)
2022/2554, aiming to ensure the maintenance of its fimctions, the timely recovery of operations and the
fulfilment of the trade repository’s obligations;”;

O ©F HlkRsnD,

point (c) s deleted.

AR, LT OLREESNS:

Annex IITis amended as follows:

@

A Mid, LLFOLRISIESNS:

Section Il is amended as follows:

i) ©% LLFOUIE > TEEHRZ DVb:
point (c) is replaced by the following:

l©) 47% Tier2 CCP DHH—E AR ONEEIODIZA TIZ I3 Dot B ONE & 708548
2l DR AR L2 C o T LI B E R/ 2ok
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>, F2%, FHRIBUR0222554 1 ZhE-> TEBEE R SND ICT VAT LE G, 1#H
B OB AT L, G IR Ozl Lo 2R 2o TS 26 5556 310
\GER 95 Tier2CCP; J ;

‘(¢)a Tier2 CCPinfiinges Atticle 26(3) by not maintaining or operating an organisational structure
that ensures continuity and orderly fimctioning in the performance of its services and activities or by
not employing appropriate and proportionate systems, resources or procedures including ICT
systems managed in accordance with Regulation (EU) 2022/2554;;

@ % HbRSILD,
point (f) s deleted.
® EZar MIZBUWT, @iE LFOSUTE->CEEiz Hivsh:
in Section IIT, point (a) is replaced by the following;

[@) U5 15 HEFEEaORED R4, ERFOEFDERE K UM% CCP D52
Te T oLl D EA AR EL TRAIEBU) 20222554 (0> GRITHN O g3
FREEPE AT SR ONSRSF B OB IRF I ChH-C, A7kl % CCP 23S
MO K CEDINTT D0 L OFE BB RASE | CEAINTT DI,
FHEDIRESI RN T, £ TOCNENDEIBIN CEDIINTTHLDETEDRNEZL S
T, FEEU RN U I CEATHERFEEEL 22 d o T 34 5505 1 TRIOEC TS
Tier2 CCP; |,

‘() a Tier 2 CCP infiinges Atticle 34(1) by not establishing, implementing or maintaining an adequate
business continuity policy and response and recovery plan set up in accordance with Regulation (EU)
2022/2554, aiming to ensure the preservation of its fimctions, the timely recovery of operations and the
fulfilment of the CCP’s obligations, which at least allows for the recovery of all transactions at the time of
disruption to allow the CCP to continue to operate with cerfainty and to complete settlement on the
scheduled date;”.

% 615 #8IEU)No 9092014 (THIE
Atticle61 Amendments to Regulation (EU) No 909/2014
JHHIBEU)No 9092014 D 45 5513, LA T OERIIESIA:

Atticle45 of Regulation (EU) No 909/2014 is amended as follows:
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55 1Y, PR OSUZL > TEERZ Hb:

paragraph 1 is replaced by the following;

M. CDS I3, PNEB M OYNEOME SR U R DRATFERFEL, 7>, Mo KO
FROHHIEU) 202254 5> TEDHIUL ONE EE SO ICT —/L, 7'k
AR OFATFEHIAZ U LT, e, Mi% CSD ANERHL QWD TORERER S AT
LB, MDZAT OEEE L EOVAZ BT Aok g)7e > —L, EERR KO
FHULA T, YiBEEEH LOVAIOF A =~ M T,

‘1. A CSD shall identify sources of operational risk, both intemal and extemal, and minimise their impact also
through the deployment of appropriate ICT tools, processes and policies set up and managed in accordance with
Regulation (EU) 20222554 of the European Parliament and of the Council ©, as well as through any other
relevant appropriate tools, controls and procedures for other types of operational risk, including for all the
securities settlement systems it operates.

O SRR DT 2 EEE R EORIE BT 21 ONTHHAIEC) No 10602009, HIEU) No
6482012, HHHI(EU) No 6002014, $HHI(EU) No 9092014 X UHAIEU) 2016/1011 Z240 1F-9- 20k
N OBEEEZ00 2022 4F 12 H 14 HORAIEU) 20222554 (0IL.333,27.122022,p.1).J ;
Regulation (EU) 20222554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 106022009, (EU) No 6482012,
(EU)No 60012014, (EU) No 9092014 and (EU) 2016/1011 (OJ L. 333,27.122022,p. 1).";

552101, HiFRSID,

paragraph 2 is deleted;

FI3WEKL O 4ATENY, LTI > TESHALZ B5hvs:

paragraphs 3 and 4 are replaced by the following;

13, 43% CSD AT —EAZBAL QIR Oi% CSD 2NER I 5fE 4 OfEsERY
2T WNIBIL T, CSDIZ, HHIEU) 20022554 1 At~ TRRITHAVS ICT S5 26t t2 HERp O
2 ICT *ftaHE A O ICT 18 IHEHEZ G, &= BROIRELO KX/ A 23 sk
TAITRWT, ik CSD OY—E A2, TERFOIEADEE RN CSD D&~

TR DT DO E e R Ge AT 8 H R O R IR HEI AR T, SR~k
FPEE 2,

3. For services that it provides as well as for each securities setflement system that it operates, a CSD shall
establish, implement and maintain an adequate business continuity policy and disaster recovery plan, including
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ICT business continuity policy and ICT response and recovery plans established in accordance with Regulation
(EU) 2022/2554, to ensure the preservation of its services, the timely recovery of operations and the fulfilment of
the CSD’s obligations in the case of events that pose a significant risk to disrupting operations.

4, 55 3TE TR FHENE, FHAEU) 20222554 D55 12 2545 S TR OV 7D CEDHNT-
BEFEDIREEN S, ANAIRAR IT S AT L) SERZ B CE DO LA DU a %6
b, CSD OENEE DI DSHHIERZA G CEAINTT DI LT E HITERATE T
TEDLINTT DT80, WHEDRESIZRBITHETONEVESNE DR 2 D REED
2o 15

4. The plan referred to in paragraph 3 shall provide for the recovery of all transactions and participants positions at
the time of disruption to allow the participants of a CSD to continue to operate with certainty and to complete
settlement on the scheduled date, including by ensuring that critical IT systems can resume operations from the
time of disruption as provided for in Aticle 12(5) and (7) of Regulation (EU) 2022/2554.;

55 65T, L O II > TEEZ Hivs:
paragraph 6 is replaced by the following:

[6. CSD I, %#% CSD MNEM T HAERIEHRT AT LOEE BN, WL, h—E 27 m
I B e OR—T ()T T N R OMND CSDs 2oL 77h3243% CSD D
FISH LU TRLUTOED S LIV AZZRFEL, BER L OHRD, CSD 1, EEHIIGUT,
THSHERRODES 24 73 M ONEFS7224 IN R, F D72 R ESITZ YA B2 it
T5, CSD |3, TRESHERRDSHH Y Jaj e ONHERS 7224 SRl TxiL, 72, ICT UAZ LR 5t
DLISND, ZDIHRVAI DSt T HIE G EOAL T MNEE T2, |;

‘6. ACSD shall identify;, monitor and manage the risks that key participants in the securities sefflement systems it
operates, as well as service and utility providers, and other CSDs or other market infiastructures might pose to its
operations. It shall, upon request, provide competent and relevant authorities with information on any such risk
identified. It shall also inform the competent authority and relevant authorities without delay of any operational
ncidents, other than in relation to ICT risk, resulting from such risks.”;

5T, 2 1RIAS, PLFOSUZE > TESHLZ s

inparagraph 7, the first subparagraph is replaced by the following;

[7. ESMA (3, ESCB ORE%E LB LU C, ICT VAZLISNOS 1 TER O 6 TR
SEHEBL EOURZ O A 2 ED5T-, WNT, 55 3RO 418 R 2k i
Jret M O (BB Z VORI TEE G 8, THUSDVA %3 8RS 51280, THUHD
YA BT FT2 IH DDV AR B =~ IMET DT8O D FHEOM E Z T ED DT D
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EI LOBIRIRESRARET 2, 1o

“7. ESMA shall, in close cooperation with the members of the ESCB, develop draft regulatory technical
standards to specify the operational risks referred to in paragraphs 1 and 6, other than ICT risk, and the methods to
test, to address or to minimise those risks, including the business continuity policies and disaster recovery plans
referred to in paragraphs 3 and 4 and the methods of assessment thereof.”.

% 62 5 HAIEU) No 6002014 DHUE
Atticle62 Amendments to Regulation (EU) No 6002014
FRIEU)No 6002014 13, LA FOEFVEESIVA:
Regulation (BU)No 6002014 is amended as follows:
() 275 glL LLFDOEBISIESS:
Atticle27g is amended as follows:
@ 4T, LUFOX I o CEE i Hind:
paragraph 4 is replaced by the following:

(4. APA I3, FRMIESES R OB OBEIEU) 2022255400 i CED BT NI —
RONE R AT DO )T SRR DB AT 5,

‘4. An APA shall comply with the requirements conceming the security of network and information
systerns setout in Regulation (BU) 2022/2554 of the European Parliament and of the Council ®,

O SR T2 AE AR EORIE RS A ONTIRAIEC) No 10602009, 1HIEU)

No 6482012, $HIIEU) No 60012014, $HIEU) No 9092014 X OSHAIEU) 2016/1011 Z-E41E3 2Rk

PNGES N OIS 00 2022 4F 12 H 14 HORIAIEU) 20222554 (0JL.333,27.122022,p. 1).J ;
Regulation (EU) 2022/2554 of the Furopean Partiament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 10602009, (EU) No
6482012, (EU) No 6002014, (EU) N0 9092014 and (EU) 2016/1011 (OJ L333,27.122022, p. 1).;

® ST, (i, L PO TEELZ Hivh:

i paragraph 8, pomnt (c) is replaced by the following;
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[(©) & 3TEN O STHDHTED LI BRI kB EoBH:, |;

(c) the concrete organisational requirements laid down in paragraphs 3 and 5.%;

Q) F275:h13, LLFOEBIMOESIS:

Article 27h is amended as follows:

@)

®)

F 5, LRI TEE iz Hns:

paragraph 5 is replaced by the following:

[5. CTP I, HHIEBU) 20222554 OHFCEDEII = NT— 7 L ONEH AT LB
2T BHE T DB AT, |

‘5. A CTP shall comply with the requirements conceming the security of network and information
systems setout in Regulation (EU) 2022/2554.”.

55 8THIZIUVT, (@, LA FOSUZL > TEEIRZ Dih:
mparagraph 8, pomt (€) is replaced by the following;
(@) 5 4D TEDHIV - EARH ik FooB:, |;

‘(e) the concrete organisational requirements laid down in paragraph 4.”;

@) F275kilL, LLTOERBSIESNS:

Article 271 is amended as follows:

@

5 3IEIT, LATFOSUTI»TEE R 5,
paragraph 3 isreplaced by the following;:

3. ARM I3, HAIEU) 20222554 DHTEDHIZ TS NI —27 L O AT LD EX
2T AW DB T2, |

‘3. An ARM shall comply with the requirements conceming the security of network and information
systems setout in Regulation (EU) 2022/2554.”;
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b) HSTUTBT, bhE, LLFOSUIIsTESHX Hivs:
inparagraph 5, point (b) is replaced by the following;
[(b) 55 2 O 4 O CED b V- B % o, |,
(b) the concrete organisational requirements laid down in paragraphs 2 and 4.,
% 3 5 FHAE) 20161011 DIIE
Atticle63 Amendment to Regulation (EU) 2016/1011
FRANEU)2016/1011 D 6 54123 VC, LA FOEDMIISNS:
InAtticle 6 of Regulation (EU) 2016/1011, the following paragraph is added:
f6. ANAIRIEERZBIL T, FELES, BRINGES K OPESROAIED) 20222554 AE-T- R AT
IREBL E Ot EooFee, PRIVE BRI, UAZEHIOTIDDFZNH 2T, ICT 2 AT
HHUROT= O D TR L& BN OV R RD TN Ty,
‘6. For critical benchmarks, an administrator shall have sound administrative and accounting procedures, intemal

control mechanisms, effective procedures for risk assessment, and effective control and safeguard arrangements for

managing ICT systems in accordance with Regulation (EU) 2022/2554 of the European Parliament and of the Council
o)

O SR DT V2V EE B EORIE IR 5 ONTHLAIEC) No 10602009, #HII(EU) No
6482012, HEI(EU) No 6002014, $HIIEU) No 9092014 & OYHHIEU) 2016/1011 2T DBk Migees F OY
PREED 202 4 12 A 14 HOBHIEU) 20222554 (0J1.333,27.122022,p. 1).J,,
Regulation (EU) 2022/2554 of the European Pariament and of the Council of 14 December 2022 on digital operational
resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 6482012, (EU) No 6002014,
(EU)No 9092014 and (EU)2016/1011 (OJL333,27.122022,p. 1).".

B HAE MR UNER
Atticlet4 Entry into force and application
ZORIANT, BUBHR EZRITDEDLIRO 20 REEISHERTT 2,

This Regulation shall enter into foroe on the twentieth day following that of its publication in the Official Journal of the
European Union.
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ORI, 20254 1 H 17 B s HSh,

It shall apply from 17 January 2025

OB, FORIRIZONTHIH A, 730, 2 TORRREICB  CEBASE P TEETHD,

This Regulation shall be binding in its entirety and directly applicable in all Member States.

202412 A 14 BICANI AT — /IR TS

Done at Strasbourg, 14 December 2022.

RN LT
£ RMETSOLA

For the European Partiament
ThePresident R. METSOLA
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£ M.BEK

Forthe Council
The President M. BEK
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