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Regulation (EU) 2025/38 of the European Partiament and of the Council of 19 December 2024 laying down measures to
strengthen solidarity and capacities in the Union to detect, prepare for and respond to cyber threats and incidents and amending
Regulation (EU) 2021/694 (Cyber Solidarity Act) (OJ L, 2025/38, 15.12025) (D75 AR GgBhf) | THe 5%, ZDFIER
AT,

FHRIEU) 202538 DIFE DT X AN AT CEHARD URLIE, FREDERYTHD,

http:/data.europa.eweliteg/2025/38/0j
[20254F- 12 A 20 H e8]

FIHIEU) 202538 (H1/ S—HEHTE) DB BT, S<ETHIFICER LBLPB"‘OD?%?%EUCT%&L@ HbDT
&, ENYR R COIEARIROR R T AAFELISND S35 CEAIZSCED AATE I DRIRR S
LV AZANZ PN TRIWTSCED TR TDHD,

*x 3k %k

ZORIRIEU) 202538 (A7 S—HEHTE) DSEFROHITE, NIS F55(EU)2016/1148 (OJ L 194, 19.72016,p. 1)
DZEFR- TR TR (EEE MRS 658 6 75 467~548 B) A EX TR SV QOB Y& FAUTU VD,
ttb [FIZEFR - FR TRA AR U OBFFEORERIZLD, BiRe s Qi RfRE ST bdn, T 07

D, ZORAINEU) 202538 (P S—H5HEE) OZZFROHIIE, NISHET(EU)2016/1148 DEEFR-HETHR
BT DR H TR 2o QU DT D,

ZOBAIEU) 202538 (A7 =it BiiE) DSEFROFUIIE, F55(EU) 20222555 (NIS2 4545) (O L 333,
27.122022,p.80-152) DEEFR (LG HHES 8 5 4 5 1~206 B) ZHEF 2 RSV QOBE DY E T
TS,

77721, [RIBBREAFUTL O OMERIZIY, BRI A b7 Sbdh D, CDT-D, Z0D
FRAIBU)202538 (VA7 St ki) OB EFROFNIE, FEH(EU)20222555 NIS2 F54) DBEFRITIITD
R T 2> QOB EFT DD,

ZOHRIEU) 202538 (VA7 S HE) DS B FROHFITT, FE5(EU)2022/2557 (0I1L333,27.122022,p. 164
198) DEEFR (IEL G HAEE 8 5 475 207~303 BH) A FX YRSV QOB N E T QD
72720, [RIBBRRE AR TR ONZEOMERIZIY, B R QIR mbdb, D78, 20
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FREIBU) 202538 (VA1 S—ftiE) DB EROHPII T, FaHEU) 20222557 DBEFRITIITHARSCH 5
T2 QBT HD,

ZOHIRINEU) 202538 (A7 >—HEHTE) DSBFROFNI L, HHIEU) 20242847 (Y17 3—[Elii 711%) (OJL,
2024/2847,20.11.2024,p. 1-81) DB 7R (LA HHES 1055 2 B 1~246 B) B EX YRSV CQUODEY
DEFINTND,

72721, [RIBEFR-UGETIRE AT UL ONIFEORER 2D, B Sl R fRECed =8 bd5, ZD7-
D, ZORHIEU) 202538 (YA S—FEHE) DB FROHIIIE, HAIEU) 20242847 (17 3—[aliE F115)
DBERITBIT DT T I 2> QODETTDD,

ZOHIAIEU) 202538 (P17 N— 5 1K) DZZFROHI L, HHIEU) 2019881 (A7 3>—EF 27 11£)
(OJL151,762019,p.1569) DZER UG TR (EEAHHHES 45 8 5 16~86 H) A £ TR SIS
HAEFITQND,

72721, [RIBEFR -UGETIRE AT LT OWMFFEORER 21D, BRES QIR AESed T mibdhd, D7
D, ZOHAINEU) 202538 (A7 3>—fE51E) DB B ROHIIE, HANEU) 2019881 (VA S—tF =7 ¢
15 OZBFR UG TR I AR SCE 38 2> QOB T D,

ZORIRINEU) 202538 (A7 S—HETGE) DBEFROFUTE, HRHIEU)2022/2554(0IL.333,27.122022,p. 1-79)
DBER(ELIETHHES 1075 575 1~234 B) 52 VERSIV QOB EL T,
7720, [RIZBIR UG THRE AR UL OMFEOMERIZLY, BiRER ClIRfREUedTmbdb, 207
D, ZORHAINEU) 202538 (HA7 S—HEHIE) DB EFROHNIIT, FHIEU) 20222554 DBEFRITISIT DR
LU TR 2o QOBIEFT D,

Burlex | CRZR FTREZSKHAIBU) 202538 (P17 3> 52) O HIML ARDIFE IO T A statement has
beenmade withregard to thisactand can be found in OJ C, C/2025/308, 15.1 2025, ELL http/data.europa.eueli/C/2025/308/0j |
SRCHESIVTODDS, Zoo3nld, BIEIEU) 202538 (VA7 S—if iR R D220 — i Tian
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—fif Fi—
1. FRIEU) 202538 (B 7 \—FEHE) SO T
1.1 8 &
HRIBU) 202538 (V17 St s 1L, BU DB TESThHA,

FHANEU) 202538 (P17 —HEHTE) OF I, ZAUE RO (application) D A & TED DB Y,
APz, FHAIEU) 202538 (VA7 S—E k) 38000 H 5 (l#A Ew0) [RHHRINO 4 TSN
T 7 p ot MRS D,

FRAIEU) 202538 (VA7 X—FEd1E) OFDO HIZ, 225452 A 4 H THD,

FHHIBU) 202538 (T S—FEFIE) 1, B TR 77 A TR D EIHREA L > THADN IS
Wﬁ%ﬁ@#ﬁﬁ%&ﬁ%&t T T 2D COFTFEID AR A KA 77 (critical infrastructure)

TR DY A S—BEEDER DWW EDKRESOFENAS EX - 1, BEESIZRB DA
/\—Jzﬂe;)w%%ﬁf LI 27- OIS 215 T D,

FHHIBU) 202538 (A7 —fEoE) Ti, HAIBU) 20222555 (NIS2 $545) K OEF(BU) 20222557 |2
Fo TEASN AT BB O T L N B E T DA RO Rz HAT DT D AN
AT TYETEL, F7e, HRIEU) 2024/2847 (VA7 S0 HE 1K) K OWHIRIBU) 20222554 ZFEA5%
ETDARAIRA L 7 ZEEDNNE %38 b Db O R EHERED I8 DA H SR A HAR B
TR DT TS EASILU TV,

FIRIEBU) 202538 (VA7 S—HEdiE)IE, ZOIPMEEEL PSR S TORAET DA VT
N, REIRA7 =127 1A LT N significant cybersecurity incidents) % UK BMEZ 2= U7
44227 (large-scale cybersecurity incidents) 0 ¥ 2 (DBERK 0BT 55 2 AR L LTV VD,
HIRIBU) 202538 (VA7 S—FEFIENL, EAUSDAL T U NDFT DR TR UT A7 72,
(cyber threats) &> 7 DG (detection) , 1 EHE( (prepare) , 1227 et i (response) | T4 BEE
P22 AL~ E TED TN,

HIRIBU) 202538 (H-17 S—HEHTE) 12350 VT, DEP LREAH- % = [E (DEP-associated third countries)
EDORIRIZITE, [;lelﬁi N OMERKEI LD BIRI I\ YT S A KB e = U7 A
TR T BT, KL 72 A R —F 2T 1A 2T b (large-scale-equivalent
cybersecurity incidents) &\ \51%\75 SIS,

OF), KRR 2 AN —TF 2T AL T U ST, DEP SRRSO = [E
HF 2RO NI\ N TOIMFEHZILTAND,
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1. 2 FRAIEU) 202538 (H17 \—HEBCR) D 32D

FHIBU) 202538 (HA7 S—FEFIE X, BRINHA/S—tF 2 U7 25 27 2 (Buropean Cybersecurity
AlertSystem) , Y17 S—tF=2 U7 (B AT =R (Cybersecurity Emergency Mechanism) 2 OV
—EF=2 U7 FIELAH =X 2 (Buropean Cybersecurity Incident Review Mechanism) &1 V) 3 - D0DFHZJ-
THERLSIU TN,

1. 2.1 BRI/ —eXa VT BHORT A

BN HA 7 S—t2 )T 27 1N, FREIBU) 202538 (P17 =) 0% 11 7 (Chapter I
I CEDHILTV VD,

PRI A=t X 2T AR 2T I, A=t F 2T AT T DIE B EE K
MFHIEE DTDOAEE—A (voluntary basis) DA TéD,

RERKEN S, MERKEIN DY A S —X 2 VT AT MBI T DI RSE R IEHR I O
72O DEF 2B — DL L COEN A7 3— N7 (National Cyber Hubs) Z5% & 7~5 (RIFRHIO/T]
1B,

CSIRT <CIEN A7 & Y R ORI S OB F O S E R 3 DA 3 — =27
AT NPT DR R ONE A O BT 723, ZAUSDBEFFORR K
Zb o CENT A/ =T T 588 TED ([FIHIRIOES 4 5585 2 THEM)

BEFOAH A SRt DA AA DI 2 a8 T AE S Fo I FEZ R REE L COTEN A/ —
T TV, YA N—Fa )T LB A ORISR E OO D B—D[E
LS DRI ClrhZE 705,

BEAFOEIPHEARA SHAIEU) 202538 (A7 St A (S EN YA S— T Lo TS A,
Bz X, CSIRTS K OVEN A7 & HY R 2 REL T, EOMRIE R L7225 DHRB(ED)
202212555 (NIS2 $575) D BB G HOD (EfEn ~>+537 2 B 595,

EINYA/ =71, BAEREDT-ODIEFEHLCTHD, BEDENY A/ =T O RBE
K ONERAZHADTDII L, EBEA L DA 3—~7 (CrossBorder Cyber Hubs) 2345727 ([R1HR
RIORITSL15ER),

TV EBEA, REE ORERREROBNESR O Z L2EIEL, 8 —ELOOEINERR D
CEERLO, BB = ED B 5325813, BIOHFADHEHSIU TN,

D7t 3 DLLEDEPNY A =T DM AEH R N —7 (BERT T o h7+—2) ELT, =

V=37 I (consortiumagreement) (2o C, fHA%SHUD GHAIEU) 202538 (A7 S>—HEBiE) O 5
ES iGN

MEBEAANR SV A =T ) LOOBE N, AERRIEIRRIOEIBRA YR 5 7o IRREL L COMIm R
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THEETDHD, EBTAR SV A7 S— 7 Ol E | I REE T 27D OEM RS, =
T DA B TR ESNARAT (73— 7 I (Hosting Consortium) C2h2,

EBTAER DA N T DIEF DT DI BT 4 J OYETRER S, BIHIIBU) 2021/887 (0T L 202,
862021, p. DIZI o GRIESIT A/ N—EX 2 UT AL L T U NS DRI DT DR NE A
DL K OEIR (BU YA —F 2T AW —7 K OO RS A Hefi o4 5 554 M ONETR)
DD, BRI A S—T U7, Hiffi e OSFHAAIFEAE S AL (the Buropean Cybersecurity Industrial,
Technology and Research Competence Centre (ECCC)) | 2> GEE Pl al =N S UL 7 ik -
S GHAIEU) 202538 (A S—FEHTE) DFF 9 55H8),,

B, BEFOMHAEENY A/ 3= T L D00 T AL TS IS, THThHE
THUE, EEEAEE 5 AT ROIRAT () — T N, BOCC (2l CEHEHARK
IS DR BT DTS T N E LU TERE T A7 DI BSHVUAT A Chh o LEMiR 32
ZEMFRETHD,

FUT, EEaiz A ST R ORAT A )= T WS EAR—ADED TEHHLL L,

(SFHE RO A 5700) B OB LD 0T OF UL T, 2/ — T AEBEO B
BN A DT US> CIEME R BMRAAS A - LN T, F-, TN EEDZ SR U U IEMe 2P RA%
EAFHTENNTEARN,

1. 2. 2 YA\ —FXJTABREAN=X L\

AN =X VT (B EA =R, HIHIBU) 202538 (VA7 S—#E3E) O T # (Chapter )
HCEDHHITTL VA,

P AT A LT L NORNGHE, Z UK T 20 OO IR, A>T b
DFEFATTFE K (affected entities) 73 H B Cf THOOWHATHN, Fe, (22T NOREAZ T
TAEEROBIRICKRS 23R, YkEE AL AD ORERRIED TODODEERTHS,

L, REePAN—EF2DT AL TN, KB A N—X =207 A 0T U N O
FELLSEI A N— 2 UT AL T U NDYE, BRI 2MERKERS DEP LRfRaH 5 —EC
KU CRIEIZSARD T e BU fRDIEHA NI —7 DI IHDIEL , 222 EThiM
REOVET DT EL07)5 720,

EDII GG 2 FREDFE AT, BRINES O SHR Lo T LT U N AR sl N
L, 1EIHCTEDINTT A DHIEE F I THEREE LT, HABU) 202538 (V17 S—f5 i) 12k~ T
EU A7 3—13F 205 U4 —7" (BU Cybersecurity Reserve) 7552 1E S5 (RHRANDES 14 5210),

RRINEL A D% T B H 735D AL (contribution) 1215 3 421E, AR, FINEESLE
ECCC 12&o7C, Bl (gants) 20 W I T TS, BU A 3 —t 2T U —7 % Sk
ET DAL LT U NP EDRAIDIEEE T DT O DG AL [RIC ThD, ZHUSOERINHES D
TGS I\ YL, ECCC ASEEE/ A48,
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ZO72, BUDT V4V (digital coonomy) O HEATT ARG rD>—I TH DR LD
Bk BHIEIEU) 2021/694(0J L 166, 1152021, p. 1-34) 73— EREIESHUS (HIEIEU) 2025/38 (-1
R—ERIE) O 2 5510,

EU 33615 A 7 S —BER LS D E DA e b DT, DI oD IHDT-8
\CERADE G B HEXT, SRR OBESNRNAED, GE) D HFI e 3 S35
VDD,

FHEIBEU) 202538 (F-17 35 R 0 R YT, X7k COBESERT O HIEr &2 DiRE
WZRWTE, BRMZEE S ENISA 387585511855 (RIRRIORTIE3), RIAES), 5 14 55
9 ATH, 5 16555 4TASH),

1. 2. 3 B4/ —eXa)TARELAD=X L

RIS YA S—t 2 DT FUEL A=A, BIHIBU) 202538 (P17 S—HiHE) 0% IV F (Chapter
IV) DFITEDHILT VD,

BRINH A/ 3=t X2 U7 RIE LA =X AE, BHIBU) 202538 (17 —#E %) O ETiTh
VAR 22 DYA /=727 A LT MO S OV Oz SR~ 4 D SARIZBAL, [F]
FRAND B B R T D BRI M\ LS NS RIS 72O DA TihD,

ENISA (3, {4 DAL LT AN BIREZ U DR ORI FIEL L ORHIL, 20k
RaFLDTe AT A NREUHREEEERL, 722 (FBRIOH 21 5280,

—fiZ, BU O (Regulation) 24543 (Directive) DEI721E51E, BU DEAGHKINTED LHAS BT
ZEHT DD DFBEEL TOVRI AN AT LO—FhLUTEYETED,

FHUDZ, BU DIEFE, EOSE~iEH GiEH) ~FHi (LB L) ~SOEEOH AT, F0d57
B COSR AN AT DO ANFAT VO E ST CEETED,

EU {ES O AT I, M HI S 3BAR AT A — B DB SE T OHER ZL > Gt
HHENDRE TR, IS, AEI e~ 7 A AT LELTOREAE (functioning) 3 A& A
(structure) ELC, @ik BRSNS RETHD,

ZDZEEEFZ T2 BT, BRI A S—EF 20T A FELAD = AN, v 1AM AT LELTD
BRINHA 7 S—2 T A 27 B ONEU A 3=t 2 U7 (U —7 % HigiE LTS
1l 2 DA T2V BEIF 2~ A WA 2D RIELL G OS5 AL -5,
BRI AN—tF )T RIELAD=ALD TZI1T5 ENISA (285 RIE LUK OFHEORE S L, &
TR ZIT DMl 2 DAL T NI SR D HIMH SRS S E 0D,

2B, ¥R AN AT LDELTOMANEU) 202538 (VA7 S—FE i) BRI B D~ R A A
2o RIEL G O THS 9217410, FRNZE BRI I> TERMiSHS (FEERIDRTC
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(COZSIR
BRMZE 21T, BLAIEU) 202538 (V-1 =it iis) O2(f % RIEL L ORHIL, €Otk Re =i
ey EAAR T2 (RIS 25 52H),

1. 3 BRI/ \— ) T SBRERIRE

HHRIBU) 202538 (HA/ S—EHE) OHF T, v Rl 7 1 —E A (managed security services)
DT=ODERIN A7 S— 27 FEAIEIEE (Buropean cybersecurity certification scheme) ~DE & 23505
(FHRRINODZE 17 455 2 THGZR)

BRI A 7 3=t 2T ARG A DD BEU OHAERE, HIHIEUR019881 (A7 3—1F =l
TAE) T,

[FHHENOES 2 5558 9 B, BRINA/S—EX = U7 (ZaHHIEE ZBAL, TERIMEA L~V TEDHI,
73, {2 DICT fih, ICTH—ERE/ A LICT 7 e Z0FGFE/ - DE A M S SHARUE,
Hetfr EOBREIA, FEYEK OO T FER72 7k (comprehensive set of rules, technical requirements,
standards and procedures that are established at Union level and thatapply to the certification or conformity assessment of
specific ICT products, ICT services or ICT processes) | DT LA BT HEEDTEY, Fe, RN 48 5
FO 49 2813, BRMNZEE227Y ENISA LZHTU CRERRERIEDRDOREEAZTATL, ZOZAFHELL
TN ZEBEDFEHIEABIRT D B ED T VD,

LU7eh3n, BRIBUR01988E (VA7 N>—tE = U7 )1, IR BT, ~ R —YREeX=l7 0
P 2EEHETDHDOLFESIVTNDTNED, FXOLEENBEEREL UL, v —U %l
T AR BT LREaEIEE OB RO S KSR,

ZIT, v AR 2T —EZDT D ORI A S—tF 2 U7 G8GEHR EE O E L B3
LERINZE B = OMERZ W 95726, HLHIBU) 202537(0) L, 202537, 15.12025) (2 &5 K111
(EUR019/881 (A3 —&F 27 11k) O—ERUIEDM Tiod Iz, ZOHAIBU) 202537 (X HHH]
(EUR019/881 (Y17 3=t 2T 1K) D—EBSAENT, 202542 4 HITHZIL TV VD,

— R EZOBIRIEBUR019881 (A S—EXa U7 (R OF 2 5556 14 5 ald, ~ %K%l
TAP—ERZEL, [T U NOBGR, SR —a T AN, a7 A, IO, B
FOBEEE0, it EOXRLBIET 0 AT (7 DI, YA/ 3= =2)T 4 EDYRS
e S I N g WA 1) 7 o R I Nt S B D L1 0) (DY L 11271 o e o W NP N NG 2 )9
S, PR S—=T7 AT U TS IUS T —E A (service provided to a third party consisting of carrying out, or
providing assistance for; activities relating to cybersecurity risk management, such as incident handling, penetration testing,
security audits and consulting, including expert advice, refated to technical support) | & EFEL TU VD,

72720, 2026 4 1 H 7 BEIE, ~F— IRl T 1 —EADTDDORIN YA St 207178
RIEFIREE, FIZAFSIUTU VR,
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2. BERERICHITHERSE

ZOBEFRTIBNTE, BIHIIEU) 202538 (V17 il i) ORI, S UL (ANNEX) D42
SCEFRHUIZ,

ZOBEFUTIRB IR RARA 228U, 7720, JRAFR R D28 EE My
RRIEPDICBIL T, RO IR DR R AR LTS,

ZOBHEHUL, HLETHHANEU) 202538 (VA S—iEHIE) OFRAVLAER T, X7GRTHIEE
ARTHRL Y,

ZOZEFRE, BRI TR AT D00 TdD, TPk, BT EERDTAERELT
EET_EHDEFAEEL, ZORSRIZINT, SETIREAA T &N EARTTT 2,

ZOBZEROFHNERUTUIFHIEL THEFRETDIEELT, EAROEE T A AGE /20120
FERTCBIL T, Steats T EREL,

JFCCHI DRSO CRIL T, IR ORT 28U, ZOFSIHORRRE R
DEERTE, TR IAR WEK CRERL ChOLDE BRIV A A G T M bl DIRERL Ch
LHOMEEELe,

72720, JEOUHIAFAE T HRERE B ONAE T O A COVIR A T CHRIRSIUTNODE iR Tl
U, I AR U S FTAMAAE T D,

JFSCRICRAD DDLU A, JRRIEL T, TOFHEREL -, UL, ZOFFERIZLIZD
TIHE LIRS IR A B OR U= S B, AF CHEMRIR LTS A
BRUT-RRSCE DML, EDfEFTE K AR ZHIU,

7233, JRAIEU) 202538 (A1 S—fE k) OHCORSIUTNDS | ES O A R~ ERTO RS
BOTIELL 2MFEIQOBHDD5, LosL, ZDHADIELL DOFEFUIZNAMFAEL/ 2 Th i
U TH% BU BHOREYS SO EME I RITHZENELIRND T, T R OSHEFOBLEH
T DL, THUSOIELL OFEFLE, SFrtEib OER CRELO—FE CHOIRL, ZDIH7eEIRT,
IRATIRL, D30, FRICOHP TIIZDE A HETHZH LT,

ZOBEFRTRIEITIR N, ZERTITDOMTEL, 2 TRETHD,

ST SEEML, SO F(point) DI RTA A LT, BIZ1E, Tpoint@) )i Hi@) =) TD
Nl PSR L ADIC P v s W e
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3. SERERUISLTREL-ER
Citical

ZOIRINEU) 202538 (HA 7 S5 i) OB BRI T, THHREEA 770 @4 DR
PRI YT, Taritical 2T AR AR ERRTZ AL,

[FAZ, Thigh criticality || ZBEL, $545(BU) 20222555 (NIS2 $545) DGl i 72 B | LARL 7273,
HREIEU) 202538 (VA S—EHE) OB BB UL, BRI R SaR4z bl

Essential

ZOIANEU) 202538 (VA7 35 i) DB BRI VT, THEHREEoA 770 @R
FRIZISVNTIE, Tessential |2 [ 2H | SR ZHIZ LT,

Objectives

lobjectives) 1, — AN, THAY EIT B OZEAHRT,

Ll BAIEU) 2021/694 K OVEFRARIA—HOE328RIEU) 202538 (YA S—fEHRTE) 123U T
1%, 7 URING B Z IS D% BU O T RO 3 FIRE R FEIB - T A A BRE 5
7= EEL T lobjectives | 7ML T VB,

HIHIEU) 2021/6%4 DOHTIE, [ general objectives| &L CTRSAUZ_ET, 52073570 specific objectives ) &

L TEFRSIL, EAETD | specific objectives) | Z[FADSRIEDSED HIUT VD (BIHIIEU) 2021694 D5
3B,

—IZ, BUEDZRUTIB T, BRCEREREA R IREELT, Tgoall, Taims] $7213 Tend) il
HT22E03%0,

FHHIBU) 2021/694 K OVFIERIZ OSSR RIBU) 202538 (117 S—ff %) O general objectives |
1%, Tgoall, Taims] F/ol 3 end| HFICIDZREIR THO G QODHFET DU,

THUZHIL, Tspecific objectives | ZBILTIE, EBIDEERL HAE ChAZLITITMHE Ve FEd, Tl
%, BHED BAREY NN S A B =D BRI D ZEND, A FE B 3,
k15 LEYRET_ETh D,

DL A A 72 ¢, ZOBIRIBU) 202538 (A7 S sE) OSBRIV VT, [ general objectives|
Ze 72 B SRR, 77, [specific objectives| %, [ | LaR4 28T LT,

Operational objectives

—IZ, Toperational objectives |1, AL, FHFHHFETHY, HERAKL~L, BT~ TlI37e) FEk
LAY UZRIT DB BAR F7 3285 R S > TEBISN O E DL TRt DD HIH
T TENOFERDZ LA 2, FEAEU) 2021694 DOSE RO I T, BIRSh

9
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DHAED [ duakuse HHEFZAFL TS GREIEU) 2021694 D5 6 556 1 THOBIR) , HEEHRE
ERICIDNC R B A LER 2 bRz, UL, AAGEHIRW L, ERAELIEHEEGE
DBUDRELL CEIRE M T HNAIEE DI/ 2b D035, ED5372F BARNEF—DRFIZDNT
B OFEFEELD, 8 FROSER EOAHEAREWTNEY, FRITFEFELLTZITIEDDL)
720N, B IIEE TR E U ARGEO TN E Y ChA I, BREEE CR\ CHER
LT O REEE RS 2003 %2 CThhh, Sz, FEHE S HRES L Cloperational objectives |~
KT i A AGEZ R 2y TR0,

ZZTC, BT a0 FE A B L T, ZOHAIEU) 202538 (HrA/ S —H5 L) OB ERICE
UWTHE, BRIBU) 202169 DSZEROFESORSEFIRE, {E51%15: (specific objectives) 2 FEi 35725
OAEBWESEDHI B &V WDEMC, [operational objectives | % 8 FHEFIE | LRR9-Z 42 LTZ,

Prepare for

YA BTN IAL T RED BRI T [prepare for | 2ME SV CQOBEA, U, T~
(IR DUERRESAETE 2 2 | LU M LA ERL QU VD,

72720, ZOINTERT AR E D3RS 2> CLEI R S DHT-0, ZOHRAIIEU) 202538 (-1
IN—FERIER) OBEFRIZBO T, SURTISUT, BeheEii) S L fing 72804 AV GRE52
bl

Reserve
leserve |13, AR THEFHFEO—FETHY, [Tk | DZLEEMT D, BERAHA T EL~YL
DAL ISNAKRREITIED U QDB T2 TR, EOMEMED BRI LT BRI E BB AT
(A AN = o N ra i IS

ZORKAIEU) 202538 (P17 S5 HE) OB BRI B L, M@ iRGEE R 28720 Vo,
(Y—7 | Lk gatd b2 bcU,
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4. BESERE
JHEBU) 2021/604 DEEFRIT, ECEEMEE 65 1 5 1~104 EIZHD,

T 5 NVOMER S OFEAFRNZ RS20 N B S DS B, {EEIEHMEE 9 58 1 75 200~229 H
(2D,

FHIEU)2019/881 (A7 =t U715 OZEFR-BGE T T, TELIHHHEE4 5 8 75 16~86 HIZ
5, FEHEU)20222555 (NIS2 F545) DZEFRIL, IEEFHMERE 875 4 5 1~206 HIZHD, HHIIEU)
20222554 DEBAEF L, IEEIEHHES 1055 55 1~234 HI23h%, FHEIEBU) 2004/2847 (VA7 —[al{E
THE) DBEFL, EEFREES 105 25 1~246 HIZhD, F545 201340EU DBER UG THU,
TECTFEHEE 25 8 5 164~185 HIZHD,

FESEYEEU) 20171584 DEBF T, 1ELIEHRHEGE 375 775 293~327 HIZhHD,

FRRIEU)No 1822011 DEEFRE, hEHMEE 34 575 168~179 HIZWHD,

ZOBEFROBIEF L, FERMAR St 02) OB %457,

x 3k %k
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YAN\—TLBBEA I TUNRHL, TIHLTERLEURET 5180
FRMESHDFERERENZESRIET HT-ODIHEEED
WITFRRIEU) 2021/694 ZRET S
FREEE R UEEERD 2024 4F 12 A 19 HORAIEU) 202538
(A \—HEEGE)

Regulation (EU) 202538 of the European Parliament and of the Council of 19 December 2024
laying down measures to strengthen solidarity and capacities in the Union to detect, prepare forand
respond to cyber threats and incidents and amending Regulation (EU) 2021/69%4
(Cyber Solidarity Act)

I B OV NG A DB AR T,

WL S OREBEI ZRE9-22550, S0blT, [RIESRIODHS 173 4565 3 TE ROV 322 2545 1 TA(a)l JH7r,
RiINZE B ) S ORERITHE T,

SEZAENGERI T U,

RN AT e B R T,

RINRRFF R Ze B DB R A2,

ik ZE B R TR,

W ONETRU > TR,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Havingregard to the Treaty on the Functioning of the Furopean Union, and in particular Article 173(3) and Article 322(1), point
(a), thereof,

Having regard to the proposal from the Furopean Commission,

After transmission of the draft legislative act to the national partiaments,

Having regard to the opinion of the Court of Auditors ?)

Having regard to the opinion of the Furopean Economic and Social Committee @,

Having regard to the opinion of the Committee of the Regjons®,

Acting in accordance with the ordinary legislative procedure @),

Whereas:

1202344 H 18 BAHTOE R (B HAHEHD).
Opinion of 18 April 2023 (not yet published in the Official Journal).

2 QI C349,2992023,p. 167.

3 QUC,CR024/1049,92.2024

4 RRINERESD 2004 4 4 H 24 BAHTE R (B oS & OB 2004 42 12 H 2 AFHTRAE.
Position of the Furopean Parfiamert of 24 April 2024 (not yet published in the Official Joumal) and decision of the Council of 2
December2024.
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HERKE DT, FEE M O RO B L EE 2 AT OAH A M O BLARAF AN T3
ML TNLZE, ZNEIRIRAT, HUFFONE A AL TODZETIRBL, il E SR &
OZNADIEAAS, FFHEEN N QR0 4 TORPN I D HARY S S 2> TS,

The use of and dependence on nformation and commumnication technologies have become fimdamental aspects in all
sectors of economic activity and society in light of the ever increasing interconnectedness and interdependence of
Member State public administrations, businesses and citizens across sectors and borders, simultaneously infroducing
possible vulnerabilities.

T ST S, TV T F TR H DT DY T IAF =L B D, YA
— XD VTHAL LT UNORES, B OSET, WONEE R O m— UL~ L THENL
TND, PA =X 2VTAA TN, RN —7 R OGRS AT DO HRE
AR L QD SR T T BRI BT DL, RAIRIeAL 7T HRE S
TR EZ L USSP A =T 2 VT A TN, BRI DA
= VT A A DI LS HERESA 2 B0R 375, BIEDOHIBEAY 2 BR R R 5950
IRBE DSV IEI DL, TOEBIY, T7TA TR D00 7 OIRM Az GEATRY,

F2, LTI THD, A= T, #)5, Hil - IEN O A —E 2 KOS 7 T% 4
BLTENLL QDD HUT Y RIOBRSNTZEIRODZ DA% G, W74 RIAVRR a5 Ch
BHOT, FOLA AT UNT, A —E ROSE TS, YA —EF 2T AT
NZ, BEDOARRIRIEOB LTI E A IO AR AR 52D, REFIREIOR Tah T, K&
ST RSA AL, FIFE OEEEER, BINEAORFEERETFOT AT NIHLT
REFEERHELSEAZELDNEDDTHY, F-, L LM OB K E TSR 2t oo
EEXIFD, BITHIAT, 3= )T Ao T UM, URUS, SalITRAEL GEEL,

FEEOHERISEISINI U FHZ L0V, Fz, ZEDE % AT ClRIRH R AL F IR
PR B0 T, A=V T AT T U N, FRITCEARY Y, AERR, EERRY, 4k, i
BATS L OAT 7 DRI TR e 12 b DTN EE T A,

The magnitude, frequency and impact of cybersecurity incidents, including supply chain attacks for the purposes of
cyberespionage, ransomware or distuption, are increasing at Union and global level. They represent a major threat to the
functioning of network and information systems. In view of the fast-evolving threat landscape, the threat of possible large-
scale cybersecurity incidents causing significant disruption or damage to critical infrastructure demands a heightened
preparedness of the Union’s cybersecurity framework. That threat goes beyond Russia’s war of aggression against
Ukraine,and s likely to persist given the multiplicity of actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services as cyberattacks are frequently targeted at local, regional or national public services
and infrastructure, with local authorities being particularly vulnerable, including due to their limited resources. They can
also impede the pursuit of economic activities, inchuding in sectors of high criticality or other critical sectors, generate
substantial financial losses, undermine userconfidence, cause major damage to the economy and the democtatic systems
of the Union, and could even have health or life-threatening consequences. Moreover, cybersecurity incidents are
unpredictable, as they often emerge and evolve quickly; not contained within any specific geographical area, and
occurming simultaneously or spreading instantly across many countries. It is important to have close cooperation between
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the public sector; the private sector; academia, civil society and the media.

KRN ORI B 255500 3 SO BRI TR STV QU VDIINS, TUVE—TIHTE
PP ANN—EF 2T ADL~IVER T DRI ST, TR URF RO 0RMN A
DORGESE N O —E XD 1D LN TR CT DTS, Tz, BEFER O —exFE
DF RN G AT D, BT, SRR i R OSEA A% 4 e
AT DR, ~A7ab3, /ML PR R O — T T % s
#, WNZ, RAIRIpA L 77%3E 5 L QOBIEERDIEHE a0 B 5D, Ziudz, A
IN—TRBREA T D JOTRY i B O ~D I3 et iz A 53—kl
TADWREABRAFE T D120, A2 77 K OV —E AW ONHEERE S T~ DR DIWVEEThD, IIZ T,
FERRENT, K& A=) T A LT U N OB 2 A S 2T AT U s
DI BV KHSHE i S A UK DRI DA ONZE D SO A EHEI IS T D48
WL T VD, BY TOREIS A FEREE U DR FORESE RO CEREI I I T, RRITE G,
FISD IR AR ESDRES), E0DVT, A/~ A T N 57 —2D
IEE R OV B9 DRES OB IS ED & THD,

Itisnecessary to strengthen the competitive position of industry and services in the Union across the digital economy and
support their digital transformation, by reinforcing the level of cybersecurity in the Digital Single Market asrecommended
in three different proposals of the Conference on the Future of Europe. It is necessary to increase the resilience of citizens,
businesses, including microenterprises, small and mediumssized enterprises and startups, and entities operating critical
nflastructure, against increasing cyber threats, which can have a devastating societal and economic impact. Therefore,
mvestmentisneeded in infiastructure and servicesand building capabilities todevelop cybersecurity skills that will support
a faster detection of and a faster response to cyber threats and incidents. In addition, Member States need assistance in
better preparing forand responding to, as well as assistance in the initial recovery from, significant cybersecurity incidents
and large-scale cybersecurity incidents. Building on the existing structures and in close cooperation with them, the Union
should also increase its capacities in those areas, in particular as regards the collection and analysis of data on cyber threats
andincidents.

RPN A, WEaMAHIRL, 730, UAZTHIL CRAI KA 7T HERDEIE FZH st
DIZODZAEDOHEE, L0bl), BRINGES K OBEHESOBHIEU) 20198815, BRMG#ES &K OEEH
DFFF 201340EU° L ORI (EU) 202225557 i ONTZE BB E(EU) 201 7/15848 L\ Wi EZ ST
%, NZ T, RARIpA L 7ZDIalE T i g D7 b ORRMGEA Sk CilfEs -7 7 m—F I
B9 2022 4F 12 A 8 HOPEFN L, MERkIENTRIL, SN i Zou VOO —E 2% 42

> ENISA (FRM1gE & A S—2e =207 JR) (R 2 M O s S B D YA St 2 7RG CRE3 20
ONTHIHIBUN0 5262013 258 120Kk s M OS2 20194 4 H 17 H OBIRIBUR019/&R1 (13—
F=U741%) (OTL151,762019,p. 15).
Regulation (EU)2019/881 ofthe European Pariamentand of the Council of 17 April 2019 on ENISA (the European Union Agency
for Cybersecurity) and on information and commumications technology cybersecurity certification and repealing Regulation (EU)
No 5262013 (Cybersecurity Act) (OJ L 151, 762019, p. 15).
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P DI NNSND A A RIRA L T T DRI LRSS0, Bz # DL, W, 1
HIZ, BINEE RN TEREBIE M OB DIE AR 13D La it LT
VD,

The Union has already taken a number of measures to reduce vulnerabilities and increase the resilience of critical
infrastructure and entities against risks, in particular Regulation (EU) 2019/881 of the European Parliament and of the
Council ®, Directives 201340/EU © and (EU) 2022/25557 of the European Parliament and of the Council and
Commission Recommendation (EU) 2017/1584®. Inaddition, the Council Recommendation of 8 December 2022 on
a Union-wide coordinated approach to strengfhen the resilience of critical infrastructure invites Member States to take
meastres, and to cooperate with each other, the Commission and other relevant public authorities as well as the entities
concermed, to enhance the resilience of critical infrastructure used to provide essential services in the infemal market

SOAERED HBINORERKE A~ OV = )OI NEL S ~DA LT NI 2 Ko oV DO e
7RUAI H b ORI %A = 2 UT A UARY e OVRRE U TR ORI, Lol BE
TFOREEROFIIRE ) ZTR T DL IS T, ATl Ao T Ve BSRL, &
FUTKIUTHEL, AU GRS L OSE 2SI 1B 35720 DORRME AL~ L s AR b
FHIEEEERT D, BITINZ T, BRINEES OV A/ S—RATv—OFRICEE % 202425 H 23 H
OB, RINEEED, YA/ 3 =2 )T D7D D72 B A e DR R E
FERTDHIEAEL QD

The growing cybersecurity risks and an overall complex threat landscape, with a clear risk of rapid spillover of incidents
from one Member State to others and from a third country to the Union, require the strengthening of solidarity at Union
level to better detect, prepare for, respond to, and recover from, cyber threats and incidents, in particular by reinforcing the
capabilities of existing structures. Moreover, the Council conclusions of 23 May 2022 on the development of the
European Union’s cyber posture invited the Commission to presenta proposal ona new Emergency Response Fund for
Cybersecurity.

6 RS AT I DB ZRE 5 M OSSR RTE 2005222/THA -8z RN i OB
20134 8 A 12 H D4y 201340EU (OTL218, 1482013, p. 8).
Directive 2013/40/EU of the European Parfiament and of the Council of 12 August 2013 on attacks against information systems and
replacing Council Framework Decision 2005/222/JHA (OJ 218, 1482013, p. 8).
7 FRINASROIHGED NSV P A =2 U7 Db OREEI RSS2, HIHIEU)No9102014 L OYES
(EU) 20181972 ZELAFONZHE S BU) 2016/1148 AFE 13 2Rk N S OBREE2D 2022 4F- 12 A 14 HOFES
(EU)2022/2555 (NIS2 $543) (OJ1.333,27.122022, p. 80).
Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common

level of cybersecurity actoss the Union, amending Regulation (EU) No 9102014 and Directive (EU) 2018/1972, and repealing

Directive (EU) 2016/1148 (NIS 2 Directive) (OJ L.333,27.122022, p. 80).
8 K2V A= 2T A T AN OGN 6 DS 6 el B9 5 2017459 H 13 HoZ
B 2EE(EU) 2017/1584 (OTL.239, 1992017, p. 36).

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response o large-scale cybersectity
incidentsand crises (OJL.239, 1992017, p. 36).
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EU OY A —Rf#BER B3 2R Z B 2 M UYINE M OV REBORI 2R3 2R RE S Hfk
RIS N ORS00 20024 11 A 10 B RREIN L, )74~ —r a2
24— (SOCs) D BU A 77 DR EZAET DL, (B CEORMT 0 M2 oD — 2%,
EU Lo L DA S—U—7 DEFER Y oAfEA SR 578, 2 LT, BU VAT 1A N
EUT, IERYEFH R ZRAL, R R RZRiEEAET T 2L 2o, EU OILEOREES], TR
FERRRET ) KOS RE 1A L9280 W B HyEtD BU DA S—E RO BGAAZ AR U,

The Jont Communication of the Commissionand the High Representative of the Union for Foreign Aftairs and Security
Policy of 10 November 2022 to the European Parfiament and the Council on EU Policy on Cyber Defence announced
an EU Cyber Solidarity Initiative with the objectives of strengthening of common EU detection, situational awareness
and response capabilities by promoting the deployment of an EU infiastructure of Security Operation Centres (SOCS),
supporting gradual building of an EU-level cyber reserve with services from trusted private providers and testing of critical
entities for potential vulnerabilities based on EU risk assessments.

BRI Z IS DA T2 B A LT NORN RIS R L L, K&t A3 —
TX DT AL T U OREIT 2 A/ S —EF 2 VT A T U RO DT DR,
[EIARM A OUEHFRESAL FEHIRE 1A b D & Tl AT L D2 LTS, Tiudz, T
FESIT AR HRES ) ORI RGRRE ) 1AAEEE T 578, BRINEE O BHRHRE ) L NG RE
F1%8A DA ST DOIIN D NT—27 (TR A7 St 22U T A AT 1)) D%
FTONARETHY ; K& A =X 2 VT AL T U N OKREHE A S—t 2T A
TUNTHUTHET 528, ZAUnliU TR 3528, EALDREBERERT DL R OIS
DO IREBRAET DI NT, FEREOEEEI IS CRERIER SR 5720, IWNT, K&
7oA N—t X2 DT YA T U N ORI 72 A/ S 2 VT AL T U NTRU TRt
IS HZEZINT, MERIELSND = E 3R T D720, A/ 3=t 2T B AT =K L0
BTONDRETHY ; Tz, fll 2 OREIZYAN—TX 2T (AT T U NF TR A 3 —
TR 2VTAA AT N RIEL R OSHIETT 57280, BRINOYA/S—FaUT (A0 LT D RIE
LA =R LHGRTENDRETHD, ZOMANZI > TELNATREN T, #ERRE OMHENRA #1522
HLUTHONLRETHY, 5>, THHETHMHESEU) 20222555 | 25 CGRIESHZ CSIRTS vk
T—77, BRINYA 7 S—fis ikl < N7 —2 (BU-CyCLONe) /2135717 /v —7"(NIS {7177V
— NI T TONDEEZAIODD THV) DL NLDIEEIEEE T _E TR, ZHHDNE
B, ERMEE S OREREI 2B 245K (TFEU) D5 107 SR O 108 SRAMHIT720

Itis necessary to strengthen the detection and situational awareness of cyber threats and incidents throughout the Union
and to strengthen solidarity by enhancing Member States’ and the Union’s preparedness and capabilities to prevent and
respond to significant cybersecurity incidents and large-scale cybersecurity incidents. Therefore a pan-European network
of cyberhubs (the ‘European Cybersecurity Alert System’) should be established to build coordinated detection and
situational awareness capabilities, reinforcing the Union’s threat defection and information-sharing capabilities; a
Cybersecurity Emergency Mechanism should be established to support Member States upon their request in preparing
for; responding to, mitigating the impact of and initiating recovery fiom significant cybersecurity incidents and large-scale
cybersecurity incidents and to support other users in responding to significant cybersecurity incidents and large-scale-
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equivalent cybersecurity incidents; and a Furopean Cybersecurity Incident Review Mechanism should be established to
review and assess specific significant cybersecurity incidents or large-scale cybersecurity incidents. The actions taken
pursuant to this Regulation should be conducted with due respect for Member States” competences and should
complement and not duplicate the activities conducted by the CSIRTS network, the Furopean cyber crisis liaison
organisation network (EU-CyCLONe) or the Cooperation Group (NIS Cooperation Group), all established pursuant to
Directive (EU) 2022/2555. Those actions are without prejudice to Articles 107 and 108 of the Treaty on the Functioning
of the Furopean Union (TFEU).

IS0 B ER T D128, —EDSEHIRNT, BN K OSSO AIEU) 2021/6%4°%
BUET DTN D, L0, 74 VTG OlaliiE )], SeatE R OEIEA G528,
ANN—BEEE R O A7 A AR LR O US S I T DRE N &R b 9528, 2T, A
IN—Xa DT R DERE AR D1 1 R OFEE A TR b3 A 20T DT VRN G
18] (DEP) DAARIIER 3 O FICHRMND A S— 2 )T (s 2T D O A —1 2T
BEAN = A LB T DT ER FTEOIBINCEAL, ZoMHNE, HFAIEU) 2021694 Z41Ed
RETHD, BRINYA =T VT AR AT DL, P AT 8i% TR DL R OIS
KU TS DTN T, R EE S22 CEE R EE R S50 THY, =, BUH
AN—TX 2T AV =T, KERV A= VT AT R, KA —tX=)T
AL TN ORI G 2 A =X 2 VT AL T AR R U TRl T D28
OSERVERRFIT DI YT, AERRIE, RS ORERE, FHE, 3955 & ONRRlONE DPE &
BtREY D% —[EE 2 5 ECHEEE R UAGD, TORET, FEOMNARE I3
MR N O ZE S O ED BRIV A %6 G5, BRI A 7 N—2 2 )7,
AT LN BU YA S— X VT AU =T PR AFDRFEDOREN RS, ZOBANT, V3
OF3T0 )b, A2 7T RO —E RE 2 3 H T, SRR ORE) AR NE S P2 T
VR ATRE TRV BLEEDV A DMFLEL, h>D, Z DI NEENE G A2 ORI RE) =
V7 VA7 % RS TODEAITEITD, BOMEENITHLEZS DI ES S —E) D IRl T
WHIEANDSIMZBEIL, HHIEU) 2021694 %L _ETHD, BINHA/ == )T (i A
T LR O BU YA S—F o VT U —7 2 I3 BRI I L T2 iSO & 43 ROM B Y
TRSRINTED NS RETHY, F, FiHAD B HE KT D7- 0O\ B L7 2 RO A M T
FEEDAHBINEFSNANE TS, EAULLISNOFIRIIEU) 2021694 DUCE, Hifc/ s
D FIZRVNTHRES N AHRBEID FeIh e O USD BT -7 S IO SEEA AR 357D D HH
AR A B O D REThD,

To achieve those objectives, it is necessary to amend Regulation (EU) 2021/694 of the European Parliament and of the
Council® in certain areas. In particular; this Regulation should amend Regulation (EU) 2021/694 as regards the addition
of new operational objectives related to the Furopean Cybersecurity Alert System and the Cybersecurity Emergency

O T BN HEZ R T M OVRTEBU) 20152240 ZBE 1328 K OBEE200 2021 44 A 29 H O
HIEU)2021/694 (QJ L 166, 1152021, p. 1).

Regulation (EU) 2021/694 of the Furopean Pardiament and of the Council of 29 April 2021 establishing the Digital Furope
Programme and repealing Decision (EU) 20152240 (OJL 166, 11.52021, p. 1).
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Mechanismunder Specific Objective 3 of the Digital Europe Programme (DEP), which aims to guarantee the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to monitor cyberattacks and cyber
threats and to respond to them, and at reinforcing cross-border cooperation and coordination on cybersecurity. The
European Cybersecurity Alert System could play an important role in supporting Member States in anticipating and
protecting against cyber threats, and the EU Cybersecurity Reserve could play an important role in supporting Member
States, Union institutions, bodies, offices and agencies, and DEP-associated third countries inresponding to and mitigating
the mmpact of significant cybersecurity incidents, large-scale cybersecurity incidents and large-scale-equivalent
cybersecurity incidents. That impact could include considerable material or non-material damage and serious public
security and safety risks. In light of the specific roles that the Furopean Cybersecurity Alert System and the EU
Cybersecurity Reserve could play, this Regulation should amend Regulation (EU) 2021/694 as regards the participation
of legal entities that are established in the Union but are controlled from third countries, where there is a real risk that the
necessary and sufficient tools, infrastructure and services, or technology, expertise and capacity, are not available in the
Union and the benefits of including such entities outweigh the security isk. The specific conditions under which financial
support may be granted for actions implementing the European Cybersecurity Alert System and the EU Cybersecurity
Reserve should be established and the governance and coordination mechanisms necessary in order to achieve the
intended objectives should be defined. Other amendments to Regulation (EU) 2021/694 should include descriptions of
proposed actions under the new operational objectives, as well as measurable indicators to monitor the implementation
of those new operational objectives.

PAR—IZEEA T N DERME A ORI 58  5720, ESK e 1R OfE
FECE, EERFICSTDER =~ —LDW 1IN EE CHD, ORI, [EHETE, &
[FIC<TDIEER S—h—1%, BRMNEASOREASEEL R, 37006, RETER, /ﬁ@iﬁa
NHER OSEA) A IO K ORI, Ak EieE, SFEESE R ORI, ERES
T N OERESEOZEFRIOSEEL AL, 730, NS F-1 3 FORERRE D22 25 s
FADHRSEARNRDZ LD RN EE A T 03EE ChO BRSO & ThD, D71
ORI TELINDIES, L0V, BRNTA S—tF 27 5 AT L EU47L4’/\~~12
T2 U7 —7 LORHRIZI TR D015, HIHIBU) 202164 1%, —ED AR OV
R EOZAHRL T, BINYA S—EF 2 DT (s AT D O A3~ 2T B AR
HI=ALBIFT DAL, (/i EOBIHIARUT, 5 =IEH D3 ilS v QODE IR TR

DNADZEETEDHNE T, ZOHKITI T D B e RS EDOYA 21,
ZHUOOFEIFRI K OMIED WM HE A 022 2R EOWZEORIREERREL QA G, EATRILL
FBERE S— T — LD TR S AT VSRR N O A Z 8 AN AT L) Bl
T, AT, EDII72ZRE FOBLEAHHAEU) 2021694 O NI DHIED MIdbhbhbE
I3, VEEAROMBRSSEEE IR 1A, T2 KON R SO E RO 27+,
AN, ZOTEBNDFERAS, TR N = [EIN D L ST R D ARS 72\ D AR 352
EDII, OB NERI NSNS,

To strengthen the Union’s response to cyber threats and incidents, cooperation with intemational organisations as well as
with trusted, like-minded international partners is vital. In that context, trusted, like-minded intemational partners should
be understood to be the countries that share the principles that inspired the Union’s creation, namely democracy, the rule
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of law; the universality and indivisibility of human rights and fimdamental fireedoms, respect for human dignity; the
principles of equality and solidarity, and respect for the principles of the United Nations Charter and intermational law, and
that do not undermine the essential security interests of the Union or its Member States. Such cooperation could also be
beneficial with regard to the actions taken pursuant to this Regulation, in particular the European Cybersecurity Alert
Systemand the EU Cybersecurity Reserve. Regulation (EU) 2021/694 should provide, subject to certain availability and
security conditions, for tenders for the European Cybersecurity Alert System and the EU Cybersecurity Reserve to be
open to legal entities controlled from third countries, subject to security requirements. When assessing the security risk of
opening the procurement in this way, it is important to take into account the principles and values which the Union shares
with like-minded mternational partners, where those principles and values are related to essential security interests of the
Union. Additionally, where such security requirements are under consideration under Regulation (EU) 2021/694, several
elements could be taken info acoount, such as an entity’s corporate structure and decision-making process, the security of
data and classified or sensitive information and ensuring that the action’s results are not subject to control or restrictions by
non-eligible third countries.

ZOHIRIND BT HIEROESHLUTHE, HIHIEBU) 2021694 DHTEDLNHRETHY, LU,
DPE DRI 52 3 D CHF 30 QU VDIREIDT SO DS s A TADEETHHETH D,

{iE 2 DIEENEBIR T DSNNOT=DOAFBIDSRA S, FHRNBU) 2021694 (ZHE S, k72 EEER HEoD
HFTCEDLNONETHD,

The financing of actions under this Regulation should be provided for in Regulation (EU) 2021/6%4, which should
remain the relevant basic act for the actions enshrined within Specific Objective 3 of the DEP. Specific conditions for
participation conceming each action are to be provided for in the relevant work programmes, in accordance with
Regulation (EU) 2021/6%4.

TFEU D 322 5% KA U ORI S M OB 2> CERR SR R i kDA R
AL, ZOHBANTRL CEASHS, ZHUH0REIFAN, FoNEE= Kk OS2 #IHIEU, Buratom)
20242509 DHTEDHIVTIY, L0l BINES O T ROMEE K OSEEDT- DTtz R
LTHY, F-, BattfoBIRE OB T D RdaEh T D, TFEU OF 32 S5 5L
TEARSNZEIR RN, BRNGEES K OBRE20HIEU, Buratom) 20202002 0O H1CRRFHALTU
DRRINES D TGO DS T O— VS B ATV,

Horizontal financial rulesadopted by the Furopean Parliamentandby the Council on the basis of Article 322 TFEU apply

0 FRINIEE S O—E FRU T UG ATREZ R G et EosBRAN BIT- 2R s M O 2024 4F 9
A 23 HOHIHIIBU, Euratom) 2024/2509 (OJ L, 2024/2509, 26.92024,).
Regulation (EU, Euratom) 20242509 of the European Partiament and of the Council of 23 September 2024 on the financial rules
applicable to the general budget of the Union (OJ L, 20242509, 26.92024,).
1 BRI S DT ERDPRGEDT DD FA AT O V2RI 2B DRI MR 2 S OB 2D 20204 12 1 16
H OFIHIBU, Euratom) 202012092 (OJ L4331, 22.122020,p. 1).
Regulation (EU, Euratom) 2020/2092 of the European Parliament and of the Council of 16 December 2020 on a general regime of
conditionality for the protection of the Union budget (OJ L.4331,22.12.2020, p. 1).
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to this Regulation. Those rules are laid down in Regulation (EU, Euratom) 2024/2509 of the Furopean Padiament and
of the Council ™ and determine, in particular; the procedure for establishing and implementing the Union budget, and
provide for checks on the responsibility of financial actors. Rules adopted on the basis of Article 322 TFEU also include
a general regime of conditionality for the protection of the Union budget as established in Regulation (EU, Euratom)
20202092 of the European Partiament and of the Council *.

B L DHEE LR ORAE L, REIRYANN—X2)TAA T Ub, KB YA 3 —1 %
2T HA LT N OKIWEL L2 A S —T X 2T AL T MO ZHST DRR A
DIEWE I ENER T DIZDITMIATHDN, ZTDII7eA T A NDFAE, S OREXT, 2D
ME b, FRITCER Y, St e D700 BRI DB &IRT, FRICd > TREHER
STWDZERBFLOTHY, F=, BRI CEHINESNAZ LM AIRECTHHETHD, ©
Yudz, FHIFTH rié:u W T RIF RIS -7 FE ) ot U GO SR B B RS DRI Y, 1R
FHEIOE 4 FOIED ) B 5, 0078, FRIEU, Furatom) 20242500 D55 12 555 4THIZ
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‘While prevention and preparedness measures are essential to enhance the resilience of the Union in addressing significant
cybersecurity incidents, large-scale cybersecurity incidents and large-scale-equivalent cybersecurity incidents, the
occurrence, timing and magnitude of such incidents are, by their nature, unpredictable. The financial resources required
to ensure an adequate response can vary significantly from year to year and should be capable of being made available
immediately. Reconciling the budgetary principle of predictability with the necessity to react rapidly to new needs
therefore requires adaptation of the financial implementation of the work programmes. Consequently, it is appropriate to
authorise the carry-over of unused appropriations, but only to the following year and only to the EU Cybersecurity
Reserve and the actions supporting mutual assistance, in addition to the carry-over of appropriations authorised pursuant
to Article 12(4) of Regulation (EU, Euratom) 2024/2509.
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To more effectively prevent, assess, respond to and recover from cyber threats and incidents, it is necessary to develop
more comprehensive knowledge about the threats to critical assets and infrastructure on the territory of the Union,
ncluding their geographical distribution, nferconnection and potential effects in case of cyberattacks affecting that
infrastructure. A proactive approach to identifying, mitigating and preventing cyber threats includes an increased capacity
of advanced detection capabilities. The Furopean Cybersecurity Alert System should consist of several interoperating
Cross-Border Cyber Hubs, each grouping together three or more National Cyber Hubs. That infrastructure should serve
national and Union cybersecurity interests and needs, leveraging state-of-the-art technology for advanced collection of
relevant data and information, anonymised where appropriate, and analytics tools, enhancing coordinated cyber detection
and management capabilities and providing rea-time situational awareness. That infrastructure should serve to improve
the cyber posture, by increasing detection, aggregationand the analysis of data and information with the aim of preventing
cyber threats and incidents and thus complementing and supporting Union entities and networks responsible for cyber
crisis management in the Union, in particular EU-CyCLONe.
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Participation in the European Cybersecurity Alert System is voluntary for Member States. Fach Member State should
designate a single entity at national level tasked with coordinating cyber threat detection activities in that Member State.
Those National Cyber Hubs should actas a reference pointand gateway at national level for participation in the Furopean
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Cybersecurity Alert System and should ensure that cyber threat information from public and private entities is shared and
collected at national level in an effective and streamlined manner: National Cyber Hubs could strengthen the cooperation
and information sharing between public and private entities and could also support the exchange of relevant data and
mformation with relevant sectoral and cross-sectoral communities, including relevant industry Information Sharing and
Analysis Centers (ISACs). Close and coordinated cooperation between public and private entities is central to
strengthening the Union’s cyber resilience. Such cooperation is particularly valuable in the context of sharing cyber threat
mtelligence to improve active cyber protection. As part of such cooperation and information sharing, National Cyber
Hubs could request and receive specific information. Those National Cyber Hubs are neither obliged nor empowered by
this Regulation to enforce such requests. Where appropriate and in accordance with Union and national law, the
mformation requested or received could include telemetry, sensor and logging data from entities, such as managed
security service providers, that operate in sectors of high criticality or other critical sectors within that Member State, in
order to enhance rapid detection of potential cyber threats and incidents at an eartier stage, thereby improving situational
awareness. If the National Cyber Hub is not the competent authority designated or established by the relevant Member
State pursuant to Article 8(1) of (EU) 2022/2555, itis crucial that it coordinates with that competent authority inrespect of
requests for and receiptof such data.

BRMN A 8=t 2T (RS AT LD—H LT, ZRDEREA R DA S— T DRI DI
HREThD, [ERABE DB OB TR T OVE = & BROSZ 38D RN CEERSIUSD
ZEEHERT DT80, TNHDEBEAZ DA/ =T, A7kt 3 SORERIEDENY AR
—INTHFRADRETHD, [EBAZ DA/ =T O—f72 B, S0, A7ed-ix
I ORE 2 72 fEHIFD SO RO, ThdsiEteb X EA LS, (ERECEDILLTR
BEEOMIRITIAIEE AN LT, F2, ehoy—L oA LHEFIA, KON Bl TEN DL
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ML, BAIELR ORI 2RE A58 9528, LT, BB DOY A\~ sl HooVERkAE <
BT DB ETHD, EEAMZ 5 A — 71, BEf70 SOCs, CSIRTs, K 0%, CSIRTs
VNT—07%E, DTS2 BHRE E TS L, 1o, TNDEAf T, Fil-7of a7 e 242
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As part of the European Cybersecurity Alert System, a number of Cross-Border Cyber Hubs should be established.
Those Cross-Border Cyber Hubs should bring together National Cyber Hubs fromat least three Member States toensure
that the benefits of cross-border threat detection and information sharing and management can be fully achieved. The
general objective of Cross-Border Cyber Hubs should be to strengthen capacities to analyse, prevent and detect cyber
threats and to support the production of high-quality cyber threat mtelligence, in particular through the sharing of relevant
information, anonymised where appropriate, ina trusted and secure environment, from various sources, public or private,
as well as through the sharing and joint use of state-of-the-art tools, and the joint development of detection, analysis and
prevention capabilities in a rusted and secure environment. Cross-Border Cyber Hubs should provide new additional
capacity, building upon and complementing existing SOCs, CSIRTS and other relevant actors, including the CSIRTS
network.
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A Member State selected by the European Cybersecurity Industrial, Technology and Research Competence Centre
(ECCC) established by Regulation (EU) 2021/887 of the European Parliamentand of the Council ® following a call for
expressions of nterest to set up, or enhance the capabilities of, a National Cyber Hub, should, jointly with the ECCC,
purchase relevant tools, infastructure or services. Sucha Member State should be eligible toreceive a grant to operate the
tools, infiastructure or services. AHosting Consortium, consisting of at least three Member States, which has been selected
by the ECCC following a call for expressions of interest to set up or enhance the capabilities of a Cross-Border Cyber
Hub should purchase relevant tools, inffastructure or services jointly with the ECCC. The Hosting Consortium should be
eligble to receive a grant to operate the tools, infrastructure or services. The procurement procedure to purchase the
relevant tools, infiastructure or services should be carried out jointly by the ECCC and relevant contracting authorities of
the Member States selected, following such calls for expressions of inferest. Such procurement should comply with
Atticle 168(2) of Regulation (EU, Euratom) 2024/2509, and the ECCC’s Financial Rules. Private entities should not
therefore be eligible to participate in the calls for expressions of interest to purchase tools, infrastructure or services jointly
with the ECCC, or to receive grants to operate those tools, infiastructure or services. However, the Member States should
be able to involve private entities in the setting up, enhancement and operation of their National Cyber Hubs and Cross-
Border Cyber Hubs in other ways which they deem appropriate, in accordance with Union and national law. Private
entitiescould also be eligible toreceive Union fimdingpursuant to Regulation (EU) 2021/887 for the purpose of providing

2 BRI A =TT PEZE, Hfht S OSRAFSERE S L ON AL D N — 2 2330 T HRK
PIFEE SO0 2021 475 H 20 HOHIHIBU)2021/887 (OJL.202, 862021, p. 1).
Regulation (EU) 2021/887 of the European Partiament and of the Council of 20 May 2021 establishing the Furopean Cybersectity
Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres (OTL.202, 8 62021, p.
).
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support to National Cyber Hubs.
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In order to enhance the detection of cyber threats and situational awareness in the Union, a Member State which,
followinga call for expressions of inferest, is selected to setup, orenhance the capabilities of, a National Cyber Hub should
commit to applying to participate in a Cross-Border Cyber Hub. Ifa Member State is nota participant in a Cross-Border
Cyber Hub within two years of the date on which the tools, infiastructure or services are acquired or on which it receives
grant fnding, whichever occurs sooner; it should not be eligible to participate in flrther Union support actions within the
framework of the Furopean Cybersecurity Alert System to enhance the capabilities of its National Cyber Hub. In such
cases, entities from Member States could still participate in calls for proposals on other topics under the DEP or other
Union funding programmes, including calls on capacities for cyber detection and information sharing, provided that those
entities meet the eligibility criteria established in those programmes.
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CSIRTs exchange information within the CSIRTs network inaccordance with Directive (EU) 2022/2555. The European
Cybersecurity Alert System should constitute a new capability that is complementary to the CSIRTs network by
contributing to building a Union situational awareness allowing the reinforcement of the capabilities of the CSIRTS
network. Cross-Border Cyber Hubs should coordinate and cooperate closely with the CSIRTs network. They should act
by pooling data and sharing relevant information, anonymised where appropriate, on cyber threats from public and
private entities, enhancing the value of such data and information through expert analysis and jointly acquired
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infrastructire and state-of-the-art tools, and contributing to the Union’s technological sovereignty, its open strategic
autonomy; competitiveness and resilience and to the development of Union capabilities.
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Cross-Border Cyber Hubs should act as central points allowing for a broad pooling of relevant data and cyber threat
ntelligence, and enable the spreading of threat information among a large and diverse set of stakeholders, such as
Computer Emergency Response Teams (CERTS), CSIRTS, ISACs and operators of critical infrastructure. Themembers
of a Hosting Consortium should specify in the consortium agreement the relevant information to be shared among the
participants of the Cross-Border Cyber Hub concemed. The information exchanged among participants in a Cross-
Border Cyber Hub could include, for instance, data from networks and sensors, threat mtelligence feeds, mdicators of
compromise, and contextualised information about incidents, cyber threats, near misses, vulnerabilities, techniques and
procedures, adversarial tactics, threat-actor-specific information, cybersecurity alerts and recommendations regarding the
configuration of cybersecurity tools to detect cyberattacks. In addition, Cross-Border Cyber Hubs should also enter into
cooperation agreements with each other: Such cooperation agreements shoulld, in particular; specify information-sharing
principles and interoperability. Their clavses conceming interoperability, in particular information-sharing formats and
protocols, should be guided by and therefore take as their starting point interoperability guidelines issued by the European
UnionAgency for Cybersecurity established by Regulation (EU) 2019/881 (ENISA). Those guidelines should be issued
swittly to ensure that they can be taken into account by Cross-Border Cyber Hubs atan early stage. They should take info
account intemational standards and best practices, and the fimctioning of any established Cross-Border Cyber Hubs.
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Cross-Border Cyber Hubs and the CSIRTS network should cooperate closely to ensure synergies and complementarity
of activities. For that purpose, they should agree on procedural amrangements on cooperation and the sharing of relevant
information. Thiscould include the sharing of relevant information oncyber threats and significant cybersecurity incidents
and ensuring that experience with state-of-the-art tools, in particular artificial intelligence and data analytics technology,
used within the Cross-Border Cyber Hubs, is shared with the CSIRTs network.
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(OVL347,20122013, p.924).
Decision No 1313/2013/EU of the European Parfiament and of the Council of 17 December 2013 on a Union Civil Protection
Mechanism (OJL347,20.122013, p. 924).
HEUKS A BARI R 2 R4 20184F 12 7 11 HOBIEAS2EE(EU)2018/1993(0JL320, 17.122018,

p-28).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU Integrated Political Crisis Response
Arrangements (OJL.320, 17.12.2018, p. 28).
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Shared situational awareness among relevant authorities is an indispensable prerequisite for Union-wide preparedness
and coordination with regards to significant cybersecurity incidents and large-scale cybersecurity incidents. Directive
(EU) 2022/2555 established EU-CyCLONe to support the coordinated management of large-scale cybersecurity
ncidents and crisesatoperational level and fo ensure the regular exchange of relevant information among Member States
and Union institutions, bodies, offices and agencies. Directive (EU) 2022/2555 also established the CSIRTs network to
promote swift and effective operational cooperation among all Member States. To ensure situational awareness and
strengthen solidarity, in situations where Cross-Border Cyber Hubs obtain information related to a potential or ongoing
large-scale cybersecurity incident, they should provide relevant information to the CSIRTS network and inform, as an
early waming, EU-CyCLONe. In particular, depending on the situation, information to be shared could include technical
information, information about the nature and motives of the attacker or potential attacker, and higher-level, non-technical
information about a potential or ongoing large-scale cybersecurity incident. In that context, due regard should be paid to
the need-to-know principle and to the potentially sensitive nature of the information shared. Directive (EU) 2022/2555
also reiterates the Commission’s responsibilities in the Union Civil Protection Mechanism (UCPM) established by
Decision 1313/2013/EU of the Furopean Parliament and of the Council ™, and its responsibility for providing the
analytical reports for the EU Integrated Political Crisis Response Arrangements (IPCR Arrangements) pursuant to
Council Implementing Decision (EU) 2018/1993%9, Where Cross-Border Cyber Hubs share relevant information and
early wamings related o a potential or ongoing large-scale cybersecurity incident with EU-CyCLONe and the CSIRTS
network, it is imperative that that information be shared through those networks with Member States’ authorities as well
as with the Commission. In that respect, Directive (EU) 2022/2555 provides that EU-CyCLONe’s purpose is to support
the coordinated management of large-scale cybersecurity incidents and crises at operational level and to ensure the regular
exchange of relevant information among Member States and Union institutions, bodies, offices and agencies. EU-
CyCLONe’s tasks include developing a shared situational awareness of such incidents and crises. It is of paramount
importance that EU-CyCLONe ensure, in line with that purpose and its tasks, that such information is provided
immediately to the relevant Member State representatives and to the Commission. To that end, it is crucial that EU-
CyCLONe’s rules of procedure include appropriate provisions.
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AWBE TS,

Entities participating in the Furopean Cybersecurity Alert System should ensure a high level of interoperability among
themselves including, as appropriate, as regards data formats, taxonomy, data handling and data analytics tools. They
should also ensure secure communications channels, a minimum level of application layer security, a situational
awareness dashboard, and indicators. The adoption of a common taxonomy and the development of a template for
situational reports to describe the causes of detected cyber threats and risks, should take into account existing work done
m the context of the implementation of Directive (EU) 2022/2555.
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In order to enable the exchange of relevant data and information on cyber threats from various sources, on a large-scale
basis, in a trusted and secure environment, entities participating in the European Cybersecurity Alert System should be
equipped with state-of-the-art, highly secure tools, equipment and infiastructure, as well as skilled personnel. This should
make it possible to improve collective detection capacities and timely wamings to authorities and relevant entities, in
particular by using the latest artificial intelligence and data analytics technologies.

W72 T — A B OMEREAEE T DL, i 228, H T2 E RO B L2~ TC, BRI
YA X=X 2 VT (L AT N, A —tF2UT, HEF T S OBIE ) D5 ET AR
INEEOEAT EOTMEN O —7 L7280 00 AFEEAALI T _ETHD, miiEDOF =l —h
ST —55 7 =)V D70, @R N TR & O —2 i OB b BT
%o NENZE DB L OVED B IO D @ 7 Reab D07 81, mish BT —2D3FEhH
I — VDOV WBI N EE CTD,

By collecting, analysing, sharing and exchanging relevant data and information, the European Cybersecurity Alert
System should enhance the Union’s technological sovereignty and open strategic autonomy in the area of cybersecurity,
competitiveness and resilience. The pooling of high-quality, curated data could also contribute to the development of
advanced artificial intelligence and data analytics technologies. Human oversight and, to that end, a skilled labour force
remains essential for the effective pooling of high-quality data.

RN A S—t 2T A8 AT N, RO 0y = N300, A 3 —hifD=ata=7
AL, RAIRIZAL 7 Z DR O\ BRI R X058 788 HHRE S R OMRIN 8tk
MEZAFNFD,

‘While the European Cybersecurity Alert System is a civilian project, the cyber defence community could benefit from
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stronger civilian detection and situational awareness capabilities developed for the protection of critical infrastructure.

BRINDA/S—t X 2 UT AR 2T LOSNE ORI DIEFRITE L, BEHFoiEE FojEE:
R, Oy L0l BINEEEENOT —2 85, O, 1EROAHZ AL TV VDRI
BOBEARITORIEA T _ETHD, [HROZEL, AT —F OB WECTHLIRY,
T2 FROMER |} OV H A5, i ~_5307= B BT\ ZEOfE N T —2 DBl 372 72>
T2 XL DT —HEMIEL, )30, ZDOT —HEFIFAL COBETRITHL T —40
MBS LA 32T O E M OSERk FOREZ T _ETHD,

Information sharing among participants of the European Cybersecurity Alert System should comply with existing legal
requirementsand inparticular Union and national data protection law; aswell as the Union rules on competition goveming
the exchange of nformation. The recipient of the information should implement, insofar as the processing of personal
data is necessary, technical and organisational measures that safeguard the rights and freedoms of data subjects, and
destroy the data as soon as they are no longer necessary for the stated purpose and inform the entity making the data
available that the data have been destroyed.

BN O 2 T A2 EFF 2288, BN YA/ S—F 2 )T A AT DO ZES
FDIEROIA SIS EHEET DD THDD, YA/ X2V TAEEAI =K LD I
DA AN CODIEERORRSEHERF T D720 THDD, T2, BRINYA 3 —tF =27 1A
T U RNRIBELAI =R LD FICBITDHEED, ZDA LT U NS> TR T TR
(U CRDEZE AL DL U E S A N BE A5 0 2L CELZ LA R T 5720 T
B DRERTHT, ZORAND 3 SORATUZE> T CTREEZ/RZEThD, TR

T DIERKE S OVETHRDZIN T, ZEAUBDHFAADTL AR—R M3 D EHERIRI AL
L QWD BRIMNES OBLUE S IENHUEI ISR S OLO ThoEEE, ZORIID Rk
FDEDIEROIA FIAHU T, TOHA FIZHD B IO ik ThHh LI C
BHEZAIRESNDRETHD, TOHAFAIAZMIT, BRI HETEROEX 2074 LU
3t FORGSARGET DA G, YkFROBEMEDHERF & Tha, ZOHANZLAEHD
M FAIHUT, IHBIROBREFAINT 7 07T A7 aha/L (TLP) DI E I EE B 5
HARE W TEEIES, TLP 13, EHOBI0 B LA EE B AR B3 A g et
@“‘éf@@%&kb@%ﬁhﬁ FIUFZB720, TLP 13, 1FEAE TP CSIRTs 2 U0 D
ISACS [TV N THIVSAUTUND, FHUsD—Hi7 2B Jan, RIS S—E 2= )T e R
TAEL AL, RAT AT )= T 2DOETENL, BR T AEEE A DA/ S— T HICE
GBI OO OFMHI BT 241 H E’Jiﬁﬁﬁﬁ%ﬁﬁ@é/\%f&b& ZOEEL, Lo, Bk
IPREEAE M OVEINTE S QDA ZIRY, 1) ibﬁém_k%gku%o

Preserving confidentiality and information security are of paramount importance for all three pillars of this Regulation,
whether for encouraging the sharing or exchange of information in the context of the Furopean Cybersecurity Alert
System, preserving the interests of the entities applying for support under the Cybersecurity Emergency Mechanism, or
ensuring that reports under the European Cybersecurity Incident Review Mechanism can yield useful lessons leamed
without having a negative impact on the entities affected by the incidents. The participation of Member States and entities
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in those mechanisms depend on relationships of trust between their components. Where information is confidential
pursuantto Union or national rules, its sharing orexchangeunder this Regulation should be limited to that which isrelevant
and proportionate to the purpose of the sharing or exchange. That sharing or exchange should also preserve the
confidentiality of that information, including protecting the security and commercial interests of any entities concemed.
Information sharing or exchange pursuant to this Regulation could take place using non-disclosure agreements, or
guidance on information distribution such as the traffic light protocol (TLP). The TLP s to be understood as a means to
provide information about any limitations with regard to the firther spreading of mformation. It is used in almost all
CSIRTs and in some ISACs. In addition to those general requirements, when it comes to the Furopean Cybersecurity
Alert Systerm, Hosting Consortia agreements should lay down specific nules regarding the conditions for information
sharing within the Cross-Border Cyber Hub concemed. Those agreements could, in particular, require that information
be shared only in accordance with Union and national law.

EU YA/ N—tX o7 U —7 Ol ZBAL, (ERIOBEEMEDOBUED WIS, fEfDiEf
BT OBEIROE IO H TR E L QAL TAREDBIRIZIV T, SRDERRSH, FHMm
SN OFREESID, BU YA/ =17 U7 DI HERE T 5720018, —EETR
73, BLROFHM & OSEROELEN 36\ Y CEDIEFAROEEE R 371l 2 DyEFRE~>T
WL DB TONEREIHAGTE, 1o, TORTOERUKT DT 7 2% a3t c&bz
LlE, MR TEHS, EoT, ZOHANE, BU YA 38—t 2 VT U —7 OER D7 0OI B 25
AIZBRY, 2 COZFOII R MRS F A3 SNAZE, WONZ, BONEAE L ONENE
V2o TRV CHB LSV IR SV QOIS SR OSBRIV -
IIHHINDZLETEDDHIETHD, MAT, —WL, ZhsiEglial &, HIFROM H 2R R
TEDDIZOIZ, TLP DII7REFIA 7 oh VAR TEARETHDH, —HIZO IR T
BHEELOTNES, ZDII7IRAE D8, 20—, L0, ZaREhi-h—e 20
FEIEUT- 3l 7 SR LB ChOVISORERA BB ANDZ LD EEE Chhs, Zhr)e BU
ANR—EX 2T AT 540728, L—PRERAFEH T DRI, ZHIL QDY /DS, ED

—PITKIL, ZDHIEDE AR D LN D, ZHUSDLEENE Y, EU YA/ —t
X2 VT (=T D—E 2RO ELR K ORI I IRESH, 730, BU A S—tFX =T U —T7 D
T BT DA DI, B I DA 6 U T A 5.2 720,

Inrespect of the deployment of the EU Cybersecurity Reserve, specific confidentiality rules are necessary. Support will
be requested, assessed and provided in a crisis context and in respect of entities operating in sensitive sectors. For the EU
Cybersecurity Reserve to finetion effectively, it is essential that users and entities are able to share, and provide access,
without delay; to all information that is necessary for each entity to play its part in the assessment of requests and the
deployment of support. Accordingly, this Regulation should provide that all such information is to be used or shared only
where necessary for the operation of the EU Cybersecurity Reserve, and that information that is confidential or classified
pursuant to Union and national law is to be used and shared only in accordance with that law. Additionally, users should
be able, where appropriate, to use information-sharing protocols such as the TLP to firther specify limitations. Whilst
users have discretion in this regard, it is important that when applying such limitations, they take into account the possible
consequences, in particular with regard to delayed assessment or delivery of the requested services. In order to have an
efficient EU Cybersecurity Reserve, it is important that the contracting authority clarify those consequences to the user
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before it submits a request. Those safeguards are limited to the request and provision of EU Cybersecurity Reserve
services and do not affect information exchange in other contexts, such as in the procurement of the EU Cybersecurity
Reserve.

RERREN CB85% 5.2 CQOVBUART DB O s T NOREEIEL, KA/ 3 —E%a )Ty
A TN, R A=t 2 VT AL T U N OB 7 2 A S = 2 )T A
TN BRI A DRIE 1A ESEAT0, Z LT, HERREES, AT U e O
WA —E ADEANDOEIADT= D DR AN G A3 N U C, MR EDTREEAIOT-0, fik<
OB, 37000, A —tXa VT (R EAI = A LETED LMD DD, A>T N
DOEHEIRIL, AT v NI GEBE 2T TR OBE T DA T U NDRIHHD
REEAHEE T D ORIV AR CTHY, 2, REREEZHOROIERE THYIFLDT, BU Y3
— X2 VT AV =TSO IR, VAT LOFAN HEREEDEE 2S5 IE RO FAID
B IRESNDRETHD, T A3 =T AR B =R LT, BRSO Tz
T O RSAED TC, 3G » DI BN ABLE CEAIINTTRETHY, Fe, EIRHE
DINM RSN D1 BIRSEAR L OGS Hl CE DI RETHD, 1T MOk
BHIET 528, AU T A28 M OSHE T D DT 7= DRk IAERRIE 2573, A3
— X VTUBREAN =R T, BINEASHK (TEU) OF 3 55565 3 TEICHE , A RERORERE
T2,

Inview of the increasing risks and number of incidents affecting Member States, it is necessary to setup a crisis support
nstrument, namely the Cybersecurity Emergency Mechanism, to improve the Union’s resilience to significant
cybersecurity incidents, large-scale cybersecurity incidents and large-scale-equivalent cybersecurity incidents and
complement Member States’actions through emergency financial support for preparedness, incident response and initial
recovery of essential services. As the full recovery froman incident isacomprehensive process of restoring the fimetioning
ofthe entity affected by the incident to the state from before the incident and could be a long process thatentails significant
costs, the support from the EU Cybersecurity Reserve should be limited to the initial stage of the recovery process, leading
to the restoration of basic fimctionalities of the systems. The Cybersecurity Emergency Mechanism should enable the
rapid and effective deployment of assistance in defined circumstances and under clear conditions and allow for a careful
monitoring and evaluation of how resources have been used. Whilst the primary responsibility for preventing, preparing
for and responding to incidents and crises lies with the Member States, the Cybersecurity Emergency Mechanism
promotes solidarity between Member States in accordance with Article 3(3) of the Treaty on European Union (TEU).

P AN VT BB AI =KL, FERRENTKRIL, HERKE B B O E N OGS tE
g RETHY, T, K& A= 2T A>T U N OKRKIE A S —F 2T A
T NS D% R O VSISO EAIDIE IH DA IZ 38T, ENISA DFFEIZ/E-T
ENISA 2 SHEAESN AT —E A, CSIRTs o N —27 0 S0, EU-CyCLONe 7>
DOREFISEE, WONZ, TEU O 42 555 7 B K USRS E(CFSP) 2017231551 2> GRSt

15 HER O LS 11 (PESCO) 2R E L K OSSIERIE DY ANRTET 2 2017 4 12 A 11 HOPE
HAE(CFSP)2017/2315(OTL331, 14.122017,p.57).
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7= R OREE LS =1 71185 (PESCO) DA /3 —BRE T — 2D HRIZIT AL DEE D
FEREIRIOF BAHBID L7, BEFOMO SR OER AR & TH D, A3 —tFx =T
ABEAN=AINT, BRINEE 21 207-5 K O DEP LERA G OHF —[ECRITAEDI e A
FUADRIENER, ZAUSH DX O SORIHA SRS BT R LS T
A RTRE ChHAZ LA DB L& THD,

The Cybersecurity Emergency Mechanism should provide support to Member States complementing their own
meastres and resources, and other existing support options in the case of response to, and initial recovery from, significant
cybersecurity incidents and large-scale cybersecurity incidents, such as the services provided by ENISA in acoordance
with ismandate, the coordinated response and the assistance fiom the CSIRTS network, the mitigation support from EU-
CyCLONe, as well as mutual assistance between Member States including in the confext of Article 42(7) TEU and the
permanent structured cooperation (PESCO) Cyber Rapid Response Teams established pursuant to Council Decision
(CFSP) 2017/2315%. Tt should address the need to ensure that specialised means are available to support preparedness
for; response to and recovery from such incidents across the Union and in DEP-associated third countries.

ZORANE, BRINEE L~ VO E FEE T 570 O TR S OFEfA, LD, 5 (EU)
202212555, BRI K OB EREDIRTE No 1313/2013/BU N 2o TERITHA KR8 A T R D
/7, IPCR FE K O BN EU) 201715847 24515720, YA/ 3—tF 2T 4B A =X
LD FIZRBWTHRHEESNA IR, A/ 3~ 2T B EAN =R LD R OB EE 8T
NNz BT, AN ST — T b0 % 5, HERDNAZ L O RREEOR K O
T2 R K OVERSECROSUIR RO TR AEA A 55, T A7 3 —E= 7 (25
A=A LD R TSN L, HORERRIED DRI RIE U TRt o),
FAL, BEAEAERIERIOBLLIE TFEU O 222 G U RIU 38 T DM RO —H 472
THO%EED, TEU OF 42 5455 7 TADSHIR I yCIESNDIRB AR 55, ZOMAIDSEE
VL, TRDNEDV XIS, YA RIS — ViR 7 AD Pk E DOFEEL DM TR SSS
X THD,

This Regulation is without prejudice to procedures and frameworks to coordinate crisis responses at Union level, in
particular Directive (EU) 2022/2555, the Union Civil Protection Mechanismestablished by Decision No 1313/2013/EU
of the Furopean Parliament and of the Council %) the IPCR Arrangements and Commission Recommendation (EU)

Council Decision (CFSP) 2017/2315 of 11 December 2017 establishing permanent structured cooperation (PESCO) and
determining the list of participating Mermber States (OJ L 331, 14.122017, p. 57).
6 RN SO T RARFEDA AN ZBET AR N S OB 2013 47 12 A 17 HOHRTE No 13132013/BU
(OTL347,20.122013, p.924).
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union Civil Protection
Mechanism (OJL347,20.12.2013, p. 924).
T FRBURT 2 A S—EF )T AL T N O S DSk N 2B 975 2017429 A 13 HDZ:
ESHH(EU)2017/1584 (0T 1239, 1992017, p. 36).
Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale cybersectity
incidentsand crises (OJ1.239, 1992017, p. 36).
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2017/1584"7, Support provided under the Cybersecurity Emergency Mechanism can complement assistance provided
inthe contextofthe common foreign and security policy and the common security and defence policy; including through
the Cyber Rapid Response Teams, taking into account the civilian nature of the Cybersecurity Emergency Mechanism.
Support provided under the Cybersecurity Emergency Mechanism can complement actions implemented in the context
of Article 42(7) TEU, including assistance provided by one Member State to another Member State, or form part of the
joint response between the Union and Member States or in situations referred to i Article 222 TFEU. The
implementation of this Regulation should also be coordnated with the implementation of measures under the Cyber
Diplomacy Toolbox, where appropriate.

ZORAND TR TSSO, ENL~SUZRW T, fikEIC > T Az
TR HLDTHID DRI D ThH & ThD, TDBIIDTZDIZ, BINEEZS, ENISA,
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Assistance provided under this Regulation should be in support of, and complementary to, the actions taken by Member
States at national level. To that end, close cooperation and consultation between the Commission, ENISA, the Member
States and, where relevant, the ECCC should be ensured. When requesting supportunder the Cybersecurity Emergency
Mechanism, Member States should provide relevant information justifying the need for support.

FRB(BU) 20222555 1%, FERRIENTRIL, 1 F IOV A — s B JRa a3k
BTE, KON, ML RS, SN ORI SRR TR RO & 2 T DT80 D+5578
BAat O AR DA ELRU T VD, FREBU) 20222555 1, HERKENCXL, fafdngalc
BV TEIESTSHIBIRES), BIE N O Fheaf E T DL, WONZ, K72 A /S —tF =l
TAA LT N OSEHROEBRDT= 0D AR AT CEED DR o A/ S—fF 2T 1A
TN OYERED EINSHIE AR D L H R U CU VD, HERRENT, PR EsSh=
TR A ESTAL LT NDOER O DRREZ A, D7 SRRSO FHEHO T 255,

B P R O AT DIEFREETD 1 Fa385hD CSRTs 2351752, TN, CSIRTs 23,

CSIRTs D52 2N TIZL T 9 BT D370 e b DT L a T Db ERS D, ZOH#L
HILE, $58(BU) 20222555 DFEFEORERIEN I D85 A el f D MBI BN E B 205 E %
WHF72U N, A=t 2T (BB A =K T, HERREERZ iR L3 DT LASH T AT REN X}
THMBN, WNT, RERA NS —TF 2T AL T N ORER A3 —k =2 )T A
T U NDFBEARRNT DT80, BRI ST 51280, F2X, SEOR A KIEOHLHINC
BWTCEREE L QDA ET A IO R RPN 3\ CERE R L QU DIEE A O
SN DY —E RO FARA HEREMAAR A 9272000 AT N EEN Sk DA At
FTRETHD,

Directive (EU) 20222555 requires Member States to designate or establish one or more cyber crisis management
authorities and ensure that they have adequate resources to carry out their tasks in an effective and efficient manner. Italso
requires Member States to identify capabilities, assets and procedures thatcan be deployed in the case of a crisisas well as
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to adopt a national large-scale cybersecurity incident and crisis response plan where the objectives of and arrangements
for the management of large-scale cybersecurity incidents and crises are set out. Member States are also required to
establish one or more CSIRTS tasked with incident-handling responsibilities in accordance with a well-defined process
and covering at least the sectors, subsectors and types of entity under the scope of that Directive, and to ensure that they
have adequate resources to carty outeffectively their tasks. This Regulation is without prejudice to the Commission’srole
n ensuring the compliance by Member States with the obligations of Directive (EU) 2022/2555. The Cybersecurity
Emergency Mechanism should provide assistance for actions aiming to reinforce preparedness as well as incident
response actions o mitigate the impact of significant cybersecurity incidents and large-scale cybersecurity incidents, to
support initial recovery or torestore the basic functionalities of the services provided by entities operating in sectors of high
criticality or entities operating in other critical sectors.

— BB T 7 0T AAREL) ORI NS S OEDIRN AL e o) 7 A 0i b
DI OREAEFIEEID I ELUT, HE L ORI L5540, FRAEU)20222555125-T
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FHZEHI TR E & THD, TOEFIFIERBITL, F55(BU) 20222555 DRI 1 O H1 5]
ZESUZ S EEDARRI R OB RSN RETDD, IR HEMRESG R I, @D
)7\7 VAR OTEA TR LT _ETHD, HFADERG R K QAT FUAOBIFIE, BINER
2, ST N OV RFEBOR B 2N SO _HEE ([ ERRF ) L ONNIS /)27 70—
u:of W72 B B VR ODRERREE R B O BU-CyCLONe &3 60a% j%;hﬂ eSO
CTREEL CHRIEESNVARRN LS DA/ SR AT —DB%E] _Fa'@ﬁ“é@%/\ O TROBI
TND, UAZEHI R OVAZ A, IONZ, X =— LRt _J:of% HAL, BRI
FERK O ENISA OB, BN K OB g1 (EU) 2018/1971 Bzl GRITBN
T I BT 2N ORI L, NIS #5717 N — 2o TSRS
NI—2 R UM 75DV AZ5 M, F5(EU) 20222555 D5 2 4 k> CIEIISN AR AR Y75
AF ==L DERINE AL~V CHREES 232D TAUAZEHE, WO, BRNGES L OB S0
FRIEU) 20222554 PO CrESD BT VAV ERSE R EOIERE T REROII7:, EkE 723N

18 FE 11851 ZBE R B 24 feokEREk (BEREC) A OF BEREC D3R DT-8HDis ) (BEREC Office) A% EL
AFONZ, FEIEU) 20152120 ZE40EL L OMHIEC) No 1211/2000 258 1928k Nie e S ORS00 2018 4F 12
H 11 BOMAEU)2018/1971 (OTL321, 17122018 p. 1).
Regulation(EU)2018/1971 ofthe European Partiament and ofthe Council of 11 December 201 8 establishing the Body of European
Regulators for Electronic Comnmumications (BEREC) and the Agency for Support for BEREC (BEREC Office), amending
Regulation (EU)2015/2120 and repealing Regulation (EC) No 12112009 (OJL 321, 17122018, p. 1).
9 SRR T 2 ViE AR EORRE B3 ON ZHRIEC) No 10602009, HEIEU) No 6482012, K1)
(EU)No 6002014, HIHIEU)No9092014 } USHIEU) 2016/1011 ZT51E$-20K Mg K OBEER220D 2002.4F 12 H
14 HOBHIEU) 20222554 (0J1.333,27.122022,p. 1).
Regulation (EU) 2022/2554 of the Furopean Pardiament and of the Council of 14 December 2022 on digital operational resilience
forthe financial sectorand amending Regulations (EC) No 1060/2009, (EU) No 48/2012, (EU) No 6002014, (EU) No 9092014
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BIDVATFHEY AL T VA%, AR T D~ EMEMA DT, BEICANDNETDHD,
*BF‘W)@%Z X, RAIRIRAL T Z DI T 158 DT SO DN I B TRk SC T 7 h—
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As part of the preparedness actions, to promote a consistent approach and strengthen security across the Union and its
mternal market, support should be provided for testing and assessing cybersecurity of entities operating in sectors of high
criticality identified pursuant to Directive (EU) 2022/2555 i a coordinated manner; including through exercise and
training. For that purpose, the Commission, after consulting ENISA, the NIS Cooperation Group and EU-CyCLONe,
should regularly identify relevant sectors or subsectors, which should be eligible to receive financial support for
coordinated preparedness testing at Union level. The sectors or subsectors should be selected from the sectors of high
criticality listed in Annex I to Directive (EU) 2022/2555. The coordinated preparedness testing should be based on
common risk scenarios and methodologies. The selection of sectors and development of risk scenarios should take into
accountrelevant Unionrwide risk assessments and risk scenarios, including the need to avoid duplication, such as the risk
evaluation and risk scenarios called for in the Council conclusions on the development of the European Union’s cyber
posture conducted by the Commission, the High Representative of the Union for Foreign Affairs and Security Policy (the
‘High Representative”) and the NIS Cooperation Group, in coordination with relevant civilian and military bodies and
agencies and established networks, including EU-CyCLONe, as well as the risk assessment of commumnications
networks and infrastructure requested by the Jomt Ministerial Call of Nevers and conducted by the NIS Cooperation
Group, with the support of the Commission and ENISA, and in cooperation with the Body of Furopean Regulators for
Electronic Communications established by Regulation (EU) 2018/1971 of the European Parliament and of the Council
18 the Union level coordinated security risk assessments of critical suppty chains to be conducted pursuant to Article 22
of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in Regulation (EU) 2022/2554 of
the European Parliament and of the Council ™. The selection of sectors should also take info account the Council
Recommendation on a Union-wide coordinated approach to strengthen the resilience of critical infiastructure.

MZT, PAN—EF 2T ABEEAI=A LT, @EOR AT RIEDSLE NI VOEEREE LT
WDTE IO AR RILFBPN IV TR E L QU DIE R AROF S - e
BRI C o TEHESHIUTY ViaW, HOSRPIEHEEEN 0972 3K M ORI I8l D oD
SHRAARET & THD, TNODIEINT, R4 72547 OIEPN B 5 5452,

Inaddition, the Cybersecurity Emergency Mechanism should provide support for other preparedness actionsand support
preparedness in other sectors, not covered by the coordinated preparedness testing of entities operating in sectors of high
criticality or entities operating in other critical sectors. Those actions could include various types of national preparedness
RS ED SR B S 272D DB AT HEET, SEDAR A RIEDHLEIINIC

OOHIETNT, 1£:‘N—XT‘ UAEINISINTED, TOIILTETIOR, RICHERTEE) D
KIRIZZAET DTN, ZIELEADS, EBIOHSE) Dt DHELE IR Z S b DIEE

and(EU) 2016/1011 (OJL333,27.122022, p. 1),
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FHEEAER T DT, 7 YRTTITAARTID, TOTREID—EEL T, BINETLARNNEDIIME
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‘When Member States receive grants to support preparedness actions, entities in sectors of high criticality can participate
n those actions on a voluntary basis. It is good practice that following such actions, participating entities draw up a
remediation plan to implement any resulting recommendations of specific measures to benefit to the fullest extent from
the preparedness action. While it is important that Member States requeest as part of the actions, that participating entities
draw up and implement such remediation plans, Member States are neither obliged nor empowered by this Regulation
to enforce such requests. Such requests are without prejudice to requirements for entities and supervisory powers for
competentauthorities in accordance with Directive (EU) 2022/2555.

P A= VT AR EAN=ALE, RER A= VT AT U, KTt A /N —
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FEETRETHS,

The Cybersecurity Emergency Mechanism should also provide support for incident response actions to mitigate the
impact of significant cybersecurity incidents, large-scale cybersecurity incidents and large-scale-equivalent cybersecurity
incidents, to support initial recovery or restore the fimctioning of essential services. Where appropriate, it should
complement the UCPM to ensure a comprehensive approach to respond to the impact of incidents on citizens.
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The Cybersecurity Emergency Mechanism should support technical assistance provided by one Member State to
another Member State that is affected by a significant cybersecurity incident or large-scale cybersecurity incident,
inchudingby CSIRTs as referred toin Article 11(3), point (f), of Directive (EU) 2022/2555. Member States providing such
assistance should be allowed to submit requiests to cover costs related to dispatching of expert teams in the framework of
mutual assistance. The eligible costs could include travel, accommodation and daily allowance expenses of cybersecurity
experts.
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Given the essential role that private undertakings play in the detection of, preparedness for and response to large-scale
cybersecurity incidents and large-scale-equivalent cybersecurity incidents, it is important to recognise the value of
voluntary pro bono cooperation with such undertakings, whereby they offer services without remuneration in the case of
large-scale cybersecurity incidents and crises and large-scale-equivalent cybersecurity incidents and crises. ENISA, in
cooperation with EU-CyCLONe could monitor the evolution of such pro bono initiatives and promote their compliance
with the criteria applicable to trusted managed security service providers under this Regulation, including in relation to the
trustworthiness of private undertakings, their experience as well as the ability to handle sensitive information in a secure
manner
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As part of the Cybersecurity Emergency Mechanism, an EU Cybersecurity Reserve should gradually be set up,
consisting of services from trusted managed security service providers to support response and initiate recovery actions in
the case of significant cybersecurity incidents, large-scale cybersecurity incidents or large-scale-equivalent cybersecurity
ncidents affecting Member States, Union institutions, bodies, offices or agencies, or DEP-associated third countries. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. It should therefore include services
that are committed in advance, including for nstance capacities that are on stand-by and deployable at short notice. The
services from the EU Cybersecurity Reserve should serve to support national authorities in providing assistance to
affected entities operating in sectors of high criticality or to affected entities operating in other critical sectors as a
complement o their own actions at national level. The services from the EU Cybersecurity Reserve should also be able
to serve to support Union institutions, bodies, offices and agencies, under similar conditions. The EU Cybersecurity
Reserve could also contribute to strengthening the competitive position of industry and services in the Union across the
digital economy; including microenterprises and small and mediumsized enterprises as well as startups, including by
providing incentives for investment in research and imovation. It is important o take into account ENISA’s European
cybersecurity skills framework when procuring the services for the EU Cybersecurity Reserve. Whenrequesting support
from the EU Cybersecurity Reserve, users should include in their application appropriate information regarding the
affected entity and potential impact, information about the requested service from the EU Cybersecurity Reserve,and the
support provided to the affected entity at the national level, which should be taken into account when assessing the requiest
from the applicant. To ensure complementarity with other forms of support available to the affected entity; the request
should also include, where available, information on contractual arrangements in place for incident response and initial
recovery services, as well as insurance contracts potentially covering such a type of incident.
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Inordertoensure the effective use of Union finding, pre-committed services under the EU Cybersecurity Reserve should
be convertible, in accordance with the relevant contract, into preparedness services related to incident prevention and
response in the event that those pre-committed services are not used for incident response during the time for which they
are pre-committed. Those services should be complementary to and should not duplicate the preparedness actions to be
managed by the ECCC.
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Requests for support from the EU Cybersecurity Reserve from Member States’cyber crisis management authorities and
CSIRT3, or CERTEEU on behalf of Union institutions, bodies, offices and agencies, should be assessed by the contracting
authority. Where ENISA has been entrusted with the administration and operation of the EU Cybersecurity Reserve, that
contracting authority is ENISA. Requests for support from DEP-associated third countries should be assessed by the
Commission. To facilitate the submission and assessment of requests for support, ENISA could setup a secure platform.
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‘Where multiple concurrent requests are received, those requeests should be prioritised inaccordance with criteria laid down
in this Regulation. In light of the general objectives of this Regulation, those criteria should include the scale and severity
ofthe incident, the type ofentity affected, the potential impact of the incident on the Member States and users affected, the
potential cross-border nature of the incident and risk of spillover; and the measures already taken by the user to assist the
response and initial recovery. In light of those objectives and given that requests from Member State users are exclusively
ntended to support, across the Union, entities operating in sectors of high criticality or entities operating in other critical
sectors, it is appropriate to give higher priority to requests fiom Member State users where those criteria lead to two or
more requests being assessed as equal. This is without prejudice to any obligations that Member States may have under
relevant hosting agreements to take measures to protect and assist Union institutions, bodies, offices and agencies.
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The Commission should have overall responsibility for the implementation of the EU Cybersecurity Reserve. Given the
extensive experience gained by ENISA with cybersecurity support action, ENISA is the most suitable agency to
implement the EU Cybersecurity Reserve. Therefore, the Commission should entrust ENISA, partially or, where the
Commission considers it to be appropriate, entirely with the operation and administration of the EU Cybersecurity
Reserve. The entrustment should be carried out in accordance with the applicable rules under Regulation (EU, Euratom)
2024/2509 and in particular should be subject to the relevant conditions for signing a contribution agreement being
fulfilled. Any aspects of the operation and administration of the EU Cybersecurity Reserve notentrusted to ENISAshould
be subject to direct management by the Commission, including prior to the signing of the contribution agreement.
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Member States should have a key role in the constitution, deployment and post-deployment of the EU Cybersecurity
Reserve. As Regulation (EU) 2021/6%4 is the relevant basic act foractions implementing the EU Cybersecurity Reserve,
theactions under the EU Cybersecurity Reserve should be provided for in the work programmes referred to in Article 24
of Regulation (EU) 2021/694. Pursuant to paragraph 6 of that Article, those work programmes are to be adopted by the
Commission by means of implementing acts in accordance with the examination procedure. Furthermore, the
Commission, in coordination with the NIS Cooperation Group, should determine the priorities and the evolution of the
EU Cybersecurity Reserve.
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The contracts established within the framework of the EU Cybersecurity Reserve should not affect the business-to-
business relationship and existing obligations between the affected entity or users and the service provider:
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For the purpose of selecting private service providers to provide services in the context of the EU Cybersecurity Reserve,
itisnecessary to establish a setof minimum criteria and requirements that should be included in the call for tenders to select
those providers, so as to ensure that the needs of Member States’ authorities, entities operating in sectors of high criticality
and entities operating in other critical sectors are met. In order to address the specific needs of Member States, when
procuring services for the EU Cybersecurity Reserve, the contracting authority should, where appropriate, develop
selection criteria and requirements additional o those laid down in this Regulation. It is important to encourage the
participation of smaller providers, active at regional and local level.
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‘When selecting providers for inclusion in the EU Cybersecurity Reserve, the contracting authority should aim to ensure
that the EU Cybersecurity Reserve, when taken as a whole, contains providers that are able to accommodate users’
language requirements. To that end, the contracting authority should, before preparing tender specifications, inquire
whether the potential users of the EU Cybersecurity Reserve have specific language requirements, so that EU
Cybersecurity Reserve support services can be provided in a language from among the official languages of the Union
institutions or of the Member States, likely to be understood by the user or affected entity. In the case that more than one
language is required by a user for the provision of EU Cybersecurity Reserve support services and those services have
been procured in those languages for that user; the user should be able to specify; in the request for EU Cybersecurity
Reserve support, in which of those languages the services should be provided in relation to the specific incident giving rise
to the requeest.
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To support the establishment of the EU Cybersecurity Reserve, it is important that the Commission requiests ENISA to
prepare a candidate cybersecurity certification scheme for managed security services pursuant to Regulation (EU)
2019/881, in the areas covered by the Cybersecurity Emergency Mechanism.
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In order to support the objectives of this Regulation of promoting shared situational awareness, enhancing the Union’s
resilience and enabling eftective response o significant cybersecurity incidents and large-scale cybersecurity incidents, the
Commission or EU-CyCLONe should be able to request ENISA, with the support of the CSIRTs network and with the
approval of the Member States concemed, to review and assess cyber threats, known exploitable vulnerabilities and
mitigation actions with respect to a specific significant cybersecurity incident or large-scale cybersecurity incident.
Following the completion of areview and assessment of an incident, ENISA should prepare an incident review report, in
collaboration with the Member State concemed, relevant stakeholders, including representatives from the private sector,
the Commission and other relevant Union institutions, bodies, offices and agencies. Building on the collaboration with
stakeholders, including from the private sector, the review report on specific incidents should aim to assess the causes,
impactand mitigation of an incident, affer ithas oocured. Particularattentionshould be paid to the inputand lessons shared
by the managed security service providers that fuilfil the conditions of highest professional integrity, impartiality and
requisite technical expertise as required by this Regulation. The report should be delivered to EU-CyCLONe, the CSIR TS
network and the Commission and should be used to inform their work as well as that of ENISA. Where the incident
relates to a DEP-associated third country, the Commission should also provide the report to the High Representative.
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Taking into account the unpredictable nature of cyberattacks and the fact that they are often not contained in a specific
geographical area and pose a high risk of spillover; the strengthening of resilience of neighbouring countries and their
capacity to respond effectively to significant cybersecurity incidents and large-scale-equivalent cybersecurity incidents
contributes to the protection of the Union, and in particular its intemal market and industry, as a whole. Such activities
could firther contribute to the Union’s cyber diplomacy. Therefore, DEP-associated third countries should be able to
request support from the EU Cybersecurity Reserve, in all or part of their territories, where this is provided for in the
agreement through which the third country is associated to the DEP. The finding for DEP-associated third countries
should be supported by the Union in the framework of relevant partnerships and finding instruments for those countries.
The support should cover services in the area of response to and initial recovery firom significant cybersecurity incidents
or large-scale-equivalent cybersecurity incidents.
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The conditions set for the EU Cybersecurity Reserve and trusted managed security service providers in this Regulation
should apply when providing support to DEP-associated third countries. DEP-associated third countries should be able
torequestsupport from the EU Cybersecurity Reserve where the entities targeted and forwhich they request support fiom
the EU Cybersecurity Reserve are entities operating in sectors of high criticality or entities operating in other critical sectors
and where the incidents detected lead to significant operational disruptions or might have spillover effects in the Union.
DEP-associated third countries should only be eligible to receive support where the agreement through which they are
associated to the DEP specifically provides for such support. In addition, such third countries should remain eligible only
so long as three criteria are fulfilled. First, the third country should be complying in full with the relevant terms of that
agreement. Second, given the complementary nature of the EU Cybersecurity Reserve, the third country should have
taken adequate steps to prepare for significant cybersecurity incidents or large-scale-equivalent cybersecurity incidents.
Third, the provision of support from the EU Cybersecurity Reserve should be consistent with the Union’s policy towards
and overall relations with that country and with other Union policies in the field of security. In the context of its assessment
of the compliance with that third criterion, the Commission should consult the High Representative for the alignment of

the granting of such support with the common foreign and secrity policy.
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The provision of support to DEP-associated third countries may affect relations with third countries and the Union’s
security policy, including in the context of the common foreign and security policy and the common security and defence
policy. Accordingly; it is appropriate for the Council to be granted implementing powers to authorise and specify the
period during which such support can be provided. The Council should act on the basis of a Commission proposal, taking
dueaccount of the Commission’s assessment of the three criteria. The same should apply to renewals and to proposals to
amend or repeal such acts. Where, in exceptional circumstances, the Council considers there to have been a significant
change of circumstances in respect of the third criterion, the Council should be able to act on its own initiative to amend or
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repeal an implementing act, without awaiting a Commission proposal. Such significant changes are likely to require
urgent action, to have particularty important implications for relations with third countries, and not to require detailed
assessment in advance by the Commission. Moreover, the Commission should cooperate with the High Representative
nrespectof requests for support from DEP-associated third countries and the implementation of support granted to such
third countries. The Commission should also take into account any views provided by ENISA in respect of such requeests
and support. The Commission should inform the Council about the outcome of the assessment of the requeests, including
relevant considerations made in that regard, and the services thatare deployed.

PAN—FRET HTI—ITFET% 2003 4E 4 F 18 HOEELWENT, mR/ et Ol D
FEZZRD TG, ZOHRID BIZBSR 572001003, DI R BT, BMNES
VL, A=A 1L, B OME3572, IWONS, BRMNE A DOIRH AR I RIA L 7 T% &
D, RN S ZZ DI B THILUCBIEL, 7>, RINEA DEIE 2R3 A7 RE
BES 1L DIEE N BRI EEL L QD 2D AIIDTOIZ, BIEIERI) NSO 2 G0 R E R R
F, FAN L ONHGERFIO BT Bl 1 HEE T D2 LS EEThHD, FAMTHHARE T 578, F
7203, SO CO IR IO O ZEDIER D L AR T DT b DL R ROBIRR ATt
F 57280, 2B K OGIEA~DOEEIZRIL, BRIMEAOSFEHTPIE T, Al A >HdZ
L, FRRICEEZ 22 EThD, T VWSRO R H BT D LM OAFAEESNIAARET D120, Y
AR 2T AR ENRT DY e AR RS D M B AT, Y3 —k=l
TATBREODRR 2D B DRI T,

The Commission communication of 18 April 2023 on the Cyber Skills Academy acknowledged the shortage of skilled
professionals. Such skills are needed to pursue the objectives of this Regulation. The Union urgently needs professionals
with the skills and competences to prevent, detectand deter cyberattacks and defend the Union, including its most critical
nflastructure, against such attacks and ensure its resilience. To thatend, it is important to encourage cooperation among
stakeholders, including from the private sector; academia and public sector: It is equally important to create synergies, in
all territories of the Union, for investment in education and training to promote the creation of safeguards to avoid a brain
drain or the widening of the skills gap in some regions more than in others. It is urgent that the cybersecurity skills gap,
with a particular focus on reducing the gender gap in the cybersecurity workforoe to promote women’s presence and
participation in the design of digital govemance, be closed.

TN B DRI R A HEE 5720, TV b ZoMAID B THORERR
ElDIEHE T % OFRM SO — 7 L 7280 ED BAMAPINSEAZ L E T Dl WHBLED
B, YA =2 VT NI T DAL O A58 D LA EE Chhd, BRERM,
TERAES KON SOEE G, B2 AR ERRE IO LA 58 b3 578, FHFEhR
I3, MZETHD,

In order to boost the innovation in the Digital Single Market, strengthening research and innovation in cybersecurity is
important, witha view to contributing to increasing the resilience of Member States and the open strategic autonomy of

the Union, both of which are objectives of this Regulation. Synergies are essential to strengthen cooperation and
coordination among the different stakeholders, including from the private sector, civil society and academia.
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T U E R OGB4 DB R 5D, YA/ N—kF 2T EDOVAT KO A/3—4[
FRTHILU ORMNEA DR TR, ANx, FHEE L ONIHEBADOEF RS EARE T D720, ZOMHA
1%, [0 10 FDT-0D T2 NVOMER e OFEARIFRINZ BT 2N B 5 | ST 2Rk aR,
SR OVINEESD 202 4F 1 A 26 HOILFRIE SO T o -Mek e S BI Nn D&
ThD,

This Regulation should take nto account the commitment set out in the Jomt Declaration of 26 January 2022 of the
European Parliament, the Council and the Commuission entitled ‘Furopean Declaration on Digital Rights and Principles
for the Digital Decade’ to protect the interests of the Union’s democracies, people, businesses and public institutions
againstcybersecurity risks and cybercrime including data breaches and identity theft or manipulation.

ZORBND—EDIAEH Y 2B A T D125, TFEU 0% 290 S 6, BU YA/ 3—k% =l
T AP —T R CEEESNARI Y —E ADZ AT K OSEOH B % B DT DDA T 2R
JOMENRIE, FINZE 2T L CRESND & THD, FINEESOMEHIEEOM, BZL
~SVDEDEESD, BRINZE BN G5 FUREE FEhi 3528 K O un0 B RIFER L B
UWIIEIZEE9% 2016 4F 4 A 13 HOBEBIRA B O CED LI HAIF AN G- CHIESID
T, FHZEETRZ L ThHD, L0, TSN TADUE I~ BN R 35720, BR
PN M O, WA ED B IR L RIFR S COSCEAZREL, 7>, HERREOEMZIE,

FATLSNA T DU BHEOMRINEE RORZI N—T DRE~DT 72 % ABIICH D,

Inordertosupplementcertainnon-essential elements of this Regulation, the power toadoptacts inaccordance with Article
290 TFEU should be delegated to the Commaission to specify the types and number of response services required for the
EU Cybersecurity Reserve. It is of particular importance that the Commission carry out appropriate consultations during
its preparatory work, including at expert level, and that those consultations be conducted inaccordance with the principles
laid down in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making®. In particular, to ensure equal
participation in the preparation of delegated acts, the Furopean Parliament and the Council receive all documents at the
same time as Member States’ experts, and their experts systematically have access to meetings of Commission expert
groups dealing with the preparation of delegated acts.

ZORRRINDSZED T ORI 25T 125D, BU A7 =t =T AU —7 D3
—EREEY CHI DO Tt EOTALCORM B 2R IEED DO DS X, RNZER

SATHLTHEZONAREThD, TOHERIE, BRNGEES L OBEF20 11 (EU)No 1822011 2 2
STUYTESNARETHD,

2 OJL123,1252016,p. 1.
2 BRINZRE B D FEHETRODT TEORERLEN Z I DB HRDT- D DOAFH MBS 9D E KO R R TED DK

A

Hm OS2 2011 4E:2 1 16 H ORHIEU)No 1822011 (OJL55,2822011, p. 13).

Regulation (EU) No 1822011 of the European Parliamentand of the Council of 16 February 2011 laying down the rules and general
principles conceming mechanisms for control by the Member States of the Commission’s exercise of implementing powers (OJ L
55,282.2011,p. 13).
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In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should be
conferred onthe Commission tospecify firther the detailed procedural arrangements for allocating the EU Cybersecurity
Reserve support services. Those powers should be exercised in accordance with Regulation (EU) No 1822011 of the
European Parfiament and of the Council @,

FEARKID FIZDHRIMNEE ORI T REBSHET DI BUEAIIT D0, BRINEE T, ENISA
DT R ON BRCE OB EZRHID8R, ZOMANSET 2852 BEICAND
J\“%"C\‘%o

Without prejudice to the rules relating to the Union’s annual budget under the Treaties, the Commission should take into
account the obligations arising from this Regulation when assessing the budgeting and staffing needs of ENISA.

RNZEE AT, EHIRC, ZORAIDOT CED LB O HMZ i ~& Th D, YD
DIHTeFHMm L, ZOBIRIOF D H DBOEAID 2N, ZDH%IE, TFEU D 312561285 T
TSN AT G SRS A DSETOZ A T EE BN LT, 4 FFHH A TOND &
Thd, FRINEERNTL, BONGES K ORISR, 1T ER U B s Ea st 4
NRETHD, BN A/ S—E2 2Tl 2T O CHASNATF RO A &0, ZRksSh
BRI DB 512, WINZERIE, BERIF A efF s TR i sy -E s
DI FfE L9 ~_ETHD, M FOMEREEZEICAN- LT, 7, 2027 FL0HATIZZOM
RIDOHCED BT FEEORGEE O 72 DR AT 5728, BRNZEE SN, 2028 400
2034 FFEFCOLAF LG SRS ADO B O e T RA Y CHORZV I A THIT528
ISEETHD,

The Commission should carry outan evaluation of the measures laid down in this Regulation on aregular basis. The first
such evaluation should take place in the first 2 years affer the date of entry into force of this Regulation and at least every 4
years thereafter, taking into account the timing of the revision of the multiannual financial framework established pursuant
to Article 312 TFEU. The Commission should submita report on progress made to the Furopean Parliament and to the
Council. In order to assess the different elements required, including the extent of information shared within the Furopean
Cybersecurity Alert System, the Commission should base itself exclusively on information that is readily available or
voluntarily provided. Taking into consideration geopolitical developments and in order to ensure continuity and further
development of the measures laid down in this Regulation beyond 2027, itis important that the Commission assess the
necessity toallocate an appropriate budget in the multiannual financial framework for 2028 to 2034.

ZORAID AR, §7205, 72RO ORI S NORLESE K O —E 2D
G EOHN 2RI DT LN A =12 VT DB I T DERME S OHA T DT
K OA—7" 725800 -0 B EPECERR S 243, LGB OB OP R, T%BZI
FoTUITINTERSIUSTT, BIESL~-VIRY \TctDEQ%EJZéW%OTC, R e
TEU D% 5 RO TEDLIAGEEDIFHNIAE , FFEA TR T, IEJ%QEP“C“”E&)%%W:
LEBIEDIFRNIHE S, ZORHANT, 0 HiYa 3R T D7D B R b Z AR DT EDTRN,
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Since the objectives of this Regulation, namely to reinforce the competitive position of industry and services inthe Union
across the digital economy and to contribute to the Union’s technological sovereignty and open strategic autonomy in the
area of cybersecurity, cannot be sufficiently achieved by the Member States but can rather; by reason of the scale or effects
of the action, be better achieved at Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 TEU. In accordance with the principle of proportionality as set out in that Article, this
Regulation does not go beyond what is necessary in order to achieve those objectives,

LU EDEBOTHAD T, ZOHBIIEEIRS:

HAVE ADOPTED THIS REGULATION:
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FIE RARVISEIA
ChapterI General Provisions

1% MEEERUBM
Atticle1 Subject-matter and objectives

L.

ZOHANZ, b, LLFObLOEFRITHZEI AT, ATl A T Nt &
DOXYEE L OFAUTRT L T g 272 DR EE N ORE S 125]( 3 BT D EE TE
b

This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for and respond to cyber
threats and incidents, in particular by establishing:

@@ FHESHARHIEES) K OSBRI GEFRRE /1A S OVER T DT DDA/ =T D
LRI R NT—27 (BRI A7 S—t o) T A AT 1) |

apan-Furopean network of cyber hubs (Furopean Cybersecurity Alert System) to build and enhance coordinated
detection and common situational awareness capabilities;

b  KRERYAN—EF VT AV T UK LA =T F 2T A TN L
TRISHEFI DL, THLISHL TG DL, TNBDR AT DL KOs
BOEIRZBRAGT DU TR THRREE SR %720, WNS, REEYA—EF=l7
AT R ORBWEEE T2 A ST 2T ALV T U NTH U TR 22823680
TN ELAND 22— AR DTDD YA N —tF 2 VT AL =R L

a Cybersecurity Emergency Mechanism to support Member States in preparing for; responding to, mitigating the
impact of and initiating recovery from significant cybersecurity incidents and large-scale cybersecurity incidents
and to support other users in responding to significant cybersecurity incidents and large-scale-equivalent
cybersecurity incidents;

© RERVANR—EX2VTAA T UK 2 A=) T AL T U N R
F7250 K ORI T 272D DR AS—F 2 T4 AL > T U NBELAT =R L,
a European Cybersecurity Incident Review Mechanism to review and assess significant cybersecurity incidents
or large-scale cybersecurity incidents.

ZORANE, ~ A7 OVIME L IR ONIAZ— Ny T a8, T V2RS4

IRIZOTORRNIE S NORLEHE R O —E ZEEDGE LOMR & b D2, Fiz, 72V E

— BRI T DU I G20, T/ 3 —EF 20T OIS HRK
PNEESOEIR EOFHER OA—7 L 72850 D BRI ZEIN 52880 W —ikity7e HRYAEK
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95, ZOMANT, BOEAL -~V ofE Rz b 528, /3=t 2T DTas A7 L
{63528, FERREOY A/ S—[afE a4 228, WS, A3 —tF=2 )T 1 LOBHRIZE
T, BEEORRE, N, e RO T —H ST AT, FHUe0 BRI ESR
95,

This Regulation pursues the general objectives of remnforcing the competitive position of industry and services in the
Union across the digital economy, including microenterprises and small and mediumsized enterprises as well as start-
ups,and of contributing to the Union'’s technological sovereignty and open strategic autonomy in the area of cybersecurity,
including by boosting innovation in the Digital Single Market. It pursues those objectives by strengthening solidarity at
Union level, remforcing the cybersecurity ecosystem, enhancing Member States’ cyber resilience and developing the
skills, knowhow;, abilities and competencies of the workforoe in relation to cybersecurity.

2R 7R RO, BL T ORI Szl GRS S:

The achieverment of the general objectives referred to in paragraph 2 shall be pursued through the following specific
objectives:

@ PRINEEOHSAOFIEES AR RES I OV A N7 B AT N FHEDRIE
i o RaNR

to strengthen common coordinated Union detection capacitiesand commonsituational awareness of cyber threats
and incidents;

b)  FERMEGOVA S~ UT (AL T U NS5 DEP RRE S5 = [ED7D I TF
FACEBINTT D AMREM A G0, RERYANR—F 2T AT T b, R A /3 —
T VT AT AT AT o A =X 2T (A 2T U N BT8P
RSN REES BRI O KSR RE ) S OMB IRBE 1A B T D2 2o,
RN E S 288 AT D EED AN AT RIEDB AP IV CEBSTEE L QU OVDIEERE 1%
DR R RZRE RV Y CERE = L QO VOIEEROUERES 2T L 352 L O A
it RN,

toreinforce preparedness of entities operating in sectors of high criticality orentities operating in other critical sectors
across the Unionand strengthen solidarity by developing coordinated preparedness testing and enhanced response
and recovery capacities to handle significant cybersecurity incidents, large-scale cybersecurity incidents or large-
scale-equivalentcybersecurity incidents, including the possibility of making Union cybersecurity incident response
support available for DEP-associated third countries;

© HBARZERNORE R OEND Y e X IHEE IR A G, REIR A N—tFX =T 11
T NE AT A S =X 2 VT AT N RIES Z R OS5 H o ko
T, FRMEA DERE 124K DL e OFEZI A L T U NI S B H 28,
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to enhance the Union’s resilience and contribute to effective incident response by reviewing and assessing
significant cybersecurity incidents or large-scale cybersecurity incidents, including drawing lessons leamed and,

4. ZOBIBRIO FZIBITDIEEN T, AERkEOMHENRZ A EI LTI TS, 23D, CSIRTs vy —
77, BU-CyCLONe KON NIS 14417 V— 28 CIRESHUATREN 6 U Chfise b dE 975,

The actions under this Regulation shall be conducted with due respect to the Member States’ competences and shall be
complementary to the activities carried out by the CSIRTS network, EU-CyCLONe and the NIS Cooperation Group.

5. ZOHANZ, EoOfE OSSR T AL, EETAME T L R ONE SR 222 A
TDZEEWD, ERLEIDWVEOMSRERTHT 720 N, L0, [EF LR L, £AERE OB
BEDOEETHD,

This Regulation is without prejudice to the Member States’ essential State fimetions, including ensuring the territorial
ntegrity of the State, maintaining law and order and safeguarding national security. In particular, national security remains
the sole responsibility of each Member State.

6. BRINEEOBIE FAIENBTE > TR CHLOIFMOZOMAND FITIIF DA F o 3AcH
1%, ZOIA T2 IAHD AN Lo Tk THDD DB ThHDEZAIIRESID, £DED
IEROIAT EIAIAHUT, TOEROMENAMERTL, 7>, BRI DIETAO BT 1)
U LORRS AR D, URLIE OB RAER LI, NIORLZEAIERLE R
EDOMADFER ZATDI 2 F OB RE > TR0 Y,

The sharing or exchange of informationunder this Regulation that is confidential pursuant to Union or national rules shall
be limited to that which isrelevant and proportionate to the purpose of that sharing orexchange. Such sharing orexchange
of information shall preserve the confidentiality of the information, and protect the security and commercial interests of
the entities concermed. It shall not entail the supply of nformation the disclosure of which would be contrary to the
Member States’ essential interests of national security, public security or defence.

H2E ER

Atticle2 Definitions
ZOHRID BIDTZDIZ, LR OEEDHEHSS:
For the purposes of this Regulation, the following definitions apply:

()  [ESAEZ DA/ N7 11T, FLD2 ) — T LRI GRESH, D7t
3 OOERMEIDENT A/ N—~T7 % 1 DOFFESNT = NI —IHEEITH A, 1>, E0blT,
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ENDNHEY) L E IEAA CSNT Ik 72 T — 2 S OO AT, IONT, B
— VIR, WNZ, A S—EHHEES), HHTRES), B IERES) R OPEIRE I DB &S
RO CRBIILILRBIREN LT, ATl OAR, B Otz kL, A2
ST NG IR O A ST OO Rl S 3BT DI TR S =2 ER 7T b
T — LD EETEML;

‘Cross-Border Cyber Hub’ means a multi-country platform, established by a written consortium agreement that
brings together in a coordinated network structure National Cyber Hubs fiom at least three Member States, and
that is designed to enhance the monitoring, detection and analysis of cyber threats to prevent incidents and to
support the production of cyber threat intelligence, in particular through the exchange of relevant data and
mformation, anonymised where appropriate, as well as through the sharing of state-of-the-art tools and the joint
development of cyber detection, analysis, and prevention and protection capabilities in a trusted environment;
[(RAT A T2 —=2T I BT, EBAR VA ST B E S DT R OE AR
DYAIN—INT DIV, AL TTEATH—CADEIH IR DL R OVES A8
ALY A= T DFEFGE E N RE LS IMERE L > TS o= —2 7 Az e
ZEIRL;

‘Hosting Consortium’ means a consortium composed of participating Member States, that have agreed o
establish and to confribute to the acquisition of tools, infastructure or services for, and the operation of, a Cross-
Border Cyber Hub;,

[CSIRT &3, 5 (EU)20222555 D5 10 58l ko THRESIVE A TR E SN = CSIRT (D&%
ERRL;

‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive (EU) 2022/2555;
NETIR LS, FRBEU) 20222555 DE 6 2545 38 5D CREFESTETIRDZ LA BEIRL
‘entity’ means an entity as defined in Article 6, point(38), of Directive (EU) 2022/2555;

[ EDAR A RO B PN CEERE L QODIETIR &1, 55 (EU) 20222555 D
RIFE L O CHIPESNI AT DIETEARDOZ L E L

‘entities operating in sectors of high criticality’ means the types of entity listed in Annex I to Directive (EU)
2022/2555;

MDA A RZSERR ZI\ N CEERSIE = L QU VATE IR &1, F55(EU) 20222555 ORBIFHE T D
PSS - IAT DMEFARDZ AR
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‘entities operating in other critical sectors means the types of entity listed in Annex Il to Directive (EU) 2022/2555;
227 |43, F86(BU) 20222555 05 6 5555 9 SO CEFRSNIZAZDZ LA EIERL;
‘risk’means risk as defined in Article 6, point (9), of Directive (EU) 2022/2555;

(A S~ H1 T, FHEIBU) 2019/881 05 2 445 8 B DM CEFRSI A —727E,
DZEEEIRL;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU) 2019/881;

AU b AT, R EU) 2022/2555 DF 6 5555 6 5D CEFSNI AL T DT %
BEBRL,

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU) 2022/2555;

RELAN—EF 2T AT UM EE, FEREU) 20222555 D5 23 5555 3TDHTHE
DN FHER =T A T UAADZ A B

‘significant cybersecurity incident’ means an incident filfilling the criteria set out in Article 23(3) of Directive (EU)
2022/2555;

[R&ETe A TR, BRMNEES K OB REAOAIEU, Buratom) 202328412005 3 5555 8
O CIEFRNT - REIp AL T N ERL;

‘major incident’ means amajor incident as defined in Article 3, point (8), of Regulation (EU, Euratom) 2023/2841
of the Furopean Partiament and the Council®;

HHI A St 2T AT b H, BEA(EU) 20222555 DR 6 445 7 Hodd e
EFSNT T oA =XV T A T NDZ S

‘large-scale cybersecurity incident” means a large-scale cybersecurity incident as defined in Article 6, point (7), of
Directive (EU) 2022/2555;

[HHE LS 0 A R =X 2 VT AT N BT, NS ORERE, fakk, S8R

Z ERIMGEAOOREEE, KR, SR OSBRI C 38U DHEED N LD A N— X2 VT DT D DE %

TEDDRMNaE S OB 200 20234 12 A 13 HOFIHIEU, Buratom) 20232841 (OJ L, 20232841, 18.122023).
Regulation (EU, Euratom) 2023/2841 ofthe Furopean Pariament and of the Council of 13 December 2023 laying downmeasures
forahigh common level of cybersecurity at the institutions, bodies, offices and agencies of the Union (OJ L, 2023/2841, 18.12.2023).
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ERIROBAITIBTE, RERAL S TAADZEEEIRL, $7-, DEP LRHRALOF =ED
AT, BfR9% DEP LEfREL OF —IEDYi%AL T U NIRU TRl 572
WORES AR AL~V DIRE AU SEAA T NDZEEIRL ;

‘large-scale-equivalentcybersecurity incident’ means, in the case of Union institutions, bodies, offices and agencies,
amajor incident and, in the case of DEP-associated third countries, an incident which causes a level of distuption
that exceeds the capacity of the DEP-associated third country concemed torespond to it;

[DEP LA, 5 —E M3, HHIEU) 2021/6%4 DO 10 52857 V2R GBI~
% S EOBNEZRD ANE S LD EE DB HE ThAHE —[EDZ LB,

‘DEP-associated third country”means a third country which is party to an agreement with the Union allowing for
its participation in the Digital Europe Programme pursuant to Article 10 of Regulation (EU) 2021/694;
(B JRINT, RINEE LS, T3, 55 14 5558 5 THIZE ST BU A —tF =27 (U —

TR R ONEE )Y ENISA |6 U CEAESH-#AN I, ENISA DOZ A5k
L;

‘contracting authority’ means the Commission o, to the extent that the operation and administration of the EU
Cybersecurity Reserve has been entrusted to ENISA pursuant to Article 14(5), ENISA;

[ 3=V REF VT —E AT K | T, FEBEU) 20222555 D 6 2555 40 5O T
EFRSA~ IR 2T R S E DAL,

“managed security service provider means a managed security service provider as defined in Article 6, point (40),
of Directive (EU) 20222555

I CEH~AF—U R T —E AT 1, 5 17 R/E->T BEU A3 —%
X2 TP =T ORI EDHNAT OIS -~ U R 2 )T — A7
KD LAENT D,

‘trusted managed security service providers’ means managed security service providers selected to be included in
the EU Cybersecurity Reserve in accordance with Aticle 17.
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FEUE B4/ —EFa T R AT L
Chapter Il The European Cybersecurity Alert System

&35 B A/ —bF T B RTLOKE
Atticle3 Establishment of the European Cybersecurity Alert System

L.

A7 2B EDOBWR IS T DR ], SoWTHES 1 L OT —FUBRRES AT D7 5D DERM
HADEFERE DB ON RN B PN DA T MR k2 344570, [ENY
A= T R ONESEA R DA ST L T EEAR—A TSIV TUDA L 7T DI
T NT—7 TN A/ ST 2T AR AT LD STRESID,

A pan-Furopean network of infrastructure that consists of National Cyber Hubs and Cross-Border Cyber Hubs joining
on a voluntary basis, the Furopean Cybersecurity Alert System, shall be established to support the development of
advanced capabilities for the Union to enhance detection, analysis and data processing capabilities in relation o cyber
threats and the prevention of incidents in the Union.

RPN A St T AR AT B
The Buropean Cybersecurity Alert System shall:

@) EFERIEEIR, L0, CSIRTs, CSIRTsnetwork, EU-CyCLONe J2 ORI (EU)2022/2555 D5 8
55 | s> R ESN FH o IR E SRS HE R D0 Y e SR 52 L RO UbE
DT 1T 22 NTENLD FEBIRE 1A 38T D2 U LT, YA =728 et
D30 BV BRER USRI ZER/RL ;

contribute to better protection from and responses o cyber threats by supporting and cooperating with, and
remnforcing the capabilities of, relevant entities, in particular CSIRTS, the CSIRTS network, EU-CyCLONe and
competentauthorities designated or established pursuant to Axticle 8(1) of Directive (EU) 2022/2555;

b) [EEEBZ DA = NT NOEE & 7215 8IRD SO A S—T2BeAT VN2 %
TR 2T — 2 O HE 7 — L, WONT, CSIRTs R/ RN —\Z o Gk /el Xi 3, [Ehis
R DA =T BT, TSN T ARSI RE AL,

pool relevant data and information on cyber threats and incidents from various sources within the Cross-Border
Cyber Hubs and share analysed or aggregated information through Cross-Border Cyber Hubs, where relevant
with the CSIRTS network;

© FHOY— VR OSERIROFIZIBEC T, mit BRI R & O A S — &gl A
WAL R OO ez Sz, NS, HRERFIRIE M OV A — iR A L
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collect and support the production of high-quality; actionable information and cyber threat intelligence, through the
use of state-of-the art tools and advanced technologies, and share that information and cyber threat intelligence;

@ BROIES RO A ST 2B i OO OFREE S AR AR 2T
SIZERRL, WNT, ZIAMEE7RE ST, IR T30 B e S i oL
(BB e i), BT UIARL,;

contribute to enhancing the coordinated detection of cyber threats and common situational awareness across the
Union, and to the issuing of alerts, including, where relevant, by providing concrete recommendations to entities;

© ATHRENOT —2T/— N DII7 e 7 — L R OSEAR O BRI 'k T D 8 a8,
RNES DA S —tF 2T 32 =T AT L T —E A R OVEEE T2,

provide services and activities for the cybersecurity community in the Union, including contributing to the
development of advanced tools and technologies, such as artificial intelligence and data analytics tools.

BRI A S )T A AT I S AIEEN L, T2 VRN EHE] (DEP) /o0& 447
2L TAESN, 5o, HEEU)2021/694, E0oi), FHFIHIOER S 3 126E->THRESND,

Actions implementing the Furopean Cybersecurity Alert System shall be supported by funding from the Digital Europe
Programme (DEP) and implemented in accordance with Regulation (EU) 2021/694, in particular Specific Objective 3
thereof.

F4E BRYA/5—\T
Atticke4 National Cyber Hubs

1.

HERED RN DA A= 2 )T AL AT DB HDZEARIET DL, TORRIEIL, =
ORI BHIDTDIZENY A S— T ZAREL, FE, TG TREARL ST, BRE %,

Where a Member State decides to participate in the European Cybersecurity Alert System, it shall designate or, where
applicable, establish a National Cyber Hub for the purposes of this Regulation.

FEINVA =71, HERIEOHERD N2y OEEIT A —OIEERTHLILDET 5, [EN
A= 71, CSIRT, F2i, ZA0NEH ATREZRE &1, FRREU)20222555 D 8 545 1 HHIZE
STHRESNB LI IR ESIZEN A S E B Jab LI T ENLIS N ORRBSHERR D d Y
JREATENDLSNDEFIRTEHGD, ENTA/ S— 71

ANational Cyber Hub shall bea single entity acting under the authority ofa Member State. Itmay bea CSIRT or, where
applicable, a national cyber crisis management authority or other competent authority designated or established pursuant
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o Auticke 8(1) of Directive (EU) 2022/2555, or anofher entity. The National Cyber Hub shall:
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have the capacity to actasa reference point and gateway to other public and private organisations at national level
for collecting and analysing information on cyber threats and incidents and to contribute to a Cross-Border Cyber
Hub asreferred to in Article 5;and

) AT TR AT LR LT, SOOI AV HTTEY, A S
DL, A/ ST EA T NS 57— 2 R AR 5L, 4540
F B RO BT LS ATRE I ZbDL 5,

be capable of detecting, aggregating, and analysing data and information relevant to cyber threats and incidents,
such as cyber threat intelligence, by using in particular state-of-the-art technologies, with the aim of preventing
ncidents.

ARG 2T TR I HERED BT, ENYA ST, FEB(EU) 20222555 DF 3 SR 4
AR OEEEEEROE MR 2 =7 L OB 2 =T 2 50, YA/ 727
AT AADRH L OB 1ED BT Sk 7 —4 B OS2y 518, B
EEREDRICH IS, EHDSETI ChHHEENT, 730, B AL L OENIEINEST,
YA N T NI TERENF A IZESNAIERIL, TLVAN—T —%, B —F —4 %
VBT —5% 5555,

Aspartof the fimctions referred to in paragraph 2 of this Article, National Cyber Hubs may cooperate with private sector
entities to exchange relevant data and information for the purpose of detecting and preventing cyber threats and incidents,
including with sectoral and cross-sectoral communities of essential and important entities as refered to in Article 3 of
Directive (EU) 2022/2555. Where appropriate and in accordance with Union and national law, the information requiested
orreceived by National Cyber Hubs may include telemetry; sensor and logging data.

954 1 HEIC > OIS RERIENS, FORSREDENYA S— T OE A 5o
IR NT DB HIAT o7 S e,

AMember State selected pursuant to Article X(1) shall commit to applying for its National Cyber Hub to participate na
Cross-Border Cyber Hub.
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Articke5 Cross-Border Cyber Hubs

L.

LIkl 3 SOMERIEDS, YRz E YA S —7okaHHiEEh M OV O EEA i 457
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Whereatleast three Member States are committed to ensuring that their National Cyber Hubs work together tocoordinate
their cyber-detection and threat monitoring activities, those Member States may establish a Hosting Consortium for the
purposes of this Regulation.

RAT AT A= TN, i 4 T TSR 5V A ST aR B DL, WNS,
[EBEAHIR DDA S T DIDOD )b, A2 TTE AT ROEHIE RS D2 O D
FEBEE I TEIS 2 A BRIl 3 DOOBAMERIEI L TS,

AHosting Consortium shall be composed of at least three participating Member States that have agreed to establish and
contribute to the acquisition of tools, infrastructure or services for, and the operation of; a Cross-Border Cyber Hub, in
accordance with paragraph 4.

B9 S48 3 THI TGS TRAT (L T ) — T LHSERSNA L XL, FORES, DT LR
DOEMIDA—2 T WEEAERGHETD:

‘Wherea Hosting Consortiumis selected inaccordance with Article 9(3), itsmembers shall conclude a written consortium
agreement which:

@ IR 3T IARAT (7 M ONIH G B A I DD OV 2 BRDEED ;
setsout the intemal arangements for implementing the hosting and usage agreement referred to in Article 9(3);
b) FORART AT A= T DOEWRAIZ DA/ N NTHGRE LD
establishes the Hosting Consortium’s Cross-Border Cyber Hub; and
© 655 1 L U%E 2 IS > TERRSNARFED LS 5 50D,
includes the specific clauses required pursuant to Article 6(1) and (2).
[EEABR YA/ =T, B 3 ORI R FHHIID0 Y=V T LA TRIESH

LBEMT TN 74— THHODET D, EETAR DA/ T13, FHESH RN —Ik
WEOHT, YeGRAT A7) =2 T DORERRIEIDEN YA =T 0D, [ElBiaiiz o1
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A Cross-Border Cyber Hub shall be a multi-country platform established by a written consortium agreement as referred
to in paragraph 3. It shall bring together in a coordinated network structure the National Cyber Hubs of the Hosting
Consortium’s Member States. It shall be designed to enhance the monitoring, detection and analysis of cyber threats, to
prevent incidents and to support the production of cyber threat intelligence, in particular through the exchange of relevant
data and information, anonymised where appropriate, as well as through the sharing of state-of-the-art tools and the joint
development of cyber detection, analysis, and prevention and protection capabilities in a trusted environment.

5. EBRAZ DA T, RISTDRAT 42— T DOFEEE L CORERE 1S~
T, FlL, FORAT AT 22— T DNENEE S DEEL, FORAT AT )= T I
(28T B RO BROT-OILRFSND, EFAR DA/ =TI IS Z ORI ON TR
AT AT FOFRIRE BARSF 28T, 5 3 HOR T Hhlcl e/ — 7 2E BEoh ¢l
Yo,

A Cross-Border Cyber Hub shall be represented for legal purposes by a member of the comresponding Hosting
Consortiumactingasa coordinator, or by the Hosting Consortium if it has legal personality. Responsibility for compliance
by the Cross-Border Cyber Hubwith this Regulationand the hosting and usage agreement shall be allocated in the written
consortium agreement referred to in paragraph 3.

6. FERRIENY, RAT AT T DR DB BN L AR DORAT AL ) — 7 NN
PSS, 5 3 THIOR T ZEIED2 A~V T DA B NTRAT 7 KORIHAEIL, L
UEIESND, ZOZHTE, YR AT () — 7 N > R AL F CRES -y —L,
AL T TEIANTY—E R DR VA= 2T FEEE, i M O FZERE LS,
(ECCQ) DARA DHEFIN IR Cieia-5-2 T37eravy,

A Member State may join an existing Hosting Consortium with the agreement of the Hosting Consortium members.
The written consortium agreement referred to in paragraph 3 and the hosting and usage agreement shall be modified
accordingly. This shall notaffectthe ownershiprights of the European Cybersecurity Industrial, Technology and Research

Competence Centre (ECCC) over the tools, infrastructure or services already jointly procured with that Hosting
Consortium.

8 6% EEEHA YA/ \—/ \THRUEEEER 51/ \—/ THOBARIERAR
Atticlke 6 Cooperation and information sharing within and between Cross-Border Cyber Hubs
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Members of a Hosting Consortium shall ensure that their National Cyber Hubs share, in accordance with the written
consortiim agreement referred to in Article 5(3), relevant information, anonymised where appropriate, such as
mformation relating to cyber threats, near misses, vulnerabilities, techniques and procedures, indicators of compromise,
adversarial tactics, threat-actorspecific information, cybersecurity alerts and recommendations regarding the
configuration of cybersecurity tools to detectcyberattacks, among themselves within the Cross-Border Cyber Hubwhere
such information sharing;:

@ AT OREEB RN ONEKRL, Tz, A2 2T U NeBhlEd 5720 KO UTxL
CRIGST DT T AIAL L T AR BAATR NI 51280 CSIRTs NI — DIFEBIRE ) 1%
kL,

fosters and enhances the detection of cyber threats and reinforces the capabilities of the CSIRTS network to prevent
and respond to incidents or to mitigate their impact;

b BIzIE, AT EORR TR DERAME T D28, DI ONLEE) 7%
P D2 FA I T DL, Bex 72BHERET ), MagatEoEEEBR, &ofkt, HU
IADDEELBS LR, TR, SSHSOBEAE IH OB A4, F-3,
R o Nl BN 3 P = N A [ S B et = DB ] AN e | A W IS e I N 2 D G
=X 2T A DLA~YVEALRT D,

enhances the level of cybersecurity; for example through raising awareness in relation to cyber threats, limiting or
impeding the ability of such threats to spread, supporting arange of defensive capabilities, vulnerability remediation
and disclosure, threat detection, containment and prevention techniques, mitigation strategies, response and
recovery stages or promoting collaborative threat research between public and private entities.

2. BSHE IO EHEICIL AU T AEEIL, LUNOZL AT
The written consortium agreement referred to in Article 5(3) shall establish:

@ FTORAT T A= T DORERETNCBTDE | BN ERE I 92O
S OSEZ ISR A SNAT DDA

acommitiment to share among the members of the Hosting Consortium information as referred to in paragraph 1
and the conditions under which that information is to be shared;
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a govermance framework clarifying and mncentivising the sharing by all participants of relevant information,
anonymised where appropriate, as referred to in paragraph 1;

© ATHEER T —2 00T/ — D7, mEr R — NV O OBIFI 3 A Rk 7=
HORE,

targets for confribution to the development of advanced tools and technologies, such as artificial intelligence and
dataanalytics tools.

FENIL =T AEEE, # 1 ORI HHRORNME S IER OENIR T Sh
DL TEOFTD,

The written consortium agreement may specify that the information refenred to in paragraph 1 is to be shared in
accordance with Union and national law.

[ BR BS T, AT, [T B YA S — T P BAH SRR O
IO HATN RO BT AR T2, EBEA R A S — T, BONZRR
U, MU= B G 35,

Cross-Border Cyber Hubs shall conclude cooperation agreements with one another, specifying interoperability and
information-sharing principles among the Cross-Border Cyber Hubs. Cross-Border Cyber Hubs shall inform the
Commission about the cooperation agreements concluded.

EEA X DA = "TNCBIIDH | BORTERIEAL, @O~V oM EIERME -
THERESIND, F DX A HIEIMA S 57-8, ENISA 1, FRRNZEEREEBEIZ LT, R
TR, 730, U HVRBEEAITIU YT 2026 4F 2 H 5 HETIS, EBRA B~ 2
NF O TAAR ORRBESITEBTAZ DA =T OR8N BRI LT, S0l R
HEH D7 p—~< N OFNEOR H 2 ED DM AR AMEOERTEHZ 5795, EFaEz 51
=T DM ITHFEDH CED LIV FIERPEOEE S, ENISA ) SFS TS oE FHfae A I
W32,

Information sharing as refetred to in paragraph 1 between Cross-Border Cyber Hubs shall be ensured by a high level of
interoperability. To support such interoperability, ENISA shall, in close consultation with the Commission, withoutundue
delay and in any event by 5 February 2026, issue interoperability guidelines specifying in particular information-sharing
formats and protocols, taking into account international standards and best practices, as well as the functioning of any
established Cross-Border Cyber Hubs. Interoperability requirements provided for in the cooperation agreements of
Cross-Border Cyber Hubs shall be based on the guidelines issued by ENISA.
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Atticke7 Cooperation and information sharing with Union-level networks

L.

EREZZ HPA/ =T KON CSIRTS oy NT—21 %, 20T, Fipadtf 425 BRoi=iz, B,
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EBEETD,

Cross-Border Cyber Hubs and the CSIRTS network shall cooperate closely, in particular for the purpose of sharing
mformation. To thatend, they shall agree on procedural amrangements on cooperation and sharing of relevant information
and, without prejudice to paragraph 2, on the types of information to be shared.

AR 2 A B TR O KRBT 2 A= T Ao T U N B DR A ST DX
13, EEAE 50 A7 ST OV CSIRTs o/ NI —21 S, [ERAZ DA S— T 73, Ha@oodk
DERERO BRDT2DIZ, BU-CYCLONe KO CSIRTs Fo/ NI —27%1UC, ANl i<, ik
[ElDXY 7 S O¥RINZEERITHRIL, B2 M O e s A Z LA R T2,

Where the Cross-Border Cyber Hubs obtain information relating to a potential or ongoing large-scale cybersecurity
incident, they shall ensure, for the purposes of common situational awareness, that relevant information as well as early
warnings are provided to Member States’ authorities and the Commission through EU-CyCLONe and the CSIRTs
network withoutundue delay.

E8E X7+
Article8 Security

1.
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Member States participating in the Furopean Cybersecurity Alert System shall ensure a high level of cybersecurity,
including confidentiality and data security, as well as physical security of the Furopean Cybersecurity Alert System
network, and shall ensure that the network is adequately managed and controlled in such a way as to protect it fiom threats
andto ensure its security and that of the systems, including that of data and information shared through the network.

BRI DA R—T2 2 )T AT BTN COARERRIEN T, ASRRE O] TGRS £/ I TEGH.
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Member States participating in the Furopean Cybersecurity Alert System shall ensure that the sharing of information
referred to in Article 6(1) within the European Cybersecurity Alert System with any entity other than a public authority or
body of a Member State does not negatively affect the security interests of the Union or of the Member States.

B IFE BV \—X )T EHRTLOEE R
Atticle9 Funding of the European Cybersecurity Alert System
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ECCC 1%, 3 4 558 | I > U ESNF A TR ESNAEN YA/ ST iR E L F 3D
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ARG T 5,

Following a call forexpressions of interest for Member States intending to participate in the European Cybersecurity Alert
System, the ECCC shall select Member States to take part with the ECCC inthe joint procurement of tools, infrastructure
or services in order to set up, or enhance the capabilities of, National Cyber Hubs designated or established pursuant to
Atticle4(1). The ECCCmay award to the selected Member States grants to fund the operation of such tools, infiastructure
or services. The Union financial contribution shall cover up to 50 % of the acquisition costs of the tools, infrastructure or
services and up to 50 % of the operational costs. The selected Member States shall cover the remaining costs. Before
launching the procedure for the acquisition of tools, infrastructure or services, the ECCC and the selected Member States
shall conclude a hosting and usage agreement regulating the usage of the tools, infiastructure or services.

V)b, A2 TTEATI—E ARSI B H RS R E D BRSO S A2 )7 H
DOUWTINRNTD A 2 FLINIC, FERIEIDEN A S— T DEBEAZ AP A/ 3— 7
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D DRI ORI RS2 T Dk 5-2 U2,

‘Wherea Member State’s National Cyber Hub isnota participant ina Cross-Border Cyber Hub within 2 years of the date
on which the tools, infrastructure or services were acquired, or on which it received grant finding, whichever occured
soonet; the Member State shall not be eligible for additional Union supportunder this Chapter until ithas joined a Cross-
Border Cyber Hub.
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Following a call for expressions of interest, a Hosting Consortium shall be selected by the ECCC to participate in a joint
procurementof tools, nfrastructure or services with the ECCC. The ECCCmay award a grant to the Hosting Consortium
to fumd the operation of the tools, infrastructure or services. The Union financial contribution shall cover up to 75 % of the
acquisition costs of the tools, infrastructure or services, and up to 50 % of the operational costs. The Hosting Consortium
shall cover the remaining costs. Before launching the procedure for the acquisition of tools, infrastructure or services, the
ECCC and the Hosting Consortium shall conclude a hosting and usage agreement regulating the usage of the tools,
infrastructure or services.

ECCC I, D7 it 24, HRREIPNICILE A S B AL AL D EA7REN, 130, FERRIEIC
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The ECCC shall prepare, at leastevery 2 years,amapping of the tools, infastructure or services necessary and of adequate
quality to establish, or enhance the capabilities of, National Cyber Hubs and Cross-Border Cyber Hubs, and their
availability, including fiom legal entities established or deemed to be established in Member States and controlled by
Member States or by nationals of Member States. When preparing the mapping, the ECCC shall consult the CSIRTS
network, any existing Cross-Border Cyber Hubs, ENISA and the Commission.
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Chapter Il Cybersecurity Emergency Mechanism

F0F Y1/ —Fx )T BRAN=XLDOEE
Atticle 10 Establishment of the Cybersecurity Emergency Mechanism
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A Cybersecurity Emergency Mechanism is established to support the improvement of the Union’s resilience to cyber
threats and the preparation for and mitigation of, ina spirit of solidarity; the short-term impact of significant cybersecurity
incidents, large-scale cybersecurity incidents and large-scale-equivalent cybersecurity incidents.

RREDSA, P/ — Rl TABEAI =R L0 FIZR0IHENT, ZERasU TR ESh,
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Inthecase ofthe Member States, actions under the Cybersecurity Emergency Mechanism shall be provided uponrequest
and shall be complementary to Member States’ efforts and actions to prepare for, respond to and recover from incidents.

YA X=X VT AR EAN = A L FEETHIREN L, DEP /b0t ftc ->ClegEsh, 7
-, FHIEU) 2021694, J:D;b F, EHRBNOERIER 3 1ThE-> TSNS,

The actions implementing the Cybersecurity Emergency Mechanism shall be supported by finding from the DEPand
shall be implemented in accordance with Regulation (EU) 2021/6%4, in particular Specific Objective 3 thereof.

A= 2 VT ABREAN =R LD FIZBITDIEENL, FARIZ, FHAIBU) 2021887 (2660,
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The actions under the Cybersecurity Emergency Mechanism shall be implemented primarily through the ECCC in

accordance with Regulation (EU) 2021/887. However; actions implementing the EU Cybersecurity Reserve as referred
toinArticle 11, point (b), of this Regulation shall be implemented by the Commission and ENISA.
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Article 11 Typesof action
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The Cybersecurity Emergency Mechanism shall support the following types of action:
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preparedness actions, namely:
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the coordinated preparedness testing of entities operating in sectors of high criticality across the Union as
specified in Article 12;

() F 135ROFTEDLID, BEDOA R RIEOHLE NI N CEFER L QO HIEE
IRFTA IO AR AT RILEBFN I VTR E L CQUOBIEEEIROG) LIS DS U
EIR

other preparedness actions for entities operating in sectors of high criticality or entities operating in other
critical sectors, as specified in Article 13;

%6 14 50 FITBUWGRESNS EU Y A3 =X 207 ()P —T 12BN QWA EETED
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actions supporting response to and initiating recovery from significant cybersecurity incidents, large-scale
cybersecurity incidents and large-scale-equivalent cybersecurity incidents, to be provided by trusted managed
security service providers participating in the EU Cybersecurity Reserve established under Article 14;

55 18 R AR AABDZ S 3215,

actions supporting mutual assistance as referred to in Article 18.
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Atticle 12 Coordinated preparedness testing of entities
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The Cybersecurity Emergency Mechanism shall support the voluntary coordinated preparedness testing of entities
opetating in sectors of high criticality.

IPHESINIHERRESAARIR L, RN — a TANL VB BEHIIO L7, HEHRES BN L >
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The coordinated preparedness testing may consist of preparedness activities, such as penetration testing, and threat

assessment.

ARLD PRI DR HEIREN D, HAIS, Bipk&ni=i2db, 2>, HAEU)
2021/694 D 24 2R 3wk AN R HEIO T CEDHAV SR TARLU T, #EREI TR TRl
N5,

Support for preparedness actions under this Article shall be provided to Member States primarily in the form of grants and
subject to the conditions provided for in the relevant work programimes as refenred to in Article 24 of Regulation (EU)
2021/6%4.

R EE A2t 2370, ZOAINDE 11 4@ O IETAROFIRS -t iesaking S
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For the purpose of supporting the coordinated preparedness testing of entities referred to in Article 11, point (aX{), of this
Regulation across the Union, the Commission shall, after consulting the NIS Cooperation Group, EU-CyCLONe and
ENISA, identify the sectors or sub-sectors concemed from the sectors of high criticality listed in Annex I'to Directive (EU)
2022/2555 forwhich a call for proposals to award grants may be issued. The participation of Member States in those calls

for proposals is voluntary.
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‘Whenidentifying the sectors or sub-sectorsreferred to in paragraph 4, the Commission shall take into account coordinated
risk assessments and resilience testing at Union level and the results thereof.
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The NIS Cooperation Group in cooperation with the Commission, the High Representative of the Union for Foreign
Affairsand Security Policy (the ‘High Representative”) and ENISA, and, within theremit of its mandate, EU-CyCLONe,
shall develop common isk scenarios and methodologies for the coordinated preparedness testing referred tom Article 11,
point (a)(i), and, where appropriate, for other preparedness actions referred to in point (a)ii) of that Articke.
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‘Wherean entity operating ina sector of high criticality perticipates voluntarily in coordinated preparedness testing and that
testing results in recommendations for specific measures, which the participating entity could integrate into a remediation
plan, the Member State authority responsible for the coordinated preparedness testing shall, where appropriate, review the
follow-up of those measures by the participating entities with a view to renforcing preparedness.
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Atticle 13 Other preparedness actions
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The Cybersecurity Emergency Mechanism shall support preparedness actions not covered by Article 12. Such actions
shall include preparedness actions for entities in sectors not identified for coordinated preparedness testing pursuant to
Article 12. Such actions may support vulnerability monitoring, risk monitoring, exercises and training,

ARGD FITHT DRGHEREEN S DB, ZHETSTT, >0, AL, Bipkdn )=
(280, 7>, HHHIEU)2021/6% D 24 S 3 k72 R HBID I CEOBIVESIHIRL T,
RERIEN R TS,

Support for preparedness actions under this Article shall be provided to Member States upon requestand primerily in the
form of grants and subject to the conditions provided for in the relevant work programmes as referred to in Article 24 of
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Regulation (EU) 2021/694.

£ 145 EU YA/ \—EXa) T ) F—TDRE
Atticke 14 Establishment of the EU Cybersecurity Reserve

L.

REILPAN—TF 2T AL LT U, KB AS—TF 2T A VT U NE I IRHIRE
PJEIR A N—TF 2T A VT VNS U CHIRT AZE TR, FaE, ZAUTKT3 D%
DI DINFARET D LTIBNT, KO, FDI AT U oD IREBMGT 5828
T, ERRIDSU TR 3Ol 37572, BUYA/N—EF o7 (U —7 SRS
na,

An EU Cybersecurity Reserve is established in order to assist, upon request, users as referred to in paragraph 3, in
responding to, or providing support for a response to, significant cybersecurity incidents, large-scale cybersecurity
incidents or large-scale-equivalent cybersecurity incidents, and initiating recovery from such incidents.

BU YA/ S—EX 27 UP—71, 5 175555 2 THD T CED DIV I e > GRS -8
TEH VR 2T A7 0 D SOx i —E AL > Gl SIS, BU Y13
— X UT AU —T 1, BRIITHENISN -—E 225055, (B CEAYR— RS2 )T
ﬁ—t“xfwvéf‘@%ﬁﬁ VRIS —E Y, Y%t —E A FRI RIS QOB

RO U SRR THEIS Ao T U DT DI RISV NG R, Ao
T/W%E&Uﬁmk%@?éﬁmﬁfﬁ—t ANHIEHASIUSD, EU VA3 —E =2 U7 U
— 70, EEEICIY, A COMERRTE], BRINES O, KM%, F5m M ORI ONTE 19 44665 1
HITRY DEP LERAL O = E R TR FTRE ThABDET D,

The EU Cybersecurity Reserve shall consist of response services from trusted managed security service providers
selected in accordance with the criteria laid down in Aticle 17(2). The EU Cybersecurity Reserve may include pre-
committed services. The pre-committed services of a trusted managed security service provider shall be convertible into
preparedness services related to incident prevention and response where those pre-committed services are not used for
incident response during the time for which those services are pre-committed. The EU Cybersecurity Reserve shall be
deployable, uponrequest, inall Member States, in Union institutions, bodies, offices and agencies, and in DEP-associated
third countries as referred to in Article 19(1).

EUYAN =T AP =T DS 5 —E 20— 3, LLTOFICL > TS S:
The users of the services provided by the EU Cybersecurity Reserve shall consist of the following:

@ FEDEU) 20222555 D 9 555 1 TR O 2 PN 10 SR SENEHUR A RIE DA
IN— (GBS JR) M O CSIRTS
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Member States’cyber crisis management authoritiesand CSIR T as referred to, respectively, in Article (1) and (2)
and Article 10 of Directive (EU) 2022/2555;

()  HHIEU, Euratom) 2023/2841 (% 13 402465 CERTEU;
CERT-EU mnaccordance with Article 13 of Regulation (EU, Euratom) 20232841

© 19 5455 8 TEITHED DEP LERAY OF —[EDO A 2—2 X 2T A T U N T
— I O A S — [ F Y SR Y7 I HERR D 524 JR,

competentauthorities such as computer security incident response teams and cyber crisis management authorities
of DEP-associated third countries in accordance with Article 19(8).

RINZEERNT, BU YA/ —tF 2 U7 U —7 OFEEI AL, S iS4t o, MINEES
I, NISWHAY =T LI, 70, 55 3R 2P OB T, BUYA/ a7
AP —T DAESIER K OFEIRAHITL, 730, ZOFZEREL, F=, ZOHRID Moo
STHEB I A OROTEB K OF L ORIORTENE, — i, R OSE A RS
B, ZHBOESNERNE, RSN, 50, ZHSHIVAEXT, 2 FMSETSNG, ONEES
I, BN R OSRERA TL, ZSOIESIER R O DR TAEHE S5,

The Commission shall have overall responsibility for the implementation of the EU Cybersecurity Reserve. The
Commission shall determine the priorities and the evolution of the EU Cybersecurity Reserve in coordination with the
NIS Cooperation Group and, in line with the requirements of the users referred to in paragraph 3, shall supervise its
implementation and shall ensure complementarity, consistency, synergies and links with other support actions under this
Regulation as well as with other Union actions and programmes. Those priorities shall be reviewed and, if appropriate,
revisedevery 2 years. The Commission shall inform the European Parliament and the Council of those priorities and any
revisions thereof.

AL ATH T BU YA S~ 2 U7 U —7 I CBE-- AN R B S ORI ik %
T HZE72<, >, HHIEU, Buratom) 20242509 055 2 4855 19 SO CEZSHAALUHATEITAR
LT, BINEEAIL, BU YA S —taUT U —7 D35 K OSSO E - 356
% ENISA (ZZHE3%, ENISA (S5 U CEAESH/RY B I L, BRINZE B I AE D AP
(IR DEEET2,

Without prejudice to the Commission’s overall responsibility for the implementation of the EU Cybersecurity Reserve
referred to in paragraph 4 of this Article and subject to a contribution agreement as defined in Article 2, point (19), of
Regulation (EU, Euratom) 20242509, the Commission shall entrust the operation and administration of the EU
Cybersecurity Reserve, in full or in part, to ENISA. Aspects not entrusted to ENISA shall remain subject to direct
management by the Commission.
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ENISA I, D7<bd 21T, ARGRE 3 TH@)ML NN T — RS TGRS NS —E 2D~
LT ENE T D, DI TTE, ERIENTILEAD B E LS AL LRSI, 13D,
FERREN I T IAERRIE D E B 25 TSIV TOBIE N DD DEED, ZDIH7 30—
v RO R M ED 5, Yk el MO~ 7 OHC, ENISA 1%, EU 913 —tF% =27 UH—
7D HENZES THEEZPRME B OVA =X 2 )T 3t 5B DOFHE N ORE &Ml 5, ~v
LU A TARS, ENISA 1, NIS 17127 /1—7, BU-CyCLONe, BRMIZEEZS, MO, FhsiE]
e L&l T, HHIEU, Euratom)2023/2841 D5 10 551 2> GRIESTVAERE A/ 3 —&F =7
FE(ICB) ) SE BT 2, r—E 2D A[fEO~ L7 OHC, ENISA 1T, v % —URE%
2T —E AT N F G0, Wk A S— 2 )T/ FEEOR | ERIRE ) HH B IR
9%, ENISA L, AGE 3TA(ON R OFFEARFET D120, BRI TR HEHED%, >
2, BUCYyCLONe, FRMNZEE 2, KON, ZHNifs/ 2l BRARED SO A #8714,
KL~ T H U5,

ENISA shall prepare, at least every 2 years,a mapping of the services needed by the users referred to in paragraph 3, points
(@) and (b), of this Article. The mapping shall also include the availability of such services, including fiom legal entities
established or deemed to be established in Member States and controlled by Member States or by nationals of Member
States. In mapping that availability, ENISA shall assess the skills and capacity of the Union cybersecurity workforce
relevant to the objectives of the EU Cybersecurity Reserve. When preparing the mapping, ENISA shall consult the NIS
Cooperation Group, EU-CyCLONe, the Commission and, where applicable, the Interinstitutional Cybersecurity Board
established pursuantto Article 10 of Regulation (EU, Euratom) 20232841 (IICB). Inmapping the availability of services,
ENISA shall also consult relevant cybersecurity industry stakeholders, including managed security service providers.
ENISA shall prepare a similar mapping, after informing the Council and after consulting EU-CyCLONe, the
Commission and, where relevant, the High Representative, to identify the needs of users referred to in paragraph 3, point
(c), of thisArticle.

MRINFEE ST, BU YA N—tF 2T (U —T TR L CERE SO —EADZ AT K O
DA ZEDDZE IS CZOMAEARTET D20, 5 23 R CTRHAESNAI TAEIRT D
ME[RA -2 HiD, ZIDZTAESIVATAZ MERT D8, INEERIT, AEEH 6 IR~y
LT EEBIZANDGEDEL, 730, NIS W /127 70— KON ENISA SO CHSa A8 K O,
J1CED,

The Commission is empowered to adopt delegated acts in accordance with Article 23 to supplement this Regulation by

specifying the types and the number of response services required for the EU Cybersecurity Reserve. When preparing
those delegated acts, the Commission shall take into account the mapping referred to in paragraph 6 of this Article and

may exchange advice and cooperate with the NIS Cooperation Group and ENISA.
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B 15F EUYA/ \—tFa)T4)F—ThoDFTIREROHER
Atticle 15 Requests for support from the EU Cybersecurity Reserve

L.

5 14 5058 3 IR W, RSP 8—EFalT v T Uh, KT —E% =
VT AA L T UNEIATIHIEES ST 2 A S VT A VT N B S 4572
D K OSSO IRZBRAET 27250, EU YA/ \—tF 2T (U =77 oD —E 22 BHEL
5%,

The users referred to in Article 14(3) may request services from the EU Cybersecurity Reserve to supportresponse toand
initiate recovery from significant cybersecurity incidents, large-scale cybersecurity incidents or large-scale-equivalent
cybersecurity incidents.

EU YA/ =t J T AV =T DD ARSI DI, 55 14 560 3 T — 3, Zhs
WXL, Fifl EORBEOME), KO, AT U ADE R O IR OS5 1Al 5750
DEDMDEIROTRMA G, ZD SR EGESNDA L LT L NDOFZEAARFN DI DATD
WO B 2T,

To receive support fiom the EU Cybersecurity Reserve, the users referred to in Article 14(3) shall take all appropriate

meastres to mitigate the effects of the incident for which the support is requeested, including, where relevant, the provision
of direct technical assistance, and other resources to assist the response to the incident, and recovery efforts.

SHRA RO DEGEET, LLTOEIIT, ZHI SRR THEES IS :
Requests for support shall be transmitted to the contracting authority as follows:

@  ZOHRNDH 14 55 3 U~ DA, F5H(EU)2022/2555 0% 8 4545 3 I >
THRESNF ISR ESI RN LU

in the case of the users referred to in Article 14(3), point (a), of this Regulation, via the single point of contact
designated or established pursuant to Article 8(3) of Directive (EU) 2022/2555;

BEGN R T — DA, Yir—HIo T

i

1425

&

®)

nthe case of the user referred to in Atticle 14(3), point (b), by thatuser;
© 45 3HQIDR T DRA, 55 19585 9 HIOR T Bl & Ra LG
inthecase ofthe usersreferred to in Article 14(3), point (¢), via the single point of contact referred to in Article 199).

5514 5585 3 @ — YD bOEREEOSE, MpklEIY, CSIRTs o N —Z5 L, KUY £
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NANED &L, BU-CYCLONe (S, ARGRICEDA L L T Mt M OSseRIDE IR Dbk
DD YRR E D L OB A G,

In the case of requests from the users referred to n Article 14(3), pont (), Member States shall mform the CSIRTS
network, and, where appropriate, EU-CyCLONE, about their users’ requests for incident response and initial recovery
support pursuant to this Article.

AT T SIS OSANDIRD SHEASRODEEE S, UL FOFEEZ05:
Requests for incident response and initial recovery support shall include:

@ BT AETER MO FOBIIRT AT A MORHER Y2328 Z B 2 el
e

appropriate information regarding the entity affected and the potential impact of the incident on:

4 R 3 @ = OEA, OMRIEN DI e DI AT 250,
ST THREE O

@

Wﬁm %Fﬁ

inthecase of usersreferred to in Article 14(3), point (a), the Member States and usersaaffected, including the
risk of spillover to another Member State;

() B 14 55 3O OR TV DOGANE, 8% T-BINEAOERS, [k, F55
SRy

i the case of the user referred to in Article 14(3), point (b), the Union institutions, bodies, offices or agencies
affected,

i) 55 14545 STHOIR T 2— PO AY, A% 217~ DEP SR%A % 8,
i the case of users referred to in Article 14(3), pont (c), the DEP-associated countries affected;

b HEESNOTREOLHE T, ERFsSh o —E AN HE LR, ZhREshoh—EAE
FSUIE RIS

information regarding the requested service, together with the planned use of the requested support, including an
indication of the estimated needs;

© F2IETRT, TENEESNAA LT NOREFNODTD S U - HEE Bt
T
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appropriate informationabout measures taken tomitigate the incident forwhich the support is requested, as referred
toinparagraph2;

d) FIDNERRIREXNT, AL TR s R TREZ S D TZRE D S RS9~ 2F 1
AIREZRIE R,

where relevant, available information about other forms of support available to the entity affected.

ENISA (%, BRINZEEZ KON BUCYCLONe S /IL T, BU YA/ N—tFa U7 (U —T 500D 3%
Z RO DL EOREH A RN T BT O DRRE R ET D,

ENISA, in cooperation with the Commission and EU-CyCLONe, shall develop a template to facilitate the submission
of requests for support fiom the EU Cybersecurity Reserve.

WINZE AT, S TAIZIY, DI EEE AR T2 R O OIS a5 D X2’
FTORBAONE 16 5555 9 TR T HIEDTOOHTEED, EU YA/ "—tF =27 U —7
DI —EAREFESNDIE, WONT, AL, 55 16 5555 1 BULUVE 19 5545 10 B> TY
I EDINESND TR BT Zr s 2 Tt B2 B D185, THLOFZE T4, 5 24
SR 2 B R 35 T > THRS A,

The Commission may, by means of implementing acts, specify further the detailed procedural arrangements for the way
in which the EU Cybersecurity Reserve support services are to be requested and the way in which those requests are to
beresponded to pursuant to this Article, to Article 16(1) and to Article 19(10), including arrangements for submitting such
requests and delivering the responses and templates for the reports referred to in Article 16(9). Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 24(2).

B 165 EUYA/ \—tFa)T1)F—ThoDIZIRORE
Atticle 16 Implementation of the support from the EU Cybersecurity Reserve

1.

B 14 545 3 M OO T =D o0EEEOSE, BU YA/ 3 —tX =27 U —77300
SHROFEGEL, ZHIL I GHilisivg, IVEIE, 7S, 7D, ZOARD IR
FAT280, U VDA TV Y CHEREEORR N5 48 IRFHILANIC, 3 145555 3 TA@&L bR
F— L THRES IS, MR, BRSO B SITRIL, Z Ok Fas
&3,

In the case of requests fiom users referred to in Article 14(3), points (2) and (b), requests for support from the EU
Cybersecurity Reserve shall be assessed by the contracting authority. A response shall be transmitted to the users referred
to in Article 14(3), points () and (b), without delay and in any event no later than 48 hours from the submission of the
request to ensure effectiveness of the support. The contracting authority shall inform the Council and the Commission of

74



FeERMEE 11515 (2026461 H)

the results of the process.

EU YA/ 3=t U7 (U —7 OH—E RO B K OSRAOMER 2R\ T S ARSI BEL,
ORI RICE S22 TS HEL:

As regards information shared in the course of requesting and providing the services of the EU Cybersecurity Reserve,
all parties involved in the application of this Regulation shall:

@

®)

©

URLIFMORIH KOS %, ZOBRID FIZIIT0 M55 HE OFeHs Fl IMeRea R
TN RETAITIREL

limit the use and sharing of that information to what is necessary to discharge their obligations or fimctions under
this Regulation;

I3 A B ONEINTE Z oo TR ClpD LSV T LSV QU DI, MRAIERE
\ZIEOTFETIRY, R OHAL 735

use and share any information that is confidential or classified pursuant to Union and national law only in
acocordance with that law; and

FNDNEO XY, NI T4 0 TANT OV EED, kTR 7 a b VAR L
O NEBEETHZHIEST, FEIITHY, BRI ChHOD YL LT TR E R T D,

ensure effective, efficient and secure information exchange, where appropriate by using and respecting relevant
information-sharing protocols including the traffic light protocol.

5516 5555 1 FEU OV 19 9585 10 300D 231248 4 OBREORH I VT, TR R 7138k
MEERT, Lo, % 15 585 1 RO 2 IO HRAE) 7 —SiU QOO e
AHlT 2, B2 9080, INEERIL, TIANERRREEE, 55 1555 30T HEROLL
TOREEHRE AT, SAROE VIR OB Z AT 7%:

In assessing individual requests under Article 16(1) and Article 19(10), the contracting authority or the Comimission, as
applicable, shall first assess whether the criteria referred to in Article 15(1) and (2) are fulfilled. If that is the case, it shall
assess the duration and nature of support that is appropriate, having regard to the objective referred to in Article 1(3), point
(b), and the following criteria, where relevant:

@

AT U NDRE R OVRAE

the scale and severity of the incident;
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b) FEETTAEEROZAT, Fa 5 (EU) 20222555 05 3 5655 1 IR SWAETRNTHL
RO G2 DAL T U NS U I E SRR N G- B

the type of entity affected, with higher priority given to incidents affecting essential enfities as referred to in Articke
3(1) of Directive (BU) 2022/2555;

© EEASTT-RERE, WOMEASORES, ik, F5RLLITERFE T DEP LEREL S
HEEN TR A T N B 2.

the potential impact of the incident on the affected Member States, Union institutions, bodies, offices or agencies,
or DEP-associated third countries;

@  EDA LT U NORAER Y RE I 2R DI K OMMORERRIE], RIS ORERS, #Hi, &
BRI 3ER)RI 713 DEP LE3RA S5 —IEISH DM DU

the potential cross-border nature of the incident and the risk of spillover to other Member States, Union institutions,
bodies, offices or agencies, or DEP-associated third countries;

© 15545 2 BT T, SIS OMRWIORIBOZS 74l 570l c 22— I GRS
Nn-HE,

the measures taken by the user to assist the response, and initial recovery efforts, as referred in Article 15(2).

514555 3T TP DO ST DERER OO A B TSR A Dl A28, i
DNEFS7 RIS, HEREILRONE S ORERE, FRR, S5 R M OSSR E ORISR i H D) I
BT BT 876, AREDE 3 T R FAED B B ANSID, [AHHED N2 TR D ES
DEPECHLEFHMSIALEIE, JEN MESIIERN S, HERE— SO EFEICKL THZ DI
%o BU P A=t a DT AU —7 D3RS e ONE B BRO M E T 503 14 555 51
(2o T ENISA [ T6U TEATSNIZEE1T, ENISA M OWRMZE BT, AHIIE>CERG O
BN 2DV S50, BRI 1972,

To prioritise requests, in the case of concurrent requests from users referred to in Article 14(3), the criteria referred to in
paragraph 3 of this Article shall be taken into account, where relevant, without prejudice to the principle of sincere
cooperation between Member States and Union institutions, bodies, offices and agencies. Where two or more requiests
are assessed as equal under those criteria, higher priority shall be given to requests fiom Member State users. Where the
operation and administration of the EU Cybersecurity Reserve has been entrusted, in fuall or in part, to ENISA pursuant to
Atticle 14(5), ENISAand the Commission shall closely cooperate to priotitise requests in accordance with this paragraph.

EU /3 —tX a7 P —7 OY—E AT, [ CEHv R — VR a7 —e 27
ZL, BU YA/ 3=t 2 U7 AU —7 O PRI D 3B MR SN D —F L OB OER D A5
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(TR THRHESND, TNODY—E AT, (B TEOvF—U N a7 — 27 ¥, =
— PR OEASTTAEEROHOERO G FITHE >TSS, ARTRTETOER
(3, BE, RO G0,

The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements between the trusted
managed security service provider and the user to which the support under the EU Cybersecurity Reserve is provided.
Those services may be provided in accordance with specific agreements between the trusted managed security service
provider, the user and the entity affected. All agreements referred to in this paragraph shall include, inter alia, liability
conditions.

ST ORTAENL, MRkE, KON, FhhNiEilialiy, BU A s—tF=UT7 U —T7 Dfthod
DD RIEEART- T ENISA |2l CHE SV AMERA Sk 975,

The agreements referred o in paragraph 5 shall be based on temiplates prepared by ENISA, after consulting Member
States and, where appropriate, other users of the EU Cybersecurity Reserve.

RINZEEZS, ENISA K OVEU A7 =t 27 U —T7 D—P 3, BUY A7 S—tF =74V
— 7 DEIEDOREA NI TSI —E R s T =3 O U CAEU R R L,
B FOEE A A TR0,

The Commission, ENISA and the users of the EU Cybersecurity Reserve shall bear no contractual liability for damage
caused to third parties by the services provided in the framework of the implementation of the EU Cybersecurity Reserve.

2, RERYAR—F2 VT AT TR, KA N—X 2T AT U
VIRBIR A 2 A N VT A LT NS D% e 3 D7-50 K OV Ush oD
BIREBRETDIDIZDI, F5 15 5585 1 TAD FIZBITAESEIIGE LTI SID BU VA7 38—
EX2 VT AP =T O —EREFH TED, %, LLTOF EOBDOBHRZIBNTDH, &
DO—E2EFIHTE5:

Users may use the EU Cybersecurity Reserve services provided in response to arequestunder Article 15(1) only inorder
to supportresponse to and initiate recovery from significant cybersecurity incidents, large-scale cybersecurity incidents or
large-scale-equivalent cybersecurity incidents. They may use those services only in respectof:

@ 245 3@ YDA, EEDORRIRIEDSHLEIN IV vOEEREE LT

UDIEFIRET IO AR AT RIS PN I TESEE L QODIEFR, KON 5 14 55 310
ORIV O, BIE/ LN

entities operating in sectors of high criticality orentities operating in other critical sectors, in the case of users referred
to in Article 14(3), point (), and equivalent entities in the case of users referred to i Auticle 14(3), point (c); and
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O 5 4SE 3HO IR TP OSATY, RONESOKE, Bk, 5RO,
Union institutions, bodlies, offices and agencies, in the case of the user referred to in Article 14(3), point (b).

O THE 2 DA LIRS, A2 TT-2— %, L FOFITHL, #fiSh-—e R, &%
ST SR O SN ZG I 2B A B s EA 5.

Within2 months of the end ofa support, users that have received support shall provide a summary reportabout the service
provided, the results achieved and the lessons leamed, to:

@ 14558 3R T YDA, BINZEES, ENISA, CSIRTs N —27 & N EU-
CyCLONE;

the Commission, ENISA, the CSIRTs network and EU-CyCLONe inthe case of users refenred ton Article 14(3),
point (2);

14556 3TAGN T 2—T DAY, FNEEZS, ENISA X OVICB;

R

®)

the Commission, ENISAand the [ICB in the case of the user referred to in Article 14(3), point (b);

1458 3 IO T — DA, RONEES,

Rl

©
the Commission in the case of users refenred to in Aticle 14(3), point (c).

RINZE S, Bl O ERRRERITHL, A 1 IR ST 14 5856 3 HoIOR =
— YL E B R BRI D,

The Commission shall transmit any summary reportreceived from users referred to inArticle 14(3) pursuant to the first
subparagraph, point (), of this paragraph, to the Council and the High Representative.

EU YA/ 3=t 2 U7 AU —7 O35 B S ONE BRI TSRS 1455
55 5 THIZ>C ENISA (SR TSNS &1, ENISA L, ZOZHZBIL, @R, BINEE
BRI THRELD  OBRINZ B 23 5 RSN %, ORI 23\ T, ENISAL, ZORIHIODE
14 5565 3 LA R 91—/ 5 ENISA AVl ERE 4, o, RGO MBI HESEIEN >
O BRIOT-DIZERSNAEXT, ZOHRIDH 145555 3 (@) F/ 30N g =—17) 5 ENISA
DAL B S, BRINZE BRI T U CEBISE 25, AREOFEHT, HHAIEU)2019/881 0%
14 55T Qd7airan,

‘Where the operation and administration of the EU Cybersecurity Reserve has been entrusted, in full or in part, to ENISA
pursuant to Article 14(5) of this Regulation, ENISA shall report to and consult the Commission ona regular basis in that
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respect. In that context, ENISA shall immediately send to the Commission any requeests it receives fiom users referred to
inArticle 14(3), point (), of this Regulation and, where required for the purposes of prioritisation under this Article, any
requests it has received from users referred to in Article 14(3), point () or (b), of this Regulation. The obligations in this
paragraph shall be without prejudice to Article 14 of Regulation (EU) 2019/881.

14 4565 3 BM ORI FOBAITI YT, SR, BRI, 7>, Dk
B 2[00, SBROFI R OEORERIZEEL, NIS /)7 70— U Tl 47,

Inthe case of usersreferred in Article 14(3), points (a) and (b), the contracting authority shall report to the NIS Cooperation
Group, onaregular basis and at least twice per year, about the use and the results of the suppot.

55 14 5558 3 OO T — P OEAITI UL, BONEESIT, BRI, 70, D7aKEbifE 2
5], SAROFIAKOEOREFIEEL, BERRITH U CRIEL, 230, FRREITRIL G2,

Inthe case of users referred to in Article 14(3), point (c), the Commission shall report to the Council and inform the High
Representative ona regular basis and at least twice per year, about the use and the results of the support.

B 17E EETEHSVR—UN )T —ERTO (T
Atticle 17 Tirusted managed security service providers

L.

EU YA \—tFa DT (U —T %5583 5 BT O OFE TR 236 VT, M a1, HHA
(BU, Buratom) 2024/2500 O CEDHIFEANFRNAEST, 732, UL FDOEBODFEAFHNZ ES
TEIT%:

Inprocurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the contracting authority shall
act in accordance with the principles laid down in Regulation (EU, Euratom) 2024/2509 and in accordance with the

following principles:

@ SIECBETSLO, BAHBT DbOEITREIC BT DbOE G, ZOIY—EAD
PO DEINEHZ LT EREIZ AN T, BU YA 3—E 207U —7 Dz
EFNL—EAN, 2IREL T, BUA St =207 U —7 B CORERIE 23 T
BB SISO —E 25 & T el et D THHZ LEERL;

ensure that the services included in the EU Cybersecurity Reserve, when taken as a whole, are such that the EU
Cybersecurity Reserve includes services that may be deployed in all Member States, taking info account in
particular national requirements for the provision of such services, including on languages, certification or

0 FRINEE M OO RIEIDMIAD 2R EOREROREZRERL ;
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ensure the protection of the essential security interests of the Union and its Member States;

ERMESNIZRBIT DA/ —FX 2T A DOFRED I AR T D a5, BHIED)
2021/6%4 D 3 D TEDHI G BRI CER S AZ8123oC, BU A/ &%=
VT AV —T7 DN E O IUIEE =59 2 a9,

ensure that the EU Cybersecurity Reserve brings Union added value, by contributing to the objectives set out in
Atticle 3 of Regulation (EU) 2021/694, including promoting the development of cybersecurity skills inthe Union.

BU A3 —tX 2T AU —T DI=b DY —E 2A AR, RS L, FOiE cEzoh
(2, LR DERBODIUE N OB Z-Eb 5 :

‘When procuring services for the EU Cybersecurity Reserve, the contracting authority shall include in the procurement
documents the following criteria and requirements:

@

®)

©

@

TSI, DT M EOIGEDS, T EORSE boseatt, Mzt B/, KO
UREDEBEDRFED YA IS T HIEBN A T3 DTN B 5 LR e, 7o, B
FAJRIRARODTHI: SAEr K OELR SN S EOE AR DL e

the provider shall demonstrate that its personnel has the highest degree of professional integrity, independence,
responsibility, and the requisite technical competence to perform the activities in their specific field, and ensures the
permanence and continuity of expertise as well as the required technical resources;

T M ONTES 7L F OV RS, B PR3 ZBE9 5 H rTReZ e B
BESFL, D0, TN X Y, FHADMOEEE S, 20— AR AR
TH, KO, L0, G, HIMTRER R OS2 R T D700 O R a7%0 1% ;

the provider, and any relevant subsidiaries and subcontractors, shall comply with applicable rules on the protection
of classified information and shall have in place appropriate measures, including, where relevant, agreements
between oneanother, to protect confidential information relating to the service, and i particular evidence, findings
andreports;

T AHNX, FOT A OIIEREED BRI LLDTHY, FD7 1/ A DI
M OO 0 \E DOYP—EZDE A EL T, T2, AR ECSEE)
(RN ED+537 AR T2,

the provider shall provide sufficient proof that its govemning structure is transparent, not likely to compromise its
impartiality and the quality of its services or to cause conflicts of interest;

TP, R EDNSESRENDEET, D7 Eb Y —E ADRLEA DT EDH YA
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BAL, W=7 07T 2t 0,

the provider shall have appropriate security clearance, at least for personnel intended for service deployment, where
required by a Member State;

© TAEE, TDT B D T AT DD OO 2L~ A,
the provider shall have the relevant level of security for its IT systens;

(O T FE, BRSNS AR IR T AT B L 2D Ry =T RO TR =T
TH-C, BN alfE7effigitta & A TRL T, DX =T (77 T — e g A
TEY, 230, UVRDGAEIZETY, BN K OBEEEOBAIBU) 202428477 O H
BEEAS SVl S RS RN

the provider shall be equipped with the hardware and software necessary to support the requested service, which
shall not contain known exploitable vulnerabilities, shall include the latest security updates and shall in any case
comply with any applicable provision of Regulation (EU) 2024/2847 of the European Parliament and of the
Council®;

(@ TAKE, ZOT AN, WHETRENY R, SEOAR R RIEOHLERITIS T
B = U CQUDIE AR E I IO AR A R 7SR 20w CEERSE = L QU ODIEEIRITRIL T
HELLOV—E2E MG TR E L O VI AR SD;

the provider shall be able to demonstrate that it has experience in delivering similar services to relevant national
authorities, entities operating in sectors of high criticality or entities operating in other critical sectors;

W T AMEVL, EOT L DOV RS ATRE S AEN s\ RN E D
T REARI TS

the provider shall be able to provide the service within a short timeframe in the Member States where it can deliver
the service;

() AL, BT DEENL, FOT A PEDY—E A ATRE R E S 15

B UV EEFE DR ORTA A N2 2 U7 YA 2B ONHIRIEU) No 1682013 K USEL
HIJ (BU) 20191020 MFONZHE A (BU) 2020/1828 ATCIE 32PN M U200 2024 4F- 10 H 23 HOHHIEU)
2024/2847 (A7 S—[EHE T 115) (OT L, 2024/2847,20.11.2024).

Regulation (EU) 2024/2847 of the European Partiament and of the Council of 23 October 2024 on horizontal cybersecurity

requirements for products with digital elements and amending Regulations (EU) No 1682013 and (EU) 2019/1020 and Directive
(EU)2020/1828 (Cyber Resilience Act) (OJ L, 2024/2847,20.11.2024).
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14 2555 3 THb) LN ™ =Y S BRSO S ORSRE 72 A RRIED 1 3771
O FETEDOY—E 22HELE5;

the provider shall be able to provide the service in one or more official languages of the Union nstitutions or of a
Member State as required, if any, by the Member States or users referred to in Articles 14(3), points (b) and (¢),
where the provider can deliver the service;

() HHRIBU) 2019881 (L5~ HR—VREF 2T —EADT2DDOERINYA 7 —EF =2 U758
AERIEEDSRRTONT A%, il —E 207 a2 L, ZOHIEEDmE D B35 280N,
Hﬁ%”r Lfléofu LAHE% = ﬁ—Z)

once an European cybersecurity certification scheme for managed security services pursuant to Regulation (EU)
2019/881 is in place, the provider shall be certified in accordance with that scheme within 2 years from the date of
application of the scheme;

&k TAFE, FEEFAIEIRROI e, AT NG T B D S A
ARSI DAAE DA T et —E ADERASA A D ANLEDO TN ZE DD,

the provider shall include in the tender the conversion conditions for any unused mcident response service that
could be converted info preparedness services closely related to incident response, such as exercises or training,

EU YA/ 3 —tX = )TV —T Db O —E 2% /592 B D701, FHR4 R, 2
HEOREE, MRECEEICH LT, 5 2 TR T OO, BEN OB RELATD,

Forthe purpose of procuring services for the EU Cybersecurity Reserve, the contracting authority may, where appropriate,
develop criteria and requirements inaddition to those referred to in paragraph 2, in close cooperation with Member States.

5% 185 HEMBEXIETSED
Atticle 18 Actions supporting mutual assistance

1.

YA =TT ABREA = AN T, FEH(EU) 20222555 DF 11 5585 3 THEORTHEE &)
HORERED D, KEZVAN—TX 2T A AT T U AT 2 AR =T 2T A
T NER D5 5T TR ORERIEN D280 OB R 23R a i35,

The Cybersecurity Emergency Mechanism shall provide support for technical assistance from one Member State to

another Member State affected by a significant cybersecurity incident ora large-scale cybersecurity incident, including in
casesreferred to inArticle 11(3), point (f), of Directive (EU) 2022/2555.

ARGRE 1 B R H LM AR 38T, Bipien 72Uy, 7o, HHIEU)
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2021694 DF; 24 S RIS 72V EEERHBIO P CEDHIT R T, ##fiksns,

The support for the technical mutual assistance referred to in paragraph 1 of this Article shall be provided in the form of
grantsand subject to the conditions provided for in the relevantwork programmes as referred to in Article 24 of Regulation
(EU)2021/6%4.

88 19% DEP LEAREL OE=EISHTHXIE
Atticle 19 Support to DEP-associated third countries

L.

DEP MR O5 —EIE, ZAUTI > CER%H —E)S DEP LBfRAH S EED EU YA/ 3 —tk%
2T AV =T ~DENEED QNDEEIE, BU YA/ =X U7 AP —T DD e BT
&5, TOAEIL, BRI DEP LERA S OH = BN TSRS 2 TH K OV 9 TED I CEDD
NI T DI R T D45 580D, BU A/ 3—t X2 U7 (U —7 ~D5 =[FD
SIND BHIDTZDIZ, DEP ~DE =IE DSR2 BRSINL S, FEBU)2021/6% 0% 6 5555 1 TH
@I TER R PR E SN - BN A & 55D,

ADEP-associated third country may request support fiom the EU Cybersecurity Reserve where the agreement through
whichitisassociated to the DEPprovides for participation in the EU Cybersecurity Reserve. Thatagreement shall include
provisions requiring the DEP-associated third country concemed to comiply with the obligations set out in paragraphs 2
and 9 of this Article. For the purposes of the participation of a third country in the EU Cybersecurity Reserve, the partial
association of a third country to the DEP may include an association limited to the operational objective referred to in
Article &(1), point (g), of Regulation (EU) 2021/694.

H1 ORI TEBEORERE S 30 A LIS, 730, U MIVRBHAIZR T, EU YA 3—t3 =l
TAVP =T IO A2 T DR, DEP LRERELOH —EIE, RINEESITKHIL, D7l

REIL A= VT AT U NF A TRBUL S oA S — 2 VT AL 2T D%}
IEHEROT- DI RN EPHE BT 216, WO, B a—2Eal)T Ao T bt
ST — AT FENE LT I E A B, S ATREZREIPE TR, ZOVEFROIIRES )
ZOEFRTEIL THONLEPIB T DIEHRE S8, Uik —EOW A/ —mE S VAT~
K AANDFEEREI N BT DGR EARMETD, DEP LRRALOH —[EN L, TR, 7o, s
SEHAE 1 B, ZOIEHROT 7T — Nl d 5, RINEZERIE, 5 11 HOBEHEARS T HHE
HIDT=OI, HRFE M OVENISA LU, Z DNz,

Within 3 months of the conclusion of the agreement referred to in paragraph 1 and in any event prior to receiving any
suppoart fiom the EU Cybersecurity Reserve, the DEP-associated third country shall provide to the Commission
information about its cyber resilience and risk management capabilities, including at least information on national
meastires taken to prepare for significant cybersecurity incidents or large-scale-equivalent cybersecurity incidents, as well
as information onresponsible national entities, including computer security incident response teams or equivalententities,
their capabilities and the resources allocated to them. The DEP-associated third country shall provide updates of that
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information on a regular basis and at least once a year The Commission shall provide the High Representative and
ENISA with that information for the purposes of facilitating the application of paragraph 11.

MNZERNT, BRI, 2, D7 EHAE 1R, 55 1 TR 3-E 4 o DEP LESREYOF —[H
EDOBIRIZINT, LU FORAELFTHI 35!

The Commission shall assess regularly, and at least once a year; the following criteria in respect of each DEP-associated
third country referred to in paragraph 1:

@ URESMDBU YA S—X 2T AU —T ~DBNNEBHES AR, MaZEDS, & TR OR
BBOSMEEFU QOB

whether that country is complying with the terms of the agreement referred to in paragraph 1, insofaras those terms
relate to participation in the EU Cybersecurity Reserve;

b B2 EORTIFREISEUT, MiED, K& AN—F2 DT 4T U TR
B L7 2 A = 2T (AT o NSRS ODT =30 O O T Caak T
AN WD

whether that country has taken adequate steps to prepare for significant cybersecurity incidents or large-scale-
equivalent cybersecurity incidents, based on the information referred to in paragraph 2; and

© SHBEORAE, MEEENZENTRINE A OFEABR K O 2 BRE — B H)
m, EUT, ZOIEOWRMD, £ VT O3B BT HERMNE S OO HABORE—&
MDD D,

whether the provision of support is consistent with the Union’s policy towards and overall relations with that
country and whether it is consistent with other Union policies in the field of security.

BRMNER AT, 5 1 BRQORIIEMEIRL, 55 1 APRIORTIHlZ 54 T8, Bkt
DS RIS %,

The Commission shall consult the High Representative when conducting the assessment referred to in the first
subparagraph, with regard to the criterion referred to in point () of that subparagraph.

DEP LA D% —[EDVE 1 BRI TR0 TATES L QDRI NZE 2w
EEIL, INEE ST, XIS, SRS 3D EU YA S —tF 2 VT U — 77 B 3%
DIRIEATFROD T 4 T ET- I TRAATIR ST D EOIREEZARH T2,

‘Where the Commission concludes thata DEP-associated third country meets all of the conditions referred to in the first
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subparagraph, the Commission shall submit a proposal to the Council to adopt an implementing act in accordance with
paragraph 4authorising the provision of suppart fiom the EU Cybersecurity Reserve to thatcountry.

P, B3R I TAR BN T2, M2 74T, iR T 1RSI D, i
FEEAT O IR, FETSHUSS, H—OEEEISE T D i it iuss B CEAL,
75 B FlEISZR HIBREZ G155,

The Council may adopt the implementing acts referred to in paragraph 3. Those implementing acts shall apply for a
maximum of one year. They may be renewed. They may includea limit of no less than 75 days on the number of days

for which support can be provided inresponse to a single request.

RGO RABIDIZOIT, BT, BVRIATEIL, 20, JFRILLT, 25 3 TS 3 BIFEICI > TR
ZEROWRIMER DTSN D SN, AT TR S TRE RIS 2,

For the purposes of this Axticle, the Council shall actexpeditiously and shall, as arule, adopt the implementing acts referred
to inthis paragraphwithineight weeks of the adoption of the relevant Commission proposal pursuant to paragraph 3, third
subparagraph.

BT, BINEERORRBITEDWTTEIL, Vo7, B4 THRIRUI2E T e
IEFAIBEIETED,

The Council may amend or repeal an implementing actadopted pursuant toparagraph 4 atany time, acting on a proposal
of the Commission.

PR, 5 3TEES 1 RIFHEN T I R CBAL TR D oo L4, B,
1 F7 AR R E O IE AR ST I FEBNTEE DT TEIL, 55 4THI L > TRRIRL7-52
AT R YUEF A TPELTED,

Where the Council considers there to have been a significant change conceming the criterion referred to in paragraph 3,

first subparagraph, point (¢), the Council may amend or repeal an implementing act adopted pursuant to paragraph 4
acting on the duly reasoned initiative of one or more Member States.

LD FIZHHFREEO FEMERO T2 T, BS54 3 TS 1 BIFEl R4 HEA
HL, 73, ZHoDFEE O COBEFRORHIARRIHT 5, L0, 55 5 5565 2 RIS T
PSS H B OREITEASWCHFES )M TENT D56, BRI, RO K& A
B)q‘jﬁéo

Inthe exercise of its implementing powers under this Article, the Council shall apply the criteria referred to in paragraph
3, first subparagraph, and shall explain its assessment of those criteria. In particular, where it acts on its own initiative
pursuant to paragraph 5, second subparagraph, the Council shall explain the significant change refenred to in that
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subparagraph.

EU A/ 3—tx =207 U —77)0 DEP EBfRA SO —[E T 03K, & 1 TR TR
DOHFCEDSIVH B HP 252875,

Support fiom the EU Cybersecurity Reserve toa DEP-associated third country shall comply with any specific conditions
laid down in the agreement referred to in paragraph 1.

EU YA 8=t U T (U —T ) 2552 T Dk DD DEP HRRA D5 = [Eh S
— L, A X2 VT AT T NS T — A F A TN E LR R O A —
FEREE I RDEO72, BASHERRD®D Y feva & e,

Users from DEP-associated third countries eligible to receive services fromthe EU Cybersecurity Reserve shall include
competent authorities such as computer security incident and response teams or equivalent entities and cyber crisis
managementauthorities.

BU A7 "=t )T AU —T DD 52 T ik D& 545 DEP LER A5 —E I, —o
RN H D760 Z 8GR R E LT85 1 D04 RA+E7E 15,

Each DEP-associated third country eligible for support fiom the EU Cybersecurity Reserve shall designate an authority
to actasasingle point of contact for the purposes of this Regulation.

AZLD FIZBITD BU YA/ =t o) T AU =T DD 52 ROD L, FUNEERIZS -
TSNS, YR, ARG 4 TE C L THRS NI SR E L OB N TED I
AR DA DS TA DN QBEEIZRRY, 7>, ZORPHNIZIRY, 55 =EIT6L T
SRAAREATD, IEE, NEUVEE, B 14 555 3 TR TSR TisikSh
2o

Requests for support from the EU Cybersecurity Reserve under this Article shall be assessed by the Commission. The
contracting authority may provide support to a third country only where, and for so long as, a Council implementing act
authorising such support in respect of that country adopted pursuant to paragraph 4 of this Article is in force. A response
shall be transmitted to the users referred to in Article 14(3), point (), without undue delay:

AGLD IR D3 A RODEFHEHOZ DR, WINEERITE, BRI, EHITHERE T
%o BRINFEE R, MidBEitiHlid PRSI S U GEIESNAZ S AR, RINEE RN, 26
L7855 KON BU YA/ 83— = )7 (U —7 7 DEP SRR E O = [EICH L TH2 b5
EOSZEZEAL, BRARFEELH 175, 2T, BINEERT, ZHH0ZEEICEIL, ENISA 23
TS AR ZTEICAIND,

Upon receipt of a request for support under this Article, the Commission shall immediately inform the Council. The
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Commission shall keep the Council informed of the assessment of the requiest. The Commission shall also cooperate
with the High Representative about the requests received and the implementation of the support granted to DEP-
associated third countries from the EU Cybersecurity Reserve. Additionally, the Commission shall also take info account
any views provided by ENISA intespect of those requests.

B 205 FthESOEMEROLBAL O
Atticle20 Coordination with Union crisis management mechanisms

L.

KREIPPAN—TF2VTAAL TN, KB AS—TF 2T A T N E TR HEE
P 2 AR —E 22 VT 1A T MRE No 13132013BU DF 4 5585 1 B O CEFRSI-
KEDDAT DI EFIATCOREF LI DYy, TOII AT L ADREDIZOZD
RO FICBWTHESNA RIS, RVED FICBIAIEEEAMEL, 73, REET:
v,

‘Where a significant cybersecurity incident, a large-scale cybersecurity incident or a large-scale-equivalent cybersecurity
incident originates from or results ina disasteras defined in Article 4, pont (1), of Decision No 1313/2013/EU, the support
provided under this Regulation for responding to such incident shall complement actions under, and be without prejudioe
to, that Decision.

FEERTE(EU) 2018/1993 D FIZI31F5 BU A BARI RN 5 (IPCR 7o) 2 EhiSivand
BAITRBIT DRI A= X 2T AL T NI 2 A =T 2T A
U TADERITB L, EDI AT U IADXHI DTN ZOHRIND IR N CHEE
SNAIHRIE, IPCR R ED T2 hiiks e Tt e T s,

In the event of a large-scale cybersecurity incident or a large-scale-equivalent cybersecurity incident where the EU
Integrated Political Crisis Response Arangements under Implementing Decision (EU) 2018/1993 (IPCR
Armrangements) are activated, support provided under this Regulation for responding to such incident shall be handled in
accordance with the relevant procedures under the IPCR Arrangements.
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BIVE B/ — )T TARBLAN=X LA
Chapter IV European Cybersecurity Incident Review Mechanism

B2 F BMHA/ \— X YT TURRBELAN=X L
Atticle21 European Cybersecurity Incident Review Mechanism

L.

RN ZEE 237213 BUCyCLONe DEEDGHHEEE, ENISA LT, CSIRTS /NI —2 D F%45T

730, BRI E O RGRA 2T, FREDRE R YA —EF )T A AL T U E iﬂ%@
TP AN—tF 2T AT NPT DA 7B, BEENORE rTRE s On
DOIEBE FIELK OFHITT 5, 427 ADRIELKUFHIOE T4, 50, fFEROAL LT Uk
BT DI ETNTARAN T DI=OIE VT HANE R 952 A0 EL T, ENISA 13, EU-
CyCLONe, CSIRTs /N7 —77, BRI ZARAKE M OWINZEB ST, EUsOIE O T2k
T, BV, F8(BU)20222555 D 15 55 KUV 16 52D CREDHIVIRE O TR\ Y TE
B SRT DT80, AT A NRIBEUREEAIHGT 5, 177 N3 DEP SRfREL O =
EN U Tt DEXIT, BNISA 1, BERRITHIL, ZOMEELFMET 2, 20575512
BT, BMNZERT, BRAFRITHL, 2OmEELRIET S,

At the request of the Commission or EU-CyCLONe, ENISA shall, with the support of the CSIRTS network and with
the approval of the Member States concermed, review and assess cyber threats, known exploitable vulnerabilities and
mitigation actions with respect o a specific significant cybersecurity incident or large-scale cybersecurity incident.
Following the completion of a review and assessment of an incident and with the aim of drawing lessons learmed to avoid
or mitigate future incidents, ENISA shall deliver an incident review report to EU-CyCLONe, the CSIRTS network, the
Member States concermed and the Commission to support them in carrying out their tasks, in particular the tasks set out
mnArticles 15 and 16 of Directive (EU) 2022/2555. Where an incident has an impact on a DEP-associated third country;
ENISA shall provide the report to the Council. In such cases, the Commission shall provide the report to the High
Representative.

AGEE VTR AT U NBE UGS B2 U 975723, ENISA 1T, fERREDRER, BNEE
2, MO/ PRINES OB, $iHk, FHERLOHR, v~ — R )7 h—e 27 o
Hrsh, FEER, WS, A3 =27 P —EAD—VEEW, W72 CORERIR
B, 130, ZXUSDENEDT 4—R 7\ %8605, EhhNEbl/abXE, ENISA I, CSIRTs
&, O, ZHNHER 2L &, FEH(BU)20222555 D55 8 5545 1 TEI > CFRESNE A IR E S
T RRBHERROD DM SR 1T | C, K& A\ —tF o T A ST o N IR
VT HA T U NZE S TR TR FIRE S 71975, B RBERE S T-R3E, BTER
7o FREFASCE BT,

To prepare the incident review report referred o in paragraph 1 of this Article, ENISA shall cooperate with and gather
feedback from all relevant stakeholders, including representatives of Member States, the Commission, other relevant
Union institutions, bodies, offices and agencies, industry; including managed security services providers, and users of
cybersecurity services. Where appropriate, ENISA shall, in coopetation with CSIRTS and, where relevant, the competent
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authorities designated or established pursuant to Article 8(1) of Directive (EU) 20222555, also cooperate with entities
affected by significant cybersecurity incidents or large-scale cybersecurity incidents. Consulted representatives shall
disclose any potential conflict of interest.

AREF 1 HORTA LT NREURE L, 722508, BRI rlae7afigor: L O A
TR0, FEDREILYAN—tF 2T AAL 2 T AAEAIRBRT 2 A —EF =T
AT AND BB OG0 T2, ENISA (3, TOWEED, BIROIEHRE I 1H R
DERFELBIR T DN E S E A IEPERE T3 DL AR5, W E T Th
LISINDA L T N TR ST QDR 14 5585 3 BRI T — S, ZOJITELRETS
L&Y, EOWEETEENTNOT —F R OHRT, EAESD, TOREEL, TN
& THAUTU VR VI B S SR 2R Biia D TUIZaran

The incident review report referred to in paragraph 1 of this Article shall cover a review and analysis of the specific
significant cybersecurity incident or large-scale cybersecurity incident, including the main causes, known exploitable
vulnerabilities and lessons learmed. ENISA shall ensure that the report complies with Union or national law conceming
the protection of sensitive or classified information. If the relevant Member States or other users referred to in Article 14(3)
that are affected by the incident so request, the data and information contained in the report shall be anonymised. It shall
notinclude any details about actively exploited vulnerabilities that remain unpatched.

ZINEIIREEE, AT NREUBREES, WINE SOV A/ S—RAT Y — DU
OHEFEFIRAAGHIL, 70, k&7 R E BB DD FATEANANT T 0T A A OB & 60152,

‘Where appropriate, the incident review report shall draw recommendations to improve the Union’s cyber posture and
may include best practices and lessons learmed from relevant stakeholders.

ENISA (%, ARDFIHFIREZROA T U N RIBE USRS EA T TUAFD, ZOMOMEESL, 15
FECEDNBIER, £, ZNLSNOBIRT DR EDRIEAS S CEDEH, KO 56 14
55 3 HO)F IO T FEEhET AEFRICBIL Y, YV OREASTEHETE
DIFHROI% DD,

ENISA may issue a publicly available version of the incident review report. That version of the report shall include only

reliable public information, or other reliable information with the consent of the Member States concemed and, as regards
information relating toa user as referred to in Auticle 14(3), point (b) or (c), with the consent of that user.
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FVE BEIRE
Chapter V  Final Provisions

F 2 & HRAEU)2021/694 DHIE
Atticke22 Amendments to Regulation (EU) 2021/694

HIAIBU)2021/694 13, LLTOEBVUIESNS:
Regulation (EU) 2021/694 is amended as follows:
(1) FBORL LUTDEBISIESS:
Atticle 6 isamended as follows:
@ % 1L, LUTFOLRIsIESNS:
paragraph 1 isamendedas follows:
() LLFOBMEASL:

the following point s inserted:

[(@a) BRIMEA IS DRI OVRINIE S DY A T2 B D AU AR RE

AR DT BE N A ST OB A B3 —
AT OB, B S &, BN 2 R OF 20 $LAIEY)
2005387 D 3 5o CRUBSUBIKI A S — a7 27
R4S — )i 7 DD DA AL

support the development of the Furopean Cybersecurity Alert System established by Article
3 of Regulation (EU) 2025/38 of the Furopean Parfiament and of the Council ® (the
“Buropean Cybersecurity Alert System”), including the development, deployment and
operation of National Cyber Hubsand Cross-Border Cyber Hubs that contribute tosituational
awareness in the Union and to enhancing the cyber threat intelligence capacities of the Union;

O AT AT NERHHL, EAUTHTU CHEL S OSHi72728
DIRINEA PN ORE REGE ) A TR E T D7 O {8 2 7 D I OV K RIEU)
2021/694 A T 2R e M ORS00 2024412 H 19 HORIHIBEU) 202538
(PA 7 S—HH ) (OJL, 202538, 15.12025). ;
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Regulation (EU) 2025/38 of the European Parfiament and of the Council of 19 December 2024
laying down measures to strengthen solidarity and capacities in the Union to defect, prepare forand
respond to cyber threats and incidents and amending Regulation (EU) 2021/694 (Cyber Solidarity
Act)(OJL,2025/38,15.1.2025)." ;

LUFO M inEng:
the following pomnt is added:

(@ RERVAN—EF2VTUAL LT N ORI A =2 VT 1A

T NERHU RS HE T2 28 B O USSR TR A2 22800,
FEINOEIRESEBIRES) L OVRINE G L~ LTI AT BE7 2 D TERED 342
EAHSEU TREIRIER L, Do, K& A\ —X )T 42T UM
OKBUSLL A 3= 2 VT AL T T U NERHI T DT T3 VTl
Da—Wo AT HT20DOHRAIEU) 202538 DF 14 -2 E>CRRESIVD EU
YA N—X2 VTV —7 ([BU YA 3—tFX=2 V7V —T7 D &5, [F
RO 10 /I GRESNOT A/ S—tF 2T B EAN = A LA 7R
LOSERL; J;

establish and operate the Cybersecurity Emergency Mechanism established by Article 10 of
Regulation (EU) 2025/38, including the EU Cybersecurity Reserve established by Article 14
of that Regulation (the “‘BU Cybersecurity Reserve”), to support Member States in preparing
forand responding to significant cybersecurity incidents and large-scale cybersecurity incidents
that is complementary to national resources and capabilities and other forms of support
available at Union level, and to support other users in responding to significant cybersecurity
incidents and large-scale-equivalent cybersecurity incidents;;

b))  F2HL UL TOERNIESHL NS
paragraph 2 isreplaced by the following;:
2. fEBI%IZR 3 O TFIZHHEEL, FEARRIZ, BRINGES K OBELF2OHRIED)

2021887 NIHE S, BRI A/ S—tFe2UTAREXE, Hellt e ORI ERE s K
OENHERLRD A NI =2 LTSN, 12720, BU YA/ 3—EFal7
AHF—71, FRINZEB ST T, KUY, HRIBU) 202538 OF; 14 5455 6 At
Y, ENISA (Ll THEND,

The actions under Specific Objective 3 shall be implemented primarily through the Furopean
Cybersecurity Industrial, Technology and Research Competence Centre and the Network of
National Coordination Centres in accordance with Regulation (EU) 2021/887 of the European
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Parliament and of the Council®®. However, the EU Cybersecurity Reserve shall be implemented by
the Commission and, in accordance with Article 14(6) of Regulation (EU) 2025/38, by ENISA.

O BRI A=t 2 DT APEZE, HlT I OSRHARFFERE LS S OVE N TR L
SEDFNT— I 5 B0 T RN L O A0 2021 45 5 H 20 HOMHIEU)
2021/887(OJL.202, 862021, p. 1).] ;

Regulation (EU) 2021/887 of the European Parfiament and of the Council of 20 May 2021
establishing the Furopean Cybersecurity Industrial, Technology and Research Competence Centre
and the Network of National Coordination Centres (OJ L.202, 8.6.2021,p. 1).".

Q) FHIFRTL LLTOEBIUIESIS:

Article 9 isamended as follows:

@

®)

75 2TE(Db), @K NNE, AT DERVIESZ Hs:
n paragraph 2, points (b), (¢) and (d) are replaced by the following:

(o) AR5 2— AT HREISKL, 1715 6080 /7 6000 =—11;
© ERIBIG 3—H A3 —tF =T L OEFEIHIL, 1318 7202 77 0000 —12;
@) ERIRISR 4— @ 72T U AVERBICHL, 418 8264 17 0000 =—12; ] ;

(b) EUR 1 760 806 000 for Specific Objective 2—Artificial Intelligence;
(c)EUR 1 372020000 for Specific Objective 3 — Cybersecurity and Trust;
(d) EUR 482 640000 for Specific Objective 4 —Advanced Digital Skills;”;

LU FOERODEDMININSNS:
the following paragraph is added:

18, HBHHRRIOEE 12 555 1 5 oOReEl 23D, FRNEU) 202538 1285 BU YA 73—
TR UT AT DIEOMRFR T DIEEN & OH B A#BN A 3 35158 ©
bo>T, ZOHRIDE 6 555 1 (@D CED LB A ER 3 Al EID
T DOAME OB e OO THEFME, BB LD, 7>, IRT
BAED 12 A 31 HECHIHSULOSHNOISD, BNGES K OB, B
EORRNOE 12 5555 6 THI C I GRS = TR OB & A520 T D, 15

By way of derogation fiom Article 12(1) of the Financial Regulation, unused commitment and
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payment appropriations for actions in the context of the implementation of the EU Cybersecurity
Reserve and the actions supporting mutual assistance pursuant to Regulation 2025/38, pursuing the
objectives set out in Article 6(1), point (g), of this Regulation shall be automatically carried over and
may be committed and paid up to 31 December of the following financial year. The Furopean
Partiamentand the Council shall be mformed of appropriations carried over pursuant to Article 12(6)
of the Financial Regulation.”;

Q) & RAJT, LIFOLIRESNS:
Article 12 isamended as follows:

@ LLFOEBYOEIMFEASS:

the following paragraphs are inserted:

5a.  RRIEAPITHLS A DU E S 5 = E) S RS QAL EIALBIR 2R
v, BRI DIEENE D BIAIZIS L RSO T b =S HEEIS,
BRMNHA/S—t U7 A AT IV SEETDIREN O, 55 ST, J S
IS0

Paragraph 5 shall notapply, insofar as concems legal entities that are established in the Union but are
controlled from third countries, to any action implementing the Furopean Cybersecurity Alert
System where both of the following conditions are fulfilled in respect of the action concerned:

@ HIHIEU)202538 D 9 5545 4TI > TSN A~ e 7 DFE R A B TS
AT BT, BRI YA 7 S—E5 2 U7 8 AT 205 B IS Gl
BNZERN S D720l 4 R BN > CLEE ) 5370 —)L, A2 7T F -
I3 —E 203, EREPCHLS 2 D R3S 2t Dl TeSh, 7o, 1
FRENZ > T A RRE O E B I CALSI QOB L L ASIEAR]
FHRTRE T2l VB FZDV AT DMFAEL ;

there isa real risk, taking into account the results of the mapping carried out pursuant to Article
94) of Regulation (EU) 2025/38, that the tools, infastructure or services necessary and
sufficient for that action to adequately contribute to the objective of the European
Cybersecurity Alert System will not be available from legal entities established or deemed to
beestablished in Member States and controlled by Member States or by nationals of Member
States;

O BN A =2 T B 2T LN HE DI E DB RE
DEEE EDOVAZ I, ZORREEHBILTID, 2>, WA O
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HERIEID 2 R DD ZARTDZEDTR

the security risk of procuring from such legal entities within the European Cybersecurity Alert
System is proportionate o the benefits and does not undemmine the essential security inferests
of the Unionand its Member States.

Sb. ERIMGEEPITHLEAD DT IE S ED D ISV TODE HIALBIR AR
v, BRI DIEENEORIRICISY \ﬂ)T@ﬂﬁF@u YTILDNH - SIUTUDEE,
BEU A —tX U7 U —7 2325 BR8N R, 5 5 T, mASihvax
PRI

Paragraph 5 shall notapply, insofar as concems legal entities that are established in the Union butare
controlled from third countries, to any action implementing the EU Cybersecurity Reserve where
both of the following conditions are fulfilled in respect of the action concermed:

@ BHIBU) 202538 O 14 555 6 THI LI > CEIiSND~ L7 OfE A%
JEIZ AN BT, BU YA 3~ U7 UV —7 OBEREA YN 2 795
72012 BU YA —E 2T AU —T 1o LB 145758518, B
HERETATRES DY, FERREINICHLS AL B I AT LS AL DL ATe S, h
D, FERRENZ o CEI B RIEIDE BRI & o GRS TN ILE DS
VIR FTRE CII7R<70 Dby WERFEZDV AT IMFAEL

there isa real risk, taking into account the results of the mapping carried out pursuant to Article
14(6) of Regulation (EU) 2025/38, that the technology, expertise or capacity necessary and
sufficient for the EU Cybersecurity Reserve to adequately perform its fimctions will not be
available from legal entities established or deemed to be established in Member States and
controlled by Member States or by nationals of Member States;

® BU Y A=t UT (I —T NI ED I8 I E B0 DT D%
R EOURZ3, ZORREEHFILTIY, 730, BINMES KOO
FREDZZ AT OV IBORGSEARIRDZEDIRN, I
the security risk of including such legal entities within the EU Cybersecurity Reserve is
proportionate to the benefits and does not undermine the essential security interests of the
Unionand its Member States.”;

L, LU FOERITEE AR Hi:

paragraph 6 isreplaced by the following:
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22 A EOOBR CI05E IRV IR 4 S DS AN TR T, SAUSDTE AR,
WREE A K O RR El D 22 8 D ZEDR B DB AARRE 5728 K O
B CEOIFROB AR D018, Uikl R > TS a~& gt
BT TR, VRN, BEEREL DIEO LT AL DU AR DY
MRMEA OFN LS AB DT NE G —E DKL FIZHD 15 A, B4 1
AV ANE = N1 1) P =t = e e N9 ) i 3 i s Vo N YN 0 Y= e M v
DOE T, (EEFBO T TEDLID,

If duly justified for security reasons, the work programme may also provide that legal entities
established in associated countries and legal entities thatare established in the Union butare controlled
from third countries may be eligible to participate in all or some actions under Specific Objectives 1
and?2 only if they comply with the requirements to be fulfilled by those legal entities to guarantee the
protection of the essential security interests of the Union and the Member States and to ensure the
protection of classified documents information. Those requirements shall be set out in the work

programime.

55 1 BPEE, BONES PR ZS DTN E S H = E) D3RSI TU Dk TR
BRI 2R, RS 3 O FIZHLTEEN 6L Chif .

The first subparagraph shall also apply, insofar as concems legal entities that are established in the
Union butare controlled from third countries, to actions under Specific Objective 3:

@ B SHEanEHSNSS S, BN A N—tEe 2 )7 (580 A7 I G
L1205 O

to implement the Furopean Cybersecurity Alert System where paragraph Sa applies; and

(b) 5T b 2NEHINAYE, BU YA/ 3 —t 2T (U —T %2357
0, 1;

to implement the EU Cybersecurity Reserve where paragraph Sb applies.”;

@ T 145EE 2T, LUFOE0ICESHAZ H55:

mnArticle 14, paragraph 2 is replaced by the following;:

2.

FHENE, LT, FARRYe T A E L CORRE D56 F 3@ R O E &IS58
Baah, MBEHAO P TEDLN RO INILY, Beaf2ftiiGgD,

The Programime may provide finding inany of the forms laid down in the Financial Regulation, including
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in particular through procurement as a primary form, or grants and prizes.

TEENOD B BIDEERGS, Fof i M O —E ADFEAZER T 556, BIRkal3,
RGOSR A 201424/EU OB R4 201425/ BU D HrCREFESIT-3
YR FATESFNETR CHLZARE L TR, fEEnG5,

Where the achieverment of the objective of an action requires the procurement of imovative goods and
services, grants may be awarded only to beneficiaries that are confracting authorities or contracting entities as
defined in Directives 2014/24/EU®and 2014/25/EU® of the Furopean Parliament and of the Council.

{EENOD B AZ =R S 72801Z, KBUSERAE AN —A T FZH I ATREL /2> TU Ve
YL E AT —E ZOUHGE LT D856, B4R 3 SRIE TR,
[RICHRETFROHT, ZARRESIDHEEDFEOHLNITD,

Where the supply of innovative goods or services thatare not yetavailable on a large-scale commercial basis
is necessary to achieve the objectives of an action, the confracting authority or the contracting entity may
authorise the award of multiple confracts within the same procurement procedure.

INFEDURZE EORIEIZIE S bSTVOBEITBAL, 22K Jm 7ol 33K E TS, 225K
DA THIZSERINE S OFHRINI D" LA R TED,

For duly justified reasons of public security, the contracting authority or the contracting entity may require
that the place of performance of the contract be situated within the territory of the Union.

EU YA —tF 2T AU —T7 DI O ETfia FEET D8, MONEES KDY
ENISA 13, ZOBIRIDE 10 5t~ TRt BRE L O —EDRIONCH =304
(R CIREE T D72 O H R KRR E L A TENLASD, FRINZEE S KON ENISA 1,
WL —ENCKRIL, B RO —EREEAT DL, IR DR OEIRGETD28,
FAL, BE AL GO ENNT DI LT, HFEEE LU CHTEICXD, FRNGE
2 N O F2 O AIBU, Buratom) 20242509 055 168 4545 3 TE) SORHAIIZ LY, B
D= ED SO, KONEERFA1E ENISA ISR T T A% T3 57201
PIEHDET D,

When implementing procurement procedures for the EU Cybersecurity Reserve, the Commission and
ENISA may act as a central purchasing body to procure on behalf of or in the name of third countries
associated to the Programme in accordance with Article 10 of this Regulation. The Commission and
ENISA may also act as wholesaler, by buying, stocking and reselling or donating supplies and services,
including rentals, to those third countries. By way of derogation from Axticle 168(3) of Regulation (EU,
Euratom) 20242509 of the Furopean Parliament and of the Council ™, the request fiom a single third
country shall be sufficient to mandate the Commission or ENISA toact.
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EU YA —tX 2T AU —7 D7 OFHETRa FET D5, NEES KDY
ENISA 1%, BRIGEEORERE, $Hi%, F55RE TR0 3En41230 T
FEE T A7 OH YU ARERREL T TENLASD, BROMNZE BT BNISA 13, RMEA
DOER, Mk, FRRE TR, BM RO —E 22 ENT DL, AT 52
RO DI, L, BEIDZEEEDFATD281ck- T, HiFg2EE L
THITEICES, HHIEU, Buratom) 20242509 055 168 2555 3 TENSORHAIZ XD, BAho
MRIMEL S ORERE, #H, SRR E TR SOEEE, MONEESF/ AT ENISA (2
ST T AR TAE DI DI H7abDE 975,

‘When implementing procurement procedures for the EU Cybersecurity Reserve, the Commission and
ENISA may actas a central purchasing body to procure on behalf of or in the name of Union institutions,
bodies, offices oragencies. The Commission and ENISAmay also actasa wholesaler, by buying, stocking
and reselling or donating supplies and services, including rentals, to Union institutions, bodies, offices or
agencies. By way of derogation fiom Article 168(3) of Regulation (EU, Euratom) 2024/2509, a request
from a single Union institution, body, office or agency shall be sufficient to mandate the Commission or
ENISAtoact

FHENE, REANL— a OFIFANIZHOIRE FER O L-> ThE SRl el
LS.

The Programme may also provide financing in the form of financial instruments within blending operations.
O AHFIE BT D M OFES 2004/18BC ZBE L9 DM R OB 2014452 H 26
H R4S 201424/BU (OJL %4, 2832014, p. 65).

Directive 2014/24/EU of the Furopean Parliament and of the Council of 26 February 2014 on public procurement
and repealing Directive 2004/18/EC (OJL94,28.3.2014, p. 65).

) 7K, TR, Wi OMEE—E R 6\ Y CEBS T DR C LD EIC
BE9- M ONCHES 20141 7ECZBE 35201442 H 26 H DFE4201425BU(OJL.94,2832014,
p.243).

Directive 2014/25/EU of the Furopean Parfiament and of the Council of 26 February 2014 on procurement by
entities operating in the water, energy, transport and postal services sectors and repealing Directive 2004/1 7/EC (OJ
1.94,2832014,p.243).

) BRIES DR PRI Tl rIae & it ForERRN BT RN KO
FREE0D 2024 4F- 9 A 23 HOMAIEU, Euratom) 2024/2509 (OJ L, 2024/2509, 26.92004,). ;
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Regulation (EU, Euratom) 2024/2509 of the Furopean Padiament and of the Council of 23 September 2024 on
the financial rules applicable to the general budget of the Union (OJ L, 2024/2500,26.92024).’;

() LATDEBIDOFINFEASND:

©

the following article is inserted:

'8 165c a FERUE DL
“Atticke 16a Conflicts of rules

RRMHAS—t 2 2 U7 AR AT Iva FEET DI AT T, 1 ATae il
TEL, HHIBU) 202538 D 4 55, 55 5 5K O 9 5D CEDLIRUEE T, 20D
FRRINDSTBLFHRIEU) 202538 DE 4 55, 55 5 5K O 9 S-EDREIDHSMOBE A2 30
T, BEDEEEL, 2>, {2 ORI L GRS,

Inthe case of actions implementing the Furopean Cybersecurity Alert System, the applicable rules shall be
those setoutin Articles4, Sand 9 of Regulation (EU) 2025/38. Inthe case of aconflictbetween the provisions
of this Regulation and Articles 4, 5 and 9 of Regulation (EU) 2025/38, the latter shall prevail and apply to
those specific actions.

EU A =27 (P —T OFAITBOT, HHmEEREL O = EDS o=
SOOFFINOBENE, HHIEU) 202538 DF; 19 ZDHTEDHIL TS, ZOHIRINDSRIHE
SHIRIEU) 202538 DF; 19 SREDDHRAROG A ZI TS, $BEDMERL, 2>, 24
F%ME 2 DIFEN R CEHSN, |;

In the case of EU Cybersecurity Reserve, specific rules for the participation of third countries associated to
the Programme are laid down in Article 19 of Regulation (EU) 2025/38. In the case of a conflict between the
provisions of this Regulation and Article 19 of Regulation (EU) 2025/38, the latter shall prevail and apply to
those specific actions.”;

19563, IR OLIBITEEHAZ Hs:
Article 19 isreplaced by the following;:

'8 195 BiRkE
*Article 19 Grants

FHED TR DR, EIRRIOS VI ZIhE-> TG-S OSEEEHISN,
Do, FAEGRANDE 190 50 CEDOIV-ILFIE SO EARFHIZ T 5247,
W72 B D 100%ETEIELSS, TOLI72BhR4 L, SR E 2OV N TERD
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HOLLT, iG-S K ONEEEHSND,

Grants under the Programime shall be awarded and managed in accordance with Title VIII of the Financial
Regulation and may cover up to 100 % of the eligible costs, without prejudice to the co-financing principle
as laid down in Article 190 of the Financial Regulation. Such grants shall be awarded and managed as
specified for each specific objective.

Rk A iU I 3BT, FEROEHE UL, ERRIOSE 195 5545 1 TBATRE,
JREIBU) 202538 D 9 Sl Tl GERILSIAERKE K OHRIEU) 202538 D 5 5[
IRITRAT AL )= T N IHRL, BOOCH S BA MG,

Support in the form of grants may be awarded directly by the ECCC without a call for proposals to the
Member States selected pursuant to Artick 9 of Regulation (EU) 2025/38 and the Hosting Consortium
referred to in Article 5 of Regulation (EU) 2025/38, in accordance with Articke 195(1), point (d), of the
Financial Regulation

YA N—T X2 ITH BN = LDT DDA D TSI D3R, IREDHE R
LIS, MBRIOSS 195 2555 1 TAITHE, FEREITHL, ECCC 2bE#Zfthan
5%

Support in the form of grants for the Cybersecurity Emergency Mechanismmay be awarded directly by the
ECCC to Member States without a call for proposals, in accordance with Article 195(1), point (d), of the
Financial Regulation.

HHIEU) 202538 D 18 SDHCRED HIVI-AR AAfBhE S AR BIL T,
ECCC 1%, BRINZEZ MO ENISA (XL, $#EROFEHE U EHA BSR4
FRIEOEH B TGS D,

With regard to actions supporting mutual assistance provided for in Article 18 of Regulation (EU) 2025/38,
the ECCC shall inform the Commission and ENISA about Member States’ requests for direct grants
without a call for proposals.

FRAIEU) 202538 D 18 4D CEDSI AR AAfBIE ST DIREN BT, 7
-, MBIRANOSE 193 545 2 THF 2 BIME@IHE , ZOE M, #IECIE 4 bShss
ATRTL, Bk FEE RSN 0L RN G558 V) Vo T2l L Th,
RS CHOEHIMIENATD,

With regard to actions supporting mutual assistance provided for in Article 18 of Regulation (EU) 2025/38,
and in accordance with Atticle 193(2), second subparagraph, point (a), of the Financial Regulation, the costs
may, indulyjustified cases, be considered to be eligible even if they were incurred before the grant application
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was submitted.”;
(7 BRI, ZOFRIORH GG THUESIS,

Annexes I and Il are amended in accordance with the Annex to this Regulation.

BEBE FEDOET
Atticle23  Exercise of the delegation

L.

ALRDOTTEDDI AR T, ZHESIVATRAEEIRT DRI, RONEERITHLTE
ABND,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this Article.

55 145555 THIOR T ZA TSIV T A2 BT DHEBRIE, 2025472 H 5 5 S4FER], RNEE S
XU TEZ HND, BRINEBE R, £0 SRR TRIDIECES 993 LIRS, HEROZELD
BRI DM EA VBT D, HEFRDZATE, SHIRIOR TRIDEEY 3 7> LIPIZER NG
EFEAIFIHELDNZDIIIFERA SR B, [E—0HI T, BVRISGERSND,

The power toadopt delegated acts referred to in Article 14(7) shall be conferred on the Commiission fora period of S years
from 5 February 2025. The Commission shall draw up a report in respect of the delegation of power not later than 9
months before the end of the S-year period. The delegation of power shall be tacitly extended for periods of an identical
duration, unless the European Partiament or the Council opposes such extension not later than 3 months before the end
of each period.

55 1455 T ORI HEBROZHAH L, BRNGER T IFRFR LT, Vo Th, BESSD, B
THORTENY, SRARE D TORSIIMEROZITaAE TSED, TORIHUL, BU B EORE
DETROFBZENTIEIL, FAE, ZOPEDHTHRESNDE HIZHERT %, TOEHUL, BEC
RN CQNGEAESNATRO AN S 527320,

The delegation of power referred to in Article 14(7) may be revoked at any time by the European Parliament or by the
Council. A decision to revoke shall put an end to the delegation of the power specified in that decision. It shall take effect
the day following that of the publication of the decision in the Official Journal of the European Union or at a later date

specified therein. It shall notaffect the validity of any delegated acts already in force.

FTAESNAA TAZEART RN, BONEESL, KBV WAEIEST 2 20164F 4 H 13 H ORI
BEOHFTEDOOIFAFRIN IR, FAERIED SR E SN0 O R A5,

Before adopting a delegated act, the Commission shall consult experts designated by each Member State in accordance
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with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making,

FHESNATRAZIRUARIE DI, BNEBE T, BN R OB TR, [RIRH @k
%)o

Assoonas itadopts a delegated act, the Commission shall notify it simultaneously to the Furopean Parfiamentand to the
Council.

55 14 556 T BRI OBRSI RSN T2, WRINGER M OB TR 52 DA T2 08N

25 2 7 H VIR NG M OS2 N Bb RN RIAS IV ) 1oL, T, 20
HIFOT TR Tl Th, FRONGERS K OB 2O ME DN Z BT U CEEI VRV Bl
LT EETHERT D, ZOWIRNE, BN T IR HORETIY, 2 A FTERSN
2o

A delegated act adopted pursuant to Article 14(7) shall enter into force only if no objection has been expressed either by
the European Parliament or by the Council within a period of 2 months of the notification of that act to the Furopean
Partiament and the Council or if; before the expiry of that period, the Furopean Partiament and the Council have both
mnformed the Commission that they will not object. That period shall be extended by 2 months at the mitiative of the
European Partiament or of the Council.

BUFE ZEREOFH
Atticle24 Committee procedure

L.

MNZE T, FIRIEU) 2021694 0% 31 5555 1 TR 2 WRINGHEFFEZE B2l T
W25, ZOZEZT, HEIEU)No 1822011 DEKIZBITAEE S THD,

The Commission shall be assisted by the Digital Furope Programme Coordination Comimittee referred to in Article
31(1) of Regulation (EU) 2021/694. That committee shall be a committee within the meaning of Regulation (EU) No
182/2011.

AL HZ B Tho- &3, HEIEBU)No 1822011 D 5 53D,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 1822011 shall apply.

£ 25E& FHERUREL
Article25 Evaluation and review

L.

202742 H 5 HETZRUFDORII7KEL AF4EZ, BINEBERE, ZOMAIDH TEDSHIL
T-HSEOBREVEZHEL, 7>, BRIV M OB 6L, %&ié%ﬁgma‘éo
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By 5 February 2027 and at least every 4 years thereafter, the Commission shall evaluate the finctioning of the measures
provided for in this Regulation and shall submita report to the Furopean Parliament and to the Council.

F VORI, LT, LT 0GRz Hilid %:

The evaluation referred to in paragraph 1 shall assess, in particular:

@

®)

©

RESNTZENT A= T R OERE L DA/ N— T D%, ZihsalRelal &g,
CSIRTs /NI —7 DA k458 8% G0, FASNT-IFIROEDE, WO, Y173~
BB O 2T NN A OO HH X ORISR A T 9D STk U TR O
HOBAROBHFEI TR CTERBD T IS ERRL T ; 2R SRS A A —EF =T
HUDY—)b, A2 TFHATH—E DD DEP EaHRtoR ; 57, FOIEE) I AT
REZRLENT, [EINY A/ = NT'L, FEH(EU)2022/2555 5 3 SR WABDIETAR K OV
IRERDEF R 2 =T F O IER O 2 =7 LD D 1DV ~)L

the number of National Cyber Hubs and Cross-Border Cyber Hubs established, the extent of information shared,
including, if possible, the impact on the work of the CSIRTS network, and the extent to which those have
contributed to strengthening common Union defection and situational awareness of cyber threats and incidentsand
to the development of state-of-the-art technologies; the use of DEP funding for cybersecurity tools, infrastructure,
or services jointly procured; and, if the information is available, the level of cooperation between National Cyber
Hubs and sectoral and cross-sectoral communities of essential and important entities as refenred to in Aticle 3 of
Directive (EU) 20222555

iz G, A3 —tX 2T (B EAN = A LD T HUERERD T2 BIEEN O
OGN, DEP E&tfta 4, RERYAN—Xa VT4 T b, K7t
Nt X2 VT YA T N ORI EE 2 A S =X VT AT N3 5%F
WM OFAUT DO, WONT, A7 3—tF 2 VT B A =X LD ) D
AT S O

the use and effectiveness of actions under the Cybersecurity Emergency Mechanism supporting preparedness,
including training, response to and initial recovery from significant cybersecurity incidents, large-scale
cybersecurity incidents and large-scale-equivalent cybersecurity incidents, including the use of DEP funding and
the lessons learned and recommendations from the implementation of the Cybersecurity Emergency Mechanism;

DEP & &AM ORIE &Y, T DIAT EOBYRIZIITD EU YA/ S—tF 2T (U —
T ORI R OFENE, €OV —EAZDIAT E G0, —EADZZ AR, BT DINE
DIZOD RN BU YA/ 38—t 2T (U =T DEESN DD, AT ND
B 1E R O B E S i h—E A Ziaffas - —e 2%, IONZ, BUHA/N
— X DT AU —T DI SO AT L OHERE S TH;
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the use and effectiveness of the EU Cybersecurity Reserve in relation to types of user, including the use of DEP
funding, the uptake of services, including their type, the average time for responding to the requests and for the EU
Cybersecurity Reserve to be deployed, the percentage of services converted into preparedness services related to
ncident prevention and response and the lessons leamed and recommendations from the implementation of the
EU Cybersecurity Reserve;

d) AR OV IMEZELF PRI ONAZ— T T a5, T8RRI ToT-
HERINIEENOREESE M O —E 2D DI 23 T H T L~ DZOHIHIND
Bk, WG, BI7E DA/ 3—tF =27 FORRER ORe 1458 T4 Wiy H
EDlie s AT
the contribution of this Regulation to strengthening the competitive position of the industry and services in the
Union across the digital economy; including microenterprises and small and medium-sized enterprises as well as
startups, and the contribution to the overall objective of reinforcing the cybersecurity skills and capacities of the
workforce.

3. B 1 IORTHREEZIGEL T, WONEERIT, Thosidlalsid, OSSR LOHEEFRIC
L, ZORRIAUIES 27 DD kR EE AR T2,

On the basis of the reports referred to in paragraph 1, the Commission shall, where appropriate, submit a legislative
proposal to the European Parfiament and to the Council to amend this Regulation.

B20FE H

Atticle26 Entry into force
ZORIANE, BU B LEZRITHEDR0 20 ARSI 2,

This Regulation shall enter into force on the twentieth day following that of its publication in the Offficial Jowrnal of the
Evropean Uriion.
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ZOHENL, FOREIZAONTHIE NG, 7>, ETORREICB O CEEAZEASHA,

This Regulation shall be binding in its entirety and directly applicable in all Mermber Staes.

2044F 12 A 19 BIZ7 VB UZBW T,

Done at Brussels, 19 December 2024.
PRINEESEL T HEARLLT
For the European Partiament For the Council
£ RMETSOLA £ BOKAIJ
The President R. METSOLA The President BOKAJ.

104



FeERMEE 11515 (2026461 H)

U i
ANNEX

FHIHIBU) 2021694 13, LA FOEEIZUOESNS:

Regulation (EU) 2021/694 is amended as follows:

)

BIHE T OFZENT, MERI%IE: 3—H A 3—EX2 0T L OERL, LL T OSBcEEHz 5
n5h:

mnAnnex I, the section “Specific Objective 3 —Cybersecurity and Trust’is replaced by the following;
MEBIXER 3—H/ \—Fa ) T RUMERE

Specific Objective 3 —Cybersecurity and Tirust

FHENE, FEREU) 2016/1148 DI SHRT HZ LI585, BINEEGOYA/ >—t% =)
TARESEDWES) R O I b DD, WONS, TR OB 2 A S~
DR DT DRI R OARFERI M O FZBIRE /%) ESELZHZRD, BES D7
DHVISIEE, AR M OB E TR LT DI HDE THEN Dsfd b, 1S OS54
T2,

The Programme shall stimulate the reinforcement, building and acquisition of essential capacities to secure the Union’s
digital economy; society and democracy by reinforcing the Union cybersecurity industrial potential and competitiveness,
as well as by improving capabilities of both the private and public sectors o protect citizens and businesses from cyber
threats, including by supporting the implementation of Directive (EU) 2016/1148.

ZOAABIRIROD FIZHDIRMIOTER), KON, FNHEuelxiy, %R L, LI FoL0%a]
95

Initial and, where appropriate, subsequent actions under this objective shall include:

L. RAIRA TR OT 8B e KBRS 7Ol B o7t =7+
Db, A2 77 O NNT~ORERSEIEOHLFHE , TOI7 L FHEE L, BRINDA]
— X2 UT AR AT LTS DIEIN YA ST R ONET A DA/ N— T B
b, YA =22 )T DO B itk f O &R, A7 S22 F T DRI 8k
~OFEE, WO, BRIN AT 70 AR P ORRERAFN R U TR TEA8512Eh
DA — L ~DPEE % E 155,

Co-investment with Member States in advanced cybersecurity equipment, infrastructure and know-how that are
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essential to protect critical infiastructures and the Digital Single Market at large. Such co-investment could include
investments in quantum facilities and data resources for cybersecurity; situational awareness in cyberspace
including National Cyber Hubs and Cross-Border Cyber Hubs forming the European Cybersecurity Alert System,
aswell as other tools to be made available to public and private sector across Europe.

T NGO YA S =t 2 )T LB R LT DR OV — 2255
B, BAHAR O NOBBEALIT DL, MR ENORE LS A N —2
42, RO, THUOLERE AN AR PEE R OTEL S T LA MERITT D
L,

Scaling up existing technological capacities and networking the competence centres in Member States and
making sure that those capacities respond to public sector and industry needs, including through products and
services thatremforce cybersecurity and trust within the Digital Single Market.

HERSEARARTL C, FRIH TR YA/ S—tF 2T A LAFHHDY ) 22— a O i ol
R T DL, TDOIIBUENY, TG HEOREENET, WO UT 1L e%
s DA T 0D,

Ensuring wide deployment of effective state-of-the-art cybersecurity and trust solutions across the Member States.
Such deployment includes strengthening the security and safety of products, fiom their design to their
commercialisation.

FIZIE, A S =T 2T A EREDFEZRIZ DALY, TAHUHDE A 2 OEFHfED
TR EISSEDHZEZID, 2L C, BERVRH SR IlA~D T 72 2 tET 5 L2k
0, Pl H— /T R EEI NI COA =12 )T OIS A N5
EDFHE,

Suppoart closing the cybersecurity skills gap, taking into account gender balance by, for example, aligning
cybersecurity skills programmes, adapting them to specific sectorial needs and facilitating access to targeted
specialised training,

I TEASBEAOMOOR EATBI 2 53 K ORI EH AL~ VOB C& D~ —U Rl
T AP —ERT 0 T OV —T D% &R &, A DA/ N—X 2T 1 —E A
DOESEZENLUT, KE2Y A/ —tF )T (AT T N OKRE 2 A S—tF 2 U7 A
T NSRS HE M O AU DR SR AR ER DR o Esnl, |

Promoting solidarity among Member States in preparing for and responding to significant cybersecurity incidents
and large-scale cybersecurity incidents through deployment of cybersecurity services across borders, including
support for mutual assistance between public authorities and the establishment of a reserve of trusted managed
sectrrity service providers at Union level.’;
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Q  BHERINZINT, HEBIISR 3— A —tF 2 DT M ONERUIE, BL FOLBITEE L His:
inAnnex IL, the section “Specific Objective 3 —Cybersecurity and Tiust’is replaced by the following:

MERIXER 3—H/ \—Fa ) T R UMERE

Specific Objective 3 —Cybersecurity and Tirust

3L

32.

33.

BRI A7 S—T 2 VT A AT DO BT Db D% G, HRFHESI A/ —
X IT DAL 7T LT —IVE A TFOM ST O

The number of cybersecurity infastructure, or tools, or both jointly procured including in the context of the
European Cybersecurity Alert System

BRI AR—T 2T T 7T ~DT 725 QDRI R ORI B 2R 2=7 4D
"

The number of users and user commumnities getting access to Furopean cybersecurity facilities

PAR—EX 2 DT AR EAI =R LD FICBTEA =2 VT A2 T NSk 51
fHREES N OIS Dok S 32158 % .

The number of actions supporting preparedness for and response to cybersecurity incidents under the
Cybersecurity Emergency Mechanism’.
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