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Regulation (EU, Euratom) 2023/2841 of the European Parliament and of the Council of 13 December 2023
laying down measures for a high common level of cybersecurity
at the nstitutions, bodies, offices and agencies of the Union
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SHEGAEINGERI A LA,

I ONETHRUANE>THHL,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Tieaty on the Functioning of the Furopean Union, and in particular Article 298 thereof;

Having regard to the Tieaty establishing the Furopean Atomic Energy Community, and in particular Article 106a thereof,
Having regard to the proposal from the Furopean Commission,

After transmission of the draft legislative act to the national parfiaments,

Acting in accordance with the ordinary legislative procedure

Wheress:
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TEBIOT T 7R L7 2o CUVBDS, TV DIEENE, F2 4SS QU VR,

In the digital age, information and communication technology is a comerstone of an open, efficient and independent
European administration. Evolving technology and the increased complexity and interconnectedness of digital systems
amplify cybersecurity risks, making Union entities more vulnerable to cyber threats and incidents, which poses a threat to
their business continuity and capacity to secure their data. While the increased use of cloud services, the ubiquitous use of

' IRINR D 2023 4 11 H 21 AR RS (FHAE#R) MOS0 2034 12 A 8 BAHTRGE,
Position of the European Parfiament of 21 November 2023 (not yet published in the Official Joumal) and decision of the Council of
8 December 2023.
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information and commumnication technology (ICT), the high level of digitalisation, remote work and evolving technology
and connectivity are core features of all activities of Union entities, digital resilience is not yet sufficiently built in.

BRNBEEDIETARDNERL TS YA 2B, F T LORIBIZHD, TD&H7e%
D TET BN AT DT O DM DIEBIREFIROSIR, SNROBROBEEAIT%
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FMAE, FITE LTS, B TRAE DX v <= RIS T H BN ESHZb D7D,
WSR2 O - D BB IS VDI AAD D, BB TR B DN A DED
A N—IBE T T T DR —AL, BN DT EAHERF L QU VD,

The cyber threat landscape faced by Union entities is in constant evolution. The tactics, techniques and procedures
employed by threat actors are constantly evolving, while the prominent motives for such attacks change little, from
stealing valuable undisclosed information to making money, manipulating public opinion or undermining digital
mfrastructure. The pace at which threat actors conduct their cyberattacks keeps increasing, while their campaigns are
increasingly sophisticated and automated, targeting exposed attack surfaces that keep expanding and quickly exploiting

MRS OIETARD ICT 8553, A AT A ST —2DiitvEb b, Fe, ZO ICT B
BEDa—%, BB AL VD, 20 ICT BB A RERSIL QDAY WZ I, fi5h»
DAEED, BHNTHE—0 BU MR PRESHTY V22U Th, RIS OB
WL CaE ETR U ORI 5 A DR G E NSO e 8%, JVIRFICH B
HEVOTEEFERRU QU VD, MIA T, BRINESOIEFARO—ED ICT BBl X, ARkED ICT Bl
PRSI, MERKED ICT BREECKIL THA S—tF =7 LDVA % Beg 2R ES O
FARNDAL T U NOFEDEDAL L TN ELSE TNV, Ao T NI #E A3
T, B OV A S i A EN SR 52 DA T A NDRRHE R S DA,

Union entities’ ICT environments have interdependencies and integrated data flows, and their users collaborate closely.
That interconnection means thatany disruption, even when initially confined toa single Union entity; can have cascading
effects more broadly, potentially resulting in far-reaching and long-lasting negative impacts on other Union entities. In
addition, certain Union entities’ ICT environments are connected with Member States” ICT environments, causing an
incidentinaUnion entity to pose acybersecurity risk to the Member States’ ICT environmentsand vice versa. The sharing
of incident-specific mformation may facilitate the detection of similar cyber threats or incidents affecting Member States.

RGBS OETARND, PRUFORERITHY, @ etRee 72 EiA b OB T 278 B O
SNODBEBUZIETEL CND, ZIVEFIRAL, YA/ N—[BIE )DL~ LSRG N R DA/
—IEEEARHH LR O UGS DRENE, ZHoDIEFEORIZR Y CRE R > TS, £
DZEND, BRNEEOIEFROBENCEST, FFESI= A/ S—tF =27 LOUAZE R G-
To A3 =X 2T O, WAL OB FZEENUC, ZHDOETAN, Hmn
BNV A= VT A BE T DD THD,
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Union entities are attractive targets that face highly skilled and well-resourced threat actors as well as other thieats. At the
same time, the level and maturity of cyber resilience and the ability to detectand respond to malicious cyber activities vary
significantly across those entities. It is thus necessary for the fimctioning of the Union entities that they achieve a high
common level of cybersecurity through the implementation of cybersecurity measures commensurate with identified
cybersecurity risks, imformation exchange and collaboration.

KR R O DFEA(EU) 202225559 %, AR E AL ROETAR, BSHERDH Y
JRIEFHFR S O R U CORRINES DA N—RIE ) e O T AR RE 1A B ) Bt
BZEEAANEL TS, ZHUPZ, FEA(BU) 20022555 L—EMA0, 7>, [FFESDL~LoF;
B M DER TED DAL T, BRIMRE S OG5 00 - SR D3
HD,

Directive (EU)2022/2555 of the Furopean Partiament and of the Council® aims to firther improve the cyber resilience
and incident response capacities of public and private entities, competent authorities and bodies as well as the Unionasa
whole. It is therefore necessary to ensure that Union entities follow suit by providing for rules that are consistent with
Directive (EU) 2022/2555 and mirror its level of ambition.

HSBDRNA DY A =X 2T MBI 2720, BIMESDOHET R ETOV A/ —
T 2UT A EDVRTDFNN > DGR 2~ F A NAERL, 7>, MR GeIE R O iE B
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ThD, MERHIAT, G55, KK, UK, IBIELEIDIERD IR PR £ IR N S OIEFER
DI QNG AR iR ~DOHEEROY IRV 2T 7 B AL Z USRS DB O TiHoTC,
FINT =20 R ONERRS AT D U GRS, IMESH, B S E 3T 7B AR 6E/e T
—Z ORI, FIEE, Seet s IR E AGLLDITHIL T, Ry —7 RO A
T LN A AT DO R AR D AN T DA — P — R 7 P a—F 4 JffEL
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To reach a high common level of cybersecurity, it is necessary that each Union entity establish an interal cybersecurity
risk-management, govemance and control fiamework (the “Framework’), which ensures an effective and prudent

managementofall cybersecurity risks, and takes account of business continuity and crisis management. The Framework
should establish cybersecurity policies, including objectives and priorities, for the security of network and information

2 PRMAIDIEED N NSO A ST 2 )T DT DOHEI BT 5, BIHIEU) No 9102014 L O¥ER
(EU)2018/1972 A IELAFON AR (EU) 2016/1148 2B 13 2R M as L OB 20024512 H 14 HOfRS
(EU) 20222555 (NIS2 i547) (OJ L333,27.122022, p. 80).

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common

level of cybersecurity across the Union, amending Regulation (EU) No 9102014 and Directive (EU) 2018/1972, and repealing
Directive (EU) 2016/1148 (NIS 2 Directive) (OJ L.333,27.122022, p. 80).
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systems encompassing the entirety of the unclassified ICT environment. The Framework should be based on an all-
hazards approach whichaims to protect network and information systemsand the physical environment of those systems
fiom events such as theft, fire, flooding, telecommunication or power failures, or unauthorised physical access and
damage to, and interference with, a Union entity’s information and information-processing facilities, which could
compromise the availability, authenticity; integrity orconfidentiality of data stored, transmitted, processed or accessible via
network and information systems.

PEHZD NIZRBUWTRFESIV YA/ =1 2 )T LDV AZZE 2720, BRMNEE DA
T, U OHBIR BT EORE, FEREE oORTE KL Ok LORE AT ~& T
D%, TIHLDFSEE, WRINESDETIROY A/ S—tF 2 )T 4258 b DT ZORID
HCEDSITIZ IOV ANt 2T EOVAT = A NDOREEI LT _E TS,

To manage the cybersecurity risks identified under the Framework, each Union entity should take appropriate and
proportionate technical, operational and organisational measures. Those measures should address the domains and
cybersecurity risk-management measures provided for in this Regulation to strengthen the cybersecurity of each Union
entity.

MHADH TREESNIZE PE N OV A/ N~ 2 )7 EOUAZF N EI A S —tF% =)
TADREAERHID SRS HIENE, BRNE S OFE R I > GRIGNA A/ S—tF )
TAFHEDO I MESNARETHD, A/ —tX =T (5HEN Y, BURS = A—t =7
A EDVAT AN B G H_ETHD,

Theassets and cybersecurity risks identified in the Framework as well as conclusions derived from regular cybersecurity
maturity assessments should be reflected ina cybersecurity plan established by each Union entity: The cybersectrity plan
should include the adopted cybersecurity risk-management measures.

YA =X 2T el D A TG BFE 20T, ZOMANC L> GECON A E D
YR OB, BRMNEADIETARD YA R—F 2T EOUARY, EHER QYA 3—FF
2T ADRENEDZAIZIROL, EHWICSGETSNHEThHD, A/ —EF =2 U7 (FHEE, 2
AR, FL, FAWSEEI R L X, YA — 2T RS I T I A D K& R
Lk, JOBEHRNCSGETSNDRETHON, M, TN, >0, W7eddt, 4 FHT, RIE
SNHRETHD,

As ensuring cybersecurity is a continuous process, the suitability and effectiveness of the measures taken pursuant to this
Regulation should be regularly revised in light of the changing cybersecurity risks, assets and cybersecurity maturity of
the Union entities. The Framework should be reviewed on a regular basis and at least every four years, while the
cybersecurity plan should be revised every two years, or more frequently where necessary; following the cybersecurity
maturity assessments or any substantial review of the Framework.

(10) FIMEA DML CRUTAVE S A/ S 2T EDUR AL NS, AT
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The cybersecurity risk-management measures put in place by Union entities should include policies aiming, where
possible, torender the souroe code transparent, taking info account safeguards for the righits of third parties or Union entities.
Those policies should be proportionate to the cybersecurity risk and are intended to facilitate the analysis of cyber threats,
while not creating obligations to disclose or rights to access third-party code beyond the applicable contractual terms.

F—T )= ZDY A =T 2T DOV R OT TV r— a7, JoE L~ LA—7
VEZHRATD, AT LB L, BT — VR OF ESERMA L, FIIER R
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VT AD—ERELT, F—T v T —Z R OA—T ) —ZDOFI L B2 BB A Bk H 2L
(5T, AT =R TN T R O 7o F U ORI A E CEHRETHD,

Opensource cybersecurity tools and applications can contribute to a higher degree of openness. Open standards facilitate
nteroperability between security tools, benefitting the security of stakeholders. Open-source cybersecurity tools and
applications can leverage the wider developer community, enabling diversification of suppliers. Open source can lead to
a more transparent verification process of cybersecrity related tools and a community-driven process of discovering
vulnerabilities. Union entities should therefore be able to promote the use of open-source software and open standards by
pursuing policies relating to the use of open data and open source as part of security through transparency.
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DI NI CRDFAE 2 7202 S IR S B AN A & THD,

The differences between Union entities require flexibility in the implementation of this Regulation. The measures for a
high common level of cybersecurity provided for in this Regulation should not include any obligations directly interfering
with the exercise of the missions of Union entities or encroaching on their institutional autonomy. Therefore, those entities
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should establish their own Frameworks and should adopt their own cybersecurity risk-management measures and
cybersecurity plans. When implementing such measures, due account should be taken of existing synergies between
Union entities, with the aim of proper management of resources and cost optimisation. Due account should also be taken
that the measures do not negatively affect efficient information exchange and cooperation among Union entities and
between Union entities and Member State counterparts.

EIROF i b T D8 OFRRIZINT, ZORAINE, ORGSR NEE OB
TEARDS, BRI EROETN IS YA — 2T DRVl A S35
T CELIEATED HETHD,

Inthe nterest of optimising the use of resources, this Regulation should provide for the possibility for two or more Union
entities with similar structures to coopetate in carying out the cybersecurity maturity assessments for their respective
N

RIREE S OVE RIS CAE SRS E R O TB O BHRZ R T LA 570, YA/ 3—
TX VT o EDOYART R AANDET, FAmDZDII B A BRI AN BT, Bk
B NT—27 R OME AT NIRRT CTREN OB YA =T F 2 )T AUAZ L A0 TH
HRETHD, BMESORELT, MiAEEERDO A/ S—X 2 )T DL~V ] FSE57-
DIZ, BEAEFEOBIEEG O ICT TRAEY THZEAANWETRETHS, B,
728 10% DA —DFIER Y2 BAEDNERSND REThD, YA/ X7 DA
i, BRGEEDETARD YA/ =27 O Y3 E A NE T DA =
VT YA R U THABIL TN ED il T _&E T D, shiFfID NI DRRINE G OFER
TREBHES 23 FHIAL T 52872, ZORIRIOFRIE RSN AEAIDERINZE B SO
THEOHTT, BINEERE, YekEE RO TSN DI 32N E S OVEERD
FROEEN OWBE OB U218, ZORAN AT 2852 BB AN & THD,

Inordertoavoid imposinga disproportionate financial andadministrative burden on Union entities, the cybersecurity risk-
management requirements should be proportionate to the cybersecurity risk posed to the network and information
systems concemed, taking into account the state of the art of such measures. Each Union entity should aim to allocate an
adequate percentage of its ICT budget to improve its level of cybersecurity. In the longer term an indicative target in the
order of at least 10 % should be pursued. The cybersecurity maturity assessment should evaluate whether the Union
entity’s cybersecurity spending is proportionate to the cybersecurity risks that it faces. Without prejudice to the rules relating
to the Union’sannual budget under the Treaties, in its proposal for the first annual budget to be adopted after the entry into
force of this Regulation the Commission should take into account the obligations arising from this Regulation when
assessing the budgeting and staffing needs of the Union entities as resulting from their estimates of expenditures.

HGRD A INVDYPAN—TF2VT AT, YA =271, BMEEOSELROR |
L~V O E FAROEED FICADZEAEER T2, KINEGOETRDR LA~V OfE

TR, PEEADRE, A —tX 2T FOURE OB AT DT O3 —E%
2T AR HEIOAGRE G, ZOMBIDOIEEI TR T DS 2 A& ThD, A/~ UT 1D
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3k, 3706, H A OYA/N—X2 VT 1 DOEB TN THIEE, BIMES O TOMREFARIC
BT AL Ot DA 3=t 2 )T L DOYART~ A NOAEE DR A KI5 T
E)O

A high common level of cybersecurity requires cybersecurity to come under the oversight of the highest level of
management of each Union entity. The Union entity’s highest level of management should be responsible for the
implementation of this Regulation, ncluding for the establishment of the Framework, the taking of the cybersecurity risk-
managementmeasuresand the approval of the cybersecurity plan. Addressing the cybersecurity culture, namely the daily
practice of cybersecurity, is an integral part of the Framework and the comresponding cybersecurity risk-management
measures inall Union entities.

EU #15 (BUCH 2Bl 1o N7 —27 OB AT LD, WA Clvh, BUCH & Bk
IEAOIEEMRT, FRIOFHE, FABERE WA~ AN TRz g, ZDIo7e e
RS DT DI TR O e B 2 EOMSH A ZwH HZ LD Bk ESHD, EUCT &2 B+
NI —7 K OMERS AT MU T, #5E CII  o N— I R ONE RS AT L0 Eks et
X UT A FIEAES T DN D, FhUudz, BUC RO o NI —7 e OGS AT N,
AT O T N DI WREI BT 15585, ZOFER, Z0AIZBd 240
MSHAD VBN EAZGR LU CNEDS, ZOMRIE, BUCT 2Bl o NI —7 B ONE#R AT TR
TTEHSIVUAIZLD2, 72720, BRIME S OIETFR IS TEDINTT _REZENHRTERR
SNAHEENT, BU ORSEE, RN ONBJRIDT- 0D 2— 2 BR 2T — A (CERTEU) |3, H%

D ICT BRBENDAL LT U NEDBRRTISUNT, S A DIETIRTHL, Bzt c&s
_REThD,

The security of network and information systems handling EU classified information (EUCT) is essential. Union entities
that handle EUCI are required to apply the comprehensive regulatory frameworks in place for protecting such
information, including specific govemance, policies and risk-management procedures. It is necessary for network and
information systems handling EUCI to comply with more stringent security standards than unclassified network and
information systems. Therefore, network and information systems handling EUCI are more resilient to cyber threats and
incidents. Consequently, while recognising the need for a common framework in this regard, this Regulation should not
apply to network and information systems handling EUCL However, if explicitly requested to do so by a Union entity,
the Computer Emergency Response Team for the EU institutions, bodies and agencies (CERT-EU) should be able to
provide assistance to that Union entity in relation to incidents in classified ICT environments.

MRMIEADIETIAE, T —F R RAF D —E AT 1 M H T — B —E A7 0\ 7 &
1IR3 =R )T RO T 0 M E TG0, YT TAY RO —E AT T 7 LD
DOEHREERET DA S —F =2 U7 EOVAZ AT _&ETHY, 1>, TOVAI TS 5=
DO E R T HETHD, A7 3—1=2) 7 FOfEIL, CERTEU M SiuoiEH
TSSO TR E DSED LN REThHD, HiE &k ONERFES A TDEE, Bt
7, MONZ, FAUhNE H rTReZ 2L &L, W7 EE A O HATAEHEL ERRA e HATEETE, KOy,

EU @ 5G R/ NT—0 DY A 8=t 2UT A OFPESIT VAT OV BU O 5G A/ 3—&F =)
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TARE D — VR 7 AD 357, FEAEU) 20222555 DFF 14 RS> TRESI 17—
TSRS A N—tF 2T (VAT Ol S O &2 5D, SRR A M OSEA S
FHANEIEI BB ANSINDRETHD, AT, YA SO S OVRMN A O
DY A/ WE I JEAEGES D EOEEMAZ BN T, NSRS L OB OMIHIEU)
20198815 49 SRl 2> THIRSHVAIERNOBRINH A S— 2 U7 (GRREHRIEED TIZIsW T, i
¥&72 ICT 50, ICT Y—E AR ONICT 7 B ARG ELR SASD,

Union entities should assess cybersecurity risks related to relationships with suppliers and service providers, including
providers of data storage and processing services or managed security services, and take appropriate measures to address
them. Cybersecurity measures should be firther specified in guidelines or recommendations issued by CERT-EU. When
establishing measures and guidelines, due account should be taken of the state of the art and, where applicable, relevant
European and infernational standards, as well as relevant Union law and policies, imcluding cybersecurity risk assessments
andrecommendations issued by the Cooperation Group established pursuant to Article 14 of Directive (EU) 2022/2555,
such asthe EU coordinated risk assessment of the cybersecurity of SG networks and the EU toolbox on 5G cybersecurity.
Inaddition, taking intoaccount the cyber threat landscape and the importance of building up cyber resilience for the Union
entities, the certification of relevant ICT products, ICT services and ICT processes could be required under specific
European cybersecurity certification schemes adopted pursuant to Article 49 of Regulation (EU) 2019/881 of the
European Parfiament and of the Council®.

(18) 2011 4% 5 A, BRhE A ORI K OSERRO 5RO, FERhEE ZERICI >TSS
CERTEU D7D HFUE T — e iRE D RE LT, 2012 4E 7 A, F5REDIL, 35957,
BEAGEL, 1130, YA/ =tV TZH1F2 B IR D8RI HoBIE LT, RGO
BE, SRR OSSR O OB 2T A DL~V ARO[ FaN T AT LAk 57 btE
IV RfRIELC CERREU ZAfERF D2 MBIz, 201249 H, CERTEU 13, #EEERINT55%
HOMRINEBDDHAY 7 —AL U CRRIE SIS, 2017 4F 12 A, BRINEAORSES & OSHRR X,
CERTEU DA & OSERSE = | BB R S it L=, ZOMIANE, CERTBUDRERE, 5

3 ENISA (Mg & A S—t2e 2 D7 R (B2 M ONE B S BT O 1 St =) 7RG Bl
ONTHHIEUN0 5262013 ZBE LT DERMEER K OERF20 20194F 4 7 17 A OBIAIEUR019881 (13—t
2=V 41%) (OTL151,762019,p. 15).
Regulation (EU)2019/881 ofthe European Pardiament and of the Council of 17 April 2019 on ENISA (the European Union Agency
for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU)
No 52672013 (Cybersecurity Act) (OJ L 151, 7.62019,p. 15).
* RRMBESORERE, Kk OSBRI DDA 2 — B Rk 5T — 2 (CERTEU) ORI O RS 1 2B
TN, BRONEF, RRMES OB S, RNZRE S, WSS FREECHIFT, BN RETT, Kol
SRS, ERINAIMTEIN—E R, BRI RZRR R, BN B2 M ORGSR Toffo
HEOIC12,1312018,p. 1).
Arrangement between the Furopean Partiament, the Furopean Council, the Council of the Furopean Union, the European
Commission, the Court of Justice of the European Union, the Furopean Central Bank; the Furopean Court of Auditors, the European
External Action Service, the Furopean Economicand Social Commtiee, the European Commttee ofthe Regionsand the European
Investment Bank on the organisation and operation of a computer emergency response team for the Union’s institutions, bodies and
agencies (CERTEU)(OJC 12,13.1.2018 p. 1).
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Bl M OSERSEE | 2B A O RE Y ey NOEZ TED H & T, ZOMAIDSZENT, 2017 4E 12
A hEfESI= CERTEU Ok & OSERSH B B AREBERT T EOSIAI LT,

InMay 2011, the Secretaries-General of the Union institutions and bodies decided to establish a pre-configuration team
for CERT-EU, supervised by an inter-institutional Steering Board. In July 2012, the Secretaries-General confirmed the
practical amrangements and agreed to maintain CERT-EU as a permanent entity to continue to help improve the overall
level of mformation technology security of the Union’s institutions, bodies and agencies as an example of visible inter-
stitutional cooperation in cybersecurity. In September 2012, CERT-EU was established as a Commission Taskforce
with an interinstitutional mandate. In December 2017, the Union institutions and bodies concluded an Interinstitutional
arangement on the organisation and operation of CERT-EU*, This Regulation should provide fora comprehensive set
of rules on the organisation, finctioning and operation of CERT-EU. The provisions of this Regulation prevail over the
provisions of the Interinstitutional arrangement on the organisation and operation of CERT-EU that was concluded in
December2017.

CERTEU &, FRIMEAORERE, $H5%, S5 R M O RDT- 0D A3 —F 27— A ik
FRSNARETHON, TOHE FEDDZ T, CEREEU S\ WISHR IHER SN A& T D,

CERT-EU should be renamed Cybersecurity Service for the Union institutions, bodies, offices and agencies, but itshould
keep the shortname CERT-EU because of name recognition.

CERTEU 2/ CIDEL DI ARSI AR R 5-2 52 XNz, ZOBAN, BoMNESOE
FARRIOHABOEN NIV DY A/ ST UT AR50, BRI A —t =T %
B2 (ICB) ZF%E 2, IICB 1%, W NEADE AR I ORI FEAEAR D L R O
FHZEZENT, WNZ, CEREEU O— iy B A Fiid HID A A5 L O CERT
EU 1Tt U TG e AR 2282V T, BRAY R EAEI REThHD, FIudz,

ICB 1%, PRNEAOEEENMRESNOZ LA ~ETHY, £z, EU HJaryNy—2 (EUAN)
ZAUT, BRIMGEG O/, 550 & OSRODNFE GO & ThHD, ICB ORI ORI,

ERE 7 FRHRAN LTRSS A & THD, TOFFHIANT, ICB DEAERE DR L
AL~V DiEE FARDARFEDS, TICB AR FOFREAH DZEZATREIZL, 7>, IICB 1Tk CHE
W& _EDH A2 ZARATDBARL ~ VOGRS E D, ICB DEFISADREEOMB %5
WD, I, ICB 13, ICB DA 45720, IONT, E0blt, Bz, h—e2h&nas o
HGREZDRIZBIDEDIHT DT 7T —h, —EA~YLEEDTDOFHL, ZORAZ
FoTICB (TR TR N A OTE A ARSI SCE L OSSOl 3720 X TICB 2 R
AV EN 2B DU E DO L BEhET DI ORMODLO 78, B TR B RO OFFHID
BT A B 2SO 23\ VT, TICB OIS EHEN RO DD E B TRE T T35
72, WONZ, BRINE A OIEFRO A AT 5728, PUTRE R ERE TEXHEThHD,

ICB 13, $ 7RSO L OMERRE 5, B TEE SO TRIRAE ED D& ThHD,

In addition to giving CERT-EU more tasks and an expanded role, this Regulation establishes the Interinstitutional
Cybersecurity Board (IICB) in order to facilitate a high common level of cybersecurity among Union entities. The ICB
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should have an exclusive role in monitoring and supporting the implementation of this Regulation by the Union entities
and in supervising the implementation of general priorities and objectives of, and providing strategic direction to, CERT-
EU. The IICB should therefore ensure representation of the Union institutions and should include representatives of
bodies, offices and agencies of the Union through the EU Agencies Network (EUAN). The organisation and finctioning
of the [ICB should be frther regulated by means of internal rules of procedure, which may include further specification
of regular meetings of the IICB, including annuial gatherings of the political level where representatives of the highest level
of management of each member of the IICB would allow the IICB to have strategic discussion and provide strategic
guidance to the [ICB. Furthermore, the IICB should be able to establish an executive committee to assist in its work and
to delegate some of its tasks and powers to it, in particular in terms of tasks that require specific expertise of its members,
for nstance the approval of the service catalogue and any subsequent updates to it, arangements for service level
agreements, assessiments of documentsand reports submitted by the Union entities to the TICB pursuant to this Regulation
or tasks related to the preparation of decisions on compliance measures issued by the IICB and to monitoring their
implementation. The IICB should lay down the rules of procedure of the executive committee, including its tasks and
powers.

ICB &, ZOMANDIZEAE T, BINEEDOIEERENENDTA N —F = IT (RATv—%
FIE BFAZEZBNT, ROMESOVE LA SR T HZEAANET D, BRME A OE A
T 5729, IICB 1%, CERTEU DEIIKILTHAS L AAEL, BRNEAOEERZBITHA
N—tX 2T DL~V FIFHZ BT D2 IS A BN, (RO T LT 2—D72b D
THER OO RIZ ED, WONZ, ZOHANDIEELRHET H AN T 7T A AL G WAL
B9 22 LEAHNEL T, BIMEAYA 7 =127 ()5 (ENISA) D48 E5 T HHUT A/ 3 —F&
X2 UT U EDIFARY N—T DR EEAEET X Th%,

The [ICB aims to support Union entities in elevating their respective cybersecurity postures through the implementation
of this Regulation. In order to support Union entities, the IICB should provide guidance to the Head of CERT-EU, adopt
amultiannual strategy on raising the level of cybersecurity in the Union entities, establish the methodology forand other
aspects of voluntary peer reviews, and facilitate the establishment of an informal group of local cybersecurity officers,
supported by the European Union Agency for Cybersecurity (ENISA), with the aim of exchanging best practices and
information inrelation to the implementation of this Regulation.

MRIMEL B DA COMETAR I D RO E DY A/ S—t 2T H D720, Y%
EFERA FDOICTERSE - CE>QOARRME SO/, FER& ORROFREE, BUANDDES
SND 34 DRFEFNZLSTICBIZRBOTRESNAORETHA, AT —FUBRDOEF =T+
1, FLC, FHUDRIT, AT —ZUFROY A S—EX )T 41T, T— RO ThD, T—
SRFEES A=) T EORIOFFRZAFUIRS L, RNT — 2B e S, B lErRy
NI—2 DX =207 %G8, T 2ROy B TR DRI B R AR A > ZOMRAN AR5
PRI S ODVETARD— 2L LT, ZOREI NI T ICB TRV TREFESNDETHD, 1/ 3—
T2 VT A DEAT ST R OS5 IO BEEMEE BB, RNV A/S— o U7, Hifft
K OSRAIFERE LRI, TICB (2B TRESNORETHD, A/ 3 —F 272D
FREIRROHLEEL T ENISA OFEIL ENISA 2Me(id 234825581, e, MMNESOFHEA
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VITEFHP R AD A S 2 VT O EENMAEFEL, ENISA K OYFH & Hll ZBE3 280
HARNE, TCBIZERWTRFESNDRETHD, ZOHIHID T2k YT CERTBUIZE Y ThivA%
E ZHESL, CEREEU DR, TICB7S, CERTEU@EJ:LJ%E’J RS FIE R R T O e AR
&, ICB iR 2L~ T, ICB DETCHOE/ITHIFESNAETHD,

Inorder to achieve a high level of cybersecurity in all Union entities, the interests of the bodies, offices and agencies of the
Union that run their own ICT environment should be represented on the IICB by three representatives designated by the
EUAN. The security of personal data processing, and therefore also the cybersecurity thereof, is a comerstone of data
protection. In light of the synergies between data protection and cybersecurity, the Furopean Data Protection Supervisor
should be represented on the IICB in its capacity asa Union entity subject to this Regulation, with specific expertise in the
area of data protection, including security of electronic communications networks. Considering the importance of
mnovation and competitiveness in cybersecurity, the Furopean Cybersecurity Industrial, Technology and Research
Competence Centre should be represented on the IICB. In view of ENISAs role as a centre of expertise in cybersecurity,
and the support that ENISA provides, and in view of the importance of cybersecurity of Union space infrastructure and
services, ENISA and the European Union Agency for the Space Programime should be represented on the IICB. In light
of the role assigned to CERT-EU under this Regulation, the Head of CERT-EU should be invited by the Chair of the
IICB toall of the [ICB’s meetings, except when the IICB discusses matters relating directly to the Head of CERT-EU.

1CB 13, ZOBII R ODIERFRE A O FEEDE I N A TENELR OB FA R ~E T
%, ICB (L, By EOFHRIZREL, IICB 7% &L QDI DI S o HRAR v —
NNE RSN & TDD, THODESIRENY A —713, CERFEU, FRINEEOIETAR MK
OIS TERULLISNORIE R RE LB LT, a3 & Th5,

The TICB should monitor compliance with this Regulation as well as the implementation of guidelines and
recommendations, and calls for action. The IICB should be supported on technical matters by technical advisory groups
composed as the [ICB sees fit. Those technical advisory groups should work in close cooperation with CERT-EU, the
Union entities and other stakeholders as necessary.

ZORRANE L NCB 2R SHVSERTRE, B H LA TEERARN S OTE AR I
(ZIFZEL QU VR E TICB 23Wrd-28E1, IICB 1, BRI 2RME S DETADWNE TFoia
FHZETe, BFORE A BRI CEH_ETHD, IICB 1, B FOEEZERSITEH X Th
H—HET5L, ICB 13, v\ DLEOHEE, 37000, BlHA U RAFT IR ~&Th
0, YN IR NMEED WL 2 T X ZFRY, Febi\ EE, 370005, BRI 2RMNE S
DIEFRITT DT —ZOFA DR ME LR ARG _EThD, £DI7 51T, B
TR DERINEAOIETR I ZORAIO R0, BN, KR F X BT E R
1T HEFMNIAITIRY, SO REThA,

Where the IICB finds that a Union entity has not effectively implemented this Regulation or the guidelines,
recommendations or calls for action issued pursuant thereto, the IICB should be able, without prejudice to the internal
procedures of the Union entity concemed, to prooeed with compliance measures. The IICB should apply compliance
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measures progressively —in other words, the IICB should firstadopt the least severe measure, namely a reasoned opinion,
and only if necessary increasingly severe measures, culminating in the most severe measure, namely a recommendation
of a temporary suspension of data flows to the Union entity concerned. Such a recommendation should be applied only
n exceptional cases of long-term, deliberate, repetitive or serious infringements of this Regulation by the Union entity
concermed.

PR UZE R, ZOHIRIOIEE 236\ T RSS2 ST Di NOREL S OB HE
BEZRTHDTHD, ICB 13, YiHETROVSA, YA/ 3—F 2T EDOUAT~ I AN
&, A/ X=X FHE R OSRE DS OFANAES T3 D2 L2 ek 372 L CRRMNES D5
(REARB T DT HAR L AL AT, ZUC, BRMEAOETIROIE RS- R AR T
ESNTHARIPNICRIAL D2 DS ST, BA LB RAMIE GO E THD, 5D

HCHRFESHU - R DA NSRS I 2 T8 &1, TICB 1, BEHA U7l D&

The reasoned opinion represents the least severe compliance measure addressing observed gaps in the implementation
of this Regulation. The IICB should be able to follow up a reasoned opinion with guidance to assist the Union entity in
ensuring that its Framework, cybersecurity risk-management measures, cybersecurity plan and reporting comply with
this Regulation, and then by a waming to address identified shortcomings of the Union entity within a specified period. If
the shortcomings identified in the waming have not been sufficiently addressed, the IICB should be able to issue a
reasoned notification.

ICB 1%, BRMNEAOETARDEA NI SN A LA S CEH_ETHD, FINEAOETNT,
BEAT D HRIDT=0OIZ, MislEFARDOPNEEEA AL A TEH & THD, ICB 1%, FHAIZHE
SN ERFE PO —E A7 0 M2 % G, S—R =T DA —E A LS TR TS
NOZELER TEXHRETHD,

The IICB should be able to recommend that an audit of a Union entity be carried out. The Union entity should be able to
use its internal audit fimction for that purpose. The TICB should also be able to request that an audit be performed by a

third-party audit service, including froma mutually agreed private-sector service provider:

T AR A OVE AR AT OBRIO RT3, BRI e, KRR E -3 E A o
AT HOFISMA A TR T, TCB I, HefiDTFEEL T, 2 CORERRE K OWIhE S0
BRI, ZORRINEEOIEFARDSESA TAEEORDETHN R, ZORRINEE DL
3BT — 2 DD RE o5 LA TEHREThD, TOIH7e 5T, #l) %
BINBERIRIC I > RSN & THD,

Inexceptional cases of long-term, deliberate, repetitive or serious infringements of this Regulation by a Union entity, the
IICB should be able to recommend, as a last resort, to all Member States and Union entities, a temporary suspension of
data flows to the Union entity, to be effective until the Union entity has brought the infiingement to an end. Such a
recommendation should be communicated by means of appropriate and secure communication channels.
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ZOIRRND I 22 A 3 5723D, TICB 13, FRMNHEAOE LRI LA Z ORI E )7 25
SATAD, e AL~V OiEE EEEw, TOEEROBED—BDVEL T AIAMEAIZI-
TEPAAELT-LOTHDE UCB 35L&, BRI 2EMNEA OB TR, EHAH
HIJ(EEC, Euratom, ECSC) No 259/68 D H1 CrEh AT IR A 0O B sE Dk SR K OV A%
DA NFE B DRSS (EREFA ) O CEDHIHIE M Ol NS LI a s
AIREZSHIE M OYFRE IIE , BRI ZH DT O L D2 A Samb R L
CELRT DA G, WV T LD L BR T _RETHA,

To ensure the correct implementation of this Regulation, the IICB should, if it considers that a persistent infiingement of
this Regulation by a Union entity has been caused directly by the actions or omissions of a member of its staff, ncluding
atthe highest level of management, request the Union entity concerned to take appropriate action, including requesting it
to consider taking action of a disciplinary nature, in accordance with the rules and procedures laid down in the Staff
Regulations of Officials of the Furopean Union and the Conditions of Employment of Other Servants of the Union, laid
down in Council Regulation (EEC, Euratom, ECSC) No 259/68° (the ‘Staff Regulations’) and any other applicable
rules and procedures.

CERTEU (%, BRINEAS D TOEEED ICT BRED B U T AZHE T _E Thd, RINEED
EEROESEEZTT-1%, W7 B0k EOREZEAL, Bl EOBh S I A 1Ef i ~<Zn)>
A B8, CEREBU 13, £DZEDS, ZORANZE>T CERTEU (ZxL Ch-2 b=t
W2 24 T3 DT EDIHT L7272 D AR 9~ & Thd, CERTEU I, FEH(EU) 20222555 D
512 555 | IS PES I M B RoD B BT DI TR E ST B L e L LU TR
PNESOEERDRN ST > T TEN T2,

CERT-EU should contribute to the security of the ICT environment of all Union entities. When considering whether to
provide technical advice or input on relevant policy matters upon the request of a Union entity, CERT-EU should ensure
that this is no obstacle to cartying out the other tasks conferred on it pursuant to this Regulation. CERT-EU should acton
the part of Union entities as the equivalent of the coordinator designated for the purposes of coordinated vulnerability
disclosure pursuant toArticle 12(1) of Directive (EU) 2022/2555.

CERTEU |4, IICB (23 AT OB EOIERICE T, Hald, 1TEERRE T H2HK
S, HRDE ALY A 3= 2T A DT OO E D LA 2 H_&E TS, TDXI73
HEAFRR L OIS, TCB I TRGESINDRE ThD, FHWET 22X T, CERTEUL, BRI
HEADET AN ED I RN TEAZ VB RSN DB 2Bt i A S QU VA TEHEE

3 BRMNFERHA B SEORRERIII K O Do 23585 NDFE IS E O ONIRINZE B0 B HI LT
— R S PTRE R A E A B D 1968 4E 2 H 29 H OFEEE2OHIHIEEC, Euratom, ECSC) No 25968 (OJ L
56,43.1968,p. 1).
Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the Staff Regulations of Officials
and the Conditions of Employment of Other Servants of the Furopean Comnunities and instituting special measures temporarily
applicable to officials of the Commission (OJ 56, 4.3.1968, p. 1).
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REFES~ETEHD, ICB 13, CERTEU (ZHL, @RS LI IBN SO Fo A THEERZ 58
FHIE, MR DL FHAMEETF DL TR T~ TDD,

CERT-EU should support the implementation of measures for a high common level of cybersecurity by means of
proposals for guidelines and recommendations to the TICB or by issuing calls for action. Such guidelines and
recommendations should be approved by the IICB. When needed, CERT-EU should issue calls for action describing
urgent security meastires which Union entities are urged to take within a set timeframe. The IICB should mstruct CERT-
EU to issue, withdraw or modify a proposal for guidelines or for a recommendation, or a call for action.

CERTEU I3, $585(BU) 202212555 D 15 SRk TSN - B 2— 2 X 2T AT b
HIGT 2 (CSIRTS) A/ N7 —27 D1 71 e ONE SR A BRL ClRlFE S O CED DIV E
=T _&ETh%, T, ZESEEU) 2017/15840 13-, CERTEU 13, k&7 FIERIEE L
WU oA i _ETHD, BN AR = Dm0 - D A 3 —EX 27412
EH9 5725, CEREEU 13, fEREINOARTIT LD T s T U NI RA A & THD,
CERTEU(, ICB DOFHIOAFTUIARL T, ALRPEESKIEEE 50, ZOMDN AR T O
REOMTI &L, <& Ths,

CERT-EU should also fulfil therole provided for it in Directive (EU) 2022/2555 conceming cooperation and information
exchange with the computer security incident response teams (CSIRTS) network established pursuant to Article 15 of that
Directive. Moreover; in line with Commission Recommendation (EU) 2017/1584, CERT-EU should cooperate and
coordinatearesponse with the relevant stakeholders. In order to contribute toa high level of cybersecurity across the Union,
CERT-EU should share incident-specific information with Member State counterparts. CERT-EU should also
collaborate with other public as well as private counterparts, including the North Atlantic Treaty Organization, subject to
prior approval by the IICB.

SESEE LOYA =2 T A DOIHRIZI T, CEREEU 13, FHAIEU) 2019881 DOHICTEDS
A LT/ 7% L C ENISA OFIFH AR B P ERRA TS & Chd, MEITELT,
ZDIeh 100325 EDOFERTEFET D100 M ONEENDO AR T 5728, 2 DOIEFARE D
BFADOTAL ORI THND & THD, CEREEU 3, VA7 S—72E D53 BEL T ENISA &5
T ARETHY, F=, ENISA EEMIAIC CEREEU OB A A& THD,

In supporting operational cybersecurity, CERT-EU should make use of the available expertise of ENISA through
structured cooperation as provided for in Regulation (EU) 2019/881. Where appropriate, dedicated amrangements
between the two entities should be established to define the practical implementation of such cooperation and to avoid the
duplication of activities. CERT-EU should cooperate with ENISA on cyber threat analysis and share its threat landscape

& FHUR 2 A/ S—EF )T A LT AN OB T DSV B 975 201742 9 A 13 HoZ:
BAENEEU)2017/1584 (OT1L.239,1992017,p. 36).
Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response o large-scale cybersectity
incidentsand crises (OJ1.239, 1992017, p. 36).
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report with ENISA on a regular basis.

CERTEU I, RRME A DRI D YA/ S—tF 2 )T a3 =T DO O 1A
DTHTRNT, EE R FOW B R LD OB ED Ry NI — 7% F F CXAIANCT B8, BR
P N OFORERREINODERS A S—F 2 VT 422 =T 1 L TR OSSR & A~
%‘@%0

CERT-EU should be able to cooperate and exchange mnformation with relevant cybersecurity communities within the
Union and its Member States to foster operational cooperation and to enable the existing networks in realising their full
potential in protecting the Union.

CERTEU D —E AR OIS, BROMEAOETAREFIEREAHHOT, ICT FE AL
PRIMESDAETEMRE, CERTEEU OV —t AR OWI5S I SR 2N E/ 2 a5 W - ~_&ThH
Do TR, BRINEAOETAD TR _EO BAMEEI T2,

Astheservicesandtasks of CERT-EU are in the interest of Union entities, each Union entity with ICT expenditure should
contribute a fair share to those services and tasks. Those contributions are without prejudice to the budgetary autonomy of
the Union entities.

PASR—EDELT, FRMNESOIETARD T N—T F 1 IRRNE S O A% G oF 5B
DBHHAZ =T AZARNET DI R v = D ThD, RO, A2 T Ml
FIATFFMEE L O T U N SOE IHZ B RTREIZ 57280, REEOIETAIE, CERT
BEU (KL, A2 T Ub, A 372805, Magath e =T AR BT CE D& THY, Fe, FRIN
HEAOMOIEFIRNOIBLD AL TN, A7 37285, M ER =T IAOMH F7 -1 36%
TR O AU ~DRE S RTREI S D UVl EOGEE A A CEHREThHD, i1
(BU) 20222555 LRICT 7 —FAZHE, BRINEGSOVEERT, RERAL T VNI V4 24
REHILANIZ, CERTEU (ZHTL, R AAR D2 L BERSNARE THD, TDLI7IEHAR
4, CEREEU 23, $ELIOA L7 L NTHIL TRRIMGE S OIEEARD ICT BREER OWRMEE D%
FROFETFFH D ICT BREEDOBEZ BN TS, BRMES DML O OVFEF IS
TEDIEHEARE TCEAINTTRETHD,

Many cyberatiacks are part of wider campaigns that target groups of Union entities or communities of interest that include
Union entities. To enable proactive defection, incident response or mitigating measures and recovery fiom incidents,
Union entities should be able to notify CERT-EU of incidents, cyber threats, vulnerabilities and near misses and share
appropriate technical details that enable detection or mitigation of, as well as response to, similar incidents, cyber threats,
vulnerabilities and near misses in other Union entities. Following the same approach as in Directive (EU) 20222555,
Union entities should be required to submit an earty waming to CERT-EU within 24 hours of becoming aware of a
significant incident. Such information exchange should enable CERT-EU to disseminate the information to other Union
entities, as well as to appropriate counterparts, to help protect the Union entities’ ICT environments and the Union entities’
counterparts’ ICT environments against similar incidents.
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ZOBANT, —HITITD, KREA LT L NOEHAER LR OFERIABT, 7>, FRINEESD
TEEARDPMEB RO DN TEAINT T DR 5L, MFIZHITD, flx DAL LT WD
fES LB FHIES XL, HD, RRIMEEOAE & OIEFAIROY A/ S—[EiE 7% 2 (2 h) ESH,
73, BRI S OIEFARD BAREY 2 A=t a VT ARATF p—2% (0] ST HZLICE S 5
IS LD EDRNZRBITDIELN VAT RELDT8D, KEIRA LT N[ 7= 2 B
DT T a—F&EDD, OB, ZOMANT, BRI EEDETARIC > THEESH
T HRHZ ST, BRI 2RRINE A OVEEROREN R CHEGE R, OB A3,
LTS ABIE A LSO VT Uh, T4, AL LTI R EEA LU ST
HZHZISTUD BRAB LI HE N RS MIET A T U NORIEE GO HREThD, TD
IO MRHIY, Bt, AT DRINT— BONEHS AT L, L0, FRINEAOMETA
DREBNDTDDZD F/ NT—7 Je ONE RS AT LD EEEEN, A/ S—7 OV E LAt B>
TR Ry QMBS 0 DB FHSHU QU BB ON IR N EE B ODVE ARSI AL T MO
ZEEIINDRETHD, RINE S DETROMEND AT UV, AT hOFs
e - XA 2 7= BRAB LI HEA DI DI 7o F o X, 2 FOIRESE AL
DIEINEFRRI D L CEEZ AR EEHUASD,

This Regulation lays down a multiple-stage approach to the reporting of significant incidents in order to strike the right
balance between, on the one hand, swift reporting that helps mitigate the potential spread of significant incidents and
allows Union entities to seek assistance and, on the other, in-depth reporting that draws valuable lessons from individual
incidentsand improves over time the cyber resilience of individual Union entitiesand contributes to increasing their overall
cybersecurity posture. In that regard, this Regulation should include the reporting of incidents that, on the basis of an initial
assessment carried out by the Union entity concermed, could cause severe operational disruption to the fimetioning of, or
financial loss to, the Union entity concemed, or affect other natural or legal persons by causing considerable material or
norHmaterial damage. Such initial assessment should take info account, inter alia, the network and information systems
affected, in particular their importance for the finctioning of the Union entity; the severity and technical characteristics of
a cyber threat and any underlying vulnerabilities that are being exploited as well as the Union entity’s experience with
similar incidents. Indicators such as the extent to which the finctioning of the Union entity is affected, the duration of an
incident or the number of affected natural or legal persons could play an important role in identifying whether the

operational distuption is severe.

WS T I BEAOIETARDAL 7T RO NT—27 R QN AT L4398 M A OV A
FITEL QOSSR EI L AR RS QUVBD T, Mgk EIC e~ T, SYisE A orE A
ORI A LT U NI S ERE SN D, FEFICETE 22 CThD, 0 ARID
72D\, BB LTINS OIS, F5BEU) 20222555 O 8 S KU 10 SRlzy~TE
TSIV IR & S-S A AREI ORI T TSR, CEREEU (S QOB RE AT
UROFEERETREThD, HENIZI W ORAEL QWD RE (o7 U NZ CERTEU 723
STV VEEEIE, CERTBU S, SRk E OGRS A T S U Gl _&ETh o,

Asthe infrastructure and network and information systems of the relevant Union entity and the Member State where that
Union entity is located are interconnected, it is crucial for that Member State to be informed without undue delay of a
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significant incident within that Union entity. To that end, the Union entity affected should inform any relevant Member
State counterparts designated or established pursuant to Articles 8 and 10 of Directive (EU) 20222555 of the occurence
of a significant incident about which it is reporting to CERT-EU. Where CERT-EU becomes aware of a significant
ncident oocurring withina Member State, it should notify any relevant counterpart in that Member State.

(38) K72 Ar LT U MDA ORI A DI TR S A R, SRR O 1% T 5
FHIZODAFAAN T, B3 DR S OTE RO EE [ O O 2R E % Ersd IS
NH_REThH%, ICB NIZHRITARMNEESORET, ARG~ DOERREL T, Yo
NP HEL AR C, BRI HA SRRk N7 — 2 (BU-CyCLONe) EDIFIZEU
T, R&Ep AT NeDBIRZIT Hiks e D MCB DA ER IS DI O DB R T
HHRETHD, ICB NIZEIT2ERNZE BADOREOERG R L TORENL, F55(BU)2022/2555
DF 16 55 2 THIZED BU-CyCLONe PNIZISIT BRI ZE B D KBS DX Sy St
FTAIS2,

Amechanism to ensure effective exchange of information, coordination, and cooperation of the Union entities in the case
of major incidents should be implemented, including a clear identification of the roles and responsibilities of the Union
entities involved. The Commission representative in the IICB should, subject to the cyber crisis management plan, be the
point of contact to facilitate the IICB’s sharing of relevant information in relation to major incidents with the Furopean
cyber crisis liaison organisation network (EU-CyCLONE), as a contribution to the shared situational awareness. Therole
of the Commission representative in the IICB as the point of contact should be without prejudice to the Commission’s
separate and distinct role in EU-CyCLONe pursuant to Article 16(2) of Directive (EU) 2022/2555.

(39 ZOHANZIAEAT —ZOUER U T, BRMNEES K OEERESOBIRIIEBU) 2018/1725"7 S S
o, BANT —2ONER Y, YA/ 3= a VT URVEHL, MagsithiA 7 A NOEH, A
TN, AT OWEsHE B DA A N A ST U SRS OFTEE R O /1 D
IEFRN ISV VCERES I AHEE LO BRI IS YOREED, ZOI7HEEL, IP TRUA, &R
NEFEE - (URLs), KA 4, T A—/VTRUA, T—F EAROMSE LoOBE), ZALAZ T,
A ANV E AT 7ANADII e, —EDORERIENT —Z OUBRETERIASS, 2O/
AL GREUDNAETOREY, 7 —2RE R DT T4\ — DV HAZEST T _EThHY, F

<, BRIME A DIEEIR, CERTBU, KON, EA0NERZ/REE T, TCB 1, ftE TR 9 HERkC
EDII 7B T DT DDA CORET AT 2 e OSARk EooZe a3
HRETHS,

RIS OREEE, A, R R ORI DE N T —F OB BETT 2 H AR ADIRGEI T RE DI N

ZOT—HDFEOTEEN RSS2, WO, HHIEC) No 452001 & OVRTE No 12472002/EC ABE 172K

PR M OEE0D 2018 4F- 10 H 23 HOKIHI(EU) 2018/1725 (QJ1.295,21.112018, p. 39).
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 onthe protection of natural persons
withregardto the processing of personal data by the Union institutions, bodies, officesand agenciesand on the freemovement of such
data, and repealing Regulation (EC) No45/2001 and Decision No 1247/2002/EC (OJ.295,21.11.2018, p. 39).
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Regulation (EU) 2018/1725 of the Furopean Parliament and of the Council @ applies to any processing of personal data
pursuant to this Regulation. The processing of personal data could take place in relation to meastires adopted in the context
of cybersecurity risk management, vulnerability and incident handling, information sharing about incidents, cyber threats
and vulnerabilities, and incident response coordination and cooperation. Such measures could require the processing of
certain categories of personal data, such as IP addresses, uniform resources locators (URLs), domain names, email
addresses, organisational roles of the data subject, time stamps, email subjects or file names. All measures taken pursuant
to this Regulation should comply with the data protectionand privacy framework, and the Union entities, CERT-EU and,
whererelevant, the IICB, should take all relevant technical and organisational safeguards to ensure such compliance inan
accountable manner:

ZOBIAINE, HEIEU) 20181725 DFF 5 556 1 HOWRE, ZOBIRND FIZET D445 TR
B T3 D28 R OSRAIE FROIEE BT 7952880 B HIOT- ORKINEE OEER,
CERTEU, KO, ) Siks7alsld, ICB [ ZXAE AT —FDMUERDT b O EORIE ED
%, CEREEU 13, HHIEU)2018/1725 {23>C CERTEU 255 T3 2SR LY, WU £/ 344
HEF LU TEILASD,

This Regulation establishes the legal basis for the processing of personal data by Union entities, CERT-EU and, where
relevant, the [ICB, for the purpose of performing their tasks and fulfilling their obligations under this Regulation, in
accordance with Axticle (1), point (b), of Regulation (EU) 2018/1725. CERT-EU may act as processor or controller
depending on the task it performs pursuant to Regulation (EU) 2018/1725.

—TEDBZAITBNT, B SO A =X o U7 2T _EZOMAID FIoBI545%
EEEROFE AT 5 BIIDT=DIZ, KO, E0DagarteAL <7 MO ORI 233
T, BRIMESOIETA M OF CERTBU (B, #HIAIEU) 2018/1725 O 10 5555 1 B3R
FERONE N T — 22 BT 52 L3 Bi 700855, ZORIAINE, BRIBU) 20181725 D5 10 555 2
TE@@UTHE, BRIMEAOIETIA KL O CEREEU (ZX 25 EERIOE N\ T —Z DRBRODT- 3D
FORREED S, ZORRIND P DREHIBERIOE N7 —2 OB Y, RDHIVHIA NI}
L TR IR Cln & T, HILIEU) 2018/1725 055 10 545 2 T CEb b= 2
WARL T, BRINGESOIEFAKL Y CEREEU 1, ZH0S B 5 FHNIZERY, 7>, ZoAIDH
THRTEDOIVCNDIGANIIRY, ZDIH702T —HEWBECELETHD, FhlEROEANT
— A ARG, FRINEAOETA RO CERTEEU 13, T — 2RO | OAE 2 &
TEHY, 1>, FAHER L OF —4 AROR &~ F AT O g EBNO R E A D H~

In certain cases, for the purpose of complying with their obligations under this Regulation to ensure a high level of
cybersecurity and in particular in the context of vulnerability and incident handling, it may be necessary for Union entities
and CERTEU to process special categories of personal data as referred to in Article 10(1) of Regulation (EU) 2018/1725.
This Regulation establishes the legal basis for the processing of special categories of personal data by Union entities and
CERTEU in accordance with Article 10(2), pont (g), of Regulation (EU) 2018/1725. The processing of special
categories of personal data under this Regulation should be stricfly proportionate to the aim pursued. Subject to the
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conditions setout in Article 10(2), point (g), of that Regulation, the Union entities and CERT-EU should be able to process
such data only to the extent necessary and where explicitly provided for in this Regulation. When processing special
categories of personal data, the Union entities and CERT-EU should respect the essence of the right to data protectionand
provide for suitable and specific measures to safeguard the flndamental rights and the interests of the data subjects.

FRAIBU) 20181725 D5 33 25120, BRIMEEOIETAN O CERTEU 1, Heditify, F2E0%E M
S OMEROME, &, iEFRe By, WO, BIRADHER K OVE HIZBE T 2260 25/ AR
FNEDVAYZEREIT NI~ T, BB EAR— 2 THIRSI =T 7 2 AR ORAL, BEAEE
WoFEIRIOE H, FIEFOREOBIR, BHL FIZhH0) DA TR RN I 57 —2 R0
FRORAT, B LS 2ERE = T, WO, IR L3R 5 DI D727 T A7 S — G E D
3572, W@HV L~V N T —F DLV RS Db O AT R E & O%Hk Eo
HEBA FET RETHD, FHOOREL, 127 NOBER L OSHILOSERMED B B

WA .2 DRERE CHRESIU TG, BRI A OIEFRE-1T CERTEU 73, ZO#HID
BHHIDT=0O1Z, AT 23 S—h—IZxfL, B BB N T 55, A>T R
THENT —XERART HEXT, ZDI7efHA S, HABU) 20181725 257X Ths, Rl
FERIDNE N T —2 735 =8 TR TBinsn AL &S, FRNE S OETARK O CERTEU 1S, Y4i%
55 =05, HRIEU) 20181725 LHSERL~VOfE N T —2 DIRGEI B9 DR E A 52 %
R & THD,

Pursuant to Article 33 of Regulation (EU) 2018/1725, Union entities and CERT-EU should, taking info account the state
of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for the rights and fieedoms of natural persons, implement appropriate technical and
organisational measures to ensure anappropriate level of security of personal data, such as the provision of restricted access
rights onaneed-to-know basis, the application of audit trail principles, the adoption of chain of custody; the storage of data
atrest in a controlled and auditable environment, standardised operational procedures and privacy preserving measures
such as pseudonymisation orencryption. Those measures should notbe implemented in amanner affecting the purposes
of incident handling and integrity of evidence. Where a Union entity or CERT-EU transfers personal data related to an
incident, including special categories of personal data, toa counterpart or partner for the purposes of this Regulation, such
transfers should comply with Regulation (EU) 2018/1725. Where special categories of personal data are transfenred toa
third party, the Union entitiesand CERT-EU should ensure that the third party applies measures conceming the protection
of personal data at a level equivalent to Regulation (EU) 2018/1725.

ZORKRND H BTN ERSAE AT —41 %, FAIBU) 2018/1725 (25> CLEZ 2 AP IR
0, BRSSO EURTAUTZRE 20, BRMESOEER, LY, EhsEH rlaeel iy, B
FHLU U THEIT5 CERTEU I3, {4 O H a2 57Ol I B e b T ARSIV AR I
TEDDHRETHD, LD, AT FOEERNDT D OAE N T —Z DIV L DERIZIBNT,

MRMEAOIETAR S O CEREEU 1, Ao T NI4T0, 35RO ICT BeEdod
P AR BORRHOTDIIEESNAENT —2E, AT A NOFERR, ZA~DXGR
FADSDEIHDT=DINUESNAEANT —H L5 KR _ETHD, A7/ 72 omtoT-
DIV, BBATEE DY AT L CIERBHO EECHVEORTEE Z I AN SN EE TH
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B0 AL T NORERN, DRGSR OENSDEIADT DI, ARV oA 2T M-
SRS TN B OB RSO 7 NS EBR OBHR
T DZDARNT — S EE T2 h % FINT T B LN B T,

Personal data processed for the purposes of this Regulation should be retained only for as long as necessary in accordance
with Regulation (EU) 2018/1725. Union entities and, where applicable, CERT-EU acting as a controller, should set
retention periods which are limited to what is necessary to achieve the specified purposes. In particular in relation to
personal data collected for incident handling, Union entities and CERT-EU should difterentiate between personal data
that are collected for the detection of a cyber threat in their ICT environments to prevent an incidentand personal data that
are collected for the mitigation of, response to and recovery from an incident. For the detection of a cyber threat, it is
important fo take intoaccount the time thata threatactor can remain undetected ina system. For themitigation of; response
to and recovery from an incident, it is important to consider whether the personal data are necessary to trace and handle a
recurrent incident or an incident of similar nature for which a correlation could be demonstrated.

RRIME S OIETAR LY CERFEU (20T HmOBER N, fFare=U7 (B8O e et
AT T _ETDHD, YA/ N—EF 2T 4 LOURT~ R AMEEL L TO NAIEIROB D
CHELH, W ATRE S BUE AT & TS,

The handling of information by Union entities and CERT-EU should comply with the applicable rules on information
security. The inclusion of human resources sectrity as a cybersecurity risk-management measure should also comply
with the applicable rules.

A DOBERIOTZDIZ, E0DlT, FEABIDEEDBLIINT 7 10777 ahaL DI 72 AR
DIEAXE B FATZNSLSNOAE RIS 2 Fora FEEEL T, IHHROZEE 2L~ T
SN REIG ORI FoR 3572012, B e~—X 7 WMERSND, N7 10774
Nah U, TEEORID BRI AP BRI 2B T A AR 572D DFE L
THESNDRETHD, 74077 7 kU, 1EHE 2T CSIRTS (238 TR OO0 DI
WAL TR TSI QS

For the purpose of sharing information, visible markings are used to indicate that sharing boundaries are to be applied by
the recipients of information on the basis of, in particular, non-disclosure agreements, or nformal non-disclosure
agreements such as the traffic light protocol or other clear indications by the source. The traffic light protocol is to be
understood asa means to provide information aboutany limitations with regard to the firther spreading of information. It
isused inalmostall CSIRTs and in some information analysis and sharing centres.

ZORRNE, BINESOFESREL T CERTEU ORX{ED FIREMZ 5%, CERTFEU ORI &% UKE
it EOBENZ AL TRIDIREDT TIoN DT e PR D2 B A D FRRO AR REL,
TEB RSN ~ETDHD,

This Regulation should be evaluated onaregular basis in light of future negotiations of multiannual financial frameworks,
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allowing for further decisions to be made with respect to the fimctioning and institutional role of CERT-EU, including the
possible establishment of CERT-EU asa Union office.

ICB zi CERTBU DO#fiBha45C, ZOHIRIDOFEEAE FIELLKL OFHI§_&THY, e, BRINZE
BRI, TICB DY RA RS _ETHD, ZOATEHBEELC, FRMEERT, BN
£ f%% RN e B R O R B2 TR, & ThD, T, TICB
03]\732:#2 Z, L0, FRINEEOETRES THSBD R =2 T A HREI VR AT
T, ZOHANOEFFPAN T BUCI Z B8 NI —2 e ONE R AT e 52 L omti:
EAHU_REThHD,

The [ICB, with theassistance of CERT-EU, should review and evaluate the implementation of this Regulationand should
report its findings to the Commission. Building on this input, the Commission should report to the European Parliament,
the Council, the European Economic and Social Committee and the Committee of the Regions. That report, with the
mnput of the [ICB, should evaluate the appropriateness of including network and information systems handling EUCT
within the scope of this Regulation, in particular in the absence of information security rules common to Union entities.

LEBIEDIFRNAE S, FRIMES DIETARDIZ DDA S —tF 2T AT DREEEDHTE

13, BRIMEEDOIETEARNOILED RNV DOYA St 2 ) T2 3T Dl WEARY 2 H
FIDIEERR DTN L EE > i) T, ZOMIAINE, BRINESZHKIOH 5 555 4 TTHE, KD
% B YR DT DI DB b ZABABR DT LD,

In accordance with the principle of proportionality, it is necessary and appropriate for the achieverment of the basic
objective of achieving a high common level of cybersecurity within Union entities to lay downrules on cybersecurity for
Union entities. This Regulation does not go beyond what is necessary in order to achieve the objective pursued, in
accordance with Article 5(4) of the Treaty on Furopean Union.

ZORRNZ, BRIMMEEDIETRD, B b OCNEIROEE &), BN OREINTI TR
720 TNDE ORI TV VD,

This Regulation reflects the fact that Union entities differ in size and capacity, including in terms of financial and human
Tesources.

I 7 — 2R e L, HRAIEU) 2018/1725 055 42 55565 1 FEL At~ Tl RUIIEERASZ 1T, 2002 4F
5H 17 HICERESHREL,

The European Data Protection Supervisor was consulted inaccordance with Article 42(1) of Regulation (EU) 2018/1725
and delivered an opinion on 17 May 20220,

8 0J(C258,572002,p. 10.
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VL EDERDTHHDT, ZORIRIEEIRT 2!

HAVE ADOPTED THIS REGULATION:

29



Fe MR 11 %25 (20264E2 H)

FIE RARVISEIA
ChapterI General Provisions

E1E WNRFE
Attick 1 Subject matter

ZOMANE, LUROFRRIZBEL, BRIMEAOEERNOILAD E AL~ DA/ " —tF =T ¢
TN T A LA A EA TEDD:

This Regulation lays down measures thataim to achieve a high common level of cybersecurity within Union entities with
regard fo:

@ & 6 FKIIDHT AN —tFalT 1 EOWEHIRIAT~ A, e K OE BRORSHHAD
BRI DAL R L D% E

the establishment by each Union entity of an intemal cybersecurity risk-management, governance and control
framework pursuant to Article 6;

O SR ORI A, BRI,
cybersecurity risk management, reporting and information sharing;

© 104 o GRS AR — b T B RO, B OSERSE, I
ONT, BRIMME S ORERE, #%, F9555 % O RODT- 0D HA7 3=t F =27 4 —E X (CERT
EU) Ok, BEh M OSEFEE
the organisation, fimctioning and operation of the Interinstitutional Cybersecurity Board established pursuant to
Atticle 10, as well as the organisation, fimctioning and operation of the Cybersecurity Service for the Union
institutions, bodies, offices and agencies (CERT-EU);

@ ZOBRNDIELDEER,

the monitoring of the implementation of this Regulation.

5 2§ A
Atticle2 Scope

L.

ZOMANE, BRMEEDETRITHL, 85 10 SRICL > GRIBSNAHEBIRT A N—tr 27 &
BEAIT UL O CEREEU ICHL, SN,

30



Fe MR 11 %25 (20264E2 H)

This Regulation applies to Union entities, to the Interinstitutional Cybersecurity Board established pursuant to Article 10
andto CERT-EU.

2. ZOBHIND, SESSIN I rERED BT DT L E IS,

This Regulation applies without prejudice to the institutional autonomy pursuant to the Treaties.

3. BB 135SF SO AATRE, ORI, BUBEERR (BUCH 2Bk AN —27 e ONEH AT
ATRUTE, mAHSIR D,

With the exception of Article 13(8), this Regulation does not apply to network and information systems handling EU
classified information (EUCT).

F3Fk ER
Atticle3 Definitions

ZOFRIND BRYDT=DIZ, LLFOEFe) SIS

For the purposes of this Regulation, the following definitions apply:

M

)

3

[RRMIEADETR S, RRONEASSSK, BN E S OREEEN ZBE4-555K) (TFEU) F721 3Bk
A HEREIARSSR Lo CRRE SR A ORSRE, #HE, FERNE OB RDZEEE
L ;

‘Union entities’ means the Union institutions, bodies, offices and agencies set up by or pursuant to the Treaty on

European Union, the Treaty on the Functioning of Furopean Union (TFEU) or the Tieaty establishing the
European Atomic Energy Community;

(R NT—2 e NSRS AT 2 2, 5 EU) 20222555 D 6 5565 1 5D CREFRSIT-F
NT—27 R OB AT DD LA E L

“network and information system’ means a network and information system as defined in Article 6, point (1), of
Directive (EU) 2022/2555;

[ NI —2 O AT O | 20, 575 (BU) 20222555 D5 6 555 2 5D CiE
A NI —2 SO BE AT OB D A iR

‘security of network and information systems’ means security of network and information systems as defined in
Article 6, point (2), of Directive (EU) 20222555,
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[t 3= U7 43, FHAEU) 2019881 D 2 5555 1 BOHF CERSN= A/ 3—%
X UT DR,

“cybersecurity’ means cybersecurity as defined in Article 2, point (1), of Regulation (EU) 2019/881;

[t EAIL A~V DTEE TR LT, 5T O A 3=t =T EDOVAT~ R A NI
DAL~ L ODNE AR 358 5 RO NI 7y BH B D AR OB E 21
FHZ &7, FRINEL S OB RO L Tt AT ~L TS Z AL, 24340k
PSR DR E A~V OFIED LTI > CREEREAR U E T4 5200
FTATASZ T, R SR SR O DL AR

‘highest level of management’ means a manager, management body or coordination and oversight body that is

responsible for the fimctioning of a Union entity; at the most senior administrative level, with a mandate toadoptor
authorise decisions in line with the high-level governance amrangements of that Union entity, without prejudice to
the formal responsibilities of other levels of management for compliance and cybersecurity risk management in
their respective areas of responsibility;

=732 43, FEHEU) 20222555 DE 6 555 5 SO CERSN =T SADZ LA B ;
“near miss’means a near miss as defined in Article 6, point (5), of Directive (EU) 2022/2555;

AT U, F7E(BU) 202212555 D% 6 5555 6 SO CEFRSNI AL T MNDZE %
ERRL;

“incident’ means an incident as defined in Articke 6, point (6), of Directive (EU) 2022/2555;

[ REI AT UM AT, EDAT N O T BT ORRINEES O TR KL O
CERTEU DRES 120 DL~V DIRE A A USEDA LT U E AT D7t 2 DOk
PNEAOFE LA TR CRE A S AL TUNDZ LA L

‘major incident’ means an incident which causes a level of disruption that exceeds a Union entity’s and CERT:
EU’s capacity to respond to it or which has a significant impact on at least two Union entities;

(I S—E 2T AT UM ET, F5H(EU) 20022555 O 6 5555 7 50DHT
EFSINT IR oA =BT AT NDT AL

large-scale cybersecurity incident” means a large-scale cybersecurity incident as defined in Article 6, point (7), of
Directive (EU) 2022/2555;

(10) A T DR H, F53EU)2020555 DF 6 555 8 HON TEESVA L T
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ROBR\NDZ L2 EIRL ;
“incident handling’ means incident handling as defined in Atticle 6, point(8), of Directive (EU) 2022/2555;

(A S~ H1 T, FHRIBU) 2019/881 05 2 445 8 B DI CEFRSI A —727E0,
DZEEEIRL;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU) 2019/881;

[REA YA T80 ST, FEHEU)20222555 0% 6 5555 11 SO CEFRSHI- K&
AT DT LB

‘significant cyber threat’ means a significant cyber threat as defined in Article 6, point (11), of Directive (EU)
2022/2555;

Masatt) S, FRAEU) 20222555 D 6 555 15 SO CEFSI Mgtz LBkl ;
‘vulnerability’ means a vulnerability as defined in Article 6, point (15), of Directive (EU) 2022/2555;

YA/ =TT EDOVARY 1M T, FEAEU) 20222555 DF 6 55 9 5O CEFRSI-Y
RIDZLaEMRL,

‘cybersecurity risk means aisk as defined in Article 6, point (9), of Directive (EU) 2022/2555;

(V7RI =T TR T, FEREU) 20222555 D 6 555 30 5 OHCER
NI ITIRANA =T f T —EADZEE ERT 2D,

‘cloud computing service means a cloud computing service as defined in Article 6, point (30), of Directive (EU)
2022/2555.

B 4ag BATHONE
Atticle4 Processing of personal data

1. CERTEU, % 10 SRZL > CRESIARRIRTA N —t 2 U7 BB R K O E A OE A
(\ZLBZORRID FICRIFAIE AT —2DOWEL L, HHIEU)2018/1725 \hE>TEITSND,

The processing of personal data under this Regulation by CERT-EU, the Inferinstitutional Cybersecurity Board
established pursuant to Article 10and Union entities shall be carried out in accordance with Regulation (EU) 2018/1725.
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CERTEU, %5 10 SRICI > TRRESHOEBIHY A/ —t 2V TR B M OWINE G OIE LA
IS OB S TS 2 TR 3B A T3 08X, ThoDIEEMND, LE72 PN
(ZFRY, 730, MR T DL FAT L ARB LRI T DL ) HIIDT-OIZD22, {8
NT =25 RE R OSSHid 2,

Where they perform tasks or filfil obligations pursuant to this Regulation, CERT-EU, the Interinstitutional Cybersecurity
Board established pursuant to Article 10 and Union entities shall process and exchange personal data only to the extent

necessary and for the sole purpose of performing those tasks or fulfilling those obligations.

FHIBU) 20181725 D% 10 5555 1 B3 REBIBERIOE AT —2 OB X, FHIRIOH 10 5555
2 TE(@) ZX A BB ASORIGS A FR LU CLEE T SIS D, £DII750 T —21%, ZOHIA
D 6 5O 8 ST A N~k UT o EDOVAT~ R A NEEDFEEDT-8, 5 13 5
\Zd% CERTEU oD —EADFRBEDT-6, 55 17 5555 3K O 185557 3 TAICL AL v T
NEHUAF RO D7D, 5 20 FRIAEROIA D20, 5 21 FRIIHHEFHOI0, 5 2
RIIDA T U RS DFEE K O 1007280, NS, 55 23 ST D REZ AT U NDOEG],
DTN B REFIPNIZ IR, ABESFUSD, RN S OVE RN O — 2 E B LT Tl)
T2855:00 CERTEU 13, B1Io> B RIDT= DR BERIOE N T — 2 DAERAS 157 Dl
OHAERSEL, 5>, FARV MR R O —2 FAROR RS A AT O D bl » S{ER OHEE:
BIEDD,

The processing of special categories of personal data as referred to in Article 10(1) of Regulation (EU) 2018/1725 shall
be considered to be necessary for reasons of substantial public interest pursuant to Article 10(2), point (g), of that
Regulation. Such data may be processed only to the extent necessary for the implementation of cybersecurity risk-
management measures referred to in Articles 6 and 8, for the provision of services by CERT-EU pursuant to Aticle 13,
for the sharing of incident-specific information pursuant to Article 17(3) and Axticle 18(3), for the sharing of information
pursuant Article 20, for the reporting obligations pursuant to Article 21, for incident response coordinationand cooperation
pursuant to Article 22 and for the management of major incidents pursuant to Article 23 of this Regulation. The Union
entitiesand CERT-EU, when acting as data controllers, shall apply technical measures to prevent the processing of special
categories of personal data for other purposes and shall provide for suitable and specific measures fo safeguard the
fundamental rights and the interests of the data subjects.
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FNE HEOBEUAILDY A/ \—X2 T Df-HDEE
Chapter I Measures for a High Common Level of Cybersecurity

B 5& HEORE
Atticle5 Implementation of measures

L.

202449 1 8 HETIT, 25 10 RTLo TRIBESIVOBEMI A/ N —2 =T LB T, BRI
BYA =275} (ENISA) SO RS- BT, 730, CERFEU 2 b0 A% A
T4, BANOYAS—EF2DTADRLELEFATL, WS, 5 6 RIS —1FalT
A LONEHIRI AT A, TR OEBOPSALZ4T, 5 7 RS A —tF=2U7
ADRRERHIZFERL, 55 8 FRATLDY A/ S —tF 2T LOVAT RO A MEEZLD, W
(2, 5 9 RITIDYAN—EF2 TR B SR D8 W BRIOTZDIZ, FMEGDIETASEIC
EEFEHATEIT TS,

By 8 September 2024, the Interinstitutional Cybersecurity Board established pursuant to Article 10 shall, after consulting
the European Union Agency for Cybersecurity (ENISA) and after receiving guidance from CERT-EU, issue guidelines
to Union entities for the purpose of carrying out an initial cybersecurity review and establishing an internal cybersecurity
risk-management, govermance and control fiamework pursuant to Atticle 6, carying out cybersecurity maturity
assessments pursuant to Axticle 7, taking cybersecurity risk-management measures pursuant to Article 8, and adopting
the cybersecurity plan pursuant to Article 9.

56 TN 9 SAFEET DR, MNEEOIEEMNT, ASEH 1| ORI ERRS R ONTES
11 SR KON 14 2RI C S CHERS N A&7 S R # M Ol S 2 S B AND,

‘When implementing Articles 6 to 9, Union entities shall take into account the guidelines referred to in paragraph 1 of this
Atticle, as well as relevant guidelines and recommendations adopted pursuant to Articles 11 and 14.

65 YA1\—tFa T4 ED)VRITRIO AN, HEARUVEEDORAH
Article6 Cybersecurity risk-management, governance and control framework

1.

2025 4F 4 A 8 HETIZ, BRMNEEDFIETLING, BsADI 7)o A3 —tX =07 DR,
BELAFATUIAR, TAS—EF 2T EOWNEVRVAT~ AN, Hila M OVE BLOPEH A
(THSkAAR ) AR5 T D, MISHHAODREEE Y, ZDORRMESOIEFRO R AL~V E EARIZLD
AR AT, Hyo, TORGEED D,

By 8 April 2025, each Union entity shall, affer carrying out an initial cybersecurity review, such as an audt, establish an

nternal cybersecurity risk-management, governance and control framework (the ‘Framework”). The establishment of
the Framework shall be overseen by and under the responsibility of the Union entity’s highest level of management.
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PR T, A7 VR AICT B, TR NI —2, TN/ —ASNTZE R TR A A
—T A BRENOY—E AL TR =T N d s TRARSND T —E A, /U, £
IR NT—2, A B —Ze NTHEGRSHLTL Vel MBS NI — 7 B OV DBREE (ICT Bk 12
PEGESHU QDI ED, BRI AR E A OIE RO Tl ICT BRbn 25kA i 472,
PN T, AP —RT7 7 o—F % AL 375,

The Framework shall cover the entirety of the unclassified ICT environment of the Union entity concemed, including
any on-premises ICT environment, operational technology network, outsourced assets and services in cloud computing
environments or hosted by third parties, mobile devices, corporate networks, business networks not connected to the
mtemetand any devices connected to those environments (ICT environment). The Framework shall be based on an all-
hazards approach.

FHAE, LSV DA S —t X o DT 5 RS2, M T, R OB EIRE 50,
NI —2 R OGS AT LOBGEN DN ZOBIRIN D I FEE2Afe R D LA 535
PR EE B DV E TR B OBE L OFRE | 2RI DN A S— X U T AR 8 T ED D,
Pt T, SO FEMARIE DT DOH AL b D,

The Framework shall ensure a high level of cybersecurity. The Framework shall establish internal cybersecurity policies,
including objectives and priorities, for the security of network and information systems, and the roles and responsibilities
of the Unionentity’s staff tasked with ensuring the effective implementation of this Regulation. The Framework shall also
include mechanisms to measure the effectiveness of the implementation.

PN E, A N—tF =27 EDOVRIPE L QB EITHRGL, BRI, 7>, D7adlt 4
AT, RIESND, MEIIRUT, 23, 5 10 RIS GRESTVAHEBIRI YA/ N —t =7«
FERDOERAEZTT4%, BRINEEOIEZROVSAA L, ZOHRIOFEEDOH RS A
T N OBIERS T D ATREMEIZRE9% CERTEEU oD HAX L A HfE L Ty 7T
—h &5,

The Framework shall be reviewed on a regular basis, in light of the changing cybersecurity risks, and at least every four
years. Where appropriate and following a request from the Interinstitutional Cybersecurity Board established pursuant to
Article 10,a Unionentity’s Framework may be updated on the basis of guidance from CERT-EU on incidents identified
orpossible gaps observed in the implementation of this Regulation.

R 5 DR AL~V L, OB IRE T B, 52,
R ROMI LS B B A O BT 5,

The highest level of management of each Union entity shall be responsible for the implementation of this Regulationand
shall oversee the compliance of its organisation with the obligations related to the Framework.

WEIRTT, Do, ZOMANDTEE BT 5 Y 5% 8 AL~V O B RO EZ T 52 L
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724, BRNEE B DOBIEER DR AL~V O E AL, ZOMRIO FIcboREDF5%, B
P BRI BE SO ANORRESRIOS 29 455 2 THOBEWRIIRITD R E FF32nLd
SADBJES 2L~V DB IR U CIAECTED, DI TAH IS, 0k EAL~L o
N, BRI RE A OEEN C A OHIBIDERA T A AL, RS TR D,

‘Where appropriate and without prejudice to its responsibility for the implementation of this Regulation, the highest level
of management of each Union entity may delegate specific obligations under this Regulation to senior officials within the
meaning of Article 29(2) of the Staff Regulations or other officials at equivalent level, within the Union entity concemed.
Regardless of any such delegation, the highest level of management may be held liable for nfringements of this
Regulation by the Union entity concermed.

RRMBES DOETIT, YA/ S —tF 2T AL Tl SISO ICT FRASHSh DI %
R 2T DD IV M A A7 T D, ZOFNEZED LR, FstiADNE IEIC BRI AL
60

Each Union entity shall have effective mechanisms in place to ensure that an adequate percentage of the ICT budget is
spent on cybersecurity. Due account shall be taken of the Framework when establishing that percentage.

RRMIEASORIETME, HGAN—EX=U7 8, T3, 2O HEESE/GEa L DA
N—EX =T DO TOMIEERE T DU FAEERO B R T TEIT DB 2T D,
HF A S —EX 2 VT RIS, ZORBIDOIEEAEEEL, 2o, ERIINC, FOSEOREE R
L, e AT~V i BRI TR U CEBA S 375, BRIME S DAL TR B— g &5 /5
SO A N2 VT (B ASTHZE70, BRMNESOERME, SaE G OEER
& CERTEU LD ChffSSN AT —E AL~ L OGEAFAEEL T, ZOMRIOIZEL T 2H
TP A=Y= )T EDO—TEOE%, CEREEU (T TR AN TE, 403, Y%
HBHSI X, B OORRINE S OIE R S > TR E SIS, ZHUDg#EsHY CEREEU IZH U T T
SNALET, 5 10 RICI > TRESIAKEIRIY A/ S —X 2 VT RE XY, BRI DRSS
DETIRD NATEIR K OG4BT T, Bidth—E A0S CEREEU 0O—27
AL DY —EZAD—E CTHLNENEDEHIET D, BINEEOFETIRNT, RNEUER7 <,
CERTEU (XL, ST A St =278 B K OO DZ DR O B 3@oid
2o

Each Union entity shall appoint a local cybersecurity officer or an equivalent finction who shall act as its single point of
contact regarding all aspects of cybersecurity. The local cybersecurity officer shall facilitate the implementation of this
Regulation and report directly to the highest level of management on a regular basis on the state of the implementation.
Without prejudice to the local cybersecurity officer being the single point of contact in each Union entity; a Union entity
may delegate certain tasks of the local cybersecurity officer withregard to the implementation of this Regulationto CERT-
EU on the basis of a service level agreement concluded between that Union entity and CERT-EU, or those tasks may be
shared by several Union entities. Where those tasks are delegated to CERT-EU, the Interinstitutional Cybersecurity Board
established pursuant to Article 10 shall decide whether the provision of that service is to be part of the baseline services of
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CERT-EU, taking into account the human and financial resources of the Union entity concemed. Each Union entity shall,
without undue delay; notify CERT-EU of the local cybersecurity officer appointed and any subsequent change thereto.

CERTEU I3, fEARSIVHIT YA =t 2T A SERDVANARKL, 70, HHOLDIT R,
CERT-EU shall establish and keep updated a list of appointed local cybersecurity officers.

KRS DOBTETROREE RIS 29 455 2 THOEWICRIT A HE B 13 nlist o
L AVOFEH, WD, A/ 3—tF 2T EOVAT 1A NMEEZFZEL, 5>, ZOHL
RIOH CED LN I B T Dk a b Ok /2 2 CORE Thaa L, i y—t%al7
S FOVAI~ D A O A NEI ORI MBS OVETARI 6D F D~ A D
OB ORI D7D+ 537 MR EATREA ST DI DB D, EHIRIZ,

KENORRAST 5,

The senior officials within the meaning of Article 29(2) of the Staff Regulations orother officials atequivalent level of each
Union entity, as well as all relevant members of staff tasked with implementing the cybersecurity risk-management
meastres and with fulfilling obligations laid down in this Regulation, shall follow specific training on a regular basis with
aview to gaining sufficient knowledge and skills in order to apprehend and assess cybersecurity risk- and management
practices and their impact on the operations of the Union entity.

BIR Y47 —bFa T ORI
Atticle7 Cybersecurity maturity assessments

1.

20254E 7 H 8 HETIZ, 7>, TOHITA72KEh 2FEAH T, BUMESOSIETIANT, MimETA
D ICT BREED AT DEZEA LA oA S—T 2 VT DR 2 A S5,

By 8 July 2025 and at least every two years thereafter, each Union entity shall carry out a cybersecurity maturity
assessment incorporating all the elements of its ICT environment.

YA/ X=X 2 VT ORENE T L, MEITSU T, B kSt —R =T DfifiBha 5l
A,

The cybersecurity maturity assessments shall, where appropriate, be carried out with the assistance of a specialised third
party.

L OREEE S SRINEAOETAE, ZHF N ENOIETIROY A/ S =t 2T Dk
FEFHUIZ S5 T, LSS,

Union entities with similar structures may cooperate in carrying outcybersecurity maturity assessiments for their respective
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7510 S 2 GRESH AN A\~ 2T BB SOEREE LT, 2o, BRI D
RN A DEERO ROFEEFS- E T, YA =2 )T OREAEERHIORE T L, 25k
DO FE LK ONRANT ZI7 T4 2% G T DL HBLEND, [FIZREBEOHIZIUT, FaE, Hs
YA =2 T A EDOIARY N—T DI TR,

On the basis of a request of the Interinstitutional Cybersecurity Board established pursuant to Article 10 and with the
explicitconsentof the Union entity concermed, the results of a cybersecurity maturity assessment may be discussed within
that Board orwithin the informal group of local cybersecurity officers with aview to leaming from experience and sharing
bestpractices.

F8F YA/ \—tFa )T LDIVRITRIANER
Atticle8 Cybersecurity risk-management measures

L.

A2, 730, UDRBEAITITE 225 4 9 A 8 HETIZ, BYMNEAODAIEER
13, YRAIEEROR EAIL -~V OIE S EROEE D TIZIW VT, MEHAD NI TRIESIL
T A N—X )T FOVAIHERET 572, O, AL T N B F 3=~ 21k
F 571280, WD DB et bR E, SERER EORNE K O%RRE EOREE 32, Kk
FHATEBEIZAIT T, 7o, ZHsiE Alae/el 0, w7 aBRINO B IEEAE L ERR
HAHEAEA BRI AN BT, ZoOiE Y, RS Q0A A3~ =74 EDOVAIZA,
BT ICT BB T2 NI — 7 e OGS AT NDOBREDL A~ VAR T 5, ZAUSDHE
EOHBIAAZTHIT DS, BRIMESOIETZROY A/ =X 2T EOURT DT AR —
TN —DFREE, FOTIAR—r—DRESK OS2 T U NEEOZIRE, IO, Bkt
T NIRRT R OWEBEI DB R 50, A LT L NI BED i 1| 25 &,
(ZAFUSID,

Without undue delay and in any event by 8 September 2025, each Union entity shall, under the oversight of its highest
level of management, take appropriate and proportionate technical, operational and organisational measures to manage
the cybersecurity risks identified under the Framework, and to prevent or minimise the impact of incidents. Taking into
account the state of the art and, where applicable, relevant Furopean and intermational standards, those measures shall
ensure a level of security of network and information systems across the entirety of the ICT environment commenstiate
to the cybersecurity risks posed. When assessing the proportionality of those measures, due account shall be taken of the
degree of the Union entity’s expostire to cybersecurity risks, its size and the likelihood of occurrence of incidentsand their
severity, including their societal, economic and interinstitutional impact.

ERMEASDOIETIRT, VA3 —F2 )T EOVAT~ 3 A MNEEOFZE BT, D7ast
PUFOREE RN R ILT 2
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Union entities shall address at least the following domains in the implementation of the cybersecurity risk-management

measurcs:
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4 6 SIOKREHE 3 TET F M O 49T TR 27| B B A 2D, A
P YFADHAST B

cybersecurity policy, including measures needed to reach objectives and priorities referred to in Article 6 and
paragraph 3 of this Article;

TA =TT LYY T KON AT 2O BT D578

policies on cybersecurity risk analysis and information System security;

IR 2—T 7 P —EADF L B2 ABER Lo B,

policy objectives regarding the use of cloud computing services;

P —F VT A, MEITGUT, 2O, B CEORMY v MF I TE
HIC SN T A=t 20T ¢ EDURZ, Witk B O A S =72 B ORI DN
AN T AN B 5D

cybersecurity audit, where appropriate, which may include a cybersecurity risk, vulnerability and cyber threat
assessiment, and penetration testing carried out by a trusted private provider on a regular basis;

AP SR 2N TAROIA T DT 97 F N, @A L=l T
B ORI BRI,

implementation of recommendations resulting fiom cybersecurity audits referred to in point (d) through
cybersecurity and policy updates;

BEN OB OBIEZ 0D, VA7 =271 Offlf;
organisation of cybersecurity, inchuding establishment of roles and responsibilities;
ICT & 2EH g ONICT Ry N — A S 500, G PEE P,

asset management, including ICT asset nventory and ICT network cartography;

NHIEIRDOY M OT e RE B,
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hurmen resources security and acoess control;
S OPH;

SGHEQIUE R

commumnications sectrity;

HESSEDEURY K OB RIZ BT AT 1A G0, T AT DO, BRFE M OWERFEBE;
system acquisition, developmentand maintenance, including policies on vulnerability handling and disclostre;
ZHNAIRE R, —Aa—ROFBAVE BT D AT #;

where possible, policies on the transparency of the source code;

RIS DR E AL Z OEFEOHHAHE T T — 27 1 & LD D BIRIZ BB
FERED A ZE D, Y IATF = O,

supply chain security, inchuding security-related aspects conceming the relationships between each Union entity and
its direct suppliers or service providers;

BT AR M OB CERORERFE BRI 7, Ao T U ROER VL O8 CEREEU &
W77,

incident handling and cooperation with CERT-EU, such as the maintenance of security monitoring and logging;
ST B GEEDDOEIN R OEHEE BRI O72, ket E B, NS
business continuity management, suchas backup management and disaster recovery, and crisis management, and
YA —tF2VT 1 LOBE, Hie, 38 L, 3 K& OSIROR FliOEELBH3E,

promotion and development of cybersecurity education, skills, awareness-raising, exercise and training
Programines.

% 1 BITEm)D BIDT=DIZ, BRIMESOIEFART, (Ex OEHZEOIHGE S —E A7 A2 D
EgatEReE, WONS, SIS ORAITANE, KON, SigieE L — 27 M E 2775
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RN, BAHEE L — 27 0 M E DY A =T =0T EDOFEHE BRI AN,

For the purposes of the first subparagraph, point (m), Union entities shall take into account the vulnerabilities specific to
each direct supplier and service provider and the overall quality of products and cybersecurity practices of their suppliers
and service providers, including their secure development procedures.

RGBS DETINT, D7 EB LU FDERBODY A/ S—F% 2T EOF BRIRAT~F A
HHEZHT 5

Union entities shall take at least the following specific cybersecurity risk-management measures:
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TLT—X 7 FE AR U D3R D H T EO T

technical arrangements to enable and sustain teleworking;

PrrZANFANZ AT T T 572D BRI FA1TC,

concrete steps for moving towards zero-trust principles;

T NT— I R ONEH AT AR TOT- DRI COL EFRERAROFI ;
the use of multtifactor authentication as a norm across network and information systems;

K2R OWE LRI, LoblT, = B —2 ROBGEAL N LT 27 o2 VB4, DR
H;

the use of cryptography and encryption, in particular end-to-end encryption, as well as secure digital signing;

WFNZIREUT, BROMIE S OE RN 522 272 5 7 105, BYG5(E M O -ANBEE
LB EBE AT A,

where appropriate, secured voice, video and text commumnications, and secured emergency communications
systems within the Union entity;

~ 2T ROAR AT =T DR OBREDT O D FRIOHE;
proactive measures for detection and removal of malware and spyware;

LRI TN =T B LR OT- O D RAEL N5 TN =TV T TATF = DFfEDRE

XN

Ak
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the establishment of software supply chain security through criteria for secure software development and
evaluation;
ZORIRND TNV 2 AR R T DIk &b SRR G OEE TR D AL~V
(RUIRE T DEDHIVHHS XK O FSORE NG A/ 3= 207 B8
Zor)lfsE B TRE SRR,
the establishment and adoption of training programmes on cybersecurity commenstrate to the prescribed tasks and
expected capabilities for the highest level of management and members of staff of the Union entity tasked with
ensuring the effective implementation of this Regulation;
HRE ChHoBEDEIHV LA/ =227 (7R,
regular cybersecurity training of staff members;
TIDNERRT LS, B NE G OTE RO BRI A2 3T ~DZN;

where relevant, participation in inferconnectivity risk anatyses between the Union entities;

LT OZE2A T HIGEDEN VDA St 2 U T 2R D7D ORI DAL
R

the enhancement of procurement rules to facilitate a high common level of cybersecurity through:

W) AT U MR O A2 BE 2 ICT Yr—E A7 M E DDz
CERTEU LA 957 LARIBRL QDK EORERED R ;

the removal of contractual barriers that limit information sharing from ICT service providers about incidents,
vulnerabilities and cyber threats with CERT-EU;

@) AT IR, WEHE R OP A7 A i &K L ooFeHs, WO, @7
AT IR B OSERDAAA AR T D& DS,

contractual obligations to report incidents, vulnerabilities and cyber threats as well as to have appropriate
ncident response and monitoring mechanisms in place.
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F g HA/\—bxa)T(EHE
Attick9 Cybersecurity plans

L.

B 7 FI o THEGSND A S =2 VT A DOREERMORE TR, 730, HsHADHCHE
TESNTZEPHER OV A —E 207 EOUATIFNTE 8 S/II > GEULIA A —tF=l
T A EDOVAZEPEEAEZ RN BT, BN EOSEE RO BRI~ L oidEE TR T,
ASHEIET B2, 730, UDRBE AT 206 45 1 A 8 HETIS, YA/ 3 —tF=U7 it
Wz TGRS D, YA/ N—F 2T (FHAN L, RRNESOIEFROY A S—tX 2T 2% ) E
SHLZEEAANEL, D30, ZAUTEAS T, BRINEEDOIEFAENOILED AL~V DA —1
X2 DT HUDYERIZEIRS D, A/ 3—EF 2T FHENL, D7aKEd, 58RIl GRULIL YA
IN—EF 2T EOVASE B B G305, YA —F 2T B, 2 SRS, $
1%, 5B 7 RS THEIGSNA A S— X 2T A ORI, F20%, PHADRE/aH,
EHLO%, ZADSE LY, SR UGETSND,

Following the conclusion of the cybersecurity maturity assessment carried out pursuant to Article 7 and taking into
account the assets and cybersecurity risks identified in the Framework as well as the cybersecurity risk-management
meastires taken pursuant to Article 8, the highest level of management of each Union entity shall approve a cybersecurity
planwithout undue delay and in any event by 8 January 2026. The cybersectrity plan shall aim at increasing the overall
cybersecurity of the Union entity and shall thereby contribute to the enhancement of a high common level of
cybersecurity within the Union entities. The cybersecurity plan shall include at least the cybersecurity risk-management
meastires taken pursuant to Article 8. The cybersecurity plan shall be revised every two years, or more frequently where
necessary, following the cybersecurity maturity assessiments carried out pursuant to Article 7 or any substantial review of
the Framework.

YA X=X VT FHE L, REIRA LT NI DERINE A OETARD YA S —fEkE F
DD,

The cybersecurity plan shall include the Union entity’s cyber crisis management plan for major incidents.

RIIESDEFINT, 5 10 FRICE> TRESNOEART A S —EF 2T BB AT, ek
U3 —tF = U7 (3 HEa et 475,

The Union entity shall submit the completed cybersecurity plan o the Interinstitutional Cybersecurity Board established
pursuant to Axticle 10.
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FME #EMY(/ —F1)T(ERER
Chapter III Interinstitutional Cybersecurity Board

105 BB/ —EFaUTARRR
Atticle 10 Interinstitutional Cybersecurity Board

L.

3.

ZIUZ, BB AN — R U7 B 2 (ICB) ASRESHUD,

AnTnferinstitutional Cybersecurity Board (ICB) is hereby established.

ICB 1, PA FOFRIZBIL T4 AD:

The IICB shall be responsible for:

@ PRMNESOEFRIDZDHANDIEEA N T R OSHRT 528,
monitoring and supporting the implementation of this Regulation by the Union entities;

(b)  CERFEU IS a7 af e s B FESAR 228 K O CERTEU (S L CHigis
DYTREARHET D2,

supervising the implementation of general priorities and objectives by CERT-EU and providing strategic direction
to CERT-EU.

ICB I3, LA FOIEFR > TS S:
The ICB shall consistof:
@ LLFOBEFMRDBIEA S 140
one representative designated by each of the following:
O BRONEES;
the Furopean Parfiament;
i) BRMEERL;

the European Council;

45



Fe MR 11 %25 (20264E2 H)

(i) PRMDES O,
the Council of the Buropean Union;
) RNEES;
the Commission;
V) ERIESFNERHIT
the Courtof Justice of the European Union;
i) BRI PRI T
the Buropean Central Bank;
(vi) =FEHRAT;
the Court of Auditors;
(vili) RRMRPIM TR —E;
the Buropean External Action Service;
X BN HaZER;
the Buropean Economic and Social Committee;
®  ENHRZEE
the Furopean Commitiee of the Regions;
(o) PRMHEESYT;
the Furopean Investment Bank;
(xi) BRMNPA =TT ARESE, B TR ERE L

the Furopean Cybersecurity Industrial, Technology and Research Competence Centre;
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(xiii) ENISA;
ENISA;
(xiv) FRINT —HORaRE S (EDPS) ;
the European Data Protection Supervisor (EDPS);
(xv) SFHFHE RS DR NS R,
the European Union Agency for the Space Programme.
b) @I ELIND, GETIRE B ICT BBE ETES>QOBRINE A O/, S5

OB JRIOR RS2 T DI DY FRETARD ICT #5ZE B ) SOTEEAHAEE LU C BUES
Ja NI —27 (BUAN) | 2l T4 S 344 0 EE,

three representatives designated by the EU Agencies Network (EUAN) on the basis of a proposal by its ICT
Advisory Committee to represent the interests of the bodies, offices and agencies of the Union that run their own
ICT environment, other than those referred to in point (2).

[ICB T TRFEESNARINE S DOMELEMNT, 84 SNT-RFEETDY o ' — T A
DT EAAHNETA,

The Union entities represented on the IICB shall aim to achieve gender balance among the designated representatives.

NCBOHER RIS, RAEEI I MBI A 155, 5 3 S s g WSO ORI O
FI3H 3 TR IERMESOIE RSO NEG OTETARDED, R0, DR
72 ICB DA T LAt SIS,

Members of the [ICB may be assisted by an alterate. Other representatives of the Union entities referred to in paragraph
3 or of other Union entities may be invited by the Chair to attend IICB meetings without voting power:

CERTEU O, WNZ, 55 (EU)20222555 D 1455, 5515 55 O 16 SR> TENZENREE
SN2 —7, CSIRTs /NI —27 i O BU-CyCLONe D45 /1 2 MOt R D Uk
L, A7 P 3—=LLU T ICB O EITBIUAFD, BPMAEEIZI VT, IICB O LT
BHRANZHE S, TICB I, BIFIREUSD,

The Head of CERT-EU and the Chairs of the Cooperation Group, the CSIRTs network and EU-CyCLONe established,
respectively, pursuant to Articles 14, 15 and 16 of Directive (EU) 2022/2555, or their altemates, may participate in [ICB
meetings as observers. In exceptional cases, the [ICB may; in accordance with its intemal rules of procedure, decide
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otherwise.
ICB 13, TCB OPNERH Y FReiHIZER T2,
The [ICB shall adopt its intemal rules of procedure.

IICB I, IICB OWNERR 2 TR AN IO, ZOERREDH), 3 FFOFHIT, A e 35,
HEOREBEL, FIULHITICB D5/ sidkkh bRk B L7es,

The TICB shall designate a Chair in accordance with its internal rules of procedure, fromamong its members fora period
of three years. The Chair’s alternate shall become a full member of the IICB for the same duration.

IICB 13, TICB MiER-DOIENZLHEX, CEREEU OEEE) AL F-1 3 TICB ORER BODEEE)
HEET, DK EHE 3R], A TD,

The IICB shall meet at least three times a year at the mitiative of its Chatr, at the request of CERT-EU or at the request of
any of ismembers.

NCBOBAERL BT, 154>, ICBOWENL, ZOMBIDOH TR ZEDHIL T VB A AR,
HMZ AR I T Toid, ICB DR, AIG R OSAERRE, Tat, > TIen/avy, Al
HEBOBEITBN UL, #HRIT, REARHEEEAT 5D,

Each member of the IICB shall have one vote. The IICB’s decisions shall be taken by simple majority except where
otherwise provided for in this Regulation. The Chair of the [ICB shall nothave a vote except in the event of a tied vote, in
which case the Chairmay casta deciding vote.

1ICB {3, ICB DY FHeRANAE > TRt 572 Tt S &> TR LD, (Rl
e TIZINT, WFEZRIEN, MBS SR B D5 a2 bR, RIS TEDLIVAHITH]
PEAIZ U VTGRS cbD ST eS D,

The [ICB may act by means of a simplified written procedure initiated in accordance with its internal rules of procedure.

Under that procedure, the relevant decision shall be deemed to be approved within the timeframe set by the Chair, exoept
whereamember objects.

ICB DFH R, BMNZREZBIRHEST, 720, ICB DR R THRITARD,
The secretariat of the IICB shall be provided by the Commission and shall be acoountable to the Chair of the IICB.

BUAN | 2L~ TR ST-RFR L, BUAN ORERKEIZKTL T ICB DPEZ mEET 5, BUAN O
A, TORERENICB DIEEA A TS L &2 W5 5%, EUAN OV F/-1Z1CB
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DREEATRU T3 28 1A,

The representatives nominated by the EUAN shall relay the IICB’s decisions to the members of the EUAN. Any
member of the EUAN shall be entitled o raise with those representatives or the Chair of the IICB any matter which it
considers should be brought to the [ICB’s attention.

13, ICBI, ICB D LAl d Zrab DB TRERERIEL, 72, ICB Ok M OMERPOMES
D2 DT U CEAEATD, ICB 13, B TZRE RN K OMERIE NS EOR K BT
Waad, PETREROFHHIAIEED S,

The IICB may establish an executive committee to assist it in its work, and delegate some of its tasks and powers to it.
The IICB shall lay down the rules of procedure of the executive committee, including its tasks and powers, and the terms
of office of its members.

14. 202541 7 8 HETIZ, H o, TOHITFIRT, ICB I, BMNGEE R ORI, ZoHAID
FEE Z N TONTSEPRIRI OISR A, 73, L0, 1l 4 ORERLIEIZF11% CEREEU &
WERREIOFTFIT LRI ) OFEFHOM B 2~ S EA 4R 95, TOWEEL, fEn
202212555 D 18 SRITL > TEIRSNARRNE S DA/ S—&% 27 OIRREI B3 DhEais
EBADNS)E0D,

By 8 January 2025 and on an annual basis thereafter, the IICB shall submit a report to the Furopean Parliament and to the
Council detailing progress made with the implementation of this Regulation and specifying in particular the extent of
cooperation of CERT-EU with Member State counterparts in each of the Member States. The report shall constitute an

nput to the biennial report on the state of cybersecurity in the Union adopted pursuant to Aticle 18 of Directive (EU)
2022/2555.

2 115 1CB DS
Atticke 11 Tasksof the IICB
1ICB DlkEA R 915, ICB I, L0l
‘When exercising its responsibilities, the IICB shall, in particular:
@ CERTEU OEATRL, A A4t
provide guidance to the Head of CERT-EU;

b  ZOHRND TR TN KL ORTEL, 20, MELISCT, MRMMNEESOIEERL T
CERTEU |ZXU T R Ay 2708 B A 2R 5L 30, BRME S OIEERDYA/ 3 —F
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S AL BT T YOO A DR SR

effectively monitor and supervise the implementation of this Regulation and support the Union entities in
strengthening their cybersecurity, including, where appropriate, requesting ad-hoc reports from Union entities and
CERTEU;

BRIE EOREEOR%, BINEEDIETRICBIT DA S—F 2T (DL~ YL Zh) ESEAHT
LICRE DRI A AR, EHIRNT, 230, UMVRDEIZBTH 5 AR, [RRRG
ZRHML, 730, TS EZREX T, RIS AEEL ;

following a strategic discussion, adopt a multiannual strategy on raising the level of cybersecurity in the Union
entities, asses that strategy on a regular basis and in any event every five years and, where necessary, amend that
strategy;

HASIIARE) D195, FED(EREZTRET 5, HaBDE L~ LA/ S—EF =)
T A BT L OV A OIETARD YA 3=t 27 EOBES 2T HE DB
D35, BRMME S OVE LRI LR O AFHIOFA TOT D DO THER Ok EOfIm4 &
b, FOIH7HE BRI M A S T 2R A OVE AR B INORRMNE S O A S
L SN AN—EF 2T A FHAFI L CHEIGSNDZE K DI TE M EU)
202212555 DFF 19 5% HEHEE L, 70>, METIGUC, BRIME S OIETAR SIS DZ LR
L

establish the methodology and organisational aspects for the conduct of voluntary peer reviews by Union entities,
with a view to leaming from shared experiences, strengthening muitual trust, achieving a high common level of
cybersecurity, as well as enhancing Union entities’ cybersecurity capabilities, ensuring that such peer reviews are
conducted by cybersecurity experts designated by a Union entity difterent from the Union entity being reviewed
and that the methodology is based on Article 19 of Directive (EU) 2022/2555 and is, where appropriate, adapted to
the Union entities;

CERTEU DOENSOIRLRAFHELL T, CEREEU OAFERVEEE HliA &AL, 7>, [FEHED
SEHAREAL

approve, on the basis of a proposal by the Head of CERT-EU, CERT-EU’s annual work programime and monitor
its implementation;

CERTEU OEDSOHEZA HAEL LT, CEREEU OY—t 2 HEE KL NG R0 T 75—
AL

approve, on the basis of a proposal by the Head of CERT-EU, CERT-EU’s service catalogue and any updates
thereof;
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CERTEU DENSOHFEZEEFHELL T, ANBEALEZ G, CEREEU OIEEIDT- DDA LT
HIOOFEVRIA S E HEE AGEL ;

approve, on the basis of a proposal by the Head of CERT-EU, the annual financial planning of revenue and
expenditure, including staffing, for CERT-EU activities;

CERTEU DR HOHGEERHELL T, —EA~VEEDIZODTHRATGEL ;
approve, on the basis of a proposal by the Head of CERT-EU, the arrangements for service level agreements;

CERTEU DAY~ THEREN, CERTEU OiEEh K O CEREEU O& 4 S BlA a B4 AR
RS ERER L) OIREEL

examine and approve the annual report drawn up by the Head of CERT-EU covering the activities of, and
managementof funds by, CERT-EU;

CERTEU DED SOFEZAFEE U TED SIS CERTEU D7 D BB B (KPls)
TR LA OBEHL

approve and monitor key performance indicators (KPIs) for CERT-EU established on the basis of a proposal by
the Head of CERT-EU;

% 1881245 CERTEU SENLIANDIETARE OO )R E, h—E AL~V EE T
HVEHGRL;

approve cooperation arrangements, service level agreements or contracts between CERT-EU and other entities
pursuant to Article 18;

56 145/ 0E-7- CERTEU OENHOHEG A HA L3 AIEf R L OS2 8RR, IO,
CERTEU |ZxfL, iSO LTS OIRR o M T8I ER 2R 528, BHT2EbL<
I HMEET DR,

adopt guidelines and recommendations on the basis of a proposal by CERT-EU in accordance with Article 14 and
nstruct CERT-EU to issue, withdraw or modify a proposal for guidelines or recommendations, ora call foraction;

NICB DA AT 57D ORI OREs b S ET ORI V—7 aE L, Ry v—>7
DRFERUETGRL, 230, R/ N—TZNEHDRKEERAL;

establish technical advisory groups with specific tasks toassistthe [ICB s work, approve their temms of reference and
Jesiorae their ive Clairs
51



®)

©

®)

@

®

®)

Fe MR 11 %25 (20264E2 H)

YA =t 2T A ORGNVETHIEDII72, ZORIRNOD P2 TRRIEEOELERD
TS 3G KOS B2 L) DR ML ;

receive and assess documents and reports submitted by the Union entities under this Regulation, such as

ZOHBAIDOEELORMRICIITHRANT T 7T A AEROAZHAZAANE LT, ENISA D45
Z52F, BRINEEA OEEROHT YA/ S —tEX 2 U7 4 H B OIEARY —TF Dk @At
L

facilitate the establishment of an informal group of local cybersecurity officers of Union entities, supported by
ENISA, with the aim of exchanging best practices and information in relation to the implementation of this
Regulation;

CERTEU 7~ Akl S A 7/ Ss—e U7 _EOVURT O S - #a 2B
HiFHEE I NN T, BRMEAOIETRD ICT BebOAH A D TR O
AL, D, AR LTS

taking info account the information on the identified cybersecurity risks and lessons leamt provided by CERT-EU,
monitor the adequacy of interconnectivity anrangements among the Union entities’ [CT environments and advise
on possible improvements;

WM A D R 5 2 KT 7 DTSV o S L~
THETHIL, NS, LODIY, KAt FAD R R O OR B AT
BRI BAL, TR RO I AU ET T BT SN, 47—
i OF

establish a cyber crisis management plan with a view to supporting, at an operational level, the coordinated
management of major incidents affecting Union entities and to contributing to the regular exchange of relevant
information, in particular with regard to the impacts and severity of, and the possible ways of mitigating the effects
of, major incidents;

55 9 26585 2 T il & OBRMBEA ODETEARO YA S— et PG HRIOBRATREL ;
coordinate the adoption of individual Union entities’ cyber crisis management plans referred to in Article 9(2);

BA(EU) 20222555 D 2 SR T A A RIGH 7 TAF =— OFRME G L~ L TS
7B 2 T AR F A BB AN LT, S DI 2 A S —t¥ =27
VAT =R A NEED BRI TN S DA A 72720, 5 8 4455 2555 1
BIEm) R T IA T o D LB DB AT 2,

52



Fe MR 11 %25 (20264E2 H)

adopt recommendations relating to supply chain security referred to in Article 8(2), first subparagraph, point (m),
taking into account the results of Union level coordinated security risk assessments of critical supply chains referred
to in Article 22 of Directive (EU) 20222555 to support Union entities in adopting effective and proportionate
cybersecurity risk-management measures.

g 12& &5
Atticke 12 Compliance

L.

ICB I3, 55 10 255 2 TR OY%R 11 ZRCID, ZORIRIOFZR OIS OIE TR L TR
IRESTIE I EERT, B K O TEEER O I IR R 975, TICB 13, KNG OIEER
(ZHRIL, DR BT O i B2 R T IR ERUATD, ASRD T 25T
FEEZPHRS D LD BRIDIZDIZ, BT 2EMNESOBETAN ICB_ETHEEAAFRS TN
DEET, URAINEGDETINT, BEEOMER b TS0,

The TICB shall, pursuant to Article 10(2) and Article 11, effectively monitor the implementation of this Regulationand of
adopted guidelines, recommendations and calls for action by the Union entities. The IICB may request information or
documentation necessary for that purpose fiom the Union entities. For the purpose of adopting compliance measures
under this Article, where the Union entity concermed is directly represented on the IICB, that Union entity shall not have
voting rights.

ZOHIRIEAE NICB 2 FESHTSEHRE, BYE R O TEESR AR E S OIE TR
FEELU QU VRNEIICB AN 51, BRI 2RRIMEGOIEFIROPNE Flta thi T 528734,
730, BT ARRMIE A OVE RN T U CYRIE RO RAFEHEH D2 5.2 7-1%, TICB 13,
PUFDOZEEAT S

Where the ICB finds that a Union entity has not effectively implemented this Regulation or guidelines,
recommendations or calls for action issued pursuant thereto, it may, without prejudice to the intemal procedures of the
Union entity concemed, and after giving an opportunity to the Union entity concermed to present its observations:

@ ZORANDIEE IS HBESNT S 2A L O BIR T DRINNE A OE LRI TR, BiRAf)
UTzER A L,

communicate a reasoned opinion to the Union entity concemed with observed gaps in the implementation of this
Regulation;

(b) CERTEU 7o RS- 1%, BEER T DR G OETRITHL, Uakik Ao

Iy PAN—EX2 VT LOVRI AN E, A S—F 2T (FHE L OSSR E
SHHIIPNICZ OIRANA ST D7 Lafteh 3 D7 b O TR A 4RAEL ;
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providk, after consulting CERT-EU, guidelines to the Union entity concemed to ensure that its Framework,
cybersecurity risk-management measures, cybersecurity plan and reporting comply with this Regulation within a
specified period;

ZORIANC I TR DM ME S OTE TR C L > CHIRSI A B A B 5 D LR A
B, FERSIT RIS U THRESHU RN O 22 LB 238

issue awarning fo address identified shortcomings within a specified period, ncluding recommendations toamend
measures adopted by the Union entity concermed pursuant to this Regulation;

O TRSNIZEE O CRIE SR AR ESH IR n LSVl -
75, BT ORRNINE S DIETR TR, BRA T U@ma L,

issue a reasoned notification to the Union entity concermed, in the event that shortcomings identified in a waming
issued pursuant to point (c) were not sufficiently addressed within the specified period;

LUFOHOEFEL:

issue:

() EAENFTATSINDZ LA RODENES  FE
arecommendation for an audit to be carmied out; or

() YR ST DAY —E R E s TR TSNVA L DEERE;
arequest thatan audit be performed by a thirckparty audit service;

NN ATREZ L &Y, 2EHRAER TS, TOEEOHPANT, FiESN S T2
&L,

ifapplicable, inform the Court of Auditors, within the remit of its mandate, of the alleged non-compliance;

A COMERRIE S OVRNIESDIETAAD, BT 2DERIMESDIE AR 27 =2 Dt
DAY RF A SELE T DL DR ST,

issuearecommendation thatall Member Statesand Unionentities implement a temporary suspensionof data flows
to the Union entity concemed.

1 BITEC)D BIIDT=OIZ, YA/ 3=t 20T EDOURT LS OB 2 X, 5550
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LHEL, Lo~<HilfREH15,

For the purposes of the first subparagraph, point (c), the audience of a waming shall be restricted appropriately, where
necessary in view of the cybersecurity risk.

5 1 BIPRICI > THRSISE S KO T, BRI DRSS OIETARDR B~V 32
RSHL TR,

Wamings and recommendations issued pursuant to the first subparagraph shall be directed to the highest level of
management of the Union entity concermed.

1ICB 73%5 2 TR 1 BlH@ye\ @D M ORTEATRRUZ L&, BIER S DRSS O1E TR
(3, ICB (Z > TR E SV ARSI R AU AL 7O DB N N A TR RN
TARMT 2%, ZOMRINEEOIETART, ICB DORIEZFA-EERY AR, 2O RE
ZHeti 0,

‘Where the [ICB has adopted measures under paragraph 2, first subparagraph, points (a) to (g), the Union entity concemed
shall provide details of the measures and actions taken to address the alleged shortcomings identified by the IICB. The
Union entity shall submit those details within a reasonable period to be agreed with the IICB.

i P~V E AR G, BRINES R S E TSN ONEE BOVER ETAMER
INSEHE I MR NE A OIE A I D ZOBIHIOIEHE R RERA TRADMHAES DL TICB 73
FIrIHLEE, ICB 13, BRI DERNNESDOIETMADS, BERRIOH TEDLNIBIE R OF
foellr NS EM LIS H ATREZSBUE M OFfoel 08, ROV b S T8 LD Lkt
DL YFRE TR TS U TESR DA 50, WU T LD LA BRI 2, LD RN
(2, ICBIZ, BRI 2DMRIME EDIETLM T, METMEHE 52,

Where the [ICB considers that there is persistent infiingement of this Regulation by a Union entity resulting directly fiom
actions or omissions of an official or other servant of the Union, including at the highest level of management, the [ICB
shall request that the Union entity concemed take appropriate action, including requesting it to consider taking action of a
disciplinary nature, in accordance with the rules and procedures laid down in the Staff Regulations and any other
applicable rules and procedures. To that end, the IICB shall transfer the necessary information to the Union entity
concemed.

RIIIEES OETARDS, MRgIEEADNEF 6 2555 1 THAUNE 8 446 1 D CEO LIV HIRAE
SFCERWEAIEETT DL, ICB 13, HIEZARIDDLE AT, ZORMNIESDIETR
DORPEZE TG AN BT, BREHIROIER 27860152,

‘Where Union entities notify that they are unable to meet the deadlines set out in Article 6(1) and Article (1), the ICB
may, induly substantiated cases, taking info account the size of the Union entity; authorise the extension of those deadlines.
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E£IVE CEREEU
Chapter IV CEREEU

% 135 CERLEU OEBERUESTE
Atticke 13 CERT-EU mission and tasks

1. CERTEU DI, BB EDETR U THA =T ABELIE 528, v T
NEBLIEL, BHHL, BB, $ERIL, ZAUSHL GRIL RO SSE A 570 RS
DEEREINTHZEASAST, WS, BINESDETAROY A S—t =7 O
AT U NSHIGHHEE DN T LT TR D28 C, BRI A DEE AR Tl ICT B
ST =T N RN N 5

CERT-EU’ mission shall be to contribute to the security of the unclassified ICT environment of Union entities by

advising them on cybersecurity, by helping them to prevent, detect, handle, mitigate, respond to and recover from
incidents and by acting as their cybersecurity information exchange and incident response coordination hub.

2. CERTEU I3, 5 T3 ICT A2 7NV A —70808, MR O o7 N2 51E
WAAEL, EEEL, HTL, 2>, BRMEGOIETIREHAT2, CERTEU I, R bSh=EH -
DA DI A T AT ORMATHE T2 I A4 5, FEARIL -~V &
OERMBESOIETARL IV, A2 T NI DxiE T2,

CERT-EU shall collect, manage, analyse and share information with the Union entities on cyber threats, vulnerabilities
and incidents in unclassified ICT infiastructure. It shall coordinate responses to incidents at interinstitutional and Union
entity level, including by providing or coordinating the provision of specialised operational assistance.

3. CERTEUIZ, BRINMEEDIETLAEARIT D720, L FOEIBVORE 212 T4 %:
CERT-EU shall carry out the following tasks to assist the Union entities:

@ B 145E 1 HOP CFRESNHEZ N U CH T TCB S ER ST R 77eiiis %
T, ZOBRIOFZE OV CERMNE A OIEF AR5 R O ORI FZED
L R N

el

support them with the implementation of this Regulation and contribute to the coordination of the implementation
of this Regulation through the measures listed in Article 14(1) or through ad-hoc reports requested by the IICB;

(b CERTFEU O—ERHEGOH CEHRSI A S—tF 2T EOh—E 200/ % —

Fo T, BRMEADIETRDT-OOFEREY ) CSIRT V—t A (R—AT AL DY —ER) &A=
AL,
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offer standard CSIRT services for Union entities by means of a package of cybersecurity services described in its
service catalogue (baseline services);

517 S0 O%F 18 S G gt 2% I3 AT DE T J OV S— R —D %k
T—J%HERFE I D2,

maintain a network of peers and partners to support the services as outlined in Articles 17 and 18;

ZOBIBUNDIHAN TS, B O TR IR TR S LG, TICBOD
EEA TSR,

bring to the attention of the IICB any problems relating to the implementation of this Regulation and the
implementation of guidelines, recommendations and calls for action;

% 2 TR IHFRA ST, ENISA SRR IUC, BRINE S DYA7 72 R Ea%
=T N

on the basis of the information referred to in paragraph 2, contribute to the Union cyber situational awareness in
close cooperation with ENISA;

RETA T NDII 57
coordlinate the managementof major ncidents;

FEOEU) 20222555 D5 12 5555 1 T AREE S8 EDBR/RD B IDT- Ol AR ESITL
TR e LT LU, BRMNE S OE TR N> T T8 T A2k

act on the part of Union entities as the equivalent of the coordinator designated for the purposes of coordinated
vulnerability disclosure pursuant to Article 12(1) of Directive (EU) 2022/2555;

RRME S DIE RO EGEE T 1A%, LiARINE G OIE RO INRDT 7R AATRE 2 A b
U— R ONERE AT DO HROFARIRAY 22y = 7 il 57k

provide, upon the requeest of a Union entity; proactive non-intrusive scanning of publicly accessible network and
information systems of that Union entity.

1 BIFE@W T HE S, TS ATRED DRl &S, 7>, MMV IRRIH IIRL

C, IICB, CSIRTs /N7 —273FON RN EE A S OMRIEHILS (EUINTCEN) S &b,

The information referred to in the first subparagraph, point e), shall be shared with the IICB, the CSIR Ts network and the
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European Union Intelligence and Situation Centre (EU INTCEN), where applicable and appropriate, and subject to
. sdentil fons.

CERTEU I3, 55 17 S F2035 18 SRITLDDKIEV Y, LA TR aE, BRINES K O DO
FRIEINOB#RE7 A S —tF 2 )T R 2 =T 1 SIS

CERT-EU may, in accordance with Atticle 17 or 18 as appropriate, cooperate with relevant cybersecurity communities
within the Union and its Member States, including in the following areas:

@ PRMEGOIETREER S DRI RITDEINL L OREHE i, A2 T IO,
TSN ORI

preparedness, incident coordination, information exchange and crisis response at the technical level on cases linked
to Union entities;

O AT DR ED, CSIRT o N —7 SR 23558 -0t 7);
operational cooperation regarding the CSIRTS network, including with regard to mutual assistance;
© HRUGESEED, YA/ 2B
cyber threat intelligence, including situational awareness;
(d)  CERTEU OYA7 =t U7 ¢ EOHAT 2B AR A B DN 7,
onany topic requiring CERT-EU’s technical cybersecurity expertise.
CERT:BU ORESINIZIS YT, CERTEU 1, #HIEU) 2019/881 | ZHE-T-RESAHEL, 1EH LD 1%
OMA =72 D BRI AT BAL, ENISA. LR & S e S35, CERT
EU 1%, Buropol DERMHA7 S—3UFRHALEE B T S QNG A A HALASD,
Within its competence, CERT-EU shall engage in structured cooperation with ENISA on capacity building, operational
cooperation and long-term strategic analyses of cyber threats in accordance with Regulation (EU) 2019/881. CERT-EU
may cooperate and exchange information with Europol’s Furopean Cybercrime Centre.

CERTEU (%, CERT-EU D¥—t" A HERDHIZGEIRSIUTY VRO FOEISNDY—E" A (B ATRE
P—bR) RIS

CERTEU may provide the following services not described in its service catalogue (chargeable services):
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P—E AL ~NVEBEEFEEL, 70, FIFAREREIR, E0bl), TR N — 7R AR
T, BV NELNEEDY A S—T B 957 7—ANT A0 24 WA 7 A ORARA S,
% 3TE| T ICT BRERLISN ORI E A ODVETARD ICT BB DA/ S—t =7 % 5
AHP—ER;

services that support the cybersecurity of Union entities’ ICT environment, other than those referred to in paragraph
3, on the basis of service level agreements and subject to available resources, in particular broad-spectrum network
monitoring, ncluding first-line 24/7 monitoring for high-severity cyber threats;

EHHIIHEBEFEELT, 0o, ICB DFHIOHGEE ST, UikETIRD ICT BeiEa 4
TBIDDOHED LSRN S DIEFARD YA S~ =T EOERSE S F 37y~
4 Ei % R W A =

services that support cybersecurity operations or projects of Union entities, other than those to protect their ICT
environment, on the basis of written agreements and with the prior approval of the IICB;

FEERIOGUT, EIER R K& AL ONfegt A it 457200, BT DERINEA DR
FARD T NT—7 e O AT DOFRIA Y =7

upon request, a proactive scarming of the network and information systems of the Union entity concerned to detect
vulnerabilities with a potential significant impact;

EFEIZIAHEEEZHMELL T, 1>, ICB OFRIOAGE=F, Bil2IL, BMNEETED Mok
UNTYRZRERR SRS /- I A T A Rk T, BRONEA O AR B 1,
F1ERINEADBETARLSNORIRROTIDIT, L%k ICT BRbEDb s e 95—
B

services that support the security of their ICT environment to organisations other than the Union entities that
cooperate closely with Union entities, for nstance by having tasks or responsibilities conferred under Union law;, on
the basis of written agreements and with the prior approval of the TICB.

%5 1 BIFEA)ZBIL, CERTEU 1, FlFh~_—2AC, ICB DFFIOAGEEAFT, FRMIEA LR
NDEFAREDP—E A~V EEIAVED,

With regard to the first subparagraph, point (d), CERT-EU may; on an exceptional basis, enter into service level
agreements with entities other than the Union entities with the prior approval of the IICB.

ENISA S 21 11U CHIEE alRE/ el &1, CEREEU 1, RRNLESDIEFARD YA —F 2T
ADLYVZFRERT D128, YA =2 DT B AL, FE, A =27 EI
SIS LB FOIEE ~ DS E AF5,
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CERT-EU shall organise and may participate in cybersecurity exercises or recommend participation in existing exercises,
where applicable in close cooperation with ENISA, to test the level of cybersecurity of the Union entities.

CERTEU 1%, BA DR NHEADEL A D, Yk RZN MO TRUNEST, DI
TAHZENH R TEERESNDEEL, BUCL Z BB NI —7 e OGS AT ZNDAL 2T N
BAL, BRAMEEOVE TR TR TRl AARAEASS, AED NIZE175 CEREEU 25O BIOHE:
3, MBS RO LBIR T D IR HUEZ T s,

CERT-EU may provide assistance to Union entities regarding incidents in network and information systems handling
EUCI where it is explicitly requested to do so by the Union entities concemed in accordance with their respective
procedures. The provision of assistance by CERT-EU under this paragraph shall be without prejudice to applicable rules
conceming the protection of classified information.

CERTEU 1%, FRIMEEASOVETIRITRIL, CEREEU DA T N Bdo) Tl O a A CBEL
CEETD,

CERT-EU shall inform Union entities about its incident handling procedures and processes.

CERTEUZ, i\ LR K OSSR - C, 02 IO R OSSOt vE
LC, KERAL T U N OG5S A LT L NS B T - RERR C B9 Dkk o EA LS
THRICT 572, OB, 3 10558 BIRIORTHREEOHICEDHID,

CERT-EU shall contribute, with a high level of confidentiality and reliability; via the appropriate cooperationmechanisms
and reporting lines, relevant and anonymised information about major incidents and the manner in which they were
handled. That information shall be included in the report referred to in Article 10(14).

CERTEU 1%, AT —FDAREZIFRET DAL 2T NS5, BIHIIEU) 20181725 O FIC
BT LETEREEIE LT EDPS OISGSSHERR K UM a1 T 52 L72<, EDPS &l /1L, BIfR 5
WRN3EE A DA% T2,

CERT-EU shall, incooperationwith the EDPS, support the Union entities concermed whenaddressing incidents resulting
in personal data breaches, without prejudice to the competence and tasks of the EDPS as a supervisory authority under
Regulation (EU) 2018/1725.

CERTEU I3, BRIMEEOIETARDBIRIRGE HEDOIPR CERSNHEET, W7RBOR Lo
THIZBAL, i LoBhE FAIAT A2 AGS,

CERT=EU may; ifexpressty requested by Unionentitiespolicy departments, provide technical advice or inputonrelevant
policy matters.
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% 1455 ERiEe, EERUITEIER
Article 14 Guidelines, recommendations and calls for action
1. CERTEUIZ, LA FOBDEFET AT, ZORRIOEEE 5!
CERT-EU shall support the implementation of this Regulation by issuing:

@ EDSNT RN CHINES DETRPEDZ LRSI AR AR EA TR L T D
TTENEER;

calls for action describing urgent security measures that Union entities are urged to take within a set timeframe;

O  ERINESOIETROEET ATV 7y MeA s NETDEMFEENEET 2 TCB (T4 %12

%=

proposals to the TICB for guidelines addressed to all or a subset of the Union entities;
© fEx OEINESDRET AL 5 NET DRI BT S NCB KT 51843
proposals to the [ICB for recommendations addressed to individual Union entities.

%1 BIEE@ICBIL, BRI 2BIMGE SN, 1 TEVESROSZ E4 R E/ 0 72<, CERT:
BU 12X, B REHAE NS DI SE S vasig 45,

With regard to the first subparagraph, point (a), the Union entity concerned shall, without undue delay after receiving the
call foraction, inform CERT-EU of how the urgent security measures were applied.

2. EAHERROEEL, LUFOL0EEDEL:
Guidelines and recommendations may include:

@ PRMEEOETRSR TG 2 N—tX =270 Lo 234875 ETns
ELUTHEILL, o, IEEROY AN =2 TR AT v— 2 Z I AN A 3 —F%
2V7 4 EOFM RO EDESINEANTERGNTT D, ST HEMKZ Y KPIs &5, FR
PEEOVEFRDY A/ N—X 2 DT O RGREZ T 57O D@D FELET L,

common methodologies and a model for assessing the cybersecurity maturity of the Union entities, including the
corresponding scales or KPIs, serving as reference in support of continuous cybersecurity improvement across the
Union entities and facilitating the prioritisation of cybersecurity domains and measures taking info account entities’
cybersecurity posture;
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YA —F 2T A EDURT~HDRADTODFHRE A TEDVAT~ T A DU,
O A =X =T EDOYAT~F AN E;

arangements for or improvements to cybersecurity risk management and the cybersecurity risk-management
measues;

YA =t 2T DRI O A7 S—tF 2D 717 Hli O AL,

amrangements for cybersecurity maturity assessiments and cybersecurity plarns;

WENTECT, FAERPED RN NS DIGEOEfT, 77— 77 F v, A—T"—A
K OBRESDSANT F7TARZOFI, WD, 7 TAF =— OB AN Sz
TR F G, FEOEHTHEEOFIH ;

where appropriate, the use of common technology; architecture, open source and associated best practioes with the
aim of achieving interoperability and common standards, including a coordinated approach to supply chain
security;

WELTIEET, =R S=T OREEE D DO 72 A S =1 2T EOP—E X ORL
DA DTZD OHIED I TFE ORI AA S D10 O,

where appropriate, information to facilitate the use of common procurement instruments for the purchasing of
relevant cybersecurity services and products from third-party suppliers;

55 20 SR IANFIE OTALT,

information-sharing arrangements pursuant to Article 20.

¥ 15% CEREEUDE
Article 15 Head of CERT-EU

1. ERMZEERIL, ICB DHERLED 3 530 2 DI HERFLT-1%, CERTBU DEZ (T
%, ICB 1%, E0iolt, ZORkEOEHRIZIIT DR EiBEIONERL, HIABRDFE K NEERERD
EAIZBAL, (Tl COBMI I\ Y CRE A S35, E D4 D7) CERTEU OF:
DIERESNDRHEE LA 50, BB Thi L, RS- IAREBEIC AN BT, £
B =N T D,

The Commission, affer obtaining the approval of a majority of two thirds of the members of the TICB, shall appoint the
Head of CERT-EU. The [ICB shall be consulted at all stages of the appointment procedure, in particular with regard to
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drafting vacancy notices, examining applications and appointing selection boards in relation to the post. The selection
procedure, including the final shortlist of candidates from which the Head of CERT-EU is to be appointed, shall ensure
fair representation of each gender; taking into account the applications submitted.

CERTEU D43, CERTBU Oji (E7 e B A2 A, 2>, #2723k BBl
N ONMICB OFERD FIZBY Y T8, CERTEU OEE, IICB DR U CEMAN TR
L, 72, ICB DEGEEI7-1%, ICBIZXL, TR T/ﬁfﬁ&%%%ﬁtlﬁéo

The Head of CERT-EU shall be responsible for the proper finctioning of CERT-EU and shall act within the remit of his
or her role and under the direction of the IICB. The Head of CERT-EU shall report regularly to the Chair of the IICB and
shall submit ad-hoc reports to the IICB upon its requeest.

CERTEU D1, FRINGES K ORS00 HIIBU, Buratom) 2018/ 1046’ D5 74 5555 9 TAIZAESCTHE
RSO B e B oS B ONE B A B OO iR T 3 DRI BB S B2 Rk DR
AR ATC, Bk EOHEGEHER OB LB S2AHBIL, 7D, CEREEU ORAZH LU THETS
AUAEREDOBIRI I Db iE DFEEICEI T DZA IS T, FERROH L EITHRIL, IR
T2,

The Head of CERT=EU shall assist the responsible authorising officer by delegation in drafting the annual activity report
containing financial and management information, including the results of controls, drawn up in accordance with Article
74(9) of Regulation (EU, Furatom) 2018/1046 of the European Partiament and of the Council®, and shall report regularty
to the authorising officer by delegation on the implementation of measures in respect of which powers have been sub-
delegated to the Head of CERT-EU.

CERTEU OEIE, 4FR T, 85 11 S-AIHEN TCB 1 2> RGNS, CERTEU OFFENDT-b D] TEL
O OB O A ESEH ], FFRRIESERHIZE, CERREEU O —E AHEKE, —E A HED
UGETER, AL~V AEEDTOOT EZ N O'CERTEU D7~ D KPIs 241FRk 3%, CERT-EU
DOYP—EAHEDOHIZHH—E X@JXNS:E&J 451, CEREEU OF1, CERFEEU AL CERY
THNERAEBREICANS

The Head of CERT-EU shall drawup, on an annual basis, a financial planning of administrative revenue and expenditure
for its activities, a proposed annual work programime, a proposed service catalogue for CERT-EU, proposed revisions of

O BRMGE A D PRI Gt rRe7 W EsHRAN B2, HHIEU)No 12962013, HEIEU)No 13012013,
JHAI (BU) No 13032013, HHIEU) No 13042013, #HHIEU) No 13092013, #1HIIEU) No 13162013, £HIIEU) No
22312014, FHHIEU)No 2832014 K OVRTE No 5412014/EU ZE4IEL, IFONZ, AR (EU, Euratom) No 96672012 %3¢
1 2RR Nagees M OBE20D 201847 7 A 18 HOHIHIEU, Buratom) 2018/1046(OJL.193,30.7.2018,p. 1).
Regulation (EU, Euratom)2018/1046 ofthe European Partiamentand of the Council of 18 July 2018 on the financial rulesapplicable

tothe general budget of the Union, amending Regulations (EU) No 129672013, (EU) No 1301/2013,(EU) No 1303/2013, (EU) No
13042013, (EU)No 13092013,(EU) No 13162013, (EU) No 223/2014, (EU) No 283/2014,and Decision No 541/2014/EU and

repealing Regulation (EU, Euratom) No 9662012 (OJ L 193, 30.72018, p. ).
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the service catalogue, proposed amrangements for service level agreements and proposed KPIs for CERT-EU, to be
approved by the IICB in accordance with Article 11. When revising the list of services in CERT-EU’s service catalogue,
the Head of CERT-EU shall take into account the resources allocated to CERT-EU.

CERT:EU DOE1T, D7 BT, TICB KN [ICB ORI, 5 11 RO iEEaaw,
THEOFEE, FirsSH P —EALNVEB R OERICEIAAE, AT ROV S —M—LDlH
TIBHRAF N B> TSNS BT MG ELE G0, ST HHINICBITS
CERTEU OiEEh K O THEI N B3 DA 375, TALOWEE L, IO/
1, AN BBCEE 0, AL OMESE HEl, CEREEU OY—E 2 H $kOF O T 7 5 —h,
KON, DI 77 T — & M ONATETREBHE L CH B30 TARSN AR B RHIlA 5 8
2o

The Head of CERT-EU shall submit reports at least annually to the IICB and the Chair of the IICB on the activities and
performance of CERT-EU during the reference period, including on the implementation of the budget, service level
agreementsand written agreements entered info, cooperation with counterparts and partners, and missions undertaken by
staff, including the reports referred to in Article 11. Thosereports shall include a work programme for the following period,
financial planning of revenue and expenditure, including staffing, plarmed updates of CERT-EU’s service catalogue and
anassessment of the expected impact that such updates may have with regard to financial and human resources.

E16F MBERUARDEE
Atticle 16 Financial and staffing matters

L.

CERTEUIE, BRINEG DA COVEERDT=DD AR R —E 27 0 & LT CERT
EU OHYNAAERFL-DD, BRNEE RO TEL b, MEEHE E X OSSR FOME) 2875
728, BRINZE B DO FEHRIRO TEHIEDO TS & &b, BNZEE R, TICB 1Z4L, CERT
EU OF TEGHERE EOAME- ST R O O AEHES 5, BONE B, #8778 EHUSHK8
NZT D72, TEHIINZ, >0, W VDAY TH TFEU O 312 SRICIDSAFERTBO
HOREE DRI, CEREEU SRHE-21 T EOFAAE RIES, ZOREUL, BINESOFEE
LU T CERTBU Z%E T D2 LD 5 5605,

CERT-EU shall be integrated into the administrative structure of a directorate-general of the Commission in order to
benefit from the Commission’s administrative, financial management and accounting support structures, while
maintaining its status as an autonomous interinstitutional service provider for all Union entities. The Commission shall
nform the IICB of the administrative location of CERT-EU and any changes thereto. The Commission shall review the
administrative arangements related to CERT"EU on a regular basis and in any event before the establishment of any
multiannual financial flamework pursuant to Article 312 TFEU, in order to allow for appropriate action to be taken. The
review shall include the possibility of establishing CERT-EU asa Union office.

ATB K OV D Ffedi FIZBAL, CERTEU DR, BRINZEBZOMERRD FZIU T
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[ICB DR D Rz T 75,

For the application of administrative and financial procedures, the Head of CERT-EU shall act under the authority of the
Commission and under the supervision of the IICB.

B 135EE3TE, B ATE, 5 STEM OV T ONCES 145555 1 TEICE~C, CERTBU DN, BRINT
KSR R FH D AR FEA B D B B 238V Y CE S 542 T AR N A OB =R TR LT
TRt o T —E &5, CERTEU O ONEEN S, BINEE SO PEY IR IS - THA
BT TR EA2T5, CEREEU D7Dl TP ESTUVAHINAL, Rl Bk iEs o)
FEOHTHERSND,

CERT-EU's tasks and activities, including services provided by CERT-EU pursuant to Article 13(3), (4), (5) and (7)and
Article 14(1) to Union entities financed fiom the heading of the multiannual financial framework dedicated to European
publicadministration, shall be fimded by means of a distinctbudget line of the Commission budget. The posts earmarked
for CERTEU shall be detailed in a footnote to the Commission establishment plan.

AR 3 TR IVETARLSMOINESOIETANT, [FFEIZE ST CERTEU 76512 Hsh s
P 2ZWHT, CERTEU 3 DR E GHLUTAA 75, ZORUHE, TICBNS 52 Hivofast
SO —E AL~ LA O CRINES O EERE CEREEU LR CHESNAT R A RS
T 5, TOHHIE, TSNS —E ADRE DA ED DI e 3% S 28D E T2,
ZOHLUHE, HHIBU, Euratom) 2018/1046 D5 21 55 3 TH() D H CEDHAPERY T AL L
T, RGO 3BT RS TR LIS TSI,

Union entities other than those referred to in paragraph 3 of this Aticle shall make an annual financial contribution to
CERT-EU to cover the services provided by CERT-EU pursuant to that paragraph. The contributions shall be based on
orientations given by the [ICB and agreed between each Union entity and CERT-EU in service level agreements. The
contributions shall represent a fair and proportionate share of the total costs of services provided. They shall be received
by the distinct budget line referred to in paragraph 3 of this Axticle, as infemal assigned revenue, as provided for in Article
21(3), pont(c), of Regulation (EU, Euratom) 2018/1046.

B 13550 6O T TEO LN - —E 20O E I, CERREEU O —E 2432 T AR NS D=
RDSEINEIVD, ZORENE, B A5 TR B THND,

The costs of the services provided for in Article 13(6) shall be recovered from the Union entities receiving CERT-EU
services. The revenues shall be assigned to the budget lines supporting the costs.
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88 175 CERTEU LAEREDHEFALDORED TN
Article 17 Cooperation of CERT-EU with Member State counterparts

L.

CERTEU I3, ANsblelEe, A2 T h, YA =708, Magaht, =73IA, Akt
L ORANT 7T AAZBEL, WO, BITEADETARD ICT BREEO#EA ) ESEpZbice
STEERETOFHEICEL, F5H(BU) 20222555 D5 15 2> TRRIESHT- CSIRTs Fohy—
NS TUTONDSG B G, FEREORTHEOMT, b, F55EU) 20222555 DF 10 5
I THRESNEH 2 FRE SN CSIRISEDEC, F7203, EhwsiEf vlRge X3, [Ffes 0%
8 SRS TR ESNE IR E SIS HENR D8 D X4 7y B OB AR R SO G I L K
ONEHREHET D, KBURI2 YA/ T2 DT 1A LT N OYERSOTREES - BV MZBEL,
CERTEU [, 545 (EU) 20222555 D55 16 28128~ CRRIE S BU-CyCLONe PIZISU YT, BIONZE
BEE3HETD,

CERT-EU shall, withoutundue delay; cooperate and exchange information with Member State counterparts, in particular
the CSIRTS designated or established pursuant to Article 10 of Directive (EU) 20222555, or, where applicable, the
competent authorities and single points of contact designated or established pursuant to Article 8 of that Directive, with
regard to incidents, cyber threats, vulnerabilities, near misses, possible countermeasures as well as best practices and onall
matters relevant for improving the protection of the ICT environments of Union entities, including by means of the
CSIRTs network established pursuant to Article 15 of Directive (EU) 20222555. CERT-EU shall support the
Commission in EU-CyCLONe established pursuant to Article 16 of Directive (EU) 2022/2555 on the coordinated

management of large-scale cybersecurity incidents and crises.

CERT-EU 2 MERREDFE N TRAL QD REIA T T U NI& A V-E&E Y, CEREEUIE, 55 1
TEIZHE, BT, MBI EN OB/ AT IR, k325,

Where CERT-EU becomes aware of a significant incident oocurring within the temritory of a Member State, it shall,
without delay; notify any relevant counterpert in that Member State, in accordance with paragraph 1.

1 FTREZ RN EL S DT — AR e RN T — I DMRESNAZ A SRR T, 8%~
IT2BRINE S OIE RO T DI L2, BT A/ ST B F 3 A T AR A
BT DIOEANIAL LT NI TE RS 572, CERTEU I3, AEE e, Ak
E DT LD Tk /oA 7 NG A 295, CEREEU 1X, BL ROV 08,
BAIBRY, M1 T N A a NS DA T NRH B S 255

Provided that personal data are protected in accordance with applicable Union data protection law, CERT-EU shall,
without undue delay, exchange relevant incident-specific information with Member State counterparts to facilitate
detection of similar cyber threats or incidents, or to contribute to the analysis of an incident, without the authorisation of the
Union entity affected. CERT-EU shall exchange incident-specific information which reveals the identity of the target of
the incident only in the event of one of the following;:
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@ BRSO EEAREL T B
the Union entity affected consents;

b) A ZFTRRINEEDET A QDT CED LIV -RIEAZL TV VR WS, T8 EA 2T
TR S D TR A BT 2808, DB T NS T S E -
TR IS DI e 3R A IS GBI A

the Union entity affected does notconsent as provided for in point (a) but the disclosure of the identity of the Union
entity affected would increase the probability that incidents elsewhere would be avoided or mitigated;

© WEEZUTRINEADUETAN, COUERNEEE T T DI ARL T

the Union entity affected has already made public that it was affected.

51 RBIEEON IS TEEAL ST o NOEIDRR A 2 BN DA 7 NRH I A 2
FHZEOPIEE, CBRTEU DREDIKGEAS TS, DIk ez DR, CERTEU 13, %
DIEFROFR A Z B R DT EDMUDE N DAL T ANERE T DT L F I TR L5 L
DINZENFAEDD) B SR 5 EmI T, ML B TS OTE AR A
&5, CERTEU OFENT, FORBAEAHREEL, 7>, UsRMEADOETIRITHL, OB
P A AR BT D ) IR~ D L IR CELR 975, CERTEU ORI, Mi4k
IIEEDETRITHL, FRHSDAEIZIRSL, [FEARAGA Th> ThEOIERAR 1~
DMERIZAR ET LD MRFFL QD E G 5, SEA S TT RN ES DIETINT, £OfF
BRSO, EAEE S T5,

Decisions to exchange incident-specific information which reveals the identity of the target of the incident pursuant to the
first subparagraph, point (b), shall be endorsed by the Head of CERT-EU. Prior to issuing such a decision, CERT-EU shall
contact the Union entity affected in writing, explaining clearly how the disclosure of its identity would help to avoid or
mitigate incidentselsewhere. The Head of CERT-EU shall provide the explanation and explicitly request the Union entity
to state whether it consents within a set timeframe. The Head of CERT-EU shall also inform the Union entity that, in light
of the explanation provided, he or she reserves the right to disclose the information even in the absence of consent. The
Union entity affected shall be informed before the information is disclosed.

% 185 CERTEU LthDBEFAEDREDHA
Atticle 18 Cooperation of CERT-EU with other counterparts

1. CERTEUZ, % 17 RO IHHTS USNORRME S NOFE T CHoC, RREDREXER IO T
JiaEsh, Bk, B, AR SR ANS ST 4 AD L5720 —V g OSHEIZ B A DN AR
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— 7B OWEEFE B BRI ME A DA /X —F 2T EOBYH R 2 LM Tl
UGB, ZDIIFF I EOMOETORINIEAL, CEREEUIE, 7 —A 7 —AT, IICB) 0D
HRIOHGRE KD, CERTEU 32D IH7 k8T EORIOW 1% §HE %1%, CERTEU 13,
MEAHT ST E T DIERRENOS 17 456 1 IR ks 7t = O TSI, 18564
5o ZXDNHE ATRE CHON DY 2L X T, YA/ N—tFaUT o, T X K ONFROTER N
LRHET D0 DEEWD, DL 1 R OEOSAH L, FEIE A TE LD ED IS 7@
KB O FR O TEDHND, HEBEIREFOTAT T, ICB [CLAHATOAGEAEILIR WS,
[ICB DR, HHEA2 T2, BRI S OIETRE I IZNLND G FEOF BRI I N THAR
— X7 EOIEEE AT REER ) O A ST LB SO A T3V T E, CERTEU
1%, CERFEU 2343005 EAREDI I TR R R DO AL CARRT QU VR GAThoTh, %
DI DFE I H ST BN ERARBN T D7-01Z, ML ERORIIORES), FEHBE I Y
%F%nﬁ%&ﬁ%‘éG:Eﬂ%éW%EEMKS:ODFﬁT FEDINNANGFD, FDIHG AR TE
CERTEU 13, ICB DAL CEBITEAEL, 20, B RE F3aE12doT, IICBG
KLU THET S,

CERT-EU may cooperate with counterparts in the Union other than those referred to in Article 17 which are subject to
Union cybersecurity requirements, including industry sector=specific counterparts, on tools and methods, such as
techniques, tactics, procedures and best practices, and on cyber threats and vulnerabilities. For all cooperation with such
counterparts, CERT-EU shall seek prior approval from the IICB on a case-by-case basis. Where CERT-EU establishes
cooperation with such counterparts, it shall inform any relevant Member State counterparts referred to in Article 17(1), in
the Member State in which the counterpart is located. Where applicable and appropriate, such cooperation and the
conditions thereof, including regarding cybersecurity, data protection and information handling, shall be established in
specific confidentiality amangements such as contracts or administrative arrangements. The confidentiality arangements
shall not require prior approval by the IICB, but the Chair of the IICB shall be informed. In the case of an urgent and
imminent need to exchange cybersecurity information in the interests of Union entities or another party, CERT-EU may
do sowithan entity whose specificcompetence, capacity and expertise are justifiably required to assist with such anurgent
andimminentneed, even if CERT-EU doesnot have a confidentiality amangement in place with thatentity. In such cases,
CERT-EU shall immediately inform the Chair of the IICB, and shall report to the [ICB by means of regular reports or
meetings.

CERTEUVE, — A MBIV A 7078, =7 IA, Mgt OVl el B85
TR D720, FHEDEZEPIOIETAR, EESHAE, POMESOEPNETLA T E
FRFATEADEFIZZ G, PaE FOIETARDII e ~— - — DT 1ULS5, £0DID
72 ==L DRI DINENE I DT-80120F, CERTEU (3, 77—A/r—AT, ICB 7%
DFERIOHEGERDD,

CERT-EU may cooperate with partners, such as commercial entities, inchiding industry sector-specific entities,
international organisations, non-Union national entities or individual experts, to gather information on general and specific
cyber threats, near misses, vulnerabilities and possible countenmeasures. Forwidercooperation with such partners, CERT-
EU shall seek prior approval from the [ICB on a case-by-case basis.
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CERTEU (&, A7 NZL BB 5 T RN A DIEFRD[RIEZEAS T, 5, ks eFH T
FE T S, DR CHBROBED ULIIFHINE ) INDZ a5 LT, Bk A v T
VRSB D 2L W) BEIDTZ0OIZD I, 265 1 T KON 2SO F T R 3 S—~
—\SHURFEDA T MR A5 A R ASD,

CERT-EU may, with the consent of the Union entity affected by an incident and provided that a non-disclosure

arangement or contract is in place with the relevant counterpart or partner, provide information related to the specific
ncident to counterparts or partners referred to in paragraphs 1 and 2 solely for the purpose of contributing to its analysis.
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FVE BOARURERS
Chapter V' Cooperation and Reporting Obligations

B 195% REROERL
Atticle 19 Information handling

L BRIMNESOIETA KO CEREEU LS, TFEU O 339 S TIETHEE EOTRes Fia ety
S TR oS B S,

Union entities and CERT-EU shall respect the obligation of professional secrecy in accordance with Article 339 TFEU
orequivalent applicable frameworks.

2. CERTEU|ZITRASIU QU VB SCEADNRD T 78 2% RO DERIZBILU T, BRINGES A
FRFOBIHIEC) No 10492001°0> 2331 T A HERA R NEE A DVE TARD S IR E DS
ELERTDBRY, BMGE S OMDVET A SR R 320k e XA RRE DR
SR &35 50, RIFHADNE S,

Regutlation (EC) No 10492001 of the Furopean Partiament and of the Council ' shall apply with regard to requests for
public access to documents held by CERT-EU, including the obligation under that Regulation to consult other Union
entities or, where relevant, Member States, whenever a request concems their documents.

3. BERIMESOEFARK O CERTEU (ZXAEIROER N, OB B35 H rlieeiie s
BT,

The handling of information by Union entities and CERT-EU shall comply with the applicable rules on information
security.

F2WNF YA/ —Fa )T LOFBIADFIT
Article20 Cybersecurity information-sharing arrangements

L ERMEAOET, I, CERTEU (SHL, YiaE BT U G % 52 0T U h,
TAN—728 0, =7 IA L OWEga M B3 DA L O OIE A HE LS5, CERTEU
1, BRI S OMETARE ORI 2R T 5280 W) BT DI TR AR E oL
DOIEHRATRENE, MR R OB HEMEE S DRI S TEA MR 95, IBNA LT 255,

0 R iers, BRES KM OWRINZE SO TR DR T /A BT 2R L OB 2001 4F
5 H 30 HOMHIEC) No 10492001 (OJ 1 145,31.52001, p.43).

Regulation (EC) No 10492001 ofthe Furopean Parliamentand of the Council of 30 May 2001 regarding public access to Furopean
Parfiament, Council and Commission documents (OJ L 145,31.52001, p.43).
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CERTEU |3, fEEDIBEIbFBHV OB MO ABESEGD, 5 RFREIT DL, AR
OIEENE, AT THORRINNESOIETRITHIL, bLERAE AN EO@AEAR— U )T
FAUTGRAE DR DT ED T2 T I BV s i R L 2o U RB a0

Union entities may, on a voluntary basis, notify CERT-EU of, and provide itwith information on, incidents, cyber threats,
near misses and vulnerabilities that affect them. CERT-EU shall ensure that efficient means of communication, with a
high level of traceability, confidentiality and reliability, are available for the purpose of facilitating information sharing with
the Union entities. When processing notifications, CERT-EU may prioritise the processing of mandatory notifications
over voluntary notifications. Without prejudice to Article 12, voluntary notification shall notresult in the imposition of any
additional obligations upon the reporting Union entity to which it would not have been subject had it not submitted the
notification.

55 13 SR THR I DATHS M ONkEs 51244 735728, CERTEU I, PRIMEGOIEFRIC
KL, YA T8, =73, Mgk, (REOIEE, YA~ VT AR O TN
T2 DY A —F )T — VO EIZ BT D HE A L BhE DA 2, oM
HAOIEFRENEIWD ICT VAT LOEPEH G HOME % CEREEU [ 23U Gl a2 4%
FLRIAGD, BERIGTHORRINEGOIETRT, APy, BuRSNAFRL OO
WOBDT ST —Neik(595,

Toperform its mission and tasks conferred pursuant to Article 13, CERT-EU may request Union entities toprovide itwith
information from their respective ICT system inventories, including information relating to cyber threats, near misses,
vulnerabilities, indicators of compromise, cybersecurity alerts and recommendations regarding configuration of
cybersecurity tools to detect incidents. The requested Union entity shall transmit the requested information, and any
subsequent updates thereto, withoutundue delay.

CERTEU I3, BRIMEEDIETIRLOMT, Hiki e s TN E ORI FEZ 525
CEGAFEUT, YA T T L NI E o T T T RIS OIE TR A A BN T2
AT U MR I B SSHASD, PRINEE S OIE TR OB EARDRIE AR 5L, 4
FAIETINT, CERFEUISHL, HikRiEIE S L DE AR AE 92,

CERT-EU may exchange incident-specific information with Union entities which reveals the identity of the Union entity
affected by the incident, provided that the Union entity affected consents. Where a Union entity withholds its consent, it
shall provide CERT-EU with reasons substantiating that decision.

BRNBESOEEMD, ZERTIECT, MR M OBHRRLOR T, A/ —tF 2T (Gl
SERRIZ BT DI a9,

Union entities shall, upon request, share information with the Furopean Parliament and the Council on the completion of
cybersecurity plans.
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5. IICB#/3 CERTEU L, 1 rlaerl s, EREIIGUT, BYNES K OHRFSEOMI T, SR
B, B M OY TERELR A 975,

The IICB or CERT-EU, as applicable, shall, upon request, share guidelines, recommendations and calls for action with
the European Partiament and the Council.

6.  ARDTTEDSNIAZ L, UL TFOMRERISHU IR T3

The sharing obligations laid down in this Article shall not extend to:

(@ EUC,
EUCT;
b) UaZlEHO CEREEU EORINTIBITAHA DR TRROLIU T VDI A AR, 1R IRe e~
— NI T, YRLlE e BRI D ED RISV VO,
information the firther distribution of which has been excluded by means of a visible marking, unless the sharing
thereof with CERT-EU has been explicitly allowed.
E2AF HEEH

Atticle21 Reporting obligations

1. DAFOBAIZBOTUL 1T uNT, KREWEHIESNA:

Anincident shall be considered to be significant if:

@

®)

ZDA T U, BB A O TARORFEN k4558 OB R E
Pl 2 A I N e X e NI S e I o 5 A = U A B WP Ay~ ool B A A WP g Y =
BE;

ithascaused oriscapable of causing severe operational distuption tothe fimctioning of, or financial loss to, the Union
entity concemed;
DAL T NN, A E AT ORI R ELALSELIHILST, MO HR AN -
I HENTRIU TR 52 7555 F 3B % 52 (5055,
it has affected or is capable of affecting other natural or legal persons by causing considerable material or non-
material damage.
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2. RRIESOETART, CEREEU L, UL FOEBRHT%:

Union entities shall submit to CERT-EU:
@@ AHEEVRERT L, D30, UDRAEEEI T Y THREI AL v T U N TN 24 B

®)

©

@

LINZ, NS aREZREEE, TORIpAL LT A NNEE T B LITERDH TR
FOTRAESEON D DHHLEEONDZE EATEFINER D580 LI IES AR D5
k- A NCTE Vo AN IR S

without undue delay and in any event within 24 hours of becoming aware of the significant incident, an early
waming, which, where applicable, shall indicate that the significant incident is suspected of being caused by
unlawful or malicious acts or could have a cross-entity or a cross-border impact;

RG2S, 730, WA I TR T RE AL L T U NIRAN TS 72 RfH
LIRS, NSl rlaE/ el &L, @V 5 a7 77— N D1 o7 U NEA, WONZ,
ZDOAAA T NDORANELRE, KO, ZADFITREREET, REDIMEE G0, RKER
AT A BY b T NEA,

without undue delay and in any event within 72 hours of becoming aware of the significant incident, an incident
notification, which, where applicable, shall update the information referred to n point (a) and indicate an initial
assessment of the significant incident, including its severity and impact, as well as, where available, the indicators of
COMPrOMise;

CERT-EU DEERITIGUT, ka7 e FREDOMERR TR h iR ;

upon the request of CERT-EU, an intermediate report on relevant status updates;

LU ROHIEZED, 0D PRI 2T NEEIOTEHT 173H LIS, Fch&it

a final report not later than one month after the submission of the incident notification under point (b), including the
following;

() AR OSEAED, AT ANOFELRTR;
adefailed description of the incident, including its severity and impact;
(i) DAL T ANDG bl T ATREME DD S 3 D BR DA

the type of threat or root cause that is likely to have triggered the incident;
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(i) 36 S B O THIODR R ;
applied and ongoing miigation measures;

(v) CHONEF AT R XY, T T NOEBE Az D H 2 T Az DR,
where applicable, the cross-border or cross-entity impactof the incident;

© (TR IR OO CIA L T U NS TR OBRAIZRBO T, S
BB E N OF DA T NS5 ETARDEERY )55 1733 AP i
He

Ho

mthe event of an ongoing incident at the time of the submission of the final report referred to in point (d), a progress
reportat that time and a final report within one month of their handling of the incident.

RIS DOVETIN T, ROV, 70, UIDRDEITBUOTH RERA TN
SUNTHNS 24 FHEILIPNG, K& AL L T U NSRRI COHARERIEND S 17 55455 1 TEIC
TR ST SRR EOF TR, ST,

A Union entity shall, without undue delay and in any event within 24 hours of becoming aware of a significant incident,
inform any relevant Member State counterparts referred to in Article 17(1) in the Member State where it is located thata
significant incident has occurred.

PRINGE S DIEEMT, B, KEeA LT o MEDIET WAL DR, 1) A ZRANL QU VD
FERREN R B - JER A% 2% CERTEU M HIE CEAINN T Al a i35, &6
12 §5 552873, AT T A7 DbDNE, BONESOEE AR INESI BB RS T
[EvASAAN

The Union entities shall notify, inter alia, any nformation enabling CERT-EU to defermine any cross-entity impact,
impacton the hosting Member State or cross-border impact following a significant incident. Without prejudice to Article
12, the mere act of notification shall not subject the Union entity to increased liability.

ZHDSEA AR el &S, BRINEAOETMNT, NV, BB r o T —7 KO
T AT 2DA—YEATENLISD ICT BEEED AR— MDD =Y T, KERA
TUREIAIRELD VAT I QRN RS TR0, Do, BIIGUTC, #EfD
DI FADTLE BT HEITNL, M TN AL R T DRI TS R%
—WDREIFD I R ET AT RARET D, MEIGUT, BMESOEFNT, Mi%r—HC
KL, EOREILH ARG B 8RS 5,

‘Where applicable, Union entities shall comnunicate, without undue delay, to the users of the network and information

74



Fe MR 11 %25 (20264E2 H)

systems affected, or of other components of the ICT environment, that are potentially affected by a significant incident or
a significant cyber threat, and, where appropriate, need to take mitigating measures, any measures or remedies that they
can take in response to that incident or that threat. Where appropriate, Union entities shall inform those users of the
significant cyber threat itself.

KREIp A LT N ATREI DA SR—IZEIEN, T NI —7 R ONEH AT M U T 5
Z, F70%, FONESOIETFED ICT BEEDa R—% N ChhoTC, BIDRKIMNESDOVEEED
ICT BB RS QOB ZEDEIHIU QBB DI T L TR 5.2 &3, CERTEU I, k72
PNV T (BRI D,

Where a significant incident or significant cyber threat affects a network and information system, or a component of a
Union entity’s ICT environment that is knowingly connected with another Union entity’s ICT environment, CERT-EU
shall issue a relevant cybersecurity alert.

MMIEA ORI, CERTEU OEREIISUT, Rl a7, CEREEU (2L, Y%kt
BENENDAL LT U NZE FVCNDE TR ORI C s ToKb e T VUG At
9%, CERTEU 13, JRUGEER O T U NS DT=81Z CERTEU DS EL 4D EFROZ AT D
JORE R AR LSS,

The Union entities, upon the request of CERT-EU, shall, without undue delay, provide CERT-EU with digital
information created by the use of electronic devices involved in their respective incidents. CERT-EU may provide further
details of the types of information that it requires for situational awareness and incident response.

CERTEU /%, IICB, ENISA, EU INTCEN J O} CSIRTs o/ NI—2 kL, 3 HHHT, 55 205:1205
RERALL TN AT TN, A —70805, =7 IAROWEFHAEIE ONIARSES 2 TIZL > T
WS- RE oA T U N 2B LS SR SN =T — 22 G B B B 1
9%, ZOEEWEEL, FEHEU) 20222555 D 18 Sl Lo CHARSHARI NS ZHs1 T 51
AN—EF 2 VT OIRREI B D A S~ D AR5,

CERT-EU shall submitto the [ICB, ENISA, the EU INTCEN and the CSIRTs network, every three months, asummary
vulnerabilities pursuant to Article 20 and significant incidents notified pursuant to paragraph 2 of this Article. The
summary report shall constitute an input to the biennial report on the state of cybersecurity in the Union adopted pursuant
to Aticle 18 of Directive (EU) 2022/2555.

2024 4F 7 A 8 HETIZ, ICB 13, AGRIIDMEDT DD TAL QI NTZ DT b OEA KL O
DR H AR B E D DE RS XS5, DI SE R I 52 e 215,
IICB 1, ¥545(BU)2022/2555 055 23 4545 11 TEI > THARE, 1EHZ A, E K ONEE Tt
DA ZED QNDIEE T A EREICAIND, CEREEU 13, BRINEAOETR I 5RO/,
AT NI T R A SR ATREN 3BT OO B BT DR A A D,
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By 8 July 2024, the IICB shall issue guidelines or recommendations flrther specifying the amrangements for; and format
and contentof; the reporting pursuant to this Article. When preparing such guidelines or recommendations, the [ICB shall
take into account any implementing acts adopted pursuant to Article 23(11) of Directive (EU) 2022/2555 specifying the
type of information, the format and the procedure of notifications. CERT-EU shall disseminate the appropriate technical
details to enable proactive detection, incident response or mitigating measures by Union entities.

10. AREOFTEDOIREFTSL, DL TR QIEEL Qa7

The reporting obligations laid down in this Article shall notextend to:
(@ EUC,
EUCT;

b) Ua%lEHO CEREEU CORINTIBITAHA DR TRROLIL T DI A AR, iR He e~
— o C, YL TR 9 D ARSIV QOB

information the firther distribution of which has been excluded by means of a visible marking, unless the sharing
thereof with CERT-EU has been explicitly allowed.

FERF (VU TAHRCORERVEA
Atticle22 Incident response coordination and cooperation

1.

2.

PA /8=t 2T FOIEFATHSL A>T NS FREE DT LU T 48, CERTEU 13,
PUFOETFROBNZIRBT DAL 2T N, A7~ Wegahh e O\ =7 I AL Bh# 955 HAS
HarAfEted 2%

In acting as a cybersecurity information exchange and incident response coordination hub, CERT-EU shall facilitate
information exchange with regards to incidents, cyber threats, vulnerabilities and near misses among;

@ AR,
Union entities;

®) 17 RILOE BRI IHHTA,
the counterparts referred to inAttickes 17and 18;

CERTEU (%, 4% ENISA EDOMDERE 2 NI ke XS, LLTOZEEED, A2
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7R B 2R MhEE S OIE TR O AT 2

CERTEU, where relevant in close cooperation with ENISA, shall facilitate coordination among Union entities on
ncidentresponse, including;

@ —BEMEOHLINBLOEE~DHRR;
contribution to consistent extermnal communication;

b) FRINEEDIETER > Tl A A 528, T2, TR REEITERCE
VW CEBAZ, Bt d 220107, FHA S,

mutual support, such as sharing information relevant to Union entities, or providing assistance, where relevant
directly on site;

© EgEE LOBRORGE SR,
optimal use of operational resources;
@ RRHEGL ORI ORI DR,
coordination with other crisis response mechanisms at Union level.
CERTEU 1, ENISA LB I T, A2 T, A7 =727, Wat i e =T AR

T BTN A SR 2T D B IS T Dk 2258 R DHATIZRAL, BRME G OOTETE
WasdEZT o,

CERT-EU, in close cooperation with ENISA, shall support Union entities regarding situational awareness of incidents,
cyber threats, vulnerabilities and near misses as well as sharing relevant developments in the field of cybersecurity.

20254F-1 H 8 HETIZ, MICBIX, CERTEU D WOFEZA IR T, K& AL LT U NDA ST
IO K O 1V 2B B R S = JEN A BT 2, Ao T U NOSISEMD St
EXIE, CERTEU 1, RNy, M THEREICKRIL, DA 2T NeE DI T35
ML TS5,

By 8 January 2025, the IICB shall, on the basis of a proposal by CERT-EU, adopt guidelines or recommendations on
ncident response coordination and cooperation for significant incidents. Where the criminal nature of an incident is
suspected, CERTEU shall advise on how to report the incident to law enforcement authorities, without undue delay.

HERSED) SOMERIDESGOR, 7>, BRI DIRMEEDIETARDOAGEZAFT, CERFEU I3, 4
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R RRIEINI RV YO L OREIRAL T U NIRRT BU) 20222555 D 15
5 3T THEA T RBURI A S =X 2 VT AT U NTHT DR~ D E RO, 5523
556 4 TR T UANDH) D, BHZAARRE CED, BRMEL G OVE ) SO Z ~D T
I AR O ORI FANZ B ARABIIEIE, CEREEU 230854 FEL L C, TICB (20> TEGR
b,

Following a specific request from a Member State and with the approval of the Union entities concemed, CERT-EU
may call on experts from the listreferred to in Atticle 23(4), for contributing to the response to amajor incident which has
an impact in that Member State, or a large-scale cybersecurity incident in accordance with Aticle 15(3), point (g), of
Directive (EU) 2022/2555. Specific rules on access to and the use of technical experts fiom Union entities shall be
approved by the IICB on the basis of a proposal by CERT-EU.

B BF KRS TAADEIRN
Atticle23 Management of major incidents

L.

RS OIE AT U TR 5.2 HRETe AL T L NOFRES - R Ve 36758 L~
IV CEET DT W ON RN A OIETARID K OMERRIE S ORISR E A A
(\ZEHN D720, TICB I, 56 11 §4q)2dV, CERTEU J Y ENISA EORTEERICIHILT, 56 2
5 2 TR IR B 3D A R E PR AR T2, YA s PR HE 3, /D
728, LT OB A 56D 5:

In order to support at operational level the coordinated management of major incidents affecting Union entities and to
contribute to the regular exchange of relevant nformation among Union entities and with Member States, the IICB shalll,
pursuantto Article 11, point(q), establisha cyber crisis management plan based onthe activitiesrefenred to in Article 22(2),

in close cooperation with CERT-EU and ENISA. The cyber crisis management plan shall include at least the following
elements:

@ KRERALT U IDFEEEL VO IDT O TS ORI CH1 T D L Of
THFROFTUZ BT HFLT;

amangements conceming coordination and information flow among Union entities for the management of major
incidents at operational level,

b FHEOEEAEEHIFIASOPs) ;
common standard operating procedures (SOPs);

© K& A LT NOGRLNE N Ok | i A Moo Hsm sy kel
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acommon taxonomy of major incident severity and crisis triggering points;
@ EGRYEE,

regular exercises;
@ SO LETNEERE,

secure communication channels that are to be used.

NICB PIZHBITHRRMNZE B ORI, ARG 1 TS > GRIDNA A S B HE 2R
LG, 2>, F55(EU) 20222555 DF 16 555 2 TG 1 BIPREGH T 587, REIp AL T NedD
BRI k72 D BU-CyCLONe EDBIDHAG D7D & R ChobdE 975,

The Commission representative in the TICB shall, subject to the cyber crisis management plan established pursuant to
paragraph 1 of this Article and without prejudice to Article 16(2), first subparagraph, of Directive (EU) 20222555, be the
pointof contact for the sharing of relevant information in relation to major incidents with EU-CyCLONe.

CERTEU (&, BRI EOIEEARITRT, K& LT NOBHR Ve ii#E<%, CERTEU I,
KEI AL T U NG EZIBT DAL LT L NG DT-80N T B 72055 F TR e b it DR
PSR BEREHERFEERL, 2>, 55 945R 2 IR T K& T U NI ARNE A Dk
FARDY AP HEO TR 2R\ T, ICB 245,

CERT-EU shall coordinate among the Union entities the management of major incidents. It shall maintain an inventory
of the available technical expertise that would be needed for incident response in the event of major incidents and assist
the IICB in coordinating Union entities” cyber crisis management plans for major incidents referred to in Article 9(2).

BRMBE S OIETART, FRNNEEDIELAE ORI TR ATREZR R D, 4%
ETRDRFEDEANT EOBREDFE AN, FRK THEHSNDUANARME T DU ST, it
ORI B CERNT 2,

The Union entities shall contribute to the inventory of technical expertise by providing an annually updated list of experts
available within their respective organisations detailing their specific technical skills.
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FVIE SR
Chapter VI Final Provisions

FUF HNFTROFES
Atticle24  Initial budgetary reallocation

CERTEU O3 (F) 2 B TR 95710, WINZEEZE, CEREEU O¥EESEE BT
FERDT=DIZINEE SO TEITHTHANE R NG SO HA R ASD, FDOFEEE, 2
DIRBNDFE A IR SN DRI NGB A DB AR TR LRI 2364042,

In order to ensure the proper and stable fimctioning of CERT-EU, the Commission may propose the reallocation of staff
and financial resources to the Commission budget for use in CERT-EU operations. The reallocation shall be effective at
the same time as the first Union annual budget adopted following the entry into foroe of this Regulation.

$F25%& REL
Article25 Review

1. 20254F1 A 8 HETIT, 7o, FOHITFIKT, ICBIL, CERTEU OffifEa4STC, IMYNZEESIT
L, ZORRAIDIFZE BTS2, ICB 1, BRINEERITHL, ZOBRIE RIET 2 E0kiE%
1TV V35,

By 8 January 2025 and on an annual basis thereafter, the IICB, with the assistance of CERT-EU, shall report to the
Commission on the implementation of this Regulation. The IICB may make recommendations to the Commission to
review this Regulation.

2. 20274F1H 8 HETIS, 20, ZORIF 24T, BRINER RN, ZOBRIOSEE ZBILIFONTHE

W R ORI = L~ L ISR C B U CRHIL, 7>, BN K OSBRSS U CHl
%:—ﬁ—éo

By 8 January 2027 and every two years thereafter, the Commission shall assess and report on the implementation of this
Regulationand on the experience gained ata strategic and operational level to the Furopean Parliamentand to the Council.

ATEES 1 BITE RS, BONEEOFFSREL T CERT-EU ORRED Al BS54 16 5%
B 1AORT RELE GO,

The report referred to in the first subparagraph of this paragraph shall include the review referred to in Article 16(1), onthe
possibility of establishing CERT-EU as a Union office.

3. 2294F 1 H 8 HETIS, BUNEERIE, ZORRIDBEETHUEL, 7>, BNRES, Bld, Kol
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PEFHERZE R M OBINEERITHL, EELRHT 2, BINEERT, Ui AT TR
"Gl ATREZRINEE S DD EEA BRI AN LT, BUCT 2Bl 1o N —2 K O e A
T I Z RN E FREIPAN eI HZ L OIS RS2, £OMEE L, T B
3, SRR TSN,

By 8 January 2029, the Commission shall evaluate the fimetioning of this Regulation and submita report to the European
Parliament, the Council, the Furopean Economic and Social Committee and the Committee of the Regions. The
Commission shall also evaluate the appropriateness of including network and information systems handling EUCT
within the scope of this Regulation, taking into account other Union legislative acts applicable to those systems. The report
shall be accompanied, where necessary, by a legislative proposal.

F2E N
Atticke26 Entry into force
ZOMRANE, BUER BRI EDLRD 20 HIZITH 035,

This Regulation shall enter into force on the twentieth day following that of its publication in the Offficial Jowrnal of the
Euvropean Union.
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ZOHENL, FOREIZAONTHIE NG, 7>, ETORREICB O CEEAZEASHA,

This Regulation shall be binding in its entirety and directly applicable in all Mermber Staes.

2023 4E 12 H 13 AICANI AT —/UZB W T,

Done at Strasbourg, 13 December 2023.

Rl LT
For the European Partiament

£ R METSOLA
The President R. METSOLA
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For the Council

£ PNAVARRORIOS
The President PNAVARRORIOS
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