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Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions
2009/371/THA, 2009/934/THA, 2009/935/JHA, 2009/936/JHA and 2009/968/THA (OJ L 135, 24.5.2016, pp.
53-114) DT FAN(GEEIO IS EEDE, FIRRE A, IEEIEHMEE 2 & 3 75 1~101 EITHE#RL TA%k
L7,

JFESLDOTH AN AFTEAHY AR URL 1%, FitDEBTHS,

https://eur-lex.europa.eu/elireg/2016/794/0j
[2026 =4 A 1 HHfE]

HRIBU) 2016/794 \ZBIL TUE, BtIDRUTIESNTEEREVERL, 1L MEE 2 53 5 1~101
BEIZHHL TAKRLT,

FIHI(EU) 2018/1241 (OJ L 236, 19.9.2018, pp. 72-73)1Z L5 —HISUEROBIHIEU) 2016/794 DSZHIC
BIL T3, £k B4 L 72 B3R - G TR A FRRL , TEETEBMEE 4 75 4 5 8~68 EITHEHK
L TR,

BIHIEU) 2016/794 (ZBIL T, 2%, HIZ, HHIEU) 2021/1133 (OJ L 248, 13.7.2021, pp. 1-10), 4
HI(EU) 2022/991 (OJ L 169, 27.6.2022, pp. 1-42) X OSBIHI(EU) 20252611 (OJ L, 2025/2611, 22.12.2025)
(LD —ERBEA T TV VD,

ENODO—HSOEAH A SRS 2728, E72, HHAIEU) 2016/794 DBEFR-UGETIRO LFKZIZI1TD
WP A EZ DL, [AIBEBR-BETIICH T3R50 ARG AEIET D720, [RIZBIR-UGT
WD AR RIELAAT O, ZOMEINEU) 2016/794 OBER-FRTHEART AL,

ZHHEO—EBUEZOHBIEU) 2016/794 DFEERRO T AFTELYARD URL 1%, FatDlds
D THD,

https://eur-lex.europa.euw/elireg/2016/794/2026-01-11
[2026 /-4 A 1 HAEE]

ZOMRANEU) 2016/794 DBEFRFEThHUE, HLETHHESE Tl oD ELL TRl QDb o T
HO, BN FAREE L COEFRIROFERA | HAGELND S5ETENINIZSGED HAGEHI L DFER
SV AZA NV FAWTERBIL T SCEO —FiCThHD,
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HHAIEU) 2016/794 1%, EU DR (Agency) D—>Téd% Europol (24 2EUTOIATESTH
2o

Europol 1%, IFRTHY, ZDIFERLINUATISEN S,

Europol 1%, {5 TO7= D OREREIRID 1) DT I AR Rk EOA A A3 E T D72
DOFERIEMAE T D Europol £5#)(Europol Convention) (Council Act of 26 July 1995 drawing up
the Convention based on Article K.3 of the Treaty on European Union, on the establishment of a European
Police Office (OJ C 316, 27.11.1995, p.1-32) Z:8) 2 AL L T VD,

Ll EBRSKToH% Buropol S50 HIEHES, FISKIONEETHS EU ORFKEIZRT 5
I U CORII AT D0 TIEau,

EU OHFSHDT=H@ BU OIEFEL T, BLERAIE 2009/371/THA O%h71128Y, Europol 3¢
WITRT NI EEA D,

ZOHEEAIE 2009/371/THA O FIZ331F5 Europol D1EAAFNE, [The European Police Office
(Europol) | T2,

[The European Police Office (Europol) |1, — %2, [RRINFFIFEEEE (Buropol) | LRSIV TE T2,
Z D TERIMIFE22E54E (Buropol) | &0 FAGERRIZ, BEFERUE 2009/3710HA @ FIZHT5
Europol 453 7282 DAFEHES D,

HREEIRAE 2009371/IHA ZBEIEL, RIEEFSEICEESHDLLO LU THRIRS L2 B
(EU)2016/794 {23317 % Europol D 1FRA PR The European Union Agency for Law Enforcement
Cooperation (Europol) | Té%, LU, Buropol D IERAA PRI,

[The European Union Agency for Law Enforcement Cooperation (Europol) | H AZERRIZBEL, A
(EU)2016/794 DZZEFR-UGETIRCIE, TRRIMESTEE T /)R (Buropol) |EFRLTZ,
ZOHHNEU)2016/794 DZEFR T CIE, [The European Union Agency for Law Enforcement
Cooperation (Europol) |2 [VE# T /100720 DOERIMELE S5} (Buropol) | EFRTZ&ITLTZ,

ZOINCREETT HIEZLT=DNE, EU DO BBEET OB EFIZIIT D AAGEREOIES
4 (harmonisation) -— E1%: (consistency) & B ZHRE/2H D LT BT T D,

—fRIZ, BU YEDOUSREIR K OME 4 OVES ORI DM A IEME B3 57201203, EU
FEOFRLETIZBWT—EMAHERT T D720 Ot TREE Ok BN R AKX ThHDHE
EZ D,
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1. 1 #HAIEU) 2016/794 DTKIE

HYTOHIBINEU) 2016/794 [ZHIHIEU) 2018/1241, KIHIEU) 2021/1133, HIHIKEU) 2022991 KO}
FRAIEU) 2025/2611 125~ C, BIREL THRDHEDRD RERSIEE 2T T VD, ZHORHAINCE
LBAEDELRZAERI IR L, IRDLFVTHD,

1. 1. 1 ETIAS H#E~ADOXIE GRAIEU) 2018/1241 2 &5 —EBBUE)

FHHIEU) 2018/1241 1%, EU DI TETHREEE A7 2 ETIAS (European Travel Information and
Authorisation System) (DHEZEE BRET-HHAI(EU) 2016/794 D—HEGEES Thd,

ETIAS (ZBL T, HHI(EU)2018/1240 (OJ L 236, 19.9.2018, pp. 1-71) A IEAESTHD,

HRIEU) 2018/1241 |28 —HBOESHZHHRIEU) 2016/794 DSIAI, 55 4 5565 1 TR OE 21
& ThD,

1. 1. 2 ERHFEEHRS AT L (VIS) DBREHRRA D336 FRAIEU) 2021/1133 [2&5—H#BUE)

EU O RHHEIT A7 LDO—2> ThHEFEFH A7 2 (Visa Information System (VIS)) (%, 5
SRTE 2004/512/EC(OJ L 213, 15.6.2004, pp. S-IZE->TERIT Bz, ZOBFRRET, PE
HEELLCOD VIS OIFAMAEL O OWE 5% B EO DS THD,

Z D%, VIS OFIEIZET21E5E LT, HAIEC) No 767/2008 (VIS #1H1) (OJ L 218, 13.8.2008,
pp. 60-81) EREH, LI%, [RHRAIN AR EF RS AT I (VIS IZES ARG LT,

Europol |ZXAJ0TREA L BE42 ARIDT-O DORFHERS AT L (VIS) DT —H~DT
7 AZBAL T, HRIIEC) No 767/2008 (VIS RN O 3 4555 1 THE 2 SUNED TUD,
Europol |23 2I0IREA S B35 B D72 DEREHEHS AT L (VIS) DT —H~DT
I BADTO DFHFOFERMEIL Tl BREEE 2008/633/JHA (OJ L 218, 13.8.2008, pp. 129—
136) BEHTUND,

THUTHL, %450 542472 (hivno hit) D HEWNLSHIHIE DT OEREFHS AT 2 (VIS)
25 Buropol DT —H#~OT 72 AZBIL T, BT H250ika L0, M EEAWER fel
T 57O DHANEU) 2016/794 D—HIEAVE /2T,

T2, HAIEU) 2021/1134 (0J L 248, 13.7.2021, pp. 11-87) 1%, A RIEEH AT A (VIS) DS EE
EESELC, Buropol (3L CHiT= 7 ifkigsz 181 T A,
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FAEU) 2021/1133 1%, ZDLH72 Buropol DT —Z~DEFEEHS AT 1 (VIS) oD T 77 A
(2B b5 DA b (harmonisation) Z- k95760 L OYHAIIEU) 2021/1134 (ZE-~>T:EIN
ST 72 B s 3 D72 O DIIAIEU) 2016/794 D—ESIEE ST D,

HIHIEU) 2021/1133 |Z&)—HSOESAUZHIRIEU) 2016/794 DS, 5 4 59565 1 ULV 21
& ThD,

1. 1. 3 BAT—2OEHEGRAIEU) 2022/991 [Z&5—HBEUE)

Europol DIFEZ W, —fC, 1EHETE BRI 2D AR RO MR 5E T DN T —
HZIX, EFEE FOfE ANT —4 (operational personal data) & TEL_EOfE AT —4 (administrative
personal data) D WIE 7D E FAD,

ZZTCWVIOEREE FOMBAT —F &1, 2 ORI 5 BT A RN L 57,
P THEREE U CO AR 2 IS D2 T TR LB LI AN T — 2 D a a4, =
FUZEL, T EDBANT —2 L1E, BERBEORED NFEHDO IO 7, BITEL TOER T
BADRBRRE = 5L\ D) B COTBL LD B O B T o CRBRN L EEL 72 DN T —H D
ZEEFRT,

FERREI D T THEES (law enforcement authorities) (DS E = | LB AT —ZFSEIZBIL T,
FERREN Z B CEBASHE SN T — X RO T80 O— L THHHIAIEU) 2016/679 K
OYHHIEU) 2023/2854 DFFRINEEL T, F55(EU) 2016/680 | ZHS<ENNLED EAS LD,

B (EU) 2016/680 (23 S<[EPNNAAE, MEREDENNLE ThHHT-6, BEU OREE, fifkE -1
BRI TSR3, Buropol 14572 BU O RIE DI CILTREAL BRI D MEA
T =R DG T DIERED TR TIIHES(EU) 2016/680 1 ZH S ENNEA S E S
o,

ZHUZHIL, HHIEU) 2016/794 DMHREFUIZIRERIZISWNT BU O, #IRE, F55Rm & ONR
WXL Tl S ND AN T — X RED 725D O FARES 1L, HHIEC) No 45/2001 (O L 8,
12.1.2001, p.1-22) Tdro7z,

FRIEC) No 45/2001 1%, #HI(EU) 2018/1725 (0J L 295, 21.11.2018, pp. 39-98) D5 99 S:I2L0,
2018 4212 H 10 HOf&tad > THE IS,

FHHIEC) No 45/2001 Diiii FHxi5E72 25382 B 28U AL, FAIEU) 2018/1725 Téhd, #i
AI(EU)2016/794 D HIZIHDHHIEC) No 452001 ~DZ L, FHAIEU) 2018/1725 ~DEREL
THt iz bid,

FHHIEU) 2022/991 (21D HHEU) 2016/794 DO—HAEI, ZOHAIEC) No 452001 DFEIEE
[FERAN ARG DHEAIEU) 2018/1725 DA #AIEU) 2016/794 DOBHSGIE T RT 5720
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DUWIETHS FRIEU) 2022/991 DRTEIE),

HIHIEU) 2022/991 (21— ESHUHIRIEU) 2016/794 DRI, 552 55, #5455, 6 55,

FISESIHE FBUKFIH F 125, BI4LF4H F165, FH185, H20 5K, HF2 54,

B3GR TR, 2455 BE25 55 H2655, BT 55 325, B3 STVLEE 4 &, 4T
5, 5055, B8 S 9IH, H 6055, 561 M UNE 68 570X ThY, Fie, HIHI(EU)2022/991
120, BHIBU)2016/794 1255 18 S a, 5520 Sk a, #526 Sca, 5526 5&b, 27 5ka, 5533 5ka,

%5395ka, 4l Sra, F4155b, F 4l Sce, B4R, 52 5%a, H7455a LOE 74 Kb )
Iz BH, IS, 5528 55, 55 33 25, 55 45 SN OV 46 S50 S8 HI TN ISz,

EZAT, FERIED T TRER 23517 A FES(EU) 2016/680 123 S<[ENSIIEDSIIERE LAl
\Z, EU OHES, #fk, B KON RICRIL T, I TOZ TIZHT DR A BRI AN
T-IHAIEU) 2018/1725 DREFRRENMECTHD,

HIHIEU) 2016/794 DHTEDHIVTWAE AT —FRGERFESIY, EU O (Agency) Th
ORERREIR DOV T D) FTEE#E 35 Europol [ Zi X415,

ZHHOHANEU) 2016/794 OHFCTEDHIVTWDIRIENE, G TORI BT DA EE
[ ATTIHAIEU) 2018/1725 DREFRIREE L CTLE-SU CEiET 22 LN AIRETH D,

JNZC, Buropol HHI(EU) 2016/794 @ FIZ331F% Europol DEE5E = FDILEDH T, Europol
1L, AT —% (personal data), I A7 —4% 4 & E72\ FE{E AT —4 (non-personal data) 2 TN
EANT —2EIENT —5 EONRLET HIREGT —4 (mixed data) 22,

AT =2 EONEET — & GileT — 2y hDEZ(ELRET S EU OIEFELTUL, 7—
Zu—H 74— a2 BHI(EU) 2018/1807 (OJ L 303, 28.11.2018, p. 59-68) M UNEAI(EU)
2023/2854 (0T L, 2023/2854,22.12.2023) /3 dn D,

7235, HIHI(EU) 2023/2854 75 EU OFEHE, #6%, FH5RE ORI Chiliflsh$o 2417,
[FHRIRINODEE 1 4556 3 ) D H TEDHALTNDERBD THD,

PLHIZRAL, 500 B IEHE C B9~ 57-, EU O BHEES 2RO AR S FPRLC
P D NEN D, EDERTO EU ORSEESOMEL FLHD L, IRDEBVE/ D,

SGAlaEh S — B TR 20k
EU ORREEOEE S | | HAIEU) 2018/1725 Europol (ZB8L :HHI(EU) 2016/794
DIENT— 2P HHIEU) 2023/2854 ETIAS (ZEAL :BIHI(EU) 2018/1240

ECRIS (ZBEL :#IHI(EU) 2019/816
Priim I | ZBL HHHI(EU) 2024/982
JITs (ZBEL HHHIKEU) 2023/969
HERLEIDEN Y /D ¥ | HRIEU) 2016/679 T THEEARR - FR B (EU) 2016/680
e FOFEAT —HEE | HRIEU) 2023/2854
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1. 1. 4 BAERORERKEUAEOEE|GRAIEU) 20252611 [ZXk5—EF30E)

HIHIEU) 20252611 (0T L, 2025/2611,22.12.2025) 1%, #5 AE D &€ (migrant smuggling) & NS
DHL | (trafficking in human beings) & B3 2 AL I-EAA P55 Buropol OHEREZ 8L 572
DOPEFTHD,

HIHIEU) 20252611 1280 — S ESHZHIRIEU) 2016/794 DSIAIT, 552 55, H4 MO 7
2T, =, HAEU) 20252611 12X0H 9 Sca HVINZ S,

ANH OB NZHL TSI BU ORAVESIE, $54 2011/36/EU(OJ L 101, 1542011, pp. 1-
11) TH 5, [FEH1E, F85(EU) 2024/1712(0J L, 2024/1712, 24.6.2024) |2 L > C—ERESNT
VD,

1. 2 FRAIEU) 2016/794 DR TREN TS EHECE

FRHIEU) 2016/794 DRI, FHANEU) 2016/794 OFFEFR - TEF L BRI SCEN BRI N
TW%, 7z, HHAIEU) 2016/794 OHTIE, [FRIRIOFEESEH DO 72O OARIA B ~EZ L
B TED DN D,

ZDIHRFEHRIED T, (Europol DPEFRAIRCPESCED LH7) fs L U CIRABIIZ -
TWABEDEHHDS, B SED MRS TABS I TOAL Db, ABISILTWAIES
SOSGED HCRA CEES SHIEIE AL OO EA TR T L, IRDEFBDTHD,

1. 2. 1 BRETHEERRE

BIRIEU) 2016/794 DRITSLB8)D 2015 423 H 12 HOFRFRGFRIIZBIL, 2015423 A 12 A~
13 FIZT Y 2y LU CRfES B O1EE M O PHIBEFIED 5 3376 RGO Fk
(OUTCOME OF THE COUNCIL MEETING, 3376th Council meeting, Justice and Home Affairs,
Brussels, 12 and 13 March 2015 (7178/15))1Z1%, [Regarding the issue of intemet content promoting
terrorism or violent extremism, Ministers agreed on the expediency of Europol taking on additional
responsibility in this field as early as possible and have asked the Agency to set up an EU Internet Referral
Unit which should be operational by July 2015. | & TX Ministers took note of information from the EU
Counter-terrorism Coordinator and the European Commission on the progress achieved in the
implementation of the measures mentioned in the European Council Statement and in the Riga Joint
Statement. They stressed the importance of the Council making progress in all these areas and agreed to
return to all these issues at their next meeting, with a view to reporting to the European Council in June
2015.1&85%, £z, 2015 423 H 12 HEON 13 HIZ7 U=y /L Chlfes =ik N s s o figs
D 3376 M5 D E#*EE (Draft Minutes: 3376th meeting of the Council of the European Union

6
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(JUSTICE AND HOME AFFAIRS) held in Brussels on 12 and 13 March 2015 (7166/15)){Z1Z, [The
Council discussed the implementation of the measures contained in the European Council Statement and
in the Riga Joint Statement and focused on a number of areas identified by the Presidency where results
can be achieved in the coming months. | %2 N To achieve effective progress on enhancing Internet referral
capabilities, the Council agreed on the establishment of the EU Internet Referral Unit at Europol on the
basis of the principles set out in doc. 6891/15, with the involvement of Member States, Commission and
other stakeholders and taking into account resources needed for ensuring the work of the Unit. The Unit
should become operational before 1 July 2015.1&8%,

FHHIEU) 2016/794 DREITLB8)D 12015 4E 4 H 23 HORKMNFEFE) SO B (2RI, R FE:
2D 7 (Special meeting of the European Council, 23 April 2015 - statement) | 21X, [disrupt trafficking
networks, bring the perpetrators to justice and seize their assets, through swift action by Member State
authorities in co-operation with EUROPOL, FRONTEX, the European Asylum Support Office (EASO)
and EUROJUST, as well as through increased intelligence and police-cooperation with third countries; |
K X use EUROPOL to detect and request removal of internet content used by traffickers to attract
migrants and refugees, in accordance with national constitutions; | &#>%,

1. 2. 2 $8$5(EU) 2016/1148 BUHES(EU) 2022/2555(NIS2 1843)

HIHIEU) 2016/794 ORISL30)D [N RE A48 240722 FEED D IHBDOL ~ VDR NI — 7 K
OGO 2N RS 0T 80 O EZ TE 8D HPRIMES O ATREZRNLIEIT %5 (the applicable
legislative act of the Union laying down measures to ensure a high common level of network and
information security across the Union) ] &1, INIS 5451 EFH LA (EU) 2016/1148 (OJ L 194,
19.7.2016, p.1-30)7=>7=,

HHIEU) 2016/794 HERIREIVT SIRAT BT, [FFRSRNERT Th-o72728, HHIEU)
2016/794 DRITLBO)DH TILZDIH7p B L 72> T,

728, F5B(EU) 2016/1148 13, F84(EU) 2022/2555 (NIS2 $547) (O L.333,27.12.2022, pp. 80-152)
\2E- T, 2024 410 A 17 HORGEAE D > CES X DIV TH IS,

PEoC, BIRERIZERWTIE, HAIIEU) 2016/794 ORITSIGEO)DHIZH D NETA IS, HEHEU)
2022/2555 (NIS2 $573) |E L TESHAR DIV TSN DN ET LT D,

1.2. 3 THREREELESHSXE

FIHIEU) 2016/794 DRITA9)D 7 — 2 {ki#E T4 (Data Protection Officer) |3, Buropol {23517
DA NT — 2 RERDOTEMEDO BB BAL , B EEA R - T &M IS T,
Z® [Data Protection Officer I %, — %2, TDPOJEIEFRSILD,

7
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Europol D7 —413E51(T# (DPO) D7 —#{r#HERE (DPF) D FFRIZBIL Ti, Europol DHA
MAZH D FRLOSAT CIFRARRSI TS,

Data Protection & Transparency
https://www.europol.europa.eu/about-europol/data-protection-transparency
[2026 ©F-4 H 4 A

Fio, 7 X REETEE (DPO) O 2022 AFOMFHREEL, TR ATABIIL WS, ZD
YRS, —EABRE 2 IR, 2024 4E 12 HloAFENT-,

Annual Report of the Data Protection Officer 2022
https://www.europol.europa.ew/cms/sites/default/files/documents/Annual Report of the Data Pr
otection Officer 2022.pdf

[2026 F-4 A 4 B

FHHIEU) 2016/794 D 41 5 a 55 5 TAIZ, Europol DIFEEZE SN T —HRESTE1CEET5
FEHEIRT D22 EDTND,

BIHIEU) 2016/794 D 41 Sk a 5 5 BUTHADE, 7 — 2T BT D98 E L ED 5
122 B 254 E (Management Board Decision Laying Down Implementing Rules Concerning the Data
Protection Officer, EDOC#1302259v26) 7% 2024 4F- 12 J] 11 A TERRSIV QOB ES TH DA,
Europol ® Web HAk_ETIIABHZILTU Viau,

BIUEABISIUCNDDIE, 2017 455 A 1 FISERZERICI>THRIRSH, 2021 429 A 20 A
(THEEE RN DMEBRS IV OB RO T — Z (R BT |2 BT 5 J2481E (Management Board
Decision Laying Down Implementing Rules Concemning the Data Protection Officer, EDOC#845687v20)

TdHD,

1. 2. 4 JRESNAERNFMIREESET H3E

BIRI(EU) 2016/794 D 56 2555 2 T, EIWNFFIZ0D Europol ~DYRiEIZ B HBUEZ ED D
PRiEZ Europol DI EZ RN ERIRT DL TED TD,

[FISRIFIEIZ AL D, ENEH%0 Europol ~DIRIEIZEETT2RIEAEDS Europol JEHZEE S
PTE (Decision of the Management Board of Europol laying down rules on the secondment of national
experts to Europol, EDOC#1377306v11)73 2024 4F 10 A 8 HfHI CEIREI TS,

F7z, B HEMFEENE LT, Buropol £RATEMFESF-IREENEEFHZE (Europol Recruitment
Guidelines - Seconded National Experts, EDOC#1006780v17) 2021 43 H) 3% 5,
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1. 2. 5 TUR—ODMGIIC T EEE

A7 TRIEEI TN T o~ — 2 OHINIZ BT %37E # (the Protocol on the position of
Denmark) (%, 7+ ~—27DOHINIZBET 256 E £ 22 75 (Protocol (No 22) on the position of Denmark)
(0J C 326,26.10.2012, pp. 299-303) D 4 5555 1 LA, [T ~—21%, ZOFICEENTONDHY
7 HAEL S DR AR T T T AL TR S RIEL 7212 6 22 H LIS, [RI[ES
Z O$EARIED EPHED T SEE T DD EARIE T D, FEDRZOINTRETHLEE,
ZOREL, 7o~ —7 LB L > THRSN OO EE ORI W T, ERED T
W2 H3%55% o<V (Denmark shall decide within a period of six months after the Council has
decided on a proposal or initiative to build upon the Schengen acquis covered by this Part, whether it will
implement this measure in its national law. If it decides to do so, this measure will create an obligation
under international law between Denmark and the other Member States bound by the measure) |&7E8
THRY, [ 2 T[T~ =738 | DR BFRROREL FERELU RN EZIRIE T DEE
1%, MBI > THRSN A RRIEE T ~—21F, SN EWO e fiEA a2
(If Denmark decides not to implement a measure of the Council as referred to in paragraph 1, the Member
States bound by that measure and Denmark will consider appropriate measures to be taken) | & E® TV
N

BB, T o~—21%, HAIEU) 2016/794 OEFPUIZIISILIRND, T ~—27OHIIZES
T o (5 22 5) DF 4 S-ZHE-, BIHIEU) 2016/794 L[RICHNADENEE F2ETHZ L%
ETHINE T FELZ2 D DUWT BT L2725,

T I INEDINTITET D5, EU DT (Directive) D FZEDLELFE, 7o ~—2D
ENEEL TIZESIZHIRIEU) 2016/794 DINEZITLCTT 2 ~—205HIEU) 2016/794 DH
TEDSNIZFERAIHIRSNA DL RICIRBIZR DM, T o ~—I M RELRNGE, T
~—21%, FHAIEU) 2016/794 DHCED LAV REGADIE A2 T2 28272 D,

BEOEE, Tr~—21%, HAEU) 2016/794 |25~ CTHIERSNOMERLEE ORI, S84
Fo TRIEA RIS D281 705,

7233, HHI(EU) 2016/794 DRI (74) OHIZEH 5 [is not bound by it or subject to its application | &
DX, BFE TED N TN, BUEE THLHLL E, EDRERD A BT D7) (Ve 2k
FELRTUTRBT20,

FHHIEU) 2016/794 DEITCE, HAEU)2016/794 DEDHDELIEIZE > TNENELIEIESH
TV VR, ZHUd R, BTN IS8T DREO HIERA L, HRIBU) 2016/794 25ARSIUZIREA,
T/, 2016 4E5 A 11 HORESTHD,

ZDZEND, HIU(TA)NE, 2016 455 H 11 BIZBITAT v ~—2 DN Z QAL T72D,
FREFIAZ, FHAIEU) 2016/794 OEFHROBORIZIIT DT L ~— 7 DEED RGO RL
LCT v~ —2IZRIUTHENEU) 2016/794 O%R11753  SZEIT 2> T= DS T2 HERR
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(2, HAIEU) 2016/794 DRITSC (74) D SCHMFAEL CNDZ 2D,

ZDEH72bDELUTHIL (74) BFET HDIE, =2/ T4 (the Edinburgh Agreement or
Edinburgh Decision is a December 1992 agreement reached ata European Council meeting in Edinburgh,
Scotland) ZEEX 72 ETT === —ANEMHNTHIEL 122 828D, T~ —rhi~—
AR ERKIDONNEAE (Party State) |1 372> T 418D, [ERIROVERIT/E %D 4 S3EHCBAL
TTRRAEATSTERY, TN ESAT DINEIDEALEITER TELIONT > TODRER, 7
V=28 BU ODFE2724%5%E (Member State) TIE72N VW LITERIL TV VA,

EU LOBMRACEITDT v ~—2OEESE EORNITZEDIH72b 0 THHD T, HiL(74)Dlis
not bound by it or subject to its application |1 %, FFZERITIL, 2016 -5 H 11 HZFAERELIZ 2T,
HLZDRGITT o ~—2AHRIEU) 2016/794 % EPNIE LT 2P LTV VRWEET, (willbe
not able to be bound by it, or will be able to subject to its application | £\ V) Z L& H GRS HCELUTEE
fRSNDH_ETHD, BIL(74)D [is not bound by it or subject to its application I, 201 6F5SAH1H
DIRFRIZIBWTEFELL TEIThHoT LV LA ERL TUORNL, FEEL TEDHREY o
TeDIPEI ZEB B BRLTU VRV,
H1132(74)73 [is not bound by it or subject to its application | &V ) S Z > CREFES D DEHRE 72
DIE, FHHAKEU) 2016/794 DIHIZ (draft Regulation) 25 EE BN M OV SS L CUOVZ IR Tl
ZOHRNED RS NARE R RO F)IZIBNTT ~—2238IHIEU) 2016/794 %lﬂwza
(BT DRTEL T DB DD DNDIRD > T T D EHERIE D,
{54 Z Iwill be not able to be bound by it or will be able to subject to its application | £\ ) SCEZI T TAUT
AT DS TSN OBHRENT=E LT, HUEHIEU) 2016/794 DEIRO BIZEBWTT >~
— 7 HBEICHIHIEU) 2016/794 Z[EPNTELT DR EE L Tzl 374uE, Twill be not able to be
bound by it or will be able to subject to its application | D3I, HIHIEU) 2016/794 DERD HIZE
T v~ — I DHNA IEHEICERBI CETEL T, B ThHZEITRD,

P52, HHIEU) 2016/794 DRI, Bt OFEIRANE Sy ClIzay b THIGZ S
FOTHERSIV QDD T, FHRZIREEN S, BEZHILIZE8Y, STEMRNZETHD,
ZORIZEEL, LIFMCBESE R A ER L IZ BB T OMAEU) 2016/794 DR
TR0 T DYEMEIR N X 2 DYEMEIR A SR L Te 2 b 5703, BIRER CIIdehb Tu5,

28, T r~—2HANEU) 2016/794 Z ENEA LT DREE LT ENIRATHY, Dielt
%, Bur-lex TIRERT 2R, 72 ~—2723HAI(EU) 2016/794 Z PN LT HREZE L, ZOIEA
B LT IOTEE RO DT EDNTEIRN,

2Ok, 7r~—213, BHIEU) 2016/794 O CEDOIREARATOHEZZHEL, 175
AN AN PTREE 35728, Buropol DT A (the Agreement on Operational and
Strategic Cooperation between the Kingdom of Denmark and the European Police Office) Z#ififi L7=
AR5 ~—2 KO} Europol DB IAE 1LY, ) ZOAREDIESUL, FieDEZATAFE
AIRECdD,
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the Agreement on Operational and Strategic Cooperation between the Kingdom of Denmark and the
European Police Office
https://www.europol.europa.eu/cms/sites/default/files/documents/operational agreement europol
denmark.pdf

[2026 45 H 6 HifEd]

DT w~—2 J O Buropol D W18 BB 2RINEE S I Hliks RowEE CLT,
WA BT SEE L), ) HARSITNVD,

Report from the Commission to the European Parliament and the Council on the assessment of the
Agreement on Operational and Strategic Cooperation between the Kingdom of Denmark and the
European Police Office (SWD(2021) 22 final, COM(2021) 77 final, Brussels, 23.2.2021)
https://eur-lex.europa.ew/legal-content/EN/ALL/?uri=CELEX:52021SC0022

[2026 -5 H 6 HffEd]

DI, T r~—2 O Buropol DG EIMEET DEVOFHIL, 7 ~—rh4iH]
(EU) 2016/794 Z[EPNIE( L TUVRNEW W ZEZ7RL TS,

B EFHIEREZD A hay 7 ay | DR TORSIVTW SRS LU, 7o~—2
DENERIY, 7 ~—27 KO Europol WD 16 EAE T o ~—2 EIZ I\ W CTEFHIERT D
HOLARIRERE T D120 DG ERGREMERE EFIZ KL THZ 5729, [Law No 411 on the
European Union Agency for Law Enforcement Cooperation (Europol) allowing the Danish Government |
%2017 424 A 17 BICBHRLT=,

EU OB, 72~ —2 U Buropol [T/ 675 A EU PIZISWTERIRR IO DL A7)
TRIRIRET DT O DIEPGEGZRITEL, BRINGERIT, 2017 44 7 27 R, [RIFSGRERE AR
9 5% 17572 (Buropean Parliament legislative resolution of 27 April 2017 on the draft Council
implementing decision approving the conclusion by the European Police Office (Europol) of the
Agreement on Operational and Strategic Cooperation between the Kingdom of Denmark and Europol
(07281/2017 — C8-0120/2017 — 2017/0803(CNS))),,

RRINFER > TRGRBSHZ SEERIE (ST 7281 2017 REV 1) @/;jma:ot@, FHAT, 2017 4R 4
A 28 H, Europol (ZXIL, 7> ~—2 K& Europol WD 16EA #KiET DM RE 52 12, 20
IO Tt C, 7 v ~—2 O Europol IO H /1A, EU NIZRBWCHIERER 10655
BB RE 2Tz, T v~—2 KO Europol MDHIEEDFTED LIV TUWDIIADIELN
D HIE, 6 5> HOBATHIRARGHEL /20 2017 4F 11 H 1 HTh5,

Eur-lex CRREZET2BRY, 7> ~—2 KO\ Europol IO W IAEIL, BECTHLHEZITHD,

11
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1. 2. 6 EERUTAILSUROMGIEET 28EE

HIHIEU) 2016/794 DRITSUTI)OH TSRS LTS TH H, PRI ONEBOSEE BIR T 54
MOT AT ROMNAIZ BT S EESF 21 7 (Protocol No 21 on the position of the United
Kingdom and Ireland in respect of the area of freedom, security and justice) |13, 2021 FEHZSGETSAUT
V% (0J C 202, 7.6.2016, pp. 295-297),

BIHIEU) 2016/794 DHIUTI)DHFIIS1T % H H, PR OVESOBEIEBS R D3 E R U7 A
VT ROHRNB S DREEESR 21 5 ~DOBMT, 2021 FUETHROEEE 21 5~ DBl
THBHINZFHAEZ HILD,

DT v~ — I OB T D E SO LAk, HEROTANVT R, B, R
ONEBORER EBIE T A RE L O A VT ROH BT AaE 24 21 B 1 ST
HHIEU) 2016/794 DEFHUIZBINUAR S, [FREEEDS 4 2k a FOMMO BRESIE RO, #
HI(EU) 2016/794 Diif% 51T 52 L5 At D0 LR DD T U EBER T 5810705,

SEEDHIRIEU) 2016/794 Oiii A AGELT- 555, FEIE, HRIEU) 2016/794 12X~ TR
HZENT0 D, ZHUTKIL, HEDEDINTHGHEL W EE1E, SEIE, #HAIEU) 2016/794 D
TED OISR DBAZ TR 80D,

TANTURIZBELU TR THA,

BEENE, HANEU) 2016/794 OEIRD HTHD 2016 45 A 11 BEVHEZETHD 2016 4F12 A 16
AAHFERMES O BRSO B E#IZEY, BRIEU) 2016/794 ZA&GET o2 B4 8L, 2017
£5 1 6 AT, BINEERICL>TEDO BZMEdT 2 5DZEESIEEU) 2017/388 (0J L 59,
7.32017, p. 39.) DERENT, [RIEESRENL, [FIEERREDE 2 RLY, RIEESRED
EU B O ROF A THS 2017 47 A 13 BIZHIL TD,

Thudz, JEIT, LD 2017 457 A 13 HLAREORERIZIBW TS, HIHIEU) 2016/794 128>
THIRESNDZ T o7, 72721, BIAIEU) 2016/794 OEHRD B K U CHIR 13384 T
WD TIIRECIE R,

723, Bur-lex THisE 2[R0, ZEATUEEU) 2017/388 13, Brexit 27874 ClhABUETHR
I TR, LonL, ZDIDNTEESRTE(EU) 2017/388 23RN TUNVRNEND T L3 ]
WX 2HRIEU) 2016/794 ORI ISHERFS IV TS LA S EIRT 207 SN IR,

—MGEmE LT, EDSHELE EU OFEA7 R E (Member State) TId7e<, —EDBERIFDE
AT IRRE CRIEEESSKIONNERE (Party State) | 272> TV =DIZIEE 72V DT, HifE D Brexit 2%
TeAEDIRERIZIBNT, EU Offl 2 DEET O 123 38EE DO BRIZISU W THERFS L TOD 00>
TIOIEFRIRG Bl LI 2 D305,

fIFZIBNT, TALTURIE, HANEU) 2016/794 OEFRE ONERICSINT D2 EA@mmLT=0
THITUT)BM), FHAEU) 2016/794 12X > THITRS TV,

12



Fe MR 11455 (2026 4E5 H)

1. 3 DNA T—3ICB83 %8R m

FIHIEU) 2016/794 1, Buropol {2 TIEAGHRBID 7D I A HEAD DNA 7 —2 X NN &
IETAZENRARETHDHE VIRHE TSI TS,

Ll 4%, DNA OftE /I I8 5 ZERO NSHT B EOHEIND B EL VS S0,
KT Bk, BehBln FEEEN AT Cldiel, ZOBRFERZORIHI L~ THET Dl
FERRD I SOMRED N AR mJREL /2 D723, W n L, MEF il TR Tl
7o IR DR MR BT 5,

Pk, ZDXH7RIRPU Tz b E R, BAGTERIL, 2B a—F 7 ar T AL, ([ERIE
1B -2 AJREZR PR B8 —FlE U CEMRSIND RETHY, TId 21T, GBI E &) —
VR ERID R ESNDZ 8T D,

ZOZET, THEEOBURZT Tl —RANTARE - IRFES D A RO E PEO T
FBUNTh, IEHIEE R THRAVA TR 2 GR 5825 TS,
BRIV OB TREMS RS DL, HHAREBAD SLAEFEMRARY 2 ChigESh, it
2T, RPN BT L HFFEREDRE IS KRB b DT L L2 0F55, T DT, thatk
FrOREEAG -5 BARRIFRD 1 HE20155,

—REDZM TR, 0B s WA T2 F TR T B T2, Ba DfmEhEsd T
Fy IS, EREIRNCI LT m) AMTRAZAERIATD, B TR > TAZRIIT A
FRESIVOAEMNEFEIER Y, T OIRGITHD,

BT EIC LS TABIN RSN DA Faml L, X NBEE R s 572 o6 NIRRT
FEEEZ BRI THERES EOT2D OSBRI AHAYR AL T 7V r—ar FalF AL Va—ay
ZalfE 9 54—~ b (automaton) F72 LA/ SR T 12 A (cybernetics) & L CEMiRT 2 LH3 /]
RETHD,

SERIZ AN TEIT H9(4 (substance) &\ WO EME Tl HBEAE CTh D78k (robots) & A T
AERED N (BT NV OEHERRICISIT5) 225 TR0, Z06iE, Wb, ARIckd
{EEO TN E TR ATREE W BB CHEEL TUVA,

ZOSPRIZIBNT, 52872l B (autonomous) | &%, AMINZIDEEE (control) DFEEPHRE 4
[ THD, ZD NEIZRDEIROPEFRO AL FIZIBUT, 1SO LVIS DERITKITH
FESEH TRk (robotics) 1, BERHET /L EL TOIR I (robots) E7sksl FTHE Tdh D,

LI oz Iz LT, BHE AT 7 OJERIDIE— R MED ATREME — | 89
4555 175~212 HQOI O T CRERLIZ 10 T,

72120, FNHDZ LA IELS BT H7-010E, —ERELL EORSET M BRI KDY
HEBUCET NV AAREE BRI T 272D EE T2 FIRZR IR0 S B 7 HHR A B DR 292,
BEDEEOREDET VLT DZLIIFTRETH LN, HIFEDET VDI b%EDHE
BEERT HDZLIARARETH D,
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BHIRAT, FEk, ENEIR AT I TSIV D IS CE A= o — ) 2 JfE 3 D i
BT T RERL, FDLI A 2 —ETF N Lo TSN A HE RS AT LN E
B8, Yoo v a—2F v, i OeMEG 2 N THIZEE L TS AE AR
MTHY, Yk e i | IR B s T ER A BT Z LT b D C, B EEE N B ARDMENT
—HE A E U CODGEITES T D,

UL 3n, HREEOBITOMENT —2RA#EERNY, ZOIH 78385 FE R L Alhgs
FRREIZ 72> QD LN ZEEHNS72 WHEFZ L > THIES = DO THHO T, HEESI7-
VAT DL THBESN DG L TOT —FIMENT — X3S UG A2 RE L GRS
F O QAN

TPz, ENBIE AL TS AL I ilE (R = o — ) 2 e T o A B
— B F T DGR TH LI NTHRES AT LF 1 BRI Tl vl AT — 2%
HEDITFEFEL QRN ER D,

1. 4 eu-LISA &R

FHHIEU) 2016/794 DOHIZIBW TR TIIAUHIUTY VU, MIROHHREEL T, Europol 13,
H H, PR O OREIRI 31T D RBUWEIT o AT LD 3558 = B B 728 ORI NHE AR (the
European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice) (eu-LISA) &S5 L TR TLRTTAUTZRBZR0 N,

eu-LISA (%, EU D KBUE T 2 AT WL AEWAHE AT ATE L T D,

eu-LISA (ZREd2HANESIE, HIHIEU) 2018/1726 (OJ L 295, 21.11.2018, p.99-137) TH%, HiHl]
(EU) 2018/1726 D 17T, Europol EDBHAZRAL, FEEITEDHIVTNVD,

1. 5 Eurojust DR

Europol |, Eurojust LB ZIHEHEL C, BIRIEU) 2016/794 DT B Europol OfikEsE
T %,

Eurojust {ZBALCl, 7T, FEEFAIME 2002/187/JHA (OJ L 63, 6.3.2002, p.1-13) 28 EU DHAYE
HThoT-,

LU, FEKEU) 2018/1727(0J L 295, 21.11.2018, p.138-183) DS ERRSAZAE R, FIFRAIODE 81
ZRITXY, BEAUE 2002/187/JHA 1, 2019 4 12 H 12 HEH > THHIEU) 2018/1727 LiE X
R HIVTHEIES T,

ZORER, PRREIIE 2002/187/JHA DO—HSUEES CTHLOPEESIRIE 2003/659/JHA (OJL245,
29.9.2003, p.44-45) S OBEHIRITE 2009/426/THA (OJ L 138, 4.6.2009, p.14-32)% HEIIIZFEIEX
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iz,

Eurojust (ZBd9°% EU OBUTOFEAIESIL, BIAIEU) 2018/1727 Th D, 72721, HHAIEU)
2018/1727 1%, HHAI(EU) 2022/838 (OJ L 148, 31.5.2022, pp. 1-5), HHI(EU) 2023/2131 (OJ L,
2023/2131, 11.10.2023) S OSHI(EU) 2025/2082 (OJ L, 2025/2082, 15.10.2025) 1 2> T—HkIES
naCung,
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. BERERUCHIT2EAR S

ZOBERFHRTIZEBTL, HAIEU) 20252611 (ZLAIEHDFFEIEU) 2016/794 DRI,
SR OMIE (ANNEX) D4 AR LT,

ZOZER BT WU IR AE SR 228U, 72720, S 2on T 580
B ER Sy (RPN BEL T, JRSCE TGRSO R a A LT,

ZOBEF-FEIHUL, < ETHHEIEU) 20252611 (2 LABAEHDHHIEU) 2016/794 DL
7RRRR Cor %, AR THHEER TH720 Y,

ZOBZER-FRTIRE, BRI DR A K 55D Th D, 1k, BITHIEATRD
TAERELUTEET REHA LR AL EXE, ZORERIZIW T, BICSGETREE k<&
INEIDENGFETT Do

ZOBHEFR-HRIROFRITERL TULFRIE U TERRET DT EE LT3, EERO EE TILE TR
HAGESCLZRITWNERTZREL T, R0af5 7, WHADSGEE0) BRI,

OB HREFIERED NA AN BIL T, AT CaRd 2z Uiz, ZOFSCHOREGIE e
PNAEINL, TRV RIAL ) B G CThAL DL BRI RAN 2 ST Z LT D 7212
AL TTHOLDOMBEE AT,

72720, OO AT BRRate BN AT O ATV T CRRIIV TS SV WOBRE Tl
720, M AR LT R M E S5,

JESCHNTRAO DD LB 3E, JFRRIEL T, FOFHERELT-, UL, TOEFEFRICL
7= D TIEIEL IR S - B A E L ORUTI-Z RIS b7 A, AEIRO ISR L 7=
RANMUTZ GRS 528U, TOEAE o ORI eI U,

7%, HIHI(EU) 20252611 (2L AIE#ZDOBIANEU) 2016/794 DHTREILTWDEIHEROH
WA TR EATO RO CIELL I2MIES I COD B D005, LnL, TOHADIELL D%
FUEENDMFEL2 CHHEILTHD BU BHROFLL S ORFEMCRITHZEN 272D T,
EERE R ONHESOBLENSTDE, TR ELL  OFRFOE, Rt W ENCiio
—FECHHEMEL, TDIHREIRT, SREOTTRL, Dy, RO TIIZF DR EHETHZ
Lzl

ZOBER-FRHUCRIETA , BER-FRROTICH DM, 2R ChS,

FEARC T SEHEAIL, ST DB (point)DFRata —HENE LTz, BIZ I, Tpoint(a) 1L [FFi(a) 51T
HOM, 15115 1AL, ())& H iz,
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3. SERERICBLVTREL-HR
poly-criminal

[poly-criminal | 13, —D>OFERIDILIEA T2 AEFT D572 B R0 IRE I e LU TR
DIFRADAIA T AT T DI Z L2 BT 2, BT, ST T, F
FEOFLEIZTIHEFT 2D TR, RFEDRGET T2 & RO B T2 W5 OFREEDT T4
\IEFT DI97285A )3 poly-criminal | T&hD,

Europol (233172 [Poly-criminality | DZEF X, FRDEZATHEI LI TND,

Poly-criminality
https://www.europol.europa.ew/socta/2017/organised-crime-groups.html
[2026 44 A 2 H ]

Z Buropol (23317 % [Poly-criminality | DIEFABEER 72 T, ZOZEFR-FRIIZIB T,
[poly-criminal | % [ZALIEAY ) SRR Z T LT3, HULMIZIY BWGRGEDGAET D5A1ZIEE
LD RETHD,

Joint investigation team

HAIEU) 2016/794 OHFIOZEFR KL BU ORIESOBEFBANTE, ZhET, foint
investigation team | % [FE[FRATT— 2 | LFRL CET,

UL, HAECRIT 830 BIGHNEEI LA B TRIBEOBID IO 73551236175 HAGED H
FEIAZ 2B LT |C, Tjoint investigation team % [STRHAT— 2 LARTIFINZ Y THHEN
PHIBAZELT=D T, ZOMHINEU) 2016/794 DBER - FRICIRE, ZDIINEFT 5,

ZOBEHLBFELT, ZOBHIEU) 2016/79% DOBHEFR-FTHOMIISUT, Toint investigation
team | IFZMNDFEIZBIL Th, [oint) % [3[A] | ClI7a AR I LEed T T3 d 5,

VIS designated authorities

FRAIEU) 2021/1133 (2L DSEEDOIFANEU) 2016/794 OF; 21 ScOFFERL O 1 THb OHT
1%, TVIS designated authorities | &\ VM FEH H O HILTUND,

[designated authorities | &V ViR, FHHIEC) No 767/2008 (VIS FHHI) D 3 S0 HCTHUVHILT
139, FERRIENC I &R (central access point) &L CHEESIVE 1 Fl3EO Y /oD &
AT, AERRIEI D ATV THEES (49) I ONERS Y R (FR%2) 13 20 [designated authorities |12
BT TR, FT2, Z0 [designated authorities | 351EE{ THERE (law enforcement authorities)
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THHEILRSRN, FilZIX, HEEREOIEEE )Y designated authorities | &L CTHRESIVAZ LMD
015%,

L2~L, HHIKEC) No 767/2008 (VIS R DH T, TVIS designated authorities | &\ DA If# S
FUTURUN,

FRAIEU) 2021/1133 12 LA SUEZDIFAIEU) 2016/794 D 21 SO FH O 1 THb O TH
WBHILTUBIVIS designated authorities | OREE, THIRI(EC) No 767/2008 (VIS FEI) D HCiEsD
DIV FEES I 2R (designated authorities laid down in the Regulation (EC) No 767/2008 (VIS
Regulation)) | LV WO ERNAZ 7R 72O DEREERBIE L CEECEAHD T, ZOBEFR-FETT
1%, VIS OfRESIIZ Y /LR 2 b L=,

Irregularity or irregularities
lirregularity | 357213 lirregularities | \ZBEIL Cl, —fANTIE, £ix Za BRI CERIES NS,

L7231, OLAF EDBIRIZF T, HAIEU, Euratom) 2020/2223 (OJ L 437, 28.12.2020, pp. 49—
TINZEDSAEZDOHANEU, Euratom) No 883/2013 (OJ L.248, 18.9.2013, pp. 1-22) D% 2 556 3 5
I, T“fraud, corruption and any other illegal activity affecting the financial interests of the Union’ shall
have the meaning applied to those words in the relevant Union acts and the notion of ‘any other illegal
activity” shall include irregularity as defined in Article 1(2) of Regulation (EC, Euratom) No 2988/95 |&
TEDTHY, F7z, HIHIEC, Euratom) No 2988/95 (0J L 312, 23.12.1995, pp. 1-4) D 1 555 2 11
I, [“Irregularity’ shall mean any infringement of a provision of Community law resulting from an act or
omission by an economic operator, which has, or would have, the effect of prejudicing the general budget
of the Communities or budgets managed by them, either by reducing or losing revenue accruing from

own resources collected directly on behalf of the Communities, or by an unjustified item of expenditure |
ETEH TS,

INHDEFRFRADH TED LI TWDERNE AR LT BT, R [FRE T4 10 TERT
(3720 7B 25T H O Tl RIS | AR (FHEE ) |2 LA SO T RAEE OB T
EONRAEL BRI T VEA T I ANES) DTkt 3 DR A (O NIERIAE) O T
b iz M 4B

DX BRI AL LT BT, BAIIEU) 2016/794 D5 16 5545 5 HEO)DO FIZHD
lrregularities || ZBAL T, NEMEE T4 LRI LI,

7235, Mraud IZBAL I, SUIRICEY, HAENZRBWTIARES 246 SR I~ TRETSNAREIR
SRIZERY T DI TAIIREL QOB LRSS AT R T4 ) LERTRETH D,
ZHUTKIL, BARENZRBWCIARES 246 SRIZE> TRETISNATEIRSR A S T D807 T4L
L COFEATATET Tldrel, IR O OMOER T47% STt D L U GRFIOIZ MHraud | 23
RSO EET, RIFITAILRTRETHA,

OSBRI T, SUIRIED, BERUNTHZEIIUTZ,
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Report directly to

— BT, FRNOREER DS F A TN B3 HEEAIE LT lreport directly to ) 2MEFS DY
B, [~MZERED 1BV EREL SHL O S U CEMIRS LA ZENHD, Kk E M OWERR Y |,
FDINTHRS DO L7050 D,

HIHIEU) 2016/794 1%, 55 41 Sca OF 3 HIL, 7 — 14514 (Data Protection Officer) D373
WZBAL, 5 41 5t ¢ O 4 BIFEAN AR 513 (Fundamental Rights Officer) DNZHZREEL,
lreport directly to] &\ HFREA VTS,

ZDT — A REREE M OSARMENEEE L, WIS G, ZOWFEOZTIZ
B THIEDN IR EZIT 720,

%Y, Europol IZIWNTIE, 7 — RS M OHEAR AR BB OWFE 2 7O LT
13, ERINGRES T DD EDMFELIR Y,

ZDITASIVED EVIBFSIIET L, ERIDMFAELZ2V M (position) DFE T T —H R
BEE M OFEAN MR B EEZREL, Treport directly to 2 T~EJED | LU CEiEd 52 41%,
FINFAET DT a2 MADRHEE T2 EJE | OBESE 528107050 T, #E&D A O &
DI DI ELTRD, BIG)NTRAD THD,

L EDRBAEAHER 7= 1T, ZOBEIEU) 2016/794 OBEFR-FEIHUCHTIE, T — 2 {7
A M OFEAR R BT BT 2BRY, Treport directly to | & ERRET DL,
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EESERE

PRFRIE 2009371/IHA OSZF, 1EEHHMES 2 & 2 5 31~98 EIZHD, BlFRRE
2009/934/JHA DBER L, 1EEIEHMEE 2 &2 5 99~113 HIZH D, FEAIE 2009/935/JHA
DBEFNL, EEIEHHEE 25 2 5 114~118 HIZH D, FEESIE 2009/936/THA DEERIT,
TECNEHHES 2 25 2 5 119~139 EIZHD, BRFIRTE 2009/968/JHA DS, 1hIEHAHE
GE2 2 5 140~154 EHIZHD, HAIEU) 2018/1240 OBEF L, 1ELIEHMES 4 & 3 5 42~
137 HiZdD, BIHIEU)2018/1241 OBEFL, IEEEHMEE 4 5 4 5 1~7 BIZhD, PR
FHAIRGE 2002/584/JHA DS, ELTHHRMES 4 & 5 5 185~213 HIZHD, HHIEU)
2018/1726 DBEFR-UGETHE, IELIEHMES 11 % 4 5 1~129 EHichD, HHI 2018/1727 DE:
B, {EEIEREE 4 28 5 5 1~60 EIZH D, HHIEU)2017/1939 OBEFRIL, {EFREES
3% 1 5 1~91 HIZdhD, HAIEC) No 767/2008 (VIS #HI) DB EF T, L FFMEE 2 &5 &
1~59 HIZhHD,

FEB(EU) 2016/1148 DSZEFR-FETHE, 1EETEHMES 6 & 6 75 467~548 HIZHD, TEH(EU)
2022/2555 (NIS2 $543) DZBF L, IEETHFHMEE 8 5 4 75 1~206 HIZH5, HIHI(EU) 2019/881
(AR —tF2 VT E) OZER-UGETI L, 1ELIHHMEE4 58 5 16~86 HIZHD, HIHI(EU)
2021/784 DBEFRIL, ELIEHHEE 6 5 6 75 256~338 HITHD,

HIRIEC) No 452001 DSZFR-UGTIRIE, TECTHEES 2 25 5 5 111~146 HIZHD, HHIEU)
2018/1725 DZEFRIL, IELIHHHEE 4 5 1 5 1~81 BHIZHD, FEH(EU) 2016/680 DEER -UGT
WU, TS 6 25 6 5 339~466 EIZHD,

HIHIEU) 2016/679 (T — 2 8RN OSEFR- TR T, IEEIHHMES 3 & 5 5 1~114 HIC
&%, HHIEU) 2023/2854 (7 —41E) DSZEFN, ELIHHHES 10 5 8 5 1~203 HIZHD,

R ETRESOIE AT — 255K (ETS No.108) DB E AN L, IELEHMEE 1 44 5 1~20 HIZHD,
BYE NoR (87) 15 OZEFT, {EEHHHEE 1 55 6 5 140~149 EHIZH D,

FHI(EU, Euratom) No 883/2013 DZER LG TN, TEEIFHMES 6 52 5 231~311 HIZHD, i1
(EU)2015/849 DZEFRIT, 1L MRS 3 4 8 75-276~328 HIZH D, HIHI(EU)2018/1862 D5
B, (EEITEHES 4 58 6 5 1~70 HITH D, HHHIEC)No 10492001 DEEFRZ, 1ELIEHHE
FE2 2R3 5 102~118 HIZHD,

ZOZHEFR-SETIR IR AR (BHSR AR LO B R ASHRDRER RS TS,
ZOBER-YGTROBIEFT L, FFRMAAR K OHERA RO 2457, A RO

4‘_“7:‘) 3%@%Héo
%ok
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ERTR A DT DRRMES S (Europol) [ZBET BT
THEELSRTE 2009/371/JHA, ERESIRSE 2009/934/JHA, FEERLSRTE 2009/935/JHA,
HHERESIRTE 2009/936/JHA RUEEERRTE 2009968/ JHA ZEEH#Z THREILETS
FRiEES R UEERD 2016 £ 5 A 11 BORBIEU) 2016/794

Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA

RN I%&UEKJ NEHEOHEFEAT

RIEES OREREIZBET 55K, KUY, E0blT, D% 88 SR,
RN ZEE S D OFEZ T2,

FERRIEID RS TR O RS AT LT1%,

THE OSEFRU e THERL,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 88 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Acting in accordance with the ordinary legislative procedure ",

Whereas:

(1) Europol I, BEEORERREN 8% 5.2 HRERILEE, 70U X LK OISO RED EERANSE
ZBAIET DT R OVENLERD Z L30T DAERRIE D RRESHERR D & DB LA THEE DN
NEORERADARH 7 )% AL > 88§57 DBRINE A D% T RN HE il 520 F
BEMEADIETREL T, FREAIRE 2009/371/THA2 Z L > CRRES IV, TR7E 2009/371/THA
I3, BRONFFISEEREAE DR EL 2 B AR MBS S5 K3 545% 55775 555 (Buropol 54Y)
SLEXHboT,

' ERIMNEESO 2014472 A 25 BT RE (B HAEHE) & O 2016 43 A 10 A O —Hixl ki 28
OB (A, WMERD 2016 455 A 11 BAHTE R (BHoRad).
Position of the European Parliament of 25 February 2014 (not yet published in the Official Journal) and position
of the Council at first reading of 10 March 2016 (not yet published in the Official Journal). Position of the European
Parliament of 11 May 2016 (not yet published in the Official Journal).
2 BRPNFFI S (Europol) Z27%1 75 2009 4= 4 A 6 H OBLEESIAE 2009/371/JHA (OJ L 121, 15.5.2009,
p37).
Council Decision 2009/371/JHA of 6 April 2009 establishing the Furopean Police Office (Europol) (OJ L 121,
15.5.2009, p. 37).
3 0JC316,27.11.1995, p.1.
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Europol was set up by Council Decision 2009/371/JHA @ as an entity of the Union funded from the
general budget of the Union to support and strengthen action by competent authorities of the Member
States and their mutual cooperation in preventing and combating organised crime, terrorism and other
forms of serious crime affecting two or more Member States. Decision 2009/371/JHA replaced the
Convention based on Article K.3 of the Treaty on European Union, on the establishment of a European
Police Office (Europol Convention) ®.

(2) ERMEESOREREIZBE9525K) (TFEU) O 88 251, Europol 73, H D NHETHHIHES THIR
SNDHANZ IS THIBSNDETED TND, [FIGE, BRI S K OB NE SO TRk}
9% Europol OFMBAENTANEKT D723, BINEASHKI(TEU) D 12 SHe)FNT TEU KLY
TFEU (2@ 32BN A BT D ENEEOREN B saeEs | S (GEEEF 1 7))
DHF 9 FIZIRLT, ENESEIET, BNEESIZE T, Buropol DIFEIDREARD 7= Tz
T EBERL TV, Tz, RAE 2009371/JHA 1, b, i C kAR 454
EETEDDRAN I - CEEHZ SNHRETHD,

Article 88 of the Treaty on the Functioning of the European Union (TFEU) provides for Europol to be
governed by a regulation to be adopted in accordance with the ordinary legislative procedure. It also
requires the establishment of procedures for the scrutiny of Europol's activities by the European
Parliament, together with national parliaments, subject to point (c) of Article 12 of the Treaty on European
Union (TEU) and Article 9 of Protocol No 1 on the role of National Parliaments in the European Union,
annexed to the TEU and to the TFEU (‘Protocol No 1°), in order to enhance the democratic legitimacy
and accountability of Europol to the Union's citizens. Therefore, Decision 2009/371/JHA should be
replaced by a regulation laying down, inter alia, rules on parliamentary scrutiny.

@) [RRYIRN AT BIT A~ TRICHEL NS THEA R DA —7 L CRAN 1,
Europol (ZXL, #4252 8%3Ke, Fie, #REOES HEBIDO BTG HRAHADTZ O DT
LR, BB RTINS B L1, ZUC, TR DT DT TN T BT B bR
TV %, Europol OBEBIOFHliE BHELLC, 20 HIIZIEA T 57-%, Buropol DIEKSEE: -0
SR YRS T D ME DD,

The “Stockholm programme — An open and secure Europe serving and protecting citizens’  calls for
Europol to evolve and become a hub for information exchange between the law enforcement authorities
of the Member States, a service provider and a platform for law enforcement services. On the basis of an
assessment of Europol's functioning, further enhancement of its operational effectiveness is needed to
meet that objective.

@) KREFEZLUSRR Y N —7 B OT B ARD Ry T =213, BRMGES ORI G TR O
WSO TROZEL AT T, ERRERAE ZL WD, FIFHATRE R0 HEE, J03-

4 0JC 115,4.52010,p.1.
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TIN—T, ZDT N —T DIFENZIBNT, IREEIZZALIRRIE /2> TETRY, Fio, [Efaisk
ZHbDEIRSTETUNDIEZERLTND, TIUPZ, ENER THERI, oMRkEIZI T
FRTFSG L7 DVEHATHEBAL DT, JOBEITH 1T 20D 0%, ZO SUIRIZIU VT, Europol
D3, BRINE G IR 27 2ILTEDBIE, 38T ORI 30U T, AlklER L0 BT
Z BT DMEED DD, ZOZENX, FLESRE 2009371/THA OFHHO I THIERSI
77

Large-scale criminal and terrorist networks pose a significant threat to the internal security of the Union
and to the safety and livelihood of its citizens. Available threat assessments show that criminal groups are
becoming increasingly poly-criminal and cross-border in their activities. National law enforcement
authorities therefore need to cooperate more closely with their counterparts in other Member States. In
this context, it is necessary to equip Europol to better support Member States in Union-wide crime
prevention, analyses and investigations. This was also confirmed in the evaluation of Decision
2009/371/JHA.

(5) ZOHANE, PLE 2009371/THA OSFENFONT I 730TE 2009/371/JHA % I35 3 DB E
2009/934/JHA’, BEREIRTE 2009/935/JHAS, BRESIRIE 2009/936/THAT S OBEFIRTE 2009/
968/JTHAP DA SIHA BUEL DR T HZEAIANE L TNVD, [ TONABIEN KE 7R MEE
DHDIRDT, TIHLDO L SPRER, BIEEOFREIZISNT, ZOHRNZ L THRSHAHE
FREEDRIRIZINT, —FEL TEEXHZ HNHRNETHD, ZORANZE>TERIHNGHDE
LT Europol (Z, FIE2E 2009/371/JHA (ZX->TRRITHNIZH0DEL T Europol OHERES
BEEHOVINOZNE AR T RETHY, ZOFERLLT, [FEL, BIESNAETHD,

This Regulation aims to amend and expand the provisions of Decision 2009/371/JHA and of Council

S EANT — 2 M OB RO 2512 58, Europol &/ 3—h— LD IO BIRAHIET D FLEHEEBHR
972009 4 11 A 30 HOBEERRIE 2009/934/THA (OJ L325, 11.12.2009, p.6).
Council Decision 2009/934/JHA of 30 November 2009 adopting the implementing rules goveming Europol's
relations with partners, including the exchange of personal data and classified information (OJ L 325, 11.12.2009,
p-6).
¢ Europol 3AEA T 25 —IE L UKEROU AN ED S 2009 4 11 H 30 HOBEERIE 2009/935/
JHA (OJ L 325,11.12.2009, p.12).
Council Decision 2009/935/JHA of 30 November 2009 determining the list of third States and organisations with
which Europol shall conclude agreements (OJ L 325, 11.12.2009, p. 12).
7 Europol ZHT1EE7 7A /B § 2 FEMIEABRRT 5 2009 4 11 7 30 HOBEFEIRIE 2009/936/JHA
(OJL325,11.12.2009, p.14).
Council Decision 2009/936/JHA of 30 November 2009 adopting the implementing rules for Europol analysis
work files (OJ L 325, 11.12.2009, p. 14).
$ Europol DIFFROMEENEZBETDIFAIEEIRT 2 2009 45 11 H 30 H OEEESITE 2009/968/THA (OJ L
332,17.12.2009, p.17).
Council Decision 2009/968/JHA of 30 November 2009 adopting the rules on the confidentiality of Europol
information (OJ L 332, 17.12.2009, p. 17).
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Decisions 2009/934/JHA ©, 2009/935/JHA ©, 2009/936/JHA  and 2009/968/JHA ® implementing
Decision 2009/371/JHA. Since the amendments to be made are of a substantial number and nature, those
Decisions should, in the interests of clarity, be replaced in their entirety in relation to the Member States
bound by this Regulation. Europol as established by this Regulation should replace and assume the
functions of Europol as established by Decision 2009/371/JHA, which, as a consequence, should be
repealed.

ESILIRE, LIXUIR, SBANESRA B CRAE3 5D C, Buropol 1, #EOHERKIEI L T
B 5.2 HEIIRABLIET HZE R OB Z LTI T DRERE DT T8 X OMERIEIID 1
I O E T _RETHD, 7TV R LDRRINES ORI Db KEE D —
D THHZENZEE, Buropol 1%, ZD sUZEET A M RREE B L QO DR EZ #E)
T RETHD, BRINNESOIEETRIEL T, Europol 13, RMESOFEFERIIHL T2 5.2
Dfx IR TEREDALIEERID Z L BT DA TEN R OV J1H SR L K O b3~ & Tdh 5, Europol
DS NS HERR 2T Dk & 7R TEREDANFEO HC, FRLIRIE, £ ORUE, BIMER ORERIC
#ADHE, FHERIEIC D HEEDO T AE ROHHD THHHZEN D, Europol D F7-% HRDE
FEEF O B0 T HZ 812725, Europol 13, FAUZBEL T Europol 23M5sHENR A DI T
B FATTHTBAE AT D120, T, TOIO07d785 EL LIISFATI 57280, F-2id,
EDIIAT D FATONE VDT LA MelR T DT DI FA TSN OB BT T4 115
ZEROFENLERDHZ LICBIT D ARL IR T RETH D,

As serious crime often occurs across internal borders, Europol should support and strengthen Member
States' actions and their cooperation in preventing and combating serious crime affecting two or more
Member States. Given that terrorism is one of the most significant threats to the security of the Union,
Europol should assist Member States in facing common challenges in this regard. As the Union law
enforcement agency, Europol should also support and strengthen actions and cooperation in tackling
forms of crime that affect the interests of the Union. Among the forms of crime with which Europol is
competent to deal, organised crime will continue to fall within the scope of Europol's main objectives, as,
given its scale, significance and consequences, italso calls for a common approach by the Member States.
Europol should also offer support in preventing and combating related criminal offences which are
committed in order to procure the means of perpetrating acts in respect of which Europol is competent or
to facilitate or perpetrate such acts or to ensure the impunity of committing them.

Europol 1%, JUIEEDREI A DT=b DRKIE ARG M OSSR EE O HIHE EhH L
BN TN C U OB IO S5 |00 S8 248\ TRl N OWRINZ B fiife
T5728, BRI EOSHT M OO fHfi a3~ & TH S, BIFEESIHAIEU) No 1053/2013°

O Ll R DA MRS DT OFHE R OB RO HAAAAFRI TN =7 OF Tl R OV
BRI AN R B AR ET 5 1998 429 H 16 H ORI TEsiiREaBE L5 20134510 A 7 OB
ZHIHIEU) No 1053/2013 (OJ L 295, 6.11.2013, p.27).

Council Regulation (EU) No 1053/2013 of 7 October 2013 establishing an evaluation and monitoring mechanism
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D 8 SN TRIINEE R E DINTELRT DL ET, Europol 1, BT DYAY ) ERLIE
LDy = DA ERIAGH LD THHIRY, MRILIEE R T2 0% 5D, YRS
ML FERT RETHD, LT, HFEFEIIINEZB SN OO EROEE, Znsi@iie i,
Europol 13, RMBEG ~DANAZ KD HERHECo D EDRHIN &3 D72 b DRI 55347 M
OO FHIE T ~&ETh D,

Europol should provide strategic analyses and threat assessments to assist the Council and the
Commission in laying down strategic and operational priorities of the Union for fighting crime and in the
operational implementation of those priorities. Where the Commission so requests in accordance with
Article 8 of Council Regulation (EU) No 1053/2013 ©), Europol should also carry out risk analyses,
including in respect of organised crime, insofar as the risks concemed may undermine the application of
the Schengen acquis by the Member States. Moreover, at the request of the Council or the Commission
where appropriate, Europol should provide strategic analyses and threat assessments to contribute to the
evaluation of states that are candidates for accession to the Union

PR EE B DR 7 IO RN B 52 DI AT MR DL, LoblT, &
DILEED TR K O DB N Z DIEEOI AN A FFE T DT LTI DR DB
MHLUT, BRMGEEN THIRL CODEE ChhD, BRSO/ 7 1 O RE 522
% 5.2 DIEH AT T DT D 5 BRI RO HARAAE kDD Europol 2250
PEEEL NS ARS, HERENT, SEOTGEMEN, I B 2 — 20T D RO M 35T D
LIRDBEFTHHE O EEBTBI AN T, #BiH72<, Buropol [ZHL TRIGTRETHD,

Attacks against information systems affecting Union bodies or two or more Member States are a growing
menace in the Union, in particular in view of their speed and impact and the difficulty in identifying their
sources. When considering requests by Europol to initiate an investigation into a serious attack of
suspected criminal origin against information systems affecting Union bodies or two or more Member
States, Member States should respond to Europol without delay, taking into account the fact that the
rapidity of the response is a key factor in successfully tackling computer crime.

ﬁﬁ%ﬁﬁ@ﬁ%ﬁﬁigf (28 A, Buropol & OF Burojust {3, Z4UHDER R -2 D e OMT:

Bl ONTAERIE OFRE 2 # 1IEW S BRI ANT- T, NSO ROERGE S Ot % i
ﬂﬁ“%ﬂi \ZBEEIR DTN TR ED HIVHZ AR T RETHDH, £DIF, Europol KT
Eurojust |, ARHEET — LD EEIHEL ZTIEINC OV T, MAISEFZ 2T HZ &R0
RETHD,

Given the importance of the inter-agency cooperation, Europol and Eurojust should ensure that necessary

to verify the application of the Schengen acquis and repealing the Decision of the Executive Committee of 16
September 1998 setting up a Standing Committee on the evaluation and implementation of Schengen (OJ L 295,
6.11.2013, p. 27).
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arrangements are established to optimise their operational cooperation, taking due account of their
respective missions and mandates and of the interests of Member States. In particular, Europol and
Eurojust should keep each other informed of any activity involving the financing of joint investigation
teams.

AT — 20T OS5 A, e G ElL, £DTF—2L~0D Europol FkEDZNEEHH
T HGMETEDHREThH5, Buropol 1, % HEYDEAEFHO I ZH DI SHEEN ZAYE K>
122D X7 A TRHEATT— 2 ~D Europol DBNNDstka & & THD,

When a joint investigation team is set up, the relevant agreement should determine the conditions relating
to the participation of the Europol staff in the team. Europol should keep a record of its participation in
such joint investigation teams targeting criminal activities falling within the scope of'its objectives.

Europol 1, [EBEA#Z D /1A MlifEA-A 13557l 2 OFZR I VTILIREAA PR,
FENL FI N TAPEET D Z L AAERIEI L CERE CED & THhD, Europol 1L, Eurojust (ZXfL,
ZFDIIREHONTHEK T RETHD,

Europol should be able to request Member States to initiate, conduct or coordinate criminal investigations
in specific cases where cross-border cooperation would add value. Europol should inform Eurojust of
such requests.

Europol (&, RRMGEAPIZIIT DIFRASHD 7= D/~T T B~ E T D, Europol (25> TYL
RSN, FUERRAFS AL, PRSI, TSR OSSN TS L, BARA AT TN FA TS
DB ETANTE D ERIZIBNTIATIIGD DN EDNEREE T DT DI AFES T
Europol @ HBIO RO I DAL IEE/ I FALIREEN Z BE T2 e BhET D08 Eoofs
HEAE B0,

Europol should be a hub for information exchange in the Union. Information collected, stored, processed,
analysed and exchanged by Europol includes criminal intelligence which relates to information about
crime or criminal activities falling within the scope of Europol's objectives, obtained with a view to
establishing whether concrete criminal acts have been committed or may be committed in the future.

TEHREHDTZSDD/~T L L TP Europol DFERMEAMENRT %728, Europol (Z&>TED HAYA
R TN FLET 2 57— 4% Buropol (ZHHT 22 LAAERKEN KT CReD DI 2 255573
EDONLNETHD, FDIH70 3% FHEL >, MERKIENL, BRINEE O BER SCED
FEPHNIC I DS b S O ERGE R EOEESENE, &0, FRILSE A ONE AR EEIESRIC B
T EU DBERY A2V ORSAA DR CHER L TED LN B L ks A0
FRZPTT DRI N Lo TlikE 72T —F AT DT LI RRTIER A LI E Th D, MEREIT,
Europol ™ HFJOHIFANIZI DAL Z B3 HDMERIEE DD 2 [EM E -3 ZERIO R
HFAD 1S Europol |ZXL TS 528285850 5 &E Th D, Europol | ZxFL TLE 21 HG
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HEHAI DB, HRRENL, FOREREOME TP FTE DR ME S ORI i L s 5.z %
P AN—IZED TR BT DR B8O DX ThDd, T IEIRIREZ, Europol 13, #HA 1%
OIEBEEAZYIART D723, HERRIENZ65 Europol D SHEDL ~L% (] FSEHETHD,
Europol 13, BMGES, B, BUNEES K OVEWNERITHL, #2 OfERRED HiEsz
TEHIZREL, AR REThH D,

In order to ensure Europol's effectiveness as a hub for information exchange, clear obligations should be
laid down requiring Member States to provide Europol with the data necessary for it to fulfil its objectives.
While implementing such obligations, Member States should pay particular attention to providing data
relevant to the fight against crimes considered to be strategic and operational priorities within relevant
policy instruments of the Union, in particular the priorities set by the Council in the framework of the EU
Policy Cycle for organised and serious international crime. Member States should also endeavour to
provide Europol with a copy of bilateral and multilateral exchanges of information with other Member
States on crime falling within Europol's objectives. When supplying Europol with the necessary
information, Member States should also include information about any alleged cyber attacks affecting
Union bodies located in their territory. At the same time, Europol should increase the level of its support
to Member States, so as to enhance mutual cooperation and the sharing of information. Europol should
submit an annual report to the European Parliament, to the Council, to the Commission and to national
parliaments on the information provided by the individual Member States.

Europol EAERKEILDID I Va1 5720, BABRIENICENZ = MSERESI
HRETHD (EN=T=> ), ENT=y N, BREHERROSH S ENEEEIE Europol D HIA RS
HEHILSE THHRETHY, UL~ C, Europol EDRIORERRED 1) LD BIRIZIS I
DEEARN, LT, Europol DEGEITT oMV B L DFERIE DX INE TR T 5
ZEEINTHRETHD, Buropol E[EINT= D BIDMKEETI7 2 SR G Hva R
%728 J O Buropol EEN= MW IEEBFH 5720, #EN==>NZ, Europol |ZALE
SN ED | A DEIEE ZATA T & THD,

To ensure effective cooperation between Europol and Member States, a national unit should be set up in
each Member State (the ‘national unit’). The national unit should be the liaison link between national
competent authorities and Europol, thereby having a coordinating role in respect of Member States'
cooperation with Europol, and thus helping to ensure that each Member State responds to Europol
requests in a uniform way. To ensure a continuous and effective exchange of information between
Europol and the national units, and to facilitate their cooperation, each national unit should designate at
least one liaison officer to be attached to Europol.

SN DORERRIEID S3HER IS M OTtUd e (R ASS e R D b B BRI ANIZ BT,
Europol 13, fAEIZ L~ TEDHIVIZAAIHIRL T, WERKENORREHMERD & DFEBID EEED
BRCEN = MSEREE ST DT L2 R0, WERKENOREHEROSH I B /)
THIEDTROONDHNETHD,
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Taking into account the decentralised structure of some Member States and the need to ensure rapid
exchanges of information, Europol should be allowed to cooperate directly with competent authorities in
Member States, subject to the conditions defined by Member States, while keeping the national units
informed at the latter's request.

BT — LADOFREDHEES LD RETHY, 7>, Buropol FEENEIUIBNNTEHRET
HD, ZOIHRBIMPETOHEKEN BV CHRETHDIEE MR T D7, EFHASHA]
(Euratom, ECSC, EEC) No 549/69'°1%, Europol ORE N ATRHER T — LIS TWDH,
Europol fkE 23 BROFIRE A 2 LIRNETED TND,

The establishment of joint investigation teams should be encouraged and Europol staff should be able to
participate in them. To ensure that such participation is possible in every Member State, Council
Regulation (Euratom, ECSC, EEC) No 549/69 ! provides that Europol staff do not benefit from
immunities while they are participating in joint investigation teams.

DR RO HZE K O T izt 2281285, Europol DftiE% A FEE5HZE
HMETHD,

It is also necessary to improve the governance of Europol, by seeking efficiency gains and streamlining
procedures.

BRI ZEE 2 M O AREN S, Europol O3 IZH CREL %723, Europol O EZE 2 (T#
HEERDITBWTESNDNETHD, EEEZEROBKE KO UERLET, IETO
B OEEFHLE, ITE EROF R EOERER R BEIC AN L TEMSN D& T
%, TRERLEIT, FEREN VRN EIT, B LU TITEIT & TH D,

The Commission and the Member States should be represented on the Management Board of Europol
(the “Management Board”) to effectively supervise its work. The members and the alternate members of
the Management Board should be appointed taking into account their relevant managerial, administrative
and budgetary skills and knowledge of law enforcement cooperation. Alternate members should act as
members in the absence of the member.

EERERIBOTRESNLETORREL, EERESO RO R T oL D

10 RRINIEFHAD FAHER OV Z BT 2a EE O 12 55, 5 13 655 2 RO 14 SOXFIHEAIS
FVOIRMNILFUARD S DD N EDERZ EDS 1969 4 3 H 25 HOBFE2HIHI(Euratom,
ECSC, EEC) No 549/69 (OJ L 74, 27.3.1969, p.1).
Regulation (Euratom, ECSC, EEC) No 549/69 of the Council of 25 March 1969 determining the categories of
officials and other servants of the European Communities to whom the provisions of Atrticle 12, the second
paragraph of Article 13 and Article 14 of the Protocol on the Privileges and Immunities of the Communities apply
(OJL74,27.3.1969, p. 1).
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BUSHD, MHBHEH DREOSEEAMT 5105/ R FRE Th b, 2 TOBHE
F, TEHBERITHBT B B Lk & ORI AT LV AD LN E AT S 2 L 2T
LFRETHS,

All parties represented on the Management Board should make efforts to limit the turnover of their
representatives, with a view to ensuring the continuity of the Management Board's work. All parties
should aim to achieve a balanced representation between men and women on the Management Board.

HEERERT, Bt FAEY )V —7 (IPSG)OAEMSIV-REL T, HEELIRNA T —
N—=T&>T, TOFRNPFHRE L TR THIFDEDHINZ KOG~ THD,

The Management Board should be able to invite non-voting observers whose opinion may be relevant
for the discussion, including a representative designated by the Joint Parliamentary Scrutiny Group
(JPSG).

HHEEE, LD, THAMRRT 2720, 20 THOFI AT 510, BB
I O BT S BRIS 2700 MO 2 B S5 00 BRI 35 B RIS B L
ROVEBE 120 OBIEIETRIRL, Buropol (R EBBBREDT 0 DBEMIEDH B
T, LT, ARTEIE 2 TR DT\ LR B 525N 5 & TlD,
HERT, REEED, WROMEZNEIUC AT, ZOMOEEAERT HHEIRETHE
TREThHS,

The Management Board should be given the necessary powers, in particular to set the budget, verify its
execution, and adopt the appropriate financial rules and planning documents, as well as adopt rules for
the prevention and management of conflicts of interest in respect of its members, establish transparent
working procedures for decision-making by the Executive Director of Europol, and adopt the annual
activity report. It should exercise the powers of appointing authority vis-a-vis staff of the agency, including
the Executive Director.

Europol @ H % ORhE ek 8 felR3 5728, KB, Europol DIER ELORETHLHRET
BV, Fie, WEITW L DOFEHDOZATIZEB TN T TEIL, 730, ZOHRANZI>TEDS
AT Nik#5% BEuropol ST HZ LA T DIEEE IS ThH & ThD, LT, KB,
T B RORTER KD TSNS TROGE K UG HE SCEA HEF 32 Z &I BILIE NS
Europol 0D Z4FFEGHlj & BARFEVESERHE] X OV NVLIAND B HIBSCEA 524535 2 LIS B UGS 2
AIRETHD,

To ensure the efficient day-to-day functioning of Europol, the Executive Director should be its legal
representative and manager, acting independently in the performance of his or her duties and ensuring
that Europol carries out the tasks provided for by this Regulation. In particular, the Executive Director
should be responsible for preparing budgetary and planning documents submitted for the decision of the
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Management Board and for implementing the multiannual programming and annual work programmes
of Europol and other planning documents.

Europol @ H¥OD3 FAEIFHD 2 D3L5RE BhIET D2 & OEINERIDH ZEEW) BRID 7012,
Europol 73, RIREZRIROMEREI DD BTG #E D DMED DD, iz, Buropol 13, JUIEH
G K OSSR D BRA SRS 5723, JUIRR Y NI — BB DIEHA IR T D72, 2L
T, BB TADRIORE OO XM T 272012, flkE, BONES O, 5 —F, ES
BRI, R OY, ZORANZE > TED LN HE 72500 Tz T, RO BFRE D
Europol (ZxL TSNS T —4, AONZ, ZRDFIH IR EHRIF AN T —H Z AL
PCEHRETHD,

For the purposes of preventing and combating crime falling within the scope of its objectives, it is
necessary for Europol to have the fullest and most up-to-date information possible. Therefore, Europol
should be able to process data provided to it by Member States, Union bodies, third countries, international
organisations and, under stringent conditions laid down by this Regulation, private parties, as well as data
coming from publicly available sources, in order to develop an understanding of criminal phenomena and
trends, to gather information about criminal networks, and to detect links between different criminal
offences.

FERIEIDTIESHERD I DA R CIEME AL SR M THE R A TR 5221235135 Europol ™

FEEA ) EXHE D728, Buropol 1%, 7 —F&WERT 57D DT 2Bl T _&ETH D,
Europol 1L, HADTZDIZEN~ILOENT —Z DOFEARFEL 00, fifsL, B oii5k7
=TT D8O F 1 O RIO BEMA B RSRICE, 7 — X DG4 E Ffw T
X, ZLUC, ROV TO IR FGBL A DI ENTEHRETHD, THud X, Europol DT
—Z~_— 2], Europol 73 RN IT M4 3R CE D IO 75 TS D & TH D,
Europol 1%, &0oiT, A#R%/E, Europol, BRIMES O MDA, 55 —FE &k ONEEFEREO I

DI BRGNS D LN D RGBSR NI — 2T 7V r— a2 (SIENA)
DI, T —BDIHADT D DRI Ty NI — I 5ARET D8I Lo T, P—E AT H
ELTHITEN CEDRETHD, @O~V DT —HGEARIRT 5720, MR B &Y
7 7B AOMERNEONAFBID AN 2 L SR RIN TED HINDHRE ThD, EVdlT, [HAT —4
OMERZEIL T, MEMEDIFRI L OBFIED JFRIS BRSNS ETHD,

To improve Europol's effectiveness in providing accurate crime analyses to the competent authorities of
the Member States, it should use new technologies to process data. Europol should be able to swiftly
detect links between investigations and common modi operandi across different criminal groups, to check
cross-matches of data and to have a clear overview of trends, while guaranteeing a high level of protection
of personal data for individuals. Therefore, Europol databases should be structured in such a way as to
allow Europol to choose the most efficient IT structure. Europol should also be able to act as a service
provider, in particular by providing a secure network for the exchange of data, such as the secure
information exchange network application (SIENA), aimed at facilitating the exchange of information
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between Member States, Europol, other Union bodies, third countries and international organisations. In
order to ensure a high level of data protection, the purpose of processing operations and access rights as
well as specific additional safeguards should be laid down. In particular, the principles of necessity and
proportionality should be observed with regard to the processing of personal data.

Europol (&, E5E = EO SOOI ARSI N D TOMEANT —ZIZRFED HE9EIN 24T
DD EEME R _ETHD, 72721, Buropol 13 DATLE AT =3 725D, EOII B IO
AL DRIDFE O EEFR T HIEDTZDICEYF LI TOfENT — A B S5Z L7358
HNDRETHY, 222, ENLOFESBHRETIANT2ZED8 1 DOIIRGEFOHFIND - i
RS TIERB720,

Europol should ensure that all personal data processed for operational analyses are allocated a specific
purpose. Nonetheless, in order for Europol to fulfil its mission, it should be allowed to process all personal
data received to identify links between multiple crime areas and investigations, and should not be limited
to identifying connections only within one crime area.

T =2 DA BR KR OMENT —2 DIRFEE BT D723, FEEKIE], R E SRR, 55 —E K
OVEFRSEEE X, Z ORI 727 — 4% Europol 2RSS B HVAIRIE T, >, T7EA
DHERIZ IR CEH_ETHD, BIIOIREL, AT —F ORI F L EEAFRIO—>T
HY; 0D, YT — X EAROAENT —Z DN OUEES I N OB IS DANIOWNTT —
A ERDE TR D2 E, WO, AT —F OFHDMEADOATE R OV E FICx LTI
WIIRE R L HIFD A BT, 0 HROMRENL, BN, e O]
AREMEIC A 5T 20D THY, LT, ZHUL, IETO W I D53 BHZ BN CTREC B O B
DIHLHLD T,

To respect the ownership of data and the protection of personal data, Member States, Union bodies, third
countries and international organisations should be able to determine the purpose or purposes for which
Europol may process the data they provide and to restrict access rights. Purpose limitation is a
fundamental principle of personal data processing; in particular, it contributes to transparency, legal
certainty and predictability and is particularly of high importance in the area of law enforcement
cooperation, where data subjects are usually unaware when their personal data are being collected and
processed and where the use of personal data may have a very significant impact on the lives and freedoms
of individuals.

YLD BE ORI T T DIDITT IR AE BT DED I LS TT —E BT I BRSNS
ZEEHER A0, ZOMANE, Europol (ZE-> CHESND T —H ~DHIRBERNNZEDLT
7B ADMEFNZ BT DMIHIE ED HRETHh D, T —F DA T 50 FRIN BEEILH R
XTHHOT, ZDOIH7MANE, T —F DR IEFIC > TN BT 7 B ADHIRE 15 C
1725720, Buropol ™ H D HHEIFHO I ZHHILIEEBLIET DI E K O NERFD 2 EZE1T
23N ) ESE 4728, Buropol 13, AEAKIENCKIL, EAUbOHIIRIZBET 2 If A k-~
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ITHD,

To ensure that data are accessed only by those needing access in order to perform their tasks, this
Regulation should lay down detailed rules on different degrees of right of access to data processed by
Europol. Such rules should be without prejudice to restrictions on access imposed by data providers, as
the principle of ownership of data should be respected. In order to increase efficiency in the prevention
and combating of crimes falling within the scope of Europol's objectives, Europol should notify Member
States of information which concerns them.

RO SERGEE_ EOW AR D72, LT, L0, B ilEBBHIRAL 0D
T —AEDOFEON>EAHeET H7=%, Buropol 1%, Eurojust & ONRINAEXSR (OLAF) 12X,
MDY GG AT I FIERLC, Buropol (ZRBWNTHIFRIREZR T —XZxf3 57 7 A
L HEHINTTRETH D, Europol KON Eurojust 1%, AFEAVRIERRT, 7o, ZNHENZE
FVATEOFEFANIZ I T, ZOHBIND R CED LIV AEBNO ZE SRR B YT —Z RO R
FAEZHEN, BRED BIOT-0 IS M- 2 TOIERA~DT 7B AR OIS DIEHROGRIRN
AIRE CH DL LA MR AR R EA G C& D _ETHD, Europol (23N CTHIHATRE 2T —
XTI A, FAITFEACIY, ZHORRMNEE OREBIE I AT OFFEIN
IZHDFMPRESNDRETHD,

To enhance operational cooperation between the agencies, and particularly to establish links between data
already in the possession of the different agencies, Europol should enable Eurojust and the European Anti-
Fraud Office (OLAF) to have access, on the basis of a hit/no hit system, to data available at Europol.
Europol and Eurojust should be able to conclude a working arrangement ensuring, in a reciprocal manner
within their respective mandates, access to, and the possibility of searching, all information that has been
provided for the purpose of cross-checking in accordance with specific safeguards and data protection
guarantees provided for in this Regulation. Any access to data available at Europol should, by technical
means, be limited to information falling within the respective mandates of those Union bodies.

Europol (%, Europol ORkEs% EERK T 27 DI B PHNT, BRONES OO, 55 —=FEn
1R, EIRSHEEE K ORI O BIRE L OO W B RE AR & Th D,

Europol should maintain cooperative relations with other Union bodies, authorities of third countries,
international organisations and private parties, to the extent required for the accomplishment of its tasks.

HFGEE O IEHAE MR T 5725, Europol 1%, (BT —X DiGEEERE, ZOREOZA T
TeDI\ DB GPHNTT, BRINESOMOALRE, 55 =E0> 4Rk OEFEHEBELDORIT, AT
KT S TED RETh D, &t 2, FHEATIUA, FFBUTARk L O Dfthod BffiDRS
REE, ERILIER T Y X L& IR 52 L K OENLERID 2 EIZ o CEBA RS2 B
TR OME AR L CUDD T, Europol 1L, REIDBHRE EDOMIZIBWTHZED IO EH
B CTEHRETHD, T T —7 R ONERO LR DAL T o N BT 591 /S —J05R
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ZAIET 57280 K OVENLERIHT=8, Europol 1, HAT —# DA% kRS, BEASSmICh
T BN DIGRD L~V DRy NT—7 e OMERO LM AR T DT O DHEZ B DK
I EOME PR NH TAZ XY, RN —2 K OMEE AT D222 B3 DS HERR
ZHOENYREDMIT, LR OGRS & THD,

To ensure operational effectiveness, Europol should be able to exchange all relevant information, with the
exception of personal data, with other Union bodies, authorities of third countries and international
organisations, to the extent necessary for the performance of its tasks. Since companies, firms, business
associations, non-governmental organisations and other private parties hold expertise and information of
direct relevance to the prevention and combating of serious crime and terrorism, Europol should also be
able to exchange such information with private parties. To prevent and combat cybercrime, as related to
network and information security incidents, Europol should, pursuant to the applicable legislative act of
the Union laying down measures to ensure a high common level of network and information security
across the Union, cooperate and exchange information, with the exception of personal data, with national
authorities competent for the security of network and information systems.

Europol 1%, Europol (DS 71 3 24 3RO 2 2R T DT 5O Z 72 &R0 VT, BR
PNEA DMK DI CESL N T — 5% AL TEHRETHD,

Europol should be able to exchange relevant personal data with other Union bodies to the extent necessary
for the accomplishment of its or their tasks.

B KOT oY AL, UL, BYNESOfEE B 72> Eab o, £Hhudz,
Europol 1, Buropol D54 2T A7\ ZERFFNIZI T, B =ED Y REDRHITK
OEBIHEEL% (Interpol) D L7 ERRHERAL O TN T — 24 L TELRETHD,

Serious crime and terrorism often have links beyond the territory of the Union. Europol should therefore
be able to exchange personal data with authorities of third countries and with international organisations
such as the International Criminal Police Organisation — Interpol to the extent necessary for the
accomplishment of its tasks.

A CORERREIT, Interpol (TSI TND, EDATHZ R 725, Interpol 12, EEALIEAB 1L
LK OVENERIOIIGSHER A S DU TS B i35 7200 D7 — 2 &AL, Sl L LY
B35, Ehudx, EAT —H0 ABAR PR BEHET2 AR Je OV B RO B A-ffe
PRL-DD, [EAT —HZ DRI A AT 52 428> C, Buropol & Interpol DD 17
Zif 3 EDNEY T D, AT —473 Europol 25 Interpol (25 TRARS A EXIL, 20D
HiRl, Loold, ERRAYRBEA BT 20 SO E TH D,

All Member States are affiliated to Interpol. To fulfil its mission, Interpol receives, stores and circulates
data to assist competent law enforcement authorities to prevent and combat international crime. Therefore,
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it is appropriate to strengthen cooperation between Europol and Interpol by promoting an efficient
exchange of personal data whilst ensuring respect for fundamental rights and freedoms regarding the
automatic processing of personal data. When personal data is transferred from Europol to Interpol, this
Regulation, in particular the provisions on international transfers, should apply.

H AN L DBREE RIS 5728, Europol ™ BB HEFHD 2 AILIRE L IETHZE KDY
ENERIHZEDT=OIT L2 B RY, Buropol 2 5HRRMES ORI, 55— FE K& ONERHE
BT TIEAT — 2 S BRSAGD ZE AR T D LN EEL TS, £ D HRIDTZDIZ,
NT —Z PRI NLY G, ENODEANT —2 03 YN RBHRSIT BEIDT- DI D, Y4i%
T A PEUSFIC Lo TS IVET I35 = EORBHERRD S DM e L Clidiss a2 e
V272 DL PG BUSE D 5-2 DB MR DB S5, BID BRNZE DT —2DiRAT,
ZOBRAEEFU A TONDRETHD,

To guarantee purpose limitation, it is important to ensure that personal data can be transferred by Europol
to Union bodies, third countries and intemational organisations only if necessary for preventing and
combating crime that falls within Europol's objectives. To this end, it is necessary to ensure that, when
personal data are transferred, the recipient gives an undertaking that the data will be used by the recipient
or transferred onward to a competent authority of a third country solely for the purpose for which they
were originally transferred. Further onward transfer of the data should take place in compliance with this
Regulation.

B EF L EBREEIN 072 SO T — 2 RGEAE IR L CD BEORINE B0 IRk
R EOHE ) ZFREE LT, Fad, HatEOHEDR 72 NEEE, TFEU OF 218 -2k
A C o TS S BRI e 2 Sl U C, 7203, ZoHIRR0 DRI Europol &
5 —[E L DB ChfESAVABNT —2 DAMA RO L b /1 iE % FabfEL L C, Europol 13, 85—
ED YR E I TEBEA AL, AT — 2 A BE TEHRETHD, TEU KO TFEU (M
T HRAEHTE S BT DmE TSR 36 FDH; 9 [IHGL, SESKIDFEE TV TENLD
HEDBEILSAL, MRSV ENTSGETSIVRBRY, oD hEDIER: EOAMHTHERES L
Bo TNDNEYITHDHEXIE, 50, BMGES K OBEESOHAIEC) No 452001 ZHE, BRI
FERTL, EBHED AL ONEDASHINZIBNT, BT —2E7E s (EDPS)
PORERIEI CEARETHD, HEETERNE —EHE I XEFEEIE OO W 2353
B FOVEMERHALL W HEXT, EERERIL, BRI, Hort0HED LEE
DN TE T BRI ERE R E DO A BREE RO HENED MBI Z DT, BRFRAER
INEESDEEETEIE DL NETEXHRETHD,

1 RN AERHARDBERE K OSHRRL Z LB AT — 2 D WPRE BEHES B ADLREEIT N2 DT — 2 D3 RD

7RV NN Z B 2N RS M OB 0D 2000 412 H 18 HOHIHIEC) No45/2001 (OJ L8, 12.1.2001,p.1).
Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the
protection of individuals with regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data (OJ L 8, 12.1.2001, p. 1).

34



(36)

(7

Fe MR 11455 (2026 4E5 H)

Europol should be able to transfer personal data to an authority of a third country or an international
organisation on the basis of a Commission decision finding that the country or interational organisation
in question ensures an adequate level of data protection (‘adequacy decision’), or, in the absence of an
adequacy decision, an international agreement concluded by the Union pursuant to Article 218 TFEU, or
a cooperation agreement allowing for the exchange of personal data concluded between Europol and the
third country prior to the entry into force of this Regulation. In light of Article 9 of Protocol No 36 on
transitional provisions, annexed to the TEU and to the TFEU, the legal effects of such agreements are to
be preserved until those agreements are repealed, annulled or amended in the implementation of the
Treaties. Where appropriate and in accordance with Regulation (EC) No 45/2001 of the European
Parliament and of the Council ', the Commission should be able to consult the European Data Protection
Supervisor (EDPS) before and during the negotiation of an international agreement. Where the
Management Board identifies an operational need for cooperation with a third country or an intemational
organisation, it should be able to suggest to the Council that the latter draw the attention of the Commission
to the need for an adequacy decision or for a recommendation for the opening of negotiations on an
international agreement as referred to above.

TENT —ZDORHEEN, P EOHIE, BRINEAIZ I TS BB e 71 3B O 1)
WhEE HHEL AT 2 W EXT, ERIDO SRR ZDINTERLUTEY, 230, 5372 22 ) e
RENADTEDED DIV TNDD ThHiUL, HEZEAE, EDPS SR BT, —HoRisz
PR TEHRETHD, KEIL, PIMYGEIBNT, =2 —AT, ZTO X7
BORENDEXE, [HRIDEFETRSAD TC, T — X OB HGR TEHRETHD,

Where a transfer of personal data cannot be based on an adequacy decision, an international agreement
concluded by the Union or an existing cooperation agreement, the Management Board, in agreement with
the EDPS, should be allowed to authorise a set of transfers, where specific conditions so require and
provided that adequate safeguards are ensured. The Executive Director should be allowed to authorise the
transfer of data in exceptional cases on a case-by-case basis, where such transfer is required, under specific
strict conditions.

Europol 1%, YiZEDEPA G T ENT=y N, ZOMBIDIEZrT DRI TIRE 2009/371/JHA
D 23 KPS ThERESIIABNT — & DM ZBO Dl ST EI Z Lo TR BV 1 /15
FRAS 5% 55— [EDTEAGHR JRE72  ZESHERE & 0 B CIAEL COD 5 = E OB HR Ry £/ L E]
BHERE s DRI AR %, F2iX, Maksh —E O 2 R E I XEREHEI L O TR &
75 TFEU D 218 SRl LD ERR A fiift LT 26 —[ED YR E 7ol LEFSEEID W )6 Y
%7 —4 3 Buropol (XL TSIV H5 A2 BRY, RIEIOBIRE K UFLND GBS LA
NT —H G TELRETHD, 72721, Europol 23 EEDBIHRE N SEBAZEANT —4 % HL
255 THY, 70, BRTDENT =, BRI E XY RGBS IS0 E XIS,

Europol 1%, ZAHDiEFEAREHRISHZE0 HIIDTZDIZDO I, BEU(EHNT —Z Z B TED
RETHY, Tz, ZDOL70T =2 L, Vb o= 4 M HALINICZENLD YEH3Y
B NT —5% BHEH 5D TIIZROBRY, HIFREND X ThD, Buropol 1E, ZDOHAF,
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W72 FBUC I - C, 2D IH7 7 —4HMthod ABID T DIERD 7=\ 2T 7 B AS U2 K
NCT DL T _ETHD,

Europol should be able to process personal data originating from private parties and private persons only
if those data are transferred to Europol by one of the following: a national unit in accordance with its
national law; a contact point in a third country or an international organisation with which there is
established cooperation through a cooperation agreement allowing for the exchange of personal data
concluded in accordance with Article 23 of Decision 2009/371/JHA prior to the entry into force of this
Regulation; an authority of a third country or an international organisation which is subject to an adequacy
decision or with which the Union has concluded an intemational agreement pursuant to Article 218 TFEU.
However, in cases where Europol receives personal data directly from private parties and the national unit,
contact point or authority concerned cannot be identified, Europol should be able to process those personal
data solely for the purpose of identifying those entities, and such data should be deleted unless those
entities resubmit those personal data within four months after the transfer takes place. Europol should
ensure by technical means that, during that period, such data would not be accessible for processing for

any other purpose.

T VR L OISO IERED B RILIEZ S TRRINEA DIRAIRZA AL T 2=kt
HINDEERID IR, FHIA L Z—F oM O TEGIZEN, [SESNF 3 FA T3 a 85 5%
BRI BT, RSB B R EOBIRICIT, Db, REDOBIRE LORIZIT
DAENT —2 DEHED ST DI EDOBHRITIV T, 2015 4E3 [ 12 ADOBEFRIRGE
@ Buropol (ZLAFEERTN 2015 424 A 23 HORINELFZ OO EFENDIREL, ZOHiHIE 3
1L L"C Europol 23BHART<ETEHEN L, 2019 4= 5 A 1 HETIIHINEERICL>TGHishg
RETHD,

Taking into account the exceptional and specific threat posed to the internal security of the Union by
terrorism and other forms of serious crime, especially when facilitated, promoted or committed using the
internet, the activities that Europol should undertake on the basis of this Regulation, stemming from its
implementation of the Council Conclusions of 12 March 2015 and the call by the European Council of
23 April 2015 in relation especially to those priority areas, in particular the corresponding practice of direct
exchanges of personal data with private parties, should be evaluated by the Commission by 1 May 2019.

BEEC NMEE AR E L CHUSSI-ZED A VR E BT, WBESH TII7Rb720,

Any information which has clearly been obtained in obvious violation of human rights should not be
processed.

Europol (2351757 —#FF8EDREHRENE, TESND_RETHY, Fio, [AAT —HF OULFRE B
T2 BN~V DA N 5T 572D DIHRIEC) N0 45/2001 %372 2 AR ZHE5<
_RETH%, TEU O TFEU (ZMHET DI B3 21585 LD W R OVEER O, 1D 4387
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BUDENT —2OGEEIT2ESE 21 S, IETORRR IS DEN T — X WO Ry
BT TNHZEN D, Buropol D7 —HRGEODFHIEIL, BB SIS LD /100
BRI\ Tl AT BRI 2 T — A ROV GEE — BMAE L B, ZHLEFIRAS,
HEPTHLHRETHD, ZIODOIERSCEL, E0blT, BINES K O HEESOFE4(EU)
2016/680"2, WONZ, FRMFFBESOMENT —X O BB 72 B BEES D E A O HSEIZ B35
SR VRN G DBl No R (87) 15P % B,

Data protection rules at Europol should be strengthened and should draw on the principles underpinning
Regulation (EC) No 45/2001 to ensure a high level of protection of individuals with regard to the
processing of personal data. As Declaration No 21 on the protection of personal data in the fields of
judicial cooperation in criminal matters and police cooperation, attached to the TEU and the TFEU,
recognises the specificity of personal data processing in the law enforcement context, the data protection
rules of Europol should be autonomous while at the same time consistent with other relevant data
protection instruments applicable in the area of police cooperation in the Union. Those instruments
include, in particular, Directive (EU) 2016/680 of the European Parliament and of the Council '?, as well
as the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data
of the Council of Europe and its Recommendation No R(87) 1519,

(41) Europol |ZX2DETOEAT —#UB T, BRI 57 —F HREOBHRIZISWNTHEE THY )
NIETHHEThHD, NERRERDFANE, RS 57 —2 FRRZOHRID Tz H0
MERIZATIE CEDIONTT D, EROFIWEAL ZERT 2, 72720, DX B E I THIRAS,
BIfRT 5T —& BROF RS # I ZEUEL 7= _EC, Buropol 73 ORHEsZ 2241 i LS5
2T D72, R M OVAIED 2T 57200 LIIILIRE BT 57280, [ENEAD G
BRICIES RN ZE 2GRS 5720, F21E, H=FOMERIR O A Ra (R T 27D I TR
DIEEEREN T DAL, T —F EROBANT =2 27 7 B ARG £/ THIBR T
HRETHD, BIWEEAER D728, Europol 1%, EAT —FDOUELL T —4 FARDMESLD
MERIAA TG~ 272D TR FTREZR TR CBIL GRS A5 5370003 W ERE CED T

12 AT TRDOBIIL, HEAE, B LITRRBEIINEDOBETOT3D OREHERDOH BN L HEAT
— 2 DILPRL B2 BIRNDIREE K O DT — 2 O3 0720 EBN T BES D O BRI RE
2008/977/JHA Z B 19 BRI Mages M OB 2016 424 H 27 HOFES(EU)2016/680 (0T L 119,4.5.2016,
p-89).
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
B BEN BT DI NT — 2 ORI B 22 LB RN RIS Z B DA ES L D)
HNoR (87)15, 198749 H 17 H.
Council of Europe Committee of Ministers Recommendation No R(87) 15 to the Member States on regulating the
use of personal data in the police sector, 17.9.1987.
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DIEEINRDFIHTEDINTTRETH D, Buropol 13, ZD Web Pk EIZBWT, FH=H
FTEREEN T DN T —Z DRARE RS 5+ EDHIE, WhiE KO TE LR E
D—EENET RETHD, FITMZ T, BRNESD HERZNZILEDEIZF51F5 Europol D%
BAME N OY Buropol OFEBHEA LA ) ESHE572%, Europol 1%, £ Web $Ak L2 T,
Europol DIEEZBAOHEKED R, WONZ, ZSEblel&lX, 7 — R0 E 42
FELOD, HERERORADOMREEEEART RETHD,

Any processing of personal data by Europol should be lawful and fair in relation to the data subjects
concerned. The principle of fair processing requires transparency of processing allowing data subjects
concerned to exercise their rights under this Regulation. It should be possible nevertheless to refuse or
restrict access to their personal data if, with due regard to the interests of the data subjects concerned, such
refusal or restriction constitutes a necessary measure to enable Europol to fulfil its tasks properly, to protect
security and public order or to prevent crime, to guarantee that a national investigation will not be
jeopardised or to protect the rights and freedoms of third parties. To enhance transparency, Europol should
make publicly available a document setting out in an intelligible form the applicable provisions regarding
the processing of personal data and the means available to data subjects to exercise their rights. Europol
should also publish on its website a list of adequacy decisions, agreements and administrative
arrangements relating to the transfer of personal data to third countries and international organisations.
Moreover, in order to increase Europol's transparency vis-a-vis Union citizens and its accountability,
Europol should publish on its website a list of its Management Board members and, where appropriate,
the summaries of the outcome of the meetings of the Management Board, while respecting data protection
requirements.

BAT =213, AIREZRIRY, D IEMEM K OMEHEMED FEEANTISE TIXBISN D NETHD, H
NG KO Europol (28> TS IVDIE IO S B LAFHRIED MG AR 572, 943,
TEADFHIE KBNS DNE THD, LRDHIF IR IFIRIR, L0, A2 —Fvb kD
TEHIED D AFSHIIEHROSE, Europol 13, AT —2 M OT TA L — DI
=Ty NEBE DUAIN S D728, ATREZRIRY, SR%IE MO IEMEM N O OFHROTE
WIRDEHZ, LI NRTRHIS ~&E THD,

As far as possible, personal data should be distinguished according to their degree of accuracy and
reliability. Facts should be distinguished from personal assessments, in order to ensure both the protection
of individuals and the quality and reliability of the information processed by Europol. In the case of
information obtained from publicly available sources, particularly sources on the internet, Europol should
as far as possible assess the accuracy of such information and the reliability of its source with particular
diligence in order to address the risks associated with the intemet as regards the protection of personal
data and privacy.

EBATOW IO BN TUE, R DT — 2 R BT D AT —# DS 1D,
Europol (%, FIRERMROBAIC, S22 T — 2 FARL BT DN T — S DRID X1 T
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IREThHD, WEA, flEsa KO WA A L CODED IS 78 NI AT —
ZAT NIRRT DA T — 213, FRRESIDETHS, Buropol 1, Mo
T —4 753, Buropol (Zd» CREIZAEES IV CUWBBIDAE N T — & Alioe T DY Sl ZBRY, #o
T —HEAFES REThHD,

Personal data relating to different categories of data subjects are processed in the area of law enforcement
cooperation. Europol should make distinctions between personal data in respect of different categories of
data subjects as clear as possible. Personal data concerning persons such as victims, witnesses and persons
possessing relevant information, as well as personal data concerning minors, should in particular be
protected. Europol should only process sensitive data if those data supplement other personal data already
processed by Europol.

ENT —Z DD FANHEF I ZFRS L, Europol 13, ZDREEEDIZA T T8\ BED7 273
STAANT —2 %50 AT IR0\, DX T — 2 k5L CRiskrAT DT D
B, ZOT —ZDEANDWIRDORIG, S 3 LN, RIESNORETHD,

In the light of the fundamental right to the protection of personal data, Europol should not store personal
data for longer than is necessary for the performance of its tasks. The need for continued storage of such
data should be reviewed no later than three years after the start of its initial processing.

ENT —Z DX T A% RRET 578, Europol M OMEARKENL, ME7Hfk EOE RO
il L EZ L RETHD,

To guarantee the security of personal data, Europol and Member States should implement necessary
technical and organisational measures.

ETCOT —FEMWNL, WEIE LA BT DENT —F~OT 7B AOHER, 25%T —F DA
IEREZ S A DR IEDOMER L OV 5% T — 2 S LBE772 T~ 1= L E OB IBRE I T HIBROMER 2,
RETHD, FENT —F~OT 7B AOHERN O T BT D2 i, & OMHERID I AT
A5 DREEER 7R T H D Th> UL, T —F EROMER| e OV OHEFI DI T,
Europol 2VEIFIIIXL TR 5.2 TUIRDT, 7o, ZORADOHCEDHIZHIFRIZAR
THRETHD,

Any data subject should have a right of access to personal data concerning him or her, a right to
rectification if those data are inaccurate, and a right to erasure or restriction if those data are no longer
required. The costs related to exercising the right of access to personal data should not represent a barrier
to effectively exercising that right. The rights of the data subject and the exercise thereof should not affect
the obligations incumbent upon Europol and should be subject to the restrictions laid down in this
Regulation.
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T4 FEROHER S OB MORGES, ZOHIRID Nk 2 B8O mga ZaRk 2, &
DO, HERIENE, 7 —2 O IEREMEIZBAL, #5RKIEDS Europol (23U TR 727 — 2% HofiD
LIRS ZEIZBEIL KL D L5727 — X OB @I BEL, BEEZ2 A R&ETH D,
Europol I3, o> 7 — 2G5 IS 727 — 4 7213 Europol HE D 34 bHh 72684105
T —ZDIEMEMEIZ B OVE DT — S E B OLDITR DI EIZEL, kEE A X ThD,
Europol 1%, 7 —& DA ED DA PRSI, FFED HEIDT=OIEES L OWEES NS
LEMEIRTRETHD, Buropol 1, Mi%T —H MBS NS HEIEDBIHRIZIBUNTHTHY,
S THY, WRITITRNZE, Y% HIOT- DI BRI Fes R FS AL, WONT,
NT —H D22 27 ¢ O — X WEROREEN 2 e D RERE CUUBS N A Z S el
TARETHD,

The protection of the rights and freedoms of data subjects requires a clear attribution of the responsibilities
under this Regulation. In particular, Member States should be responsible for the accuracy of data, for
keeping up to date the data they have transferred to Europol and for the legality of such data transfers.
Europol should be responsible for the accuracy of data and for keeping up to date the data provided by
other data suppliers or resulting from Europol's own analyses. Europol should ensure that data are
processed fairly and lawfully, and are collected and processed for a specific purpose. Europol should also
ensure that the data are adequate, relevant, not excessive in relation to the purpose for which they are
processed, stored no longer than is necessary for that purpose, and processed in a manner that ensures
appropriate security of personal data and confidentiality of data processing.

Europol (%, 7 —XAEROEEMAMRRET 528, A CEHTAZEROT — 2 OAFN 2584
PR VT 4B R DL L) BIIDT=DIZ, [HANT —ZDIUE, (EIE, 778 A, BIR,

FEAEITH RO A R & TH D, Europol 1%, EDPS /195365, KON, n/ E7-
I FSCEDPBREL OO T DI RS SDINNTT 572, ZORDITIGE Ty F213 3
AR CEHINTT DHBAEAINETHD,

Europol should keep records of collection, alteration, access, disclosure, combination or erasure of
personal data for the purposes of verifying the lawfulness of the data processing, self-monitoring and
ensuring proper data integrity and security. Europol should be obliged to co-operate with the EDPS and
to make logs or documentation available upon request, so that they can be used for monitoring processing
operations.

Europol (%, ZORANDE 72 EART 52 L1230 T Europol Z it d 57 — 2R Ta 2T
T RETHD, 7 —HXRERTES, 30 D 385 K O AN L T2 5
BT T DIDDILAZ DD RETHY, D30, ZDINTT DI DITMBEL R DG A tefitsing
RETHD,

Europol should designate a Data Protection Officer to assist it in monitoring compliance with this
Regulation. The Data Protection Officer should be in a position to perform his or her duties and tasks
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independently and effectively, and should be provided with the necessary resources to do so.

ST, FHANEDGY, FHE A A DD FBIMEDSH DEE O 7= OFHAEE T, BN
HEFAMEEZEDE 8 555 3 AL TROLNADIIMANT —H DAPRE BT A H A D
> T THD, IANT —Z DIERD BN BRI DI EHEBRO & D EPN 24 X, HRk
[E)% Europol (25U CHBESNAIEANT —Z DEMA A4 ~_&ThHD, EDPS I, 584872
STIEZ S > TR 7213 L DMEREZA TH L, Europol (25~ CEERESILD T — X ABRD ji A
R _RETHD, 2O RIZBEL, FRIOEREROMHAIL, Biiled A7 DUBEEER DT
DO EEIRXZEMERO—DThD, ZIUX, BT 0y =7 M7 E D 4 DIErsE
VRN U TR AS VTR D720, B AT —2 DRBRDT= b DFiT=732 IT & AT LOF|
R ORM5% AT DO KREREE IR RS A ~&ETH D,

Independent, transparent, accountable and effective structures for supervision are essential for the
protection of individuals with regard to the processing of personal data as required by Article 8(3) of the
Charter of Fundamental Rights of the European Union. National authorities competent for the supervision
of the processing of personal data should monitor the lawfulness of personal data provided by Member
States to Europol. The EDPS should monitor the lawfulness of data processing carried out by Europol,
exercising his or her functions with complete independence. In this regard, the prior consultation
mechanism is an important safeguard for new types of processing operations. This should not apply to
specific individual operational activities, such as operational analysis projects, but to the use of new IT
systems for the processing of personal data and any substantial changes thereto.

5 LSAU DI Europol DESHHA MRS 528, R OY, 1R FE7134% 47 Europol D7 —4
PRAEOESIZBIT 2IkE A AOBE, EDPS ANEUVREET L7 — 2 RED S FRA- <
FOHZEERGET HZEINEHE THDH, EDPS M ONENETE Y JmiE, #pkE R 52 E3 HE5
DORJEIZEEIL T, tHAIZEEI T 1T _ETHY, £z, BINES 2752 0FHID—E
DB LR ~ETHD,

Itis important to ensure strengthened and effective supervision of Europol and to guarantee that the EDPS
can make use of appropriate law enforcement data protection expertise when he or she assumes
responsibility for data protection supervision of Europol. The EDPS and national supervisory authorities
should closely cooperate with each other on specific issues requiring national involvement and should
ensure the consistent application of this Regulation throughout the Union.

EDPS LENETERYJREDRID W 1A H T 5128, 72721, EDPS OISR Europol ™
T — AR BT DA T I e O E T 52 L7274, EDPS K ONENEZECY A, W
TEERZOHFIZBWTEINICEET RETHD, HIEERT, FEREEIE LT, fRklE D
B G2 24 Hkk4 e RTEICEAL, BRE, ERESE B M OARANT 7T A% G4~ &
ThHD,
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In order to facilitate the cooperation between the EDPS and the national supervisory authorities, but
without prejudice to the independence of the EDPS and his or her responsibility for data protection
supervision of Europol, they should regularly meet within the Cooperation Board, which, as an advisory
body, should deliver opinions, guidelines, recommendations and best practices on various issues requiring
national involvement.

(53) Europol (%, Europol DIEE, T—E A7 0 \AZ F TR DN T — 2D IH7z, JTEsA
CIIBHRD IR WFEZERGE EAE N T — 2 BT 50T, 2D 15787 — 2 DA, HHIEC)
No 452001 |ZE3 & ThHA,

As Europol also processes non-operational personal data, unrelated to criminal investigations, such as
personal data concerning staff of Europol, service providers or visitors, the processing of such data should
be subject to Regulation (EC) No 45/2001.

(54) EDPS 1%, 7 —# EAEDG N THNEFIZ DWW THERL L OTHET & ThD, HEHT
THOFENE, FRE EOREUICIRL T, fll 2 DLW Tl PN C IS Lh <&
ThD, ENEEMRE, T —F EMRIHL, AERRRHIRNIC, OGO EBF L O
FAaBig 3 ~_&EThD,

The EDPS should hear and investigate complaints lodged by data subjects. The investigation following a
complaint should be carried out, subject to judicial review, to the extent that is appropriate in the specific
case. The national supervisory authority should inform the data subject of the progress and the outcome
of the complaint within a reasonable period.

(55) ECOMENZL, W13 &I 2BET5 EDPS OHIKRIHIL CalE LRz RO MRt o
NETHD,

Any individual should have the right to a judicial remedy against a decision of the EDPS conceming him
or her.

(56) Europol (3, 8707 — AUk 3 DI BRI B O BUE L B2 a2 bR, BRIMES
OORKBE, )7 K OSKEARR Z 08 PTREZR SR _EOTERI B OFEERK) DT B 5 — i
HILBUEIC IR % ~~& Th D,

Europol should be subject to the general rules on contractual and non-contractual liability applicable to
Union institutions, agencies and bodies, save as regards the rules on liability for unlawful data processing.

(57) BT — A UIROFERL L Y7487 Europol (ZEATTEIOFER THHDNN, Zidd,
HERENZ L DATENORER THLDN), BIFRTDENICE S TIBAL TR Isb LiRL Y,
ZiudR., Buropol K UMREZFE/ES T Hisk ) & TRRIEN T, 1L T4 B OB A
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FHRETHD,

It may be unclear for the individual concemed whether damage suffered as a result of unlawful data
processing is a consequence of action by Europol or by a Member State. Europol and the Member State
in which the event that gave rise to the damage occurred should therefore be jointly and severally liable.

Europol DIFBID AL 30 TN S ENGRes & U R 55 A2 ->-D, Buropol 73,
AHINCITRTA AV OBEIEO S NEHERE ChHOZENUEETH D, D HIDT=9H
\Z, TFEU D% 88 SRIZHIGLL, BN EINGRSE I T) Europol DIEEIOAELZDT-HD
FHDRTONDNETHD, ZDII2 TR L, MBS ENER LI HOES IR
B I FEHIR i = O W 1 ORI OB EZRIET D L% ED T D TEU OFF 12
FOMOVEEES 1| 5OE 9 SRS HETHD, Europol DIFEND AL OIZFHITHAL
HFFAE, BN M OVENER RICALEN S O Z L2 e & LM O S
DIEROEEEMA LR DB T FICZ B ANARE TS, 72771, FINESD
TEENEORRIZB W CTENGESD BIEOBIFE B2 AT, &b, SkEOEFE
ORI ONFEHORETHD,

While respecting the role of the European Parliament together with national parliaments in the scrutiny
of Europol's activities, it is necessary that Europol be a fully accountable and transparent internal
organisation. To that end, in light of Article 88 TFEU, procedures should be established for the scrutiny
of Europol's activities by the European Parliament together with national parliaments. Such procedures
should be subject to point (c) of Article 12 TEU and to Article 9 of Protocol No 1, providing that the
European Parliament and national parliaments are together to determine the organisation and promotion
of effective and regular interparliamentary cooperation within the Union. The procedures to be established
for the scrutiny of Europol's activities should take due account of the need to ensure that the European
Parliament and the national parliaments stand on an equal footing, as well as the need to safeguard the
confidentiality of operational information. However, the way in which national parliaments scrutinise
their governments in relation to the activities of the Union is a matter for the particular constitutional
organisation and practice of each Member State.

F A HIHIEEC, Euratom, ECSC) No 259/68'40> G ESD B V=M A O B O E SR
(TRREARAI)) K OERMNEA DL DM NEE DRSOt 2B B OIS 1T,

Europol F(EIZXL GRS RETHD, F4IC, TDIH7MRED Uiz B O RS HERRD
HOEBED LS~ IR D1, Europol &45%AERIEDRRESHERD HOMBEE DD B %
72 175D T, Europol 1%, m—T— al ORAFRIAHER 57202 D 35HE
BRI R ESN A RXEFEHRE L LT, HERREORSHEROSH HEER) IR EA TR TX 5 X
ToD, HERKEIZL, Buropol (23U N CHERARE L Tty 9 Dk E 23, Europol (23517 Dt 73
DT DER, MagDED TR T HEN RS MEIF CEDT L MR T DT DITEL 2D

14 OJL56,4.3.1968,p.1.
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ECOWELZHT D ETDHD,

The Staff Regulations of Officials of the European Union (the ‘Staff Regulations’) and the Conditions of
Employment of Other Servants of the European Union (the ‘Conditions of Employment of Other
Servants’) laid down in Council Regulation (EEC, Euratom, ECSC) No 259/68 M should apply to
Europol staff. Europol should be able to employ staff from the competent authorities of the Member States
as temporary agents whose period of service should be limited in order to maintain the principle of rotation,
as the subsequent reintegration of such staff members into the service of their competent authority
facilitates close cooperation between Europol and the competent authorities of the Member States.
Member States should take any measure necessary to ensure that staff engaged at Europol as temporary
agents may, at the end of their term of service at Europol, return to the national civil service to which they
belong.

Europol DFEHEDOME M OEE OBENZHE R, WINGESOGSHEROHLZE AT, 1 F X
Wl DATMORTL L ET 3 L DTHPEREORNS, RENEERTHE T 5282 RkOE5
RETHD, BB, T2, BINGES R ORI, FRREEARE T & ThD, BT,
R M OB, REICKIL, B3k D250 TIC L Tl 952 L a2k
HHRETHD,

Given the nature of the duties of Europol and the role of the Executive Director, the competent committee
of the European Parliament should be able to invite the Executive Director to appear before it prior to his
or her appointment, as well as prior to any extension of his or her term of office. The Executive Director
should also present the annual report to the European Parliament and to the Council. Furthermore, the
European Parliament and the Council should be able to invite the Executive Director to report on the
performance of his or her duties.

Europol DAY B AL O AEARGIES 5728, Europol 13, FEARIZITERNES O —fi%
TELOOPUH AERSNDEANED DML THAE 52 GNHRETHD, BRIEED—#ET
BHOHFLIRDEDR) NEAOPLH K OISO BRI DBRY, BRMhE SO TR
FEDNEHSNONETH D, FHEEANE, BN HRAEDH > TGS LA RETHD,

To guarantee the full autonomy and independence of Europol, it should be granted an autonomous budget,
with revenue coming essentially from a contribution from the general budget of the Union. The Union
budgetary procedure should be applicable as far as the Union contribution and any other subsidies
chargeable to the general budget of the Union are concerned. The auditing of accounts should be
undertaken by the Court of Auditors.

FESFATHHAIEU) No 1271/2013" 1, Europol |24 CHEASILDRETHD,

Commission Delegated Regulation (EU) No 1271/2013 ' should apply to Europol.
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(63) ATFHEET — MBI DAL G, EFiAZ HIEHAHEE), EHZEE K OHEE1 T
BB D K OGIRED =8 O firR D S- A 31 DA E D RS HENR D 8 DS EA D KR 172
B EOMERR K O T EOMETRIF ONCZ OFELfT EORET N HEA, HERKEIDTRHESHERRD &2
R, ZEAZHTHIAIEU) No 1268/2012'° D5 190 2545 1 TEANIHE, REDFHEN/ 2 Th,
Europol 22OEIEB AT 55 ETH D,

Given their specific legal and administrative powers and their technical competences in conducting cross-
border information-exchange activities, operations and investigations, including in joint investigation
teams, and in providing facilities for training, the competent authorities of the Member States should be
able to receive grants from Europol without a call for proposals in accordance with point (d) of Article
190(1) of Commission Delegated Regulation (EU) No 1268/201219,

(64) PRGSO 2O AIEU, Euratom) No 883/2013'1, Europol |ZxfL CEfSN A& T
oveR

Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council ” should apply
to Europol.

(65) Europol 1%, M%7 —H DWW FHEEIEHI O EU BB G A B T e To Ol R DBt 253
5T —RENEET D, Z 1P, Buropol 1, ZDIH7REMOBENER OB B3 HES
RET RETHD, EU BEIEROPREC R DBUEIL, BREFSIE 2013/488/EUSE— B
BHREThHD,

15 Wiz K ORS00 SIHIEU, Euratom) No 966/2012 O 208 1~ /8D 728 DR BSHA
HINZBI4% 2013 -9 A 30 HOZEEASZATHIHIEU) No 12712013 (OJ L 328, 7.12.2013, p.42).
Commission Delegated Regulation (EU) No 1271/2013 of 30 September 2013 on the framework financial
regulation for the bodies referred to in Article 208 of Regulation (EU, Euratom) No 966/2012 of the European
Parliament and of the Council (OJ L 328, 7.12.2013, p. 42).
16 FRIME SO — R TRICE S DM B RAN B MRS X OO Al (EU, Buratom) No
966/2012 OEADMIEIZETS 2012 4= 10 A 29 HOEESZEMHA] (EU) No 12682012 (0J L 362,
31.12.2012,p.1).
Commission Delegated Regulation (EU) No 1268/2012 of 29 October 2012 on the rules of application of
Regulation (EU, Euratom) No 966/2012 of the European Parliament and of the Council on the financial rules
applicable to the general budget of the Union (OJ L 362, 31.12.2012, p. 1).
7 BRINASIERSRR) (OLAF) 12 o CIATS MDA B9 20 QN MGE 2 M OS2 D HIHIEC) No
1073/1999 K OV A (Buratom) No 1074/1999 B 119~ 2RR) Mak s e ORS00 2013 429 A 11 HD
HIHI(EU, Euratom) No 883/2013 (OJ L 248, 18.9.2013, p.1).
Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013
concerming investigations conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC)
No 1073/1999 of the European Parliament and of the Council and Council Regulation (Euratom) No 1074/1999
(OJL248,18.9.2013, p. 1).
'8 BU BT BOBREDTZ OO 2T AHUEIZREY 5 2013 429 J 23 H OBEEFRUE 2013/488/BU (O
L274,15.102013,p.1).
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Europol processes data that require particular protection as they include sensitive non-classified and EU
classified information. Europol should therefore draw up rules on the confidentiality and processing of
such information. The rules on the protection of EU classified information should be consistent with
Council Decision 2013/488/EU 19,

ZO BRI EHRINCEHIT ALY CTh D,
It is appropriate to evaluate the application of this Regulation regularly.

Europol 73 DAHHIAE, >/ N—21Z331F% Europol (Zx13 24§ 2R3 2082 SR ONT
Europol DA TORRE LU OFRI TR Tt SN AERIOBLES, AJLHAE DO TED
ONDHRETHD, TIZ, ARAMERKEIZ, ATEZRBRY AV HERAEFED O O - NI RE
RS20, ZEECRIN AT OBE K ONE) 72 288 FE 258, Europol O 1723
BIEE DT DI LB A R & THD,

The necessary provisions regarding accommodation for Europol in The Hague, where it has its
headquarters, and the specific rules applicable to all Europol's staff and members of their families should
be laid down in a headquarters agreement. Furthermore, the host Member State should provide the
necessary conditions for the smooth operation of Europol, including multilingual, European-oriented
schooling and appropriate transport connections, so as to attract high-quality human resources from as
wide a geographical area as possible.

ZOHARZ LS TERIBNAHDEL T Europol (3, I7E 2009/371/JHA (&> TERIT B
DELTD Europol |ZEEHEOVI-DZNEART D, Tudz, ZOHIHINZ L TRITHILLE
DELTD Europol 1, BAZKNEE®D, IE 2009371/THA 1L CTRRESNZHDOELTD
Europol (D4 TOHEK, {EATET K OESLUT-MEEDIER: LO RS ThH & ThHDH, RIE
2009/371/JHA (&> TRRTHNTHDEL TP Europol (Z8- kS EEH 2 BB O
2010 =1 H 1 HEEZ Buropol S5KUIZ& - TRRITHAZHDELTD Europol (28> THififiS L
AR, AVREETHLHNETHD,

Europol as established by this Regulation replaces and succeeds Europol as established by Decision
2009/371/JHA. 1t should therefore be the legal successor of all its contracts, including employment
contracts, liabilities and properties acquired. International agreements concluded by Europol as
established by Decision 2009/371/JHA and agreements concluded by Europol as established by the
Europol Convention before 1 January 2010 should remain in force.

(69) Europol 7%, PiE 2009/371/THA 1Z& > TERITHAZH00E LT Europol DNidgsa-¢ 0RES 10D H

Council Decision 2013/488/EU of 23 September 2013 on the security rules for protecting EU classified
information (OJ L 274, 15.10.2013,p. ).
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KR E Ttz T ZE &M CEAIDNTT DD, L0, iEEZES, £'E, Europol FKICE
STRITHIIZHDELTD Europol (28 T AU HILETRE &L THIRRID ED D72\ 24
O F TSI, ZOMONEEDRAZO FIZRI EERIRE 332 E0—B8LL
TORETTD ATREMD RSN D EIREIZRAL , BOBHTED EOHNLHIE THD,

To enable Europol to continue to fulfil the tasks of Europol as established by Decision 2009/371/JHA to
the best of its abilities, transitional measures should be laid down, in particular with regard to the
Management Board, the Executive Director and staff employed under a contract of indefinite duration as
a local staff member concluded by Europol as established by the Europol Convention, who should be
offered the possibility of employment as a member of the temporary or contract staff under the Conditions
of Employment of Other Servants.

Europol JEEFIRINCEES2 1998 4F 12 A 3 HOFLEEAT, HE 2009/371/JHA O 63 SR
ToTHEIESN=, 72721, [RIEEFEA1E, TRIE 2009/371/JHA OFEENRIIZ Europol (2> ClEH
SIREI R 8 Xtz S o & ThHhD, Tivdz, RalHESRENT, [FRkEHANC
1o ThEAES A=A AR E AN C Lo TGS O EE TRTFIUTREIRNZEZ ED H
= ThD,

The Council Act of 3 December 1998 ) on Europol staff regulations has been repealed by Article 63 of
Decision 2009/371/JHA. However, it should continue to apply to staff employed by Europol before the
entry into force of Decision 2009/371/JHA. Therefore, transitional provisions should provide that
contracts concluded in accordance with those staff regulations are to remain governed by them.

ZORAID B, 7805, BINEADOL ~WZBITF 5580 T EOW N L TitgEE AH1E
FREFT DT, BREZ LS TUIHNTERSIGT, TOITADOBRR O EOp 2
(2, BRMES DL~ U3 CRY BEERSTSHO T, BMESTE, TEU OF 5 RO TE
DONTAHFEEDJFANIIE , FEREABIRUATD, RO TED LAV HBIEDFRNIAE,
ZORANE, F0 BRYEER T DT OB 70D L2 AE IR DT EDTRN,

Since the objective of this Regulation, namely the establishment of an entity responsible for law
enforcement cooperation at Union level, cannot be sufficiently achieved by the Member States but can
rather, by reason of the scale and effects of the action, be better achieved at Union level, the Union may
adopt measures, in accordance with the principle of subsidiarity as set out in Article 5 TEU. In accordance
with the principle of proportionality as set out in that Article, this Regulation does not go beyond what is
necessary in order to achieve that objective.

19 Europol DAEEEE L Gl S UATKERIHIE ED S 1998 412 A 3 HOFEE4 (01 C26,30.1.1999,
p23).
Council Act of 3 December 1998 laying down the staff regulations applicable to Europol employees (OJ C 26,
30.1.1999, p. 23).
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TEU XN TFEU (ZRHES % B H, IR R ONEBS ORI B D0 E R O A VT ROHIAL
BT AT EE 21 BOFE I LLEOE 450 % 1 AIZRED, TALVT7URIE, ZOHAIOEIR
K ONERZSIS % Bl L7z,

In accordance with Article 3 and Article 4a(1) of Protocol No 21 on the position of the United Kingdom
and Ireland in respect of the area of freedom, security and justice, annexed to the TEU and to the TFEU,
Ireland has notified its wish to take part in the adoption and application of this Regulation.

TEU & ONTFEU (ZMHET 5 B H, (2R ONRESO MBI BRI E L T A VT RO
V2B DR E AT 21 B 1 55, 352 A OF 4 Fca i 1 BT, 20, [FREEEDS 4
ST DL, HENE, ZORADEHRICSIET, 7, ZOHAN > THRSh %
T Xz OO AT 5,

In accordance with Articles 1 and 2 and Article 4a(1) of Protocol No 21 on the position of the United
Kingdom and Ireland in respect of the area of freedom, security and justice, annexed to the TEU and the
TFEU, and without prejudice to Article 4 of that Protocol, the United Kingdom is not taking part in the
adoption of this Regulation and is not bound by it or subject to its application.

TEU KON TFEU (2@ 35T v ~—2 DN B 5iE 45 22 505 1 KO0 2 4T
e, T re—21%, ZOBRIOEHRIZSIET, 7>, ZOHANZ > Thskah T F7-132
OIRRNOE AR5,

In accordance with Articles 1 and 2 of Protocol No 22 on the position of Denmark, annexed to the TEU
and to the TFEU, Denmark is not taking part in the adoption of this Regulation and is not bound by it or
subject to its application.

EDPS |, U2 T, 2013 455 H 31 HICEREZIITL,
The EDPS has been consulted and issued an opinion on 31 May 2013.

ZOHANE, BARHERIZ L, 7, L0blT, RNES EAMEEE L > TR LI 5L
AIEHI, 0ot FEOE 8 OV 7 5N TFEU O 16 Sk > TRsES A AT
— A DIFFEOMER L T T A3 — ORI e B2,

This Regulation respects the fundamental rights and observes the principles recognised in particular by
the Charter of Fundamental Rights of the European Union, in particular the right to the protection of
personal data and the right to privacy as protected by Articles 8 and 7 of the Charter, as well as by Article
16 TFEU,

L DB THLDT, ZOHBAEEIRTS:
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HAVE ADOPTED THIS REGULATION:
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FI1E RARYGEE BHRU Europol DI
Chapter I General Provisions, Objectives and Tasks of Europol

F1E ETRNIOT-HORMEEROHE
Article 1 Establishment of the European Union Agency for Law Enforcement Cooperation

1 - -
. — —

(2, BRIMNES IS DIE TREBAORIO ) 4 S 5 728, 1T DT80 DRK

JN#EESR (Europol) 73FRE S4LD,

A European Union Agency for Law Enforcement Cooperation (Europol) is hereby established with a
view to supporting cooperation among law enforcement authorities in the Union.

2. ZOHANZI->GRIHNDHEDELTD Europol 1L, PE7E 2009/371/JHA ([ZX->TRT B
DELTOD Europol |ZEE DV DT VAT D,

Europol as established by this Regulation shall replace and succeed Europol as established by Decision
2009/371/JHA.

E2E TH
Article 2 Definitions

ZORMAND HHIDT-9H1Z

For the purposes of this Regulation:

(@)

(b)

DRERKEI DRI HERR O B OB &1L, MEREINICAAE T 58 COEERY /L OV LSt
DOFEFE TG CTH-C, IS TAETLIET AL KON LR Z LI BALEWNED T
IZBWTEZ BT D La BN 5, WSRO S OB, MERENICFET S |
FLLIANDATEBHERS Cdo- T, Europol 23EEsHEN RS D2 BRI DR T A% 1775
ZEROFENERDHZEZEL, ENED FIZBWTREZEILOLEDLIHDEL ;

‘the competent authorities of the Member States” means all police authorities and other law
enforcement services existing in the Member States which are responsible under national law for
preventing and combating criminal offences. The competent authorities shall also comprise other
public authorities existing in the Member States which are responsible under national law for
preventing and combating criminal offences in respect of which Europol is competent;

TR T | &1, JUSRODZDERAGD D SRR PI1E K OSLI- SR D5 M DI E
R ST HIEROFERSEDLZEAAANEL, ZIUTT S TIHEROIIUES N, SRS
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A, WS OFHIiSN DB TOFER OBEIEDZ LA EIRL ;

‘strategic analysis’ means all methods and techniques by which information is collected, stored,
processed and assessed with the aim of supporting and developing a criminal policy that contributes
to the efficient and effective prevention of, and the fight against, crime;

ST &0, ALTRE AL SR T DAL, THUSI> TIERIEEShL, Rk
TRAFEN, SN M ORHIES N D ETOFBR OBIEDZ L2 ERL ;

‘operational analysis’ means all methods and techniques by which information is collected, stored,
processed and assessed with the aim of supporting criminal investigations;

RRPME SO £1F, TEU O TFEU (ZXo TEATENS A AL CGRESI- 14
B, FHHR, fHEN, FRRE O RO LA Bk ;

‘Union bodies” means institutions, bodies, missions, offices and agencies set up by, or on the basis
of, the TEU and the TFEU,

[EREHERE L1, ERSAIZ > TRASH DR OO TR, F721%, LSO
B THT, HEOEFBOAEIZL>TH LLUTFOEBEA L TGRESN QDL
DDOZEEEIRL;

‘international organisation” means an organisation and its subordinate bodies governed by public
international law, or any other body which is set up by, or on the basis of, an agreement between two
or more countries;

[RFEIOBIRE | L1, AR EDERE T8 —EOERD FICB W TRESIVIETR
SO, L0, SR OMEZE, FEETIR, FFEFMERL ENOLSNDIENTH>
T, @& THIESN ARV DDZEZERL ;

‘private parties’ means entities and bodies established under the law of a Member State or third
country, in particular companies and firms, business associations, non-profit organisations and other
legal persons that are not covered by point (¢);

RN &, ETOBEBRADIEZEHRL;
‘private persons’ means all natural persons;

B | &0, H =B THLNEPETOT, 72D BFRsn D BIRABLITEN, 17
BAERE, FR ST B LSOO Z L2 TR ;
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‘recipient’ means a natural or legal person, public authority, agency or any other body to which data
are disclosed, whether a third party or not;

TE EOMENT —# 1213, Buropol (ZE~> CHEESILD, EFE R EOMAT —42LISMD
EANT—H2DZEEERL,

‘administrative personal data’ means personal data processed by Europol other than operational
personal data;

AT — 2 |10, HERkE, BRESHHIEU) 2017/1939%02 k- CRET BT RN E R
(TEPPO), Eurojust 72135 =[E73, RIMEATEEZIXENED P2 Gl rlaee 7
fot LB O RRERITIE N, 1 FI IO RIE L BHEL T TR0 IR 23
WS 22 EDGRO LI CNDT —H, ZD X7 TR O TE A 3L C, ik
[E], EPPO, Eurojust %7-1 355 —[E° Europol (2L CHHL=7—%, WONZ, BRI o
CTHPFESITSENO T — 2 FREBHRL I MEANT — 25 G e T — X DI LA ERRL

‘investigative data’ means data that a Member State, the European Public Prosecutor’s Office (“the
EPPO’) established by Council Regulation (EU) 2017/1939 ®°, Eurojust or a third country is
authorised to process in an ongoing criminal investigation related to one or more Member States, in
accordance with procedural requirements and safeguards applicable under Union or national law,
that a Member State, the EPPO, Eurojust or a third country submitted to Europol in support of such
an ongoing criminal investigation and that contain personal data that do not relate to the categories
of data subjects listed in Annex II;

[FrYAR= T b B, BN R OEREEOHAIEU) 2021/7842 055 2 5585 7 HOH
TEFRSNIZT AN T NDOZ LA ERRL

‘terrorist content’ means terrorist content as defined in Article 2, point (7), of Regulation (EU)
2021/784 of the European Parliament and of the Council ®Y;

[ T A DEBEOMAEREM 213, NGRS N OFRESOFES 2011/93/EUR DF 2
F)DHTEFRSIL TS BN/ FFFHE SO 2 §e) D H TEFRS L TSR L

- BRIMEEIR) (TEPPO ) ORRIEN 2R3 DRS04 5259725 2017 4R 10 A 12 HOHEERBIAIEU)
2017/1939(0J L.283,31.10.2017, p.1).
Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation on the establishment
of the European Public Prosecutor’s Office (the ‘EPPO’) (OJ L 283,31.10.2017, p. 1).
A FTA DT RVANT T Y OFATN I T DR N M OB 2021 44 A 29 HOHRAIIEU)
2021/784 (OJ L 172, 17.5.2021, p. 79).
Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on addressing the
dissemination of terrorist content online (OJ L 172, 17.5.2021, p. 79).
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VB R R T DAL T AL DI DL B ;

‘online child sexual abuse material” means online material constituting child pornography as defined
in Article 2, point (c), of Directive 2011/93/EU of the European Parliament and of the Council ®® or
pornographic performance as defined in Article 2, point (e), of that Directive;

A TA L DRI 1%, TV AL E 3R B L DR OO X EI TR
DEXDOEEVLEE IMEEL, 7D, AT AL —E AL AN CLisas T
ROOTE R 2 F A R 2B e A NV AN TRRES D Z L2 5L L, b LTS
(ROTEEMIRITAEELZREL, £20%, EmbLUTHEDEEMTR 4557
faEZ R, v, A& BEINEATHZEZHNEL, E21, F0RhEAL -, #fTh
FABEROHFEMADO K FDSIRET DAL T A T U NOFHROZ 5 E R L,

‘online crisis situation” means the dissemination of online content stemming from an ongoing or
recent real world event which depicts harm to life or to physical integrity, or calls for imminent harm
to life or to physical integrity, and aims to or has the effect of seriously intimidating a population,
provided that there is a link, or a reasonable suspicion of a link, to terrorism or violent extremism
and that the potential exponential multiplication and virality of that content across multiple online
services are anticipated;

BT —Z DR 21X, T —2 D E—DRFEDIRIE BREL TUWASRE I ONZ[F—
DOFRIDAENT — 4 B ORI — DR T — 4 AR S > CYSBR S S QD 3
BZBIAENT —ZD T N—T Bl D = L hEL

‘category of transfers of personal data” means a group of transfers of personal data where the data
relate to the same specific situation, and where the transfers consist of the same categories of personal
data and the same categories of data subjects;

FRARFFEL BT D7 0 7 N &I, FFEDY — VD BIFEDT O DT VY X LDR]
%8, B, R OWEEC AL CCOHANDEAEZ 2T 2 FRER I 57 my =/ b, I
NZ, 2D, Europol 0 A %357 ik BB O SR AT 0D
a2 IO EEERL

‘research and innovation projects’ means projects regarding matters covered by this Regulation for

2 JEEOMHYEFRE MR OB L LD T BT 23 ONZ BRI RTE 2004/68/THA %

BEIET DRSS K OHEEA0 2011 45 12 A 13 HOFE4 2011/93/EU (OIL335, 17.12.2011, p. 1).
Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating the
sexual abuse and sexual exploitation of children and child pornography, and replacing Council Framework
Decision 2004/68/JHA (OJ L 335, 17.12.2011, p. 1).
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the development, training, testing and validation of algorithms for the development of specific tools,
and other specific research and innovation projects relevant for the achievement of Europol’s
objectives;

(w) [SIENA &1, Europol (2L CEEEEIXIL, [EHROMERHT D, 7GR
RYNT—IT TV r—ar DB

‘SIENA’ means the Secure Information Exchange Network Application, managed by Europol,
which facilitates the exchange of information;

(x)  [FEESERSE ) L1, FONEES M OSSO HRIEU) 2019/12402 D55 2 4456 1 SO T
TSN QWA RSB B DO L2 BT 5,

‘immigration liaison officer’ means an immigration liaison officer as defined in Article 2, point (1)
of Regulation (EU) 2019/1240 of the European Parliament and of the Council .

B35 By
Article 3 Objective

Europol (%, B T DHFUZHIEESIV TS IO RIEN 58 R DB S0IR, T el X
DS ORI BB EABORIZ Lo TEES I QWD ILBOFIRRIC B 5.2 Dk % 72 TERED
A BLIET HZE R OENLDIFEEFIH Z LI T, HERREORREHERDO H ORI LD
TEBNEONCE O AL 12 3R Uo5#( kg2,

Europol shall support and strengthen action by the competent authorities of the Member States and their
mutual cooperation in preventing and combating serious crime affecting two or more Member States,
terrorism and forms of crime which affect a common interest covered by a Union policy, as listed in
Annex L.

# 1 TEITHNZ, Buropol 0 A, BRASLIR TG 0BT 5, LA P14, BRIII TALL
THENS:

In addition to paragraph 1, Europol's objectives shall also cover related criminal offences. The following

B BEGHEEE ORI A N — 7 DARK BT 2R iES M OEEFHE0 2019 45 6 A 20 HOMHEU)
2019/1240 (OJ L 198, 25.7.2019, p. 88).
Regulation (EU) 2019/1240 of the European Parliament and of the Council of 20 June 2019 on the creation of a
European network of immigration liaison officers (OJ L 198, 25.7.2019, p. 88, ELI: http:/data. europa.eu/eli/
1eg/2019/1240/qj).
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shall be considered to be related criminal offences:

(@)

(b)

©

WA T4 Z BT Europol 23S HERRZ S DA T T4D FEZRLET 572015 T35
IATS,

criminal offences committed in order to procure the means of perpetrating acts in respect of which
Europol is competent;

YR T3 ZBAL T Europol 2SBEHEIRE S T AR BRI LRI T T DI FATI 57
DIZFATENDILI T

criminal offences committed in order to facilitate or perpetrate acts in respect of which Europol is
competent;

35T ZBILC Europol AVMESHENA 1T 4% ST AU DA S B
BT BT A TSI T,

criminal offences committed in order to ensure the impunity of those committing acts in respect of
which Europol is competent.

FaFE B
Article4 Tasks

1.

Europol 1%, 5 3 D TED O HIVEER T 57280, LA T D LBV ONG 224195

Europol shall perform the following tasks in order to achieve the objectives set out in Article 3:

(@)

(b)

©

[ EOTERINEEZ 50, THHAEEEL, FUsRAEL, JPRL, 3T L R OVHA S 25 ;
collect, store, process, analyse and exchange information, including criminal intelligence;

RERRENHL, 55 7 595 2 TAIC K> CRRITDNF eSS -EN2=y ML T, B
W7, YRsERRE L BRI T T4 K OMEE D AL T 4D BIDOFE > & O vk &
DM ;

notify the Member States, via the national units established or designated pursuant to Article 7(2),
without delay of any information and connections between criminal offences concerning them;

RERIEI DI HERD D AEBN 2 d > TUL T DL IS D Tl SCEEL ORI 3%
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1280, A EOTEEN M OS5 = EOI TR L, AR K ONFZE s

coordinate, organise and implement investigative and operational actions to support and strengthen
actions by the competent authorities of the Member States, that are carried out:

() HERIEIDIFEHERDOGH OB ATRIL T
jointly with the competent authorities of the Member States;

(i) %5 RN T, 3o, ZNDEEVRE XX, Burojust &#EE L~ T, BlREAT—
LOMFRZBUNT;

in the context of joint investigation teams in accordance with Article 5 and, where appropriate,
in liaison with Eurojust;

(i) FEEE LOFART T p—ADBFRZEBN T F T
in the context of operational task forces; or

(iv) EBEE LD IHEDT-0 Europol DECEDIEBFEIZIBNT;
in the context of Europol deployments for operational support;

AR T — NS D N O 5 SRt CRIFHEIE T — 2R ESN A L%
PRI DI ;

participate in joint investigation teams, as well as propose that they be set up in accordance with
Article 5;

RAWSTRAERSH A TFEBHRL TODIERRIEITKRIL, 158 Ot Szt 20565 ;

provide information and analytical support to Member States in connection with major international
events;

O, RS EOSHT R OSERSE S FOASHTI ONE— A7 RIS 4 Y 5
%5 ;

prepare threat assessments, strategic and operational analyses and general situation reports;

JUIFRBIIETFE, HATFIE, Bl LOFHER DT+ 2y 7 OFEOE A FFEL,
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AL, (DR, WO, MREICHL, BIS 232D,

develop, share and promote specialist knowledge of crime prevention methods, investigative
procedures and technical and forensic methods, and provide advice to Member States;

SN D3R, SERsEE bR, Bl LOSAR, T4V Yy ORI OV E R ED
A, MRIEIDEBTA - DIE UGS, SEP5E E M AT NS A TRHEA T —
D SRS DO 5

support Member States’ cross-border information exchange activities, operations and investigations,
as well as joint investigation teams, including by providing analytical, operational, technical,
forensic and financial support;

PRERRTE 2008/61 7/ THAPN R T HERE ORI A=y MR T T E R OVE 4 |
DA D05 ;

provide administrative and financial support to Member States’ special intervention units as referred
to in Council Decision 2008/617/JHA ®¥;

B4 FOSHAROTEIE 5, Buropol O H O BEAFIFHOHIZIV T, 2>, Buropol 73
HHENZHWSZ LD TEDIRE KO TR EOBRITHEN, BRIINESERT TR (CEPOL)
LEPEL T, R LS Il SRS 205 S O IRk 3 A Z L 23\ O R E Al
B 92075 ;

provide specialised training and assist Member States in organising training, including with the
provision of financial support, within the scope of its objectives and in accordance with the staffing
and budgetary resources at its disposal in coordination with the European Union Agency for Law
Enforcement Training (CEPOL);

LT, TEHAHZ LT, £, FMINES OO OLAF MONZERNEES M OB
ZOANEU) 2019/881%1Z 8~ TRRIT DAV ERINE S A 73—t 27 1 75 (ENISA) D

2 fESIRIU IS DRSS ORERREDREH Y A== MO /101 HIZBES % 2008 4 6 7 23 AD
PREEATRTE 2008/617/THA (OJ L.210, 6.8.2008, p. 73).
Council Decision 2008/617/JHA of 23 June 2008 on the improvement of cooperation between the special
intervention units of the Member States of the European Union in crisis situations (OJ L 210, 6.8.2008, p. 73).

» ENISA (RMGEE YA /38—t F 2071 ) IZBE D R OMFBad B B Y 13—t F =2V 7 478RH B
35 ONZHIHIEU) No 526/2013 A B9 2R Mg L OB EE200 2019 4 4 A 17 HOHBHIEU)
2019/881 (VA7 —tF U7 1#£)(OIL 151, 7.6.2019, p. 15).
Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on information and communications technology cybersecurity
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THHERROEFHANIZH D BH BT D05 ED 3RO A8 T, TFEU OF V #4
FEREE U CRRT DAV ERIMNE S DR E DO RE], OLAF MY ENISA SO T 1321885 ;

cooperate with the Union bodies established on the basis of Title V of the TFEU, with OLAF and
the European Union Agency for Cybersecurity (ENISA) established by Regulation (EU) 2019/881
of the European Parliament and of the Council ®?, in particular through the exchange of information
and provision of analytical support in areas that fall within their respective competences;

5 3 LOFTEDSI- Europol O HMOmEAIFHOHIZISUNT, TEU % 5l LGk
(FHAUIZ EU OfaE BRORE R ORI, 1M OSSR A i3 2085 ;

provide information and support to EU crisis management structures and missions established on
the basis of the TEU, within the scope of Europol's objectives as set out in Article 3;

759 2% a ICE > TR DI ANED JEEHT T DERMHLS R OV 7 S —J LTS
%D, Buropol O HOREREIFAD 5 —ED XA T DIFRE DB ZEDTDITF;
b AT BRI DOBRN S O AAREE T DIRES ;

develop Union centres of specialised expertise for combating certain types of crime falling within
the scope of Europol’s objectives, including the European Centre Against Migrant Smuggling
established pursuant to Article 9a and the European Cybercrime Centre;

LIFOZEcI oG ta a0, Ao 24—y M W TIRSh, (BtEShE3 9475
SRR T OHNIHIEESIL CODTIZREDIUIREDIIE T 5 L K OENLERD Z &I ZH61T DAL
[EloDF TevA Sch Ok ;

support Member States’ actions in preventing and combating forms of crime listed in Annex [
which are facilitated, promoted or committed using the internet, including by:

() FLIREIRDEE DEBHLHY A/ N—EE e 2l Z36U T, HERIEIDRRES HER DS
HIBEDELHI I, Mk E DR HERD O BB d 52 &

assisting the competent authorities of the Member States, upon their request, in responding to
cyberattacks of suspected criminal origin;

(i) HHNEU) 2021/784 D5 14 F-IHE, HIBRAHIZBIL T, MREOBFESHEROH S
i ES iy RNy 0)

certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).
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cooperating with competent authorities of the Member States with regard to removal orders,
in accordance with Article 14 of Regulation (EU) 2021/784; and

(iii)y BRI DAL TAL P —ERTm MFITKIL, Bigar TS M Ay
DORIFRE D AP BT 2 5% 7 0 " X DIEEOHiE R DAL T a T
MOREREATIZE

making referrals of online content to the online service providers concerned for their
voluntary consideration of the compatibility of that content with their own terms and
conditions;

(@ BRINES K OEEFERSOHAEC) No 767/2008%°0 55 9 2k e 554 16, 459 5k g 55 4 TEIWNC
5522 55 b 55 14 KOV 16 TR B RIERO ZEEO%, B RA RIS 2505

provide an opinion following a consultation request referred to in Article 9e(4), Article 9g(4) and
Article 22b(14) and (16) of Regulation (EC) No 767/2008 of the European Parliament and of the
Council %9,

(0 SEOEDILIATAIBIE 1 OHIZFEESIQOSIEREDLIEOHEIFANIZH HE L OV
F 2T AT D@ WAV 2T D E a2 RrE T D2 LTIV T, ARREA SR T2
¥
support Member States in identifying persons whose criminal activities fall within the forms of
crime listed in Annex I and who constitute a high risk for security;

() OITRTHICEETHLOEED, BRI, fES D SEHIETFSITHI S Lol
AT N OV A R R OB A RO T DS ;

facilitate joint, coordinated and prioritised criminal intelligence exchange activities and
investigations, including with regard to persons referred to in point (r);

() FEHFIIERERERES) S Europol (XL TR IV- T R X N E X EIILIRCER G-
L7 Z B3 DB RO PRI I\ TR ER SChe 9208655, I ONT, BRGRs o O

% AR AT A (VIS) W ON R EARE, RN EAREN QYR EFF a2 B Dk ERIDO AL
Pl B3 2RI K O F20D 2008 47 H 9 HOHHIEC) No 767/2008 (VIS FHI) (0J1L.218, 13.8.2008,
p. 60).
Regulation (EC) No 767/2008 of the European Parliament and of the Council of 9 July 2008 concerning the Visa
Information System (VIS) and the exchange of information between Member States on short-stay visas, long-stay
visas, and residence permits (VIS Regulation) (OJ L. 218, 13.8.2008, p. 60).
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2OMHAIEU) 2018/18622IZHEV Y, HERIED B EEIZED, H D, Yi%T — X DRERkIE
\ZEDRREL OS5, RN A ORGSR 5 5 = FEEE B 215 H 77—
(MEHTZ7—h 1) DL L AR AT 2 (SIS) D F~DRERRIE &~ CATRE R Bk A1
ESpaYiio N

support Member States in processing data provided by third countries or international organisations
to Europol on persons involved in terrorism or in serious crime and propose the possible entry by
the Member States, at their discretion and subject to their verification and analysis of those data, of
information alerts on third-country nationals in the interest of the Union (‘information alerts’) in the
Schengen Information System (SIS), in accordance with Regulation (EU) 2018/1862 of the
European Parliament and the Council ?”;

(v Europol 0> RASDBFIEIHD 0 T, St s, SPVTILODIROR:
ZIEC T, HHIEU) No 10532013 @ MZBT %3 =7 DB MRES B0 D
S M OBEAR DO 0D S5 I AT ;

support the implementation of the evaluation and monitoring mechanism to verify the application
of the Schengen acquis under Regulation (EU) No 1053/2013, within the scope of Europol’s
objectives, through the provision of expertise and analyses, where relevant;

) EBTHSEENC Lo TS D HERED Y — L DBHFEDT- 8 DT LT R LD BEFE, i,
B OWREC B 57 0y =7 M &, Europol O B EIDFERLDT- OISR THY, 7
>, HERE D ESES AR R ST 52812k > TR Europol [ B O FHRIFSE LA
BTGB G FEET DL LS TEDOII IR A 535, FHAFITE HfriE o TESE)
ZAERRA TR DI, WEONT, 55 67 SR> TRERREN S L DIEEhD i A 1 M
ERSL R

proactively monitor research and innovation activities that are relevant for the achievement of
Europol’s objectives and contribute to such activities by supporting related activities of Member
States and by implementing its own research and innovation activities, including projects for the
development, training, testing and validation of algorithms for the development of specific tools for

7 IR I T DR ) S ONERS LD B DA 361 53 = 7 U R AT I (SIS) DRRTE, EHI M
OIS, BEHSIE 2007/533/HA ZU0EL K OBELLT 2, WONT, BRINGER R OFEROBIA
(EC) No 1986/2006 K OZEEZIITE 20101261/EU Z e L9 2R N S O30 2018 47 11 H 28 HD
HIHI(EU) 2018/1862 (0T L 312, 7.12.2018, p. 56).
Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November 2018 on the
establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council Decision 2007/533/JHA, and repealing
Regulation (EC) No 1986/2006 of the European Parliament and of the Council and Commission Decision
2010/261/EU (OJ L 312, 7.12.2018, p. 56).
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the use by law enforcement authorities, and disseminate the results of the activities to the Member
States in accordance with Article 67;

INPREDT=80D EU BARFH T 23 ob0% &0, 730, MRKEILEEIZH LT,
Europol 0 HENOD JEERROD 76D | B2 ERNIEE B Ok D A E L BT gD RS HhIH]
(2B AR R <V ZaIZF 5 D0

contribute to creating synergies between the research and innovation activities of Union bodies that
are relevant for the achievement of Europol’s objectives, including through the EU Innovation Hub
for Internal Security, and in close cooperation with Member States;

HEREOEEEIIIGU T, Evbl), REOBFRE L Clikg/ed T4 a7 Mk
BT DT DB R HE AR AT 22810 LY, T DRI L5k
VT DABRRE D Tl S AR ;

support, upon their request, Member States’ actions in addressing online crisis situations, in
particular by providing private parties with the information necessary to identify relevant online
content;

A TAL DYEEDOVHERF DAL A DN RIS HZ LI DHEKIEDTT
WA ST DN

support Member States’ actions in addressing the online dissemination of online child sexual abuse

material;
MEATA TR DA L B — o b LOIEB A G T el A% 5, JLIREAE O 230 TRk

ORGSR & DB S 3D, 2 NEDJEFER S DEG (L TR TE
FAARONRS

pay particular attention, when supporting the competent authorities of the Member States in the
context of investigations, to migrant smuggling and trafficking in human beings, including when
those criminal offences involve activities carried out over the internet;

R S OB H(EU) 2019/1153% 5 12 FRITHES T, BROMNGEER M OBREROD

BR(EU) 2015/849% |2 &> CRRT DAVl = (FIUs) LD C, J###&7 Europol
ENT=y MU T, E20E, B RIEIC L > RO B &I, FlUs EOMDE
BROBHU L~ C, &0, ZEFERLILIBERRD B SUAEEN L O m Y ANG S HEit
~OERA R DA ST DD OREREI KT D IR ASHLK Ot TA I
LG, W13 20k,
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cooperate, in accordance with Article 12 of Directive (EU) 2019/1153 of the European Parliament
and of the Council ®, with Financial Intelligence Units (FIUs) established pursuant to Directive
(EU) 2015/849 of the European Parliament and of the Council ®), through the relevant Europol
national unit or, if allowed by the relevant Member State, by direct contact with the FIUs, in
particular through the exchange of information and the provision of analyses to Member States to
support cross-border investigations into the money laundering activities of trans national criminal
organisations and terrorist financing;

(za) ROV — NV OB L DG GG, 853 O HCiED B Europol O H D EIFHN
(2D D 2L FTENERID 2L DT DAREIFET — 2 D I O%)
AR AP T o TRRRIERA SR 208055 AR B R 7 — 2 DALY, I IRE7RI=~

SHEHEAT L ST DHDEL, 73, i 18 MOV 18 5k a WNTZOHADHT
TED LIV BHER, 0D, 5 30 SO CEDOIVEHS72 2 EM K O BIMED 5
Rz 8857 CEISNSHLOET D,

support Member States, including through the development of specific tools, with the effective and
efficient processing of biometric data for preventing or combating crime that falls within Europol’s
objectives as set out in Article 3; processing of biometric data shall satisfy applicable minimum
quality standards and be carried out in compliance with Articles 18 and 18a and the safeguards set
out in this Regulation, in particular the principles of strict necessity and proportionality as set out in
Article 30.

1 BBt Zo~ - 15H T — R0 TREZ 6% Buropol 2NEZEL7-14 127> A LIPIC, ARRIEDS,
ﬂﬁ@%ﬁkl&@ Europol |ZKfL, Y547 —% DIRGIEE T OFERIZBIL I OY SIS OHizr 77—
INEGFS U= DD EDNZBILENE 95720, EIR eSO RS R THND,

In order for a Member State to inform, within a period of 12 months after Europol has proposed the

B —TEDNIHTROVILL, 1N, EEEITFREDT- O OERIEFR &L O SNDIEROFI ARG
T OMIEZ TED IO EFRIIE 2000/642/JHA ZBE 13 DM RS L OHEF20 2019 4F6 H 20 HD
FE(EU) 2019/1153 (OJT L 186, 11.7.2019, p. 122).
Directive (EU) 2019/1153 of the European Parliament and of the Council of 20 June 2019 laying down rules
facilitating the use of financial and other information for the prevention, detection, investigation or prosecution of
certain criminal offences, and repealing Council Decision 2000/642/JHA (OJ L 186, 11.7.2019, p. 122).

P BEWREETT Y ANEETRALD HHIDT- 0 DR AT LOFIHDBL BT 2, BN

FHEAOHAIEU) No 648/2012 ZEIEL, WONZ, KNSR K OB RS 2005/60/EC &U\éﬁé

45 2006/70/EC % FE 1132 Mg B OVRE200 201545 A 20 HO$R4(EU) 2015/849 (0T L 141, 5.6.2015,

. 73).

b Di)rective (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of the
use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU)
No 648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European
Parliament and of the Council and Commission Directive 2006/70/EC (OJ L 141, 5.6.2015, p. 73).
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possible entry of an information alert referred to in the first subparagraph, point (t), other Member States
and Europol on the outcome of the verification and analysis of the data and on whether an alert has been
entered in SIS, a periodic reporting mechanism shall be put in place.

FERZIENZ, Buropol (2L, SIS DHIZ GRS =2 CONERT 77— RO DI G HT 7 —
FDFZEHVZERET DHDEL, T, ZTDIIRERT 7 — DA B DGEITEDIEFRT T
— NG N T — S AR T2 B = E T L ERRREREI R, HHIBU) 2018/1862 (D
TIEDOLIVZTFHUNE Y, Europol 2711 CEAELASD,

Member States shall inform Europol of any information alerts entered in SIS and of any hit on such
information alerts, and may inform, through Europol, the third country or international organisation that
provided the data leading to the entry of the information alert on hits on such information alert, in
accordance with the procedure set out in Regulation (EU) 2018/1862.

Europol 1%, JLIELDEH D728 DRRINESORNE FMN OSERE R O FRE EDHIL
IZBW TSR N OWINEE R e 57250, Bl Lo 258 R OV el $2t35,
Europol 1%, &0iolT, BhEd HIEHASHZ G, MEREI L > CHES L EHE R FOTRE MK
OIS EOTREN RT3 21 T8 E, BRI b, MRS EROSERE S O SRR THIE
RO A2 LA EAEED, TRy NI — k> T RESNAZEZIEL R OE L
B 7= D —BEMEOH DAL L TOLIEO GBI T 2RKINFERE T T v b7 4 — A
("EMPACT ) & B2 b2 Z & 23U O EI DS HERR D DHE R SR 52 812 d»
T, ZNODBS RO ERSE R, FOFE B THHiET 2,

Europol shall provide strategic analyses and threat assessments to assist the Council and the Commission
in laying down strategic and operational priorities of the Union for fighting crime. Europol shall also assist
in the operational implementation of those priorities, in particular by supporting the competent authorities
of the Member States in further strengthening the European Multidisciplinary Platform Against Criminal
Threats (EMPACT) as a coherent framework to prevent and tackle the threats posed by criminal networks,
including by facilitating and providing administrative, logistical, financial and operational support to
operational and strategic activities led by Member States, including related exchange of information.

Europol 1%, FEF5EE FOIEEN N O NBOTEEID RO, [ENL- L ORRIEEL~
JV TR RTREZ R EIRDZIERIID D I e R FZAfE 35725, Bkl DT M OV IR
MiA4d%, Europol 1, VAZEHliE 95 Z L2 TR EE S R Ok EE S84
L1, SIS O BIL T Europol 2MEA 3 D16 A JEEL 928800 s il 2 OVt
LT 2,

Europol shall provide strategic analyses and threat assessments to assist the efficient and effective use of
the resources available at national and Union level for operational activities and the support of those
activities. Europol shall also provide threat assessment analyses based on the information it holds on
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criminal phenomena and trends to support the Commission and the Member States in carrying out risk
assessments.

Europol |, FIEEIIE 2005/511/JHAXI > C—n DAELBIH Z SRS D Py /e LT
17832, Europol 13, FRINEADEEE K O =[ED 45l CHifga L5 FCibie &I,
TERIEIDRESHER DB DA T 12 FT | L B TRFRA T — LD I D1 — D&l O
VDT ER STV OB O HEET S,

Europol shall act as the Central Office for combating euro counterfeiting in accordance with Council
Decision 2005/511/THA ©%. Europol shall also encourage the coordination of measures carried out to
fight euro counterfeiting by the competent authorities of the Member States or in the context of joint
investigation teams, where appropriate in liaison with Union bodies and the authorities of third countries.

Europol 1%, S/ DFHANIZET—~ % RO HZ LI\ T, AfRkE R OVRINZE B2 AT
60

Europol shall assist the Member States and the Commission in identifying key research themes.

Europol |, Europol ? B 1% #5557 O\ kg7 A e e B gD &8 < B9 DRk e
B OGRS D2 R ONFEET D2 LITBU T, BIINEB A M2,

Europol shall assist the Commission in drawing up and implementing the Union framework programmes
for research and innovation activities that are relevant to achieve Europol’s objectives.

ZHDNEEYREZIE, Europol 13, 55 1 THES 1 BIFE(W) CIE Cgks /2B M G ook Stk
ZELHATHESORTERNIZ 61T DMEE A DV H$ 28~ Europol DAH-D—HELT,
Europol DFAFFEE BT D TEEORE Foa M LAFD,

Where appropriate, Europol may disseminate the results of its research and innovation activities as part
of its contribution to creating synergies between the research and innovation activities of relevant Union
bodies in accordance with paragraph 1, first subparagraph, point (w).

Europol 13, FIESARSAIMRE T 57D D TOME LB 251 %, Europol 13, SEL725FERITE
T~ BIRH 5 Z LR TN GOBRIEE O P EAF AR E T 52 LR UFEET S
ZEITIBUNT, Europol DEMNEERZMIET 258, UORINEG ORI FHE S 4

02— G E DT DOHIRY FEL T Europol ZHRE T HZEIZID, 4E CHL C—nZff
T DI LIZBT5 2005 47 A 12 HOBEEFERIRGE 2005/511/JTHA (OJ L 185, 16.7.2005, p.35).

Council Decision 2005/511/JHA of 12 July 2005 on protecting the euro against counterfeiting, by designating

Europol as the Central Office for combating euro counterfeiting (OJ L 185, 16.7.2005, p. 35).
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HAZ T I D720,

Europol shall take all necessary measures to avoid conflicts of interest. Europol shall not receive funding
from a given Union framework programme where it assists the Commission in identifying key research
themes and in drawing up and implementing that programme.

COHRANS Zo TEHESILL A& B D A B e L B oD TEEha 7 G T M OB %
%, Europol I, ZHANEY AL &I, WNZER A0 AIRFHENIFERUR D RS,

When designing and conceptualising research and innovation activities regarding matters covered by this
Regulation, Europol may, where appropriate, consult the Joint Research Centre of the Commission.

Europol 1%, Y7~y =7 %58, Europol O HRIOFIFANIZHHILIEOBL1EK QD T-H1C
Europol (Zdo> TEFS AT AR D FEH L BIR T DRGSR L OB BIHIED)
2019/452°' D FIZF1F HRRNE A ~OWSND [EHARE DRFE D RZIFD , BRRED T DT
FESNDERAOICEIT DB 28T, WEER 312,

Europol shall support the Member States in the screening, as regards the expected implications for
security, of specific cases of foreign direct investments into the Union under Regulation (EU) 2019/452
of the European Parliament and of the Council ® that concern undertakings that provide technologies,
including software, used by Europol for the prevention and investigation of crimes that fall within
Europol’s objectives.

Europol 1%, Z D524 19 52T, RfilfEAEHIL Tidebiau,
Europol shall not apply coercive measures in carrying out its tasks.

Europol H&EIZ, Ui L OEARHEDSITOM, LR EEEITIEE T2 Yi%rkRs
DENIEIEST, E0DUF, ERA B DB NSO TERED T — 2 WA 75 )
(T DRI T, O b, EEEE b, Bl LR O T L oDy DS RA R A bic K
>7C, LT, YEEEOBI TOMD IR E T, HREOREHEROHDREBN R, 355
R ORI ASD, Europol FRENTE, MaZE A HEL QX HMEREZ BT HHER
ZH o TR,

Europol staff may provide operational support to the competent authorities of the Member States during

U RRMBE SN A~DINE DO B DIEE DT OV %730 T DN S O gD 2019 4 3
A 19 HOHHIEU) 2019/452 (0T L 791, 21.3.2019, p. 1).
Regulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019 establishing a

framework for the screening of foreign direct investments into the Union (OJ L 79 1, 21.3.2019, p. 1).
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the execution of investigative measures by those authorities, at their request and in accordance with their
national law, in particular by facilitating cross-border information exchange and other forms of data
processing, by providing analytical, operational, technical and forensic support, and by being present
during the execution of those measures. Europol staff shall not, themselves, have the power to execute
investigative measures.

Europol (%, ZORFEDOEATIZRNT, BRINES HAMEER (1785 ) Ot Tl v 2R
IRHER OV E R BEL D,

Europol shall respect the fundamental rights and freedoms enshrined in the Charter of Fundamental
Rights of the European Union (‘the Charter’), in the performance of its tasks.
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FE N E #EL Europol EDREIDIHH
Chapter II Cooperation between Member States and Europol

B5& AREETF—L~DSM
Article 5 Participation in joint investigation teams

1. Europol §&EiZ, Europol ® H D HIFHNIZ&HDI0IRE Bk A FHEET — ADTFEN SIS
5, BlREET— LR ETHEREIL, DT —2~D Europol FkEDSNNEEHETH501%
TEWD, D30, I BIT DRt BUEDIF A 560 5,

Europol staff may participate in the activities of joint investigation teams dealing with crime falling within
Europol's objectives. The agreement setting up a joint investigation team shall determine the conditions
relating to the participation of the Europol staff in the team, and shall include information on the rules on
liability.

2. Europol B, BFHEAET — L0385 THORERLEDER: FORIIROHIIRNT, & COi%
G K OF D ETFHEE T — LD T ORERR B RO TEHRASH A BN 45D,

Europol staff may, within the limits of the laws of the Member States in which a joint investigation team
is operating, assist in all activities and exchanges of information with all members of the joint investigation
team.

3. ATFHEAET—2IZBML TS Europol BREIE, ZOBANZE Y, ZDF—LOLHEREITKT
L, 8 18 456 2 DO HF CTED B B D782 Europol (2~ TS A7 1F A 1
L4535, Europol 1%, EALEFIRAZ, ZDOF— LD TRESIL QWO DIEKED EN==vNZ
KA ONE M4 a2 7R E D EN = NI, #5772,

Europol staff participating in a joint investigation team may, in accordance with this Regulation, provide
all members of the team with necessary information processed by Europol for the purposes set out in
Article 18(2). Europol shall at the same time inform the national units of the Member States represented
in the team, as well as those of the Member States which provided the information.

4. BlFHEAETF —20—ETHHMIZ Europol FEEIZL > TATEIN-IERIT, TOEERATREL
T AERRE D RE A THO T ORERED HED FIBWTC, ZOMAID R CED B 54:
D FZBUWTE 18 455 2 THO HTED B HAD7281Z Europol (28~ TS UES,

Information obtained by Europol staff while part of the joint investigation team may, with the consent and
under the responsibility of the Member State which provided the information, be processed by Europol
for the purposes set out in Article 18(2), under the conditions laid down in this Regulation.
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BT — MRS 5 L AR A H192 £72 25 EA2 DA Buropol 756013,
Europol (3, BRI DAIEI L TEN AR 5T LR K OB TR T — LAORRE DR
(ZIRW T YR E A DT O DR E A TR UATD,

Where Europol has reason to believe that setting up a joint investigation team would add value to an
investigation, it may propose this to the Member States concerned and take measures to assist them in
setting up the joint investigation team.

2 6 & JNIFIEERRIHEZ KD Europol HhMoDEER
Article 6 Request by Europol for the initiation of a criminal investigation

la.

Europol ™ H D FHERFAD F 2D LTEA~DALITHEAD BHAARS AL D& ThHE Europol 73]
Wi~ 25D ZHHZF5\V VT, Europol 1, BRI DAERKEIDRESHERRO&H BRI IIL, EN=
=y NI C, ZDOIHATHEA D BilR, SHhEET - XA E5E 15,

In specific cases where Europol considers that a criminal investigation should be initiated into a crime
falling within the scope of its objectives, it shall request the competent authorities of the Member States
concerned via the national units to initiate, conduct or coordinate such a criminal investigation.

51 HEth D2 L7, 1 DOMBIED 2 LBHRL TODHIERIME SO FEARBERI 2 &> Tl
SN TS ILEDRGRI TR 52 DRED I~ DI THRA D BAAS N O E THLLRE
DT DL, PeE IV, BIR S DHEREDRISHERO DO ZRIL, £ ORI
DENA=YMATLT, ZOIIUSHEEZ AT 528, T 2 e F TR o2 L%
RELGD,

Without prejudice to paragraph 1, where the Executive Director considers that a criminal investigation
should be initiated into a specific crime which concerns only one Member State but affects a common
interest covered by a Union policy, he or she may propose to the competent authorities of the Member
State concerned, via its national unit, to initiate, conduct or coordinate such a criminal investigation.

EN=yNZ, 5 1 Lo T T ZE3EICBIL T Buropol 1%L, F72i3, 551 Ha lZX
STUTONAZRICEL TIEREISHL, NEYNER7RS, SiZERIE OB HEROH O
BADIRIEZEHES D,

The national units shall inform Europol, with regard to any request made pursuant to paragraph 1, or the
Executive Director, with regard to any proposal made pursuant to paragraph 1a, of the decision of the
competent authorities of the Member States, without undue delay.
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3. HEREDTRESHERD SRS, 55 1 TRIZEY Europol (28> T T BEEI D72\ W2 %
PELTZEET, T ORREHEBRO 3 HHEBEIL, Europol (ZXL, Ak <, LELIT Y%
BEEOZREDERTG 1 2> ALINZ, ZOUWRED BNz &S5, 72751, ZOMHBEfT 52
EMLLFDOWT I THHEI70LE T, FOHIT, (RMESIVES:

Ifthe competent authorities of a Member State decide not to accede to a request made by Europol pursuant
to paragraph 1, they shall inform Europol of the reasons for their decision without undue delay, preferably
within one month of receipt of the request. However, the reasons may be withheld if providing them
would:

(a) PRI DRERKEID LR EOMADTFRRICK S5 F20%
be contrary to the essential interests of the security of the Member State concemed; or
(b) M THOAEDERA RIS, HLUL, [HADZERE GRS,
jeopardise the success of an ongoing investigation or the safety of an individual.

4. Buropol IZ, Burojust [Zx1L, KTX, Esifs7elElE, EPPO IZxfL, &5 1 BHICL> T Tz
ROV 1 HHa (2 &> T TRV HREEON T B 2 T D MR E DRSS ME RO & R0
Wra BB S5,

Europol shall immediately inform Eurojust and, where relevant, the EPPO, of any request made pursuant
to paragraph 1, of any proposal made pursuant to paragraph la and of any decision of a competent
authority of a Member State pursuant to paragraph 2.

% 74 Europol ER1=v}

Article 7 Europol national units

1. FEREK Y Europol 1%, ZOMAIOHTED BN NHZE N IDORkE =3 = C, fHA
T35,

The Member States and Europol shall cooperate with each other in the fulfilment of their respective tasks
set out in this Regulation.

2. #HERENT, Europol & URZAERRIEIDRREHMERD HHEBEHE DO RRIDEHG Rk 22 D EN L=k
AREFAIIET D, HRENT, ZOENZ=YMORELT, | HDE AT D,

Each Member State shall establish or designate a national unit, which shall be the liaison body between
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Europol and the competent authorities of that Member State. Each Member State shall appoint an official
as the head of its national unit.

AAERRENY, ZORMEOEN=T=RS, ZOMAIO R CEN= = NIED 4 TH RS
ZAil= 72O DEINIED TR DI RA D2 l, WNZ, &b, ZOENT=RA,
EINDOIEET7 — % O Buropol ED D 710D 7=\ 2B 22 DD 2T — 2 ~DT 7
TREL DI EEEAT D,

Each Member State shall ensure that its national unit is competent under national law to fulfil the tasks
assigned to national units in this Regulation, and in particular that it has access to national law enforcement
data and other relevant data necessary for cooperation with Europol.

FABRIEN L, ZOREREDENIEIHE Y, T ORRRIEIDEN~ = O A ZIES
60

Each Member State shall determine the organisation and the staff of its national unit in accordance with
its national law.

52 THIZHED, EIN==>NZ, Europol SABRIEIORRESHERD & HHERAE ORIk 725,
72720, BN =y MO FFIOR 5258, ZORREICL > TED LN FRIHIIRL T, ik

[, FEREEORGSHERRDH DRI Europol LORMDEREDHEATROIFS, ENL= kS

F DI EROSZ M TN E )W EE7RUTU VW BRY, [EN= =3, Europol LG HE

BROE ZHERA L 0D RO R0 RS O T35\ T ASHE NI = A C D%, Europol 75 [RIRF

ZHET D,

In accordance with paragraph 2, the national unit shall be the liaison body between Europol and the
competent authorities of the Member States. However, subject to conditions determined by the Member
States, including prior involvement of the national unit, the Member States may allow direct contacts
between their competent authorities and Europol. The national unit shall at the same time receive from
Europol any information exchanged in the course of direct contacts between Europol and the competent
authorities, unless the national unit indicates that it does not need to receive such information.

FAERREN, EOMKEDENZ=MATLT, £, 5 5 BITIRL T, Bt RO
b, EVPiT:

Each Member State shall, via its national unit or, subject to paragraph 5, a competent authority, in
particular:

(a) Europol (6L, BAEDEIEL N DEBIDIH7, UsZdlSRO b E T e
ZEDINE A Lo TEEFIH TH L L WSV I RED AL TR L BRI 2 iF A 50,
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Europol ™ B #%ii7= 37212 Buropol |Z&> CELL/ 2 B iRA G ;

supply Europol with the information necessary for it to fulfil its objectives, including information
relating to forms of crime the prevention or combating of which is considered a priority by the Union,
such as migrant smuggling and trafficking in human beings;

(b) A TOREETLIEFSHERD o HHERIE Europol EDRID FZHHV AR R OV /1A R L
ensure effective communication and cooperation of all relevant competent authorities with Europol;
(¢) Europol DIEEOFEGHA 7] FSt;
raise awareness of Europol's activities;

(d) 5 38 ZRH 5 TH@UZHE Y, Buropol (6L Tl adR I DB~ R DIEINIEORE T2 feff:
ERAS

in accordance with point (a) of Article 38(5), ensure compliance with national law when supplying
information to Europol.

SEREE EDOHARY T — R BE L, AU F 3 00E 3453 H8548AKEIX, Buropol
K OCERSE S, EDHAT T 5 — A% FRE L, ZIUSINL E213% e 3 Dok ElC
KL, FEH7e<, SIENA 2L C, JLIREPEAFFET DI K O NE 2R 2 DT DI T4
R AL BT DIEWA G, 2 COMMRIERATRILL, F-, ThpEyre &, &4 20 54
552 Ha lZH0, FiRE BT 7 B AR T 5,

Each Member State setting up, participating in, or supporting an operational task force shall, without delay,
provide all relevant information to Europol and the other Member States setting up, participating in, or
supporting that operational task force, using SIENA and, where appropriate, make information directly
accessible in accordance with Article 20(2a), including information related to parallel financial
investigations to identify and seize criminal assets.

Europol |83 5217 % EMPACT OS5 EVERA X B L £ 32U 8548 E
1%, T ATHECHDEXILFNT, Europol M OMoORERREN L C iR A C g7
Tt 27-0, SIENA Z{#H95,

Each Member State setting up or participating in an EMPACT operational action supported by Europol
shall, whenever feasible, use SIENA to provide all relevant information without delay to Europol and to
other Member States.
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SESEE FOEDT-80 Buropol DELENM THOIOEARKENL, E#iH7e<, SIENA 2L
T, £, TR HRE THHEEL, 70, YEstERIEDENTAITHE Y, YikE O TN
BUESA7- Buropol FRE M OVREEWNEMFIZHL, ENT —2X—2ANONEHEZ 77 Z AR
HEIZ T D Z 828~ T, Buropol |23 LA TOmE7/ 2 Ewa 1Rt T-2,

Each Member State in whose territory a Europol deployment for operational support takes place shall,
without delay, provide all relevant information to Europol, using SIENA and, where possible and in
accordance with its national law, by making information in national databases accessible to Europol staff
and seconded national experts deployed in its territory.

TEEFRFEOHERR S OSNER 2% 2 et 35 2 SV B9 DA R E D B A ARRRIE N -9 2 &
T DI 7L, FERRIENT, VIR BRERIDFERITIB T, 5 6 ), 556 THa, SH6HD F
721358 6 TH ¢ (2o TUL FO L7 EROIRMA TR SIUTIIRD20

Without prejudice to the discharge by Member States of their responsibilities with regard to the
maintenance of law and order and the safeguarding of internal security, Member States shall not in any
particular case be obliged to supply information in accordance with paragraph 6, point (a), paragraph 6a,
paragraph 6b, or paragraph 6¢ that would:

() BRI HHERIED S EOMADFRRITI T,
be contrary to the essential interests of the security of the Member State concerned;
(b) I THOEED A GERIIELE LB AL % R F2X
jeopardise the success of an ongoing investigation or the safety of an individual; or

(© HEZLEMRIED A kR B DR ENE Bt DA B~ 952812

o

O

disclose information relating to organisations or specific intelligence activities in the field of national
security.

722U, RN, B 1 RO (), (b)F X (o) D@ RO 2 D Z EAMREL =L &1, &
R EIHET D,

However, Member States shall supply information as soon as it ceases to fall within the scope of points
(a), (b) or (c) of the first subparagraph.

55 5 TR OV 6 TH(a)l 216> C Europol {26 L CIEHE S F72 XENORRBHERD H ML
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ARG TE AR T 5723, SAERRENL, 2 ORERRIEDFESHEROH A L > THRES
NI B REHEE 2 SIENA [ ZHEiS T, 1EAL L, MRk EF 38 EoB I LB RS
% SIENA (ZTHEGSHEDZEMATRETIIRNE X, YRR E 1S, o Z2a7efiika L
T, [ENDOIRESHERDOH BB XL, W7 AT 2, UaSHERROH AT, 56
5 TRV 6 TH()IZHE Y, ED1E % Buropol (XL THefitd 2,

Each Member State shall connect its immigration liaison officers, designated by the competent authorities
of the Member States, to SIENA in order to submit relevant information to Europol directly or through
national competent authorities in accordance with paragraph 5 and paragraph 6, point (a). Where it is not
possible to connect an immigration liaison officer to SIENA due to legal, organisational or technical
reasons, that immigration liaison officer shall submit the relevant information to a national competent
authority through other secure channels. That competent authority shall provide the information to
Europol, in accordance with paragraph 5 and paragraph 6, point (a).

HERSEIDIFSHELROD 8 HHEBE Lo THRES 2D TIIZR VB EGERE BN S, 22472tk a IV
T, ZDEI72ENORFHERDD MEBNRL, ks Fa N2, 55 5 AU 6 H(a)
(I TEDIEFMATHIL -, MRAREHERODOIERAIT, Europol (23U T Oz 12k
ERAR

Immigration liaison officers not designated by competent authorities of the Member States shall submit
the relevant information to such a national competent authority, using secure channels. After assessing the
information in accordance with paragraph 5 and paragraph 6, point (a), that competent authority shall
provide it to Europol.

BHERRENY, SaZiERkE D FIU 23, FE4(EU) 2019/1153 O 12 FRHE, FIU O K OV
BHERRDHIFRAIZ IV T D EINO e O Z2 2R ZRL C, Europol (Z&>Tf o=
REHR L OVl HTE BRE 3258 IS FX LS A EREICXL, Z O EDENT =y M
LT, T2, YR EIZ > GRODLIVTWDEEE, FIU & Europol EDREIDEHZDHEE
Lo TRG T DR 52 HIVAZ LA R 5,

Each Member State shall ensure that its FIU, within the limits of its mandate and competence and subject
to national procedural safeguards, is entitled to reply to duly justified requests that are made by Europol
in accordance with Article 12 of Directive (EU) 2019/1153 regarding financial information and financial
analyses, either via its national unit or, if allowed by that Member State, by direct contact between the FIU
and Europol.

EN=y ORI, E00F, Europol &YFAEINL= MDIEEIEE OB HDFETAETS
EE R T 27D RO VAR T 723D, TEWIRINC 26T %,

The heads of the national units shall meet on a regular basis, in particular to discuss and resolve problems
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that occur in the context of their operational cooperation with Europol.

10.  Europol EDBDAGEEIZRBWTENT = NIADE I, MEDOAHEL, 2o, Bt
%%, Buropol |2 L CilisRL TIERD7200,

The costs incurred by national units in communications with Europol shall be borne by the Member States
and, with the exception of the costs of connection, shall not be charged to Europol.

11.  Europol (%, EEZ BRI > TEDHIVD EBAFHMAANE L OVE IR M AAER Bl L C,
75 6 (@& THABAIED DI NTF I BT DR S F ARl 5, £ DR
T, Rz, Blgis, HONZES K OENERITHT TEShD,

Europol shall draw up an annual report on the information provided by each Member State pursuant to
point (a) of paragraph 6 on the basis of the quantitative and qualitative evaluation criteria defined by the
Management Board. The annual report shall be sent to the European Parliament, the Council, the
Commission and national parliaments.

E8E ERE
Article 8 Liaison officers

1. FEWN=~L=yNZ, Europol (ZALESHDAa]Ed 1 ZAOEREEZFRET D, ZOMAIDHTHI
FUTED DI TNWDIHEARRE, HASES, FRE T THOMEDEPNIE IR .,

Each national unit shall designate at least one liaison officer to be attached to Europol. Except as otherwise
laid down in this Regulation, the liaison officers shall be subject to the national law of the designating
Member State.

2. EAEELE, Europol (23T DENEASHTRZMERLL, 220, FEETL THOMMEDENIEL T
Europol 0>f TEGE | Zit FH TREZ R E ST ZIEV Y, Europol PIIZHU T DI E OEN= vk
DOHRRZEREA D120, T OEKEE DEIN~L = M OIRE 3175,

Liaison officers shall constitute the national liaison bureaux at Europol and shall be instructed by their
national units to represent the interests of the latter within Europol in accordance with the national law of
the designating Member State and the provisions applicable to the administration of Europol.

3. EHENL, Europol &2 3REHE B OREKIE L O RO K RO ASHA AR5,

Liaison officers shall assist in the exchange of information between Europol and their Member States.
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SR, LR E O EOEPARIHE S, URAEHEE OMREL, thompEOEHEE,
5 = E R OVEEHEBIL O I I D16 o> S /Bl %, Buropol DA 7713, EINIEICHE

V>, Europol 0 H EIDIEHEIHIN S ATEL TS D728, L5740 2 ERIOEHE DT
OIEHENGD, ETOZDOIILEHO ST, T rIRe/2RNEGTER OEPE D,

Liaison officers shall, in accordance with their national law, assist in the exchange of information between
their Member States and the liaison officers of other Member States, third countries and international
organisations. Europol's infrastructure may be used, in accordance with national law, for such bilateral
exchanges also to cover crimes falling outside the scope of the objectives of Europol. All such exchanges
of information shall be in accordance with applicable Union and national law.

EHZERAT, Buropol SO BIRITI BB E ORI USEHA 1505, BEEIE, 5 63 &
55 2 TG, SR E OISO TOTO LB DR HE R ONlive 55245,

The Management Board shall determine the rights and obligations of liaison officers in relation to Europol.
Liaison officers shall enjoy the privileges and immunities necessary for the performance of their tasks in
accordance with Article 63(2).

Europol |3, s8H& B ORESDIZA TOT- O\ BEL 72 HHEEFANT, HHKEE A3, Buropol MDA TDIE
BYOOEHEA 52T T, 7>, Buropol DAECDIRENI S 4 HZ LA 35,

Europol shall ensure that Liaison officers are fully informed of and associated with all of its activities, in
so far as necessary for the performance of their tasks.

Europol 1%, HH&E OFH5% 24 T3 5722, Europol DOEHIPNNZ DB 2 fitink e QN2 3
ARERIE IR TR 2B A B2, EEZE SO Bl ORGSR K OB ES
ISBIEITIRIE LR\ RY, S8HE B O 7O ORSHAD B 125, HHEH OFaEE BIRL TAT
DOETOETL, FEETT THOMREICL > TREEND,

Europol shall cover the costs of providing Member States with the necessary premises within the Europol
building and adequate support for liaison officers to perform their duties. All other costs that arise in
connection with the designation of liaison officers shall be bome by the designating Member State,
including the costs of equipment for liaison officers, unless the European Parliament and the Council
decide otherwise on the recommendation of the Management Board.
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S M E Europol DKL
Chapter III Organisation of Europol

% 9% Europol TR LRUSEEETE FDEE
Article9 Administrative and management structure of Europol

Europol DI TEL E R ONEEEE EOMEES, LLFO BRSS!
The administrative and management structure of Europol shall comprise:
( HEEERER;

a Management Board
b KF;

an Executive Director;

() EhsEbVelElE, 8 11 585 1 I(s)lIE> CEEZBAIZIRITONLE DOhORAR
FHH,

where appropriate, other advisory bodies established by the Management Board in accordance with
point (s) of Article 11(1).

889 & a BARDEE <HrT SERMBLR OISR UL
Article 9a Tasks and composition of the European Centre Against Migrant Smuggling

1. 458 | W)WY ES - R ERROKNEAORLEE LT, BAEDEEH 2Rk
LAY Buropol PIIZEX T HIL5,

The European Centre Against Migrant Smuggling is established within Europol as a Union centre of
specialised expertise as referred to in Article 4(1), point (I).

2. BAEOEFECHT ARNMLEL, B AEDEER RAFDES | OBIE R O SEEH =L
IR ER 335,

The European Centre Against Migrant Smuggling shall support Member States in the prevention and
combating of migrant smuggling and trafficking in human beings.
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ENEO BTIZHT 2RMNILRIE, 2 5E N ENOFSIZHE Y, Europol kB N
Eurojust O RF M OWINEISEIR 24 R0 {3 &35, Europol 13, ZDMOBANEDS, #A
[ JE @ ZH 3 2 MR NI O 2 Sl H 2 LB E 5 LA sReD 15D,

The European Centre Against Migrant Smuggling shall include Europol staff and representatives of
Eurojust and the European Border and Coast Guard Agency, in accordance with their respective
mandates. Europol may invite other participants to be involved in carrying out the tasks of the European
Centre Against Migrant Smuggling.

FENOORRICLIY, EEZERT, FHLEORRE K ORI BT 200250, #AED
JEBEZHTS DRRNHLIRASE D IO HEFE E T D0 BT D TS RE R BIRT 5, BG4 2HRK
MEEOMIEIIFRIT, ENEZNENDEF IS TRINT %,

Upon a proposal from the Executive Director, the Management Board shall adopt implementing rules on
how the European Centre Against Migrant Smuggling operates, including on its tasks and composition.
Union bodies or agencies involved shall participate in accordance with their respective mandates.

F1fi EEERS
Section1 Management Board

F10E BEERRSOMAL
Article 10 Composition of the Management Board

1.

HEERERT, FEKEDS 1| AORKBROEINEERD 1 HORTL - TERSND, 4
R, 1 HOBEEOH I H o,

The Management Board shall be composed of one representative from each Member State and one
representative of the Commission. Each representative shall have a voting right.

EEZRROWMIRET, OB DIER T IO RE ZREIC Az LTRSS,

The members of the Management Board shall be appointed taking into account their knowledge of law
enforcement cooperation.

HEEREROBMRKEIT, 552 HO P TEOLN A E I AN ETEMmESND 1 40
REEEEL D, EL, M ENTTEDSS, BEILORY LD,

Each member of the Management Board shall have an alternate member who shall be appointed taking
into account the criterion set out in paragraph 2. The alternate member shall represent the member in his
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or her absence.
EEZESNIRBIT BT ADENY = A —(RFRDOFAIR ZEIC AN,

The principle of a balanced gender representation on the Management Board shall also be taken into
account.

ZNHLNENORKE K OB DR T SEDHERIEIOMER K OWRINZ B 2 OHER
EPNTHILK, ERBROMKEDTD, 4 49D, ZOEMIE, IERSIUGD,

Without prejudice to the right of the Member States and of the Commission to terminate the mandate of
their respective member and alternate member, the membership of the Management Board shall be for a
period of four years. That term shall be extendable.

81 & EEZREOHERE
Article 11 Functions of the Management Board

1.

EEEED:
The Management Board shall:

(@) 1B, TOMEKRED 3 50 2 ODZEUTID, o, ZOHAIDEE 12 FHE, ZERFTIT:
HIRIEU) 2019/7152D % 32 SR T H—FHBSCEAERL

adopt each year, by a majority of two-thirds of its members and in accordance with Article 12 of this
Regulation, a single programming document as referred to in Article 32 of Commission Delegated

Regulation (EU) 2019/715¢?;

(b) ZOERED 3 750 2 OEHEUTLY, Europol DAFEETHEAZBIRL, LKTY, 5 X FZLD
Europol D T RIZBET 5 ENLISNOMEREAA TIFL ;

adopt, by a majority of two-thirds of its members, the annual budget of Europol and exercise other

2 TFEU KO Euratom S840 TIZIRWTRREI LD DRSS K OB F2 0 BiHI(EU, Euratom)
2018/1046 D 70 D F TH PRSIV ARRROPA SRR BE95 2018 4= 12 A 18 HOEERTYT:
FRHIEU) 2019/715 (OTL 122, 10.5.2019, p. 1).

Commission Delegated Regulation (EU) 2019/715 of 18 December 2018 on the framework financial regulation
for the bodies set up under the TFEU and Euratom Treaty and referred to in Article 70 of Regulation (EU, Euratom)
2018/1046 of the European Parliament and of the Council (OJ L 122, 10.5.2019, p. 1).
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functions in respect of Europol's budget pursuant to Chapter X;

Europol DN BT DAL &SIV ARIEEIHGE EZBHRL, 2>, 34FD 7 H 1 HET
(2, W, B, ONERR S, RONSFHRES M ORI L TEn a4
%o A SHAFRIGEIREEL, ARKSh;

adopt a consolidated annual activity report on Europol's activities and, by 1 July of the following
year, send it to the European Parliament, the Council, the Commission, the Court of Auditors and
the national parliaments. The consolidated annual activity report shall be made public;

%5 61 ZRIZHE Y, Europol [ ZitH FTRE/ R SR EZBRIRL ;
adopt the financial rules applicable to Europol in accordance with Article 61;

FEESNDHTED T K ORIt a BRI A BT, RNIEATZDY A2 & LB DR
7R ANIER A SRR

adopt an intemal anti-fraud strategy, proportionate to fraud risks, taking into account the costs and
benefits of the measures to be implemented,;

ZORERRBE DR RSFAR RS E D BRI BT DL DA G, O EEORIRIZ IS5
LSFAR DB K OEFRDT- D DFIEZ AR ;

adopt rules for the prevention and management of conflicts of interest in respect of its members,
including in relation to their declaration of interests;

55 2 THIZHE Y, Europol DFREIZBIL, a4 MBIl CREEHRANZ L > TH2 BT HERR
L O D25 B O Fe SRS OMERRA 5-2 55 4RI BT 22 DO AN B
DRSS o THR BT HMENR (MTA 24 SRR ) 21 TEL ;

in accordance with paragraph 2, exercise, with respect to the staff of Europol, the powers conferred
by the Staff Regulations on the appointing authority and by the Conditions of Employment of Other
Servants on the authority empowered to conclude a contract of employment of other servants (‘the
appointing authority powers’);

TREHRAIOZE 110 SHEW, BREFHRIR O O N B DFERSA A% 5]
PR A BN

adopt appropriate implementing rules giving effect to the Staff Regulations and the Conditions of
Employment of Other Servants in accordance with Article 110 of the Staff Regulations;
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YA ROMSIIER DR 0B Z B RO B OEEL &0, RE
DIEEFHU BT DPHEIBUEZTRIRL ;

adopt internal rules regarding the procedure for the selection of the Executive Director, including
rules on the composition of the selection committee which ensure its independence and impartiality;

MR IHL, REBK URIREROBESGAHE L EARREL, T, ThavEe L,
I, 5 54 SRMONR 55 /I, REXUREIREOEHNERSN G EE
REAVRIREPYESNO LR,

propose to the Council a shortlist of candidates for the posts of Executive Director and Deputy
Executive Directors and, where relevant, propose to the Council that their terms of office be extended
or that they be removed from office in accordance with Articles 54 and 55;

EE BB SIRED LA G0, WA TOF A B30T MO B OB#E B T L

establish performance indicators and oversee the Executive Director's performance, including the
implementation of Management Board decisions;

PRI DFEF % =3 LBV TERE BN THD T — IR EEE AL ;

appoint a Data Protection Officer, who shall be functionally independent in the performance of his
or her duties;

FREMIRN S O DO AFEDIEFSIHTIRL, B Fi 3 D e R Lz 0
THERE EISLO SRR 2L

appoint an accounting officer, who shall be subject to the Staff Regulations and the Conditions of
Employment of Other Servants and functionally independent in the performance of his or her duties;

ZINEGIREEY, PEEA CEHILATED ;
establish, where appropriate, an internal audit capability;

NSRS S, U< 3OS A s N Ol =) S RAE T A N OLAF ZTEDPS
DOFHEDHIRAET B AIMTRE RS O 63 At % iia bRl

ensure adequate follow-up to findings and recommendations stemming from the internal or external
audit reports and evaluations, as well as from investigations of OLAF and the EDPS;
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557 G5 11 TTHE, UGS EDT D ORUEEEL ED ;
define the evaluation criteria for the annual report in accordance with Article 7(11);

EDPS 26D 2 B #%7-1%, 55 18 SRIZHEV Y, Buropol (ZLDIFHROERDT-8 D TFHi
DRE EZRIRED HIEMFRE AN ;

adopt guidelines further specifying the procedures for the processing of information by Europol in
accordance with Article 18, after consulting the EDPS;

5523 550 4 THOVER 25 5550 | TR E U0, TEER ER O TEIR EOREREIZEIL
TIEL;

decide upon the conclusion of working and administrative arrangements in accordance with Article
23(4) and Article 25(1), respectively;

FE LOBER OGS OB OB Z BRI AN LT, REOREIIESE, H454
5 1 OO R bSO ME LR A 5%, Europol DPEWEEZBHTS
ZEIZBALUTIREL

decide, taking into consideration both business and financial requirements, upon the establishment
of Europol's internal structures, including Union centres of specialised expertise as referred to in
point (1) of Article 4(1), upon a proposal of the Executive Director;

EE R SR M OMEREI B D4R & &0, EEZEB 2O FHAIZERL ;

adopt its rules of procedure, including provisions concerning the tasks and the functioning of its
secretariat;

TR ET, ERLSAONEIBUEZBRL ;

adopt, where appropriate, other internal rules;

5541 5% o | R IR A AT L

designate the Fundamental Rights Officer referred to in Article 41c;

SIS D HFA~DIFHT T — D ATRER 5 ZRE 512 %% Europol 23 LAFOARMU Z B2 4%
HEDHIAZED D,
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specify the criteria on the basis of which Europol may issue the proposals for possible entry of
information alerts in SIS.

2. Europol ORGSO IZ TDIDIMEETHHLEEZEAI M 51T, EERERIT, HF
ZATHIL, 5 25 565 1 ()l nd oM EOED MBI IRIL, F213, 5 25 5855 1 JA(Db)IC
Y ERSE DT D E B DA BllET DT LA HGR T DIRTEE KO DENE D
T XL, BRI RN EE SOFRZ AT S E LSS,

If the Management Board considers it necessary for the performance of Europol's tasks, it may suggest to
the Council that it draw the attention of the Commission to the need for an adequacy decision as referred
to in point (a) of Article 25(1) or for a recommendation for a decision authorising the opening of
negotiations with a view to the conclusion of an intemational agreement as referred to in point (b) of
Article 25(1).

3. EEZEAT, BEHRIOH 110 S-HEH, BE7 2T Y HERE KBTS TEEL, 220,
ZDIDIEHEIRDZATAATILSTUSD AT A TED DIRERIIES 2 258 1 HA U OO AHE
DIEHZATDH; 6 Za HAEL T HITEETRINT D, KB, TOMERE RS 52058005
o,

The Management Board shall, in accordance with Article 110 of the Staff Regulations, adopt a decision
based on Article 2(1) of the Staff Regulations and on Article 6 of the Conditions of Employment of Other
Servants delegating the relevant appointing authority powers to the Executive Director and establishing
the conditions under which such delegation of powers may be suspended. The Executive Director shall
be authorised to subdelegate those powers.

BISMTRIRDURE DIDIZELRT D L&, EEZART, IRIEICKY, REICHTHEMER
MERRDZAT, € DL MERD ALK OTRIMEIROI T A % — IO Ci=1EL, F72iT,
RELSOMEEZT EEERE F I E T OV DB NI CTRMEBRAZHELATD,

Where exceptional circumstances so require, the Management Board may, by way of a decision,
temporarily suspend the delegation of the appointing authority powers to the Executive Director and any
subdelegation of such powers and exercise them itself or delegate those powers to one of its members or
to a staff member other than the Executive Director.

B 12 & SEERERUEFEERE

Article 12 Multiannual programming and annual work programmes

1. EEZERT, f4E 11 H 30 BETIS, REDOENSIVCEZEZ ML T, BINEESOE R,
EERBIZAN, Hyo, ZAEREFHEIZEIL T IPSG 255 REEHVE L7= 1 C, Europol (DZAFEE
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7 Hl] R O AR RV b S e B — R HBDSCE R BRI 2,

The Management Board shall, by 30 November of each year, adopt a single programming document
containing Europol’s multiannual programming and annual work programme, based on a draft put
forward by the Executive Director, taking into account the opinion of the Commission and, as regards the
multiannual programming, after having consulted the Joint Parliamentary Scrutiny Group (JPSG).

# 1 RERIORTRINEB SO B RO E T2 BRI ANVRNZ A EE B R
FETHEENT, Buropol I3, MV IE S UIRMATRHEST D,

Where the Management Board decides not to take into account the opinion of the Commission referred
to in the first subparagraph, in whole or in part, Europol shall provide a thorough justification.

55 51 2555 2 TH(O) ZHE- T IPSG AR S - FHD VTN EE I AN S TEE &
BENRETHEET, Europol 13, EHVRIE 4 LARMA$24E3-5,

Where the Management Board decides not to take into account any of the matters raised by the JPSG in
accordance with Article 51(2), point (c), Europol shall provide a thorough justification.

B S HBEDCED PRSI A%, EEER AR, B, INEES MOV IPSG (2L, [FINCEZ
LIRESE RN

Once the single programming document has been adopted, the Management Board shall forward it to the
Council, the Commission and the JPSG.

ZAFRERHENE, B, WS H DR R M OSBRI TR @, HEfGH R B Bz £ 2,
ZAEERTEN, ZAEETREK O EGFHEZ &0, EFHEL EDD, ZAELFHET, 5=k
OVERHEBIE OO BIFRIZ B9 2 I N Buropol OO HEIS A7 HAAFFE AR oD 5E)
%é\&)éo

The multiannual programming shall set out the overall strategic programming, including the objectives,
expected results and performance indicators. It shall also set out the resource planning, including the
multiannual budget and establishment plan. It shall include the strategy for relations with third countries
and international organisations and Europol’s planned research and innovation activities.

ZAFRER TN, HEEREV R I Sl -~ TEES L, 200, ZNNET e L1, SNEHIR A O
HERHMBORRI S Ty 7T —hab, ZNHOFHEORRIL, THAETREEIE, RE
JED BAFEFEMESERHBO T RS LD,

The multiannual programming shall be implemented by means of annual work programmes and shall,
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where appropriate, be updated following the outcome of external and internal evaluations. The conclusion
of those evaluations shall also be reflected, where appropriate, in the annual work programme for the
following year.

3. HUEREEEENT, B0, IS NA R R OME B T H 12 o TSNS, HUE
FEVEER R, TEB S — 20 TR ONER RO ERN A, BT AIEEH0
SR ONC A DIEBNEI 4 CHNB T U NRIRIRD Forb ah 5, BUHERE(EEE s,
SR L — EMEDBHLOLT 5, BURIEIEEEENT, BT L <, JBISh, 2
FHUET T BIRSVS% IR 2,

The annual work programme shall comprise detailed objectives, expected results and performance
indicators. It shall also contain a description of the actions to be financed and an indication of the financial
and human resources allocated to each action, in accordance with the principles of activity-based
budgeting and management. The annual work programme shall be consistent with the multiannual
programming. It shall clearly indicate tasks that have been added, changed or deleted compared to the
previous financial year.

4, BUFEREVEEG MBI BRI RITHT 7280553 Buropol (2B S CThN-EX1T, EEHERES
1L, O HFERE G HEAUGTT D,

Where, after adoption of an annual work programme, a new task is assigned to Europol, the Management
Board shall amend the annual work programme.

5. HUREEEERTRIO RS RUGTIE, SpI0 BARREVESER MmO BRI ZIE M TR ek (AL Tt
L TEIREN D, EEZERIT, KEISHL, HAERE/EER HBiD/ MIBTRUETEATO MRS
FAELAGD,

Any substantial amendment to the annual work programme shall be adopted by the same procedure as
that applicable to the adoption of the initial annual work programme. The Management Board may
delegate to the Executive Director the power to make non-substantial amendments to the annual work
programme.

BB F BERRROBRRUTHER
Article 13 Chairperson and Deputy Chairperson of the Management Board

1. EEREERT, BIEHEEO 180 H iHEE ATRIL CUEHL 7= 3 D EORERRIEY V—7 D Fh5, i
EMOBRBEL RIS, #ENORRERL, FIFEOHEIIMGTS 18 2> HOMFN, 7
W92, 72720, YEOFOBREFITEFERELEL COMHANDOUDRDRAZIV T, #REE
TITRREREOEEZESERB LU COMMINE T E/RDLEE, T eI, BERICHE
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FIIFRRREDIEIINHE T &2 D,

The Management Board shall elect a Chairperson and a Deputy Chairperson from within the group of
three Member States that have jointly prepared the Council's 18-month programme. They shall serve for
the 18-month period corresponding to that Council programme. If, however, the Chairperson's or the
Deputy Chairperson's membership of the Management Board ends at any time during their term of office
as Chairperson or Deputy Chairperson, their term of office shall automatically expire at the same time.

2. EREMOERERD, EERESOWKED 3 770 2 DX I0#TIND,

The Chairperson and the Deputy Chairperson shall be elected by a majority of two-thirds of the members
of the Management Board.

3. EBEIMEE T L DOFFEE BT I ENTEIRNEXNTL, I E I AT, HEIRICREIRERC
FoTEEMZ DD,

Where the Chairperson is unable to carry out his or her duties, he or she shall automatically be replaced
by the Deputy Chairperson.

FUE BEERROS
Article 14 Meetings of the Management Board

L BRI, EEEZERORAZHETD,
The Chairperson shall convene the meetings of the Management Board.
2. KB, EEEEROFRIISINT D,
The Executive Director shall take part in the deliberations of the Management Board.

3. EEEERT, DradEbE 2 IEIODL%“/K\E\%%O Mz T, EEREAT, EEEERDH
0)%’1%?5 ZENFFRINEREE SO EH IV LUITEEZESOBRE DKL 3 50 1
FEICED, 2AEL D,

The Management Board shall hold at least two ordinary meetings a year. In addition, it shall meet on the
initiative of its Chairperson, or at the request of the Commission or of at least one-third of its members.

4. EEERERY, YHOFOERIPFRECE > Tl ChELEE, FEEL WA T —r3—L
LR éEl DEEITHIE T 52 RKeD15D,
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The Management Board may invite any person whose opinion may be relevant for the discussion to
attend its meeting as a non-voting observer.

JPSG @ 2 #DORFET, LT DOBAGHIRIEDG L FANE TR T D720, ELIRNAT =
—&LUT, EEEEROF 2 RIOmERAITHFE 522 RkdbD:

Two representatives of the JPSG shall be invited to attend two ordinary meetings of the Management
Board per year as non-voting observers to discuss the following matters of political interest:

(a) AIFEEEDH 11 588 1 HOW R T MG SIS ERRE &
the consolidated annual activity report referred to in Article 11(1), point (c), for the previous year;
(b) WEEEDH 12 S-S B FHESCE R OFER TR

the single programming document referred to in Article 12 for the following year and the annual
budget;

(¢) JPSG DERINZLOEFELELE
JPSG written questions and answers;

(d) FIBHRL OV == 7 IR H FIE,
external relations and partnership matters.

HEERESNE, IPSG ORFELHIZ, 5 1 BIEIORT 2SI GRESNAREZOMOBIR
HIRED B FIEA T ELAFD,

The Management Board, together with the representatives of the JPSG, may determine other matters of
political interest to be discussed at the meetings referred to in the first subparagraph.

EEREROMKEL OREE, EEEEROFHHANAE, AL, BiEEFx
MR OB 2152,

The members and the alternate members of the Management Board may, subject to its rules of procedure,
be assisted at the meetings by advisers or experts.

Europol (%, MEEZERIIKIL, S5 mateftd 2,
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Europol shall provide the secretariat for the Management Board.

B 15& EERRAROETIRE
Article 15 Voting rules of the Management Board

511 5556 1 D@ M ONb), 55 13 5556 2 16, 57 50 54550 2 16, 57 54 5550 8 TRIFONCES 64 5%
T HZ L7204, EERE AT, TOMRBO ML, FEE1 T,

Without prejudice to points (a) and (b) of Article 11(1), Article 13 (2), Article 50(2), Article 54(8) and
Article 64, the Management Board shall take decisions by a majority of its members.

FABRREIT, 1 ZROBEEOHENZ G0, BEES OB VRO E T, R3OS
VX, AR T DEREEDOMER AT D MR 2 b,

Each member shall have one vote. In the absence of a voting member, his or her alternate shall be entitled
to exercise his or her right to vote.

REIL, BERIBINLTI570,
The Executive Director shall not take part in the vote.

HEEZESOFHHANT, LEISCT, KOMBRRREOTR, Lvbir, HOME
DIBNORERLE DA O ITATE) LSS S R ONE R D E T ED B,

The Management Board's rules of procedure shall establish more detailed voting arrangements, in
particular the circumstances in which a member may act on behalf of another member, and any quorum
requirements, where necessary.

#2281 RE
Section 2 Executive Director

E16& REDRH
Article 16 Responsibilities of the Executive Director

1.

FHIE, Europol Z = HE 2, /2T, HEFRERTHU TRIARTZ A,

The Executive Director shall manage Europol. He or she shall be accountable to the Management Board.
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BRINZE SOMER IR EE B SOMEREIT 52872, KBIE, HE 3L DFS D%
THZRBWTIHNIL THODBEDEL, 53D, WIS RBBIRF E- 132 WA ORIRR 6L ChFal%
RO TIRBT, W IVRDBIRFEI I E NI DA ST THRB720,

Without prejudice to the powers of the Commission or the Management Board, the Executive Director
shall be independent in the performance of his or her duties and shall neither seek nor take instructions
from any government or any other body.

PR FI IPSG 13, EEICKIL, M3 DR DA TIZBAL CiiE -2 2 &2k is
ZDO

The Council or the JPSG may invite the Executive Director to report on the performance of his or her
duties.

B, Buropol DL LOREE THS,
The Executive Director shall be the legal representative of Europol.

FEEIE, ZOHRAINZE~T Europol (ZEW 4 THIZIKES, L0lT, LLFOEIB0OREE DS
2B oEE B

The Executive Director shall be responsible for the implementation of the tasks assigned to Europol by
this Regulation, in particular:

(@) Europol ™ H % DITEL;
the day-to-day administration of Europol;
(b)  Buropol DNEMEIEDORREICEAL, #EZEERI TG THREETTH L ;

making proposals to the Management Board as regards the establishment of Europol's internal
structures;

(© EEZRBRTI > THIRSNIGRER T DL,
implementing decisions adopted by the Management Board,;

(d) 512 FORT B FHESGERA U528, IONZ, FIINEES KON IPSG DO E A,
HEHA R 1%, TEEEB AL CEDORERHTD2L;
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preparing the draft single programming document referred to in Article 12 and submitting it to the
Management Board, after having consulted the Commission and the JPSG;

SAEFE I ONBAE R HlA F2E A2 ) Y, FRDOEECEAL, EEEE S
WXL CHE 9528,

implementing the multiannual programming and the annual work programmes and reporting to the
Management Board on their implementation;

FREFHBIOF 110 S4I0EW, BREFHHRIK OO B DJERSEA AN 5729
TP AE S SIS gl T R N

preparing appropriate draft implementing rules to give effect to the Staff Regulations and the
Conditions of Employment of Other Servants in accordance with Article 110 of the Staff
Regulations;

Europol D{EENZ BT DA SIVAFRBEEREME{TT D28, MO, BRZG5720,
EERERITHL, ORI 528,

preparing the draft consolidated annual report on Europol's activities and presenting it to the
Management Board for adoption;

INFREA R 2t L I TN A S 2 M O I EORER, IFONZ, OLAF A U8 EDPS
AR L DA R S = K OV C St i g D TEhR HlA Y35 28, OIS, B
INFESTHUTUE 1T 2 B OSERZR BRI QIEMIIINC, PRI ZEIL TH
o N

preparing an action plan following up conclusions of internal or external audit reports and
evaluations, as well as investigation reports and recommendations from investigations by OLAF and
the EDPS, and reporting on progress twice a year to the Commission and regularly to the
Management Board,;

FEIRTT 2%, T5HM OV VLIS DA B & i1k 9D T2 O RS EA 35 22120,

OLAF D EORREEHEREWNT DT E72<, FIRVRRRRITIY, FTe, TEmES TR DR
ST EZINESHNONRE T T8I0, WS, ZhasiEtlab iy, 52
BIHITHY, HBIRTTHO>SIENDHATE OB O EfilEE R 22y,

RIEES OB EORRS AR 528 ;

protecting the financial interests of the Union by applying measures to prevent fraud, corruption and
any other illegal activity and, without prejudice to the investigative competence of OLAF, by
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effective checks and, if irregularities are detected, by recovering amounts wrongly paid and, where
appropriate, by effective, proportionate and dissuasive administrative and financial penalties;

Europol D7=$hMNERFYLARERIHEIIE Y 028, KO, SRREASDT-0, HEZ
BRI, TOFEERT DL,

preparing a draft internal anti-fraud strategy for Europol and presenting it to the Management Board
for adoption;

EEZREROMRLE L O BRI DF AR DB LE K OVE RO T30 O I BUE 2% 1
i 22, WONS, BHRERDT0D, EERERITHL, FEREIERTHIL;

preparing draft internal rules for the prevention and management of conflicts of interest in respect of
the members of the Management Board and presenting those draft rules to the Management Board
for adoption;

Europol | Zii# H FTREZ R B IR 254 el 552 & ;

preparing draft financial rules applicable to Europol;

Europol D A O PSR G4 Wl 975 Z L7 ONT Buropol D 1A S5 T 524

preparing Europol's draft statement of estimates of revenue and expenditure and implementing its
budget;

HERESOREOWHICIW CEEZBSOMRE AR T 5L,
supporting the Chairperson of the Management Board in preparing Management Board meetings;

FUIRLFID ZE DT O DERNIE SO M OS85 = EOBSEEHEO L ZBL, #E
ZERTHL, EHRN R 528 ;

informing the Management Board on a regular basis regarding the implementation of Union
strategic and operational priorities for fighting crime;

(0a) HEEZERITKIL, RIFIDBREL ORI TEA LI TR E2EE 028,

()

informing the Management Board of the memoranda of understanding signed with private parties;

ZOANZE D FRELISNDORRES a2 T3 D2 8,
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performing other tasks pursuant to this Regulation.

91



Fe MR 11455 (2026 4E5 H)

SFIVE fREONE
Chapter IV Processing of Information

F17E ERR

Article 17 Sources of information

1.

Europol 1%, UL FDOEZ AN DS RO A2 AT 5
Europol shall only process information that has been provided to it:
(a) LREMERIEIDEPNIER O 7 00, HERRIEDD ;
by Member States in accordance with their national law and Article 7;
(b) 2V EITHE, HINEEORRE, 55— M ONEEREEE S ;
by Union bodies, third countries and international organisations in accordance with Chapter V;
(© #HVEIIHE, RIFOBIRE KL UFND D,
by private parties and private persons in accordance with Chapter V.

Europol (X, AT —5%& 56, A2 —2 N OVABT — 5% G T e INRD I FH FTREZ R TR
NSO EAR TSR L R OERLATD,

Europol may directly retrieve and process information, including personal data, from publicly available
sources, including the internet and public data.

Europol 7%, FRINESDIEHSCE, EFRAVEHSCE R IEPERSGED T2V T, B
HEADIER AT L, EEEBAD TR AT A ETAIEPERS AT LSO T —L <D
2 —ESNT=T 7B REASFDMER A DEIFHIN T, Europol (3, DRSO B TDT DI E
7REEX, ZOIHRFEACIY, AT —2%2 50, IEHEARRUILOWERATD, ZDLH72RK
IEEOIEASCE, ERRA R EACCEF I IEPNEESCEOR A TR 1T, EbD L
LENZOHRNO R TED DIV HIEL DT 7 2 A K OFIHOHEZ D T D
W, Buropol {285 4G HA~D T 7B A K OEDORIAERIRT 5, DL/ R AT L~
DT 7 BRI, WIEIAG A2 72 Buropol BEIZGTL CTDIx, 132, MEZIRE OISO 70D
TeDITLEETH VDD IR EIRNIZ I N TD I, 52515,

In so far as Europol is entitled under Union, international or national legal instruments to gain
computerised access to data from Union, international or national information systems, it may retrieve
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and process information, including personal data, by such means if that is necessary for the performance
of its tasks. The applicable provisions of such Union, international or national legal instruments shall
govern access to, and the use of, that information by Europol, in so far as they provide for stricter rules on
access and use than those laid down by this Regulation. Access to such information systems shall be
granted only to duly authorised staff of Europol and only in so far as this is necessary and proportionate
for the performance of their tasks.

18 & FERLERERID BRY
Article 18 Purposes of information processing activities

1. 35O TEDLIZ Europol D HINDEERLDT- OB LFIFANIZ 33U YT, Europol 13, f#
NT —5% 50, THREERIAGD,

In so far as is necessary for the achievement of its objectives as laid down in Article 3, Europol may
process information, including personal data.

2. AT =L, BL IO BRIOTZDIZIRY, B GS:
Personal data may be processed only for the purposes of

(@) LUTOHELBETDREF RO MO GBI £ TN LSOO > &l %
Tl AL OMEG:

cross-checking aimed at identifying connections or other relevant links between information related
to:

() ML TAIZEIL T Europol (ZHRGGSHENROBH DI & FATLI- LR L
X EDITATAIIMAL - L5 b3, F2lL, TOI7MZEFI TAC LA IRk
APl

persons who are suspected of having committed or taken part in a criminal offence in respect
of which Europol is competent, or who have been convicted of such an offence;

(i) HREITRREL T Europol (ZHEEHMERODDITH T2 FAT DL T2 %45
T O FEDBGEE I BB AR S5 DB L TIFHET 58

persons regarding whom there are factual indications or reasonable grounds to believe that
they will commit criminal offences in respect of which Europol is competent;
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i AN U e R S L ANt S B

analyses of a strategic or thematic nature;

operational analyses;

SIENA %413 560% &9, #5E%IE, Europol, ZAVLIFMORRMEESO#RE, 5 —=F, EFS
FERE R ORI DO RHRE DN BT D IR A A R T DL ;

facilitating, including through SIENA, the exchange of information between Member States,
Europol, other Union bodies, third countries, international organisations and private parties;

AL BT O 7 1 = I,
research and innovation projects;

Europol @ HIOFEFHNIZH HFLTEE BAR T DRSS Lol S L CRilsivT
WAREEE FT I TA TR AR A ST TAE N BIL AR L TSRt T2 281280 T,
KO, ZeDENZ BT AIERO A OAERKE K& O Buropol | 233 DA R 29
HZETBWT, MREOEERIOISU T, MkEE kT 528,

supporting Member States, upon their request, in informing the public about suspects or convicted
individuals who are wanted on the basis of a national judicial decision relating to a crime that falls
within Europol’s objectives, and facilitating the provision by the public of information on those
individuals to the Member States and Europol.

2 THOWR T 35 O Hro BN 720 OB T, 25507 0y =/ NZE> T T

éifb, ZTORFNZEIL T, LU FOfERODZ i @S G

Processing for the purpose of operational analyses as referred to in point (c) of paragraph 2 shall be

performed by means of operational analysis projects, in respect of which the following specific safeguards
shall apply:

(@)

ECOEE 7 o= NCEIL, BB, BED B, [HAT —2 DL T —4 1
TROBI, BANE, SEHFAZEO I, WO, BIRT D7 —2 D7 7R, Bk OFHD
HETEWD, D30, EEZEES N OVEDPS ICHL, S0 a5,

for every operational analysis project, the Executive Director shall define the specific purpose,
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categories of personal data and categories of data subjects, participants, duration of storage and
conditions for access, transfer and use of the data concerned, and shall inform the Management
Board and the EDPS thereof;

(b) AT —FIZ, FEESNIES T 1Y =7 b BRIDTZDIZ IR, INEES I UMEEX
AUFD, NT =2 DBUDZER 7 0 =/ N2> Tk TG ZEN BN
TeEEL, SRAEAT — 2 ORID HHNZ XD T, ZDI572500 B AN KD A
THOPOEBFIITHY, 7>, ZDOMIENT —Z D@D T TED LI DG 7 0 =2
MIHEHSIVORESRELE AL CODHEIFANIZIRD, FFAShD;

personal data may only be collected and processed for the purpose of the specified operational
analysis project. Where it becomes apparent that personal data may be relevant for another
operational analysis project, further processing of that personal data shall only be permitted insofar
as such further processing is necessary and proportionate and the personal data are compatible with
the provisions set out in point (a) that apply to the other analysis project;

(©) HRRAZTTIREIZIRY, W77 0y =/ b T — 2T VAL KONV DT — 5% R
U155,

only authorised staff may access and process the data of the relevant project.

Europol OFAAFICEHAT DT 0 =7 D BT DO T B/ b X, M E R
DI=DODENT —HZDOUER X, Bl EFSI- B US55 > Europol OFAAFZEEHL
WO T 1 =7 MOERRZ I N TO RS, 7>, 55 33 Sk a i),

If necessary to achieve the objectives of Europol’s research and innovation projects, the processing of
personal data for that purpose shall be carried out only in the context of Europol’s research and innovation
projects with clearly defined purposes and objectives, and shall be in accordance with Article 33a.

552 ROV 3 TR B, 2RO CED DI T — XD L A 8L C
FhtiZi15, Europol 1, ZDOUPRSERS A E 2 SCEAL T2, £ OSCENY, Z ONEEEER O
MARRRET D BRIDT=OIZ, FHEITSUT, 7 —2 RT3 %O EDPS 2SHITEAIOICS
b,

The processing referred to in paragraphs 2 and 3 shall be carried out in compliance with the data protection
safeguards provided for in this Regulation. Europol shall duly document those processing operations. The
documentation shall be made available, upon request, to the Data Protection Officer and to the EDPS for
the purpose of verifying the lawfulness of the processing operations.

55 8 S5 4 TH, B 18 SRER 2 TH(e), £ 18 Sra ZWHT DT LA UV 26 2655 6 T c 1Tk T —
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SREREHT 2270, HNT —Z DZEMDAHDT-81Z Europol DA77 hMEHISI, 7>
2, Buropol 23D T —HDNENDT 7B A%H T 72N EEX, ARG 2 TAO HIIODT8DIZIY
SN OWEESASDIEN T —Z OFFRNG QN 43400500 7 — A DS AU OIS G
RO 7T —F RO, BT O THIESILL,

Without prejudice to Article 8(4), Article 18(2), point (e), Article 18a, and data processing pursuant to
Article 26(6c), where Europol’s infrastructure is used for bilateral exchanges of personal data and Europol
has no access to the content of the data, categories of personal data and categories of data subjects whose
data may be collected and processed for the purposes of paragraph 2 of this Article are listed in Annex I1.

Rz e OBRF2OHIRIEU) 2018/1725B D55 73 S0, Buropol 1, #4125 A FIRE R
LI, Do, FATRELHEIFANT, BIKE T O YIRS B2 D8O 7 — 5 FAREBIR T 58
NT =2 DRI XA AT,

In accordance with Article 73 of Regulation (EU) 2018/1725 of the European Parliament and of the
Council ®, Europol shall, where applicable and as far as possible, make a clear distinction between the
personal data that relate to the different categories of data subjects listed in Annex II.

Europol 1%, £D X727 —47% Europol DRI & TS ThHED G, KO, W75 5,

52 ORI EDBRIDT-D THLODEHNTT 5 BN, —RIT —2 % R4S
5o ZDIHT —HDWERDOT= D DMIRIY, BihT —X D ED 6 Azl Tdeb/s
v,

Europol may temporarily process data for the purpose of determining whether such data are relevant to
its tasks and, if so, for which of the purposes referred to in paragraph 2. The time limit for the processing
of such data shall not exceed six months from the receipt of those data.

ARG 2 TZE DT — 2 ORNBEDHNZ, HANT —Z DA 5 TS FL QD)W
95 HIIDBDT= DI T B2 &1, Europol 13, 4GRS 5 TZHESC Europol 23K Z AL
BT ATOT =2 oGl U CEiET —# & OG22 LI585 50, H17 545 1 H KL
OV 2 T2 J5 C Europol {2k CHREIESAUIAAB AT — 5% — I RUBRLASS,

Prior to the processing of data pursuant to paragraph 2 of this Article, where strictly necessary for the sole

3 ERIEEOREE, MR, TR ORI AENT —Z ORI 5 HIRADIRGEN VDT
— D HFEDIR BN RS, IONZ, FAEC) No 452001 K OVEE No 1247/2002/EC ZBE1ET 2K

PSSO 2018 4E 10 [ 23 HOBIHIEU) 2018/1725 (OF L.295,21.11.2018, p. 39).

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No

1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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purpose of determining whether personal data are in compliance with paragraph 5 of this Article, Europol
may temporarily process personal data that have been provided to it pursuant to Article 17(1) and (2),
including by checking those data against all data that Europol already processes in accordance with
paragraph 5 of this Article.

Europol (%, 7% —%47* Europol ™ HHIDHIFHNIZEHHZE% Europol 23T DRERND 18
A ETOMM, F203, EXESNARIFTHBW L, AR50 HIIOT-DIZEL72 IV R
VWAL, 26 1 BRI T AT — 2 & /U2, Buropol (%, EDPS (ZxfL, 4> COEHRKID
ERA T 5, 5 1 BIEICEDT — 2RO REWINE, 3 4£THD, TOI7ENT —4
1%, o7 —2EHEE oS IREED SRS D,

Europol shall process personal data pursuant to the first subparagraph for a period of up to 18 months
from the moment Europol ascertains that those data fall within its objectives or, in justified cases, for a
longer period where necessary for the purpose of this Article. Europol shall inform the EDPS of any
extension of the processing period. The maximum period of data processing pursuant to the first
subparagraph shall be three years. Such personal data shall be kept functionally separate from other data.

AT 1 MBI EAT —F038 5 BAESFL CVRUE Europol 235am i 5L X1,
Europol [, M45%7 —XZHIEL, 7>, TAMNEKRL X, YHRSN T —2 O
WXL, Lo ~<<EEd 5,

Where Europol concludes that personal data referred to in the first subparagraph of this paragraph are not
in compliance with paragraph 5, Europol shall delete those data and inform, where relevant, the provider
of those deleted data accordingly.

HERERT, EEDDOYRRICIE S CH#HEL, EDPS DO A =14, 7>, FiHl
(EU) 2018/1725 D 71 FRAR T FAF RN IEIZEE LT _EC, ARSGEH 6 L O 6 THa Il
IR T —ZOBREBHET D5, LD, LD T =X ORI, NS0T —H~DT Y
TAKOENSOT —Z ORI NCE DLH72T —Z OFte AT L OHIBRO HAZ B2
KO BAZTED D, EDOHIUT, A 6 XU 6 T a O CED LAV WAL T
AN

The Management Board, acting on a proposal from the Executive Director, after consulting the EDPS
and having due regard to the principles referred to in Article 71 of Regulation (EU) 2018/1725, shall
specify the conditions relating to the processing of the data referred to in paragraphs 6 and 6a of this Article,
in particular with respect to the provision of, access to and the use of those data, as well as the time limits
for the storage and deletion of such data, which shall not exceed those set out in paragraphs 6 and 6a of
this Article.

EEHZEERE, EDPS Db RIEH AR %, 55 11 25565 1 QI8 AR 2 THOHTF|
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ST YD T3 OO BT T= O D Fg D A 2 BIRE D HIE I ER A LD~ £
NG AN

The Management Board, after consulting the EDPS, shall, as appropriate, adopt guidelines further
specifying procedures for the processing of information for the purposes listed in paragraph 2 in
accordance with point (q) of Article 11(1).

B 185 a LREETOZRETHEAT—2DONE

Article 18a Processing of personal data in support of a criminal investigation

1. Europol @ HMD D I8 DI THORFEDSLSHEAD SARD T DI ET2GA1T
BT, LUFOEAIZIE, Europol 1%, B T O FFCHIPESI RO T —Z FREBHRL A2
ENT — 2 A5 :

Where necessary for the support of an ongoing specific criminal investigation within the scope of
Europol’s objectives, Europol may process personal data that do not relate to the categories of data
subjects listed in Annex I where:

(a) AERKIE, EPPO ¥/2i3 Eurojust 23, 55 17 2855 1 HH(a) £/ (b)IZ&> T Europol (2L TH#E
BT —HEHEL, 730, LUFOWT N L > TERERE % 952 &% Europol {Zxf
LCERET 250

a Member State, the EPPO or Eurojust provides investigative data to Europol pursuant to Article
17(1), points (a) or (b), and requests Europol to support that investigation:

() 518 55 2 TN LA IHTIZ I s F %
by way of operational analysis pursuant to Article 18(2), point (c); or

(i) BPMAITHDOBEEIZIEA LSO BNT, 5 18 5555 2 TH@IZLDIRAIZ
J0;

in exceptional and duly justified cases, by way of cross-checking pursuant to Article 18(2),
point (a);

(b) Europol i, 25 18 555 5 THATESFL QU VR MEANT —X 2B 57 L7, Yakiiiro 3L

PRZTIUNT, 55 18 5555 2 LA DFER T E/I 356 18 5555 2 TH(a)l 2L D PR A& S0
HZENARETII RN S 235,
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Europol assesses that it is not possible to carry out the operational analysis pursuant to Article 18(2),
point (c), or the cross-checking pursuant to Article 18(2), point (a), in support of that investigation
without processing personal data that do not comply with Article 18(5).

55 1 BRI FHlOFEFIE, Europol 235 1 RIBI I~ 84 S5 LA K2 DB
RS UL OMEBRIED 7212 EDPS IZRIL Csfan s,

The results of the assessment referred to in the first subparagraph, point (b), shall be recorded and sent to
the EDPS for information when Europol ceases to support the investigation referred to in the first
subparagraph.

51 1 BIBR@I NI HEEREDS, Mz E O H rTREZ2EPNED NICRBT 5 Tt Bt
R OB e T8 | TR T TR O E DS D 1 CF — X AR AR
D37e7eHlEE, ZFOREERIENE, Buropol [ZXL, H#i&3 5,

Where the Member State referred to in paragraph 1, first subparagraph, point (a), is no longer authorised
to process the data in the ongoing specific criminal investigation referred to in paragraph 1 in accordance
with procedural requirements and safeguards under its applicable national law, it shall inform Europol.

EPPO %7213 Eurojust 73, Europol |25 THIALT — XA 4L Tsh), 70, BRME ALK OVE
PIED TIZI8W VTR rTaEZ e Ffoe O BYH K OB > TEA TH O 1 B R R
DILSHEED HTFT — A NIRT DHER) 2 <72 5L E1E, EPPO %7213 Eurojust (%, Europol |2
XL, 18G5,

Where the EPPO or Eurojust provides investigative data to Europol and it is no longer authorised to
process the data in the ongoing specific criminal investigation referred to in paragraph 1 in accordance
with procedural requirements and safeguards applicable under Union and national law, it shall inform
Europol.

Europol (%, HFIUIREAD 7D TR 1 THE 1 BIH@II e Tt — 2 DMl
FTRORFEDILIEERA Europol 23 3E T DHIRINIZISUNT, 20, Yikilids i+ 5 H1
DT=DITERD, 5 18 5550 2 THITE > T T — 22 PRLASS,

Europol may process investigative data in accordance with Article 18(2) for as long as it supports the
ongoing specific criminal investigation for which the investigative data were provided in accordance with
paragraph 1, first subparagraph, point (a), of this Article, and only for the purpose of supporting that
investigation.

Europol %, YilAT — X DA D EEHZLY, HIF OIS ERRO BT, [FRMEL
ONBBRRTREMAMECR T2 HINODTZ0IZ, 730, Mi%T —# RIS - RED LI AT 2 B
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T DU FOFHDHEITU CODHIRINIZIRD, 55 1 B 1 RIF @It TRty i
— & S O34T —4 D Buropol DRUUHERERA, 5 3 D CED DAV ABEHEA L CRogk
LSS,

Europol may store the investigative data provided in accordance with paragraph 1, first subparagraph,
point (a), and the outcome of its processing of those data beyond the processing period set out in paragraph
3, upon request of the provider of those investigative data, for the purpose of ensuring the veracity,
reliability and traceability of the criminal intelligence process, and only for as long as the judicial
proceedings concerning the specific criminal investigation for which those data were provided are
ongoing.

%1 IHF 1 BE@I R AT — 2 ORI, F203, TOIRMEORIEAS T, BETS
TR EE D155 EO TR I TL U \Zﬁ%ﬁﬂzl L, I ORISR H5p %
[EHEME R QMBI ATREMEZ MEPR 775 B D T=8012, 7>, B I 23L5R A B35 k.
TS MEZRNDOREREIPIZ I T TL TS IFIPNIZERY, Buropol 1ZX1L, %@E’Eﬁ?‘~&
K O3%T —4 0 Buropol DERTORERA, 55 3 HOH CED BV AERA % TRl
BT DA ERE LSS,

The providers of investigative data referred to in paragraph 1, first subparagraph, point (a), or, with their
agreement, a Member State in which judicial proceedings conceming a related criminal investigation are
ongoing, may request Europol to store the investigative data and the outcome of its operational analysis
of those data beyond the processing period set out in paragraph 3 for the purpose of ensuring the veracity,
reliability and traceability of the criminal intelligence process, and only for as long as judicial proceedings
concerning a related criminal investigation are ongoing in that other Member State.

518 4555 6 TH a O FIZBITAMANT —Z DUIRAE T A2 70K, BT O oSS
HID T —2 FAREBHR LR ME AT — 21X, DT —H LEHE BT IRRED MR-
D30, RS 3 TH, 55 4 THR OV 6 THO H DT I CTHM D LI ThHHE AL _BEM,
RBRSID,

Without prejudice to the processing of personal data under Article 18(6a), personal data that do not relate
to the categories of data subjects listed in Annex I1 shall be kept functionally separate from other data and
shall only be processed where necessary and proportionate for the purposes of paragraphs 3, 4 and 6 of
this Article.

EERERNT, REDDORRITEEASNWTE#L, 7>, EDPS b0 & R #-1%, #
TE R OV 4 TR TN T — 2 O N O B2 S0l H 28 5,

r‘z

The Management Board, acting on a proposal from the Executive Director and after consulting the EDPS,
shall specify the conditions relating to the provision and processing of personal data in accordance with
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paragraphs 3 and 4.

AL 1 TEROUEE 4 THIE, 55 25 5455 1 TH(a), O)bLIE(e)F2I35 25 S5 4 THa \ R T
Z[E) 5 Buropol (23U TIRIAT —# 2RI DIGATHY, 130, Ma%ss —EOENIFIFE
D FIZFBV N PTREZR Tt OB K OV BRI TS T AL SRS ORI 3 VTR —
ES Y%7 — 2% AF U282 44 LT, Buropol 2358845 1 E23 ok E B
DRFEDIIHEAN T 5T D HEH 0T OT DI 43455 =EA Buropol |ZxIL CTH#T —4%
AT AEAIT I THLIE SIS,

Paragraphs 1 to 4 of this Article shall also apply where personal data are provided to Europol by a third
country as referred to in Article 25(1), point (a), (b) or (c), or in Article 25(4a), and that third country
provides investigative data to Europol for operational analysis that contributes to the specific criminal
investigation in one or more Member States that Europol supports, provided that the third country
obtained the data in the context of a criminal investigation in accordance with procedural requirements
and safeguards applicable under its national criminal law.

BEN, 5 1 BITEICHES T Buropol [ZXfL Tt T — &4l 22X, 7 — (R
1L, EDNEEVREXT, EDPS (S CTEDZEZBEILISS,

Where a third country provides investigative data to Europol in accordance with the first subparagraph,
the Data Protection Officer may, where appropriate, notify the EDPS thereof.

Europol 1%, BT DAEREIZ 31T ARFEDILFHEAL O BSRIZIVNT, 55 1 BB R IEA
T =X DD A B TIEa ol TliZe W2 A RRRET 5, £DL57T —2 A
(ZHBIRTIEZRNCE, FT2Z, AR R DN REL TGRSV Z LD IKMEDMFE
9°5& Europol H3Erm 1T HEEE, Buropol 1L, EDOT —4ZWEEL CII7257, 2>, DT
— &R D,

Europol shall verify that the amount of personal data referred to in the first subparagraph is not manifestly
disproportionate in relation to the specific criminal investigation in the Member State concerned. Where
Europol concludes that there is an indication that such data are manifestly disproportionate or were
collected in obvious violation of fundamental rights, Europol shall not process the data and delete them.

AL TSN AAT — 21X, YN T —2 DS RFE DT O SR
72D DOMEIRGAIZIRY, Europol (28> TT 7 BASID, ZIVBDEANT —H1Z, BRIMEEN
ZIRD, s,

Personal data processed pursuant to this paragraph shall be accessed by Europol only where necessary
for the support of the specific criminal investigation for which they were provided. Those personal data
shall be shared only within the Union.
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% 19 % Europol IZ&5RERDNED BB U T DO NEDHIFRDIRE
Article 19 Determination of the purpose of, and restrictions on, the processing of information by
Europol

1. Europol (ZU TlERASR 2 HERRIE, WSS oORERE, 55 =EE/ T EERERIE, 5 18 &
ZHE, MEZIEHAMBRSNDTOD 1 F IO HE e+ 2,

A Member State, a Union body, a third country or an international organisation that provides information
to Europol shall determine the purpose or purposes for which that information is to be processed, in
accordance with Article 18.

% 1 B ORI TEROPIE D FIRRZ S FL 72 72X, Europol 13, BRI 2IFHROHE
HELEEL, O IHREROBEITONZEDOTFRHBD B IO TSNS D |
FIEEO BERET DT80, T OEHE 5,

Where a provider of information referred to in the first subparagraph has not complied with that
subparagraph, Europol, in agreement with the provider of the information concemed, shall process the
information in order to determine the relevance of such information as well as the purpose or purposes
for which it is to be further processed.

Europol 1%, £ DMFROIEMANSEDINTT HZEDHAGREAFTTODHEIZIRY, TOEHA
fefsz BEITEY 0% A RIDTZOITIE AR 2,

Europol shall process information for a purpose different from that for which information has been
provided only if authorised to do so by the provider of the information.

95 18 S5 2 Ty R\ W (AN T B 70D I CHR RS -, 45 33 S a lThtW, 55 18 5
55 2 TH(e)D BHHIDT=8H1Z%, Buropol (24~ CALBES 1 USD,

Information provided for the purposes referred to in Article 18(2), points (a) to (d), may also be processed
by Europol for the purpose of Article 18(2), point (), in accordance with Article 33a.

2. FERKIE], BRINEAORARE, 5 —E M OVERRERNIE, Europol (ZxFL ClEHA TR DRI FS
VT, ZDNEROBHE, (mik, IHEEIIEEIZ T AL 0% 50, — e S £ 13 E B0
FIHZEY, ZONERA~OT 7 ADRIIRE 132 OIFHEFIA TELINTTHZEOHIRRE 5
RS, EDIFRDTRES AR ZE D L7 HIRO MBS AG e oTo A, End
F1X, Buropol [Z%fL, Lo~ 7%, Europol I, D XH72iilBREE T35,

Member States, Union bodies, third countries and international organisations may indicate, at the moment
of providing information to Europol, any restriction on access thereto or the use to be made thereof, in
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general or specific terms, including as regards its transfer, transmission, erasure or destruction. Where the
need for such restrictions becomes apparent after the information has been provided, they shall inform
Europol accordingly. Europol shall comply with such restrictions.

3. EEICIESESIDFHTISNT, Europol 13, ARDSHIF TREZR G HRIF) DAL 7 1EHD,
HERRIE], WRINEE O, 55 —E L ONERREERI b0 T 7 E ADIRE 32 OFIROHIRA
HFIH TR,

In duly justified cases Europol may assign restrictions to access or use by Member States, Union bodies,
third countries and international organisations of information retrieved from publicly available sources.

88205 Europol IZk>TREHFFSNI-TFHE~NOBHRERY Europol BI&IZ& 57 /£X
Article20 Access by Member States and Europol's staff to information stored by Europol

1. HERRIENS, ZORERREDENIER OV 7 5555 5 TEIZHE, 55 18 255 2 HH(a) L ONb)D BID 7=
OIHHEES - B TOIERA~DT 78256, 1130, TOMFRERRTED, ZOZHT, 55 19
2556 2 TR I CHINRZA R~ DRERRE, FOMEA O/, 56 =E K ONEBRSREOMHER 15
TUIRHR0,

Member States shall, in accordance with their national law and Article 7(5), have access to, and be able
to search, all information which has been provided for the purposes of points (a) and (b) of Article 18(2).
This shall be without prejudice to the right of Member States, Union bodies, third countries and
international organisations to indicate any restrictions in accordance with Article 19(2).

2. MEREN, ZOMRIEOEPNER O 7 555 5 HITHE, 55 18 55 2 HH(c)D BRIDTZDIZHE
HENTAEFRADFZEEDY 55270 L AT D FE 3 D2 7 72 A%t 0, ZDOZHIT,
5519 555 2 BTG T aA TR DR RE, RO hErE ORIk, 55— EF- I X ERSHEEAIC L -
THRSIZ DR ARG 5T Tl3ebrauy,

Member States shall, in accordance with their national law and Article 7(5), have indirect access on the
basis of a hit/no hit system to information provided for the purposes of point (c) of Article 18(2). This shall
be without prejudice to any restrictions indicated by the Member States, Union bodies and third countries
or international organisations providing the information, in accordance with Article 19(2).

%4 HVDOYE, Buropol 1X, FDTEHR Europol ~DIEILEDPTEIZHE, 3%4HVE LRI
RN IHSIUGDIONTT D FhcaBith 35,

In the case of a hit, Europol shall initiate the procedure by which the information that generated the hit
may be shared, in accordance with the decision of the provider of the information to Europol.

103



2a.

Fe MR 11455 (2026 4E5 H)

5518 556 3 T BT 0y =/ "OREEANIZISNT, 70, ZOBRIDHTEDS
HTABRNT —ZWEROHIE R V22 EREPRICARLC, FERIENT, 25 19 5556 2 TRICK > TS
IR BHIRB T A2 72K, 230, 55 18 4486 7 IR TE RO CEd b= T
BAZHEN, EBIO A Z 1T D ETRIDZFER D812, Buropol (25~ C, i#AIIS -
FREN U CIE SN EHAC T 7 B A AR C SN AT LA IR ELISS,

In the framework of operational analysis projects referred to in Article 18(3) and subject to the rules and
safeguards for personal data processing set out in this Regulation, Member States may determine
information to be made directly accessible by Europol to selected other Member States for joint
operational analysis in specific investigations, without prejudice to any restrictions indicated pursuant to
Article 19(2), and in accordance with the procedures set out in the guidelines referred to in Article 18(7).

[EPAITOE, 55 1 38, 552 MO 2 Ha |\ R HE, DL FOIREYIE 528, Bomd
LHZL, BETHILEROFRHET HTEE BINOTZDIZIRY, #EREIC > T 7 e 2SO
B RO EES NG

In accordance with national law, the information referred to in paragraphs 1, 2 and 2a shall be accessed
and further processed by Member States only for the purpose of preventing, detecting, investigating and
prosecuting:

(2) Buropol 2MHHSHENRAH O FHRE R T HIRED ISR KN,
forms of crime in respect of which Europol is competent; and

(b) PFEHESFSEARIE 2002/584/THAMD FCEDHIVTND L 7, ENLISNDOIZRED BRI
52'-%‘0

other forms of serious crime, as set out in Council Framework Decision 2002/584/JHA ©%.

FEDOEEIMERA 52 57 Europol TEUX, EORE D FHD Z TO T8O\ 2%
PIZBWN T 67 ST 572K, Europol (Z5» CABRSI-IEHRA~DT 78 A%,

Europol staff duly empowered by the Executive Director shall have access to information processed by
Europol to the extent required for the performance of their duties and without prejudice to Article 67.

3 IR OMERREROD S L THa BT 2002 426 A 13 H OFEFEFUHAIRE 2002/584/THA
(OJL 190, 18.7.2002, p.1).

Council Framework Decision 2002/584/JHA of 13 June 2002 on the European arrest warrant and the surrender
procedures between Member States (OJ L 190, 18.7.2002, p. 1).
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820 5 a BXMIREREDRER
Article20a Relations with the European Public Prosecutor’s Office

1. Europol I%, EPPO LDHIDERE7 R BHRAMEG L OMERFT5, YiZBHROIEEA NI ISUNT,
Europol XU EPPO (X, ZAUHEHVE VDTS M OVERIESHERRO#FHN T T8 %, D HBYD
7212, Europol & TN EPPO 1%, Buropol &2 TN EPPO D} 11DERZ ED CUWBIVEER Eafiih
ERAR

Europol shall establish and maintain a close relationship with the EPPO. In the framework of that
relationship, Europol and the EPPO shall act within their respective mandate and competences. To that
end, they shall conclude a working arrangement setting out the modalities of their cooperation.

2. FRAIEU) 2017/1939 D5 102 ZRZHE-T= EPPO 735D EEFEIZSEUC, Europol 1, TH#RET 1
DIAEARET DT LIS T, ZOFHAETRET D0 FEIUXLISNDN %9 %7)% EPPO 73
ETHFET, EPPO DA% IHEL KON EPPO L1195,

Upon request by the EPPO in accordance with Article 102 of Regulation (EU) 2017/1939, Europol shall
support the investigations of the EPPO and cooperate with it, by providing information and analytical
support, until the EPPO determines whether to prosecute or otherwise dispose of the case.

3. ARG 2 HD FIZERV T EPPO IZHL Tl a1t 3578, Europol 1%, 5 18 55 2 H(a),
BN C)D BIIDT=D T4z EPPO DOREHEIROFFINICHHIIRE RS 57 —4
SDOFEEDY GBI AT W BT DR T e A%, EPPO 3% DL TEDID
(T D7D DI R A COEZRTET D, TDEAEDHY /LU LD AT AL, H 19 58 1
T ORI TEROSRAEE DD 19 5556 2 T X > TR Ve b flRO 5T 52 E70<, 5%
EHODLGEIZINTD A, Europol (2L CEEIT 5,

In order to provide information to the EPPO under paragraph 2 of this Article, Europol shall take all
appropriate measures to enable the EPPO to have indirect access on the basis of a hit/no hit system to data
related to offences that fall within the EPPO’s competence, provided for the purposes of Article 18(2),
points (a), (b) and (c). That hit/no hit system shall notify only Europol in the case of a hit and without
prejudice to any restrictions indicated pursuant to Article 19(2) by the providers of information referred
to in Article 19(1).

U HVDOLFEIZINT, Buropol 13, 55 19 5555 1 IR T ZDOIEMOTRIEE OPEITHE,
D, ZOREEHNE AT DT —X M, ARG 2 T > CTHHES - E O 7Ok T
DHRIPHNIZIRY, ZDi%M4H0 % AR TR I SHSDH T2 D Tk Bilts 32,

In the case of a hit, Europol shall initiate the procedure by which the information that generated the hit
may be shared, in accordance with the decision of the provider of the information referred to in Article 19
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(1), and only to the extent that the data generating the hit are relevant for the request submitted pursuant
to paragraph 2 of this Article.

Europol 1%, FIHI(EU)2017/1939 D5 22 SN 25 4685 2 TR OV 3 TEICHE> C:YazdgR
ITAIZBIL T EPPO D3 ORSHENVAA THELASOIT - TA%, FlbeEive<, 2>, D
HROTIFN I - TZOHRINDE 19 5557 2 TIZE VRSNV Ve filRb T 52 87e<,
EPPO (Zxf L CHiEd 2,

Europol shall, without undue delay, report to the EPPO any criminal conduct in respect of which the
EPPO could exercise its competence in accordance with Article 22 and Article 25(2) and (3) of
Regulation (EU) 2017/1939 and without prejudice to any restrictions indicated pursuant to Article 19(2)
of this Regulation by the provider of the information.

55 1 BIFHO FZ3\V T Buropol 8 EPPO (24U THE 34 & X1, Europol 1%, 7L, BRT
DAERKEN SR L Clard 2,

Where Europol reports to the EPPO under the first subparagraph, it shall notify the Member States
concerned without delay.

WEAIR TAIZBIL T EPPO 3 DREHENRAA TSI T4 Z B3 D103, ZO A
D19 §:56 2 TUTED LLEHOF I B2 HBRAFRRLU 78 ARIED S Europol (25 T2
fEEAU72EEIE, Buropol 1, EPPO ITXIL, MaZHIIRAMFET DT LA @Al 220, BRI D
FRENZRTL CEDIEZ1%, BRI DRERKENT, HHIBU)2017/1939 D 24 5555 1 TR OV
4 TEA WS4 5728, EPPO DM CHEPATLVENT 5,

Where information concerning criminal conduct in respect of which the EPPO could exercise its
competence has been provided to Europol by a Member State that indicated restrictions on the use of that
information pursuant to Article 19(2) of this Regulation, Europol shall notify the EPPO of the existence
of those restrictions and refer the matter to the Member State concerned. The Member State concerned
shall engage directly with the EPPO in order to comply with Article 24(1) and (4) of Regulation (EU)
2017/1939.

%521 %& Eurojust, OLAF [Z&2 KU ETIAS 0 HHIDT-8(ZFRY BMES#FBRBIC S5 RU
VIS @ BN T=HIZ[RY VIS DIEFESIT-LBIZ&S, Europol [Z&>TERHRGESNI-IEHRAD
T7otR

Atrticle 21 Access by Eurojust, OLAF and, only for purposes of ETIAS, by the European Border and
Coast Guard Agency and, only for purposes of VIS, by the VIS designated authorities to information
stored by Europol
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Europol 1, 55 19 556 2 THIZHEV Y, HDIEMASRAEL QU VDAERIE, RRINGEEG ORI, 55— EF
T X ERHERE > TR ARSI W2 B HIRL T 52 L7, ZNBZENE OO
PIZHUNT, 26 18 555 2 THD(a), (b)) O ) HIID =D IS IE A~ D450 7%
WMLV AT I B DY 2T 72 2%, Burojust &XUN OLAF 7235 DZ &N TEHLIT
T BT DT & #T 5,

Europol shall take all appropriate measures to enable Eurojust and OLAF, within their respective
mandates, to have indirect access on the basis of a hit/no hit system to information provided for the
purposes of points (a), (b) and (c) of Article 18(2), without prejudice to any restrictions indicated by the
Member State, Union body, third country or international organisation providing the information in
question, in accordance with Article 19(2).

M BHVDOEE, Buropol 1%, ED1EHD Europol ~DOEEEDIRTEIZHE, 13D, ZDi%4dH0
ZAEREL QDT —4 28 Eurojust £721% OLAF ORGSO TOT-80 B FPAPIZBRY, %
Di%Xd 0% AR T D A SGD T D O Fia Blla 35,

In the case of a hit, Europol shall initiate the procedure by which the information that generated the hit
may be shared, in accordance with the decision of the provider of the information to Europol, and only to
the extent that the data generating the hit are necessary for the performance of Eurojust's or OLAF's tasks.

GLES

Europol 1%, ZOHRNDEE 19 S5 2 KA, BOTFHEAREL TOOHERE, BRMNEG O
ik, o5 —[EE I IERERI D RS R DHIRRL I A2 &7, ZOBIRIDE 18 54
2 Hi(a)D D TZDIHRPES I T —F D%V G272 L AT I T T D iR
727 72 A%, FHAIEC) No 767/2008 D HIIDT=8IZ VIS DFFESI YRt DTN TED
JNTT BT DO L TOwGV e iE AT D,

Europol shall take all appropriate measures to enable the VIS designated authorities, for the purposes of
Regulation (EC) No 767/2008, to have indirect access on the basis of a hit/no hit system to data provided
for the purposes of point (a) of Article 18(2) of this Regulation, without prejudice to any restrictions
indicated by the Member State, Union body, third country or international organisation providing the
information in question, in accordance with Article 19(2) of this Regulation.

VDY, Europol 1%, £ DIFHD Europol ~DIRHEFEDIRIEINE Y, £ D% R
LT iGBHA SIG LT O DFea Blhad %, TOII7LMFIIE, ZOREEHNZAERRL TS
T =475, VIS LBET% VIS DFRESH U 2 RO 2 24 T D7 DI LB iFAPIZBRY,
HAHSNFD,

In the case of a hit, Europol shall initiate the procedure by which the information that generated the hit
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may be shared, in accordance with the decision of the provider of the information to Europol. Such
information may be shared only to the extent that the data generating the hit are necessary for the
performance of the VIS designated authorities’ tasks related to VIS.

ARG 2 RO LA 7 BV, Lo~ D,
Paragraphs 2 to 7 of this Article shall apply accordingly.

Europol & TN Eurojust (%, AFEILRERRT, 1D, ZNHZNVENDILEOFFHANT, 5 18 5
5 2 TH@)DOHFTED LI HIIOT- OIS NI & TORFR~DT 7 BEA R OEDEEFEN
AIRE CHDOT LR T DNFERTLMELATD, ZOZEL, ZDIIRT —Z~DT A K
ORI B D HIRA fR 272D ORERKE], FRIMNE S ORRE, 5 —E R ONEFREEE D
MEREAATCI37e67, 220, ZOMANDHCED GV T —AREDRIHIN,

Europol and Eurojust may conclude a working arrangement ensuring, in a reciprocal manner and within
their respective mandates, access to, and the possibility of searching, all information that has been
provided for the purpose specified in point (a) of Article 18(2). This shall be without prejudice to the right
of Member States, Union bodies, third countries and international organisations to indicate restrictions on
access to, and the use of, such data, and shall be in accordance with the data protection guarantees provided
for in this Regulation.

1 O 2 TEICHE T IO, Eurojust 7213 OLAF (23 CRIF rlAE 2 1503
Europol | ZFB W TS VAFHRE A BT D0 S0 w72 BRI T-0OIZRY, FHusinsd,

Searches of information in accordance with paragraphs 1 and 2 shall be carried out only for the purpose
of identifying whether information available at Eurojust or OLAF matches with information processed at
Europol.

Europol 1%, DI/ PRERE A TT DN AGRSN-FH LU CHRESIVZEPERL R, (5E
K OMBHFAT ONZ Eurojust Bk 212 BE-21%#H% Eurojust 2>55HUSL, F7-, OLAF BREIZRET5
152 OLAF 2 OHUSL7-12IZRY, 55 1 TR OV 2 T e THERD RO HILD,

Europol shall allow searches in accordance with paragraphs 1 and 2 only after obtaining from Eurojust
information on which National Members, Deputies and Assistants, as well as Eurojust staff members, and
from OLAF information on which OLAF staff members, have been designated as authorised to perform
such searches.

{8 % OFATLBIFR T2 Buropol OIEHUEREEIOH, Buropol F7-134#RIENX, Burojust F721%
OLAF DITFIZHE, FRHE, 1h /) E7213 3RO B2 58595 X1, Europol 1%, Eurojust 7=
I3 OLAF (T, D BZi@rL, 1>, TONEHREARHIEL TODIREOREIHE Y, Z Dl
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WOIEFOTDDOFea BaT %, ZDIH72854, Burojust 7213 OLAF |, Europol 7575 5,
HEIT 2,

If, during Europol's information-processing activities in respect of an individual investigation, Europol or
a Member State identifies the need for coordination, cooperation or support in accordance with the
mandate of Eurojust or OLAF, Europol shall notify them to that effect and shall initiate the procedure for
sharing the information, in accordance with the decision of the Member State providing the information.
In such a case, Eurojust or OLAF shall consult with Europol.

ZE, EVERNRE, (U L ORIBEONT Burojust 1S4 5%, Eurojust XY OLAF (3,
5519 255 2 TEITHE, — AV RS BRSO HCRERKIE, IERINEE R, 25—
[ M OVEBSERE 2 o TR RS T 7 B AD IR 7 IR RO il EE 5,

Eurojust, including the College, the National Members, Deputies and Assistants, as well as Eurojust staff
members, and OLAF, shall respect any restriction on access or use, in general or specific terms, indicated
by Member States, Union bodies, third countries and intemational organisations in accordance with
Article 19(2).

Europol, Eurojust &2C8 OLAF 13, 5 2 HIZHE> TENENDMIE DT — 25 AU 4#%, Fio
13, B 1 TS TREEHVOREREL T, T — N RIEMECHIFDEN D IR 2 I 7 —
5 LRIFAISTUS DL IMENHES DL, FHALS, ZOZEZEHET 2,

Europol, Eurojust and OLAF shall inform each other if, after consulting each other's data in accordance
with paragraph 2 or as a result of a hit in accordance with paragraph 1, there are indications that data may
be incorrect or may conflict with other data.

FrE DI FTIRFED T 0 =7 MBS DA L TV 5[], Europol 73, BRMIEE
DB EORGRI 58 e 5-2 % PIREMED 8 D18 2 TR BN Lo TR T w1 L &1,
Europol 13, TOIFHRAARBEL7ABRIENZ L > TH 19 558 2 THIZI VRS R DR
PhiFHZL72<, OLAF (ZHIL, BT, Hili a1t I 2,

If, while processing information in respect of a specific criminal investigation or a specific project,
Europol identifies information relevant to possible illegal activity affecting the financial interest of the
Union, Europol shall provide OLAF without delay with that information without prejudice to any
restrictions indicated pursuant to Article 19(2) by the Member State that provided the information.

Europol 7% OLAF (ZxL T 1 BIFAD FIZBWCTiEda it I-54X1%, Europol 1, BRI 2
RERRIENRSL, 7S, JEETd 2,

Where Europol provides OLAF with information under the first subparagraph, it shall notify the Member

109



Fe MR 11455 (2026 4E5 H)

States concerned without delay.

H22 & BREICHLTCEANT 585
Article 22 Duty to notify Member States

1. Europol 1, 4 45 1 THb)NIHEW Y, FERIENCKIL, 72, £ ORERIEI LB T DG A EE
95, EDOIIERIEND, EOFRP I INOZEEER T D975 19 K2 TS DT
IR ARBTG5 EEIZ, Buropol 1%, DT 7B ARE ED QDD IFROFEIE D DR
FUBEENL, 7>, T HZ LI, 20RO HGEA KD D,

Europol shall, in accordance with point (b) of Article 4(1), notify a Member State without delay of any
information concerning it. If such information is subject to access restrictions pursuant to Article 19(2)
that would prohibit its being shared, Europol shall consult with the provider of the information stipulating
the access restriction and seek its authorisation for sharing.

ZDIIerE, TOIFMT, £ ORME IO ROAGIRUIIA SV TUIZRD20,
In such a case, the information shall not be shared without an explicit authorisation by the provider.

2. LW BT 7R ARIRIZHIS S, Buropol 1, AEMiIxd 22U T- BB BT HZ EOFRE
IZBUWTENDERIN L EE T D L&, MRREICKIL, 2N EBIRT DI w@E 5,

Irrespective of any access restrictions, Europol shall notify a Member State of any information conceming
it if this is absolutely necessary in the interest of preventing an imminent threat to life.

ZDII72YFEIZIUNT, Europol 13, ENEFRIRHZ, ZOMEROFIEFIIKRIL, ZOEHOIA
WZBILTIEEIL, 2>, Z DRI Europol D53 (24447135,

In such a case, Europol shall at the same time notify the provider of the information about the sharing of
the information and justify its analysis of the situation.
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BVE N——LDOBER
Chapter V Relations with Partners

S8 EFR

Section1 Common provisions

F235 HEFE

Article23 Common provisions

1. Buropol DWE% 154 T3 27D B2 #FHNIZ 35U VT, Europol 13, Ma%fiitko> BANZAEST
RIS ORERE, 55 —E0D 45, [ERSHE R ONRREIDBIRE L ORI INT, [/ BIRAAEEE
LA ORHERFC&ED,

In so far as necessary for the performance of its tasks, Europol may establish and maintain cooperative
relations with Union bodies in accordance with the objectives of those bodies, the authorities of third
countries, international organisations and private parties.

2. B9 55E 2 ZIAHIBRITIRLC, 52, 5 67 SRk 52 L7¢<, Buropol 1%, ZDXH721EH
43 Europol DRSO TIZ o Clikg 2 iAW T, AT —2 &R, ARKLE 1 -
| ORTETEARED BT TOERAEBAATHLASD,

Subject to any restriction pursuant to Article 19(2) and without prejudice to Article 67, Europol may
directly exchange all information, with the exception of personal data, with entities referred to in
paragraph 1 of this Article, in so far as such an exchange is relevant for the performance of Europol's tasks.

3. REIE, EERESICHL, 51 FEK O 2 THIZHE-TC Europol 2MEZL KL UNHERF 22 0% TiE
L QD7 1 BRI B I ON C BRI RS AT 2 D L 72 BIROD TR ZBIL , 8&
2o

The Executive Director shall inform the Management Board about any regular cooperative relations
which Europol intends to establish and maintain in accordance with paragraphs 1 and 2, and about the
development of such relations once established.

4. 1 TENROVE 2 O CEDLIVZ HRIDT=DIZ, Buropol 13, 5 1 TR IVEFIREDR T
VEER EARAEAGD, TOIVVEEREL, AT — X ORMA IR U eD T, 2o,
RIIEES 71 32 DR REZ AR T 72uy,

For the purposes set out in paragraphs 1 and 2, Europol may conclude working arrangements with entities
referred to in paragraph 1. Such working arrangements shall not allow the exchange of personal data and
shall not bind the Union or its Member States.
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Europol 1%, Z DD [F 4721254 TOT= DI ZMEETH DD LI ChAEIFINIZIB T, 2>
D, REDFHEFRHIHEN, B 1HITRIEEERDPOEAT — 2% B KOV BRLASS,

Europol may receive and process personal data from entities referred to in paragraph 1 insofar as
necessary and proportionate for the legitimate performance of its tasks and subject to the provisions of
this Chapter.

9530 555 5 AT HZ 72K, Buropol O HIO#FANIZH DILFEAERL I D2 L O e
BIHZLDTDITHETTHD»DZOBANHEI A THY, 230, BikT —#HBiss - B
DI=DOIZRR Y547 — 2 DB N D Z L7025 BD T ifhZ DRUFEDN G2 CNDYE, £ 0
BAIZIRY, AT —41Z, Europol 75, WINEL SO, 55 —E L OVERSEI L Tl
SND, BlisDT — 2R ED IS -8 X1 T, — 07 S K0 E 23R 55
RZIRL T, 2D &5708508 2 BL T RS RIED - ORI G A 52 TV VeV BRY, Europol
13, MEERREDRIEZ RS, TOLIRFEEL, WO THRIESES,

Without prejudice to Article 30(5), personal data shall only be transferred by Europol to Union bodies,
third countries and international organisations if necessary for preventing and combating crime falling
within the scope of Europol's objectives and in accordance with this Regulation, and if the recipient gives
an undertaking that the data will be processed only for the purpose for which they were transferred. If the
data to be transferred have been provided by a Member State, Europol shall seek that Member State's
consent, unless the Member State has granted its prior authorisation to such onward transfer, either in
general terms or subject to specific conditions. Such consent may be withdrawn at any time.

HERRIE], BRINEE SO, 26 =1F, [EFEEIFE/2I RO BIFRFE 1282 Buropol 23R4 DA
7 —ZDEAFT, Buropol 73 DHFHIDOIROAGEEH-2 T RUWIRD, FRikSn g,

Onward transfers of personal data held by Europol by Member States, Union bodies, third countries,
international organisations or private parties shall be prohibited, unless Europol has given its prior explicit
authorisation.

Europol 1%, fHAT —X D2 TCOBA BT Dt 2 5tik e OV D X722 BHROARIUZ B 3%
SRS DB T TR SN AT LA T T,

Europol shall ensure that detailed records of all transfers of personal data and of the grounds for such
transfers are recorded in accordance with this Regulation.

N MR EL CAFSN=Z DAL RER L, AEESITIRB720,

Any information which has clearly been obtained in obvious violation of human rights shall not be
processed.
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28 BATE0EE BEERU IR

Section 2 Transmission, transfer and exchange of personal data

24 & BMESOHEBI T HBEAT—HDIEE

Article 24 Transmission of personal data to Union bodies

1. BUSE CTHARMEA ORI IE 4725 TOT- DI L34 T — 2 DB TH DD Ll
I ChHHEEIT, ZDOWEIZIRY, Europol 1E, ZOMAIEAHIFRIZARL Th>ZOMRIOE 67 2:
ZWhFHZ L7, BRIEU) 2018/1725 D 71 5556 2 TEIHES TRRINEA OFRRHUAE AT
— R uARIET D,

Europol shall only transmit personal data to a Union body in accordance with Article 71(2) of Regulation
(EU) 2018/1725, subject to any restrictions pursuant to this Regulation and without prejudice to Article
67 of this Regulation, if those data are necessary and proportionate for the legitimate performance of tasks
of the recipient Union body.

2. AOERINES ORI HOENT — 2 DIRIEDO EEED, Europol (3, 27%5IDMMEE DA
RO TR RRET D, 55 1 BUIES TIEAT —Z OARED LI T L% Europol 73R
TE72UWEEIT, Europol 13, i T RME SO/ B ia Kb D,

Following a request for the transmission of personal data from another Union body, Europol shall verify
the competence of the other Union body. Where Europol is unable to confirm that the transmission of the
personal data is necessary in accordance with paragraph 1, Europol shall seek further information from
the requesting Union body..

ELEEIC CHOMIMNE GO/ L, AT —Z DIEED VBN MRRESIUSH LA MR T2,

The requesting Union body shall ensure that the necessity of the transmission of the personal data can be
verified.

3. HUSE THORMNESGORMM L, YeHENT —# Mz HIOTDIZIRY, 55 1 HED
52 ORI BAT — 222,

The recipient Union body shall process the personal data referred to in paragraphs 1 and 2 only for the
purposes for which they were transmitted.
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825 & BEERUVERMEICHT SEAT S20ORER

Article 25 Transfer of personal data to third countries and international organisations

1.

5519 46 2 HHFTH 3 I THRERSIZHIBRICIRL Thr o5 67 REIHITHIES,
Europol I, LA O NT 17 5f#EL LT, Buropol DIGSDIZA TOT- D% DIH7 e RHR WL
ThHHZERRMEELT, B =EORGHEIROH DY R E- I XEEHE XL, AT —42 %%
HRC&D:

Subject to any restrictions indicated pursuant to Article 19(2) or (3) and without prejudice to Article 67,
Europol may transfer personal data to competent authorities of a third country or to an international
organisation, provided that such transfer is necessary for the performance of Europol’s tasks, on the basis
of one of the following:

(@) FRAEU)016/680 D5 36 SRITHETHIRSI, ek =[H, Ui =EAOE L LAUT
1 BULITHEHOIEES VTP ET X 4O EEREEID 072 L ~ L O LR fe R L T
LT EAHEL TODIRRINZ B S0 TE (TH-7MEDHIE]) ;

a decision of the Commission adopted in accordance with Article 36 of Directive (EU) 2016/680,
finding that the third country, a territory or one or more specified sectors within that third country, or
the international organisation in question ensures an adequate level of protection (‘adequacy
decision’);

(b) BRMEA RO = FE - X ERERREEE ORI C TFEU D5 218 SRz d~ Thifss i, EAD
TTA N — R OFEARRI 2 HER & B HOPREIZBE 350070 e ez Fal T QU D [EI B
WhiE;

an international agreement concluded between the Union and that third country or international
organisation pursuant to Article 218 TFEU adducing adequate safeguards with respect to the
protection of privacy and fundamental rights and freedoms of individuals;

(¢) Buropol & 45455 = [E F/- | XEFFFERIL ORI CIRTE 2009/371/THA D 23 Z:124E5T 2017
5 H 1 BEOBRMSHRESI, AT —Z D578 QD e,

a cooperation agreement allowing for the exchange of personal data concluded, before 1 May 2017,
between Europol and that third country or international organisation in accordance with Article 23
of Decision 2009/371/JHA.

Europol |, £ D&I72 B ET 3 A3 ED e % S DT OATB DR B2 A LAGD,

Europol may conclude administrative arrangements to implement such agreements or adequacy decisions.
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REIE, EERERITAL, 5§ 1 H@IZ&D oMo HEE AL T DIENT — 2 O R
L/) L 3 ‘g‘éo

=

The Executive Director shall inform the Management Board about exchanges of personal data on the
basis of adequacy decisions pursuant to point (a) of paragraph 1.

[HIER]

2021 4F-6 H 14 HETIZ, BINZERT, 5 1 T I EICE FAVTVDERIE, 0o
o, TR BRI D SEE TIN5, BINEE AT, BONGES M ORI, ZDRE
TROFEFABREL, 730, TSR E T, FRHAITHIL, 5 1 O™ BB E DRk
DI=DOD A% Bt DT LA TKGRT HIREL RO DA AR LASD,

By 14 June 2021, the Commission shall assess the provisions contained in the cooperation agreements
referred to in point (c) of paragraph 1, in particular those conceming data protection. The Commission
shall inform the European Parliament and the Council about the outcome of that assessment, and may;, if
appropriate, submit to the Council a recommendation for a decision authorising the opening of
negotiations for the conclusion of international agreements referred to in point (b) of paragraph (1).

FIEDHEDR/RNEXT, HEZRESE, DLFOSEAIZBW T, H = EORGHE RO &2
LR L F T EREER et U TE N T — 2% s g5 2 &% Europol (kL TGRS :

In the absence of an adequacy decision, the Management Board may authorise Europol to transfer
personal data to a competent authority of a third country or to an international organisation where:

(@) IENHHRNODLERICED T, AT —H OO B T DY RN ED
HIVCND F

appropriate safeguards with regard to the protection of personal data are provided for in a legally
binding instrument; or

(b)  Europol 23, EANT —X DO L0 E & CORMAETHIL, 2>, [EAT —H Oz
T o L R MAAET DA O T,

Europol has assessed all the circumstances surrounding the transfer of personal data and has
concluded that appropriate safeguards exist with regard to the protection of personal data.

55 1 TBOFHINZIY, REL, BIECIEYESIDZRIHIIBNT, TOBERE T TR
BHRDLL FOWT NN THDHEET, =AM — AT, B =[EDRFHERDSH S Y iyl %
ERHEBEA T DB N T —Z ORI BN T —Z DI 7GR LA :

115



Fe MR 11455 (2026 4E5 H)

By way of derogation from paragraph 1, the Executive Director may, in duly justified cases, authorise the

transfer or a category of transfers of personal data to a competent authority of a third country or to an

international organisation on a case-by-case basis if the transfer, or the category of transfers is:

(@)

(b)

©

()

©

T —ZEREIZOMDEDEFDOREROUSEDT DI THS ;
necessary in order to protect the vital interests of the data subject or of another person;
T = Z RO IS oA L RS DT DI TS ;

necessary to safeguard legitimate interests of the data subject;

FERRIE F72 1358 = E DO AIEDOIREA T D 2L T RO IED T8O I ET
H5;

essential for the prevention of an immediate and serious threat to the public security of a Member
State or a third country;

il %2 DZEAZINT, LI T 4D IE, 1A, Fand LIEFmB R 1300 E Eofil#Eoit
17O BRD T THD  F-1T,

necessary in individual cases for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal sanctions; or

{2 DFERAAZF\NT, FFEDILIT2OPIIE, 14, Fmb L<ITFvE EZi3HE Lol
BOBATEBIE HRRAOTEE, BHEEEIVHEDTZDITNEE TS,

necessary in individual cases for the establishment, exercise or defence of legal claims relating to the
prevention, investigation, detection or prosecution of a specific criminal offence or the execution of
a specific criminal sanction.

BRT5 T — & RO FEAR MR S OV F1H3(d) K O W R T BRI BT D AOFIRE LD
HIET DR BN 256, BAT —2L, BIESIUClidzebiany,

Personal data shall not be transferred if the Executive Director determines that fundamental rights and
freedoms of the data subject concemed override the public interest in the transfer referred to in points (d)
and (e).

FeBIE, BB R, KW iR 7 I E LSRR L Gl RTRE o> Tl
YA
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Derogations may not be applicable to systematic, massive or structural transfers.

6. 1 HEOSORHENCLY, SEHZTESE, EDPS EAEL, [HADTTA 5 — KOS 2HE
FE B HOGGE B 2l 2 e RO A BB ANINTZ BT, 85 5 T2 (el 2>
TRy N, 1 FABR 72O CHAGRLISS, Z ORI EHSIGD, EDLH7RHGE
1%, WEICIESEESNSEDEL, Do, EfEND,

By way of derogation from paragraph 1, the Management Board may, in agreement with the EDPS,
authorise for a period not exceeding one year, which shall be renewable, a set of transfers in accordance
with points () to (e) of paragraph 5, taking into account the existence of adequate safeguards with respect
to the protection of privacy and fundamental rights and freedoms of individuals. Such authorisation shall
be duly justified and documented.

7. EEI, EEZEEESKO EDPS (XL, ATRERIRVEECNT, 55 5 TEA N S 28k
—a—éo

The Executive Director shall as soon as possible inform the Management Board and the EDPS of the
cases in which paragraph 5 has been applied.

8. Europol I %, EDPS (Z%fL, % 4 TH a(b)?D> NI\ DFERRHARIZBAL , #5592, 55 4 THa F/-1%
W5 5 TH TR TR TONAE XL, FDIH7BEAT, SN, 7o, TOET, T
WIS T, EDPS DS TEAIIICEIND, DT, Biisd H LR ZBET D508k, WONT,
ARG TREHENRD 8% Y4 IR B3 D15, B 4 AR BET- 2 15 M ORI
TAANT —2 BT DI HE G D,

Europol shall inform the EDPS about categories of transfers under paragraph 4a, point (b). Where a
transfer is made in accordance with paragraph 4a or 5, such a transfer shall be documented and the
documentation shall be made available to the EDPS on request. The documentation shall include a record
of the date and time of the transfer, and information about the competent authority referred to in this Article,
about the justification for the transfer and about the personal data transferred.

26 % ERIOBEREEDOEDEANT 20D
Article 26 Exchanges of personal data with private parties

1. Buropol 23 DNHEA 2 T9 D1 B2 EFHPNIC IS VT, Europol 1%, Mi%fE AT —423LL
TOWTIE L THIEFSNDZ L2 T, REIOBGRED D AFUIBEAT — 424
HLAED:

Insofar as is necessary in order for Europol to perform its tasks, Europol may process personal data
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obtained from private parties on condition that they are received via:
(@) ENEIEH, BEN2=vh;
a national unit in accordance with national law;

(b) 2017 45 H 1 HEDHEMNIIRIE 2009371/THA D 23 SN THENT —F DAHAF
D D11 iE% Buropol 23t L7 5 — OO Ry 7 X ERERERE ; 701X

the contact point of a third country or an international organisation with which Europol has
concluded, before 1 May 2017, a cooperation agreement allowing for the exchange of personal data
in accordance with Article 23 of Decision 2009/371/JHA; or

(©) #2555 1 D ), ()b LIH()FEITH 25 55 4 THa (TR H=[E YR E/o JERR
BEEA,

an authority of a third country or an international organisation as referred to in Article 25(1), point
(a), (b) or (c), or in Article 25 (4a).

Europol 23 RO BHERE N HIEFAMENT — 22 BWFL 72X, Europol 1, AR 1 TH(a)lZ
R BHRT DENT=Y M RFE T A7 18 RIS TUAEAT — 2 & B LA55,
Europol 1%, BRI DENT=yNIL, ZDEAT —& M OEHIE TSR 2 BT

DICEIT 2 55T —F DAIR) N OSSR A B O CHAE S5, Europol 13, RS 1 H(b)
KON ERE R L OBRT DY RINTRIL, 5 25 SRITHEV, ZOMEANT —Z R OEHIE
HEMEA FEE T2 H D T2\ B2 45T — X D ABNSD 7 2 Ak A i 155, Europol
3, BRI DENT= MRFE TERWES, 20, FFESN-2ToORRT2EN==v
EINETUTKT S MENT — 2 2B ESE L TRY, 7, BRT2RIDENT =y MFFE
FTHZENRARETHLH ATV, AREEIBIAMTOIVZRZ D 4 A LINIZZED
ENz=b, BHEHREIIBNRT D2 U/E 19 & 1 Bt TENLDEANT —4%
Europol [ Z%L THHEH A0 TIFZ2 W R, Buropol X, £D 7 —4% KT %,

Where Europol receives personal data directly from private parties, it may process those personal data in
accordance with Article 18 in order to identify the national units concemned, as referred to in paragraph 1,
point (a), of this Article. Europol shall forward the personal data and any relevant results from the
necessary processing of those data for the purpose of establishing jurisdiction immediately to the national
units concerned. Europol may forward the personal data and relevant results from the necessary
processing of those data for the purpose of establishing jurisdiction, in accordance with Article 25, to
contact points and authorities concerned, as referred to in paragraph 1, points (b) and (c), of this Article. If
Europol cannot identify any national units concerned, or has already forwarded the relevant personal data
to all the identified respective national units concerned and it is not possible to identify further national
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units concerned, it shall erase the data, unless the national unit, contact point or authority concemed
resubmits the personal data to Europol in accordance with Article 19(1) within four months after the
transmission or transfer takes place.

TSR BRI R D AHMOAERIEI D [EN = b3S BRI D EN = MeAlR 275
PNCBIT 2T, 5518 555 7 R TIENHREO P TEDBND,

Criteria as to whether the national unit of the Member State of establishment of the relevant private party
constitutes a national unit concerned shall be set out in the guidelines referred to in Article 18(7).

Europol {2422 ERfEID BHRE LD ID AT/, #RED FIUs OIFBEEHEL TIRb T,
O, TIEITCHRBT, F2, F5H(EU)2015/849 O HIWODT-81Z FIU (LTRSS
TEHREBIRL T3 reu,

Any cooperation by Europol with private parties shall neither duplicate nor interfere with the activities of
Member States’ FIUs, and shall not concern information that is to be provided to FIUs for the purposes
of Directive (EU) 2015/849.

AL S TECEATAE N T — XI5, Europol 1%, T OB BHAL T, 554 545 1 TH(m)
DOHTED LIRS TOT-DIZFE D X707 — 2% BT 575, b AlREZ A I0E
S TR ER: FRRO DIV TWDE Y REIDBHRE N E S T DRI BIRED S, EHAH
NT —2 5B A,

Following the transfer of personal data in accordance with point (c) of paragraph 5 of this Article, Europol
may in connection therewith receive personal data directly from a private party which that private party
declares it is legally allowed to transmit in accordance with the applicable law, in order to process such
data for the performance of the task set out in point (m) of Article 4(1).

Europol 732 = [ENIZHLE D& 5 RO BHREHIE AT — 2% 5S35 L X1, Europol 13,
FRENZ R COH, FI21Z, 5525 5485 1 TH(a), (b)b LUT(0)F-1355 25 5455 4 THa |9 BifR
FTHEZENIKIL TOR, YikT — 2N 24347 —H D Europol D534 M UNRRIED RS A
£ D,

Where Europol receives personal data from a private party established in a third country, Europol shall
forward those data and the results of its analysis and verification of those data only to a Member State, or
to a third country concerned as referred to in Article 25(1), point (a), (b) or (c), or in Article 25(4a).

ATEHF; | BIIEA 5T 572K, Buropol 1%, 525 45565 5 THE/-I34F 6 TAIZLY, BRI 55 = F
WXL, AT 1 BP9 i SRA R LASD,

Without prejudice to the first subparagraph of this paragraph, Europol may transfer the results referred to
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in the first subparagraph of this paragraph to the third country concerned pursuant to Article 25(5) or (6).

LUFOWEHINDGETHY, 730, 77— A —ZTHIEIL, £ DIO7MmkE 13857
A LT TR D IR T DT LA 5ot T 28554 FR%, Europol I3, RO BIRE XS
U CEANT — 2R E 35l ClIenran

Europol shall not transmit or transfer personal data to private parties, except in the following cases and
provided that such transmission or transfer is strictly necessary and proportionate, to be determined on a

case by case basis:

(@)

(b)

©

ZDISEEIIBHN, FORMIRL T —F FROFGRIZ#H> TS ;
the transmission or transfer is undoubtedly in the interests of the data subject;

TR R L%, Buropol O HIDHEIFANIZHDIIEROZELE~T- F T bR 52 L0
ZBNT, ZOIREE I R LI THD;

the transmission or transfer is strictly necessary in the interests of preventing the imminent
perpetration of a crime, including terrorism, that falls within Europol’s objectives;

DRDFI IR RN T — 2 OARE RIS, 55 4 5 1 ) 5D 7D
TEDITRRIAZALEETHY, >0, LT ORESHHTEEL T VD

the transmission or transfer of personal data that are publicly available is strictly necessary for the
performance of the task referred to in Article 4(1), point (m), and the following conditions are met:

() 8% OIERIOZRFLEIR T AAREE IR THD
the transmission or transfer concerns an individual and specific case;

() BHERTHERHITEBNT, YA AT — DMt F IS A Z e A Bk D83k
OFREEOY, BRI 5T — X FARO FARIMER K OVE D MBI Claauy F
e

the fundamental rights and freedoms of the data subjects concerned do not override the public
interest that requires those personal data be transmitted or transferred in the case concerned; or

d) BRI DEN~L=> M Buropol 23RFE CELHINTTDIOIITHUGL/HHR TIEA 157

ThHZ L% BRI BIEE TR Tl 572012, fmkE/2138457% Europol (2&->Thik
FAZETHY, 730, LLF ORGSR EE L TWVA:
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the transmission or transfer is strictly necessary for Europol to notify that private party that the
information received is insufficient to enable Europol to identify the national units concerned, and
the following conditions are met:

() FOEEEIBER, 55 2 TRt -T- B0 BURE D BOEHOE AT —Z DEL
2t

the transmission or transfer follows a receipt of personal data directly from a private party in
accordance with paragraph 2;

(i) Europol 23ZDiEEID FTHRIRAGH RIEHHRD, Yk RO BIRE 1L > TR
HAHZITOBIEREO I TR DA D,

the missing information, which Europol may refer to in its notification, has a clear link with
the information previously shared by that private party;

(iii)y Europol 3% DiEHID TSSO NEFRD, BRTOENL=y M MRETD
7281Z Europol (Z&5 TEZR L ZAIZRMEI ZSRES LTV VD,

the missing information, which Europol may refer to in its notification, is strictly limited to
what is necessary for Europol to identify the national units concerned.

ATEE | RIPEI RIS IR L, 55 19 59486 2 TEE/- 130 3 HEIC K> TR RSNS
ETOHPRZARL, 2>, 5 67 SF=EWHT 720,

The transmission or transfer referred to in the first subparagraph of this paragraph is subject to any
restrictions indicated pursuant to Article 19(2) or (3) and is without prejudice to Article 67.

AR 5 H(a), (D) XOANZBEEIL, BEFRT 2 RFEIDBHRAZS, FRINEE PN EIIEH 25 565 1 1]
(@), GYbLLI(Q)FITEF 25 556 4 H a IR T —ENITHLEAE S > TORWGE, OIS
1%, ZOBEDLLFOWT N THLGAITIR, REIZI > TUkGEsS:

With regard to paragraph 5, points (a), (b) and (d), of this Article, if the private party concerned is not
established within the Union or in a third country as referred to in Article 25(1), point (a), (b) or (c), or in
Article 25(4a), the transfer shall only be authorised by the Executive Director if the transfer is:

@ BRI DT —FEEREAIZDMDED EAFOR R R T DT DI E THD

necessary in order to protect the vital interests of the data subject concerned or of another person;
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(b) BRI DT —F AR IEA 3R G54 LR DT DI T D
necessary in order to safeguard legitimate interests of the data subject concerned;

(© AERUEEIITE =EDONILDRZA T D2 LB T2 D BRI E R 13 57201
VIHTDD;

essential for the prevention of an immediate and serious threat to public security of a Member State
or a third country;

(d) 1Ex DZHIZISNT, Europol @ HIIDFFHNIZSH D FEDO LI 74D IE, #REE,
FIFRBD BRIDOT= DIV THD  F-1E,

necessary in individual cases for the purposes of the prevention, investigation, detection or
prosecution of a specific crime that falls within Europol’s objectives; or

(e) % DZEIHTISVNT, EBuropol @ BIIOFFHNIZHDRFEDILI TADILE, 14, M
FTFRBEBRET DRRADIREL, BEEFI-IIPHEIDT- DI D5,

necessary in individual cases for the establishment, exercise or defence of legal claims relating to the
prevention, investigation, detection or prosecution of a specific criminal offence that falls within
Europol’s objectives.

BIRT 27 — 5 RO ARV LM R OV B S AEE 1 EIPE(d) XON) T BRa R T%
ADIROFREIOBES DR BV 258, AT —213, Bliish Tk,

Personal data shall not be transferred if the Executive Director determines that the fundamental rights and
freedoms of the data subject concerned override the public interest that requires the transfer referred to in
the first subparagraph, points (d) and (e), of this paragraph.

ARG 5 (), (©) KON ONZZEIIANDERNES O T A% T HZ L7, 5 5 ROV
6 HD FICBITAEANT —Z OBlEE - IMab L, BEW, KEEZIIEETH- IS
73?1/ \O

Without prejudice to paragraph 5, points (a), (¢) and (d), of this Article and other Union legal acts, transfers
or transmissions of personal data under paragraphs 5 and 6 shall not be systematic, massive or structural.

Europol 13, fRENTHIL, MR EDEN~ =y ML T, MRERIEDEPIEICRE,
Europol EDMITYiET — 2% HF 92 BIOTZOIZ, M IEDE NI A D B E-
(T EOMREE L S RMOBIRED DN T — 22 AFT 2L BRIATD, £DLH78
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BRI, AR PR RN BT, FDIRMEANT —21Z, PR RROBES Tz, Do,
Europol 23R T AENT=MRFE TEXHIINTTHE Y HEIDTDIZHEETHY )0 LAl
AR EZ ARSI IRES LD,

Europol may request Member States, via their national units, to obtain, in accordance with their national
law, personal data from private parties which are established or have a legal representative in their territory,
for the purpose of sharing those data with Europol. Such requests shall be reasoned and as precise as
possible. Such personal data shall be the least sensitive possible and strictly limited to what is necessary
and proportionate for the purpose of enabling Europol to identify the national units concerned.

FEEDILIRZ BT DAERIE DO E I EREMED A I b3, MAIENL, BRI DEN=vb
ZREE T 572812 Buropol (2o THE72 &% Buropol | 2L CHET2 BRIDT=9DIZ, Mi%
FERIEID EIPNIEIZHE, izl EORRESHERROHOFERINEE 1 BIPAI R BERA R CE
LT LEMERT D,

Notwithstanding the jurisdiction of Member States over a specific crime, Member States shall ensure that
their competent authorities can process the requests referred to in the first subparagraph in accordance
with their national law for the purpose of supplying Europol with the information necessary for it to
identify the national units concerned.

Europol DAY 771X, ZAVENDENIEIZHEN, HERkEDRRESHERO & RS RFO BIfRE
EDRID T — 2 DZHAD T O\ AEHESNANGD, Mi%T — XD 22X, Buropol ¢ HIDEFAN
WUV IR e LSS,

Europol’s infrastructure may be used for exchanges between the competent authorities of the Member
States and private parties in accordance with the respective national law. Those exchanges may also cover
crimes that do not fall within Europol’s objectives.

HERKEDS, Buropol O HEIOFEFHIZHDLIRCBETDIENT —Z DAHAD 7= Z Buropol ™
AT TEAFATHEXIE, Yk =L, Europol (6L, ZDIIRT —H~DT A% b2
5%,

Where Member States use Europol’s infrastructure for the exchange of personal data on crimes that fall
within Europol’s objectives, they may grant Europol access to such data.

HERLIES, Europol O HIFOFIFAPNIZIFZRY EFRIZBI B AT —H DAH0DT=8DIZ Buropol
DAL 775AFRTHEEIL, Europol 1, M4i%T —XIIktT 57 78 A%HL - UIRn T, 1o,
HRI(EU) 2018/1725 DF; 87 FAHEN, WFLE THHEHIMIEILD,

Where Member States use Europol’s infrastructure for the exchange of personal data on crimes that do
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not fall within Europol’s objectives, Europol shall not have access to those data and shall be considered
to be a processor in accordance with Article 87 of Regulation (EU) 2018/1725.

Europol (%, DA 770 BRfEIOBRE L AERE RO LI TESNS B 2T 1 |
DVAZZFHHL, Fiz, ZHhsEizs L&, sEbleb - E & O E A 535,

Europol shall assess the security risks posed by allowing the use of its infrastructure by private parties and,
where necessary, implement appropriate preventive and mitigating measures.

Europol 1%, AT —& D2 TOBARDFEVR R D OB, ZORIRINIAE
STRERSNDZE, WONT, 5 40 F/UZIY, EEHIIEL T, EDPS (S L TIRESHD T L2 e
EEAS

Europol shall ensure that detailed records of all transfers of personal data and the grounds for such
transfers are recorded in accordance with this Regulation and communicated upon request to the EDPS
pursuant to Article 40.

BUSSHVAENT —F E IS N DN T — 2 DR EDOF BRI L T e 5.2 &
1%, Buropol I, ELHIZ, BIR DA EID EN =y MR Tk T 5,

If the personal data received or to be transferred affect the interests of a Member State, Europol shall
immediately inform the national unit of the Member State concerned.

Europol |3, IEEZRESIZE > TEDHLIVA E IR OVEMARHNO AL FAEE LT, 5
26 2R, 5 26 Sk a JLOVER 26 55 b IZE > CTRIEIDBIRE L DM CARS BT — 2 2B,
EERE DD OIS EA YT D,

Europol shall prepare an annual report for the Management Board on the personal data exchanged with
private parties pursuant to Articles 26, 26a and 26b, on the basis of quantitative and qualitative evaluation
criteria established by the Management Board.

VRSN, SR 6 T b [ ZHE-7= Europol DER7)3, Europol O H )z 2R L K OV ORERHES
ZEhii s AT E DU TR S =D i i AER D 34512 &8 5,

The annual report shall include specific examples demonstrating why Europol’s requests in accordance
with paragraph 6b of this Article were necessary to achieve its objectives and carry out its tasks.
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U TN, RSB AR OB 2 BT, 1o, TOFEHNZ, AT —2 75
FRLCQWDIRY, EEAESND,

The annual report shall take into account the obligations of discretion and confidentiality and the examples
shall be anonymised insofar as personal data are concerned.

FRHCE TS, BONERS, B, MONEES M OENERISHL TETShD,

The annual report shall be sent to the European Parliament, the Council, the Commission and national
parliaments.

BB 26 Fa A5 DEEHRRIZE TS EMOBRELOMDEAT—2D 3
Article 26a  Exchange of personal data with private parties in online crisis situations

1. AU TALDOfEFEIRIUZIT, Europol 13, REIOEHRE N OEBAMEAT —2 52 BUFL, %F
18 SRITHE- CYAENT —H 2 B4,

In online crisis situations, Europol may receive personal data directly from private parties and process
those personal data in accordance with Article 18.

2. Europol 23 =[ENIZHLR D& 2 BRIED BIRE N HIE AT — 2% 575 L X1, Europol 13,
FRIENZ R COH, FI213, 5525 54685 1 TH(a), (b)b LUT(0)F-1355 25 5455 4 THa |9 BifR
THEZERIL COA, Hi%T —F WO YSi%T —4 D BEuropol D43 M OMRREDAEFA-#irs
ERAS

Where Europol receives personal data from a private party established in a third country, Europol shall
forward those data and the results of its analysis and verification of those data only to a Member State, or
to a third country concerned as referred to in Article 25(1), point (a), (b) or (c), or in Article 25(4a).

Europol I3, 5525 455 5 TE/2I3E6 6 T KD, BHRT D =EITHIL, AR 1 R~ 7 —
D Buropol D71 K OMGGEIED it R BHRLAGD,

Europol may transfer the results of its analysis and verification of the data referred to in paragraph 1 of
this Article to the third country concerned pursuant to Article 25(5) or (6).

3. Europol 1%, 7 —AAr—AT, 519 4555 2 THEZIFH 3 T L > T RSHZHIRIZARL T

O 67 FEWITHIEIRL, AL TAL DFERERIU IS BT DI D L7 T —H DGk
FIANIRBHED AN LTETHY, 70, GBI T —F DML T IS N A2 L2 TR TS

125



Fe MR 11455 (2026 4E5 H)

PNIEOFRREDS, BIFRT 57 —2 RO HARIHER| S OB D 7 0MEBH TII7Z2n e,
EHOBRE L TIRAT —F 2 ARB £ IRBARLATD,

Europol may transmit or transfer personal data to private parties, on a case-by-case basis, subject to any
restrictions indicated pursuant to Article 19(2) or (3) and without prejudice to Article 67, where the
transmission or transfer of such data is strictly necessary for addressing online crisis situations and the
fundamental rights and freedoms of the data subjects concerned do not override the public interest that
requires those personal data be transmitted or transferred.

R T2 RO BIRE DS, BN SN E/ZIEE 25 456 1 TH(a), ()b LIH(e) T35 25 5458
4 T8 a TR EPITHLE A > U VRN T, TORREE, BEICKAHEGEE 5,

Where the private party concemed is not established within the Union or in a third country as referred to
in Article 25(1), point (a), (b) or (c), or in Article 25(4a), the transfer shall require authorisation by the
Executive Director.

Europol (3, &0, BIOHRENIZIS U A FO BEELZRES, FHEZERL KO HEE~DT
WRET 572, 55 3 THEITE 4 HO FIZBITHRMOBURE I HE AT — 2 DinikE
TR BAL, MREORESHEIROD D OFEBIEABIL , £ 4JRE DI THEHA Sl L Y
#r3%,

Europol shall assist, exchange information and cooperate with the competent authorities of the Member
States with regard to the transmission or transfer of personal data to private parties under paragraph 3 or
4, in particular to avoid duplication of effort, enhance coordination and avoid interference with
investigations in different Member States.

Europol 13, HRREIHL, YrERRIEIDEN~L=y ML T, YiSERRIEID EPHAIC G,
Europol LD C Y%7 — 24 H 92 HRDTZOIT, MRZERIEDE TNICHLEAS S F2l X
EHE LORBEEZL S REOBREN SN T — 2% AFTHILETERUATD, ETDLI7RE
R, BHREAL, 230, WRERIRVFE LD LT D, ZDOIOZMENT —413, FIREZR RO
PEDNDIRANEDEL, 1>, AL TAL DFEHERDIUTAT DT £ 2350 T Buropol 2MHERRIER 3
B TEDINTT D HIIDTZ DI BETH D> HBIY 2 EZ A R HIRES U2,

Europol may request Member States, via their national units, to obtain, in accordance with their national
law, personal data from private parties which are established or have a legal representative in their territory,
for the purpose of sharing those data with Europol. Such requests shall be reasoned and as precise as
possible. Such personal data shall be the least sensitive possible and strictly limited to what is necessary
and proportionate for the purpose of enabling Europol to support Member States in addressing online
crisis situations.

126



Fe MR 11455 (2026 4E5 H)

Europol 2MEANT —#%FRTHZEEOBMRTIBNT, D27 U MR EE T DAk E
DOEHETEEDOA T 5T, MERKEIZ, Buropol 23% D HEVE R T HT- DI EL 70 H1E
% Buropol (ZRILCTHEAT 2 HRIDT-0IZ, Ltk EORESHE RO HOHERE)S, Yakisnk
EDENIEIHE, 5 1 BB R ERREAER CE D LA MR T2,

Notwithstanding the jurisdiction of Member States with regard to the dissemination of the content in
relation to which Europol requests the personal data, Member States shall ensure that their competent
authorities can process the requests referred to in the first subparagraph in accordance with their national
law for the purpose of supplying Europol with the information necessary for it to achieve its objectives.

7. Europol I, EANT —Z DR TOBIRDFEIL Gk OV D L7 BRI, ZOHRNZAE
STRAFINDZ L% AR T5, EDPS OEGEIZIGE T, Europol (4, 5 39 45 a (280 EDPS 73
e I CELI0ICT 5,

Europol shall ensure that detailed records of all transfers of personal data and the grounds for such
transfers are kept in accordance with this Regulation. Upon request of the EDPS, Europol shall make
those records available to the EDPS pursuant to Article 39a.

8. WUSSAVZMENT —F £ IS DN T — 2 DMERIE ORGSR e L Cieia 5.2 Db
1%, Buropol I, ELHIZ, BIRT DA EID EN =y MR Tk 5.

If the personal data received or to be transferred affect the interests of a Member State, Europol shall
immediately inform the national unit of the Member State concerned.

F25%Db T/ DREDHEMEFERM DAL 12 DFRAIH LY 51-5 D ERMDREFRE
EDRIZHIT AT —2 D3

Article 26b Exchange of personal data with private parties to address the online dissemination of online
child sexual abuse material

L %4 58 1 O OR AL TAL DIETEDOVRIERZAM DAL A OFAN T D720,
Europol 13, EHOBIREDNGEPAMEANT =22 BUFL, F 18 RNE->TUAMAT —5%
RPRLASD,

Europol may receive personal data directly from private parties and process those personal data in
accordance with Article 18 to address the online dissemination of online child sexual abuse material, as
referred to in Article 4(1), point (y).

2. Europol 23 =ENIZHLEDOH 5 RFEIDORRED BN T — 2% Bit53 5854, Buropol 13,
FRENZ R COH, F21Z, 5525 55655 1 TH(a), ()b LIF(e)F/ITE 25 5565 4 THa |9 BifR
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THE=ERL COA, M%7 —F WO Yi%T —H D Europol D53 HT M OMSRIEDAEFA iRk
ERAN

Where Europol receives personal data from a private party established in a third country, Europol shall
forward those data and the results of its analysis and verification of those data only to a Member State, or
to a third country concerned as referred to in Article 25(1), point (a), (b) or (c), or in Article 25(4a).

Europol I, 525 5555 S THEZIL5 6 TIZLY, BRI A =FEITHIL, AEF 1 BRI~ T
—4® Europol D531 OWRRIEDFERAEHRLAGD,

Europol may transfer the results of its analysis and verification of the data referred to in the first
subparagraph of this paragraph to the third country concerned pursuant to Article 25(5) or (6).

Europol 1%, 77 —A A —2AT, 5519 565 2 THETI3E 3 U K> ThRSHEHIBRIZARL T
MOHE 67 FRAWITHIE/RL, B4 556 | WAL T AL DIEOHAERF DA
TA L DFAGNKIAA DT D L7327 —Z DARIEE I IR A LB THD, 1>,
YEENT —Z IMBEE IS N D Z LA BRI DA SEOFRE LY, BT 57 —2 Tk
DEAFIHER KO E RO AR TII72n eI, RIFDBIRE L AT —2 % {ni%
FIRBHNATFD,

Europol may transmit or transfer personal data to private parties, on a case-by-case basis, subject to any
restrictions indicated pursuant to Article 19(2) or (3) and without prejudice to Article 67, where the
transmission or transfer of such data is strictly necessary for addressing the online dissemination of online
child sexual abuse material, as referred to in Article 4(1), point (y), and the fundamental rights and
freedoms of the data subjects concemed do not override the public interest that requires those personal
data be transmitted or transferred.

BER T2 B BIRE DS, RIMEANEI-ITEE 25 5585 1 TH(), (b)b L3 () F 1356 25 545
4 TH a |95 ZEPTHLS 2D o T VRNEENY, F0ERET, BBICKAHEGEE 35,

Where the private party concemed is not established within the Union or in a third country as referred to
in Article 25(1), point (a), (b) or (c), or in Article 25(4a), the transfer shall require authorisation by the
Executive Director.

Europol 1%, 0o, BUDORERKENIZ IS DA LH0 EAEZRR T, AL R O ~DT
WERET DT80, 5 3 THEIEE 4 THO FIZBIT D REOBRE I E AT — 2 DfniEE
TR BEL, AREOTRESHEIRD B DR BIEATBNL , 204 JRE D CHEHRAE AL K Y
#h3%,

Europol shall assist, exchange information and cooperate with the competent authorities of the Member
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States with regard to the transmission or transfer of personal data to private parties under paragraphs 3 or
4, in particular to avoid duplication of effort, enhance coordination and avoid interference with
investigations in different Member States.

Europol 13, f&RIEIZHL, MadtlEDENT = LT, Yl E D EPNEIREN,
Europol EDMCYihT — X% A T2 HRIDOT-DIZ, BaltBkEOE LIS AZL B FE21T
ORI Z L S RO BIREDDIENT — 2% ANFT 25 BLRUAGD, DL E
Kix, BEHEAIL, 20, ARERBRREM et DET D, ZDII7EAT —XI%, AR/ RO
PV DIRNEDEL, 5>, Europol 355 4 2555 1 T(y)\ v d 42 T A O VTV EREEM
DAL TA L DFAN I TEDINZ T HE) BIIDT=DIZLECHON D KR 22 AIT
ARSI,

Europol may request Member States, via their national units, to obtain, in accordance with their national
law, personal data from private parties which are established or have a legal representative in their territory,
for the purpose of sharing those data with Europol. Such requests shall be reasoned and as precise as
possible. Such personal data shall be the least sensitive possible and strictly limited to what is necessary
and proportionate for the purpose of enabling Europol to address the online dissemination of online child
sexual abuse material, as referred to Article 4(1), point (y).

Europol 2MENT —4%ER$HZEEDRHRIZINT, DT M OJATZ B3 DRI E
DOFEHETEHEOA T b5, ARIEINE, Buropol 232 D HIE BT D7- DI gL 7o Dl
% Europol (23U CHHET 2 HINDT-DIZ, YUzt EDIIGHERD BRI, MistEnk
EDEPAIZIE N, 5 1 RPN T EERA B CE L L2l R T2,

Notwithstanding the jurisdiction of Member States with regard to the dissemination of the content in
relation to which Europol requests the personal data, Member States shall ensure that the competent
authorities of the Member States can process the requests referred to in the first subparagraph in
accordance with their national law for the purpose of supplying Europol with the information necessary
for it to achieve its objectives.

Europol (%, fHAT —Z D4 COBIRDFEM RIS O D IO/ BRI, ZOHANZAE
STRAFENDZ LA %, EDPS DEFHITIGL T, Buropol 13, 5539 St a (24 EDPS 73
A I TEDINNTT D,

Europol shall ensure that detailed records of all transfers of personal data and the grounds for such
transfers are kept in accordance with this Regulation. Upon request of the EDPS, Europol shall make
those records available to the EDPS pursuant to Article 39a.

BASSIVAANT — 2 3RS T — 2 DAERIEIDFREI SR L TR B2 H L&
(%, Buropol 13, EHIZ, BRI DMERKED EN—=y NIRL THEfE T2,
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If the personal data received or to be transferred affect the interests of a Member State, Europol shall
immediately inform the national unit of the Member State concemed.

F27 & FAADSOER

Article27 Information from private persons

1. Europol 23 EDNkEZ 12 T3 DI DI EL 2 HEIFINIZISY VT, Europol 1, FAADGHTZHE
DI BT X OERLASD,

Insofar as is necessary in order for Europol to perform its tasks, Europol may receive and process
information originating from private persons.

MNP TZOSNAENT —21E, LFOWT N ET U TRISSNAZEASREEL T, 2D
P lZBRY, Buropol (24> CABES D :

Personal data originating from private persons shall only be processed by Europol provided that they are
received via:

(@ [EPEZHE, ENT=Yh,
a national unit in accordance with national law;
(b)  B525 550 1 (o) &5 =E O Ry o XERREES, 7205,

the contact point of a third country or an international organisation pursuant to Article 25(1), point

(c); or
(©) #5255 1 H(a)b LIH(b)F/ITEF 25 555 4 HH a |\ 3755 = [H 4 /7o HEIEEERE,

an authority of a third country or an international organisation as referred to in Article 25(1), point
(a) or (b), or in Article 25(4a).

2. H25 556 1 H@bLId(b)EEE 25 550 4 Ha (DR = ELSNOF ZEI BT HFA
NDABNT —4% & T e % Europol 23592 EE1, Buropol i, HRKEIZ L £7-13ED
FO7RE =R TOA, Ll et 5,

Where Europol receives information, including personal data, from a private person residing in a third
country other than that referred to in Article 25(1), points (a) or (b), or in Article 25(4a), Europol shall
forward that information only to a Member State or to such third country.
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BUSUTAE AT — 2 DMERRE ORI RIS C% 5.2 &1, Buropol 13, EHIZ, BHET S
R E D EN =y ML 5,

Ifthe personal data received affect the interests of a Member State, Europol shall immediately inform the
national unit of the Member State concerned.

Europol 1%, [F#AIRZET 572012, FANEHEREZ LS TUIRB70,
Europol shall not contact private persons to retrieve information.

95 36 SOV 37 S L7, Buropol 13, FANIZHIL TIEAT —2 25 T3z
VY,

Without prejudice to Articles 36 and 37, Europol may not transfer personal data to private persons.
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EVIE T 5EE
Chapter VI Data Protection

%827 % a Europol [Z&KABEAT—2DONEE
Article27a Processing of personal data by Europol

ZOHAEITFHZ 72, BREU) 2018/1725 D5 3 ) OV IX %1%, Europol (ZLAEAT
— X2 OB TSNS,

Without prejudice to this Regulation, Article 3 and Chapter IX of Regulation (EU) 2018/1725 shall apply
to the processing of personal data by Europol.

FRHIEU) 2018/1725 1%, 55X EAERE, Europol (2451 T EOEN T —Z DAER 6L Ciili
b,

Regulation (EU) 2018/1725, with the exception of Chapter IX, shall apply to the processing of
administrative personal data by Europol.

ZOKRNDO BT A HENT —2 )OSR, ZOHRID R CTHIEIZED HIUTY VRV RED,
FHAIEU) 2018/1725 DF 3 5557 2 SO CERSNIZ BERE S FOBAT —Z | ~DSHREL
THEiFSIND,

References to “personal data’ in this Regulation shall be understood as references to ‘operational personal
data’ as defined in Article 3, point (2), of Regulation (EU) 2018/1725, unless otherwise provided for in
this Regulation.

EEREANT, T EOMEAT —Z Otk FOHIIRE D DT DIIEEIRT 2,

The Management Board shall adopt rules to determine the time limits for the storage of administrative
personal data.

28 & [HIFR]

5829 & 1RERROERNER VRO IEREIE D FHE

Article 29 Assessment of reliability of the source and accuracy of information

1.

HERED DB TSN OTHFHROTFRIRDOEIAIE T, LLFOMFERIEEH=— R 2, o T
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DHEKENC &~ TC, WREZRIRVEHifiS S :

The reliability of the source of information originating from a Member State shall be assessed as far as
possible by the providing Member State using the following source evaluation codes:

(A): TEHRIEDOFIEME, (MR O BAL TBO RS AHEL WS, £, 201
HWOETO AW TR CE LRSI F R SIFa S TS 56,

where there is no doubt as to the authenticity, trustworthiness and competence of the source, or if the
information is provided by a source which has proved to be reliable in all instances;

B): KADZAIZ I TR CE D LIS N HHIT D Z DR MHASIL T D 58
where the information is provided by a source which has in most instances proved to be reliable;

(©): KBIDHEIZB N TR TE RV EREHSNAIERIE ) DT OIFE e S L T o5

A
=
where the information is provided by a source which has in most instances proved to be unreliable;
X): T RIROERMED TS IR M a,

where the reliability of the source cannot be assessed.

RERIED DB IZOSNOTHHROIEMENE S, LLTFOfFaHiim—R 2, EfoopllEic s,
AR IRDFHES S :

The accuracy of information originating from a Member State shall be assessed as far as possible by the
providing Member State using the following information evaluation codes:

(1):  HRZIE RO IEMENE ZBED o7y M
information the accuracy of which is not in doubt;

) TFHIRASIIBERTCHDD, SR IFHA R D E B0 O R,
information known personally to the source but not known personally to the official passing it on;

Q) TEHFEE BT 57200, BEZEERRSIL QOB BIDTERIZ > TR T HDIER;
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information not known personally to the source but corroborated by other information already
recorded;

@): TEHREEHI00DT, o, BT R
information not known personally to the source and which cannot be corroborated.

Europol 23 ZERA L CDIE#REZ FAEE LT, Buropol 23, 55 1 THEZILH 2 O TED LI
TODRHID T IESAMEN D DRI R HEZIL, Buropol 1%, BRI 2AERIEIZxL T
HEL, 2>, ZORHUBOEEIZFRE T 5% KD D, Europol (%, TDII72[FERLIZ, Z0D
FHfiAE AR IR,

Where Europol, on the basis of information already in its possession, comes to the conclusion that the
assessment provided for in paragraphs 1 or 2 needs to be corrected, it shall inform the Member State
concerned and seek to agree on an amendment to the assessment. Europol shall not change the assessment
without such agreement.

Europol 73, %5 1 BHE/IIEH 2 TR TR A RIED O IF A BYS9 %L &1, Europol
1%, Europol 2RI ZIRATL CUWDIEHRA L L C, ORI SHEM: 7132 OO 15k
MWEFHNT 525 A5, [Hx OFT —5 K OMEHROTHME, $EHOC ChOEMREDRIEEZS
TTHOID, #ERKEIZL, Buropol EDORIZIHWT, FEESNIZAT DT —4 L OEESN-1E
HIROFHMI BT DAV &b B ELASD, ERIDFIHZIBVTHRICES )T b,
T, RSB DA ESFHEL 72V EXIT, Europol 1, ZD 07 EHGLUTT
—XEFHUML, 5y, ZOII7RERLLILT —XZxUT, 3 1 RO 2 THIZENETURT
Pl — R DOX) L N @yEED S TS,

Where Europol receives information from a Member State without an assessment in accordance with
paragraphs 1 or 2, it shall attempt to assess the reliability of the source or the accuracy of information on
the basis of information already in its possession. The assessment of specific data and information shall
take place in agreement with the providing Member State. A Member State may also agree with Europol
in general terms on the assessment of specified types of data and specified sources. If no agreement is
reached in a specific case, or no agreement in general terms exists, Europol shall assess the information
or data and shall attribute to such information or data the evaluation codes (X) and (4) referred to in
paragraphs 1 and 2 respectively.

Europol 23ERMIES ORI, 55 —1H, EFFEEIE - IXREIOBREDOT — & Fo X iF A i
B HLEL, ARSDERL TSNS,

This Article shall apply mutatis mutandis where Europol receives data or information from a Union body,
third country, international organisation or private party.
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6.  EDFIFATRE R TFHIE SO, 2 1 EAOE 2 HO T TED LI WS —R %
FAVC, Buropol | Z&~> G s,

Information from publicly available sources shall be assessed by Europol using the evaluation codes set
out in paragraphs 1 and 2.

7. ZONEHED, Europol OREDIZATIZH\V T Europol (2L~ T Tz fisE R chob i,
Europol 1E, AZZHE, 130, ZORHHIBIIL CODHERIEIDREZ1FC, TD X7 i
T2,

Where information is the result of an analysis made by Europol in the performance of its tasks, Europol
shall assess such information in accordance with this Article, and in agreement with the Member States
participating in the analysis.

5830 5 FABREOBAT - 2ONERVEGHEROT 2T HOILE

Article 30 Processing of special categories of personal data and of different categories of data subjects

I JLIHMTAORER, GESH, bLLE, Z0LSD, JLH TR BT DI ARt C& & 1B
THMAT—%, 213, 18 WeAmOFNZ AT HEAT —ZDAFEZ, Europol ¢ HAJOHFH
NIZHDIIRE LT AL F 2T FNERID T E DT DI B LB TH D HLFI 55
IZBWTL, DB,

Processing of personal data in respect of victims of a criminal offence, witnesses or other persons who
can provide information concerning criminal offences, or in respect of persons under the age of 18, shall
be allowed if it is strictly necessary and proportionate for preventing or combating crime that falls within
Europol's objectives.

2. NHEAH LRI YRHE, Brarye g l, 52 - LA Fo(E5, F203, Jrfifao
IMAZBASNC T2 BEYEST TR EII I E NSO TR I AE AT —Z O, AN,
WG TT — X OB, BRNEME—TE G2 BIOT- D OAERER T — 2 OB ET-
(R BT 5T —2b LUL BARADOMATE E IR EC B 27 — 2 ORI, 55
33 S a lIC L DRI R HtT g7 ey =7 had B I ONZ Europol O H IO EHHNIZ 5 3
FEE O DT DI BRI LB THY DD T CHHEAITERY, FHHNS5, FD L5
TRAEH T, T —Z EROMER R ONE B BEL TR T ED BTN D I R 24
WZHARL, 232, BSRNEME—IE 55155 B DT DI BRSNS R BT — 2 5 R,
Europol (Zd:o CHEESIU CUBRIDEN T —2 % 45% T — X DMie T DA ZBRY, 85
5o TEDIIIMENT —42 D IpZe FHEE U TRBIDE DT N—T %8R 5 11, 2EikSiD,

Processing of personal data, by automated or other means, revealing racial or ethnic origin, political
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opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, or data concerning health or
concerning natural persons’ sex life or sexual orientation shall be allowed only where strictly necessary
and proportionate for the purposes of research and innovation projects pursuant to Article 33a and for
operational purposes, within Europol’s objectives, and only for preventing or combating crime that falls
within Europol’s objectives. Such processing shall also be subject to appropriate safeguards laid down in
this Regulation with regard to the rights and freedoms of the data subject, and, with the exception of
biometric data processed for the purpose of uniquely identifying a natural person, shall be allowed only if
those data supplement other personal data processed by Europol. The selection of a particular group of
persons solely on the basis of such personal data shall be prohibited.

T —ARERTAE, RRICEAENT —Z OIDEEIT 6T, AT e, 8

The Data Protection Officer shall be informed without undue delay in the case of processing of personal
data pursuant to this Article.

Europol DFAA3, & 1 TR O 2 TR TENT —F ~DEHEDOT 71 2%H 2, %7% Europol
B OO Z TOT DI B 2L &, BRI, IRESHZE%40 Europol BEIZXIL, £0D
FRT IR A b DT LI KRS D,

Only Europol shall have direct access to personal data referred to in paragraphs 1 and 2. The Executive
Director shall duly authorise a limited number of Europol staff to have such access if it is necessary for
the performance of their tasks.

%1 BRI ST, ZOMAIDEE 20 555 1 RO 20 5555 2 THa O CEDHIL T DY,
BIZBWT, F2, ZOBRAIDE 33 Sca 5 2 AN e CRRAMFCE HA s o7 ey =7~
(\ZEAL, HEREEIDRRSHENRD I DMEBEDRRE F721% TFEU D% V k&L L CRRITHIZRK
JIEADESFHOREIZHL, UitkE ORGSO TOT- DI NT —HF ~DEHED T /& A%
HZ2DZERMERLXL, BRI, [RESNT-BEOZDOIO7EIZRL, ZDXH7e7 74
YO LA AGRT D,

Notwithstanding the first subparagraph, where it is necessary to grant staff of the competent authorities of
the Member States or Union agencies established on the basis of Title V of the TFEU direct access to
personal data for the performance of their tasks, in the cases provided for in Article 20(1) and (2a) of this
Regulation or for research and innovation projects in accordance with Article 33a(2), point (d), of this
Regulation, the Executive Director shall duly authorise a limited number of such staff to have such access.

[HIBR]
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5. 1 TENOE 2 IR TEAT —21E, Europol ® HAIOEPFHNIZH DI RS DM 2« D%
RZIBNT, 230, 85V BEIIHE, EDITMEEE I TR RN EAIED I3 TERR
SNDAF TR LB THO D BT CH LS B bRE, FEED LIIERINEA O
FRZRTL RSV Ies 9 F 72135 =S LIS EBREER L TR U T 2n 720,

Personal data as referred to in paragraphs 1 and 2 shall not be transmitted to Member States or Union
bodies, or transferred to third countries or international organisations, unless such transmission or transfer
is required under Union law or strictly necessary and proportionate in individual cases concerning crimes
that fall within Europol’s objectives and in accordance with Chapter V.

6. 34, Europol (%, EDPS (ZxfL, Buropol 23R 7255 2 Al & COE AT —X Dt LD
W2,

Every year Europol shall provide to the EDPS a statistical overview of all personal data as referred to in
paragraph 2 which it has processed.

%31 & BAT—2ORGHREFRUHIBROLIR
Article 31 Time-limits for the storage and erasure of personal data

1. Buropol |Z&o TUERSNAENT —HIX, 20T —Z BEESIS HIIDT-DIZETHDH
DB EARIPIZIRY, Buropol (24> CRESKERIFSILD,

Personal data processed by Europol shall be stored by Europol only for as long as is necessary and
proportionate for the purposes for which the data are processed.

2. Europol I, VW2 dAIZ6 T, AT —Z DOUERA FANBIAELT R D & 3 4R
WIS, FesR T EiM A I, Europol DRSO TOT- D\ Ziee - RAFHkG ) 235 24
FECTHDHEXIL, Europol 13, FIZ 3 FFOMRRSEZI S THIDIRD RIELOFRFET, [EAT —
Z DFLERRATARGECREL , TRELATD, Rk ARG BHIE, E4M OB DR
FRSND, AT —H DR RAFAREGH Z BAL TSOREDLI TV GE, YT —H1T, 3
R BEIIIZHIBRE LD,

Europol shall in any event review the need for continued storage no later than three years after the start of
initial processing of personal data. Europol may decide on the continued storage of personal data until the
following review, which shall take place after another period of three years, if continued storage is still
necessary for the performance of Europol's tasks. The reasons for the continued storage shall be justified
and recorded. If no decision is taken on the continued storage of personal data, that data shall be erased
automatically after three years.
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5530 55050 1 TR OVE 2 TEIRIE AT — 208 5 AEA B sk ES QD4 EDPS
1%, LD KHEEE 2T 5,

If personal data as referred to in Article 30(1) and (2) are stored for a period exceeding five years, the
EDPS shall be informed accordingly.

FERKIE], PRMREE S ORERE, 85 —[EF7- I XEEHEEEDS, 55 19 555 2 T IE- TR RERIZES
W, AT —F O I B BIBRE I IR 2 B3 AillRAFRL QU V= &&IE, Buropol 1,

MREHIRRICE, ZDENT —2ZH bR %, £ DT —ZDFIEFI L > TRASIV T
X0 BRSNS IEEE FE 1L C, Buropol 23 DR 24 T3 DI DT —H D
FARATORGE VI CHH WS D XIS, Buropol 13, ek — X DIRUEEITHIL, 4347
— X DR D2 EDIEKGRERD, 730, FDIHNTRDDHZED IS4 LARIVA 7R~
ERAR

Where a Member State, a Union body, a third country or an international organisation has indicated any
restriction as regards the earlier erasure or destruction of the personal data at the moment of transfer in
accordance with Article 19(2), Europol shall erase the personal data in accordance with those restrictions.
If continued storage of the data is deemed necessary, on the basis of information that is more extensive
than that possessed by the data provider, in order for Europol to perform its tasks, Europol shall request
the authorisation of the data provider to continue storing the data and shall present a justification for such
request.

FERKIE], BRMRELSORERE, 85 —E /- XEEHEREAS, Buropol IZHELI-EAT —4&ZDikE
KEH DT =277 ANDPBHBRUIZEEIE, ZD1EFRNT, Buropol (23U, Lo~ <@g
%o ZDOT —ZDFMEI L TRA S T I KL RIBES A 1E A AL L T,
Europol 73 DWass% 24T D122 DT —H DRtsR T OMGe B CH D E ML 720
[R0, Europol 1%, & DT —4%HbxT %, Europol I, 245%T —XDOIHFITHL, ZDIH7%0T
— DR ARTAEHE L, 23D, DI R ARG I UARIA 3~ 5,

Where a Member State, a Union body, a third country or an international organisation erases from its own
data files personal data provided to Europol, it shall inform Europol accordingly. Europol shall erase the
data unless the continued storage of the data is deemed necessary, on the basis of information that is more
extensive than that possessed by the data provider, in order for Europol to perform its tasks. Europol shall
inform the data provider of the continued storage of such data and present a justification of such continued
storage.

PLFOSAIZBWCL, AT —2IZ, HBRS CIrebau:

Personal data shall not be erased if:
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(@) TOHIREN, ilas RDDHT — X TIRORRSEEAFHEE, T DIHEICBOTL,
FOT XX, ZTOT—HFEROHROERIZLAFRENRHDZEIZIRY, FHSNS;

this would damage the interests of a data subject who requires protection. In such cases, the data shall
be used only with the express and written consent of the data subject;

(b) EDOT —ZDIFFEMEIOUVNT, T —F EERDDEREDIERSIVTWDYE, TN e
LI, HERKIEE7213 Europol 232 D7 —F O IEfEMA s CE D ETOHIMIN;

their accuracy is contested by the data subject, for a period enabling Member States or Europol,
where appropriate, to verify the accuracy of the data;

(©) SEHED HHIDT-O F-I I ARADIEIL F72 1 FHEEL U IXBAEID T 2% DT — 2 RS
FESHRT U272 e -1

they have to be maintained for purposes of proof or for the establishment, exercise or defence of
legal claims; or

(d) T —HEER, ZOT —ZDOHIREIL, 2D, ZDT —ZDOFIFHDHIRZ 2
RUCWBEE,

the data subject opposes their erasure and requests the restriction of their use instead.
E3RE WEOEXYT4
Article 32 Security of processing
FHHIEU) 2018/1725 D5 91 SUZHE Europol (285 C, OV, F5H(EU) 2016/680 D 29 SR
T THEREINC S~ T, 1B AT OB T =7 LOFED S SN D%
TR D7D DA BITEND,
Mechanisms to ensure that security measures are addressed across information system boundaries shall

be established by Europol in accordance with Article 91 of Regulation (EU) 2018/1725 and by the
Member States in accordance with Article 29 of Directive (EU) 2016/680.

E33F [HIFR
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5833 a REHARLEITEHROI=ODBEAT—L2OMNE

Article 33a  Processing of personal data for research and innovation

1. Europol 1 &, Y4i%E AT —Z DWEERLL T O LI ThHI L% SFL LT, Buropol DFAMFTE
Bl g0 7 vy =2 b BRIOT-DIAHNT — 22 BRAGS -

Europol may process personal data for the purpose of its research and innovation projects, provided that
the processing of those personal data:

(@) BRI D7 ur = HEVE @ DT DI S CTH) Ol E S I kS D
is strictly required and duly justified to achieve the objectives of the project concemed,

(b) FEHRHEROEANT —ZZBEL TR, B MELTHD DM MR T IRL T,
ZDOLZERERNT, A E A 15%,

as regards special categories of personal data, is strictly necessary and subject to appropriate
safeguards, which may include pseudonymisation.

TSI E L BT EEH D 7 0 =7 MOUSRR Z331) 5 Europol | Z L AME AT —Z DUER X, BB,
A RTRENE, AR OSRIAE R WEAFRIZ L > THAREND,

The processing of personal data by Europol in the context of research and innovation projects shall be
guided by the principles of transparency, explainability, faimess, and accountability.

2. B 1 WERIHTF5ZE72<, Buropol ORFAAZEEHAT G D7 1y =7 FOIEFR Z 8 T TS
HIENT —H OB BT, LA RO LB LRSS

Without prejudice to paragraph 1, for the processing of personal data performed in the context of
Europol’s research and innovation projects, the following safeguards shall apply:

() VR DIEMFEL BT R OT 1Y 27, LT ObLOEFREEL, 7 — 2 RS T
K OHEAMEEAEDSERBEIRU 1T, REIZLDFRIDOAGEZ T %!

any research and innovation project requires the prior authorisation by the Executive Director, in
consultation with the Data Protection Officer and the Fundamental Rights Officer, based on:

() ZFO7uPxrh0 B EIOFER, KOV, Europol £/ EDRRBHERD & SRR
DRREDIZATIZINNT, ZD7 1= )3 Buropol F7-i3EREIDREHEREDH 5
BEREE & DINAHHBIT 272N TR
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(iii)

(iv)

V)
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a description of the objectives of the project and an explanation of how the project assists
Europol or competent authorities of the Member States in their tasks;

Bt s 1Tl m N R Vs b o I Ny VA ON V. e Nt | A O Rl = 274
DR AT DI o727, ALERD B Y, 18 I K ORI ON
WAANT —H 2 RSB EOMEPER O EBINEEZ ED TND, FESILTUDAL
PREEHOFLR,

a description of the envisaged processing activity, setting out the objectives, scope and
duration of the processing and the necessity and proportionality to process the personal data,
such as for exploring and testing innovative technological solutions and ensuring accuracy of
the project results;

MPESIVAAE N T — & ORI FE ;
a description of the categories of personal data to be processed;

FRIEU) 2018/1725 D5 71 SO TEDHIV NS T —H (D FAJF R8T
DR, FERRAFO IR AN T —Z ~DT 7B AD T DZAEDFH; A ONT

an assessment of the compliance with the data protection principles laid down in Article 71
of Regulation (EU) 2018/1725, of the time limits for the storage and conditions for access to
the personal data; and

T —H FAROMER S OV H BRIk 25U A7, 7LV R LD RO 1 fF S S
TENT —HND/ AT AL OWERDFERND  SAT ZADYAY | MONT, ZAUHDYA
NS D780 J QAR MR AR BB T DT DI P ESIV QO DI EE S
b, T GER A

a data protection impact assessment, including the risks to rights and freedoms of data
subjects, the risk of any bias in the personal data to be used for the training of algorithms and
in the outcome of the processing, and the measures envisaged to address those risks as well
as to avoid violations of fundamental rights;

EDPS i, 70y =/ MNiABGET AR, H&E2T5;

the EDPS shall be informed prior to the launch of the project;

EEREERL, 18 &4 7 MU TERREHIIE, 7' ey =/ OBIGLVHENT, &
) e e Lt e b o
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the Management Board shall be consulted or informed prior to the launch of the project, in
accordance with the guidelines referred to in Article 18(7);

7Y =7 MO BN TSN A TOME AT —#I%
any personal data to be processed in the context of the project shall:

() e orNeEliT 5 HRIOHDT-DIZ, Buropol ND7HESIL, FRBESI LD
PRS- T — 2 BRSO C e — &

be temporarily copied to a separate, isolated and protected data processing environment
within Europol for the sole purpose of carrying out that project;

(i) ZOHRNDE 30 455 3 TITHE TEBIN A& T 72 Buropol DF&ED AL~
T, WG, Hiffr LDt 2D 7 AHEEIZIRL T, AERRE ORI HERRO &H DR Y
TFEU D% V 3 AL U CRRITH I RRINES DR RO 5 ARG S TR,
DINZEST, 77BASN;

be accessed only by specifically authorised staff of Europol in accordance with Article 30(3)
of this Regulation and, subject to technical security measures, by specifically authorised staff
of the competent authorities of the Member States and Union agencies established on the
basis of Title V of the TFEU,

(iii) ABESNFIBIRS A5 T
not be transmitted or transferred,;

(iv) Hi%T —HOUBROFERL LT, 7 —X TINS5 HHEE F- 13 EE 50
TII7eH7,

not lead to measures or decisions affecting the data subjects as a result of their processing;

V) OOV SN T UL, FE, 531 KR TIRAT — X O i D
T OIS T U0, BIRRSh%;

be erased once the project is concluded or the time limit for the storage of personal data has
expired in accordance with Article 31;

Ty = MO BT HENT — 2 ORIRORI VY, T — S WRORERD TEREM A5
RIET 2 ARIDT=DIZD I, 53, ZDTOIMBZLFHPIZ IR, £DT 0= MO |
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D 2 FHRETIHRIFSND,

the logs of the processing of personal data in the context of the project shall be kept until two years
after the conclusion of the project, solely for the purpose of and only as long as necessary for
verifying the accuracy of the outcome of the data processing.

TEERERNL, FIRI10HD CED T, SRS BT &80 7 1y =7 S D57 23
FHA TED D, TDIH72CEN, TN EEX, 775 —hSh, 7>, EDPS (ZJAMAR
@ BEODT=6D1Z EDPS 23 TEAI0IcEN 5,

The Management Board shall establish in a binding document the general scope for the research and
innovation projects. Such document shall be updated where appropriate and made available to the EDPS
for the purpose of its supervision.

Europol 1X, AEDH CEDOIVIZLEMERE 7 1y =7 NN O b a g, TakRlr
VAR LDBIAEE R D725, B, ZD X727 VTV X LR % HEL § 545 RO 1E
MO FTHEE T D7D, 7V VX LDFIE, R & OBRED & ICHLH T 1 AL
DR Rt B A COD SCEEAIRE T 5, ZREIIEU T, Europol 13, #kER N JPSG 25
b, FIEBREITHL, Ui GEE I C&EDIOTT 5,

Europol shall keep a document containing a detailed description of the process and of the rationale behind
the training, testing and validation of algorithms to ensure transparency of the process and the algorithms,
including their compliance with the safeguards provided for in this Article, and to allow for verification
of the accuracy of the results based on the use of such algorithms. Upon request, Europol shall make that
document available to interested parties, including Member States and the JPSG.

FHERFFCLBATHER D 7 0 =7 MOT- DI BRS AT — 23, MRk [E], KNE S ORE, 55
ZEFI L EEER BRSNS XL, ARSI EIIER OSSR ARL T, #
DI T ZE L BT D7 0 =7 v H D T-80 DR BEL T YT — X OIEEE N
Z DI HAGRE -2 TR, Europol 1, 25 19 55585 2 TEIZHEV Y, Y%7 — X Ot
MHDI[REERDD,

If the data to be processed for a research and innovation project have been provided by a Member State,
a Union body, a third country or an international organisation, Europol shall request consent from that
provider of data in accordance with Article 19(2), unless the provider of data has granted its prior
authorisation to such processing for the purpose of research and innovation projects, either in general
terms or subject to specific conditions.

Europol (%, 7 =X DB O RIEZ R NSRBI BN 7 0y = 7 MO T2 T — 5%
R TIIZRB720, TDII7RFRIL, WO THflElSATD,

143



Fe MR 11455 (2026 4E5 H)

Europol shall not process data for research and innovation projects without the consent of the provider of
the data. Such consent may be withdrawn at any time.

B34 E BRTHIURBIHT HEAT—EOEREDEHA
Article 34 Notification of a personal data breach to the authorities concerned

1. HAIEU) 2018/1725 DF 92 Saihif 52 L7, AT — X DIRENAELTZGAIZBOT,
Europol |3, BR3 AR DIHEHETRD S OB XL, A<, ZORAIDEHT 5
55 TUTHE, MEAREA WAL, Fo, TOMAT —ZDRE? BIRNOHER K OA Hlxt
FTDVARYZIFAELENTI2WE TR BRY, BRI D7 — X DRI RIL, 875,

Without prejudice to Article 92 of Regulation (EU) 2018/1725, in the event of a personal data breach,
Europol shall notify the competent authorities of the Member States concerned of that breach, without
undue delay, in accordance with Article 7(5) of this Regulation, as well as the provider of the data
concerned unless the personal data breach is unlikely to result in a risk to the rights and freedoms of natural
persons.

2. B1HEIRTEL, I=vA0bDLLT:
The notification referred to in paragraph 1 shall, as a minimum:

@ ZHRTRECHIA-OMI LR, BRI BT — 4 AR ORI N BT 5
T WD A, IBNT — S ORHOV AL ;

describe the nature of the personal data breach including, where possible and appropriate, the
categories and number of data subjects concerned and the categories and number of data records
concerned;

(b) ZOEAT —FDREDFEREL TRIVGDFREAFOURL ;
describe the likely consequences of the personal data breach;

() FOENT —XDZFEIZHAULT HT-801Z Europol (2> THEES - HE 2135805
TefE A RLURL WN T,

describe the measures proposed or taken by Europol to address the personal data breach; and

d) EhAEGLEEE, ZOEANT —ZDREDRADFED WTREMZARANT D7D OFSE
AT %,
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where appropriate, recommend measures to mitigate the possible adverse effects of the personal
data breach.
3. [HIER

BISF TAEHHNTHEATAROEEDIRE
Article 35 Communication of a personal data breach to the data subject

1. [HIBR]
2. [HIBR]

3. HHIEU) 2018/1725 O 93 4415 F 5= 472<, Buropol HBHGT %7 — & RO s SeA-H -
TUVRWEE(E, Buropol 13, 7 —ZOEMFEITHIL, BT 57 —Z FRITH LU TEANT —4
DIREHAREET DI ER O TOIREIZEIL T Buropol (25U CHEfET D &5 KdD, 7 —
ZDOFRPOT THARERREIL, EPNEIZHE, Bk 57 — & BRI TEAT —2DIR5E
IrET 2,

Without prejudice to Article 93 of Regulation (EU) 2018/1725, if Europol does not have the contact
details of the data subject concemed, it shall request the provider of the data to communicate the personal
data breach to the data subject concerned and to inform Europol about the decision taken. Member States
providing the data shall communicate the personal data breach to the data subject concerned in
accordance with national law.

HFEI6FK TE2EHRDOTIERADIEF
Article 36 Right of access for the data subject

1. [HIBR]
2. [HIBR

3. HAIEU) 2018/1725 D 80 SRR Y%7 —# AL BET DENT —F ~DT 7 ADHE
AT 2T L2V I7R5 7T — 2 EMG, PRI R T DHERRIEN Fo U Tl5%
D HEYDT= DI HRES I R E7213 Buropol 12U, £ D FEOROEATVMFD, 2i%H
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JZH L CTEDRDITONDEEIE, MU RIE, NEEVREERRL, 70, Z#rH 1 7 H
LINIZ, Europol (23 L CEDROEATRET D,

Any data subject wishing to exercise the right of access referred to in Article 80 of Regulation (EU)
2018/1725 to personal data that relate to the data subject may make a request to that effect to the authority
appointed for that purpose in the Member State of his or her choice, or to Europol. Where the request is
made to that authority, it shall refer the request to Europol without undue delay and within one month of
receipt.

Europol 1%, 2 3 D FIZEITHRD DS BRAAEES %, Buropol 1, AEGIREE <, 7>,
VIR D3V T Buropol 23 EIN Y5 bE DRz BRLUTZ RS 37 HLIIS, 20D
RDIZHIL TRET D,

Europol shall confirm receipt of the request under paragraph 3. Europol shall answer it without undue
delay, and in any case within three months of receipt by Europol of the request from the national authority.

Europol I3, TTONAIEIZEIL, 5 7 555 5 HOH CTEDDIVIZGAHTHE, BRFR %R
DYRBHENRDO B DB ORI, F7-, BHRT 27 —F OfRAE) O 5 RN 5, fEA
T —H~DT I RAZEITHREL, Buropol &, EDIIRT —H~DT —HFROT /AL
[EC420D B & DA R E S UM LD R BEER72 1 )OO T T 30> TV VD, FERIEIET -1
ZOT —HDOEIEE D, Buropol 2RI R NI RT DL, MREE X7 — 2 O#H it
F1, Buropol IZKRFL, AN 6 TUZHE N, ZD SO 218195, Europol 1%, ZDIH72
XA RIRB R AL, Europol 13, 57 555 5 AD R TED IV SIHIIE S, BT 20k
BHERD BN XL, KON, DT —Z OV, ZOREE FZI BT,

Europol shall consult the competent authorities of the Member States, in accordance with the conditions
laid down in Article 7(5), and the provider of the data concerned, on a decision to be taken. A decision on
access to personal data shall be conditional on close cooperation between Europol and the Member States
and the provider of the data directly concemed by the access of the data subject to such data. If a Member
State or the provider of the data objects to Europol's proposed response, it shall notify Europol of the
reasons for its objection in accordance with paragraph 6 of this Article. Europol shall take the utmost
account of any such objection. Europol shall subsequently notify its decision to the competent authorities
concerned, in accordance with the conditions laid down in Article 7 (5), and to the provider of the data.
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%37 BT, HIBRBUFIBRDIEF]
Article 37 Right to rectification, erasure and restriction

1.

HIHIEU) 2018/1725 D 82 SR £/l I L LB D AT — X DET IEDOHERIH LI
HIBROMERIET I BN T —Z DUERDHIBROMERZA T T 22 &2 Lt e 7 —Z FRIT, -
(I LD DIERIEN IV Y THE%D BRI 7o DI AR ES - MRl SxtL, 7213, Buropol
\ZRIL, 2D BDORDEITMFD, Bk L CTEDORD I TONLEEE, Bak4 /T,
AEEV R, 730, ZED 1 22H LINIZ, Buropol (IZXL CTEDRDZEAIFET S,

Any data subject wishing to exercise the right to rectification or erasure of personal data or of restriction
of processing of personal data that relate to him or her referred to in Article 82 of Regulation (EU)
2018/1725 may make a request to that effect, through the authority appointed for that purpose in the
Member State of his or her choice, or to Europol. Where the request is made to that authority, it shall refer
the request to Europol without undue delay and within one month of receipt.

GLES

FREAIEU) 2018/1725 05 82 5555 3 TEA T HZ 72, Europol 1%, HIKRZ DT —2 AN IE
YIRS 52 FDHLE T DICEER L b L X, AT — & HIFRT 50T
1372, BT —Z DIERE RS 5,

Without prejudice to Article 82(3) of Regulation (EU) 2018/1725, Europol shall restrict the processing of
personal data rather than erase personal data if there are reasonable grounds to believe that erasure could
affect the legitimate interests of the data subject.

HIRSI=T —21L, T =2 EEREIITZOMOEDAGFORRS AT DI DIy b &
1%, T2 EEROHERIERET D BRIOT-DIZIRY, F7213, FHANEU) 2018/1725 D% 82 456
3D TED HIVZ HIIDT=DIZRY, ABESIS,

Restricted data shall be processed only for the purpose of protecting the rights of the data subject, where
it is necessary to protect the vital interests of the data subject or of another person, or for the purposes laid
down in Article 82(3) of Regulation (EU) 2018/1725.

Europol [ZX > TERASIVTNDE | ROV 3 TR TN T —2 2V = [F, [ERERE <
[ FERPN3ES OFERRD D Buropol (XL TRtz s, RIFIOBRED DEHA IS
A EI TR AR 218 5 Europol (2> TZES = 5A3 LLIE Europol B &
DIINTIEE -5 S HAIZ BT, Buropol 1, ZDIH77 —4#&5TIEL LITHIFRL £
T2 DI 0T — 2 OUFEHIRL, 7>, ZI YRl X, 20T —X ORI Tl
CHHET 5,
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Where personal data referred to in paragraphs 1 and 3 held by Europol have been provided to it by third
countries, international organisations or Union bodies, have been directly provided by private parties,
have been retrieved by Europol from publicly available sources or result from Europol’s own analyses,
Europol shall rectify or erase such data or restrict their processing and, where appropriate, inform the
providers of the data.

Europol | 2L TIRRASIV TS 1 TEEOVS 3 AR AT — 223K ED 5 Buropol 12
TSN AIZBW T, BIURTOREEREIT, MaEREZE Ve O MHERBD FFHNIC I U
C, Europol EW/ILTC, 2DIH72 7 —2%&FTIEL LIFHIRL 2132 DX H7e T — 2 D%
RS2,

Where personal data referred to in paragraphs 1 and 3 held by Europol have been provided to Europol by
Member States, the Member States concerned shall rectify or erase such data or restrict their processing
in cooperation with Europol, within their respective competences.

D2 I > CTRIEMEZMENT —4 ﬁii%ﬁiéhf:%, FlL, HEREDBitE
7o 7 —2HOFE N, RIS LULZOHBNER T AR R L QWD 5E, F
7ol NIEMERERE CH LI ZOHANTER LT Buropol (Z&>TANSH, BIEHEILHLL

LR FS T —H O YR B 2 7 — Z DNV ECT 1238 TS, Europol 1, BH6R
?LZQT~5’@T%1 LELIBLC, DI T —HEFTIEE AR 5,

If incorrect personal data have been transferred by another appropriate means or if the errors in the data
provided by Member States are due to faulty transfer or transfer in breach of this Regulation or if they
result from data being input, taken over or stored in an incorrect manner or in breach of this Regulation
by Europol, Europol shall rectify or erase such data in collaboration with the provider of the data
concerned.

WATH, S IEN O 6 TEIRTHRAICB WAL, BRT 57 —2DOETOZEET, BEHIC,
WEE ST 5, ZISDZAEEANHR U Gl PTRE S BEICIE, ZEEL, TOHEA, T35
FDYAT BN D M%7 —2&ZTIEL, BIFRLUE213250% 7 — 2 OWFAHINR 2,

In the cases referred to in paragraphs 4, 5 and 6, all addressees of the data concerned shall be notified

forthwith. In accordance with the rules applicable to them, the addressees shall then rectify, erase or restrict
those data in their systems.
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BI8E THREDERETIRE
Article 38 Responsibility in data protection matters

1.

Europol 1%, 55 17 GCHEV, ZORRIRN T ESSS - LA TR T DR D, AT —4
B 5,

Europol shall process personal data in a manner that ensures that their source, in accordance with Article
17, can be established.

HRIEU) 2018/1725 O 71 488 1 BRI BT —Z D IEREME B DI 1E, LT &
INE=DR

The responsibility for the accuracy of personal data as referred to in Article 71(1), point (d), of Regulation
(EU) 2018/1725 shall lie with:

(2) Europol |25t CTELN T — S ZARUEL 7oA Rk EIE 72 IR B S O RER;
the Member State or the Union body which provided the personal data to Europol;

() FB=EHHLILEEREN OISV B AT — & £l RO BRI DIEHA IR LS
AUABNT —2ZBIL, Europol ; A% FIH FIREZ2 352 5 Europol |Z&»> TSI
fEANT —2HLLIE Buropol BHE D5 HH72bSAEAT —#IZBAL N, & 31
555 5 TUZHE  Europol [ Z& > CRIRFSAVAE AT —21ZBIL T, Buropol,

Europol in respect of personal data provided by third countries or international organisations or
directly provided by private parties; of personal data retrieved by Europol from publicly available
sources or resulting from Europol's own analyses; and of personal data stored by Europol in
accordance with Article 31(5).

%17 556 1 T KON RIS N B AT —# DN FHRICBUWCRIEMECH DI L F-1dE
TRICRERAA TSI Z 812 Buropol 2355V =& &1, Europol (3, M%7 —X ORI ITRIL,
LD AGEHET D,

If Europol becomes aware that personal data provided pursuant to points (a) and (b) of Article 17(1) are
factually incorrect or have been unlawfully stored, it shall inform the provider of those data accordingly.

Europol (%, 1T EOMENT —# EORHRIZISITHHEANEU) 2018/1725 OEsHZBEL, -, &

NT —42LOBIRZITHZOHRNOBEFIF ONHRHIEU) 2018/1725 D5 3 KO IX D
EFICRL, WA RO,
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Europol shall be responsible for compliance with Regulation (EU)2018/1725 in relation to administrative
personal data and for compliance with this Regulation and with Article 3 and Chapter IX of Regulation
(EU) 2018/1725 in relation to personal data.

T —RARD BIEIHC BT OIS, LUFOEDRD:
The responsibility for the legality of a data transfer shall lie with:
(@) Europol |{ZxfU AT —&Z 2R 7-AERkIE
the Member State which provided the personal data to Europol;

(b) Europol 7 OFEEKIE], 85 —[EFE7- X ERSHEI L CIRIES AT — 2 DA 30
“ClZ, Europol,

Europol in the case of personal data provided by it to Member States, third countries or international
organisations.

Europol ERIESDREFREDDBHRDIGEIZIBN T, ZOBMRDOATEMEC T 2IE,
Europol 2389,

In the case of a transfer between Europol and a Union body, the responsibility for the legality of the transfer
shall lie with Europol.

951 BPEZISIT A2 70, BUSED S B2 %7212 Buropol |2 &~ CF —# 03Bilins b
AIZHTUE, Buropol M OVSHZHUSE DOMTED, T DIl A B D&% 0,

Without prejudice to the first subparagraph, where the data are transferred by Europol following a request
from the recipient, both Europol and the recipient shall be responsible for the legality of such a transfer.

FERKIE], RMREE AR, 25— ONEFHEBIO 35175 Europol DAL 77212 2
W7 — 2T T, BikT — X% LT Europol 2Mi[SDT 72 AL 72 A EBRE,
Europol (%, Europol |Zdo THEMEAHETDT — X WBEHEEKI 2 B9 DIkEE 59, ED&H702
EMD T —2 333 %, BURTDIETROREED FIZHBWT, 230, Zilbo ik FIR S
DIERTHEST, 1T D, D EI727 — 233 207 113, FRAIEU) 2018/1725 D% 91
I THEPRS LD,

Europol shall be responsible for all data processing operations carried out by it, with the exception of the
bilateral exchange of data using Europol's infrastructure between Member States, Union bodies, third
countries and international organisations to which Europol has no access. Such bilateral exchanges shall
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take place under the responsibility of the entities concerned and in accordance with their law. The security
of such exchanges shall be ensured in accordance with Article 91 of Regulation (EU) 2018/1725.

395 FRTOE REEE
Article 39 Prior consultation

1. JHANEU) 2018/1725 DF 90 S&h1T HZE72<, EDPS O SHiDERBERUL, H-724 A~ DAL
BAG A TRLT, 7 —% FROMER S OV E IR DDV AT &) & LR N K 7R ED
i 2 DIEFGEE FOTEFN L CEHL T2 b0,

Without prejudice to Article 90 of Regulation (EU) 2018/1725, prior consultation of the EDPS shall not
apply to specific individual operational activities that do not include any new type of processing that
would involve a high risk to the rights and freedoms of the data subjects.

2. ERBEROEARIDEZEOSZERD HBER LD DE IV TUVRWEHIEU) 2018/1725 O
90 5555 4 DO T CEDHLAVIZHIRNIZ, [FIZRIZE->C EDPS 23 EHIC L2 S 442t L7-355
Z R, Europol 1, [RHINOES 90 Z557 1 T LS EDPS O HipiodE UEHU IR D ABHEERS
wPELATD,

Europol may initiate processing operations which are subject to prior consultation of the EDPS pursuant
to Article 90(1) of Regulation (EU) 2018/1725 unless the EDPS has provided written advice pursuant to
Article 90(4) of that Regulation within the periods provided for in that provision, which start on the date
of receipt of the initial request for consultation and are not to be suspended.

3. RSS2 BRI UUEZERS )Y Europol DISGHEDZ TIC & CRERBEEMAD OHOTHY, 7
-2, Europol @ HHIDFIFHNIZHDISRD 2T A 1ET D720 RO NERPH -9,
FoUX, 7 —F BERE TR =B O AFOF RS EARE T HIDIZ VDT A THY DD
THLHYFEIZIV T, Europol 1%, BiFAEL T, HHI(EU) 2018/1725 55 90 5555 1 THOHTRE
HHIVTVND EDPS OO A BlGS I TH, 2>, [FHRRIDEE 90 445 4 THD
HCED DIV TODIIBEN |72 DR, A EABRIMELASD, EDA1Z35 T, Europol
1%, ZDORPREEBOBAL VBRI, EDPS IZ6L &35,

Where the processing operations referred to in paragraph 2 of this Article have substantial significance for
the performance of Europol’s tasks and are particularly urgent and necessary to prevent and combat an
immediate threat of a crime that falls within Europol’s objectives or to protect vital interests of the data
subject or another person, Europol may exceptionally initiate processing after the prior consultation of the
EDPS provided for in Article 90(1) of Regulation (EU) 2018/1725 has started and before the period
provided for in Article 90(4) of that Regulation has expired. In that case, Europol shall inform the EDPS
prior to the start of processing operations.
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HIHIBU) 2018/1725 D45 90 5545 4 TEIZ % EDPS O EMZ LA ST, LA ZREICANS
T, Do, FERESITOARIRD 1T, LndAESIA,

Written advice of the EDPS pursuant to Article 90(4) of Regulation (EU) 2018/1725 shall be taken into
account retrospectively, and the way the processing is carried out shall be adjusted accordingly.

T —AFEEEEE, BIHIEU) 2018/1725 DFF 90 2557 4 THO R TEDLIVIZHIRAN 92
HILZ, ZD 7SSO B A T A2 EIZBE 5L, 2o, MDA ETET 2,

The Data Protection Officer shall be involved in assessing the urgency of such processing operations
before the period provided for in Article 90(4) of Regulation (EU) 2018/1725 expires and shall oversee

the processing in question.

4.  EDPS %, 5 1 TEIZEWE £/ T A T RISV T OO B E 2 E 5,
FOXGHFERT, NFSITUIRBAR,

The EDPS shall keep a register of all processing operations that have been notified to him or her pursuant
to paragraph 1. The register shall not be made public.
5839 & a IETEBNOERDRCE

Article 39a  Records of categories of processing activities

1. Buropol I, Europol DI&ED FZdhH 4 COFPMO NI EBNOD FLFRAHERFE B 5, [FlRiRIL,
LLUFOEBYDOIERE DS :

Europol shall maintain a record of all categories of processing activities under its responsibility. That
record shall contain the following information:

(2)  Europol DS ONTT — 2 RS T 0D o4 B OSEHESE ;

Europol’s contact details and the name and the contact details of the Data Protection Officer;
(b) FEDHHY;

the purposes of the processing;
© F—HEROBIR AT — 2ROk

a description of the categories of data subjects and of the categories of personal data;
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B EHF A IEBEBE O BUSEE &0, AT — 2D BnSn - BUSE £ 3B REins
Z T DEUSE DR,

the categories of recipients to whom the personal data have been or will be disclosed including
recipients in third countries or interational organisations;

AV R LI, SRR OB A%, 1, [ER R o R
FRH BT — 2 OB

where applicable, transfers of personal data to a third country, an international organisation or private
party, including the identification of that recipient;

FINHREAR LT, BB T —Z DRI D FEST- AR,
where possible, the envisaged time limits for erasure of the different categories of data;

FHNATREZREEIT, FHIEU)2018/1725 D 91 SRR LR OSfk Lot =5
+ FOREE D508,

where possible, a general description of the technical and organisational security measures referred
to in Article 91 of Regulation (EU) 2018/1725;

NSRS RLEE, 7077V 7 DI,

where applicable, the use of profiling,

2. FIHAORT ISR, B iR IC AR AE 5, EHICEDLDET 5,

The record referred to in paragraph 1 shall be in writing, including in electronic form.

3. Europol |%, EDPS {Z%fL, ERHITIGUTH 1 TIOR3 RidkaFIF & 04012975,

Europol shall make the record referred to in paragraph 1 available to the EDPS on request.

4% 0J1E
Article 40 Logging

1. HAIEU) 2018/1725 D 88 ZRICHEVY, Europol (%, Europol DALEEEROR A& T D,
Europol |3, £Du 7 ZAEEL G TIRB20 ),
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In accordance with Article 88 of Regulation (EU) 2018/1725, Europol shall keep logs of its processing
operations. It shall not be possible to modify the logs.

HHEIEU) 2018/1725 D 88 215 %:&fo& T — R EOWESFE BREL C, SO
WZRAL, EN=y OSBRI T4, 5 1 ORI/, YZEN2=yMIHL T
fRiEsND,

Without prejudice to Article 88 of Regulation (EU) 2018/1725, if required by a national unit for a specific
investigation related to compliance with data protection rules, the logs referred to in paragraph 1 shall be
communicated to that national unit.

B4 & THREREEOES
Article41 Designation of the Data Protection Officer

L.

HEZARY, 7 —2REETH L L C, Buropol OIEZ(TAT 2, TDOHEIL, MiZHMORk
{i@fk_ \—f%éﬁéo

The Management Board shall appoint a member of staff of Europol as Data Protection Officer, who shall
be designated for that sole position.

T —AREETE, B EOEE, KO, L0bl), 7 — 2RO IO BRI O
\ZZOMAIDE 41 25 b KOHRAEU) 2018/1725 (g T a 24 73 D10 O FEBIRES 1% Ffift
LLTGEBIND,

The Data Protection Officer shall be selected on the basis of professional qualities and, in particular, expert
knowledge of data protection law and practices and the ability to carry out the tasks referred to in Article
41b of this Regulation and in Regulation (EU) 2018/1725.

T =R RER A ORENL, T —AREE AL L COMME T D s, LobiT, =
JRANOIE & D BRI IS TR E721 38 23t BASDMOD A2 3% %@F'Eﬁ@@}ﬁ%ébéﬁ
NQ YA AR

The selection of the Data Protection Officer shall not result in a conflict of interest between his or her duty
as Data Protection Officer and any other official duties he or she may have, in particular in relation to the
application of this Regulation.

T —HRGEE AL, M ET L OGO TODZIZ, JEEEER I > TSN E -
IS T IR0,
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The Data Protection Officer shall not be dismissed or penalised by the Management Board for performing
his or her tasks.

5. Buropol|L, 7 —#RHEETHEDEAESANFEL, 5>, EDPS TR CEDERESTAARET D,
Europol shall publish the contact details of the Data Protection Officer and communicate them to the
EDPS.

Fa1 Fa THREREEDOBAL
Article 41a Position of the Data Protection Officer

1. Europol |, 7 —#{REE(THE7S, 22 DO REER T, AT — X DIRELEhES 52 TD
AR 5T 22 L 2T 2,
Europol shall ensure that the Data Protection Officer is involved, properly and in a timely manner, in all
issues which relate to the protection of personal data.

2. Buropol I3, 5541 5b (R T SO A TIZION T, [RIaA 2§ 27280 K O R/ 30 oo
S A R D 7O DB 2 D &R OB A5 2 b2 dh, IONS, AT —#
KOS ~DT 7 A% AT 2281280, 7 — 2 B EE 23R,

Europol shall support the Data Protection Officer in performing the tasks referred to in Article 41b by

providing the resources and staff necessary to carry out those tasks and by providing access to personal
data and processing operations, and to maintain his or her expert knowledge.

P ET I L DRRESD ShEl 2B\ TT —AE T A E SR 5720, 7 — X REE T
11T, Europol DFkEDMTMSIATD,

In order to support the Data Protection Officer in carrying out his or her tasks, a member of staff of
Europol may be designated as assistant Data Protection Officer.

3. Europol 1%, 7 —HPREETEDMNIL CTATEIL, 20, MR FE721 3 A DRFE DO SATZBIL T
YRV 1= A AN AN L S R

Europol shall ensure that the Data Protection Officer acts independently and does not receive any
instructions regarding the carrying out of his or her tasks.

T A RGEREAD, EEERRI I TERACHE 5,

The Data Protection Officer shall report directly to the Management Board.
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F—H BT, Y%7 —Z FROEANT —F OB B T A2 CORFEIZBILFONCZ D
AR OWIRIKEU) 2018/1725 D FZdnD 24557 —X TAROMER|OA TEIZBIL, T — 2T
LA L0I5D,

Data subjects may contact the Data Protection Officer with regard to all issues related to processing of
their personal data and to the exercise of their rights under this Regulation and under Regulation (EU)
2018/1725.

faf b, ZOHRIEEHIBU) 2018/1725 DR EE T2 LA FIELT, ZOZUT —# R
HIHTE OISR AT S A AT TS,

No one shall suffer prejudice on account of a matter brought to the attention of the Data Protection Officer
alleging that a breach of this Regulation or Regulation (EU) 2018/1725 has taken place.

EERERT, 7 A UGEEEE L%Té%ﬁ%%?ﬂﬁﬁé [FISEEHIENS, LD, 7—
SURSETEE DAL T 8D 0385 Fee, W7 I ORHYE, T5, 36855 X ORI DN Al =
T DM ED 2R BT 20D &5,

The Management Board shall adopt implementing rules concerning the Data Protection Officer. Those
implementing rules shall in particular concern the selection procedure for the position of the Data
Protection Officer, his or her dismissal, tasks, duties and powers, and safeguards for his or her
independence.

T —ARER AT ON A F I DR ELNE, 58 67 5558 1 TZHEW, BEEIRRFOFEFICK
STHHRSND,

The Data Protection Officer and his or her staff shall be bound by the obligation of confidentiality in
accordance with Article 67(1).

7T —AUGERERL, 4 FOEHITTEMSH, 220, SN EKE 52 6ND,

The Data Protection Officer shall be appointed for a term of four years and shall be eligible for
reappointment.

T REEATE, W ET I DM FT I L D FH D TOT- DI T E RSN D5 %
/-7 7p 7= XX, H>D, EDPS D[RIENHHEAITIRY, EERERSIZL-T, MhFEix
WAL DRI SIS D,

The Data Protection Officer shall be dismissed from his or her post by the Management Board if he or
she no longer fulfils the conditions required for the performance of his or her duties and only with the
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consent of the EDPS.
0. F—HRHEHTLE LT —F (R TEM, M EERICE-T, EDPS I3RS h5,

The Data Protection Officer and the assistant Data Protection Officer shall be registered with the EDPS
by the Management Board.

10. 7 —ZREEEE L CEM rIRER Sl Y, 7 — 2R EEME S, L CREAlS
o,

The provisions applicable to the Data Protection Officer shall apply mutatis mutandis to the assistant Data
Protection Officer.

E41 b THREFRTEORERE
Article 41b Tasks of the Data Protection Officer

L F—SRHEHTEL, LODIT, AT — 2O B FOLI DR RS

The Data Protection Officer shall, in particular, have the following tasks with regard to processing of
personal data:

(@) MNZL7-HEERIZLY, Europol @, ZOHIAIKUHBIHIEU) 2018/1725 DT —X{RH#ESADE
SFARERT DL, AONT, ZOFAN, FHAIEU) 2018/1725, fDORKMESD T — 2 {5#5%
THEENT — 250, O, BB /Md, MUPREERSI 2 B 59~ 2Rk B oo F8askii L& 3k
T, AT =2 OIFEEDOBHRZIITD Europol DFAST#HEESEI DR DM T4
AR 52 % &, Europol ONHEHRED ST — A RESRAD M T MR T 528 ;

ensuring in an independent manner the compliance of Europol with the data protection provisions
of this Regulation and Regulation (EU) 2018/1725 and with the relevant data protection provisions
in Europol’s internal rules, including monitoring compliance with this Regulation, with Regulation
(EU) 2018/1725, with other Union or national data protection provisions and with the policies of
Europol in relation to the protection of personal data, including the assignment of responsibilities,
awareness-raising and training of staff involved in processing operations, and related audits;

(b) Europol XUOMENT —4& BT 2REEI 3L, ZORAN, HRIEU) 2018/1725 O LA
SNDERME S DT — S RFESHE T ENT —# G2 LS Europol X OMEAT —
S PR DB O FHa G T O E R OENA IS 528,

informing and advising Europol and staff who process personal data of their obligations pursuant to
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this Regulation, to Regulation (EU) 2018/1725 and to other Union or national data protection
provisions;

JRANEU) 2018/1725 D 89 ZRIZI DT — ARl A BhEL CROLNT-EXITIBI S
T AT L KON — AR B MO T AR A2l

providing advice where requested as regards the data protection impact assessment pursuant to
Article 89 of Regulation (EU) 2018/1725 and monitoring the performance of the data protection
impact assessment;

AT —F DIREOBRRIARET B2, WO, BIHEU) 2018/1725 OF 92 GO
93 FIZIAENT —F OB ET N HEZEDO VN BHEL TROLNT- X TR S22t
THIL;

keeping a register of personal data breaches and providing advice where requested as regards the
necessity of a notification or communication of a personal data breach pursuant to Articles 92 and
93 of Regulation (EU) 2018/1725;

TENT —2 DA%, sk OCHUSO Gidtn ZOMANI S TIRESNDZ LR 352
&

ensuring that a record of the transmission, transfer and receipt of personal data is kept in accordance
with this Regulation;

T =R FERORDRHHEZIL, ZOMALUIRAEU) 2018/1725 O FZdhbHT —H K
DHERNZADUNTT —F ARG AA T D L2l 52 L

ensuring that, at their request, data subjects are informed of their rights under this Regulation and
Regulation (EU) 2018/1725;

T =SB BT 2T, A OS2 BAL T4 £15 Buropol BB L1 /1972285
cooperating with Europol staff responsible for procedures, training and advice on data processing;

W ET- 1 T ORRESHET RO FEPHANIZ 33U VT, EDPS 230D BEE i 52L, EDPS D%
FEITISC CEIIE LM 2 B 5D BFIZXD, EDPS S /14228 R OE RASH %
Nt

responding to requests from the EDPS, within the sphere of his or her competence, cooperating and
consulting with the EDPS, at the latter’s request or on his or her own initiative;
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() HERREDRFSIERDOH DR, L0l , MRIEIDRBHEIROH MBI 7 — 2 R E (T
H R ONETOENZ RS 57 — A D AR L Bt - B EINETE L RL /1975285

cooperating with the competent authorities of the Member States, in particular with the Data
Protection Officers of the competent authorities of the Members States and national supervisory
authorities regarding data protection matters in the law enforcement area;

(G)  HAEU)2018/1725 DFF 40 S OV 90 200 FIZEIT D HERID B RN &, AR
H B ZBIL EDPS O7= O Rl LTl 228, RO, Zhsisilisl i,
B T I L DREFESHEBROFEFIPN Z D DUEELIAN D R B, B RAHT D2,

acting as the contact point for the EDPS on issues relating to processing, including the prior
consultation under Articles 40 and 90 of Regulation (EU) 2018/1725, and consulting, where
appropriate, with regard to any other matter within the sphere of his or her competence;

k) AFRHERE T DL, KON, EERESNONEDPS IR, ZOWEEARETHIL;

preparing an annual report and communicating that report to the Management Board and to the
EDPS;

() T —FEEROHR KR ONE HAMBIEEB S K> CRD AT RN a5 L,

ensuring that the rights and freedoms of data subjects are not adversely affected by processing
operations.

T ARERERY, EERARITHL, T —HREDEE EOUEDTZDORIEET, &
7=, TSRO SRIADHE N B 5 AL TS LSS,

The Data Protection Officer may make recommendations to the Management Board for the practical
improvement of data protection and advise on matters concerning the application of data protection
provisions.

T —AUGEREA, b LI A B HOREICI FUBEEZBSL LITEADETRFIC
JEUT, T IBID N DN B TAR T I DS LB B2 S e OV ke g
AL, T OREZSROTAANEATHEERBRTAL, BiZREDORRZRIELSD,

The Data Protection Officer may, on his or her own initiative or at the request of the Management Board
or any individual, investigate matters and occurrences directly relating to his or her tasks which come to
his or her notice, and report back to the person who requested the investigation or to the Management
Board the results of that investigation.
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T —REF AT, 1TE OB AT —2IZBIL, BRIEU) 2018/1725 (28> TEDHI-HE
HEZ T35,

The Data Protection Officer shall carry out the functions provided for by Regulation (EU) 2018/1725
with regard to administrative personal data.

P FET NI DT DOZATIZIN T, T — A ERER T L O E 3 LD TS DOZFATITE
WCT —RER A %4895 Buropol DY%EIZ, Europol (Z&L> TABEISNAETOT —X
KX Buropol DECDiigk~DT 7 A%H 2,

In the performance of his or her tasks, the Data Protection Officer and the staff members of Europol
assisting the Data Protection Officer in the performance of his or her duties shall have access to all the
data processed by Europol and to all Europol premises.

T AR, AT LD T — 2 OB % ZOBRID SR E/- | HEAT —#
OB ZBETHIFRIEU) 2018/1725 D 3 25K OV IX BDSRIANSESFS R~ T- S
HEET, WM T, BRI CEREL, 20, EI3 L, fRESh=Him
\Z, EDONE RIS D5 3RKD D,

If the Data Protection Officer considers that the provisions of this Regulation or of Regulation (EU)
2018/1725 concerning the processing of administrative personal data, or the provisions of this Regulation
or of Article 3 and of Chapter IX of Regulation (EU) 2018/1725 concerning the processing of personal
data, have not been complied with, he or she shall inform the Executive Director and shall require him or
her to resolve the non-compliance within a specified period.

FRESHIZ P CE BB T2 S D ANES PRI IR e X T, T — 2 s
i, EERESICHL CGEE T2, EERERNT, T A IEETE O CAESN-MEE
HIRRANIZ, [FIET 5, FEESH-IRIPNICEE BSOS A fr U WG, 77—
HFFEEHTAIY, EDPS (CZDUEAFET D,

If the Executive Director does not resolve the non-compliance of the processing within the specified
period, the Data Protection Officer shall inform the Management Board. The Management Board shall
reply within a specified time limit agreed with the Data Protection Officer. If the Management Board does
not resolve the non-compliance within the specified period, the Data Protection Officer shall refer the
matter to the EDPS.
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5B 41§ ¢ ERWEREES
Article4lc Fundamental Rights Officer

1. EEEERT, REOERICIESE, AR HER B 2T %, SRR ENEEHED,
HARY RO K O TR 272 3210 = Buropol DREFOREE T,

The Management Board shall, upon a proposal of the Executive Director, designate a Fundamental
Rights Officer. The Fundamental Rights Officer may be a member of the existing staff of Europol who
received special training in fundamental rights law and practice.

2. FEARYLMERIRIEEL, LU FOEBVOREZ T %:

The Fundamental Rights Officer shall perform the following tasks:

() MEENIELNDENDPMETHDHEBE X T2LEIX, F7213, Europol DOIEENZRIL CEREA
ZFT= XL, RAEEAE PR ET DI LI TEES 52 E7<, Europol (2L Cll =4
5Tk
advise Europol where he or she deems it necessary or where requested on any activity of Europol
without impeding or delaying those activities;

(b)  Buropol DIEARYLMERIDRIS 2 AT 520
monitor Europol’s compliance with fundamental rights;

(© VEERECET DI EREL YT 528,
provide non-binding opinions on working arrangements;

(d) EEITKIL, Europol DIRENZ ST D FAR AR DR ED FTREMEH Z BIL Tt I o2 8

inform the Executive Director about possible violations of fuindamental rights in the course of
Europol’s activities;

(¢)  Buropol DNk & ONEEND A T 235U D HAHYLHERND Buropol DREHZA(iET D2
promote Europol’s respect of fundamental rights in the performance of its tasks and activities;
H  ZORAIDOHFTEDOLILTWDHEEE, FEELISIORRES,

any other tasks where provided for by this Regulation.
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3. Europol %, FsAWYMMERIEATE D, M/ DRk O3 BEL QU v A HEXIG 321372
W EEHERT 5,

Europol shall ensure that the Fundamental Rights Officer does not receive any instructions regarding the
exercise of his or her tasks.

4. HREVRHERIETAY, REISHL CHEBAIHEL, 2>, Europol OTEEAN AN HER - 25
HLCW DI 0, P57 3B A DTEEN B DRI B M5, RIS,
BREAASHLU R TSI,

The Fundamental Rights Officer shall report directly to the Executive Director and prepare annual reports
on his or her activities, including the extent to which the activities of Europol respect fundamental rights.
Those reports shall be made available to the Management Board.

88 41 & d EFRGTIAERI DR
Article41d Fundamental Rights Training

BT — 2R A5 A0 TS 58 E_EOIES B 53 %4TD Europol IkEI S, HAT —4
DUERLBHET 2 D% 50, FEARHMER K O A O RGEIZ BT 2 B3 lisa =T 5,
RN L, BREAIHIEC) No 168/2007351 28~ TR T BT HA 2 HER N 2 B9~ DR A
J73 (FRA) I ONZERMEES N OB 2O HAIEU) 2015221902 3> CRRAT DI TRl C
B2 RKE S R (CEPOL) SHL[RICRRF S NA,

All Europol staff involved in operational tasks involving personal data processing shall receive mandatory
training on the protection of fundamental rights and freedoms, including with regard to the processing of
personal data. That training shall be developed in cooperation with the European Union Agency for
Fundamental Rights (FRA), established by Council Regulation (EC) No 168/2007 ®*, and the European
Union Agency for Law Enforcement Training (CEPOL), established by Regulation (EU) 2015/2219 of

the European Parliament and of the Council ®°.

35 BRI BE T 2R N A R i% T2 2007 42 H 15 HOEEEEHEIHIEC) No 168/2007 (OJ L 53,
2222007, p. 1).
Council Regulation (EC) No 168/2007 of 15 February 2007 establishing a European Union Agency for
Fundamental Rights (OJ L 53,22.2.2007, p. 1).
3 JEHATRIRRZ BT DERMES JR) (CEPOL) (ZBE 2 M UNBEIRIE 2005/681/JHA Z (B2 THEIES S
KoM M OB 2015 4 11 A 25 HOHIHIEU) 20152219 (OJ L 319,4.12.2015, p. 1.).
Regulation (EU) 2015/2219 of the European Parliament and of the Council of 25 November 2015 on the European

Union Agency for Law Enforcement Training (CEPOL) and replacing and repealing Council Decision
2005/681/JHA (OJ L319,4.12.2015,p. 1.)
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B2 ENEELUBICISEE
Article 42 Supervision by the national supervisory authority

1. FERB(EU) 2016/680 DF 41 SR~ [ENETERY SR BEHERROA Tl HID7-01Z, [FIEN
BRI, ENT =y MWW CHR RS B ORE% I Z 3\ C, 2 EN TR E-TY
FZEINETERY JROMERIED D Buropol (23 L THEHSIZT — 2 L OZOBIRIOE 40 SRR
T ~DT I AEEH D,

For the purpose of exercising their supervisory function, the national supervisory authorities referred to in
Article 41 of Directive (EU) 2016/680 shall have access, at the national unit or at the liaison officers’
premises, to data submitted by their Member State to Europol in accordance with the relevant national
procedures and to logs as referred to in Article 40 of this Regulation.

2. [ENEZECYRNT, UENETECY R N OEREE D Europol (ZIBITHHEEE M OSEA~
DT 7 2%5H 0,

National supervisory authorities shall have access to the offices and documents of their respective liaison
officers at Europol.

3. ENETERYRIL, B ENTRUIOE, EDIIZRIEEINMENT — X DRI &> ke
FIFANT, EN= hOIEEh K ONEHE B OTREA BB 5, [ENEZERS /&1, Buropol (ZRHL
TIENE RS 5 M T 7= 2 COIEEN)S EDPS (2L CiFERAtS L Eb R,

National supervisory authorities shall, in accordance with the relevant national procedures, supervise the
activities of national units and the activities of liaison officers, insofar as such activities are relevant to the
protection of personal data. They shall also keep the EDPS informed of any actions they take with respect
to Europol.

4. UL ED, EIWNETELRICKL, 2 CO LRI I oM E 213 B 57 —4 0 Europol
OB LUMBIEO BIEMEE B DEIEIC LD RIT — 2 ~DT 7 2 2D iM%
WRET D2 &z sRODMER et D, L ORI, ZDRD DTN OERIEIDEPAIE>TIT
fish D,

Any person shall have the right to request the national supervisory authority to verify the legality of any
transfer or communication to Europol of data concerning him or her in any form and of access to those
data by the Member State concemned. That right shall be exercised in accordance with the national law of
the Member State in which the request is made.
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435 EDPS ITKIEER
Article43 Supervision by the EDPS

1. EDPS/!Z, Europol \ZL DM A\ T—H OULERE B2 H SR N FANY AR K OH OO
BE9-2Z DRI SE K OHAIEU) 2018/1725 DSFED A AR5 L O 528
(2B, IO, AT —Z OUEEE BRT D2 TOFRIBIL, Europol LN —4 A%
LCBIETAZLICBIL, WA E5, FD HEIDT-0OIZ, IE-135 0T, & 44 2>
WEZERY RE BT L0, B2 THO R CED LIN-FS5ATNIZL, 72, H3TEDHCTE
DO HEEATHET D,

The EDPS shall be responsible for monitoring and ensuring the application of the provisions of this
Regulation and of Regulation (EU) 2018/1725 relating to the protection of fundamental rights and
freedoms of natural persons with regard to the processing of personal data by Europol, and for advising
Europol and data subjects on all matters concerning the processing of personal data. To that end, he or she
shall fulfil the duties set out in paragraph 2 and exercise the powers laid down in paragraph 3, while closely
cooperating with the national supervisory authorities in accordance with Article 44.

2. EDPSIY, LA FOLBND#zHEED:
The EDPS shall have the following duties:

@@ EHCOWTEHT 2L MOTET DL, WNT, 7 —F ERTHL, SRR
(2, TORREEETHIL;

hearing and investigating complaints, and informing the data subject of the outcome within a
reasonable period;

(b) LU HHOFERIZID FUTE L HEL T, MEEATHTE, KO, 77— &
IR, BERVRHIFNG, £ ORREERET D8 ;

conducting inquiries either on his or her own initiative or on the basis of a complaint, and informing
the data subject of the outcome within a reasonable period;

(© ZOFHIDE IO Buropol IZEHENT —ZORERLEL# T2 BIRADIGEZ RS2
HDBERIES DU T 2D il D2 L MO 528

monitoring and ensuring the application of this Regulation and any other Union act relating to the
protection of natural persons with regard to the processing of personal data by Europol;

d) ST AHOFRRICI FTE R IEL T, AT —Z DBERHR TS
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ATOHERTEEL, &0, AT —& DOAEE BHE 2 FARHER ] OV A D LRGE
\ZBET-BNEELE S Europol 233 E 3 A/, Europol (ZXIL CBIE 3§52,
advising Europol, either on his or her own initiative or in response to a consultation, on all matters
concerning the processing of personal data, in particular before it draws up internal rules relating to

the protection of fimdamental rights and freedoms with regard to the processing of personal data;

5539 555 | THORNNC IO E 138 A et U ClENSHL, 20, 55 39 5555 4 THITHE-
CBGRS IV T 702 2 A T DRERIEE DB AR+ 5L

keeping a register of new types of processing operations notified to him or her by virtue of Article
39(1) and registered in accordance with Article 39(4);

A FETN I TR RISV ABZEAL T, S A 524,

carrying out a prior consultation on processing notified to him or her.

EDPS I%, ZOHANCED:

The EDPS may pursuant to this Regulation:

(@)

(b)

©

()

T =B ERIHL, T —F EROMERIOA T BEL TS &2 52455
give advice to data subjects on the exercise of their rights;

TENT —Z DUERE G DD D 8 H LD E5ED ST 51235\ YT Europol (2
KLU TEDHERFEL, Fo, ZADEE el XY, YA R ETHZER T —4F
ROLEE ) LS E LT EOREEATMED;

refer a matter to Europol in the event of an alleged breach of the provisions govemning the processing
of personal data, and, where appropriate, make proposals for remedying that breach and for
improving the protection of the data subjects;

F DI RDINE 36 SO 37 S EN L CHEASIIZE X, T —ZEOBRICE N
T EDOMEREA T 5720 0D YD RO I FEINDZ EH M UGS ;

order that requests to exercise certain rights in relation to data be complied with where such requests
have been refused in breach of Articles 36 and 37;

Europol (ZxfL CEEFITEEEA TV MED;
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warn or admonish Europol;

TENT —Z DIBAFEE T HEAITER L TUPESHI- AT — 2 DETIE, §iliR, HibRrE
7ol XA it d 5 Z &% Buropol \ZXIL TR, &2, ZDIH7eT — X OBIREITT-5
=FITKIL TEDINATETT HZ &40 52 L% Europol [ZXL TatAF5;

order Europol to carry out the rectification, restriction, erasure or destruction of personal data which
have been processed in breach of the provisions governing the processing of personal data and to
notify such actions to third parties to whom such data have been disclosed;

TENT —Z DB R ET A ER T Buropol |2l AREEESI 65— E7-
(FEARYRER IR ARG ;

impose a temporary or definitive ban on processing operations by Europol which are in breach of
the provisions governing the processing of personal data;

Buropol (ZxfL, INZ, ZHsnhEizy b, Biligs, BN ORNEBERITHL,
TOMEATFELASD;

refer a matter to Europol and, if necessary, to the European Parliament, the Council and the
Commission;

TFEU O CEDHITZEAED FIZBNT, BN FREREIFTC L, OS5,

refer a matter to the Court of Justice of the European Union under the conditions provided for in the
TFEU;

BRI ERESSHIFT C I TS il B 5 LSS ;
intervene in actions brought before the Court of Justice of the European Union;

EHE FATBENTH L, TNDSEGVRLE L, FEESIVIZRERRT, 720, FRESH-H]
IS, WA, ZOMAE BT 5 S ¥ L2 miaG5;

order the controller or processor to bring processing operations into compliance with this Regulation,
where appropriate, in a specified manner and within a specified period,;

TERKIEINORUSE, == IEERI~ DT =2 DR DO 2T ;
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order the suspension of data flows to a recipient in a Member State, a third country or to an
international organisation;

() A DIEBNOZAEOPILOFEIIET T, ATE(C), (e), (), () LMWNIIRTFHEFE DY
A0 Buropol (2L RNESFOLGAIZINT, 1T EOEESZFILATD,

impose an administrative fine in the case of non-compliance by Europol with one of the measures
referred to in points (c), (€), (), (j) and (k) of this paragraph, depending on the circumstances of each
individual case.

EDPS (%, LT LISV OMERES D!
The EDPS shall have the power to:

(@) PEFEIIE L DOFHEDT=DITMELI2HETOENT —Z~DT 7 EA R D TOER
DT 7 A% Buropol 2 HIFDHERR

obtain from Europol access to all personal data and to all information necessary for his or her
enquiries;

(b) ZOHRANDIEHDHLTEE S E DIGHT T IMS AL TONDEHEE § S G EHIZARILA T
13555, Europol 232 DIEEE FHEL QD TOREER~DT 7 A% 15D HER,

obtain access to any premises in which Europol carries on its activities when there are reasonable
grounds for presuming that an activity covered by this Regulation is being carried out there.

EDPS I, Europol &DERRIZISIT DA 721 T4k 2D B BEEN Z B3 DA 54 M 3,
[T, FIANEU) 2018/1725 055 60 4:421~9 EDPS ARG EO—H T D,

The EDPS shall prepare an annual report on his or her supervisory activities in relation to Europol. That
report shall be part of the annual report of the EDPS referred to in Article 60 of Regulation (EU)
2018/1725.

EDPS (3, EINEZE YR, RS EDERIRSIVORNG, £ OFREEEORE S H 71
B 2B R ELAR T 581K D, EDPS (3, [FIERELHRAIRZIEICALL, 1>, Fkk
HEOTTHEREZZMT D,

The EDPS shall invite the national supervisory authorities to submit observations on that part of the annual
report before the annual report is adopted. The EDPS shall take utmost account of those observations and
shall refer to them in the annual report.
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YRS EDS 2 IR E 00, #5105, IR KOS B0 HER, N, 3 =F
CEFSHERA T AEN T —Z OBz, EDPS ORI E RIEHO 24N OARSEE 3 THOHF T
TED DIV HEROE BT ARG HEHRE & D5,

The part of the annual report referred to in the second subparagraph shall include statistical information
regarding complaints, inquiries, and investigations, as well as regarding transfers of personal data to third
countries and intemational organisations, cases of prior consultation of the EDPS, and the use of the
powers laid down in paragraph 3 of this Article.

6. EDPS, EDPS DHFH RO E RO NLBMOREIS, 567 455 1 O T CiED DA
RO I THIRS A,

The EDPS, the officials and the other staff members of the EDPS's Secretariat shall be bound by the
obligation of confidentiality laid down in Article 67(1).

8445 EDPS LENEEELBEOMDNTEA
Article44 Cooperation between the EDPS and national supervisory authorities

1. EDPS %, ENYROREG2E4 5B, E0blF, THROZHDT-HD Buropol DS
DFIHCTIBNT, Fold, ZOHRIDFEZER OFRIIZBIL T 1 b LIFEHO ENETE 4505
PRSI E MO 23N T, HERRED FEEO I TRERAE) B H T L8 L & A
D FREMEN®HDHZ L% EDPS &L ITENETE Y I3 L L &1, [ENETEY REEREIC
T TEET5,

The EDPS shall act in close cooperation with the national supervisory authorities on issues requiring
national involvement, in particular if the EDPS or a national supervisory authority finds major
discrepancies between the practices of Member States or potentially unlawful transfers in the use of
Europol's channels for exchanges of information, or in the context of questions raised by one or more
national supervisory authorities on the implementation and interpretation of this Regulation.

2. 1 HIRTHAICEBWT, BAIEU) 2018/1725 OF 62 SRICHEV Y, FREESNT BB D e RS
5, EDPS 13, ZOBBRIDEE 43 255 2 THDO FCED DIV F 713G A D FHO IR ZF 0
T, ENEE R0 RFERS N OSRRE FAV D,

In the cases referred to in paragraph 1, coordinated supervision shall be ensured in accordance with Article
62 of Regulation (EU) 2018/1725. The EDPS shall use the expertise and experience of the national
supervisory authorities in carrying out his or her duties as set out in Article 43(2) of this Regulation.

EDPS EDATRIFHED FhE 28\ T, [EINEERY R E M ORE X, fizelEE R Os
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MEIFRIEE BRI AN BT, ZOHRIDEE 43 5555 4 THOH CEDOIVHERELED
MEfEA 6, 70, ZOHBIDE 43 45455 6 O TED BV F6BE D F8BIC > TR
b,

In carrying out joint inspections together with the EDPS, members and staff of national supervisory
authorities shall, taking due account of the principles of subsidiarity and proportionality, have powers
equivalent to those laid down in Article 43(4) of this Regulation and be bound by an obligation equivalent
to that laid down in Article 43(6) of this Regulation.

3. EDPS %, ENEZERY RN CEBEOED S H 2 CORBE T LI [E N EEFRERE
& Tlits7 2 AL DT, [ENESES Sy R SRR T A - 2215, 1| F-13
BB OENETERY RO BESIZ LD, EDPS 1%, THHDENEERYE L, 85100 REEOEH#R
TRitA4%,

The EDPS shall keep national supervisory authorities fully informed of all issues directly affecting or
otherwise relevant to them. Upon the request of one or more national supervisory authorities, the EDPS
shall inform them of specific issues.

4, B4 FE 2 HIRTHEEED, | FATEEOBRED LT3N T — X EBET 5%
HIZINT, EDPS 1%, BRI DIENEEY fin S5 RS2, EDPS 1, #iF7-13i 4ok
STHES- BRI SRLENETERY JEAY EDPS 106U CYrLEINETE Y R B R A8
FTHIOBANCIBN T, BIIEEEATHZEICBEL TREL T ebiew, 2O, BIfRT
BIENEZERY A2 C EDPS 258 BB 285 1 72 A K Ch-TUIes 1, 3 H 4
WL TIE725720, EDPS 1, BHR T AENEE Y RE N0 ERA R RREEEICAND,
EDPS M ENETE Y RO B RIHEDIRNZEZ2TET HEEX, MF AT, Sall it
L GHAEL, ZDIE 4 UARIAESAEL , 7D, BRI T — 2R BRI TR CEOHE T 5,

In cases relating to data originating from one or more Member States, including the cases referred to in
Article 47(2), the EDPS shall consult the national supervisory authorities concerned. The EDPS shall not
decide on further action to be taken before those national supervisory authorities have informed the EDPS
of their opinion, within a deadline specified by him or her which shall not be shorter than one month and
not longer than three months from when the EDPS consults the national supervisory authorities concerned.
The EDPS shall take the utmost account of the respective positions of the national supervisory authorities
concerned. Where the EDPS intends not to follow the position of a national supervisory authority, he or
she shall inform that authority, provide a justification and submit the matter to the European Data
Protection Board.

FASFRUE 46 F [HIFR]
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FVILE FERTENEE
Chapter VII Remedies and Liability

88475 EDPS |TEIRERIITHHER
Article47 Right to lodge a complaint with the EDPS

1. 2TOT—2EMWE, BEII L BRETA{EH AT —4 D Buropol |ZLAUERISZDOFIHIET-
FHRAINEU) 2018/1725 %885 FL U VRW S 721 34 a4 2854, EDPS |2 E4 N C
DHERES O,

Any data subject shall have the right to lodge a complaint with the EDPS if he or she considers that the
processing by Europol of personal data relating to him or her does not comply with this Regulation or
Regulation (EU) 2018/1725.

2. ZOHRIDH 36 S5b LITES 37 S5F2ITHIHIEU) 2018/1725 D 81 FobLLITH 82 Sy
RTE LB 5 HOEE, EDPS 1, 07 — X &AMt U7 AR E O EINETERY Ry F -1 L
PR BRI DM AIE DIEINEE Y i D B T 5, #7213 A DPEDBHIIZ I T,
EDPS 13, ENEE Y RO E RAZBREIIAIND, TOUEL, (SRR 55T 5 5O
DPETHVIFD,

Where a complaint relates to a decision referred to in Article 36 or 37 of this Regulation or Article 81 or
82 of Regulation (EU) 2018/1725, the EDPS shall consult the national supervisory authorities of the
Member State that provided the data or of the Member State directly concerned. In adopting his or her
decision, which may extend to a refusal to communicate any information, the EDPS shall take into
account the opinion of the national supervisory authority.

3. AN, HERRIEY S Europol (SR CHAES NI — 2 DN LR 5 %11, EDPS UM
DT — AR EO ENES BRI, ZhbE 2 ORFBHERO RN T4 B 1T
WL, 5 — S U AT BT BB RN IERE S FHES QU VDD LR TR,

Where a complaint relates to the processing of data provided by a Member State to Europol, the EDPS
and the national supervisory authority of the Member State that provided the data shall, each acting within
the scope of their respective competences, ensure that the necessary checks on the lawfulness of the
processing of the data have been carried out correctly.

4. FHED, BRIMESORERE, 55 =EH UIXERER) S Europol 12X CHEIEESAVZT —2 DAl
B F7203, ARDFIH ATREZ 2 EHR) D Buropol (Zd> CTHMZRE - T — X DAL, LT
Europol HEH DM HAT D7 —2 OB BT 54X, EDPS 1L, 7 —XDABLDEE
PEIZ BT D035 5003 Europol | 24> CIEREIZ SERES IV CUWND T LA iR T2,
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Where a complaint relates to the processing of data provided to Europol by Union bodies, third countries
or international organisations, or of data retrieved by Europol from publicly available sources or resulting
from Europol's own analyses, the EDPS shall ensure that Europol has correctly carried out the necessary
checks on the lawfulness of the processing of the data.

EDPS 1%, 7 —# FRIZHL, EEOMEERIN L OSSR ONT 56 48 SR I A wIE EORGEH /]
BECHDHIEAERKT D,

The EDPS shall inform the data subject of the progress and outcome of the complaint, as well as the
possibility of a judicial remedy pursuant to Article 48.

SR 48 & EDPS ZHEF AL T HRIELDBUFDHER]
Article 48 Right to a judicial remedy against the EDPS

EDPS DRz NkE$DRAL, BRINERESHIFNZ B\ TS IS,

Any action against a decision of the EDPS shall be brought before the Court of Justice of the European
Union.

8849 & ENBRERVIRERHEDIERICRE T SH ANV FR
Article49  General provisions on liability and the right to compensation

1.

Europol D3] EDIERITET, OSSN TREZ AR C &> TR L,
Europol's contractual liability shall be governed by the law applicable to the contract in question.

WM EREEAIFTE, Buropol | Zd -~ ChiifES 7= S ORI 2 LA il 5-2 5728
DEHEE SO,

The Court of Justice of the European Union shall have jurisdiction to give judgment pursuant to any
arbitration clause in a contract concluded by Europol.

55 49 FRAEHT D870, IR LOIERIERTOYE, Europol 13, HERKEIDEAN ZImo—fk
JEHINZHE S, Europol DEEF7-13 Europol DRE D500 2%4 71233\ YT Europol DB -1
Europol DIKEIZ &> TAECT-HFEORHER T,

Without prejudice to Article 49, in the case of non-contractual liability, Europol shall, in accordance with
the general principles common to the laws of the Member States, make good any damage caused by its
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departments or by its staff in the performance of their duties.
4. WRINEREHCHIFTE, 265 3 RS HHEORHEE BT D F O EEEE D O,

The Court of Justice of the European Union shall have jurisdiction in disputes relating to compensation
for damage as referred to in paragraph 3.

5. Europol & Europol DIkEA-HEOMIO NF FOIERTETE, MasikE 2 rTaE/ 2 R E KR
FATZDMD BB DRSO T CED LIV SR L > THARS LS,

The personal Lability of Europol staff vis-a-vis Europol shall be governed by the provisions laid down in
the Staff Regulations or in the Conditions of Employment of Other Servants applicable to them.

5850 & {RERRBOHEF
Article 50 Right to compensation

1. ZOBAIOEXOFEREL CHEE X TEOBEL -7 2 CoETE, HHIEU) 2018/1725
DE 65 K UHEH(EU) 2016/680 D 56 FRITHE, BHEA ST DHER A,

Any person who has suffered material or non-material damage as a result of an infringement of this
Regulation shall have the right to receive compensation in accordance with Article 65 of Regulation (EU)
2018/1725 and Article 56 of Directive (EU) 2016/680.

2. AR I TR EI IO EZ o T H AL T DI R ERHED A&
VA (v agit I NalE S I Europol LR EL OO LEEZER RSN, EEEERIT
TFEU D5 263 FRICLVIEEZE SOPRTEAIRANL T DHEREIHT 52704, %@%ﬁkﬁ
D 353D 2 DEEPICLVRET D,

Any dispute between Europol and Member States over the ultimate responsibility for compensation
awarded to a person who has suffered material or non-material damage in accordance with paragraph 1
of this Article shall be referred to the Management Board. The Management Board shall decide on that
responsibility by a majority of two-thirds of its members, without prejudice to the right to challenge that
decision in accordance with Article 263 TFEU.
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S VIIE BRCFER
Chapter VIII Joint Parliamentary Scrutiny

551 & BEHRER
Article 51 Joint Parliamentary scrutiny

1.  TFEU D88 R[N, ENiESE HIRMNERIZEH- T, Europol@?éﬁéb@ﬁ?‘?ﬁiﬁ‘%éﬂé
ZOELT, EWNES KON EESOBFEHEIROH 5B RO AR CRRESNA RIS
ATREEL V—7 (IPSG) ZAE AT %, IPSG DR ONFReAINNE, FEEE 1 508 9 5T
e, BRINEES KM OENERICE ST, AlRICHIESIS,

Pursuant to Article 88 TFEU, the scrutiny of Europol's activities shall be carried out by the European
Parliament together with national parliaments. This shall constitute a specialised Joint Parliamentary
Scrutiny Group (JPSG) established together by the national parliaments and the competent committee of
the European Parliament. The organisation and the rules of procedure of the JPSG shall be determined
together by the European Parliament and the national parliaments in accordance with Article 9 of Protocol
No 1.

2. JPSG 1, ZDMIHERI=TEE, BIRADFEANY MRS OV HIZ%9% Europol DIEBHDE
B 2B 5D % G, Europol DIEENOBURA 2 EEARZ1 T,

The JPSG shall politically monitor Europol's activities in fulfilling its mission, including as regards the
impact of those activities on the fundamental rights and freedoms of natural persons.

55 1 gD BRD T2
For the purposes of the first subparagraph:

(a) EEEELD#R, EEFIIFNOLOEDONREEEL, IPSG OEFENH-T-L&E, BE
BN D FeH5a BRI NI T, DL 57215 ED T O, Europol OFH
TS O 72 = N O ES LS O RRE D ATREMEE 87, 5 1 B R™ Y
TRENE BRI D AT 5720, IPSG (ZHEAT %, JPSG 1, Zhusitielxid, k
FLLMNDERS 723 % IPSG DB ~DH T D 5 " L2495

the Chairperson of the Management Board, the Executive Director or their Deputies shall appear
before the JPSG at its request to discuss matters relating to the activities referred to in the first
subparagraph, including the budgetary aspects of such activities, the structural organisation of
Europol and the potential establishment of new units and specialised centres, taking into account the
obligations of discretion and confidentiality. The JPSG may decide to invite to its meetings other
relevant persons, where appropriate;
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(b) EDPS (%, JPSG DELENSH-T=EXIE, KO, D7 lh 1T 1R BB BICHEELRED

©

éﬁa‘%%r@ N G, Europol DiEEhEBEREES-2 HIR D AR 2 R K OV E RO
AT, E0DUT, AT —2OLSEL ST 5 e T ik 57, IPSG IZ
lﬂ%ﬁﬁ‘é >

the EDPS shall appear before the JPSG at its request, and at least once a year, to discuss general
matters relating to the protection of fundamental rights and freedoms of natural persons, and in
particular the protection of personal data, with regard to Europol's activities, taking into account the
obligations of discretion and confidentiality;

JPSG 13, %5 12 4555 1 BEIZHE S, Buropol 0 4RI 0D BRI Z 45\ TR R 521
}:)o

the JPSG shall be consulted in relation to the multiannual programming of Europol in accordance
with Article 12(1).

Europol I, SRR AR O FeHABIEICAIT- EC, IPSG 123U, Tk Bt

LMTODjC%%EJi@HT %

Europol shall transmit the following documents, for information purposes, to the JPSG, taking into

account the obligations of discretion and confidentiality:

(@)

(b)

©

()

Europol ™ H I BHET D BG Ul &, B Hrd i & ORI D &,
AFTNT, Europol 223 B85-UT-aAEFZE & O HoORE R A

threat assessments, strategic analyses and general situation reports relating to Europol's objective as
well as the results of studies and evaluations commissioned by Europol;

5525 5005 1 B I TS IVIA T LD R,
the administrative arrangements concluded pursuant to Article 25(1);

12 T 2779 Buropol 2SS Hili f UM SR i 2 Lo S0

&
o

the document containing the multiannual programming and the annual work programme of Europol,
referred to in Article 12(1);

SERER FOMBEBI RS 52870, 1o, #ITHOMAEZITHZE7e<, Buropol DIE
BN BT M ORE 2T — 22y MO BV TES N RERAE S50, 6 11
2545 1 TE(c) 2119 Europol OFEEN Z B9 A8 A S - AEEEhiis =
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the consolidated annual activity report on Europol’s activities, referred to in Article 11(1), point (c),
including relevant information on Europol’s activities and results obtained in processing large data
sets, without disclosing any operational details and without prejudice to any ongoing investigations;

5568 255 1 IR ERINE BRI T RS R Ml S
the evaluation report drawn up by the Commission, referred to in Article 68(1);

Wb 10D FZMAEDFH, Buropol 730 H YA ZERKL K OV ORfsa S CE 53012358
V) HBID 7o SR ELR DN 2B TH DD B T D7 a7k SO R D %
i, W, 55 26 55 b IZIDMEANT —HDAHUZHL T, ZDIEHD Buropol (285 T
FIF FTREZRHEBHNC, MREASHODRERE L GRS RO R G0, 552655, 5265
a SOV 26 52 b 1T K> CIREDBHFE L DM CAMES VAR N T — 2 B3 555 26 556
11 I ZRDFROTE et

annual information pursuant to Article 26(11) on the personal data exchanged with private parties
pursuant to Articles 26, 26a and 26b, including an assessment of the effectiveness of cooperation,
specific examples of cases demonstrating why those requests were necessary and proportionate for
the purpose of enabling Europol to achieve its objectives and carry out its tasks, and, as regards
personal data exchanges pursuant to Article 26b, the number of children identified as a result of
those exchanges to the extent that this information is available to Europol;

55 18 5t a | T THORFEDILFEHRA ZI\ v ORERRER SR A7 D IR IT
HCHIES TN T —& TR BIRL 72V MELA T —4%, Europol (2> THERT %
WD T2 ZHFEDOFN BET DR DGR, WO, Mi%T —F W72 BT
SO LB T Te DD E R LOTR GO FHA G, ERO I K OFERIZ B
Dif L,

annual information about the number of cases where it was necessary for Europol to process
personal data that do not relate to the categories of data subjects listed in Annex I1 in order to support
Member States in an ongoing specific criminal investigation in accordance with Article 18a,
alongside information on the duration and outcomes of the processing, including examples of such
cases demonstrating why that data processing was necessary and proportionate;

A FOREA 530072, 55 25 4505 1 THETAITE 25 5556 4 TH a IZI5E - E R OERS
FEBA T2 ENT — X DORBHRICBES5, WO, BRI 2 ENZ BT DL OVRED
HIRAG0, 55 25 446 5 HHIC K> TREDVEARLUIZZh0%s, 4 =[EE- 1 X EERERE
XD THORFE DT AL BHE T HE N T —F ORISR 2 B354
RO
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annual information about transfers of personal data to third countries and international organisations
pursuant to Article 25(1) or Article 25(4a) broken down per legal basis, and on the number of cases
in which the Executive Director authorised, pursuant to Article 25(5), the transfer or categories of
transfers of personal data related to an ongoing specific criminal investigation to third countries or
international organisations, including information on the countries concerned and the duration of the
authorisation;

WG T T — MDD R RS N = D) s T DA O b, 554 556 1 18
(O ZHEST Europol 2MERELT=1EHRT 7 — R Al §E/ 2 85D 2350 2 B 4Rk OIEH
FRfl;

annual information about the number of cases in which Europol proposed the possible entry of
information alerts in accordance with Article 4(1), point (t), including specific examples of cases
demonstrating why the entry of those alerts was proposed;

M35 N I, RSP ANT —5 R, 7 — 4 D= M b, IS
NI EEAER, H3%7 2 7 ML EL TV BT R, IR,
M B NOREFAT BT D R 2D, DS IR BTt oD 7
Ve ORI B A PR

annual information about the number of research and innovation projects undertaken, including
information on the purposes of those projects, the categories of personal data processed, the
additional safeguards used, including data minimisation, the law enforcement needs those projects
seek to address and the outcome of those projects;

55 18 ZR5F 6 T a | 29> C Buropol 23— UBRAFIFH CE A I LI 2%y, I

V2, ENDSE A ATRE R L X, JBRO HIDIERE ST RO EI BT DR O G e
HE;

annual information about the number of cases in which Europol made use of temporary processing
in accordance with Article 18 (6a) and, where applicable, the number of cases in which the
processing period has been extended,;

55 30 555 2 TS o TRABIBHODELN T — Z DS S OB O A7 VB2
FROIEHGRAL,

annual information on the number and types of cases where special categories of personal data were
processed, pursuant to Article 30 (2).

OXOTTHHNZL, AT —203 PR DN CREA LS D,
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The examples referred to in points (f) and (i) shall be anonymised insofar as personal data are concerned.

(NI H BT, ZEFEE FOMBZBIRT 52872, 70, EATHOMEZLF 528734,
AT —2D3BER 3 HHPHN CEA LS D,

The examples referred to in point (g) shall be anonymised insofar as personal data are concerned, without
disclosing any operational details and without prejudice to any ongoing investigations.

JPSG 1%, R L OSBRSSO FHAIEC)No 104920017 2ARL, 732, ZOBAIDE 52 55K )
55 67 ST HZE72<, Buropol DTEBIOBARH YR EAHEBLET 2 IPSG DR i3 7=
VB 707 FEOLISN DTS2 SCEA BRIASD,

The JPSG may request other relevant documents necessary for the fulfilment of its tasks relating to the
political monitoring of Europol's activities, subject to Regulation (EC) No 1049/2001 of the European
Parliament and of the Council ®” and without prejudice to Articles 52 and 67 of this Regulation.

JPSG (3, Europol (2517 235 /100720 MERIDOEEZ 5, Europol OIEBIOBIERYLEEIZ
BT Ditames 5 a ERkL, 73D, Ek“lnﬁz‘:&@“?‘luﬁu: XL, Z O E EHA LA

%o WRINGEV L, TR BRIDT-0O1T, B, BNZBE 2 KON Buropol (2L, D4
EE%@%@@“%O

The JPSG may draw up summary conclusions on the political monitoring of Europol’s activities,
including non-binding specific recommendations to Europol, and submit those conclusions to the
European Parliament and national parliaments. The European Parliament shall forward those conclusions,
for information purposes, to the Council, the Commission and Europol.

2 52 & Europol [Z&2TF/=[& Europol 218 TUESN SIERADRMEBEIZ K57 /X
Article 52 Access by the European Parliament to information processed by or through Europol

5 51 ZRITHESTRRNEERDY Buropol DIEEIDEAIEA HI T CEAHINNTT D HIIDT=0HIZ
RN O EERIZISUTZ, Buropol (Z& - CABHEEFUF21E Europol 21U CAUBES 7D
T A OEINGERS DT 7B AT, 5 67 565 | IR BUEZ BT,

For the purpose of enabling it to exercise parliamentary scrutiny of Europol's activities in accordance with

BRI, PR M OWINER RO STEANDRNROT 7 AT DR R OB 2001 4
5 H 30 HOFAIEC) No 1049/2001 (OT L 145, 31.5.2001, p.43).
Regulation (EC) No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public
access to European Parliament, Council and Commission documents (OJ L 145, 31.5.2001, p. 43).
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Article 51, access by the European Parliament to sensitive non-classified information processed by or
through Europol, upon the European Parliament's request, shall comply with the rules referred to in Article
67(1).

Europol | Zd> TUBEESFVFET=1E Europol 218U CABEX - BU BEEE lA~DORINGES DT 7
TR, B REEOROERNICH D RSO FRIC L CHFESIC L > TURAS
AU DR E RO N ~ DR L ORI L DB M RS T2 M K O
200 2014 453 A 12 HOBBEIMAESE—EM0HoLOEL, >0, ZOMRIDEE 67 45552
TR B35,

Access by the European Parliament to EU classified information processed by or through Europol shall
be consistent with the Inter institutional Agreement of 12 March 2014 between the European Parliament
and the Council conceming the forwarding to and the handling by the European Parliament of classified
information held by the Council on matters other than those in the area of the common foreign and

(3%)

security policy **, and shall comply with the rules referred to in Article 67(2) of this Regulation.

75 1 RO 2 ORI TG RA~ORMNER DT 72 A B 2005725 H I, Buropol &P
i O TG ST A TEER B L > ThTAS D,

The necessary details regarding access by the European Parliament to the information referred to in
paragraphs 1 and 2 shall be governed by working arrangements concluded between Europol and the
European Parliament.

E 525 a BEIA—SL
Article 52a  Consultative Forum

1.

JPSG 1, ZEHIILNU T, A2 NHED FIZ R IT DMSI DB E% JPSG 1 ZXL T35
LI~ TIPSG 2B 270 OFERT +—F A5 T D,

The JPSG shall establish a consultative forum to assist it, upon request, by providing it with independent
advice in fundamental rights matters.

JPSG K ONRETE, FARY LM LRI 2SI ZBIL , FRHT 4 — T 25 RREHLASD,

The JPSG and the Executive Director may consult the consultative forum on any matter related to
fundamental rights.

% 0] C95,1.4.2014, p.1.
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JPSG 1, FAR7 4 —T LOMERL, F6H7 4 —F LOVEETE R ORI 4+ —7 L6 L TR
IMBIESNDITIEARES %,

The JPSG shall determine the composition of the consultative forum, its working methods and the way
in which the information is to be transmitted to the consultative forum.
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FXERAR
Chapter IX Staff

53 & RAREEH
Article 53 General provisions

ZOHRINDH 73 55 4 TEA T 5L 72<,, Buropol SN » Tl T Hi7e b0 LT Europol
W ZE o TRFES LT 2017 45 5 H 1 HORERIZB W UEASIV QO DB A TRE,
TEHIRI, Do NEEEDTRERSGA:, WONS, BREHRIR OV Do A8 OS2
HIMZT DI OERMES OB GBI~ TERIRS - 58UEIL, Europol DE I
&b, EDIH725501%, 1998 4 12 H 3 HOBRFHABIZ I > ChIEHEHaIingd,

The Staff Regulations, the Conditions of Employment of Other Servants and the rules adopted by
agreement between the institutions of the Union for giving effect to the Staff Regulations and to the
Conditions of Employment of Other Servants shall apply to the staff of Europol with the exception of
staff who, on 1 May 2017, are employed pursuant to a contract concluded by Europol as established by
the Europol Convention without prejudice to Article 73(4) of this Regulation. Such contracts shall
continue to be governed by the Council Act of 3 December 1998.

Europol OB, BEFRAKE K ONFE2 I ITRE 2> TS LD, Jiﬁfl’ EA , KBNS
H-Z AV ED D72 MEAR— AN BT DA =T 5, EEZEAIT, A8
FHEED FTED HIDHE DEFRFONEDS, %ﬁk.@%ﬁ’%ﬁﬁﬁ@%éﬁﬁgﬁ%/flﬁféﬂ kB D
THCE S TRBSIGIDNETED D, T DI IAEFT DT DI HIS IV ORRE L, Bk
BEL, 230, FEEHIRIT 1 B2 B CE AWM D DB DI D8 HID,

Europol staff shall consist of temporary staff and/or contract staff. The Management Board shall be
informed on a yearly basis of contracts of an indefinite duration granted by the Executive Director. The
Management Board shall decide which temporary posts provided for in the establishment plan can be
filled only by staff from the competent authorities of the Member States. Staff recruited to occupy such
posts shall be temporary agents and may be awarded only fixed term contracts, renewable once for a fixed
period.

E£ME EE
Article 54 Executive Director

1.

FEEIL, TOMONEEDRHASAFDH 2 44a)? FiZdhD Europol DRGERIHKRE L L CHEBIHE
%ﬁﬁéo

The Executive Director shall be engaged as a temporary agent of Europol under point (a) of Article 2 of
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the Conditions of Employment of Other Servants.

REIE, BB OBIAMNOHL1EE Tk, HEEZER R DIRRSIVO MG 4 O )b
PR Lo T TS IS,

The Executive Director shall be appointed by the Council from a shortlist of candidates proposed by the
Management Board, following an open and transparent selection procedure.

oAiiE 4 3, EEEERITI > TRITBI, MRIED SIEmSH O E L OBINEE =D
1 ZDORE TSN HIEZR BRI I > TSNS,

The shortlist shall be drawn up by a selection committee set up by the Management Board and composed
of members designated by Member States and a Commission representative

FBELORM I &K 2 BRIOT=91Z, Europol 13, EEEBROFERIZEI>TRESND,

For the purpose of concluding a contract with the Executive Director, Europol shall be represented by the
Chairperson of the Management Board.

FEARDRNT, PRI > TRESIVAEMIETE, WRINGERDOWHHERDSHLEER AT
LHTEERDOLNIFD, TDEERITL, TDRT, WOV ERAZ 525,

Before appointment, the candidate selected by the Council may be invited to appear before the competent
committee of the European Parliament, which shall subsequently give a non-binding opinion.

EBEOEMNL, 4 £ TH5, ZOEHOM TETIC, INEESNL, EEEZESLHILT, UL
FOHIEZEREIC NNl Bida 5

The term of office of the Executive Director shall be four years. By the end of that period, the Commission,
in association with the Management Board, shall undertake an assessment taking into account:

(@ REOBBZTOMM; KO

an evaluation of the Executive Director's performance, and
(b)  Europol ORI f UM fRAE,

Europol's future tasks and challenges.

T, 5 3 ORI iz B8 CANDEERE 2 OO IOV THREL, 1 272

181



ELIERMEE 11%& 55 (202645 H)

i, 30, 4 R IROHIFTC, REOEZIER LGS,

The Council, acting on a proposal from the Management Board that takes into account the assessment
referred to in paragraph 3, may extend the term of office of the Executive Director once and for no more
than four years.

5. EEZESNREEOEPCIER TDZLOHERTKTHREL TET 256, EERERIT,
RRMNGERI SR L TGS %, TOLIZIERDHTO A DRI, KB, FINGRRORBEHERD
HORERTHERT DI L2 ROLIUTD,

The Management Board shall inform the European Parliament if it intends to propose to the Council that
the Executive Director's term of office be extended. Within the month before any such extension, the
Executive Director may be invited to appear before the competent committee of the European Parliament.

6. ATHIVMEESN-EEIL, O 79588, RUCIRAIORIOREE TSl i
SYALAN

An Executive Director whose term of office has been extended shall not participate in another selection
procedure for the same post at the end of the overall period.

7. RER, EEREEDLORRBIIESW TR T DHELOREITIDEEITIRY, fifTsh
%o BRINGERIT, TOWREIZRL TEEEZIT D,

The Executive Director may be removed from office only pursuant to a decision of the Council acting on
a proposal from the Management Board. The European Parliament shall be informed about that decision.

8. HEEZERT, REOMEA, (EHIDMER F/I IAYE T BIL THEERI IR DREMThN DT
SIZBEL, BEEDOHER b DEERRSMERED 3 530 2 DEEHU I > TRIEE FTIRT %,

The Management Board shall reach decisions regarding proposals to be made to the Council on the
appointment, extension of the term of office, or removal from office, of the Executive Director by a
majority of two-thirds of its members with voting rights.

E55%& BIRE
Article 55 Deputy Executive Directors
1. 3AORIREL, REZMIET 2. RENL, BIREOBEZED D,

Three Deputy Executive Directors shall assist the Executive Director. The Executive Director shall define
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their tasks.

55 54 NI, BIREISHL GEfShL, KB, BIREOEM, BIREOEHOIER K UEIR
BEORYEORN B RIE 32 %,

Article 54 shall apply to the Deputy Executive Directors. The Executive Director shall be consulted prior
to their appointment, any extension of their term of office or their removal from office.

55 56 & TREEINEMR
Article 56 Seconded national experts

1.

Europol |, JKEENHMZEA LGS,
Europol may make use of seconded national experts.
EEZEAT, EWNEZ0 Europol ~DIREIZBTT D BUEZ ED HDIREA TR,

The Management Board shall adopt a decision laying down rules on the secondment of national experts
to Europol.
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EXE MHEFE

Chapter X Financial Provisions

B57% FH
Article 57 Budget

Europol DA TOi AR OO "R, LB 225 P HEfS 41, Europol
THEOHFTRIND,

Estimates of all revenue and expenditure for Europol shall be prepared each financial year, which shall
correspond to the calendar year, and shall be shown in Europol's budget.

Europol D5, AL HOD IV T b0 4472,
Europol's budget shall be balanced in terms of revenue and of expenditure.

DIAIFA 51T HZE72<, Europol DAL, BINEGO—Z FHRO HIZ ASIHEKINE
BHORUHAE I TS IS,

Without prejudice to other resources, Europol's revenue shall comprise a contribution from the Union
entered in the general budget of the Union.

Europol I3, % 61 461757+ Buropol (O FFSHIRI I OV & FAEGHA 32 27 s
BOLIAHE, FEEEO TR CE LT Ry 772 Bpr ST, INEAOIEEA
oA T3S,

Europol may benefit from Union funding in the form of delegation agreements or ad hoc grants in
accordance with its financial rules referred to in Article 61 and with the provisions of the relevant
instruments supporting the policies of the Union.

Europol DL, BREOHWIN, 178 LD MO 77 O HNF N SRS E = FoEH%
aie,

Europol's expenditure shall include staff remuneration, administrative and infrastructure expenses, and
operating costs.

1 DEHEEZEBR Tl O KRB 1y =2 N BE S SIEEIDT2 O FROYU L, B350
HAERESC A S RIS ATD,

Budgetary commitments for actions relating to large-scale projects extending over more than one
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financial year may be broken down into several annual instalments.

B8 & FHOEWR
Article 58 Establishment of the budget

A, REIL, ABRHEZA 50, BREHEOT2D® Buropol D A& OO RAEEZR A1
L, 20, £ RREEGA HEERR AU TR,

Each year the Executive Director shall draw up a draft statement of estimates of Europol's revenue and
expenditure for the following financial year, including an establishment plan, and shall send it to the
Management Board.

EEEER, O RBERE L LT, BEEH4FED Europol D AM VO RS
ZERL, 2>, BINEERITHL, 84 1 A 31 HETIZ, O RMEEREZ 5,

The Management Board shall, on the basis of the draft statement of estimates, adopt a provisional draft
estimate of Europol's revenue and expenditure for the following financial year and shall send it to the
Commission by 31 January each year.

HEEEBAT, BN, BFESROWINEBRITHL, 843 A 31 HETIC, ABRHEZEA:
G125 D Buropol DREAK OV A EROMEE A 5,

The Management Board shall send the final draft estimate of Europol's revenue and expenditure, which
shall include a draft establishment plan, to the European Parliament, the Council and the Commission by
31 March each year.

BRINZE RN, WOMRES K OSBRI TR, FRNNE SO PRELINT, 0 EEZ &
ERAR

The Commission shall send the statement of estimates to the European Parliament and the Council,
together with the draft general budget of the Union.

Z D REEAFEELC, BINEERIL, ANBFHEOT DT B W32 RARKE N O T
BN DHUHEEZ RN A O— R FHEZEDOFIZAIND, T DO TFHEZIE, TFEU OF 313
ROV 314 SRTHE, BN K ORI BREEnD,

On the basis of the statement of estimates, the Commission shall enter in the draft general budget of the
Union the estimates that it considers necessary for the establishment plan and the amount of the
contribution to be charged to the general budget, which it shall place before the European Parliament and
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the Council in accordance with Articles 313 and 314 TFEU.
6.  RRMEESLOBEEAIE, BMNEE2D Buropol (22 HUHD 78 OBy EEE HGRT 5,

The European Parliament and the Council shall authorise the appropriations for the contribution from the
Union to Europol.

7. ERINERES L OESE, Europol O A EG HEZEINT 5,
The European Parliament and the Council shall adopt Europol's establishment plan.

8. Europol DRI, EEZERTI>THIREND, 2D THEIX, BINES DO FHED I
TeBRROIGIHETE T D, THIDMEZREXE, ZDOTHEIY, LD ESIA,

Europol's budget shall be adopted by the Management Board. It shall become final following the final
adoption of the general budget of the Union. Where necessary, it shall be adjusted accordingly.

9. Europol O FHEIZKIL TREREWEH DO FREMD® LR 7 1Y = 7MKL, ZTHIRAIED)
2019/715 MM HS S,

Delegated Regulation (EU) 2019/715 shall apply to any building projects that are likely to have significant
implications for Europol’s budget.

E59F FHOEE

Article 59 Implementation of the budget

1.  FEBElZ, Europol O THEAIFEET D,

The Executive Director shall implement Europol's budget.

2. REIL, 4, WNGERS M ORI, 2 COFHiiFReo ik R & Tk 2T o
T2,

Each year the Executive Director shall send to the European Parliament and the Council all information
relevant to the findings of any evaluation procedures.
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% 60 & REZEDRTRUFREE
Article 60 Presentation of accounts and discharge

1. Buropol DEFHETAE, FEFHENHL ) D 3 H 1 HETIZ, BINZESOSFEIE KD
RIINEEHRATE ORI, MR%aa i (N AR) DR EEE 472,

Europol's accounting officer shall send the provisional accounts for the financial year (year N) to the
Commission's accounting officer and to the Court of Auditors by 1 March of the following financial year
(year N+ 1).

2. Europol I%, N+1 40D 3 H 31 HETIZ, BoliES, RS K OWINSFHRATHU AL, N 4FD
TR O EoiE e BB B A E4 2472,

Europol shall send a report on the budgetary and financial management for year N to the European
Parliament, the Council and the Court of Auditors by 31 March of year N+ 1.

3. BRMNZEESOSHETSAL, BONSEHRAEDUIRL, N+1 40 3 A 31 HETIZ, BINEES
DOPBEELHASIZ Europol D N AEDREEL %15,

The Commission's accounting officer shall send Europol's provisional accounts for year N, consolidated
with the Commission's accounts, to the Court of Auditors by 31 March of year N+ 1.

4, lix;kJ Nazees R O 20D H1HIEU, Euratom) 2018/ 10460 55 246 £812J:% N 4E0D Europol O REL

\ZBE DR A E R RO R A2 5L 7= 1%, Buropol DOEFHETATL, MikastHEDT-

?5(’)0) Europol DFEAHREEZAFRLT D, BEIL, BRARDLO, HEZERITHL, 2R
REEAARH T2,

On receipt of the Court of Auditors’ observations on Europol’s provisional accounts for year N pursuant
to Article 246 of Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council
9 Europol’s accounting officer shall draw up Europol’s final accounts for that year. The Executive

¥ FRME SO FRISEAS DB BN BT %, WO, BIHIEU) No 12962013, BIHI(EU) No
13012013, #IHI(EU) No 1303/2013, #LHI(EU) No 1304/2013, HHI(EU) No 1309/2013, HHI(EU) No
1316/2013, HHIEU) No 223/2014, HHEIEU) No 2832014 K OVATE No 54122014/EU ZCEL, HANEU,
Euratom) No 966/2012 ZBE 132N L OB 2018 47 A 18 HOHMHI(EU, Euratom) 2018/1046
(OJL193,30.7.2018,p. 1).
Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the
financial rules applicable to the general budget of the Union, amending Regulations (EU) No 1296/2013, (EU) No
1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 1309/2013, (EU) No 1316/2013, (EU) No
223/2014, (EU) No 283/2014, and Decision No 541/2014/EU and repealing Regulation (EU, Euratom) No
966/2012 (OJ L 193, 30.7.2018, p. 1).
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Director shall submit those final accounts to the Management Board for an opinion.
HEEZEE AT, N 40 Buropol DEAREIZBIT DB REETET D,
The Management Board shall deliver an opinion on Europol's final accounts for year N.

Europol DZE T, N+H14ED 7 A 1 BETIS, BN, ff%% BRINEES, HRME
AT OENERITHIL, 5 5 ORTEEZREROFRELILZ, N £k 5%%%72
9%,

Europol's accounting officer shall, by 1 July of year N + 1, send the final accounts for year N to the
European Parliament, the Council, the Commission, the Court of Auditors and national parliaments,
together with the Management Board's opinion referred to in paragraph 5.

N FDOFHEEIL, N+1 40 11 A 15 HETIZ, EU B ETARSID,

The final accounts for year N shall be published in the Official Journal of the European Union by 15
November of year N + 1.

EBL, BONESEHRATR G, N+1 40 9 H 30 AETIZ, RSSO
TR SEHR AR D E RT3 L Tl 5, i3y, EERE S ZﬂLT
ty, TORPEELE LD,

The Executive Director shall send to the Court of Auditors, by 30 September of year N+ 1, areply to the
observations made in its annual report. He or she shall also send the reply to the Management Board.

RRINGESOERIZISUT, KEIX, BRONGEESITHL, MR (EU) 2019/715 D106 555 3 11
ZHE Y, N AFEDFRGED T ML BT DI BT DA COIEHE T 5,

Upon the request of the European Parliament, the Executive Director shall submit to it any information
required for the smooth application of the discharge procedure for year N, in accordance with Article
106(3) of Delegated Regulation (EU) 2019/715.

TESHPA L THE T HHEEHLOENSICHSE, YGRS, BEICRL, N+2 F0
5 H 15 HEOBHAENS, N O TFHEOIZELOBHRICI T, FkbnEr 525,

On a recommendation from the Council acting by a qualified majority, the European Parliament shall,
before 15 May of year N + 2, grant a discharge to the Executive Director in respect of the implementation
of the budget for year N.
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ol & MEHA
Article 61 Financial Rules

1.

Europol (Zii FHEAVAMES BRI, BINZ B2 O0 B RIEIA - 1%, 1B RITL > T
REHND, Buropol OIEFHEEDT=0DIZEDIO72TENMERIFNLETTHY, Ho, BINEE
ENEOFFIOREZ 52 TQODHEE%FRE, Europol DAL, ZEHHIEU)2019/715 &
TeBEL Cl3ebravy,

The financial rules applicable to Europol shall be adopted by the Management Board after consultation
with the Commission. They shall not depart from Delegated Regulation (EU) 2019/715 unless such a
departure is specifically required for the operation of Europol and the Commission has given its prior
consent.

Europol (%, Europol ™ H K UMD =il s 3 2Bl 2 52 152,
Europol may award grants related to the achievement of its objectives and tasks.

Europol %, Buropol ™ H iK% UM OFEFANIZ S DTGB TDT-3D , FERKEN TR Tz
KDHZEMRL, Bipliea 52 155,

Europol may award grants without a call for proposals to Member States for performance of activities
that fall within Europol’s objectives and tasks.

¥GEE FO BROT-OISEIEICIES bENA X, EERERICIAAGRIIE, B4
BT, EN AT TDT-8 DR ANEE TR S,

Where duly justified for operational purposes, following authorisation by the Management Board,
financial support may cover the full investment costs of equipment and infrastructure.

5 1 ORISR, EOSARDAES | BN RE AN EE cff LASO AED
M 2 EDFFD,

The financial rules referred to in paragraph 1 may specify the criteria under which financial support may
cover the full investment costs referred to in the first subparagraph of this paragraph.

B lRHEAET— LDOTEEN L T2 HIH &S EIZEAL, Buropol TN Eurojust 1%, Z 415D
TZBWTED I 723D FEED MBS N A HUE K OS2 A TRIL TED 5,

In respect of the financial support to be given to joint investigation teams’ activities, Europol and Eurojust
shall jointly establish the rules and conditions upon which applications for such support are to be
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processed.
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SEXIE #A

Chapter XI Miscellaneous Provisions

58 62 5 KR LM
Article 62 Legal status

1.

Europol |3, BRINEAOHEE Tdrd, Buropol 1L, IEAEEDH D,
Europol shall be an agency of the Union. It shall have legal personality.

BERENZIU T, Europol 13, EIPED TIZBWTHENIHL THERHNDRAROER |
DRES & 523 %, Europol (%, EVDUT, BIEEM O EIREAEIG N Oy CF, He, dFanFe
DYFEFLIRDIENTED,

In each Member State Europol shall enjoy the most extensive legal capacity accorded to legal persons
under national law. Europol may, in particular, acquire and dispose of movable and immovable property
and be a party to legal proceedings.

TEU KON TFEU (Z[fHE 9~ 2RRMNE A ORSRERT ON S — DR, 515 K OB O A AL 2 B
T hiEES 6 & (FEEES 6 5 1)WY, Buropol 1, /N—21ZZF DO AUHAEE, D,

In accordance with Protocol No 6 on the location of the seats of the institutions and of certain bodies,
agencies and departments of the European Union, annexed to the TEU and to the TFEU (“Protocol No
6), Europol shall have its seat in The Hague.

863 5 THERU R
Article 63 Privileges and immunities

1.

TEU J O TFEU (ZFtE 3 2RRIME S ORHE R ONeBRIZ B 2aE 46 7 #1%, Europol &Y
Z ORI G,

Protocol No 7 on the privileges and immunities of the European Union, annexed to the TEU and to the
TFEU, shall apply to Europol and its staff.

HHEE M ONF DO FIEOEHER ORI E, 4T % FEEFNLSORERREE OO EEITIR
T5, TOEEIL, B E ORI LT 2 TOT- DI B DL HME M Ol B D,

Privileges and immunities of liaison officers and members of their families shall be subject to an
agreement between the Kingdom of Netherlands and the other Member States. That agreement shall
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provide for such privileges and immunities as are necessary for the proper performance of the tasks of
liaison officers.

564 & SEROFHEC
Article 64 Language arrangements

1. HAE 1 5D TEDOHIZIAT, Europol (LGS,
The provisions laid down in Regulation No 1“? shall apply to Europol.

2. HEEZEEAT, Buropol OPFIHYRSFEOFAUZEAL, ZTOMRED 3 530 2 DEHITE-T
RIET D,

The Management Board shall decide by a majority of two-thirds of its members on the internal language
arrangements of Europol.

3. Europol ORBIOT-DITHETLEIFEEG T, RNES ORI DR 27— Dl
N2,

The translation services required for the functioning of Europol shall be provided by the Translation
Centre for the bodies of the European Union.

55 65 5 BJEAME
Article 65 Transparency

1. JHHIEC)No 1049/2001 i%, Europol (&> TEHA S TS SCEITH L TS,
Regulation (EC) No 1049/2001 shall apply to documents held by Europol.

2. 2016 412 A 14 HETIZ, #EEZRERIT, Europol O SCEZBIL THAIEC)No 10492001 %
T 2720 ORIE Vs BUEZ BRI 2,

By 14 December 2016, the Management Board shall adopt the detailed rules for applying Regulation
(EC) No 1049/2001 with regard to Europol documents.

O PR AR Z Lo TSIV D S A tiE T 2 RRIE 1 75 (0T 17, 6.10.1958, p.385/58).
Regulation No 1 determining the languages to be used by the European Economic Community (OJ 17, 6.10.1958,
p- 385/58).
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3. JHHIEC)No 10492001 D5 8 50> FIZ I3\ ¥T Europol | 2o T THOIAIRTENE, TFEU D 228
SR 263 SRITFIVEIREN, FRNA L 7 R~ o~ DG HNT TG £ 72 TR = 113%
HIFMZ BT DIRRAD G 720#55,

Decisions taken by Europol under Article 8 of Regulation (EC) No 1049/2001 may be the subject of a
complaint to the European Ombudsman or of an action before the Court of Justice of the European Union,
in accordance with Articles 228 and 263 TFEU respectively.

4. Buropol L, Europol ® Web t1k [T, i#EZE BB DV AN NEE ZESOSE ORISR
BEEINRT D, SRR 28155 K OY Europol O 3558 = FORHEA BRI A
T, D IS8T, Buropol DRSO T4 fERICIET VA THOISDEE, A DX
FAL, —HRROETEARN B S £ THIRE D,

Europol shall publish on its website a list of the Management Board members and summaries of the
outcome of the meetings of the Management Board. The publication of those summaries shall be
temporarily or permanently omitted or restricted if such publication would risk jeopardising the
performance of Europol's tasks, taking into account its obligations of discretion and confidentiality and
the operational character of Europol.

88 66 & TIEfTALDEL
Article 66 Combating fraud

1. JHAIEU, Euratom) No 883/2013 O FIZRIFHFEI T4, 1Ek& O WISNDEE 2 IEENZHT
THRINNEEGTT DT80, Europol 1, 2017 410 H 30 HETIZ, BRINASERIHR (OLAF) 2
T D PNETHAS B DRSS, RN A OB S K OB ILRIAZ B S0 M 1999 4E 5 H
25 HOBEEFEEMTINAL, 70, [RAEDRIRD FCED LI #EE F\ T, Europol ™
ACOREER TR Gl AR b A BT 5,

In order to facilitate the fight against fraud, corruption and any other illegal activities under Regulation
(EU, Euratom) No 883/2013, Europol shall, by 30 October 2017, accede to the Interinstitutional
Agreement of 25 May 1999 between the European Parliament, the Council of the European Union and
the Commission of the European Communities concerning internal investigations by the European Anti-
Fraud Office (OLAF)“" and shall adopt appropriate provisions applicable to all employees of Europol,
using the template set out in the Annex to that Agreement.

2. BRINEEHeEE S, SCER OB DRtz 2L LT, Europol 2OERMIEA D & 4452
T =T ORISR, FHIE RO Pt A 2 it T DMERA S o,

4 OJL136,31.5.1999, p.15.
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The Court of Auditors shall have a power of audit, on the basis of documents and on-the-spot checks,
over all grant beneficiaries, contractors and subcontractors who have received Union funds from Europol.

OLAF %, BIAZIIT 2 S Oz &, Buropol (28> CTH-Z LAV BhE 721338508
FEODUNTERMNE S OEL EOFIREI L TR 5.2 DFEA T4, 15IE1 32 LIsND
R RTERNME ELTINED A MEE T DEV) WG, FiEZ FELATD, £ DIO78 AT,

HHI(EU, Euratom) No 883/2013 } U F241HI(Buratom, EC) No 2185/96 D HI CiED B 55
T M OFel > TS A1 D,

OLAF may carry out investigations, including on-the-spot checks and inspections, with a view to
establishing whether there has been fraud, corruption or any other illegal activity affecting the financial
interests of the Union in connection with a grant or a contract awarded by Europol. Such investigations
shall be carried out in accordance with the provisions and procedures laid down in Regulation (EU,
Euratom) No 883/2013 and in Council Regulation (Euratom, EC) No 2185/96“%.

%1 IH, 552 L OYR 3 AT 52E72<, Europol O, FRMEAORGE, 55 —[Er M5, [EEE
BRI O RO B E O BIDVEERE, 30E, BIEEE L OB EL, Thotne
VDL RDNBHHER G, BRINEFE A E& O OLAF (ZXFL T8 2 ROV 3 U™
BT N O A FA T DM RA IR CRHES DRIEE G0 5,

Without prejudice to paragraphs 1, 2 and 3, working arrangements with Union bodies, authorities of third
countries, international organisations and private parties, contracts, grant agreements and grant decisions
of Europol shall contain provisions expressly empowering the Court of Auditors and OLAF to conduct
the audits and investigations referred to in paragraphs 2 and 3, in accordance with their respective
competences.

58 67 & WO IRIFRR UER TR (RE 2RI SHE
Article 67 Rules on the protection of sensitive non-classified and classified information

Europol 13, BUE IR (RFRD 2855\ Z B9 DN ON D RS 1 DBl Z B %
RUEZ B D,

TR T2 S O LSO ABRIRT 25 STl CRRINIERIIRD B LRI 2 D RET D7 DIZERINE R
RIS TUTONLIWAZIBT D s OB 5 1996 4 11 A 11 HOFEFEZARAN (Euratom, EC)
No 2185/96 (0J L.292, 15.11.1996,p.2).

Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and

inspections carried out by the Commission in order to protect the European Communities' financial interests against
fraud and other irregularities (OJ L2292, 15.11.1996, p. 2).
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Europol shall establish rules on the obligations of discretion and confidentiality and on the protection of
sensitive non-classified information.

2. Buropol 1%, ZDII7REHRDEIE R~V O A TR T D78, YRIE 2013/488/EU &—Eifk:
D&% EU HE ROV BT D UELZ ED D,

Europol shall establish rules on the protection of EU classified information which shall be consistent with
Decision 2013/488/EU in order to ensure an equivalent level of protection for such information.

68 & ARV REL

Article 68 Evaluation and review

1. 202746 H 29 HETIT, 230, ZOHIL 5 T, BINEERIE, L0l Europol X UMD
FRERO S D 5B, FZINE R OO 3N Fhid 5, £ DFHME, Vo1, Europol DA
TR, SERsE R, TRE N OGS 2B 1T DB EDAEEIT ONCE DI 7R EEDMEL 1
DERENTIHLLAFD,

By 29 June 2027 and every five years thereafter, the Commission shall carry out an evaluation, in
particular, of the impact, effectiveness and efficiency of Europol and of its working practices. That
evaluation may, in particular, address the possible need to modify the structure, operation, field of action
and tasks of Europol, and the financial implications of any such modification.

2. BONERERT, EEEZERITHL, TOMHilE ST, EEEBRIT, TOZHED H
D5 3 P HLINIC, £ ORHiliacs S ol E R A RO B R EZ 5, IINEAERT,
RN, B, ENES M ONEEZERICHL, BONEESORRE IS, HEEZE RO
FTRZBIRL T, MEEROFHIHR S E2 52T 5, @ e LS, FHbHE E0o 872
FIBHERERE, ARSND,

The Commission shall submit the evaluation report to the Management Board. The Management Board
shall provide its observations on the evaluation report within three months from the date of receipt. The
Commission shall then submit the final evaluation report, together with the Commission's conclusions,
and the Management Board's observations in an annex thereto, to the European Parliament, the Council,
the national parliaments and the Management Board. Where appropriate, the main findings of the
evaluation report shall be made public.

3. 2025 46 H 29 HETIZ, BINZEAIT, BNGES L UEEFITRL, Europol @ HIJIZEAL,
ZOHBNDOHTEDHILTNNDIRGES, L0V, 554 5505 1 (1), 55 18 555 2 HH(e), 18 556
THa WONZE 18 St a, 5 26 55, 5 26 S a LUV 26 55 b O I CTIED LAV T DRIGS DIEED
ESE R OB AEL K OTHIT D& EE TR, £OHEEL, BFEIZLS>TED
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BIVTODEAB MR S OV H BT 22 S DIES D 58 9%, £ DWEET,
Europol DRESHERD BN RHTE 1A 2,

By 29 June 2025, the Commission shall submit a report to the European Parliament and to the Council,
evaluating and assessing the operational impact of the implementation of the tasks provided for in this
Regulation, in particular in Article 4(1), point (t), Article 18(2), point (e), Article 18(6a), and Articles 18a,
26, 26a and 26b, with regard to Europol’s objectives. The report shall assess the impact of those tasks on
fundamental rights and freedoms as provided for by the Charter. It shall also provide a cost-benefit
analysis of the extension of Europol’s tasks.

5569 & fTHEAE
Article 69 Administrative inquiries

Europol OVEEN L, TFEU D 228 ZRIZHEV Y, FINAL 7 A~ AL DRI IR T2,

The activities of Europol shall be subject to inquiries by the European Ombudsman in accordance with
Article 228 TFEU.

SE70 5 B
Article 70 Headquarters

A7 F FENZFNT Buropol [ ZxIL TIEEENA LS R O T & FEIZL > TR CE5 L
NZSNDMERIZEI L TEL L 72 5 F 0T, RE, EEZESOMAME, Europol ORE MUV
DFEDFHE U TRl rTREZ @B OBLE & 12, 5EEESF 6 SAHEV, Europol 474 T
EEDHOAMH S E DO TEDHID,

The necessary arrangements concerning the accommodation to be provided for Europol in the Kingdom
of the Netherlands and the facilities to be made available by the Kingdom of the Netherlands, together
with the specific rules applicable there to the Executive Director, members of the Management Board,
Europol's staff and members of their families, shall be laid down in a headquarters agreement between
Europol and the Kingdom of the Netherlands, in accordance with Protocol No 6.
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FXIE BTHERHA
Chapter XII Transitional Provisions

B & FELOEM
Article 71 Legal succession

1. ZOHANZIVERTHNTZHDELTD Europol (%, PEE 2009/371/JHA (&> CRRESNIZH DL
L“CO) Europol | Z&> TS 722 ThEEY, Buropol 23EH5{EAIET &Y Europol (25~ CH
PRSNMPEC AL, i EORIRE Th D,

Europol as established by this Regulation shall be the legal successor in respect of all contracts concluded
by, liabilities incumbent upon and properties acquired by Europol as established by Decision
2009/371/JHA.

2. ZOHHENE, 2016 4 6 H 13 HEVHRNIHRIE 2009371/IHA 128> TRATHNZHDEL TD
Europol | 2> THififaS AV A RBDER EOARME, F7-13, 20104F 1 A 1 HEDHHEITE Europol
N E - TRITIHNT=HDELTD Europol (28> TSI - G B OIEA EOABIE L

THEA 52 TR0,

This Regulation shall not affect the legal force of agreements concluded by Europol as established by
Decision 2009/371/JHA before 13 June 2016, or of agreements concluded by Europol as established by
the Europol Convention before 1 January 2010.

F 725 BERRRICETIBITOFIT

Article 72 Transitional arrangements concerning the Management Board

1. BE 2009371/JHA DF 37 S B L CRRITHNTZb DL L COEEZBES O E DT
1%, 2017 455 H 1 HICHK 1745,

The term of office of the members of the Management Board as established on the basis of Article 37 of
Decision 2009/371/JHA shall terminate on 1 May 2017.

2. 201646 H 13 APD 201745 H 1 BETOM, H1E 2009/371/JHA D 37 S H5tl L%
TOEN-HOEL COEEZRESIT

During the period from 13 June 2016 to 1 May 2017, the Management Board as established on the basis
of Article 37 of Decision 2009/371/JHA shall:

(@) MBI 11 4T Gl EERONERERATIEL ;
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exercise the functions of the Management Board in accordance with Article 11 of this Regulation;

(b) ZOHIRNDE 65 Z5 2 THIZ /77 Europol O SCEEBHETSHIAIEC)No 10492001 i
(ZBE T DHE DB O OB 67 SR BUEDEHA HEHL ;

prepare the adoption of the rules relating to the application of Regulation (EC) No 1049/2001 with
regard to Europol documents as referred to in Article 65(2) of this Regulation, and of the rules
referred to in Article 67 of this Regulation;

(© ZORRANDEH], EvboiT, 5§51V EE B DB OWE 7D 72 DS E A
fiiL ;WO

prepare any instrument necessary for the application of this Regulation, in particular any measures
relating to Chapter IV; and

(d) ZOFHIDE 10 FKE->TRIHNZbDLL TOMEEZER), ZORRIDE 76 5k
STRIEZATOZEN TEDINTT D72, E 2009371/THA % HffEL L GEEERE SN
EIRUT-NERE R O EA RE,

review the internal rules and measures which it has adopted on the basis of Decision 2009/371/JHA
so as to allow the Management Board as established pursuant to Article 10 of this Regulation to take
a decision pursuant to Article 76 of this Regulation.

MONZESNT, 2016 45 6 H 13 HLURE, BEH7R<, ZO DS 10 K[k TRRiIb/-Ho
TOEEREEEN 2017 45 A 1 BIZEOFEBRMGT D Lol 3 7 DI 72 D
EaET D,

The Commission shall without delay after 13 June 2016 take the measures necessary to ensure that the
Management Board established pursuant to Article 10 starts its work on 1 May 2017.

20164712 A 14 HETIZ, FERIENE, BONERESITHL, 5 10 RIHE, EEEESOMKRE
CUTEMENT- A L OSSN =B O KA 2 BmEd 2,

By 14 December 2016, the Member States shall notify the Commission of the names of the persons
whom they have appointed as member and alternate member of the Management Board, in accordance
with Article 10.

ZOHHIOHES 10 FRICES TRITHAV-HOL L COEEZRARE, 2017 45 A 1 HIZZDREA)
DEEEH D, TORR, EEZEBRIE, MEREXT, 5576 RRTIREETT,
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The Management Board established pursuant to Article 10 shall hold its first meeting on 1 May 2017. On
that occasion it shall, if necessary, take decisions as referred to in Article 76.

FEBE RE FIRERUVBRICETSBITOFIT

Article 73  Transitional arrangements concerning the Executive Director, the Deputy Directors and

PEIE 2009/371/JHA D 38 S FEfEL LTS AUz Buropol O EEIL, 1% F72 13 DT
HRNZOUWT, ZORAIDE 16 50 F TEDHLIZREEL COREEED Y TOHND, #hE-
VI L DFHIDZ DD LA, EFESNIRNEETHD, 2016 4F 6 H 13 HANS 2017 45 A
1 BETORIEINGG TE20858, TOME, 2018455 H 1 HETHEIMIZIERSNS,

The Director of Europol appointed on the basis of Article 38 of Decision 2009/371/JHA shall, for the
remaining period of his or her term of office, be assigned the responsibilities of Executive Director, as
provided for in Article 16 of this Regulation. The other conditions of his or her contract shall remain
unchanged. If the term of office ends between 13 June 2016 and 1 May 2017, it shall be extended
automatically until 1 May 2018.

DEIE 2009/371/JHA D 38 552 FHEL U UEmMSIVIC R EDARSRES | > TITEd 56248
T EERNGEE TN RATRE RS, EEZERIT, ZOHIRIDE 54 5555 2 HOHCE
DONTAEMHDHETOR], =T 18 ADHIIN, KEICHL TE Y TONLF654 R
THEERBTAMT D,

Should the Director appointed on the basis of Article 38 of Decision 2009/371/JHA be unwilling or unable
to act in accordance with paragraph 1 of this Article, the Management Board shall designate an interim
Executive Director to exercise the duties assigned to the Executive Director for a period not exceeding 18
months, pending the appointment provided for in Article 54(2) of this Regulation.

ARSF 1 HERKL O 2 T, TRE 2009/371/THA O 38 54 kb U TSV~ BIE B
b,

Paragraphs 1 and 2 of this Article shall apply to the Deputy Directors appointed on the basis of Article 38
of Decision 2009/371/JHA.

ZOMDLBFEEDRASIHIGEN, [FRHASIEOR 6 5465 1 IR AR, 2017 45
A 1 HOIKEIZIBUNT, Buropol 562 &> TRRITHATZH0D &L T Europol (28> THififESAL
T-HUFIRE &L COHARD ED D7D FIZB W TSIV T EITRL, BERikE &
T3 R THOMRR B L L COMRID ED DOIRWVEREHERT 5, ZORMHOHERE,
AR =7 1 3B L L CORNBRIC L > T TSN D2 e 45, BR300,
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P EY 2018 455 A 1 B 1A49D, ANRIOR T e A L7V RENT, 5653 55455 1 18
VWZHEV N, Buropol & 721 34 e D FIBIRAHERFLAS D,

In accordance with the Conditions of Employment of Other Servants, the authority referred to in the first
paragraph of Article 6 thereof shall offer employment of indefinite duration as a member of the temporary
or contract staff to any person who, on 1 May 2017, is employed under a contract of indefinite duration
as a local staff member concluded by Europol as established by the Europol Convention. The offer of
employment shall be based on the tasks to be performed by the servant as a member of the temporary or
contract staff. The contract concerned shall take effect at the latest on 1 May 2018. A staff member who
does not accept the offer referred to in this paragraph may retain his or her contractual relationship with
Europol in accordance with Article 53(1).

H74 % FHLOBITHESRE
Article 74 Transitional budgetary provisions

PRIE 2009/371/JHA D 42 G5 SEEL LTRGBSV TRIC BT DRSBTS, [RRED
75 43 RIZI > TEDLIVZBUEI L e TERES D,

The discharge procedure in respect of the budgets approved on the basis of Article 42 of Decision
2009/371/JHA shall be carried out in accordance with the rules established by Article 43 thereof.

74 5 a ETPOLREEOTIR H T HEANT 20 NEEEFRT HBITOFIT
Article 74a Transitional arrangements concerning the processing of personal data in support of an
ongoing criminal investigation

1. HERKE, EPPO F7-1X Eurojust 73, 2022 4 6 A 28 HIVHHNT, BIE [T O HCHIZ S FER
DT —5 FIREBIHRL 2V MENT —4% Europol (3L THEIL 72 &1, Europol 1%, LA T
FIZBNTL, B 18 Fra o TEDBEAT —H & NG5 :

Where a Member State, the EPPO or Eurojust provided personal data that do not relate to the categories
of data subjects listed in Annex II to Europol before 28 June 2022, Europol may process those personal
data in accordance with Article 18a where:

(a) BRI 2AERIE, EPPO F7-13 Eurojust 73, FRMEAYEEIZENED P2 T T
BEZR TR0 DB R OVEEERER I N, Z DRI HHERE, EPPO %7213 Eurojust 25
DT —H % EAAINHEIEL BT Buropol 0 3cHE% FR U7l THOILIRRARIZ I\ T
ENT — 55 WP 57 LGRS TUD T %, Buropol 12T 2022 429 H 29 HE
TIEAET 2855
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the Member State concerned, the EPPO or Eurojust informs Europol by 29 September 2022, that it
is authorised to process those personal data, in accordance with procedural requirements and
safeguards applicable under Union or national law, in the ongoing criminal investigation for which
it requested Europol’s support when it initially provided the data;

(b) BRI DAEKIE, EPPO F7-13 Eurojust 23, (a)lZ/~d 1 THOSLIEEAZ Europol 73 2022
9 H 29 HETIHET DI EAEET L85 NS

the Member State concerned, the EPPO or Eurojust requests that Europol, by 29 September 2022,
support the ongoing criminal investigation referred to in point (a); and

(©) %518 %ka 1 THONIHE, 55 18 555 5 TAA S FL/RV MELN T — X & AR5 2 L7
TH@I R TR IR A 3§D 2 LS ATHETIIZ2 & Europol 2352 Hlid- 5354,

Europol assesses, in accordance with Article 18a(1), point (b), that it is not possible to support the
ongoing criminal investigation referred to in point (a) of this paragraph without processing personal
data that do not comply with Article 18(5).

ATAC /R FHMNE, Europol 23EE4 DR EDI IR E BT 5 Z LA 12 DK iThkS
T ONEHHEIED7- 12 EDPS 126U TREfFEnD,

The assessment referred to in point (c) of this paragraph is recorded and sent to the EDPS for information
when Europol ceases to support the related specific criminal investigation.

H#§a%E, EPPO £ L<I% Eurojust 2%, 2022 4 6 H 28 HLVWH A Buropol 1 2% CHEfHEAL7-5]
I OHCHIPEES VSRR 7 — 2 FAREEIRL /2 MELAT —ZIZREL, ARGER 1 T (a) L OYDb)
D TED DIV 1 FAFTEED BTN E X, F20E, #5%E, EPPOH LLIX Eurojust
D3, RS 1 T(c)ya - FLRNEXIE, Europol 1, 55 18 5k a It TYRKIE AT — 2 & JUBRL
TUIRHT, TS, 518 5555 5 MUV 74 2 b 2T 52872<, 2022 4210 H 29 A&
TIYKENT — 2 ZHIBRT 2,

Where a Member State, the EPPO or Eurojust does not comply with one or more of the requirements set
out in paragraph 1, points (a) and (b) of this Article, with regard to personal data that do not relate to the
categories of data subjects listed in Annex II that it provided to Europol before 28 June 2022, or where a
Member State, the EPPO or Eurojust does not comply with paragraph 1, point (c) of this Article, Europol
shall not process those personal data in accordance with Article 18a, but shall, without prejudice to Article
18(5) and Article 74b, delete those personal data by 29 October 2022.

9518 Sra i 6 T35 —[EAY, 2022 4F 6 H 28 HXVHAIIC, Europol (%L, BIKHET OHT
FIPESHVI RO T — 52 EREBIRL 72V MELAT — 2 &AL 72 &&(1T, Europol 1%, LA N5
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BTN, 818 Ska i 6 TS TEDENT — X2 WBEEL155

Where a third country referred to in Article 18a(6) provided personal data that do not relate to the
categories of data subjects listed in Annex II to Europol before 28 June 2022, Europol may process those
personal data in accordance with Article 18a(6) where:

(@)

(b)

©

()

©

Europol 23345 9% 1 F7 13O ERRIEIZ ST DRFEDILIHEE DRI\, 5=
EAMENT — a5

the third country provided the personal data in support of a specific criminal investigation in one or
more Member States that Europol supports;

W% —E D EPIIIRED MWW TR AT e Tt OB R O ERERIIE S, S0
FRRAF ORI IV T = ES T — 22 BUFL 255

the third country obtained the data in the context of a criminal investigation in accordance with
procedural requirements and safeguards applicable under its national criminal law;

55 =[E)3, Buropol IZx%1L, 2022 429 H 29 HFE T, UiZILIHEA DB I CYi%4H
ZENEOT —H BTSRRI C B OB AT — 2 A B A E DR
TVWAZ A& T DA

the third country informs Europol, by 29 September 2022, that it is authorised to process those
personal data in the criminal investigation in the context of which it obtained the data;

%18 Sca th 1 TADLNIHEN, 55 18 556 5 T FL/RVMELAN T — 22 B4 52 7R
TH@I NI RREDILIHERA A S 3D 2 EANATRE TIEZRV & Europol 23RFIL, 7>, X%
FHIAS, BEEd DRFEDILIEEEA P9 HZ 2% Europol H3&Z DBRZFIRRS UL OME
D726 EDPS 2R CREfFSLa%A 1N

Europol assesses, in accordance with Article 18a(1), point (b), that it is not possible to support the
specific criminal investigation referred to in point (a) of this paragraph without processing personal
data that do not comply with Article 18(5) and that assessment is recorded and sent to the EDPS for
information when Europol ceases to support the related specific criminal investigation; and

Europol 1%, 5 18 2k a % 6 LAIZHEV Y, Europol 2334295 1 F2lIEROMEKEIZHITS
ATH@W T RFEDILSHEE L O BHRIZ BN, AT —Z D& A IR Tl
ANV ol M Qe AN 2 -l o o

Europol verifies, in accordance with Article 18a(6), that the amount of personal data is not manifestly
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disproportionate in relation to the specific criminal investigation referred to in point (a) of this
paragraph in one or more Member States that Europol supports.

2022 4 6 A 28 HEVH AN Europol (25U THAAES A2 RHIK T O H CHIPES IR D T —
ZEREEIRLRMEAT —ZIZBEIL, 3B =IEASE 3 HCe)D F TED LIV B2 FL
TenNEE, FE, AEE 3 HOHF TED LIV BT I DTSN E XS,
Europol I, £ 18 St a & 6 HUIHES CYRLEAT — 22 AW Tl3en T, 25T, 5518
555 5 ROV 74 22 b 25 2872<, 2022 4F 10 H 29 HETI Y E AT — 2% HIkd
Do

Where a third country does not comply with the requirement set out in paragraph 3, point (c) of this Article,
with regard to personal data that do not relate to the categories of data subjects listed in Annex II that it
provided to Europol before 28 June 2022, or where any of the other requirements set out in paragraph 3
of this Article are not complied with, Europol shall not process those personal data in accordance with
Article 18a(6), but shall, without prejudice to Article 18(5) and Article 74b, delete those personal data by
29 October 2022.

#ERKIE, EPPO F7-1% Eurojust 73, 2022 4= 6 A 28 HIVHANZ, B IT O HCHIZES -5
DT —H TIREFURL72\ ME AT —4 % Europol (6L CTHEIL 72 & & 13, #55kIE, EPPO $£7/21%
Eurojust |, & EOIEHRIEERFEO EINE, (SR OB ATREMEA TR T D7Dl E R
WoE72 1, Buropol (2%, 2022 429 H 29 HETIZ, Mi%T —# M UV4a%T —4 D Europol
(R DIPRDE Rz FikRA T D LA BEHLAFD, Europol (X, HIfE 1T O CHIES LA
DT —H FIREBHRUMENT — 223, o7 —42 LRe ECaffis - IRgE D, 7o,
I EOE RIS RO FLFEE, (SN L OSBHR rTRENMEA FER 32 BRODTDIZRRY, KT,
WiLT —F DS ANIREAL BAR 2155 LTI TH CTHDOIZIRY, ZDXH7e
T —RE B D,

Where a Member State, the EPPO or Eurojust provided personal data that do not relate to the categories
of data subjects listed in Annex II to Europol before 28 June 2022, it may request Europol, by 29
September 2022, to store those data and the outcome of Europol’s processing of those data where this is
necessary for ensuring the veracity, reliability and traceability of the criminal intelligence process. Europol
shall keep personal data that do not relate to the categories of data subjects listed in Annex II functionally
separate from other data and shall only process such data for the purpose of ensuring the veracity,
reliability and traceability of the criminal intelligence process, and only for as long as the judicial
proceedings concerning the criminal investigation for which those data were provided are ongoing,

Europol 73, 2022 4 6 A 28 HXVHENZ, B T OH CHEESIFERID T —& HREBHRL
TRMENT — 2% BUF LI L X1, Buropol 13, 2 5 THIZIES TEDIDNTERES WA E R,
JHEE ORISR LS, [FREM & OB ATRE A fR T2 B 7= 4347 —4
BRI TR0, D XHZRE &, Europol 1, 20224F10 A 29 HETIZ,
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BENT — 22 H BT,

Where Europol received personal data that do not relate to the categories of data subjects listed in Annex
II before 28 June 2022, Europol shall not store those data for the purpose of ensuring the veracity,
reliability and traceability of the criminal intelligence process unless so requested in accordance with
paragraph 5. In the absence of such a request, Europol shall delete those personal data by 29 October
2022.

%74 % b Europol [Z&>THRASNTULSBEAT—2ONELEFRT 5FITOFILT

Article 74b  Transitional arrangements concerning the processing of personal data held by Europol

574 S a BT HIE, 2022 46 A 28 HIDH AT Europol EASL7-E AT —XIZBIL
TIZ, Buropol 1%, MZENT —4 235K 1T OF CEDHIERDT — 2 ERDOUT Fnd
BT 20 B VERRRIELASD, £ HRDT-DIZ, Europol 1, £ TT —# DA BUSE
7B 5 18 N ALINOHIRIC, F2i, IEXA S A FHTIBNT, 52D, EDPS OFHiDK
ST, ENLOLEWHIRIT, Yk AT —Z ORI % FMELAGD,

Without prejudice to Article 74a, for personal data that Europol received before 28 June 2022, Europol
may verify whether those personal data relate to one of the categories of data subjects set out in Annex I1.
To that end, Europol may carry out a pre-analysis of those personal data for a period of up to 18 months
from the date the data were first received or, in justified cases and with the prior authorisation of the EDPS,
for a longer period.

51 BIPEI R T — 2 OO FEIIRIY, Buropol (2850 —2 DB B 3 4£T
D,

The maximum period of processing the data referred to in the first subparagraph shall be three years from
the day of receipt of the data by Europol.
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B X E RHRE
Chapter XIII Final Provisions

B75% BEEMARUBRL
Article 75 Replacement and repeal

ZZUZ, TRTE2009/371/JHA, PRTE 2009/934/THA, YRTE 2009/935/THA, TRTE 2009/936/THA J Ok
TE 2009/968/JHA 1%, ZORANZ X > THsRSARRKEIZEIL, 2017 4£5 H 1 B3B335
HLOLLT, Xz L5, T X, RIE 2009371/JHA, {E 2009/934/THA, R E
2009/935/THA, 7€ 2009/936/THA J ONFE 2009/968/THA 1, 2017 455 A 1 BB3 8045t
DELT, FEIESID,

Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA are hereby
replaced for the Member States bound by this Regulation with effect from 1 May 2017. Therefore,
Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA are
repealed with effect from 1 May 2017.

ZORHANZ S THIRSIVOHERIEIL OBHRIZBIL , 27 1 PR T RERE~DOS T, 2O
HI~DOZHE L TS LD,

With regard to the Member States bound by this Regulation, references to the Decisions referred to in
paragraph 1 shall be construed as references to this Regulation.

8 76 & EEERRICL >THIRESN-REBRAID D DHERF
Article 76 Maintenance in force of the internal rules adopted by the Management Board

ZORAOBE OB EERE RN > THIRITRESNA A TRE, TRE 2009/371/JHA (2
FHANWTEERE RIS TEIRSN-NEFRRINL OFEES, 201745 H 1 HEREIZRW T
N5,

Internal rules and measures adopted by the Management Board on the basis of Decision 2009/371/JHA
shall remain in force after 1 May 2017, unless otherwise decided by the Management Board in the
application of this Regulation.

B7TE RIRUER

1.

ZOHANT, BU B#IIT T OLRO 20 BHEICHERT D,
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This Regulation shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.

2. ZOMANE, 2017 4E5 H 1 ADDiEMShD,

It shall apply from 1 May 2017.

7212, B T1 SR, B T2 ROV 73 R, 2016 46 A 13 HABiEHIEnD,

However, Articles 71, 72 and 73 shall apply from 13 June 2016.
ZORIAND, FERFNZAE, ZDEIZOWTIHA3EDY, 730, 4= COREIZ I TR SE
MEhs,

This Regulation shall be binding in its entirety and directly applicable in the Member States in accordance with
the Treaties.

2016 4E5 A 11 HICANT AT —/UZEBW T iz,
Done at Strasbourg, 11 May 2016.

RRMERELT Pl LT
For the European Parliament ~ For the Council
£ M.SCHULZ & J.A.HENNIS-PLASSCHAERT

The President M.SCHULZ  The President J.A. HENNIS-PLASSCHAERT
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B O#K I
ANNEX I

3 548 1 R TR & 72 PREDLFRDY AR
LIST OF FORMS OF CRIME REFERRED TO INARTICLE 3(1)

THEYR L,
terrorism,

FERIILIE,

organised crime,

JFRREE
drug trafficking,

BV T,

money-laundering activities,

AR O E L B4 D03E,

crime connected with nuclear and radioactive substances,

L YNE= )
immigrant smuggling,

NHDHL,
trafficking in human beings,

HENEALIE,

motor vehicle crime,

IS
murder and grievous bodily injury,

NHOEE K O RROEERS ],

illicit trade in human organs and tissue,

D, EEE R OV,
kidnapping, illegal restraint and hostage-taking,

N, PM T2,
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racism and xenophobia,

CERAYSAON:EREZS
robbery and aggravated theft,

i N OSEIN Eia 2, U OEER |,
illicit trafficking in cultural goods, including antiquities and works of art,

FEHA T2 R OV IEA T2,
swindling and fraud,

RRMEES OB ORI RS2 423058,

crime against the financial interests of the Union,

AP AL —HG | ORI TR0 AN,

insider dealing and financial market manipulation,

e K O,

racketeering and extortion,

(R M OV E T2,
counterfeiting and product piracy,

INLEDER D |,
forgery of administrative documents and trafficking therein,

W S ORI TR IE,

forgery of money and means of payment,

ENVGEA LI
computer crime,

{548k,

corruption,

TR, HERR ONVCROEES |,

illicit trafficking in arms, ammunition and explosives,

RS HE RS |,
illicit trafficking in endangered animal species,
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MRS EAF R K OV O ZSFEDEEIR |,
illicit trafficking in endangered plant species and varieties,

RO G YA 5D, BRETAE,
environmental crime, including ship-source pollution,

VB HIB O NS AR A DS
illicit trafficking in hormonal substances and other growth promoters,

IR A ET D85 ORI H BN KD R EDOBIER A 50, MERERE K OMEAERY,
sexual abuse and sexual exploitation, including child abuse material and solicitation of children for sexual
purposes,

T/ PAR, NBITHT IR OISR,

genocide, crimes against humanity and war crimes,

BRIMIE S O R E OIS,

violation of Union restrictive measures.
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B O# O
ANNEX I

A. 5 18 & 2 Ha)RTBAD BN -OIJESN RUTNMESh S5 EAT—2 DEE
UVIZEEZOEBEDT—ADIESN EVIMESN 55 T—3EAR0EE

Categories of personal data and categories of data subjects whose data may be collected and
processed for the purpose of cross-checking as referred to in point (a) of Article 18(2)

1. WREDRMOTDIEES NS MBS N DA T — 213, LLFOFLEHRTS:

Personal data collected and processed for the purpose of cross-checking shall relate to:

(@)

(b)

F1

BRI 2AERKEID EIPNIEIZHE Y, Europol (JRGSHERRDBH L RO BIRIZ IS TR T
2% FATUIZ L OREED LT L AUTIHEL T2 LD REEDHLE, £, TDII7MRFAT
PICEVATRRIRE ST T

persons who, in accordance with the national law of the Member State concerned, are suspected of
having committed or having taken part in a criminal offence in respect of which Europol is
competent, or who have been convicted of such an offence;

wEDFABIL, BT BHEREOEINIED FIZHBU T, 2Mi%0EH, Europol | IESHE
IR 5 BRI DRI U OIS T A% T 5 b5 0 SR
BEH AT B,

persons regarding whom there are factual indications or reasonable grounds under the national law
of the Member State concerned to believe that they will commit criminal offences in respect of
which Europol is competent.

ORI HEBET 57 =213, UL TOBROEANT —4DH%a 50 15%:

Data relating to the persons referred to in paragraph 1 may include only the following categories of

personal data:

(@)

(b)

B, WSURRGOD [RIE, 40 M OIL 734854
surname, maiden name, given names and any alias or assumed name;

HAED H RO,
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date and place of birth;

G
‘*fah’

[H]

nationality;

P,

sex;

JEEH, TS OBBERE ODFTE;

place of residence, profession and whereabouts of the person concerned;

AR, SEEAETRE, HEHE L OFIEO 7T —2 NS,

social security numbers, driving licences, identification documents and passport data; and
FIHUETREXT, FRRURET —2 J OV (DNA DI —R T SARSD)DNA 7
BT FANDIII, BRI/ DT LD NEFE D BIR) CHER R 5, TR
BOTHIBIL D155 _ERELISMDRHEL,

where necessary, other characteristics likely to assist in identification, including any specific

objective physical characteristics not subject to change such as dactyloscopic data and DNA profile
(established from the non-coding part of DNA).

52 RS 7 — 2R, 8 1 HORTHEBHRT DL TOBMOEAT —213, ESh
KOS NAGS :

In addition to the data referred to in paragraph 2, the following categories of personal data conceming the

persons referred to in paragraph 1 may be collected and processed:

(@)

(b)

WIRATLy, BEEDHDHETIRSIIILTRA T4, WNZ, VWD, EZTROV INIZEINIAT
SN0 (FHES DY) ;

criminal offences, alleged criminal offences and when, where and how they were (allegedly)
committed;

ENCBET 215850, MU 74D FATITHE S FEFZ IS L
PAVAASEEE
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means which were or which may have been used to commit those criminal offences, including
information concerning legal persons;
(©) ZFDOZFEMETR TODEE M OEDEED S 7,
departments handling the case and their filing references;
(d) JLIEHEROMERLE THOAEE;
suspected membership of a criminal organisation;

(e) MUiZAIEHDY Buropol |IEREHERRD &5 FifEDEMRIZIS T AT TAL R ET L X
I%, EORIEARE,

convictions, where they relate to criminal offences in respect of which Europol is competent;

s
inputting party.

ZBDOT =2, NSO D2 H B & A TUVRWEETH - Th, Europol (XKL THE
s,

These data may be provided to Europol even when they do not yet contain any references to persons.

Europol F/-IXEWNT=y NI Lo TERASIVTODH | U T H LRI A7 i X,
EN— = ~NE/2IE Europol 232 DINZELRT 5L XL, EN==> 723 Europol (ZxL T&
ESIGD, EN=y NI, SiZEN = hORSED ERNEEZESTL T, 20X,

Additional information held by Europol or national units concerning the persons referred to in paragraph
1 may be communicated to any national unit or to Europol, should either so request. National units shall
do so in compliance with their national law.

BRI BRI DA THDcHEERNZ P UEE RS To5E, FI21E, HEOBEDHEERN SR
Loty MR AL TEOWT DM T - R BT 57 —21%, Hi
BRSNS,

If proceedings against the person concerned are definitively dropped or if that person is definitively
acquitted, the data relating to the case in respect of which either decision has been taken shall be deleted.
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B. HRAEEE (X ERENEEEE L OO B8, EFHEE EDO KO BHMIDT=8%H
F-1E5E 18 &3 2 O (D), ORUKQ)ITRT FREROZMEABHITT 5 BHIDT=-HITiESh
RUEINBSEAT A2OERTNICEZOEDO TIPS R UNEESNWELT
—A2EH0ER

Categories of personal data and categories of data subjects whose data may be collected and
processed for the purpose of analyses of a strategic or thematic nature, for the purpose of
operational analyses or for the purpose of facilitating the exchange of information as referred to in
points (b), (¢) and (d) of Article 18(2)

1. BRI E X =M EE S DT D BRIDT-8, FEEGEE_EO 54T BRIDT-8
FI2IIAERKE], Europol, ZAUWLIFMDORRINEA DR, 5 —E R ONEFHFSEID BT DIFHRAS
Haa RN 3D HHIDT= O I IEES U ORFRSNA AT — 21, LA FOFELEEET %!

Personal data collected and processed for the purpose of analyses of a strategic or thematic nature, for the
purpose of operational analyses or for the purpose of facilitating the exchange of information between
Member States, Europol, other Union bodies, third countries and international organisations shall relate
to:

(@) BRI DAERLEDENIEZIY, Europol (ZREESHERRD 32 Sl D BRIZIS N CTILIR T
Pt FATUTZEDORGES LLUITZF AU - L O BEROHHE, Fi-1L, T DIHMZELT
BN IOEIEHE ST T3

persons who, pursuant to the national law of the Member State concerned, are suspected of having
committed or having taken part in a criminal offence in respect of which Europol is competent, or
who have been convicted of such an offence;

(b) UZOFIZEIL, BUHRTHRERIEDEWNED FIZBUNT, Ya%DE 73, Europol [ ZHEHE
FRODEH D FAE DBHRI TN CIUI A% FATT DL UET D FEOMEE-IX
AR AT D8

persons regarding whom there are factual indications or reasonable grounds under the national law
of the Member State concerned to believe that they will commit criminal offences in respect of
which Europol is competent;

(©) HETOEFEITALHEO I BV TE I EORDOIFEFHFICIBT, iFE5aK
HOIUTHE;

persons who might be called on to testify in investigations in connection with the offences under
consideration or in subsequent criminal proceedings;
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(d) HEEFTOWT N DIRFEFTADOYEE L2138, 20T, UskoF B, —EnFHE
D, ZDIHIRNEELTADWEL THVE-HETHRIE 5.2 QWA

persons who have been the victims of one of the offences under consideration or with regard to
whom certain facts give reason to believe that they could be the victims of such an offence;

(€) B K OMHIH] LN
contacts and associates; and
(0 HEEPOIIATHI BT DIE R TE0E,
persons who can provide information on the criminal offences under consideration.

% 1 H@) KOOI TEOF L, BRI DITE EOT —4%E%, LLFOFRIOEA
T =A%, WP ISS

The following categories of personal data, including associated administrative data, may be processed on
the categories of persons referred to in points (a) and (b) of paragraph 1:

(@) TEANDJEEE:
personal details:
()  BHEOWERONARE;
present and former surnames;
(i) BUEOL K OLIRIDA
present and former forenames;
(iii)  AEAARTOD (AL,
maiden name;
(iv)  GEAID BRI DI B8 RD 4

father's name (where necessary for the purpose of identification);
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)  GERRND BRIDT- O\ B 258 B4
mother's name (where necessary for the purpose of identification):
i) ;
sex;
(viiy HAEDH;
date of birth;
(viii) HZEDIGHT;
place of birth;
(ix) [EFE;
nationality;
() BESARAE;
marital status;
xi) B,
alias;
(xii) JEFRA
nickname;
(xiii) B4 FT-1344
assumed or false name;
(xiv) BIHEROERTOFHT R O FE BT

present and former residence and/or domicile;
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(b) S ARDFLR:
physical description:
() HORLR;
physical description;
(i) XACTELRAS G, R I ;
distinguishing features (marks/scars/tattoos etc.);
(c) FEE:
means of identification:
() HHEEE L
identity documents/driving licence;
(i) [EHEGEI—R /s
national identity card/passport numbers;
(i) [EEGHGRE 5 WA AT R L&, AR 5
national identification number/social security number, if applicable;
(v) SEHDBIGE OSFUZ RS D IS O ;
visual images and other information on appearance;

) 88, (DNA OIEa—REE)SAEMSIVD)DNA 707 7A/L, P, iy, sk
IBEIERO I T H Loy FORIESR,

forensic identification information such as fingerprints, DNA profile (established from the
non-coding part of DNA), voice profile, blood group, dental information;

(d) TWERkUMEE:
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occupation and skills:
() BUEOH K OWHEE;
present employment and occupation;
(i) TERTOHAFRONE;
former employment and occupation;
(i) #E R |
education (school/university/professional);
(v) B,
qualifications;
(v)  BEEM OO ORI (F78, € D) ;
skills and other fields of knowledge (language/other);
g M O RED
economic and financial information:
() EHTF—ZEHTRER O Ta—R, JLy MI—RE);
financial data (bank accounts and codes, credit cards, etc.);
(i) B
cash assets;
(i) PRATHRE DM EE;
shareholdings/other assets;

(iv) MPEEDOT—#;
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property data;
) BELOREODOXE,
links with companies;
Vi) SYTROVL VRO
bank and credit contacts;
(vii) A DS
tax position;
(viii) 7V T DGR EOENEBRA LN 5 FRLLISAOIE#R;
other information revealing a person's management of his or her financial affairs;
1187 —4:
behavioural data:
(i) Or IR TR O L 570) ARG O A AT
lifestyle (such as living above means) and routine;
(i) ZEHTENE;
movements;
(iii) HAERAT 25T,
places frequented,;
(iv) BEskOEnLSOfE7ER,
weapons and other dangerous instruments;

) SERREDREAT;
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danger rating;
(vi) WEDHRENE, “HEA A ORI, ERTRBIR L ORI O DIIRFEDI A

specific risks such as escape probability, use of double agents, connections with law
enforcement personnel;

(vii) JUSREPHES DRFE KRN T BT 7 AV
criminal-related traits and profiles;
(viii) KA
drug abuse;
PR FI PO A R OMEE A G, Bl R O
contacts and associates, including type and nature of the contact or association;

EIE(EE BBENE), 77 d R, R_R—T%, BB AL, BAEDSELE, A2 — T NG
DEH7¢, RSB ETFE;

means of communication used, such as telephone (static/mobile), fax, pager, electronic mail, postal
addresses, internet connection(s);

ZNODOBENTBA T CBRE5) 8D, HENE, in, fzstio o,
SN BEFE;

means of transport used, such as vehicles, boats, aircraft, including information identifying those
means of transport (registration numbers);

LS TR LB D
information relating to criminal conduct:
() AL

previous convictions;

(i) JOIREEI~DEEGDEEN,;
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suspected involvement in criminal activities;
iy F;
modi operandi;

(iv) ILIREUEET D0 K OFFTFAT T DD S FE IS a0
HLINRNOTE;

means which were or may be used to prepare and/or commit crimes;
v) IRTN—T IR DINA KOS —7 /IR R 2 F5 1T DA
membership of criminal groups/organisations and position in the group/organisation;
(vi) JUSERERRPIC I DA
role in the criminal organisation;
(vi) ALTREED HIEE 7256
geographical range of criminal activities;
(vii) &7 AREEDI72, HEORFE CIERS I,
material gathered in the course of an investigation, such as video and photographic images;
BREDOB BT DI TR TSIV CODRIDTEIHRS AT JDO SR
references to other information systems in which information on the person is stored:
(i)  Europol;
Europol;
() E5 PR,
police/customs agencies;
(i) ECLMAOBITY
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other enforcement agencies;
(iv) [EERHRRS;
international organisations;
) HVRIEFR;
public entities;
(vi) EEOBEEAE,
private entities;
@ KOG T =2 EBHR T DIE N BT
information on legal persons associated with the data referred to in points () and (j):
(i) IBEANDOLTE,
designation of the legal person;
(i)  PITTEH;
location;
(i) FRZO H KOG
date and place of establishment;
(iv) 1T OB
administrative registration number;
) IEFEEO-RE;
legal form;

i) &K,
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capital;
(vii) TEEHODSTET;
area of activity;
(vili) ENOF-2HE R ONERS 2 Fott;
national and international subsidiaries;
(x) FEEH;
directors;
x) FUTEOREO DX,
links with banks.

5 1 O\ T L O &1, 55 1 TED (), (b), (¢), () ORI ERIDEZ DU
TINTEFN T VRNZEEZZELT, 8 1 THD@) L NN T HEBWRL, 7>, TD4y
Wz Gk T RE 13D LN CEDLET H e B HNAET HE DL Th D, [k
FIEE, 5 1 HO@ MR T B LB e et >H DL Thd, &L, 55115
D@ NONRT BT et fibat, >E DL ThHD,

‘Contacts and associates’, as referred to in point (€) of paragraph 1, are persons through whom there is
sufficient reason to believe that information which relates to the persons referred to in points (a) and (b)
of paragraph 1 and which is relevant for the analysis can be gained, provided they are not included in one
of the categories of persons referred to in points (a), (b), (c), (d) and (f) of paragraph 1. ‘Contacts’ are those
persons who have a sporadic contact with the persons referred to in points (a) and (b) of paragraph 1.
‘Associates’ are those persons who have a regular contact with the persons referred to in points (a) and (b)
of paragraph 1.

BAE K OMPRZBIL Q1 2D I07e 8 L5 1 D) LN OIR T HE DD BHRD 34D
T2DNZEDIHT — 2 BT HEMEET RERIPFAET DI EEFAELT, 5 2 THORT
T =2, MWEIZGD CRedkA TS USD, TOWFUIRBWTL, L FOEBYDRE IR
¥

In relation to contacts and associates, the data referred to in paragraph 2 may be stored as necessary,
provided there is reason to assume that such data are required for the analysis of the relationship of such
persons with persons referred to in points (a) and (b) of paragraph 1. In this context, the following shall be
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observed:
(@) TDLILBERDN ATRER BRSNS D T L
such relationship shall be clarified as soon as possible;

(b) ZDIIRBHRIAMHET DEDPTENARILAS T HNRN T o7 LI, B, 5 2
R T —2DHIRSND L

the data referred to in paragraph 2 shall be deleted without delay if the assumption that such
relationship exists turns out to be unfounded;

(c) Bl FE7-1 33, Buropol D HIDEFHINIZ SR EL TA% FATUIZ OB\ D300
A, b, EOIMRETAD AT BEUA SRR A T T34, T3, BRI o6
FREIDENIED TIZBWT, YiEDENED IR T TAE FATT AL b F
FEOEEI T A BRI LM T D556, 3 2 THIORT R TOT —Z DS ES
ELTE;

all data referred to in paragraph 2 may be stored if contacts or associates are suspected of having
committed an offence falling within the scope of Europol's objectives, or have been convicted for
the commission of such an offence, or if there are factual indications or reasonable grounds under
the national law of the Member State concerned to believe that they will commit such an offence;

(d) % 1 THD() LN T H DRI Makdifiad KOS OBEBEIR L OMHEBER
DHAT e OWEEIBT 27 —2%&FRE, 5 2 T Bl OBl LR Oz
BET%7 —& L ORI Bl AR O AR Z B35 7 — 2 & Fiik R L CldebianZ
&

data referred to in paragraph 2 on contacts, and associates, of contacts as well as on contacts, and
associates, of associates shall not be stored, with the exception of data on the type and nature of their
contact or association with the persons referred to in points (a) and (b) of paragraph 1;

(@ LRIBEZDOWTIUTLDXDARETII RV GS, IO 27200127 —F 2 itikix
17 _ERENER O ORI BT D WA TR, £DOZEZ BRI ANLTL,

if a clarification pursuant to the previous points is not possible, this shall be taken into account when
a decision is taken on the need for, and the extent of, data storage for further analysis.

4. HIHDIORT IO, BETORFEITZBOWT I OGER LT, F2E, —EDHHE
ZEHELL T, ZDIORMRETRAOWEEE THVISDUE T DIRIDMHET DHEITEIL, 552
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@72V L)W~ T T — XN L FOERBVOIERN BT 5T —X 13, FlkiRrSntigs

With regard to a person who, as referred to in point (d) of paragraph 1, has been the victim of one of the

offences under consideration or who, on the basis of certain facts there is reason to believe could be the

victim of such an offence, the data referred to in point (a) to point (c)(iii) of paragraph 2 as well as the

following categories of data may be stored:

(@)

(b)

©

()

©

®

WEBOBHIT—24 ;

victim identification data;

WEHL DRI,

reason for victimisation;

(SR, ARE L KBRS, LSO,

damage (physical/financial/psychological/other);

PEAPEDMRRES LD REN D,

whether anonymity is to be guaranteed;

BeHIFTORERIC B G- ATRED MG,

whether participation in a court hearing is possible;

FIDINET 2 LXT, B 1 THO @)L NN T EERFET D HIIDT=OIZ, MihDE L
DELOMOBHRIEE T DEHREED, 5 1 AT FrbfefisniFadizods
S TS AL B e

crime-related information provided by or through persons referred to in point (d) of paragraph 1,
including where necessary information on their relationship with other persons, for the purpose of

identifying the persons referred to in points (a) and (b) of paragraph 1.

R LN T =213, DB OREER £ T EHIEE R L COBREID /D726
§/< TP T HIMEE T SR ET DL RML LT, MEITIEL TRk

T SHAFD,

Other data referred to in paragraph 2 may be stored as necessary, provided there is reason to assume that
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they are required for the analysis of a person's role as victim or potential victim.

BN BUEDIRNT —H1E, HIBRSIVS,

Data not required for any further analysis shall be deleted.

5 1 DU JO78, RETALERT DHE THOMED T CEIBRDOIEFROH T,
RESZROLNTDH LAVRNEIZEL, 3 2 )2 W Ui T T —ZIFNZEL T ks
DDOFNEZAGFUCQODIEROD T — 21, SR FSIUGS:

With regard to persons who, as referred to in point (c) of paragraph 1, might be called on to testify in
investigations in connection with the offences under consideration or in subsequent criminal proceedings,
data referred to in point (a) to point (c)(iii) of paragraph 2 as well as categories of data complying with the

following criteria may be stored:

@) SHTTEET 7 AV HICE EN TS MREDH LMD B LORIOBHRI B DI HE 50,
T DI HIRUES VT TERE

crime-related information provided by such persons, including information on their relationship
with other persons included in the analysis work file;

(b) FEAMDMRRESIDREDED;
whether anonymity is to be guaranteed;
(© REPRAESNDNEDEE) KO Lo TIREDMRAES IV D N ED»;
whether protection is to be guaranteed and by whom;
(d) Hr-7eikn4
new identity;
() FeHIFTOBERBIG-RIREN G,
whether participation in a court hearing is possible.

% 2 R T LSO T —2%, DL EDIEEHLL COEEND ST DT DI M%7 —H
DILEE I D LHEE T _REBHMIAET H LA S LT, MEITSD Gl RS Es,
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Other data referred to in paragraph 2 may be stored as necessary, provided there is reason to assume that
they are required for the analysis of such persons' role as witness.

a3 oD T —21 3, Hishb,

Data not required for any further analysis shall be deleted.

55 1 OIS E978, HAEPOITHM TR BT DIHHRARILTEHEICHL, 452 H@/a
LGN 7 —ZIONZEL FO LD HIEL T L QORI BT 57 — 213, Fibkdk
FEISD:

With regard to persons who, as referred to in point (f) of paragraph 1, can provide information on the

criminal offences under consideration, data referred to in point (a) to point (c)(iii) of paragraph 2 as well
as categories of data complying with the following criteria may be stored:

(@) F—NESIABEADEIE;
coded personal details;
(b) HEHESNDIFROZAT;
type of information supplied;
© EAMDMREESNDREDNED;
whether anonymity is to be guaranteed;
(d) PREDMRAESNDNEDE) KO o TIREDMRAES VD~ ED >,
whether protection is to be guaranteed and by whom;
(©) H-reikuls;
new identity;
(O HeHIPTORERCREG9 DT LD ATREN M)
whether participation in a court hearing is possible;

(g ADRER;
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negative experiences;
(h) OURE L /W4T D) i,
rewards (financial/favours).

5 2 IR LSO T =23, B IE LU TOXZD IR EDREID T OT- 012 45%T
— I PIETHHEMEE T ~EMRIDHAES DL 2L T, BELTEL RS IS
60

Other data referred to in paragraph 2 may be stored as necessary, provided there is reason to assume that
they are required for the analysis of such persons' role as informant.

FIZoHTa 3 oD T —21E, HiRshb,
Data not required for any further analysis shall be deleted.

HSINTOIFED RO E DRERIZISN TS, EHEDOMEFRLEEEA L LT, HHEDS, U
OB DED I FRIISND, ZDRIHED FCEFRSIVCNDERIDE D I EfBESNDH &
ZEMHEMNTA o728, Buropol I3, 4i%#T7 7238 NIV CIIFASID MakDE 2R
THT —HDIRENFETE, o, ZRLSNDOETOT X%, BRSNS,

If, at any time during the course of an analysis, it becomes clear on the basis of serious and corroborating
indications that a person should be included in a category of persons, as defined in this Annex, other than
the category in which that person was initially placed, Europol may process only the data on that person
which is permitted under that new category, and all other data shall be deleted.

FDITEG T R LT, HOEDARFERD FCEFRSIIAEED B 2 800 2 alfEs
NDREZENRHLINNI ST 56, F DI FRID FICB W THIASNAETDOT —
1%, Buropol (2~ TS NASD,

If, on the basis of such indications, it becomes clear that a person should be included in two or more
different categories as defined in this Annex, all data allowed under such categories may be processed by
Europol.
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