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What is the location based service?
Location:
 “Location” in the context of WL means locating a wireless 

device.
WLIA Privacy Policy Standard (2001)

Location based Service:
 Location-based services and advertising allow consumers to 

receive services and advertising based on their geographic 
location. For example, businesses can provide information about 
traffic, restaurants, retail stores, travel arrangements, or 
automatic teller machines based on the consumer’s location at a 
particular moment in time. Such services can be provided in 
response to a consumer’s manual input of his or her location 
information into the handset or by using so-called “auto-location” 
technology to track the location of the consumer automatically.

FTC Workshop Report (2002)
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Example

NTT Docomo

Posiseek R
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Privacy issues relating to the location based service

Location data of individuals must be considered as a constituent of 
privacy data, because
 By data matching of location data with user ID or device ID, the 

location of a specific person would be specified.
 The location of a specific person may be regarded as  private, 

except if such data has been opened to the public, it might be 
not private data. 

Real time privacy intrusion
 Inter-accessing by a location based service may cause a real 

time privacy intrusion
Misuse of Collected location data stored in server
 Misuse of such data would cause serious privacy issues, 

especially by data matching with other privacy data.
And, communication may be intercepted
 Vulnerability included in such service systems may permit some 

types of illegal interception of data.
 Specific location data of specific person may be involved in this 

communication.
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Some analysis of the legal aspects
Possible intrusion or misuse of privacy data relating to the location 
based service should be rejected or prevented.
 Technical elements
 Human elements
 Social elements

A sign of intrusion or misuse may be discovered in
 SPAM emails or other advertisements
 Additional service providing that the users don’t know of or agree to
 Unreasonable exchange or data traffics during any interaction on the 

location based service
Some types of intrusion or misuse would be illegal.
 Civil damage compensation
 Criminal penalties
 Administrative sanctions
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How to resolve these problems
Privacy issues or disputes would be unavoidable 
in this area.
Their resolution
 Legal method – adequate and effective legislation 

and its enforcement with reasonable dispute 
resolution measures

 Technological method – better technology for privacy 
protection or removal of unnecessary privacy 
collection functions

 Self regulation method – better guidelines or relevant 
parties agreeing on a common privacy goal on the 
basis of the international privacy protection standards

 Education
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Conclusion
Location data of individuals must be considered as a constituent of 
privacy data.

It is therefore important that the following policies be established.
 Unnecessary inter-accessing by a location-based service should be 

prohibited or limited by law.
 Unnecessary collection of privacy data should be restricted by law.
 Serious misuse of collected privacy data should be punishable by law. 
 Vulnerabilities inherent in a location-based system should be repaired or 

removed.
 Clear and effective guidelines for privacy protection should be 

developed and operated.
 A Good education on privacy protection should be given to not only 

school students but also to IT corporations.

Most importantly, we have to try to find and establish a better 
balance between privacy protection and information technology 
development.
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