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Regulation (EU) 2023/2854 of the Furopean Parliament and of the Council of 13 December 2023 on hanmonised rules on fair
access to and use of data and amending Regulation (EU) 2017/23% and Directive (EU) 2020/1828 (Data Act) (OJ L,
2023/2854,22.12.2023) DT AN FEEERR) I ZHDE, TORRRZFAZAZ,

JHABU) 20232854 DJF LD T AN AT CTEAHAN URL Y, FRedENTHD,

http:/data.europa.eweliteg/2023/2854/0)
[20254F 6 H 18 HifEad]

FHRIIBU) 20232854 DJFSCHOH 48 40025 3C0Z, Cormigendum to Regulation (EU) 2023/2854 (2024/90790)
(Official Journal of the European Union L, 2023/2854, 22 December 2023) { ZJo CRTIESIV TV D, ZOBETRIL,
[FETIEZ DT X AN FHELL TS,

JHRIEU) 20232854 (7 —415) OSBRI, SLETHFSCEFTEROBE LU TR L QOB HDTHY,
8 N7 RARE L COFARIROFE AT H AGELIAND S35 CTED U SCED H AGE AR &
INALZA W AN TERBLIL - S CEO—FECThD,

—fiE F—
1. FRAIEU) 20232854 (2T

1.1 #5r

JRAIEU) 20232854 (7 —4#1)1%, EELT, 2=77 R4, (connected products) R FH Jz ONBERELH-—
E A (related services) DFER S B BN RSN DT —4 (BT —2 L OSEE AT —4) DEHR S,
RE 2T —4 I (user of Data) DFHERZED, F2, 55T —F B —E 27 1,31 (provider of
data processing service) ERI DT — X WU —E 27 A Z ORI HT —H O [ #E (data
portability) AR 57O DO EY A TED D BU OB HES THD,

JRAIEU) 20232854 (F-—4122) AR F 15 M O FHEGPEIZ BIL i3, ARRIEU) 20232854 (57—
AR DF 1 5555 1 TN O 2 DO T CTEDHIU T VD,
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FIRIEU) 20232854 (7 —41E) O x 8% B/ IR ds O L, BRI OIE S EIA 351k
BEATFEE T2 FTREMOHDIE TSI ET 2, 20720, HHIBU)20232854 (7 —4#1%) D
FZBE 2 IEMe7 s B AAS D01, ESDBIES ORI Dk OB A% B A
FISHVRTUT 2720,

WEFEATIE, BLHIBU) 20232854 (7 —21E) Ol 0D Al F TBAN L, IEOWIIGE/2%7—
B —T T = F TN, AT T =2 T A, SHENFERIMRE T 04—
YT =H TN, LT, Hi%T — A HEE ORI MDD ST —H THLINEIN =5
(ZE o TEARDD T, THBDRERITRATEIRL2050, #IRIEU) 20232854 (7 —215) LBt a 4 2
BE S OPRGEIELS S PRI B ZPR L7 1C, FHA.OBEE T RO 4 BRI -4
Wi ~&ThD,

HREIEU) 20232854 (57 —415) 1%, T —ZAERH—E 27 11,34 (providers of data processing service) &
VISR VYTV, 207\ Z L, BRI ES DA A —F s EOY—E 2T m a2 L
T, ITVRZN 2T 12 7 —E RN e e D — AT A Z BRI R T B0 D
ThHOZEDHL TS,

72720, BIAIEU) 20232854 (7 —41K) DIEREDHIIIE, EHOLILTWDFROME L, HIHIEU)
2022/1925 (0J 1265, 12.102022, p. 1) D 3 SR ZE» T — I e— =L LU THRESN /77 R =
—T AT —ERADT T TR T RE SIS HAIEU) 20232854 (7 —415)
D 5588 318, 55 6 555 2 TA(d), 5 41 5%, RISLE0B),

ZIUSDZEN D, FHHIEU) 20232854 (7 —415) SRR /TR —e 23U -2 2580
BAL Tk % 7358m0 3%,

1. 2 EUDA—TT7—3BCE LD R

EU DA77 —HBERO A ThoA—7" 7 —4Fa4(EU) 20191024 (OJ L 172,266 2019, p.
56-83)1%, LHMESIFRDMRA T 57 — 2D KRBT 2 B2 FH (Rl A —~ 7 —#
{UIZEDERFREOF ) IZBAL TEDHIEDTHY, FAADMRA 57 —F ORI E T IR
FIIH (reuse) | ZBE 3 2 A TED HIET TR0,

ZHUTHIL, FRIEU)20232854 (F—2iE)1%, FELT, FANTHET —#A 4 (dataholder) 2 ¥A
THTF—ZDFRNTHORI I (user) e O —R =T (I LAF I & O AN EAL TEsb T
l/ \50

W, FADMRAE 57 —2OF A E T AL, BU ORERREDENIE ChoRE ()
15) SRR AR A S LSS,

277 RELEOR | K OBE—E 2D 5 BRI AE RS A T —H1E, Z0axsT Rl
fn M OB —E 2ORHEDFAN ThHDY A L DMk T — 2 DIRAE DTN ThHOSRITL.
TN TBT—2OR A 13RI 322435,

2
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LZADS, BRIEE e O ORERIEIODTERNZ IV VT, Bk (B EOFEAET) OfEHER T, J7
RIEUT, #RIEIDSEHE BT,

Z D7D, FHINEU) 2023/2854 (7 —415) 13, FRIMEEGOREREIZBE 220 (TFEU) { ED LR i
BONAEMEDFIFANT, FAADMRA T 57 2O YRR D R LRk 2 LA Okt
LIHEL TS,

fth 5, BIHIBU) 20232854 (7 —25) DR T 57 —Z DB E W) FHRNELR D551
HHASNASAEL & EVQOD (B VESR),

ZDIITFRNRNES ) AR OBMRE RS DETEO I, BU DA77 —HBER D,
T HEIL 32508 E E QOB R 19556 1 THOBIR),

PLEDID BT, FHRIEU) 20232854 (T—21)13, A—7" 7 —4F55EU) 2019/1024 &
TR E AR BB AR E U T D,

ZUC, HANEU) 20232854 (7—41K) EA—7" 7 —2F85BU) 20191024 1%, AU T, AL
TR T DT 2 K ORMBDEFEDRA D7 —FDOMED, AR TRV HIFROB
HEE IR T D870, Ft—HI B RS0 TIZINT, BRINESOIBRNTEHIIIT 67—
4535 (data economy) ZAEHES BT DDVES LU O LESH- LB 52 L3 TED,

COT—HREFONEHER ) A& 3R T 2720, BIHIEU) 20232854 (7 —41)13, [RIFHICES
SHHENT =2 DRI DT —SFFFE DRI EDTND,

1. 3 EUDBEATHREETLOBER

FIRIEU) 20232854 (7 —#1k) &A—7"L 742455 EU) 20191024 OiiifxiGebren7 —2DHI
VEHEA T —4 (personal data) | Z5%24 9757 —2 LFEE AT —4 (non-personal data) | Z3%24 357 —4 D
WEDEFEND,

TENT 23524 457 —2 O CRIFHFOE A VE LS (controller) &L CHLEE-2E AT
—H LU TRIRSIVESE N T =X T, 722 hOHIZB AT —EFIEE AT —
S LNEREABE L QOB 37ebb, IRAT —4 (mixed data) D5 5% 58, GDPR HIEFR
SHAHIRIEU) 2016679 (T —2 R R 2% SIS (RTSIGHBHR) .

FRHIIEU) 20232854 (57 —415) Oiii A EAR9- 57 LAk s 3 A5 R RIE DR HERR D& 5 X4 5
(competentauthorities) | %, N T —X 8T~ EFH2 80 (5 3755 16 THSH),

%77, GDPR (2SS AE R E OB BB M OB T — 2R B, AT —H2 8L R
£ B#PAN T, FRAIEU) 20232854 (5 —41E) D L O BRI Z IV TG RO B A OIS
MHERRDBD Y Jajkrad (5 37 555 3 ARSI,
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FEE AT —4 LB 2 HAHIE L, HAIEU) 2018/1807 (OTL.303, 28.112018, p. 59) DHFICTEDHIL
TS, [RERIOZRTAD I, FEERNAT, FRRIEU) 20232854 (T —21E) &~ TIEST
CODHRSNARIED B FIUTND,

73235, 74 nIHik: (data portability) SBEHEHHSNIBAL T, b d2,

1. 4 BEBHEORER- SREARELFIFEOHETR

FHHIBU) 20232854 (7 —#1) 1%, 2477 R K OBhE—E AL~ CHBII A RS ND T
—& K Qa7 R K ORSE—E 2O > TERR SN AT — 2 OB ML i B T
ePRL, ZAUSDT—4 LREET 281 B OMER & SEHI A THE CEDIDN T I H RIS
ZED TNV RILRHSHR)

FIFREOMERIND, FADESRI I TSN TS,
ZISOMHERIDOHT, PR (disclosure) 225K (require) TEOMERNIE, FEEANIIRIHSEL L2 %
RIDZEZTHRA D,

ZOB R AHEROIEOMEI LTS, A1, Miald &b s,
1. 5 EUDBXEIZHITHT—4LHENER

JRAIEU) 2023/2854 (7445 ORI, BU DMOFRRISHE S ORITSCEHEL T VRDEELL2o T
UWDBEY HEFISTROHND, Z LU C, BEZRAMERICEAL T, BEFOE AR TEMER A ML
T, HAINEU) 20232854 (7 —415) DINEABiET 57 DORBIEL TS,

ZNODOMBIAV LB EDOH T, FHIEEELEZONLDIT, BRI 7 —# A1
ATERERIA 9 3GETHD (HISURNEI).

EU Code of conduct on agricultural data sharing by contractual agreement
https/efac. ewmwp-contentiuploads2020/07/eu code of conduct on agricultural data sharing-1.pdf
202547 H 13 e

T, BUDESES IR YT, AIBAOISH SNSRI DT —2 a1 B2
OIS LEEADHED DIV TN, OIS, ZOI7EEEPiET 25 - CEHEThHD,
72720, A% LM IZXA BB R I Em s b s ST 56, BU ISR CER I 72 JHiIRR
ST DEEEEBIR DI PERER /7 NN T — B AT T T N7 — 2B L C H BRI
HLUCLUIII AT E EAETRESID, oL, ZO0 SR A1EH] L, Bt EROSER o
RITAME QU720
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F7-, BU OESE TS Al Ho AR R N BRI AR RELC, (w7
RSB B RS A GrD) NN IR RO I BB 2 BN 1Y o7 B SRR
BRI DAL FASE QOB ATHEMEO A ZBAL 1, BIEDEZARH,

THBOBHESCE K OHIHIEU) 2023/2854 (7 —21E) IZRU N TIEZOL 572 A SREREE 69080
BB DR I LS TR, B DA EE R R 720,

1. 6 T—RDRRTREERT HEREEFEBEOREL DR

TN RN BT —H DU b (monetisation) RS OIL EMFEST DL I AEEI TRE,
FDIHIM HI I ARE DR L, —ANZIE, BU K ORSERIE DB EORE N> T
N5,

ZORICEEL, — BB AIE ST A, BHIBUR0222065 (741 —E 21%) (0J L 277,
27102022, p. 1-102) 1%, ZOIEM LOEFRDTFE Cho TV ANA—ERNERT T N7 —20
PHIESHASE A CBIT Y% T N7 — DD TR TED AL IR AL TV,

JRRIEU) 20232854 (7—418) 1%, 7 —X DEFE N OSERESIT =T — X DY b OMSE OY S5 T
PRI BZUE ST EUICRIIDT — 2R a At 5723, apx 77 R 2> CH B RS
NAHT—Z~DRIHE DT —HT 72 AR 8O TV VD,

T —HT I RADHERN DA T, YakT —H2 DT —24EE B9 DB A B3 A5
DBIROERGADZEDON1TD, ZHUSOBEIFROBIRN L, FERAINZ, HOFELFVDHLT—H
tob, 724 B D 7 R ESORhE - —E ADHHEAOBERED HRIZ N ESHIU T VD
SRR DRI T L T TLID S BIED,

FRAIEU) 20232854 (7 —2E)N R 3T — G DG AT CHRILZ SR AELASD,

ZZ7C, HHINEU) 20232854 (5 —21E) 1%, ZORIZEEL, BRI —R =T LOBSRICEEE LS,
T —H DR TSR AR O — 2 HF O FEL, (AT —2LEh#ET D8 0%58) 2%
T4 LT RN DR E DOV EN L DOOFREE DT8O DA TED QD (B 4 5555 611
TRNUEE 8 TH, 55 5 456 9 THARWUAR 11T, 55 6 4556 2 18, &5 19 5456 3 18, miisL3)), RIS
),

1. 7 EUDATI0RE (AN LEEY HFABUERE DR

FREIBU) 20232854 (5—418) O X5 752> QDT —H DS N THHES AT L (RA AR AL -
X LIM) I TSIV AN A, Mg N LHHES AT IR AT T VLR WAL EEL T
13, FHHIBU)2024/1689 (N THIHELE) ANEH SIS,
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DI AT, FHAIBU) 20232854 (7 —415) 1, Al AT WNZHTHET VDR DR
L0 BT —2D AT I L O —2 7 7 AOMER DN A SRR A5 D QU VD,

F7z, o7 REL K OREE—E 20O L 2 o> TIESSHUATRIZR (insight) S DBIRIZ IV T
SERNEDFSEDT DI TTEDDIVTODETEIY, ARk Al BEREORLT F7-1 31— 2Rl it/
H BB I > TR B DR U QU D E SRS A BRI 43 S I —E RO ST R 2
AR THD Al VAT NIFESIUTUEIE WUAZ EO B 2330 Y Chiii H FTRE CI7RL e 2
Bb,

ZORUZBIL T, BAIBU) 2024/1689 O\ THIRER) OBHESADIEMIRE L T2 iz, Jo—
AL SNI-RIEE L CHRRR SN D& THD,

AT, 548 EORFFTRARRE ERFNE N ChHOMMRE Tl THRESITOMIZE K O O BhE
T OISR D LD 01D, F, BU O N TRIREBOR AR R E N T ARk
DRI 23555 S OVFAfT EOBTREDORIRT, —EDBCKR EOREN AT HZ LD
(E)

FHHIBEU) 20232854 (7—415) D 21 4555 2 B OV 44 5555 2 B0 X, F DI 8L HHBLZED
KGESHUGDARHID D,

728, NTHIRES AT WX DT —4D " IRFIFADES, HeF R DR FREEDEE DRI S AN
L, PR ST DRI PENE CEVEME, FrrhE, =308, EITHE, PaEEiEss) o BB/ HM=
EARKE ISR LTI,

ZD IR PEME R EDOAEEDHEI AL T, BRIMEETE R ORERRIEDEPNIESL THIE
SHVONBBHEE SO TED DIV A7 Y (=8 EMERRAEIE) | T & ThD
ZENBYITHS,

ZHUDZ., BUIZI T, DL iy B H e S A T T DM PERE R 5
B DT80 D)5 R BT R WA FHESIUTY ViRu

TR Z EERRELUT, HIAIEU) 20232854 (7 —415) 13, =77 R J OB —e A 2
STERSINGT —HZ T U UL BU OF —2~_—A 55 ZBE5 54 969/EC (OJ L 77,273.199%,
p.20) BNEAHSIVRNEDED TS CEB SR, RSB, 72721, ZHLSNOREED T —HIZ
BAL T3 5 D sui generis) HER SRS AR B 705020 C, (BRI RS E MR A 25,

1. 8 EU D EEDEZR

FRRIEU) 20232854 (7 —#1) 1%, [RFRAIOBE xR e> QDT —# &R CEDINNTTHL
LR A (business-to-business) DFZKITI31T2 CY A HTHH C IV Y CRIBHICEEAT T Y
AL TN R RS AR T R S U CH S S DU TID) AT 305
HOFEEBL1IET 5728, ZDIIEZBHKNTIT DRI LZTESCE (clauses) DYANL OVRATEE

6
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HEESNASTESLE DUANEED TS G 13 55, BITUE)BIR),

FRHIIEU) 20232854 (7-—415) O CIEDHIZUANT, FRIMEATEM OERLEDENEELTO
R Ol 2K [178) O C— B B D HAV AN IE 252595514 (general unfaimess provision) 27
T2 O AT ALDOL L TiFT 5203 T,

ZOVANT, EEANIT= 7T R OBER L SRR T 25K DOBIRIZI VGRS D
HOTHD,

LinL, ZDI7REM O ETITIRENHZE72L, oFREROR oY — AL B 258K &
DBEFRTINTY, BUTELDY BU OREREDIEPEITON B AEREOMERR @IV T, B
TEREER O S ERIEVEER) LA TR RS T DI EN IR T % L CRWNCB BT 5bDEE
ABND,

BilxIE, HRINEU)20232854 (7 —215) D5 13 5555 6 IS, — TGRSR ChoZlD
A B TSR B E LA S B R D2 S ORI FZ TED T VD,
O, BU OBEES B I DIEREIRGRM 236V Y CDHIR5T, ZO57 8175 H ARED
BEDSERIERIR CH 508 52 (500D &b s,

7233, BU M OMERREI O F OO BREEEIE O M A 2o QI AN rIGEZRE R 7T R 3
T TR = LAEEEOBHR IO T, HHAIEBU) 20221925 (724 L HiH514) (0 L 265,
12.102022, p. YD ARSI A A 70D (HITSUE0ZHR),

&z, TS P—E A (data intermediation services) SO BHFRIZIS\ T, BIHIEU) 2022868 (7—4
FEIETE) (OTL152,3.62022, p. DO MRS AZ L 725 (RITSR6)ZH)

FHRI(EU) 20232854 (7—4%) D VI 72 (55 23 5720 \UES 31 51, $57 —FRBRT A7)
BT — 2T T SAH LR DT — 25 BEIS LI LN TEHI LA BT 5%
(switching) I T HZELED TN,

ZDIDRYEZ BB T DL TT — 2D a3 ob £, K27 77+
— R T 1T — ARFEIEE DO P MAIA I DI S GEihIBR) 2B A7 DI CEE T (Bl
(BBHR),

1. 9 T—HUEH—E 20/ (5 DYIEA

JRAIEU) 20232854 (T—H1EN T, B2 iR O T — ai A IetE T2 b, T8 axts g
THD—>ThD, BARITL, EEM RS2 —E 2 a2 70N — e 27 A Z
BT, [F—OFIHED— T OT 0 N E DA D7 1 M Z A~ H CORH 957 — 25 Bis
L, TSR D7 0 M ZYSBIERTD 7 7 M\ T QU o —E RSO T —
SR FR— " RB T AT LIS CEDINTT DL TED TN,

7
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Y LTS TIH D7 1 MR TR B 7 L > TR RSO — 2O IA 2 T2 L
W CEALINTT AU ATRETHY, FDZ LAt > T —E 2AOUPIRZ LU TBLATAZLIAHET
%O

LasL, HHIEU) 20232854 (5 —21)1, 7 X OYPEZ BRI\ M —E ADY % &4
HHEL TV VRLY,

DT —HAHRIMEORIGRET DT — A O TENT —A @ T 57 — X ZBU QIBRTHHRIED)
2016/679 (— %7 —2{RERIRI) O CREEZIFNED DIV VD, F, AT X8I 5T
—H G OMENT —Z LI NT — 2 DNRAET DIRA T —4 (mixed data) (2B T, HHIED)
2018/1807 DH TR EDHIVTY VD,

72721, BAIEU) 2018/1807 i FH&LFHNRESILTIY, —EDBRANGHDZ L0, HHIED)
20232854 (5 —HIENE, BB T — AR —E 27 A Z O (switching) | Z B354
OB N AR R E IR LL, 71 M E DYV LEhET HH ] FE OHERZ TR T VD,

LIAT, BRI, R HNLDIT7 1 M Z T T, —E XTI, FEO—E 2%
TR DRID T 1 MY AT —H AT DT LIS VR TR, ZOII7RTPEZ DI TRERE
HIHZL 2% &% T ATk (portability) | AFFARL TV D,

UNUZe3n, ZOLH7eimBRIRIRICH D8 vV IZEEL, FRIBU) 20232854 (7 —415) OHIZ3H
DFEDIEELAMFAEL QOBIINZHRD D,

B 2%, BIRIEU)2023/2854 (7 —41E) DF VI #OFRKE L, [Switching between Data Processing Services
LT TNED, RIFEDHIZE FUTQODSEDED TCODAR LT HIUS, ZORBEORD IR
STV,

T70b, FilZIE, Fl—OEFIETHLIFTIRY—E 27 0 A F O I\ TR R DD Y —
EAANLUPER DAY, M%7 TR —E 27 0 2 NSRBI D S O S O RS
DT DI T THY, F oA BRI A8 B OVERE R _EORREED BN AT
W,

—Z, Bt B ONEBER EOFFEOLEMEDFEAEL, DT DITHIRIBU) 20232854 (7 —415)
DOHCED I BHESIENE FHSNADIY, B bik R ChoT —FUB— X7 %
MOYIEZ DA THD,

VIR T~ Z bz Bk, FAIEU) 20232854 (57 —415) 0% VI F=ORBT, Ak Thius,
[ Switching between Providers of Data Processing Service | C/2 T AUT/R2E/ 2N \E5 2 Hib,

LINZ, ZORBUTL, (RBEEIZRITHE W AU B AEDE) FRERAA O/ A5 ER B O —FEE L
TR DT EHARATRE LI DT, FRREO—FREL Q372 o7z,

LU, ZOFENY R EA EH TR b ClRIFEDSIEA IR & ThHD,
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1. 10 {TRGSREEOAERP AR DERRL

AT AT 9 HREA% (research-performing organisations) &% ONHR AR 4012 & @4 {13 2 HA A%
(research-fimding organisations) |, ZARIERFIORERRD = E IS0 HITEUE)ZH).

UL, BRI B B TR TR 9270l BRSO F I DRI LT
Sl KIFL QOB AT, 4 \El’J*BF'ﬁ@fEfrﬁkc‘:UC IO FTLTOZH),

ZDII7 RN TERFH R OB NZBIL T, BAIEU) 2022868 (7 —4#161E) OHIZEH D B
SRIEA SR U ISIRRIEU) 2023/2854 (F—4145) D BEHE SRR AR 15 2 WL 722l T AU 37 anrs
W,

1. 11 BRMFET—HZRI BT HHEEERAMEE DBR

PRI FHe 74722 (common European data spaces) &1, BU (ZISIT 28O T —4# 22 (7—4% K&
LT 2772 B e O — B RO FE A FTRES DA DU — AL AT — k) DZ L%
EWTD,

ZOT—HREIL, FOTOOYPREEPYFL 2T 2 BU AV SRR SE D)o
CERCTHE IDOED TS, B 2Rk 2 21k m1 2o T —# 34 (sharing of data) L[]
T —4 W jointly processing of data) % IV Z 3572007 L, HARHEUE K O R D
EU NIZRIF DGR AR 357 — A REREOR EORABIRD—>ThD,

ZD BU DT —ZR5 N O HARBORZ TR D7 O DR 707 BU OBCR S L, BRNT—4228
fEiE@%En COM(Q018) 232 final Tihd, F/=, BT 2 EE/RBOR S CEEL T, 7 — A BRE @
COM(2014)442 final 7)58>%,

FRAIBU) 2022868 (7-—451) 0% VI F1, ZAUsOBOR S Zl > ORSIUTU VDRI T —
H 2L FEE DT DD EH - (essential requirements) 2 7E8D Tl VA,

NNZT, HEIIEU) 2022868 (F—ZHETA1E) b=, BRINT —4 2R 361 2AH A M- B9 ~%
KON DB PRI TED TND,

BU NI ZRWCEEAELIDEE 25 HARED ICT 207 —X B —e 23413, EUIZ
B DFAR AR S OWZEEN 2 EREIZBRRL, 7>, BU OSBRI D FBROF RS AT
MR L= B C, BRSO —E A BT K OFR T & THHEE 2 HD,

ZDT=DIZ, HRINBU) 2022/868 (T-—HE1E) OBHESRIEA IFLBMRT DL, O KAHZEELT,
EU OBBEEGRSCE K OBSEEG O RSN ND EU OF —EBOR O 3% (B
SERTOM] F ORI O o R D IR AR CTlhDEBZ IS,

9
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2. BEFRIERIHITEER S
ZOBHEFUTI T, FHIIEU) 20232854 (77 —415) ORISR USRI,

ZOBEFUTIRB UK RARA 228U, 7720, JRAFR R D28 EE Uy
(RRIEPOICBIL TR, RO IR DR R AR LTS,

ZOZERE, HLETHHAIEU) 20232854 (7 —41E) DFNATLFRR THD, N GR THIEER TH
720N,

ZOZEFRL, BRI ERRA T H0D TdD, TPk, BT EERDTAERELT
EET_EHEFAUEEL, ZORSRIZINT, BETIREAA T &L AR,

ZOBZEROFUNBRUTUIFHIEL THEFRETDIEELTA, EAROEE T A AGE /20120
FERTCBIL T, et T ERREL,

JFCCHI S DRAEE OB EINCRIL T, IR ORT 28U, ZOFSIH ORISR
DEPTE, FERBEDIAL HEK CRARL ChOLDE BRIV A Z G T L bl DIRERE Ch
LHOMEEELe,

72720, SR AR T DRRat SN A E T O 2 TR T TSI T DA Wl E Tlids
U, IR U S FTAMAAE T D,

SSRGS LS 5A, RRIIEL T, ZOFFEREL -, 1L, TOFFERIZLIZD
TIHELLIEMEIR S 208 B R U2 R e A, A FR AR U - A
MLL7-RRSCET DAL, D& AT O ZHU,

7238, HAIEU) 20232854 (5 —41E) OH RSV QOB F | ES O BIA RSSO &I
CIELL 2MSEITODLDODSD, LL, EDGADIELL OFFIIENIMFEU R THHYIL T
HD EU BHOREYS BORFENEIRITDZENETRND T, IEHFE L ONHEFOBL ST
&, ZHSOELL O E, RERCEE VIR CRERLO—FE CHOLEL, ZDII7ERT, IR
TR, 230, RO CIEDE AT DU,

ZOBEFRTRIEIIR N, ZERTITDOMTEL, 2 TRETHD,

TR SEEL, SO B (point)DFE A —HIEIE LT, BIZ1Z, [point@) 1L %5 @)= TiHD
0, T L5 12881, T@) L350 1Dz 8L,

10
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3. BERERIHVTEELI-HEER

ZORANEV) 20232854 (57 —415) DB EFUZB T, HIHIEU)2018/1807 DBER (L 1HHME
BE 428 175 82~100 B) O FIRiFEEA 7y O Sk~ AT AR D2 82U,

BZIE, Tporting) (ZBAL, HIHIEU)2018/1807 DEEFROAEER /DO TELL FOEFIRA~T -,

T —42Dlparting| L1 F, BHDHH— ORI — ETZFRIHE A OT /A ALY
FHOT —HEBENSEL LA BN D, — W, TRkl (portability) | OBEST, FE4 7ot C
FHOWSNDD, FDI73285H— SR — NETRHE H B DT /A ANDT —H
DOREEND ATREMEOZ LG TR (portability) | 2\ ), FHHIBU) 2018/1807 1%, 1HE#E CTHAFI A
FCIL, RN SR AFICEL, T—2DORBEER ST 520D, Tpoting |12
B 248 ED VD,

ZDOBEFRTEN T, Tporting) % #Eh ) LAR9-2 LU,

7721, ZO_ROTEOMEROFER, ZOMAIEU) 20232854 (7 —415) OZZFRIZB YT, HiHI
(BU)2018/1807 DB B RO CRUT- RMFALRDT 53713805, ZO X, FHENT —2 D3 D7
N RSA A Z B3 FFR S COM2019250 final DZERR (EEHMES 1054 5 1~51 H)
LOBHRIZIV VTHEIL T,

TNLSDOFHADT T TRAIAIV TR A~EFH S, LT DL THD,

Connected products

lconnected products |13, 22—/ bDII7AHRIFTR ARSIV THERE D54, 5DV T, ZA%kA]
BRI VR OB B RO SRR T L TR — B AU CRERE 92545 D
AR D,

L7735, Teonnected products |1, &b rER )7 SRS L O ERA 7 oS 203 (B2,

WK THEXT, F=—r, T 7 NEE N U OWEAI S A SIVTHEREL QOBIRED Z LA H L
LU Vb,

ZIT, INETCARL CEIBBROF L, JFRIEL T, oonnected products | % T=r77 NG | C
137 R Mg eS| SRR CE T,

L, HAIEU) 20232854 (5—41E) Tl BB DRSS Gl RS SRk CHERE Dk
NTIRDZENTIESIVCONS (F2 L, ZDINTEREFSI VD) Bl K OB — A i S
DETEE, BEIZF DI THEREL QU AR N OB — A 2 FH SHVASED M T YE £
TV VD,

O AAGE L, BEEIZBEIL T, Toomected | [ MEEHESILD | ERRESTRNEIERE TII7R<720),
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MFIZINT, $EI BT, Teonnected 1% [ MEERES U | LARSZR EIERE Cl37<725, OF
, 22U, AAGEEN BIROERE FOIRRDMEE TS,

FIT, RUEAFT, ZORIHIEU) 20232854 (7—415) DRI T, [ onnected products |12
BAL, o Mgl | LRI 2800, (a7 R b X RRe 352 L CRIET5
Zhizlz,

72720, JOBVTEEODMAET DEET, TORRGEICEIAETHD,

72383, Teonnected products | % [F5GE L | ERRU QBB RSN D, UL, —i%iC, [l &
V) HAGERY, BB, #0777 R0ax s Z EATERr—T N DI A
FEIEEL L CHMIESED DT, HAEU) 20232854 (57— 1) O H T FHSHU TV VS lconnected
products| DFREEE L TGN CThhd, HIRIEU) 20232854 (7 —41£) OHF TS IU T
ZEFHEEEL T connected products | D ERNA A IERECSIRL QU ViU LA |, el 120w
81, Toonnected products | DRREREL TEFHSHLORE TR,

Onpremises ICT infrastructure
lon-premises ICT infrastructure |13, [EARCIE, ThExND ICT A+ 77 L7325,
FHHIIBU) 20232854 (7 —44E) TV W RN 1 41, 7 —XBR—E ADRAZ (customers) 7324 3458
BOT —HE T —H—E AT T LT TN — AT 5 00 CH 4y H B T
HZLITE R DA ERL QU VBDT, ZD sk (premises) | £1F, MaX@iR H B HMAAE F 3
PR Dl ChHHZTT2D,

LZAM, FOINTUTUIRIA > TS DD TR, SXO—H T2 BIEL 58, il
FEDORA F AT E B ) Dt 2000 W Tl37e<72 > TLEDE R IS,

ZITC, ZOBEFRIZHBTUL, Tonpremises ICT infrastructure] &V WREDS AV HILDEA O [ premises
DR DR F A TERRT DA e ZEa R 357280, THHOiEEND ICT A 77805
NI DL,

728, ZOIIIRIR LAV ET DB ENANEAIZE, Tonpremises ICT infiastucture |13, [t
XN ICT AL 77 | E2E BRID ICT A2 77 | LRI DD,

Datarequest
Data request)| &, KHAIIEU) 20232854 (7—41£) DHICIED I B AEFREA~ DRI SOMENEED

SRR TS BTV T, AHIEFAORRE, RONZEEZ, BNt i T 1B R8T —4
1547 (data holden) | 26U CF — 2 OB A Bk A LaEked 4,
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ZDOT —Z DR lrequest] DIEAWERICBIL TR, BaT &R M5,

—HRIZ, Trequest] DBATIZBIL, ZHABEEd 2 (HAED R TIED 7258 #d TOO725H D)
*E%/f/\ ZHEDW T T ATRE b Tl DL X TFERIMED—FE Tl oD TIRHR LR ~&E THD,
XL, Troquest | ODFRAIAZRE TANERI L RTRE QLR EE T, BUZIRD | LR ~EThH,

ZOIZREL, FHEIBU) 20232854 (57 —41E5) Tl TEER 12777201 [elaim 2 RSB AL C
UV, 2O [clim) i, BASHNZ, EHIFTZRY \féﬁﬁ%lm@&;éé?}mﬁ%*&)é_twf%én}%*'\iwuﬁ
ﬂ%k&c@%%&%ﬁm REEEA T DALV,

Ziudz, FRIEU) 20232854 (7 —472%) B3 request | £ 512 [claim | Zf# L QA ED ERA R
P BT U 2,

ZUC, HANEU) 20232854 (7 —51E)1E, 7 —4BRRD request | 2k CT—2RAFEDATED
BRAM TV RNEEIT, HERRIEIDE AT I ARIA S, (R DTSRI FTRE TS
TR RO CQODLRESIND, 12721, D IH7 58I R DTN T, #ERE O EZR
AH, SR OFEANERIOFE S TR Db DEB X DI,

ZIT, ZOBEFBTUL, bz T, 7 —FBRD request |2 TEER ) SR8,

708, MIRDZ LIS, a7 T R E - FER Y —t 2OF | B 0 B A T Chit fkéﬂtj@
HNFADET —HADT I ARE LT —Z OB R RDLNSE AL, 1BH O BIEOMERG
TV, B EDOEBRDIEITEL COT—F~DT 7B AE AT T7 —Z OB ROIEHI AT HE f%o

Third parties
Ithird parties |13, —fBANCIE, (55 =4 | LiRILASD,

L, BHIBU) 20232854 (7 —415) DH T, #isRT-55 =5 a3 720 Tldre, B3
OEEHD HN 3N TEAA Y 25BN D R IR 2T BHR D Y FE D LR 37200122
DREMHVSIVTND,
BIZIE, T2 —E 27 0 A Z LRI LD MO FATSIE LT A, MikT —24L
B —E AT 0 MY T — ZIBRE S DR E T ROINESE ThD TR FHEEHERZD
I'third perties || Z3% 475,

ZLC, BH (EU)2023/2854(?‘—§77£)T s ZDIDT TIN5 G I D8 2 DOy
BN O T2, BIREUCEAMERHY—BMEOHLLO LT, HHRIEU) 20232854 (77—
SR) ORISR BN T —42 S OFEE N T — X OB ek A B HEL Qb e
DS TIHD,

ZDIINIFEEVERRE L QAR 2IRY, HAEU) 20232854 (7 —421) 1230V, Tthid
parties | 5[ 55 =35 | LARHA 922409, BIDNTEET T3, [ =495 | LOFRGELH -, T05E
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FATPHL GHIRAREIS00 T, Y370y,

BRI T |G, ZOBERITI T, FEILT, Thind patics 24— <71
LA PRI DU

72120, BRI, ISHETJRERELDRIDIERRIRICBAL TED TQOHRIRIEU) 20232854 (7 —X1£) D
5517 55 1 RO 456, 55 19 S2DINS, SUIREAHEERHR) O, — VR Co i =4 1%
AR IERE Clthird party | AMEFHSIVCOSEFTCREIL T, T =3 LR ThTUS

Compensation
lcompensation |, —fXANZIE, TRHITTIZ BT HIEDH1TD,

UL, BLAIEU) 20232854 (7 —4 1) 1238V T, Teompensation] 23 5Hilli | Cld7eV \Z &S BHFES AL
TUWBDT, *tlie U TEMEL T2 (H15246), BISUTHER),

FRRIEU) 20232854 (7—415) OHZIITD Bl U fE Rl 2 G 94%, BH205:2M), =
DBEFRTIBNTL, [compensation | %, AT DHIEL WEMCOIFME | LRI XU,

Contract

BIHIEU) 20232854 (7 —E)ZH VT, Toontract 13, K4 FH DM CHESNIINEE
NG A LA ENA LB LU KIED LR S B LONRIEL T VD,

ZOBEFRTIBNTUL, ROMEEIEUT, WHARLNIDZLTU,

7233, Twritten contract) 1%, FEEANII L (BEAFHYRIZREDL D% ED) BEKIEDZ L2 84718, 205
FRIZBUWCE, BRI 5 E @%ﬁfé‘b&o&ﬁ{ﬁl IL7= G, TEEmEIC A3 SR 202l
77

Competence
lcompetence I, i1, MBESHERR DOZLATEET 2,

72721, HHEIEU) 20232854 (57 —41£) 1 233\ VT lthe competence of the Member State | RSB
lcompetence |13, [urisdiction | &R CEME Gt FHSIU QU VD ZED S, BU ORERLEID MEZE 30 T3
CHEHE | DZ LAEIRL T VD,

ZHUZ, EIZ O (urisdiction | DMEFREL IR FEREIEREME | 2 BIET 575, BUR Y LOFZEI R EHE
LU CEINEZE D e U COESGEEAMED S 5 (ERA)7) #EPH | D2 L2 B L QOB T, TH
F 1M | T L HIRHE | LERSTUSDDLRIC T,
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ESRERIRR DI 2NN B Z T35, Teompetence 1, 454 THEEF DIEGHERA WEMK T
TREESHERR | TR TR0, 2D AN T AEIZE D S HERR ) M L NEI 5 Tk -3 s
ME|DZ e =MD,

UnUehis, S<XETH—iame LT, SR B2 F 2D A L AEZE DI, EF

NSRS CoOE DR EE ChOEZ O, [EZHERRNO IO R TES, EFRONHE
i TMRER EORNYRIGHE T, 1 TBGRRR 438 EORE M PED 8 Cohd bl Ted, 4

HEZFDIEAR 2B COENE (lesunml) O CIRFFEROEF THLZENESII T D
.%’Cé?)offb VHEFROEZ T E DR BN EFHEIZEN T, F-, REMNICAKELY
5T, H o, [HEAFRHOT-OIATEL Jﬁfxf%éf]ﬁ%\ 1%, ZOEZT, FEEANITESIE
FF A IMEEE DS E A DEF Thhb, EOII7REZE T, ESHBERIOI e RAR KL A3z
WEIETR2DDDNEBN2DC, Ya%EHEEZF D [competence | & IFESHERR | LAk 421X (G Eo)
R AECAS2,

VI EORE I ZE B L T, OSBRI T, Tthe competence of the Member State | “75815415
Br&r 0D [competence | & TEIZZ 34 | LART 2 XU,
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4. FRESERSE
BH(EU) 20191024 DZEFR L, ELEHMES 5% 175 57~136 H IZdD,

FHHIEV) 2016679 (— 7 —2RGERIRI) OSEFR-FR Th L, TECTHEHES 38 55 1~114 HIThD,

FRAIEU)2018/1725 DBEFRIL, IELIEHRMES 45 175 1~81 HIZHD, F55 2000/58EC DBEFR -
URTHRE, TECIEHMEE 2 5 5 5 158~187 EHIZHD, HHIEU) 2018/1807 DEEFR L, 1L 1FHE
FEA KR 5 2~100 HIZHD, FHE N T —H D LFEDIRNFEAD RS 1B 5 18 A FE S
COM/2019250 final DEEFRI L, IELEHHEE 105475 1~51 HIZhHD,

PEEFEAT O3/13EEC DZEFRIT, TEETHFEMES 35 11 5 143~152 HIZhD, 575 200031/EC(FE

FRAEE B DHES) DSEF T, IELIEHMEE 35 175 110~141 HIZHD, HHIEU20222065

(TUHNA—E AR OBEFRL, 1EETEHRYEE 84 275 1~299 EIZHhD, HRIIBU2022/868 (7—

SRR DBEFRIL, 1ELEHMES 823 5 1~130 HIZHD, HIHIEU)2024/1689 (N TEIRELE) D

BEFUL, EOEHHEE R 3 5 1~130 H, 984 5 |~143 H, 9555 1~145 HIZhD, BES

N COM(2018) 232 final DBBF L, 1ELEHMES 3 & 10 5 107~127 HIZHD, ZZESEF
COM(2014)442 firal DZEFRIE, 1EEAFHMES 383 75 128~146 HIZHD,

B EC DSEFR-UGETHI T, TELIHEMEE 278 1275 B~ HIZhD,

45 200129EC DBEFRIE, IEEEHMHEE 25 11 5 1~26 HIZHD, F54 200448/ EC DBERIT,
TECTHFEHEE 65 4 5 38~74 BIZHD, 8B (EU)2019790 DEER L, IELEHHEE TR 15 1~
113 EIZb5, 55 (EU) 20163 OSBRI, 1ELTHHRHEE 275 9 5 480~514 HIZHD,

FRAIEBU) 2021/784 DBEFRI, {ELTEHHES 65 6 5 256~338 EHIZHD, BIHIEUR023/1543 D%
BIE, TELTHHHES 1058 175 1~165 HIZHD, HHIBUR023/1544 DSZERIE, 1ELFHHES 10
% 195 166~200 HIZdD, FEA(EU) 2015849 DBEFU T, IEAEHMERS 352 5 140~198 EICH
%, FEBEUR018843 | ZLDUE& DFFBEUR0ISRIO DBEFRI L, LS 35 8 5 201~275
B 2D, HRIEU) 20222554 DB L, IELEHRMEE 105 55 1~24 HIZhD,

YA —HFEEHK) (ETS No.185) DD S5, 1ELGHHES 178 6 5 1~132 HIZhD,

FRHIBU)No 1822011 DEEFRL, IEEHMES 358 575 168~179 EUZHD,

ZOBHEFROBOEAAIBAL, AR BRASAET »2) OB 1A,

* 3k ook
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T—EDNIEET AR UH AICEET 5B E{ESh-RREICEEd 5=
FRRI(EU) 20172394 B UHES(EU) 20201828 ET S
PR R UIEESD 2023 4 12 A 13 B0OREIEU) 20232854
(T—3%)

Regulation (EU) 20232854 of the European Parliament and of the Council of 13 December 2023
on harmonised rules on fair access to and use of data
and amending Regulation (EU) 2017/23%4 and Directive (EU) 2020/1828 (Data Act)

(EEA [ ZHEMSHADIESD)
(Textwith EEArelevance)

RS M OV S OB,

RPN3E S ORSEEIZBE 92555, L0l [RISSKIODER 114 51284,
KRN ZE B SOHREZR THEET,

SEGAEINGESI AU,

R Ry T R B
RiINRRFF R Ze B DB R E 2,

M ZE B O A TR,

EHEOSETHU e THR#ELY,

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Tieaty on the Functioning of the Furopean Union, and in particular Atticle 114 thereof,
Having regard to the proposal from the Furopean Commission,

After transmission of the draft legislative act to the national partiaments,

Having regard to the opinion of the Furopean Central Bank ¥

Having regard to the opinion of the Furopean Economic and Social Committee®,

Having regard to the opinion of the Committee of the Regjons®,

Acting in accordance with the ordinary legislative procedure®,

L QIC402, 19102022, p.5.

2 QI C365,2392022,p.18.

3 QIC375,3092022, p. 112.

4 R0 2023 4 11 A 9 BT R (E SR L OB 2003 4 11 A 27 BARIVE,
Position of the Buropean Parfiament of9 November 2023 (ot yet published in the Official Joumal) and decision of the Council of 27
November 2023,
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AR, BEEDOETOEPNTHIL, T — XD GRS e Bt DI ST, Lol
A NSRRI RIY, £ BUHEE, FEE M OHRIZESTOT—4D
IETER Y ATHEA B NINS W T, BIRDR AL DD B M HIERNEO® LT —21%, i)
EEANEEARINSY, e, Froe TR, [Al—0D7 =205, ke 72 BRIDT
OIZ, ZUT, BRI, W 35 BB 52870, RO KAIHShAS%,

Inrecent years, data-driven technologies have had transformative effects on all sectors of the economy. The proliferation
of products connected to the intemet in particular has increased the volume and potential value of data for consumers,
businesses and society. High-quality and interoperable data from different domains increase competitiveness and
mnovation and ensure sustainable economic growth. The same data may be used and reused for a variety of purposes
and to an unlimited degree, without any loss of quality or quantity.

T —BDOHAG R DERE L, HEEOZIRDT=DD T —Z D i 3y & 5, ZAVUSDREEE
1T, 7 HA G BIUERICAL e~ DT RAE Lo TDA e T T ORI, T—5L
DEWRIZIST MR B OFEH D AN S, SRt S O A 57 e AADFEEDOE ], 7—
BV AT DIEFROE LD b, AT =22~ AN, B RO Fo
FHESEFRME RIS DIEDOARITLE, T—2 DT /w2 E T DRV 7, a7 —2
FHEORIB OF —2 0T 7 EAEF BT 257K RSB iz Eie,

Barriers to data sharing prevent an optimal allocation of data for the benefit of society. Those barriers include a lack of
incentives for data holders to enter voluntarily into data sharing agreements, uncertainty about rights and obligations in
relation to data, the costs of contracting and implementing technical interfaces, the high level of fragmentation of
information in data silos, poor metadata management, the absence of standards for semantic and technical interoperability,
bottlenecks impeding data access, a lack of common data sharing practices and the abuse of contractual imbalances with
regard to data accessand use.

F BRI 200336 ECORIROE 2 23 e A2, /M2 R OV 2 (SMES)
DIFHEIZ LS TEMASTHN OB T, UEUE, 7—22IEL, HHTLR ORI
TosbIDT VNV EBIRES LHRED UMM EL T30, Fe, 1 A TRED AT MNCT — 4%
RALCUBEANTRC, Fad, 7SRO EEREORAN, 72— Ao HE
DR AN UL HEBRA B A ASEREO KA1, 772 A0 RS TD,

Insectors characterised by the presence of microenterprises, small enterprises and medium-sized enterprises as defined in
Atticle2 of the Annex to Commission Recommendation 2003/361/EC® (SMEs), there is often a lack of digital
capacities and skills to collect, analyse and use data, and acoess is frequently restricted where one actor holds them in the

S a2, IIMEEE R OISR SEDOEFRIZES T2 2003 45 5 A 6 HOEZRESENS 2003361/EC(OIL 124,
2052003, p. 36).

Commission Recommendation 2003/361/EC of 6 May 2003 conceming the definition of micro, small and medium-sized
enterprises (OJ L 124, 20.5.2003, p. 36).
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system or due toa lack of interoperability between data, between data services or across borders.

FB AR OB T 51230 oy OSF —Z DT =600 BAH ARl 2N i 151 2 bk
ERRET D126, EOZED TR TR OE ORI ZIEANT, BT —4 = 3B —t
AT —HER A DB DB HE D TN EARIE T DA LS TED DB
BB, [T, FERRENT, ZOZERZOHIRINDIESE) SR 25T 20T, ZOHRIoH
TH R TEDOIVTCNDEEABRE, ZOIRIE FHEIFENIZH S FEEIC B3 DA E N2
AR FTATHERF L Qa7a, BITINZC, BIME S~ UZRITDIEEN L, BRMEAIZE
S TRFESIT B 2B B ED R D765 M OB AT CQdranial,

In order to respond to the needs of the digital economy and to remove barriers to a welHunctioning intemal market for
data, it isnecessary to lay down a harmonised framework specifying who is entitled to use product data or related service
data, under which conditions and on what basis. Accordingly, Member States should not adopt or maintain additional
national requirements regarding matters falling within the scope of this Regulation, unless explicitly provided for herein,
since this would affect its direct and uniform application. Moreover, action at Union level should be without prejudice to
obligations and commitments in the interational trade agreements concluded by the Union.

ZORANT, BRNEANOa 37T KRB E- 1 I BRE—E 2ORHE DS, #RFORERE T, Yiga
FOT R IR —E 2OR IS TERRSIVD T — AT /B ATEDLZE, KON, 43%
FIRED, UedRHEOBIRT DY—R =T (ORI CEOT —2 /T 5 I 6%
G, ZOT LRI CELZ AT, ZORRINE, —EDRIUTIS T, T—XREHI
%L, R M O ORI HEOZIRGHY—R/ S—T AR T 2R C&DINNTT 5%
Baiid, ZOMANE, 7 —2ERAED, BNEANOT —2Z 85T, ZAETHY, SEY
THODAIARZERLHKIRD T Ch BB D RERE T —2AF I CEDINTT D bR
9%, FNEEDIFRNE, T3 D72 ORISR DTS, ZhuPz, ZOH
RN, Z9E EOFRIZEIEL, T —X T DNERT 72 AR OF —H ORI iz 05259
OO 15, ZORANE, BN BSOS, T —AREED, ik
ERPHOORERE, FRINZEE 2, RN Hh iy T 721 RN A ORI e L, AJEOFIRSICINTHE
SR B OIS DZA TOTDN BB L7025 T —# AR CEDINTT D bR, iz
T, ZORANT, 72— A OYPER RGN T DL, WONZ, BINGEENIZIBT,

F—Z O HE MK O =2 HAG ORI —E A EE AL D2 hRkb D,
O, 2377 R E A IBSE—E2OF I I > TERSNA T — 2% H T 5720
T MR T — A B TR GROD DD E 352 BHDE U TSI U U I7ab780

This Regulation ensures that users of a connected product or related service in the Union can access, ina timely manner,
the data generated by the use of that connected product or related service and that those users can use the data, including
by sharing them with third parties of their choice. It imposes the obligation on data holders to make data available to users
and third parties of the user’s choice in certain circumstances. It also ensures that data holders make data available to data
recipients in the Union under fair, reasonable and non-discriminatory tenms and conditions and in a transparent manner.
Private law rules are key in the overall framework for data sharing, Therefore, this Regulation adapts rules of contract law
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and prevents the exploitation of contractual imbalances that hinder fair access to and use of data. This Regulation also
ensures that data holders make available to public sector bodies, the Commission, the European Central Bank or Union
bodies, where there is an exceptional need, the data that are necessary for the performance of a specific task carried out in
the public interest. In addition, this Regulation seeks to facilitate switching between data processing services and to
enhance the mteroperability of data and of data sharing mechanisms and services in the Union. This Regulation should
not be nterpreted as recognising or conferring any new right on data holders to use data generated by the use of a
comnected product or related service.

T—HDERIT, DIkEt 2 BOITAE, 0T, ZLOEEIZIBVTRBIE—E ADfRMET
HIIFHRI T R ORGSR EEE L, oo T R 7 FREE—E 2 ORI HE O
1TADRER D, a7 R F - 3R —E A ks GRS AT — A TR % —E %,
I —E AR OOV —E A s TEHEIR AT THED T, T U A
DOREE LS, AEBD R B IS T57 — A I DA B OB EA D S~ T
RS T —HBREOAIEO BRI LA B 5, T — X DB/ IS5 8975
72D, T2 ~DT 7 BA R OF —4 OF | LB DHER Ay 352 LAl - —i5%r7s
TTa—F DI, TIRARK OFIAOMHER 5-2 X0 FE N, ZOMRAINE, w765
OEBIRIU AT 2R B AL T TEPNEE A SR 56 F R A ED D,

Data generation is the result of the actions of at least two actors, in particular the designer or manufacturer of a connected
product, who may in many cases also be a provider of related services, and the user of the connected product or related
service. It gives rise to queestions of faimess in the digital economy as the data recorded by connected products or related
services are an important input for affermarket, ancillary and other services. In order to realise the important economic
benefits of data, including by way of data sharing on the basis of voluntary agreements and the development of data-
driven value creation by Union enterprises, a general approach to assigning rights regarding access toand the use of data
is preferable to awarding exclusive rights of access and use. This Regulation provides for horizontal rules which could be
followed by Union or national law that addresses the specific situations of the relevant sectors.

TENT =S DUGEDT-ODHANT MR L, L0, Bl igES & OEEHEOMAIEU) 2016679
L OBIRIBU) 20181725 ZJo TRV T VD, BRMNGES I OBRFOFE 200258 BCH L, AT

6 JENT —2DILBELBES 2 A IR NDIRGE K O D JD707 — 2 DS BED72 BN BT 20 ON AR
OSMAGEC ZE L3 2N s K OSR30D 2016 47 4 A 27 H OBIAIIEU) 2016679 (—fix 7 —2URERLID OIL
119,452016,p. 1).
Regtﬂaﬁon%U)ZOl&679oftheEwopmnParﬁanﬂltandofﬁleCmmﬂofﬂAprﬂZOMm&le protection of natural persons with
regard to the processing of personal data and on the fiee movement of such - data, and repealing Directive 95/46/EC (General Data
Protection Regulation) (OJ L. 119,4.52016,p. 1).
T BRINEAOORREE, A, SR M O R SN T — 2 ORBRERE T2 B IRADRGE R DT —H
DIED7 I ZEE T2 ONTHIHIBC) No 452001 K OVRTE No 1247/2002EC ZBE 128 L O
FHED 2018410 A 23 HOHFIHIBEU)2018/1725(0JL.295,21.11.2018,p. 39).
Regulation (EU) 2018/1725 ofthe European Parliament and of the Council of 23 October 2018 on the protection of natural persons
withregardto the processing of personal data by the Union institutions, bodies, officesand agenciesand on the freemovement of such
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— 5 K OFEENT —H DS A RN~ D RCERERAT M OSA S a7 oD T 72 A BT A 4HIC
JA B EED, RS K ONEIE OEMA S IIENREL QD BRINE S DZENSLDSIET
2%, T2 NMMEANT =2 K OFEHENT =2 DIREZ 0 a8 D%, Fiehh o5
FEDBDT—AFRDT- D DIREARIL TS, ZOANE, AT —2 O T TA 73 —Dff:
BRI NEES L, L0, HRIEU)2016679 K OHAIEU)2018/1725 30 ONTHE 5 2002/58 EC
EAHSELCHY, 70, TILDESEWF72 N, ZORRIDY v)vVR22808, [H AT —2DI55#D
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FHP—R =T RN T — 2R CEDINTTDEH RS, TDI72T 7 BAL,
FIHIEU) 2016679 D55 6 SR 9 VT AU DVER: EORRVE IR T — 2R A LT
FESH QOB AT — SR TSN D& ThHD, TORIRENT —Z TR T OEE,

ZOMANE, BANT —H~DOT 72 Ae A e B0 FA T — R =TS U AT —2 %
FIHCEDINTT DD DIEFHIIAE SO T HO TN, Fe, 277 R 7 IBhE
—E ORI S TAERRSIVAE N T — 2RI 27 b O 7o e T — AR B TR LT
153500 TEYESIU U020, ZHHDE5EIZ380 T, FHIBU) 2016679 OF; 6 S0 %
THIEA T DIEERINT DU, FIHEORRETHIGS, ZOMANL, T—XF 0T —4
PR EOREHER | T U CROEE A 5.2 QI7eb/d D, T—2RAaH80E, B, EAlksni-
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AR DERITIGASD,

The findamental right to the protection of personal data is safeguarded, in particular, by Regulations (EU) 2016/679©
and(EU)2018/1725% of the European Parliament and of the Council. Directive 2002/58/EC of the European Parliament
and of the Council® additionally protects private lift and the confidentiality of communications, including by way of
conditions on any personal and non-personal data storing in, and access from, terminal equipment. Those Union
legislative acts provide the basis for sustainable and responsible data processing, including where datasets include a mix
of personal and non-personal data. This Regulation complements and is without prejudice to Union law on the protection
of personal data and privacy;, in particular Regulations (EU) 2016/679 and (EU) 2018/1725 and Directive 2002/58/EC.
No provision of this Regulation should be applied or interpreted in such a way as to diminish or limit the right to the

data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJL.295,21.11.2018,p. 39).

§ FEAEEE R E])\T~5@kﬁ&07 TA 7S — DB N M OB 2002 4
7 H 12 HOFES 200258 BC (7747 N — K O 1-i{F1 2BE9-2H643) (011201, 31.7.2002,p. 37).

Dltedlve2002/58/ECofﬂqumopeanPa1hmlentarxiofﬂaeCamﬂof 12 July 2002 conceming the processing of personal data and

the protection of privacy in the electronic comnunications sector (Directive on privacy and electronic comnmumnications) (OJ L 201,

31.72002,p.37).
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protection of personal data or the right to privacy and confidentiality of commumications. Any processing of personal data
pursuant to this Regulation should comply with Union data protection law; including the requirement of a valid legal basis
for processing under Atticle 6 of Regulation (EU) 2016/679 and, where relevant, the conditions of Article 9 of that
Regulationand of Article 5(3) of Directive 2002/58/EC. This Regulation does not constitute a legal basis for the collection
or generation of personal data by the data holder: This Regulation imposes an obligation on data holders tomake personal
data available to users or third parties of a user’s choice upon that user’s request. Such access should be provided to
personal data thatare processed by the data holderon the basis of any of the legal basesrefenred to n Article 6 of Regulation
(EU)2016/679. Where the user is not the data subject, this Regulation does not create a legal basis for providingaccess to
personal data or for making personal data available to a third party and should not be understood as conferring any new
righton the data holder to use personal data generated by the use of a connected product or related service. In those cases,
it could be in the interest of the user to facilitate meeting the requirements of Aticle 6 of Regulation (EU) 2016/679. As
this Regulation should not adversely affect the data protection rights of data subjects, the data holder can comply with
requests in those cases, nter alia, by anonymising personal data or, where the readily available data contains personal data
of several data subjects, transmitting only personal data relating to the user:

)  AWIEENMENDIEANT HRN T DREI VA2 e G U DEXE, T — 3=~ MDD HITE
W AN T AL RO T 7ANWNDOT —AFHEDIFRINNE, VI CThD, FfioHiia BRI
M- B, ZOBRNOBERFENIC AT —2 G250, T—XEOETOYERL, b
DOMER AR DD DOHEAT LD IR I O ED T REFZET & THD, TDIH7HIL,
AL OB B b G T2 I, T =T NTVALHHEAENAZLETFEL, £, 4
DT —H FATREE SN =T —2Z B IRD G HE RN D5 F AT R B R 47
UAHED@AiESAS &I T 5, IREITRIH AIREL /2> CET-Hliof b &,

The principles of data minimisation and data protection by design and by default are essential when processing involves
significant risks to the findamental rights of individuals. Taking info account the state of the art, all parties to data sharing,
including data sharing falling within scope of this Regulation, should implement technical and organisational meastires to
protect those rights. Such measures include not only pseudonymisation and encryption, but also the use of increasingly
available technology that permits algorithims to be brought to the data and allow valuable insights to be derived without
the transmission between parties or innecessary copying of the raw or structured data themselves.

©)  ZORBIOFTHIFETEDHILTY VRV, ZORAINE, BKDRNT, A LR E 1%
TR T OFEREUTET DL T DIEE &0, [ENFNEI L GeE% 52720, 20
AN, MEE ORI ST E RO~V OIS E B A T D LI ONT T E
FHOMEE, 204 M ORI s 2 AR D LS 2R N AT, Lobi), HREAR S
93/13/EECHE TN IR N R O 00$ 45 200529EC KUY 201183EUN A7l 2, Fi
SORINEAIEEHT2,

O BB ORI/ RZH B3 1993454 H 5 HOPEFEESFES 93/13EEC (OJ1.95,21.4.1993,p.29).
Council Directive 93/13/EEC of 5 April 1993 onunfair terms in consumer contracts (O .95, 21.4.1993, p. 29).
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Unless otherwise provided for in this Regulation, it does not affect national contract law;, including rules on the formation,
validity or eftect of contracts, or the consequences of the termination of a contract. This Regulation complements and is
without prejudice to Union law which aims to promote the interests of consumers and ensure a high level of consumer
protection, and to protect their health, saféty and economic interests, in particular Council Directive 93/13/BEC® and
Directives 200529/EC” and 2011/83/BU of the European Parliament and of the Council.

(10) ZOHANE, ZOMUIEE S Y TED I BRINE A DL T2 ARSI’ N A ORERE 2B
F 55K (TFEU) O T 23D 1ERL EORDBINZHIHSS, LT 4O I, #4F, FEms LT
FRBFIFREOBE T HHIDOT- OB LI IBIRLL USRI B DT b DT —2 DA, 7 —4
DT 7R AR OF = O FIZ R CTED TONBRRINE S T2 M ONEINIE 7275150,
F7=, L0, 2001 4 11 A 23 HICT H# AN oA USRI B AR N R gt
(ETS No 185) & FEffEL T2 M55 0 B Z I3 AIEREA Y 2 i 2T 7300 N, E DI T2 %, BN
e N U2 OHIAIEU) 202177842, FHIEBU) 20222065" K OSHHAIBU) 2023/1543"517 TN ZERIH
Ha M OFLE2OFESEU) 202315452 5 Te, ZOMANE, BNGFES K OBEEEOMHED)

O ST I D SRR E A O NN IEZPESE RGBS 972, WONT, PEAFRT 84450EEC, IR
DOBEEROFRS 91EC, $545 9827/BC K OYET 2002/65EC M OV i M OEEEOBIHIEC) No
20062004 ZTE T ZERM g K OO 2005 45 5 A 11 H O 200529/EC (MR TF/ 23285845 1)
(OTL149, 11.62005,p.22).
Directive 200529/EC of the European Parliament and of the Council of 11 May 2005 conceming unfair business-to-consumer
commercial practices in the infemal market and amending Council Directive 84/4350/EEC, Directives 97/7/EC, 9827/EC and
2002/65/EC of the European Parliament and of the Council and Regulation (EC) No 20062004 of the European Parliament and of
the Council (‘Unfair Commercial Practices Directive’) (OJ L 149, 11.62005, p. 22).
1 Y HEE OMERIZRE T2, BEFAFES 93/13EEC W ONIERM A L OBRFE O 1994/EC ZTEL,
ONT, BB 85/577/EBC M ON IR NG M O OFE S 97/7/BC B8 IR 2R L OS2
2011 4F 10 A 25 HOFR4Y 2011/83EU (OJL304,22.11.2011, p. 64).
Directive 2011/83/EU of the European Parfiament and of the Council of 25 October 2011 on consumer rights, amending Council
Directive 93/13/EEC and Directive 1999/44/EC of the Furopean Parfiament and of the Council and repealing Council Directive
85/577/EEC and Directive 97/7/EC of the Furopean Parfiament and of the Council (OJ 304, 22.112011, p. 64).
2 AL A DT AV AN T U NOARIEDSR U B 2NN M OB D 2021 47 4 A 29 RO
(EU)2021/784(OJL172,17.52021,p. 79)
Regulation (EU) 2021/784 of the European Parfiament and of the Council of 29 April 2021 on addressing the dissemination of
terrorist contentonline (OJL 172, 1752021, p. 79).
B FULNA—E DT DD BT D OER 200031/EC ZHUET DR KOS EFSD 2022
4210 H 19 B ORIAIEU) 20222065 (722 H—E A1) (0T1.277,27.102022, p. 1).
Regulation (EU) 20222065 of the European Partiament and of the Council of 19 October 2022 on a Single Market For Digital
Servicesand amending Directive 2000/31/EC (Digital Services Act) (OTL.277,27.102022, p. 1).
4 T O e 2 OIS IO T 31T SRR N B R OWRM R A 2B %
KoM Rz M O 2023 42 7 H 12 H OFIRIEU)2023/1543 (OJL 191, 28.72023,p. 118).
Regulation (EU) 2023/1543 of the European Partiament and of the Council of 12 July 2023 on European Production Orders and
FEuropean Preservation Orders for electronic evidence in criminal proceedings and for the execution of custodial sentences following
criminal proceedings(OJL 191,28.7.2023, p. 118).
15 JHIS e CHs U T D FRIWODINEED B BT8O DF R TE SIS OFRE K OVEHE EORIEE DfRA4IC
BT B A LT HUEZ TED DM S OIS 2023 45 7 A 12 HOFR4S (BU) 2023/1544 (OT L 191,
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2015847 M ON KGR K OB DFE A3 (EU) 201584970 N2 DT —H DIE 13418,
T —HADT I RAEATT —Z ORI TS, @SR, ZOBENE, BRMNEAEDIE
FHEBHSN O DREE SR Qs ST, 2, ERREOHERELOBIRIZIS ik 52kt 3~
BTN RED SR 2T EROZA T DORIERTH T, W VRS Aicikn T, A
HDRZ, [EETEZ R, BIRLU ORI TBE 2 I RO OV L RafR
DA RIEORRBHE R T3 U G B2 720,

This Regulation is without prejudice to Union and national legal acts providing for the sharing of, access to and the use of
data for the purpose of the prevention, investigation, detection or prosecution of criminal offences or for the execution of
criminal penalties, or for customs and taxation purposes, mespective of the legal basis under the Treaty on the Functioning
of the European Union (TFEU) on which such Union legal acts were adopted, as well as to intemational cooperation in
thatarea, in particular on the basis of the Council of Europe Convention on Cybercrime, (ETS No 185), done at Budapest
on23 November 2001. Suchacts include Regulations (EU) 2021/78412, (BU) 20222065 and (EU) 2023/1543 of
the Furopean Parliament and of the Council and Directive (EU) 2023/1544 of the Furopean Partiament and of the
Council™. This Regulation does not apply to the collection or sharing of, access to or the use of data under Regulation
(EU) 2015/847 of the European Parliament and of the Council ® and Directive (EU) 2015/849 of the European
Parliament and of the Council *”). This Regulation does notapply to areas that fall outside the scope of Union law and in
any event does notaffect the competences of the Member States conceming public security; defence or national security,
customs and tax administration or the health and safety of citizens, regardless of the type of entity entrusted by the Member
States to carry out tasks in relation to those competences.

(1) PRIGES OIS TED LR fa?]ﬁ‘é%ﬁ’]pxn+&07~&%1¢7a?ﬂi&)él% MEETAE
FRNZ Lo TRAZEDHIL T VRU RY, 52T T2,

Union law establishing physical design and data requirements for products to be placed on the Union market should not
be affected unless specifically provided for by this Regulation.

2872023, p. 181).
Directive (EU) 2023/1544 of the Furopean Parfiament and of the Council of 12 July 2023 laying down hammonised rules on the
designation of designated establishments and the appointment of legal representatives for the purpose of gathering electronic evidence
n criminal proceedings (OJ 1191, 28.7.2023, p. 181).

6 BRI A SR D % OHIHIEC) No 17812006 28 -3~ 20K i M OSRE20D 2015 4F

5 H 20 BOMIHIEU)2015/847 (0T L 141,562015,p. 1).
Regulation (EU) 2015/847 of the Furopean Parliament and of the Council of 20 May 2015 on information accompanying transfers
of fimds and repealing Regulation (EC) No 1781/2006 (OJ L 141, 562015, p. 1).

TP E T AU ANE LD HRIDT-O DR AT 2ORIFAOB IR B2, WS, FRINGEES

K OB OBAIEUNo 6482012 ZCLEL, KM S K OB OFF5 2005600BC KO EE 6T

2006/70/EC A8 19~ Nagees L ORS00 2015 4F- 5 A 20 HOFEH(EUR01SR49(OTL 141,562015,p.73).
Directive (EU) 2015/849 of the European Pariament and of the Council of 20 May 2015 on the prevention of the use of the financial
system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 6482012 of the European
Pariamentand of the Council, and repealing Directive 2005/60/EC of the European Parfiament and of the Council and Commission
Directive 2006/70EC(QJL141,5.62015,p. 73).
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(12) ZOHANE, —EDOREL N OV —E 927 7B B VT OEY 8 HZ LAY \kﬁ.’ﬂt
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R0,

This Regulation complements and is without prejudice to Union law aiming to establish accessibility requirements on
certain products and services, in particular Directive (EU) 2019/882 of the European Parfiament and of the Council ®®.

(13) ZOHANL, FRNGES K OHEFEOFRS 200129/ECY, F545 200448 ECY K O%E43(EU) 20197907 %
G, FIRI PEHEDLRS A TED DN EA OV T2 S OVENIE T2 5720 N,

This Regulation is without prejudice to Union and national legal acts providing for the protection of ntellectual property
rights, inchuding Directives 2001/29/EC ", 2004/48/EC® and (EU) 2019/790% of the European Parliamentand of the
Council.

(14) SRRSO AR— RN AT —T VAT N CYE O TR, R EZ
(IBREELBIR D7 — 2251, LR EAIEEL, >0, LIZUTE/ DA 2 —FRoheL TS
HSHOEBEY—U R, WA e /o e L7 72221 L CENLDT — 24155
fETCELaxI TR, T RN AT %L TC, ZOBRIDEHFRIFANIC D& ThD, D
FLBEFRE—E OB, L0, H ERA AL RS, 7 VT LE RN —7,
RB(EE L DRy N — 7 K OSREEIEE S 2T, =or 7 MRS, AV, RS
L< IR LA 7T, BENE, R EAE L, A, M2, eI, 2R

AR ST R IR M O IR A 200, 108 M UMD T 238V VT I,
S, BUEEDRRGT LR, KO, THNER7eLEIT, FFRIOFREELRIGU RIS T 2BK
MIEETED LI HE AR IHFESHEROG S S ROMH R IET, 27T RRE DT —4
AR CERINTT DRES m b oD HIE T ~ETHD,

8 UL O —E 2D T 72 e T B Z B RN S S OB 2019 4F 4 A 17 HOFESEU)
2019/882(OJL151,7.62019,p. 70).
Directive (EU) 2019/882 of the European Partiament and of the Council of 17 April 2019 on the accessibility requirements for
productsand services (OTL 151, 762019, p. 70).
1 R I D EHEM OBEEED —E ORI RS LI TEES 2 2001 4 5 A 22 B ORRINGEZS K O¥R
HHAOFET 200129EC (OJL167,22.62001, p. 10).
Directive 200129/EC of the Furopean Parfiament and of the Council of 22 May 2001 on the hammonisation of certain aspects of
copyright and related rights in the information society (OJ L 167,22.62001, p. 10).
D SEAPEREDE TIZBE 2B N K OB 2004 4E- 4 H 29 FHOFE4S 200448/EC (OJ L 157, 3042004,
p-45).
Directive 2004/48/EC of the European Partiament and of the Council of 29 April 2004 on the enforcement of intellectual property
rights (OTL 157, 3042004, p. 45).
A TV BT TSI D PHE R OBEEHE 232, WONT, Fi55 969EC KX UYET 200129EC AL
JHRRMFER KO 20194 4 H 17 HOFEEUR019790(OIL 130, 17.52019,p.92).
Directive (EU)2019/790 of the European Partiamentand of the Council of 17 April 2019 oncopyright and related rights in the Digital
Single Marketand amending Directives %6/9/EC and 2001/29/EC (OTL 130, 1752019, p. 92).
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Connected products that obtain, generate or collect, by means of their components or operating systems, data conceming
their performance, use or environment and that are able to communicate those data via an electronic communications
service, a physical connection, or on-device access, often referred to as the Intemet of Things, should fall within the scope
of this Regulation, with the exception of prototypes. Examples of such electronic commumications services include, n
particular, land-based telephone networks, television cable networks, satellitebased networks and near-field
commumication networks. Connected products are found in all aspects of the economy and society, including in private,
civil orcommercial infrastructure, vehicles, health and lifestyle equipment, ships, aircraft, home equipment and consumer
goods, medical and health devices or agricultural and industrial machinery. Manufacturers’ design choices, and, where
relevant, Union or national law that addresses sector-specific needs and objectives or relevant decisions of competent
authorities, should determine which data a connected product is capable of making available.
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The data represent the digitisation of user actions and events and should acoordingly be accessible to the user. The rules
for access to and the use of data from connected products and related services under this Regulation address both product
dataandrelated service data. Product data refers to data generated by the use of a connected product that the manufacturer
designed to be retrievable fiom the connected product by a user, data holder or a third party, including, where relevant, the
manufacturer. Related service data refers to data, which also represent the digitisation of user actions or events related to
the connected product which are generated during the provision of a related service by the provider. Data generated by
the use of a connected product or related service should be understood to cover data recorded inentionally or data which
result indirectly from the user s action, such as data about the connected product’s environment or interactions. This should
include data on the use of a connected product generated by a user interface or via a related service, and should not be
limited to the information that such use took place, but should include all data that the connected product generates as a
resultof suchuse, such as data generated automatically by sensors and datarecorded by embedded applications, ncluding
applications indicating hardware status and malfinctions. This should also include data generated by the connected
product or related service during times of inaction by the user; such as when the user chooses not to use a connected
product fora given period of time and instead to keep it in stand-by mode or even switched off; as the status of a connected
productorits components, for example its batteries, can vary when the connected product s in stand-by mode or switched
off. Data which are not substantially modified, meaning data in raw form, also known as source or primary data which
refer to data points that are automatically generated without any firther form of processing, as well as data which have
been pre-processed for the purpose of making them understandable and useable prior to subsequent processing and
analysis fall within the scope of this Regulation. Such data includes data collected from a single sensor or a connected
group of sensors for the purpose of making the collected data comprehensible for wider use-cases by determining a
physical quantity or quality or the change ina physical quantity, such as temperature, pressure, flow rate, audio, pH value,
liquid level, position, acceleration or speed. The term “pre-processed data’ should not be interpreted in such a manner as to
impose an obligation on the data holder to make substantial investments in cleaning and transforming the data. The data
to be made available should include the relevant metadata, including its besic context and timestamp, to make the data
usable, combined with other data, such as data sorted and classified with other data points relating to them, or re-formatted
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into acommonly used format. Such data are potentially valuable to the userand support innovation and the development
of digital and other services to protect the environment, health and the circular economy, inchuding through facilitating the
maintenanceandrepair of the connected products in question. By contrast, information inferred or derived from such data,
which is the outcome of additional mvestments into assigning values or insights from the data, in particular by means of
proprietary, complex algorithms, including those that are a part of proprietary software, should not be considered to fall
within the scope of this Regulation and consequently should not be subject to the obligation of a data holder to make it
availabletoauserora datarecipient, unless otherwise agreed between the user and the data holder: Such datacould include,
n particular, information derived by means of sensor fusion, which infers or derives data from muiltiple sensors, collected
inthe comected product, using proprietary, complex algorithms and which could be subject to intellectual property rights.
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This Regulation enables users of connected products to benefit fiom aftiermarket, ancillary and other services based on
data collected by sensors embedded in such products, the collection of those data being of potential value in improving
the performance of the connected products. Itis important to delineate between, on the one hand, markets for the provision
of such sensor-equipped comnected products and related services and, on the other, markets for unrelated software and
contentsuchas textual, audio oraudiovisual content often covered by mtellectual property rights. As aresult, data thatsuch
sensor-equipped connected products generate when the user records, transmits, displays or plays content, as well as the
content itself, which is often covered by intellectual property rights, inter alia for use by an online service, should not be
covered by this Regulation. This Regulation should also not cover data which was obtained, generated or accessed from
the connected product, or which was transmitted to 1t, for the purpose of storage or other processing operations on behalf
of other parties, who are not the user, such as may be the case with regard o servers or cloud infiastructure operated by
their owners entirely on behalf of third parties, inter alia for use by an online service.
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Itis necessary to lay down rules regarding products that are connected to a related service at the time of the purchase, rent
or lease in such away thatits absence would prevent the cornected product from performing one ormore of its functions,
orwhichis subsequently connected to the product by the manufacturer ora third party toadd to or adapt the fnctionality
of the comnected product. Such related services involve the exchange of data between the connected product and the
service provider and should be understood to be explicitly linked to the operation of the connected product’s functions,
such as services that, where applicable, transmit commands to the connected product that are able to have an impacton
itsaction or behaviour: Services which donot have an impacton the operation of the connected product and which donot
nvolve the transmitting of data or commands to the connected product by the service provider should not be considered
to be related services. Such services could include, for example, auxiliary consulting, analytics or financial services, or
regular repair and maintenance. Related services can be offered as part of the purchase, rent or lease contract. Related
services could also be provided for products of the same type and users could reasonably expect them to be provided
taking into account the nature of the connected productand any public statement made by or on behalf of the sefler; rentor,
lessor or other persons in previous links of the chain of transactions, ncluding the manufacturer: Those related services
may themselves generate data of value to the user independently of the data collection capabilities of the connected
product with which they are interconnected. This Regulation should also apply toa related service that is not supplied by
the seller; rentor or lessor itself, but which is provided by a third party. In the event of doubt as to whether the service is
provided as part of the purchase, rent or lease contract, this Regulation should apply. Neither the power supply; nor the
supply of the connectivity are to be interpreted as related services under this Regulation.
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Theuser of aconnected product should be understood to be anatural or legal person, such as a business, a consumer ora
public sectorbody; that owns a connected product, hasreceived certain temporary rights, for example by means ofarental
or lease agreement, to access or use data obtained from the connected product, or receives related services for the
connected product Those acoess rights should in no way alter or inferfere with the rights of data subjects who may be
nteracting with a connected product or a related service regarding personal data generated by the connected product or
during the provision of the related service. The user bears the risks and enjoys the benefits of using the connected product
and should also enjoy access to the data it generates. The user should therefore be entitled to derive benefit fiom data
generated by that connected product and any related service. An owner, renter or lessee should also be considered to bea
user, including where several entities can be considered to be users. In the context of multiple users, each user may
contribute in a different manner to the data generation and have an interest in several forms of use, such as fleet
management fora leasing enterprise, or mobility solutions for individuals using a car sharing service.
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Data literacy refers to the skills, knowledge and understanding that allows users, consumers and businesses, in particular
SME:s falling within the scope of this Regulation, to gain awareness of the potential value of the data they generate,
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produceand share and that they are motivated to offer and provide access to in accordance with relevant legal niles. Data
literacy should go beyond leaming about tools and technologies and aim to equip and empower citizens and businesses
with the ability to benefit froman inclusive and fair data market. The spread of data literacy measures and the infroduction
of appropriate follow-up actions could confribute to improving working conditions and ultimately sustain the
consolidation, and innovation path of, the data economy in the Union. Competent authorities should promote fools and
adopt measures to advance data literacy among users and entities falling within the scope of this Regulation and an
awareness of their rights and obligations thereunder:
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Inpractice, notall data generated by connected products or related services are easily accessible to their users and there are
often limited possibilitiesregarding the portability of data generated by products connected to the intemet. Users areunable
to obtain the data necessary to make use of providers of repair and other services and businesses are unable to launch
mnovative, convenient and more efficient services. In many sectors, manufacturers are able to determine, through their
control of the technical design of the connected products or related services, what data are generated and how they can be
accessed, despite having no legalright to those data. Itis therefore necessary toensure that connected products are designed
and manufactured, and related services are designed and provided, in such a manner that product data and related service
data, including the relevant metadata necessary to interpretand use those data, including for the purpose of tetrieving, using
or sharing them, are always easily and securely accessible to a user, free of charge, in a comprehensive, structured,
commonty used and machine-readable format. Product data and related service data that a data holder lawfully obtains
or can lawfully obtain from the connected product or related service, such as by means of the connected product design,
the data holder’s contract with the user for the provision of related services, and its technical means of data access, without
disproportionate effort, are referred to as ‘readily available data’. Readily available data doesnot include data generated by
the use of a connected product where the design of the connected product does not provide for such data being stored or
transmitted outside the component in which they are generated or the connected product as a whole. This Regulation
should therefore not be understood to impose an obligation to store data on the central computing unit of a connected
product. The absence of such an obligation should notprevent the manufacturer or data holder from voluntarily agreeing
with the user on the making of such adaptations. The design obligations in this Regulation are also without prejudice to
the data minimisation principle laid down in Article 5(1), point (c), of Regulation (EU)2016/679 and should not be
understood as imposing an obligation to design connected products and related services in such a way that they store or
otherwise process any personal data other than the personal data necessary in relation to the purposes for which they are
processed. Union or national law could be introduced to outline firther specificities, such as the product data that should
be accessible fiom connected products or related services, given that such data may be essential for the efficient operation,
repair or maintenance of those connected products or related services. Where subsequent updates or alterations to a
connected product or a related service, by the manufacturer or another party, lead to additional accessible data or a
restriction of nitially accessible data, such changes should be communicated to the user in the context of the update or
alteration.
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‘Where several persons or entities are considered to be users, for example in the case of co-ownership or where an owner,
renter or lessee shares rights of data access or use, the design of the connected product or related service, or the relevant
nterface, should enable each user to have access fo the data they generate. Use of connected products that generate data
typically requires a user account to be set up. Such an account allows the user to be identified by the data holder; which
may be themanufacturer. It canalso be used as ameans of communication and to submitand process data acoessrequests.
Where several manufacturers or related services providers have sold, rented or leased connected products or provided
related services, infegrated together; to the same user; the user should tum to each of the parties with which it has a contract.
Manufacturers or designers of a connected product that is typically used by several persons should put in place the
necessary mechanisins to allow separate user accounts for individual persons, where relevant, or for the possibility of
several persons using the same user account. Account solutions should allow users to delete their accounts and erase the
data related to them and could allow users to terminate data acoess, use or sharing, or submit requiests to terminate, in
particular taking into account situations in which the ownership or usage of the connected product changes. Access should
be granted to the user on the basis of simple request mechanism granting automatic execution and not requiring
examination or clearance by the manufacturer or data holder: This means that the data should be made available onty
when the user actually wants access. Where automated execution of the data access request is not possible, for example
via a user acoount or accompanying mobile application provided with the connected product or related service, the
manufacturer should inform the user as to how the data may be accessed.
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Connected products may be designed to make certain data directly accessible from on-device data storage or from a
remote server to which the data are communicated. Access to on-device data storage may be enabled via cable-based or
wireless local area networks connected to a publicly available electronic commumications service or mobile network. The
server may be the manufacturer’s own local server capacity or that of a third party or a cloud service provider. Processors
as defined in Article 4, point (8), of Regulation (EU) 2016/679 are not considered to act as data holders. However, they
can be specifically tasked with making data available by the controller as defined in Article 4, point (7), of Regulation
(EU)2016/679. Connected products may be designed to permit the user or a third party to process the data on the
comnected product, on a computing instance of the manufacturer or within an information and communications
technology (ICT) environment chosen by the user or the third party.
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Virtual assistants play an increasing role in digitising consumer and professional environments and serve as an easy-to-
use interface to play content, obtain information, or activate products connected to the intemet. Virtual assistants canactas
asingle gateway in, for example, a smarthome environment and record significant amounts of relevant data. on how users
interact with products connected to the intermet, including those manufactured by other parties, and can replace the use of
manufacturer-provided interfaces such as touch screens or smartphone apps. The user may wish to make available such
data to third party manufacturers and enable novel smart services. Virtual assistants should be covered by the data access
rights provided for in this Regulation. Data generated when a user interacts with a connected product via a virtual assistant
provided by an entity other than the manufacturer of the connected product should also be covered by the data access
rights provided for in this Regulation. However, only the data arising fiom the interaction between the user and a
connected product orrelated service through the virtual assistant should be covered by this Regulation. Data produced by
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the virtual assistant which are unrelated to the use of a connected product or related service are not covered by this
Regulation.
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Before concluding a contract for the purchase, rent, or lease ofa cormected product, the seller; rentor or lessor, which may
be the manufacturer, should provide to the user information regarding the product data which the connected product is
capable of generating, including the type, format and the estimated volume of such data, in a clear and comprehensible
mannet. This could include information on data structures, data formats, vocabularies, classification schemes, taxonomies
and codk lists, where available, as well as clear and sufficient information relevant for the exercise of the user’s rights on
how the data may be stored, retrieved or accessed, including the terms of use and quality of service of application
programming interfaces or, where applicable, the provision of software development kits. That obligation provides
transparency over the product data generated and enhances easy access for the user. The information obligation could be
fulfilled, for example by maintaining a stable uniform resource locator (URL) on the web, which can be distributed as a
web link or QR code, pointing to the relevant information, which could be provided by the seller; rentor or lessor, which
may be the manufacturer; to the user before concluding the contract for the purchase, rent or lease of a connected product.
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It s, in any case, necessary that the user is able to store the information in a way that is accessible for firture reference and
that allows the unchanged reproduction of the information stored. The data holder cannot be expected to store the data
indefinitely in view of the needs of the user of the connected product, but should implement a reasonable data retention
policy, where applicable, in line with storage limitation principle pursuant Auticle 5(1), pomnt (€), of Regulation
(EU)2016/679, that allows for the effective application of the data access rights provided for in this Regulation. The
obligation to provide information does notaffect the obligation of the controller to provide information to the data subject
pursuanttoArticles 12, 13and 14 of Regulation (EU) 2016/679. The obligation to provide information before concluding
acontract for the provision of a related service should lie with the prospective data holder; independently of whether the
dataholder concludes a contract for the purchase, rent or lease of a connected product. Where information changes during
the lifetime of the conected product or the contract period for the related service, ncluding where the purpose for which
those data are to be used changes fiom the originally specified purpose, it should also be provided to the user:
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This Regulation should not be understood to confer any new right on data holders to use product data or related service
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data. Where the manufacturer of a connected product is a data holder, the basis for the manufacturer to use non-personal
data should be a contract between the manufacturer and the user: Such a contract could be part of an agreement for the
provision of the related service, which could be concluded together with the purchase, rent or lease agreement relating to
the connected product. Any confractual term stipulating that the data holder may use product data or related service data
should be transparent to the user; including regarding the purposes for which the data holder intends to use the data. Such
purposes could include improving the fimctioning of the connected product or related services, developing new products
or services, or aggregating data with the aim of making available the resulting derived data to third parties, provided that
such derived data do notallow the identification of specific data transmitted to the data holder from the connected product,
or allow a third party o derive those data from the dataset. Any change of the contract should depend on the informed
agreement of the user: This Regulation does not prevent parties from agreeing on contractual terms the effect of which is
to exclude or limit the use of non-personal data, or certain categories of non-personal data, by a data holder: Neither does
it prevent parties from agreeing to make product data or related service data available to third parties, directty or indirectly,
ncluding, where applicable, via another data holder: Moreover; this Regulation does notprevent sector-specific regulatory
requirements under Union law, or national law compatible with Union law, which would exclude or limit the use of
certain such data by the data holder on well-defined public policy grounds. This Regulation does not prevent users, in the
case of business-to-business relations, from making data available to third parties or data holders under any lawful
contractual term, including by agreeing to limit or restrict further sharing of such data, or from being compensated
proportionately, for example in exchange for waiving their right to use or share such data. While the notion of “data holder’
generally does not include public sector bodies, it may include public undertakings.
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JHHIIBU)2022/868 (7-—4#i14) (0T L152,3.6 2022, p. 1).
Regulation (EU) 2022/868 of the European Padiament and of the Council of 30 May 2022 on European data governance and
amending Regulation (EU) 2018/1724 (Data Governance Act) (OJ L 152, 362022, p. 1).
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To foster the emergence of liquid, fair and efficient markets for non-personal data, users of connected products should be
able to share data with others, including for commercial purposes, with minimal legal and technical effort. It is currently
often difficult for businesses to justify the personnel or computing costs that are necessary for preparing non-personal
datasets or data products and to offer them to potential counterparties via data intermediation services, including data
marketplaces. A substantial hurdle to the sharing of non-personal data by businesses therefore results from the lack of
predictability of economic retums from investing in the curation and making available of datasets or data products. In
order toallow for the emergence of liquid, fair and efficient markets for non-personal data in the Union, the party that has
the right to offer such data on a market must be clarified. Users should therefore have the right to share non-personal data
with data recipients for commercial and non-commercial purposes. Such data sharing could be performed directly by the
user; upon the request of the user via a data holder; or through data intermediation services. Data intermediation services,
as regulated by Regulation (EU)2022/868 of the Furopean Parliament and of the Council® could facilitate a data
economy by establishing commercial relationships between users, data recipients and third parties and may supportusers
in exercising their right to use data, such as ensuring the anonymisation of personal data or aggregation of access to data
from multiple individual users. Where data are excluded froma data holder’s obligation to make them available to users
or third parties, the scope of such data could be specified in the contract between the user and the data holder for the
provision of a related service so that users can easily defermine which data are available to them for sharing with data
recipients or third parties. Data holders should not make available nonpersonal product data to third parties for
commercial or noncommercial purposes other than the fulfilment of their contract with the user, without prejudice to
legal requirements pursuant to Union or national law fora data holder tomake data available. Where relevant, dataholders
should contractualty bind third perties not to further share data received from them.
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In sectors characterised by the concentration of a small mumber of manufacturers supplying connected products to end
users, there may only be limited options available to users for the access to and the use and sharing of data. In such
circumstances, contracts may be insufficient to achieve the objective of user empowerment, making it difficult for users
to obtain value from the data generated by the connected product they purchase, rent or lease. Consequently; there is
limited potential for imnovative smaller businesses to offer data-based solutions ina competitive manner and fora diverse
data economy in the Union. This Regulation should therefore build on recent developments in specific sectors, such as
the Code of Conduct on agricultural data sharing by contract. Union or national law may be adopted to address sector-
specific needs and objectives. Furthermore, data holders should not use any readily available data that is non-personal data
in order to derive insights about the economic situation of the user or its assets or production methods or about suchuse
by the user in any other manner that could undermine the commercial position of that user on the markets mwhich it is
active. This could include using knowledge about the overall performance of a business or a farm in contractual
negotiations with the user on the potential acquisition of the user’s products or agricultural produce to the user’s defriment,
orusing such information to feed into larger databases on certain markets in the aggregate, for example databases on crop
yields for the upcoming harvesting season, as such use could affect the user negatively in an indirect manner. The user
should be given the necessary technical interface to manage permissions, preferably with granular permission options
such as “allow once’ or “allow while using this app or service”, including the option to withdraw such permissions.
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Incontractsbetween a data holder and aconsumer asuser ofa connected product or related service generating data, Union
consuer law; in particular Directives 93/13/EEC and 2005/29/EC, applies to ensure that a consumer is not subject to
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unaircontractual terms. Forthe purposes of this Regulation, unfair contractual terms unilaterally imposed onan enterprise
should notbe binding on that enterprise.
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Data holders may require appropriate user identification to verify a user’s entitlernent to access the data. In the case of
personal data processed by a processor on behalf of the controller; data holders should ensure that the access request is
received and handled by the processor:
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The user should be free to use the data forany lawful purpose. This includes providing the data the user hasreceived while
exercising its rights under this Regulation to a third party offering an aftermarket service that may be in competition with
aservice provided by a data holder, or to instruct the data holder to do so. The request should be submitted by the user or
by an authorised third party acting on a user’s behalf, including a provider of a data intermediation service. Data holders
should ensure that the data made available to the third party is as accurate, complete, reliable, relevant and up-to-date as
the data the data holder itself may be able or entitled to access from the use of the connected product or related service.
Any intellectual property rights should be respected in the handling of the data. It is important to preserve incentives to
invest in products with finctionalities based on the use of data from sensors built info those products.
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Directive (EU) 2016943 of the Furopean Pariament and of the Council of 8 June 2016 on the protection ofundisclosed know-how
and business information (trade secrets) against their unlawfiil acquisition, use and disclosure (OJ L 157, 1562016, p. 1).
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Directive (EU) 2016943 of the European Parliament and of the Council ® provides that the acquisition, use or disclosure
of a trade secret shall be considered to be lawful, inter alia, where such acquisition, use or disclosure is required orallowed
by Union or national law. While this Regulation requires data holders to disclose certain data tousers, or third parties ofa
user’s choice, even when such data qualify for protection as trade secrets, it should be inferpreted in such a manner as to
preserve the protection afforded to trade secrets under Directive (EU) 2016/943. In this context, data holders should be
able to require users, or third parties of auser’s choice, fo preserve the confidentiality of data considered to be trade secrets.
To thatend, data holders should identify trade secrets prior to the disclosure, and should have the possibility to agree with
users, or third parties of a user’s choice, on necessary measures o preserve their confidentiality, including by the use of
model contractual terms, confidentiality agreements, strict acoess protocols, technical standards and the application of
codes of conduct. In addition to the use of model contractual terms to be developed and recommended by the
Commission, the establishment of codes of conduct and technical standards related to the protection of trade secrets in
handling the data could help achieve the aim of this Regulation and should be encouraged. Where there is no agreement
on the necessary meastres or where a user; or third parties of the user’s choice, fail to implement agreed measures or
undemine the confidentiality of the trade secrets, the data holder should be able to withhold or suspend the sharing of data
identified as trade secrets. In such cases, the data holder should provide the decision in writing to the user or to the third
party without undue delay and notify the competent authority of the Member State in which the data holder is established
that it has withheld or suspended data sharing and identify which measures have not been agreed or implemented and,
where relevant, which trade secrets have had their confidentiality undermined. Data holders cannot, in principle, refusea
dataaccessrequestunder this Regulation solely on the basis that certain data is considered tobe a trade secret, as this would
subvert the intended efects of this Regulation. However, inexceptional circumstances, a data holder who is a trade secret
holdershould be able, ona case-by-case basis, to refuse a request for the specific data in question if it is able to demonstrate
tothe useror to the third party that, despite the technical and organisational measures taken by the user or by the third perty,
serious economic damage is highly likely to result from the disclosure of that trade secret. Serious economic damage
implies serious and inreparable economic loss. The data holder should duly substantiate itsrefusal in writing without undue
delay to the user or to the third party and notify the competentauthority. Sucha substantiation should be based on objective
elements, demonstrating the concrete risk of serious economic damage expected to result from a specific data disclosure
and the reasons why the measures taken to safeguard the requested data are not considered to be sufficient. A possible
negative impact on cybersecurity can be taken into account in that context. Without prejudice to the right to seek redress
beforea court or tribunal ofa Member State, where the user ora third party wishes to challenge the data holder’s decision
to refuse or to withhold or suspend data sharing, the user or the third party can lodge a complaint with the competent
authority, which should, without undue delay, decide whether and under which conditions data sharing should start or
resume, or can agree with the data holder to refer the matter to a dispute setflement body. The exceptions to data access
rights in this Regulation should not in any case limit the right of access and right to data portability of data subjects under
Regulation (EU) 2016/679.
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Theaimof'this Regulation isnotonly to foster the development of new, innovative connected products or related services,
stimulate innovation on aftermarkets, but also to stimuilate the development of entirely novel services making use of the
data concemed, including based on data fiom a variety of connected products or related services. At the same time, this
Regulations aims to avoid undermining the investment incentives for the type of connected product from which the data
are obtained, for instance, by the use of data to develop a competing connected product which is considered to be
nterchangeable or substitutable by users, in particular on the basis of the cormected product’s characteristics, its price and
intended use. This Regulation provides for no prohibition on the development of a related service using data obtained
under this Regulation as this would have an undesirable discouraging effect on innovation. Prohibiting the use of data
accessed under this Regulation for developing a competing connected product protects data holders’ innovation efforts.
Whether a connected product competes with the connected product from which the data originates depends on whether
the two connected products are in competition on the same product market. This is to be determined on the basis of the
established principles of Union competition law for defining the relevant product market. However, lawful purposes for
the use of the data could include reverse engineering, provided that it complies with the requirements laid down in this
Regulation and in Union or national law. This may be the case for the purposes of repairing or prolonging the lifetime of
aconnected product or for the provision of aftermarket services to connected products.
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Athirdparty towhom data ismade availablemay be anatural or legal person, suchas aconsurmer; an enterprise, aresearch
organisation, a not-for-profit organisation or an entity acting in a professional capacity. In making the data available to the
third party, a data holder should not abuse its position to seek a competitive advantage in markets where the data holder
and the third party may be in direct competition. The data holder should not therefore use any readily available data in
order to derive insights about the economic situation, assets or production methods of, or the use by, the third party n any
other manner that could undermine the commercial position of the third party on the markets in which the third party is
active. Theuser should beable to share non-personal data with third parties for commercial purposes. Upon the agreement
with the user; and subject to the provisions of this Regulation, third parties should be able to transfer the data access rights
granted by the user to other third parties, including i exchange for compensation. Business-to-business data
intermediaries and personal information management systems (PIMS), referred to as data intermediation services in
Regulation (EU) 2022/868, may support users or third parties in establishing commercial relations with an undetermined
number of potential counterparties for any lawful purpose falling within the scope of this Regulation. They could play an
instrumental role in aggregating acoess to data so that big data analyses or machine leaming can be facilitated, provided
that users remain in full control of whether to provide their data to such aggregation and the commercial terms under
which their data are to be used.
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The use of a connected product or related service may, in particular when the user is a natural person, generate data that
relates to the data subject. Processing of such data is subject o the rules established under Regulation (EU) 2016/679,
including where personal and non-personal data in a dataset are inextricably linked. The data subject may be the user or
another natural person. Personal datamay only be requested by acontroller ora data subject. Auser whois the data subject
is, under certain circumstances, entitled under Regulation (EU) 2016/679to access personal data conceming thatuserand
such rights are unaffected by this Regulation. Under this Regulation, the user who is a natural person is flrther entitled to
access all data generated by the use of 'a connected product, whether personal or non-personal. Where the user isnot the
data subject but an enterprise, including a sole trader; and not in cases of shared household use of the connected product,
the user is considered to be a controller: Accordingly, such a user who as controller intends to request personal data
generated by the use of a connected product or related service is required to have a legal basis for processing the data as
required by Atticle &(1) of Regulation (EU) 2016/679, such as the consent of the data subject or the performance of a
contract to which the data subject is a party. Such user should ensure that the data subject is appropriately informed of the
specified, explicitand legitimate purposes for processing those data, and of how the data subject may exercise theirrights
effectively. Where the data holder and the user are joint controllers within the meaning of Article 26 of Regulation
(EU)2016/679, they are required to determine, in a transparent manner by means of an arrangement between them, their
respective responsibilities for compliance with that Regulation. It should be understood that such a user, once data has
been made available, may in tum become a data holder if that user meets the criteria under this Regulation and thus
becomes subject to the obligations to make data available under this Regulation.
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Productdata orrelated service data should only be made available to a third party at the request of the user: This Regulation
complements accordingly the right, provided for in Article 20 of Regulation (EU) 2016/679, of data subjects to receive
personal data conceming them ina structured, commonly used and machine-readable format, aswell as to port those data
to another controller, where those data are processed by automated means on the basis of Article 6(1), point (a), or
Atticle 9(2), point(a), or of a contract pursuantto Article 6(1), point (b) of that Regulation. Data subjects also have theright
to have the personal data transmitted directly from one controller to another; but only where that is technically feasible.
Atticle 20 of Regulation (EU) 2016/679 specifies that it pertains to data provided by the data subject but does not specify
whether this necessitates active behaviour on the side of the data subject or whether it also applies to situations where a
connected productorrelated service, by its design, observes the behaviour of a data subject or other information inrelation
toa data subject ina passive manner: The rights provided for under this Regulation complement the right to receive and
port personal data under Atticle 20 of Regulation (EU) 2016/679 in a number of ways. This Regulation grants users the
right to access and make available o a third party any product data or related service data, irespective of their nature as
personal data, of the distinction between actively provided or passively observed data, and mrespective of the legal basis
of processing. Unlike Article 20 of Regulation (EU) 2016/679, this Regulation mandates and ensures the technical
feastbility of third perty access for all types of data falling within its scope, whether personal or non-personal, thereby
ensuring that technical obstacles no longer hinder or prevent access o such data. It also allows data holders to set
reasonable compensation to be met by third parties, but not by the user, for costs incurred in providing direct access to the
data generated by the user’s connected product. If a data holder and a third party are unable to agree on tenms for such
direct access, the data subject should in no way be prevented from exercising the rights laid down in Regulation
(EU)2016/679, including the right to data portability; by seeking remedies in accordance with that Regulation. It is to be
understood in this context that, in accordance with Regulation (EU) 2016/679,a contract doesnotallow for the processing
of special categories of personal data by the data holder or the third paty.
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Access to any data stored in and accessed from terminal equipment is subject to Directive 2002/58/EC and requires the
consent of the subscriber or user within the meaning of that Directive unless it is strictty necessary for the provision of an
mformation society service explicitly requested by the user or by the subscriber or for the sole purpose of the transmission
of a communication. Directive 2002/58/EC protects the integrity of a user’s terminal equipment regarding the use of
processing and storage capabilities and the collection of mformation. Intermet of Things equipment is considered to be
terminal equipment if itis directly or indirectly connected to a public commumications network.
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In order to prevent the exploitation of users, third parties to whom data has been made available at the request of the user
should process those data only for the purposes agreed with the user and share them with another third party only with the
agreement of the user to such data sharing,
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Inline with the data minimisation principle, third parties should access only information that is necessary for the provision
ofthe service requested by the user: Having received access to data, the third party should process it for the purposes agreed
with the user without inferference from the data holder: It should be as easy for the user to refuise or discontinuie acoess by
the third party to the data as it is for the user to authorise access. Neither third parties nor data holders should make the
exercise of choices or rights by the user undutly difficult, including by offering choices to the user ina non-neutral manner,
or by coercing, deceiving or manipulating the user; or by subverting or impairing the autonomy, decision-making or
choices of the user, including by means of a user digital nterface or a part thereof. In that context, third parties or data
holders shouldnotrely on so-called ‘dark pattems’in designing their digital interfaces. Dark patterns are design techniques
that push or deceive consumers into decisions that have negative consequences for them. Those manipulative techniques
can be used to persuade users, in particular vulnerable consumers, to engage in unwanted behaviour, to deceive users by
nudging them into decisions on data disclosure transactions or to unreasonably bias the decision-making of the users of
the service in such a way as to subvert or impair their autonomy, decision-making and choice. Comimon and legitimate
commercial practices that comply with Union law should not in themselves be regarded as constituting dark patterns.
Third parties and data holders should comply with their obligations under relevant Union law; in particular the
requirements laid down in Directives 98/6/EC®Yand 2000/31/EC® of the European Parliamentand of the Counciland
in Directives 200529/EC and 2011/83/EU.
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Third parties should also refrain from using data falling within the scope of this Regulation to profile individuals unless
such processing activities are stricly necessary to provide the service requested by the user; including in the context of
automated decision-making, The requirement to erase data when no longer required for the purpose agreed with the user,
unless otherwise agreed in relation to non-personal data, complements the data subject’s right to erasure pursuant o
Atticle 17 of Regulation (EU) 2016/679. Where a third party isa provider of a data intermediation service, the safeguards

# JHEE DAL TR RSTVDRIhOAIRSE DF R I T DIHE A el BN M O 20D 1998 4F
2 H 16 HDFE4 9/6EC (OJL80, 183.1998,p.27).
Directive 98/6/EC of the Furopean Partiament and of the Council of 16 February 1998 on consumer protection in the indication of
the prices of products offered to consumers (OJ L. 80, 183.1998, p.27).
5 SN T 1 B —E R E DO A REEG | D — E DAY Z B DM R K OB g
D 20004F-6 A 8 HOFEF 200031/EC (11PN || ZBE9-2F6451) (OIL178,17.72000,p. 1).
Directive 2000/31/EC of the European Padiament and of the Council of 8 June 2000 on certain legal aspects of information society
services, in particular electronic commerce, in the Internal Market (‘Directive on electronic commerce’) (OJ L 178, 17.7.2000, p. 1).
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for the data subject provided for by Regulation (EU) 2022/868 apply. The third party may use the data to developa new
and innovative connected product or related service butnot to develop a competing connected product.
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p.1).

Regulation (EU) 2022/1925 of the Furopean Padiament and ofthe Council of 14 September 2022 on contestable and fair markets
nthe digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (O L265, 12.102022, p.

1),
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Start-ups, small enterprises, enterprises that qualify as a mediumesized enterprises under Article 2 of the Annex to
Recommendation 2003/361/EC and enterprises from traditional sectors with less-developed digital capabilities struggle
to obtain access to relevant data. This Regulation aims to facilitate access to data for those entities, while ensuring that the
corresponding obligations are as proportionate as possible to avoid overreach. At the same time, a small number of very
large enterprises have emerged with considerable economic power in the digital economy through the accumulation and
aggregation of vast volumes of data and the technological infastructure formonetising them. Those very large enterprises
nclude undertakings that provide core platform services controlling whole platform ecosysterns in the digital economy
and which existing or new market operators are unable to challenge or contest. Regulation (EU) 2022/1925 of the
European Partiament and of the Council® aims to redress those inefficiencies and imbalances by allowing the
Commission to designate an undertaking as a ‘gatekeeper’, and imposes a number of obligations on such gatekeepers,
including a prohibition to combine certain data without consent and an obligation to ensure effective rights to data
portability under Article 20 of Regulation (EU) 2016/679. In accordance with Regulation (EU) 2022/1925,and given the
unrivalled ability of those undertakings to acquire data, it is not necessary to achieve the objective of this Regulation, and
would therefore be disproportionate for data holders made subject to such obligations, to include gatekeeper as
beneficiaries of the data access right. Such inclusion would also likely limit the benefits of this Regulation for SMEs, linked
to the faimess of the distribution of data value across market actors. This means that an undertaking that provides core
platform services that has been designated as a gatekeeper cannot request or be granted access tousers’ data generated by
the use of'a connected product or related service or by a virtual assistant pursuant to this Regulation. Furthermore, third
parties to whom data are made available at the request of the user may not make the data available to a gatekeeper. For
nstance, the third party may not subcontract the service provision to a gatekeeper. However, this does not prevent third
parties fromusing data processing services offered by a gatekeeper. Nor doesit prevent those undertakings from obtaining
and using the same data through other lawful means. The access rights provided for in this Regulation contribute to a
wider choice of services for consumers. As voluntary agreements between gatekeepers and data holders remain
unaffected, the limitation on granting access to gatekeepers would not exclude them from the market or prevent them
from offering their services.
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Given the current state of technology, itwould be overly burdensome onmicroenterprises and small enterprises toimpose
further design obligations inrelation to connected products manufactured or designed, or therelated services provided, by
them. That is not the case, however, where a microenterprise or a small enterprise has a partner enterprise or a linked
enterprise within the meaning of Article 3 of the Annex to Recommendation 2003/361/EC that does not qualify as a
microenterprise or a small enterprise and where it is subcontracted to manufacture or design a connected product or to
provide a related service. In such situations, the enterprise which has subcontracted the manufacturing or design to a
microenterprise or a small enterprise is able to compensate the subcontractor appropriately. A microenterprise or a small
enterprise may nevertheless be subject to the requirements laid down by this Regulation as data holder where itis not the
manufacturer of the connected product or a provider of related services. A transitional period should apply to an enterprise
that has qualified asa mediumsized enterprise for less than one year and to connected products for one year after the date
onwhich they were placed on the market by a medium-sized enterprise. Such a one-year period allows sucha medium-
sized enterprise to adjustand prepare before facing competition in the market for services for the connected products that
it manufactures on the basis of the access rights provided by this Regulation. Such a transitional period does not apply
where such a mediumssized enterprise has a partner enterprise or a linked enterprise that does not qualify as a
microenterprise or a small enterprise or where such a medium-sized enterprise was subcontracted to manufacture or
design the connected product or to provide the related service.
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Taking into account the variety of connected products producing data of different nature, volume and frequency,
presenting different levels of data and cybersecurity risks and providing economic opportunities of different value, and for
the purpose of ensuring consistency of data sharing practices in the intemal market, inchuding across sectors, and to
encourage and promote fair data sharing practices even in areas where no such right to data access is provided for, this
Regulation provides for horizontal rules on the arrangements for access to data whenever a data holder is obliged by
Union law or national legislation adopted in accordance with Union law to make data available to a data recipient. Such
access should be based on fair; reasonable, non-discriminatory and transperent terms and conditions. Those general acoess
rules do notapply to obligations to make data available under Regulation (EU) 2016/679. Voluntary data sharing remains
unaftected by those rules. The non-binding model contractual terms for business-to-business data sharing to be developed
and recommended by the Commission may help parties to conclude contracts which include fair, reasonable and non-
discriminatory terms and conditions and which are to be implemented in a transparent way. The conclusion of contracts,
whichmay include the non-binding model contractual terms, should not mean that the right to share data with third parties
is in any way conditional upon the existence of such a contract. Should parties be unable to conclude a contract on data
sharing, including with the support of dispute settlerment bodies, the right to share data with third parties is enforceable in
national courts or tribunals.
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On the basis of the principle of contractual freedom, parties should remain fiee to negotiate the precise conditions for
making data available intheir contracts within the fiamework for the general accessrules formaking dataavailable. Tenms
of such contracts could include technical and organisational measures, including in relation to data security.
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Inorder to ensure that the conditions for mandatory data access are fair for both parties toa contract, the general rules on
data access rights should refer to the rule on avoiding unfair contractual tens.
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Any agreement concluded in business-to-business relations for making data available should be non-discriminatory
between comparable categories of data recipients, independently of whether the parties are large enterprises or SMEs. In
order to compensate for the Iack of information on the conditions contained in different contracts, which makes it difficult
for the data recipient to assess whether the terms for making the data available are non-discriminatory; it should be the
responsibility of data holders to demonstrate that a confractual tenm is not discrimmatory: It is not unlawful discrimination
where a data holderuses different contractual terms for making data available if those differences are justified by objective
reasons. Those obligations are without prejudice to Regulation (EU) 2016/679.
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In order to promote continued investment in generating and making available valuable data, including investments in
relevant technical tools, while at the same time avoiding excessive burdens on acoess to and the use of data which make
data sharing no longer commercially viable, this Regulation contains the principle that in business-to-business relations
data holders may request reasonable compensation when obliged pursuant to Union law or national legislation adopted
naccordance with Union law to make data available to a data recipient. Such compensation should not be understood to
constitute payment for the data itself. The Commission should adopt guidelines on the calculation of reasonable
compensation in the data economy.
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First, reasonable compensation for meeting the obligation pursuant to Union law or national legislation adopted in
accordance with Union law to comply with a request to make data available may include compensation for the costs
incurred inmaking the data available. Those costs may be technical costs, such as the costs necessary for data reproduction,
dissemination via electronic means and storage, but not for data collection or production. Such technical costs may also
nclude the costs for processing, necessary to make data available, including costs associated with the formatting of data.
Costs related to making the data available may also include the costs of facilitating concrete data sharing requests. They
mayalso vary depending on the volume of the dataas well as the arrangements taken formaking the data available. Long-
term amrangements between data holders and data recipients, for instance via a subscription model or the use of smart
contracts, may reduce the costs in regular or repetitive transactions in a business relationship. Costs related to making data
available are either specific to a particular request or shared with other requeests. In the latter case, a single data recipient
should not pay the full costs of making the data available. Second, reasonable compensation may also include a margin,
exceptregarding SMEs and not-for-profit research organisations. A margin may vary depending on factors related to the
data itself, such as volume, format or nature of the data. It may consider the costs for collecting the data. A margin may
therefore decrease where the data holder has collected the data for its own business without significant investments or may
increase where the investments in the data collection for the purposes of the data holder’s business are high. It may be
limited or even excluded in situations where the use of the data by the data recipient does notaffect the data holder’s own
activities. The fact that the data is co-generated by a connected product owned, rented or leased by the user could also
reduce the amount of the compensation in comparison to other situations where the data are generated by the data holder
for example during the provision of a related service.
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It is not necessary to intervene in the case of data sharing between large enterprises, or where the data holder is a small
enterprise or a mediumksized enterprise and the data recipient is a large enterprise. In such cases, the enterprises are
considered to be capable of negotiating the compensation within the limits of what is reasonable and non-discriminatory:
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Toprotect SMEs from excessive economic burdens which wouldmake itcommercially too difficult for themto develop
and run innovative business models, the reasonable compensation for making data available to be paid by them should
notexceed the costs directly related tomaking the data available. Directly related costs are those costs which are attributable
to individual requests, taking into account that the necessary technical interfaces or related software and connectivity is to
be established on a permanent basis by the data holder. The same regime should apply to not-for-profit research
organisations.
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Indulyjustified cases, including where there isa need to safeguard consumer participation and competition or to promote
innovation in certain markets, regulated compensation for making available specific data types may be provided for in
Union law or national legislation adopted in accordance with Union law.
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Transparency is an important principle for ensuring that the compensation requeested by a data holder is reasonable, or; if
the data recipient is an SME or a not-for-profit research organisation, that the compensation does not exceed the costs
directly related to making the data available to the data recipient and is attributable to the individual request concemed. In
order to put data recipients ina position to assess and verify that the compensation complies with the requirements of this
Regulation, the data holder should provide to the data recipient sufficiently detailed information for the calculation of the
compensation.

T —BERH CEDIINTTHZELRRU CAET DIEN M ONESTA B DI P i3 -27-3D
@ﬁ*’%éﬁf;ﬁf«\@ﬁtxﬁﬁf%ﬁé:& , T AR BT — A EE R ASSHHRET
B, TP, T—HIAG ~DIGHEE TR _ETHD, ANETHY), GEITHO) O RZER D
FIRIZHANTT —HEFIH CEDINTT DY FEDABE UGS, MR ik,
FTOYEFITHKIL, BT THY, ) R E ORISR AL 3 & Thb, ZOHANT, i
R SRR R T MR WD A TED QDD FERRENS, FEREOMEE 713

55



(33)

4

(35

(56)

L IEEMEEE 10485 (20254 10 H)

THAED, SEREFRU B3 HM H B BUEZ B 5 H 7505, M5 B2/
ST, HERRIEN AL, MR s T o S 2R U T debrany,

Ensuring access to alternative ways of resolving domestic and cross-border disputes that arise in connection with making
data available should benefit data holders and data recipients and therefore strengthen trust in data sharing. Where parties
cannotagree on fai; reasonable and non-discriminatory terms and conditions of making data available, dispute settlernent
bodies should offera simple, fastand low-cost solution to the parties. While this Regulation only lays down the conditions
that dispute settlement bodies need to fulfil to be certified, Member States are fiee to adopt any specific rules for the
certification procedure, including the expiry or revocation of certification. The provisions of this Regulation on dispute
setflement should not require Member States to establish dispute settlerment bodies.
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The dispute settlement procedure under this Regulation is a voluntary procedure that enables users, data holders and data
recipients to agree to bring their disputes before dispute settlement bodies. Therefore, the parties should be fiee to address
adispute settlementbody of theirchoice, be it within oroutside of the Member States inwhich those parties are established.
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To avoid cases in which two or more dispute settlement bodies are seized for the same dispute, in particular in a cross-
border situation, a dispute settlement body should be able to refuse to deal with a request to resolve a dispute that has
already been brought before another dispute settlement body or before a court or tribunal of a Member State.
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In order to ensure the uniform application of this Regulation, the dispute settlement bodies should take into account the
nonrbinding model contractual terms o be developed and recommended by the Commiission as well as Union or
national law specifying data sharing obligations or guidelines issued by sectoral authorities for the application of such law.

PR TFReD L ST, % B DIV 2R K O IE R BN AR R AA Tl
FHTEEMHTHIVTUIILER N, THUPZ, Hy ARG L TRy At 57 sb DI,
HERE DO EHIFTE 2 AR IV TR & RO % 5% Y S8 OMER o 435 B ) D> T

56



7

(58)

L IEEMEEE 10485 (20254 10 H)

BT, A PRIGHERR L, ARIREIR B AR T & T,

Parties to dispute settlement proceedings should notbe prevented from exercising their findamental rights toan effective
remedy and a fair trial. Therefore, the decision to submit a dispute to a dispute settlement body should not deprive those
parties of their right to seek redress before a court or tribunal of a Member State. Dispute setflement bodies should make
annual activity reports publicly available.
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Dataholders may apply appropriate technical protection measures to prevent the unlawful disclosure of oraccess to data.
However, those measures should neither discriminate between data recipients, nor hinder access to or the use of data for
users or data recipients. In the case of abusive practices on the part of a data recipient, such as misleading the data holder
by providing false information with the infent to use the data for unlawful purposes, including developing a competing
connected product on the basis of the data, the data holder and, where applicable and where they are not the same person,
the trade secret holder or the usercan request the third party or data recipient to implement corrective or remedial meastres
withoutundue delay. Any such requests, and in particular requests to end the production, offering or placing on the market
of goods, derivative data or services, as well as those to end importation, export, storage of infringing goods or their
destruction, should be assessed in the light of their proportionality in relation to the interests of the data holder, the trade
secretholder or the user:
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‘Where one party is in a stronger bargaining position, there is a risk that that party could leverage such a position to the
detriment of the other contracting party when negotiating access to data with the result that acoess to data is commercially
less viable and sometimes economically prohibitive. Such contractual imbalances harm all enterprises without a
meaningful ability to negotiate the conditions for access to data, and which may have no choice but to accept take-it-or-
leave-it contractual terms. Therefore, unfair contractual termns regulating access to and the use of data, or liability and
remedies for the breach or the termination of data related obligations, should not be binding on enterprises when those
terms have been unilaterally imposed on those enterprises.
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Rules on contractual terms should take into account the principle of contractual fieedom as an essential concept in
business-to-business relationships. Therefore, not all contractual terms should be subject to an unfaimess test, but only
those terms that are unilaterally imposed. This concerns take-it-or-leave-it situations where one party supplies a certain
contractual term and the other enterprise cannot influence the content of that term despite an attempt to negotiate it. A
contractual term that is simiply provided by one party and accepted by the other enterprise or a term that is negotiated and
subsequently agreed in an amended form between contracting parties should not be considered to have been unilaterally
imposed.
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Furthermore, the rules on unfair contractual terms should apply only to those elements of a contract that are related to
making dataavailable, that is contractual terms conceming access to and use of the data aswell as liability or remedies for
breach and termination of data related obligations. Other parts of the same contract, unrelated to making data available,
should notbe subject to the unfaimess test laid down in this Regulation.
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Criteria for identifymg unfair contractual terms should be applied only to excessive contractual terms where a stronger
bargaining position has been abused. The vast majority of contractual terms that are commercially more favourable to
one party than to the other; including those that are normal in business-to-business contracts, are a normal expression of
the principle of contractual freedom and continue to apply. For the purposes of this Regulation, grossly deviating from
good commercial practice would include, inter alia, objectively impairing the ability of the party upon whom the term has
been unilaterally imposed to protect its legitimate commercial interest in the data in question.
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In order to ensure legal certainty; this Regulation establishes a list of clauses that are always considered unfair and a list of
clauses thatare presumed to be unfair. In the latter case, the enterprise that imposes the contractual tenm should be able to
rebut the presumption of infaimess by demonstrating that the contractual term listed in this Regulation is notunfair in the
specific case in question. If a contractual term is not included in the list of terms that are always considered unfair or that
are presumed to be unfair, the general unfaimess provision applies. In that regard, the tenms listed as unfair contractual
terms in this Regulation should serve as a yardstick to interpret the general unfaimess provision. Finally, non-binding
model contractual terms for business-to-business data sharing contracts to be developed and recommended by the
Commission may also be helpfuil to commercial parties when negotiating contracts. Ifa contractual term is declared tobe
unfair, the contract concermed should continue toapply without that term, unless the unfair contractual termiis not severable
from the other terms of the contract.
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In situations of exceptional need, it may be necessary for public sector bodies, the Commission, the Furopean Central
Bank or Union bodies to use in the performance of their statutory duties in the public interest existing data, including,
where relevant, accompanying metadata, to respond to public emergencies or in other exceptional cases. Exoeptional
needs are circumstances which are unforeseeable and limited in time, in contrast fo other circumstances which might be
planned, scheduled, periodic or frequent. While the notion of “data holder’ does not, generally; include public sector bodies,
itmay include public undertakings. Research-performing organisations and research-flnding organisations could also be
organised as public sector bodies or bodies governed by public law. To limit the burden on businesses, microenterprises
and small enterprises should only be under the obligation to provide data to public sector bodies, the Commission, the
European Central Bank or Union bodies in situations of exceptional need where such data is required to respond to a
public emergency and the public sector body; the Commission, the Furopean Central Bank or the Union body is unable
to obtain such data by altemative means in a timely and effective manner under equivalent conditions.
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In the case of public emergencies, such as public health emergencies, emergencies resulting from natural disasters
including those aggravated by climate change and environmental degradation, as well as human-induced major disasters,
such as major cybersecurity incidents, the public interest resulting from the use of the data will outweigh the interests of
the data holders to dispose freely of the data they hold. In such a case, data holders should be placed under an obligation
to make the data available to public sector bodies, the Commission, the European Central Bank or Union bodies upon
their request. The existence ofa public emergency should be determined or declared in accordance with Union or national
law and based on the relevant procedures, including those of the relevant intermational organisations. In such cases, the
public sector body should demonstrate that the data in scope of the request could not otherwise be obtained in a timely
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and effective manner and under equivalent conditions, for instance by way of the voluntary provision of data by another
enterprise or the consultation of a public database.

B RABNET, BRI RINEB TS, ZO&7e8r 6, ARIEFIORRE, B2
B2, HON T REY TR IERNEE O/ L, FEANT —FDHEER T DL FRDOLN L~
ETHD, NI L, AR T OVERRE T AL DB R TFRROERS LT AILDE R
FREDODOEIAD L7, IERITL > TR CEDSIIZAILDFIRH IV YT ISV DN
B2l = T\ DT —F B CHZ L e & ThD, AT, TDEIREERIT, 1~
HRFAORHERE, BRINZE B2, BRIN TR RERA T RS OREREDS, £SO IE TS, iy
I OFRITRRERR > DEIEI 5D T CAFSIUF R RFED T — 24580 LT 812k
TDI, 7o, TiGHDOL—NCHG B OHENT =22 AT DL ID5E, F3, 3T
DT =R TELINTT &I DU TIDSE, BT, TR0 a] i
HARFENF DR 7R L OB AR T DU I DG B2 G0, (EBDEBEN LT — 2%
AFFHZEDII72, ZDIH7507 =52 AT 27D HLfiif)s B BRI C& 213D
ETOFBEPRETEEITIRD, 1Todi0, BRUHIR, Hefit, dl OWRHIHIREBHE TS
TR OHEAFHE E 0, ZEREFHS DR R OEAFHIDEASh & Tho, AAHET
DNERDT DI\ BTS2 T — 2 DBER DY, VAR DRSO 3, TRk
TV TIHEN T — AT D EAEINIED T AL QODINEID R & T,

Anexoeptional need may also arise fromnon-emergency situations. In such cases, a public sector body; the Commission,
the European Central Bank ora Union body should be allowed to request only non-personal data. The public sector body
should demonstrate that the data are necessary for the fulfilment of a specific task carried out in the public interest that has
beenexplicitly provided for by law; such as the production of official statistics or the mitigation of or recovery froma public
emergency. In addition, such a request can be made only when the public sector body, the Commission, the Furopean
Central Bank ora Union body has identified specific data that could not otherwise be obtained in a timely and effective
manner and under equivalent conditions and only if it has exhausted all other means at its disposal to obtain such data,
such as obtaining the data through voluntary agreements, including purchasing of non-personal data on the market by
offering market rates, or by relying on existing obligations to make data available or the adoption of new legislative
meastres which could guarantee the timely availability of data. The conditions and principles governing requests, such as
those related to purpose limitation, proportionality, transparency and time limitation, should also apply. In cases of requests
for data necessary for the production of official statistics, the requesting public sector body should also demonstrate
whether the national law allows it to purchase non-personal data on the market.

ZOHIBAINE, SMEs (2857 —2 D iEEw, REIOVEERE AR REERED DT —2 078
HaDT=ODEEDORGDITH U CHEAL Q357 F2E, ZTAUTESEL TUIRDT, 2>, A
TRIETAARD B EIDUE N o325l 2 T iR O BLR 2 E O DN A O T 2250
720N, E0blF, T2 OFIIRET — AR ORI Coh o & F o TS 255 K ONsN TH
GiDF DO 5 DI 7, T—2OFRANEMIN R ZF5 5126 T, FIFMNO Tl
BOBE I TERETSN, T—2RAEITHL GRSND T — 24 ~& 38513, —o
AN I TR AT T a7 N, AHFEFIORAREDS, AH R PO OETARITRTL
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CFOBTEOH IR CB8 k20, S RSORS00 750
TR ADEE R, ZORBNC S TR Z T IR,

This Regulation should not apply to, or pre-empt, voluntary amrangements for the exchange of data between private and
public entities, including the provision of data by SMEs, and is without prejudice to Union legal acts providing for
mandatory information requeests by public entities to private entities. Obligations placed on data holders to provide data
thataremotivated by needs of a non-exceptional nature, in particular where the range of data and of data holders is known
or where data use can take place on a regular basis, as in the case of reporting obligations and internal market obligations,
should not be affected by this Regulation. Requirements to access data to verify compliance with applicable nules,
including where public sector bodies assign the task of the verification of compliance to entities other than public sector
bodies, should also not be affected by this Regulation.

ZORBRINZ, #G+ B BR2DOT—2~DT 7R A R T —Z ORI CODRRMNE G
FOERNIE, £001F, BRINGEE M OB DB AIBC) No 2232000717 ON T AR e BhEd 2
EPIETAAAIEL, 70, THEIAT/0,

This Regulation complements and is without prejudice to the Union and national law providing for access toand the use
of data for statistical purposes, in particular Regulation (EC) No 223/2009 of the Furopean Parliament and of the Council
@as well as national legal acts related to official statistics.

THEAUTEL LA T LA T2OWIIE, A, it LI3FmB 73R S OF TBhIE D
%MTIEU TR BB B AT DT — IR D ST B IS T DA RN DR, FMNZER
2, BRIN PR T 37 RN S ORI OIS OFATIBIL T, Ao ENE, BRMhES
TERAIENED T TIDIE T ROMERIEIL T ~ETHD, Trudz, ZOFANE, Z
NEDGYENIIRIT DT —4DIA, 772 A KR ORI 3 TR U GEe 52700,

Forthe exercise of their tasks in the areas of prevention, investigation, detection or prosecution of criminal or administrative
offences or the execution of criminal and administrative penalties, as well as the collection of data for taxation or customs
purposes, public sector bodies, the Commission, the Furopean Central Bank or Union bodies should rely on their powers
under Union or national law. This Regulationaccordingly does not aftect legislative acts on the sharing, access toand use
of data in those areas.

7 BRI HBES D, WONT, Hat bR TR 27 —ZDBRINIE RIS HR AR 2R3 DR
2 OB ORIRIEC, Euratom) No 11012008, RN FHIRIASHER HZBS T 2BESEAHAIIEC) No 32207 I TN LEk
PNILRIARDHER T o0R IR o B miE I HBERIRIE 89382EEC, Furatom /5 19~ 2R Rg
UHLESD 200043 A 11 HOBHIEC) No 2232009 (OTL.87,31.32009, p. 164).
Regulation (EC) No 223/2009 of the European Pariament and of the Council of 11 March 2009 on European statisticsand repealing
Regulation (EC, Euratom) No 1101/2008 of the Furopean Parliament and of the Council on the transmission of data subject to
statistical confidentiality to the Statistical Office of the European Communities, Council Regulation (EC) No 322/97 on Community
Statistics, and Council Decision 89/382/EEC, Furatom establishing a Committee on the Statistical Programimes of the European
Communities (OJL.87,31.3.2009, p. 164).
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BT RSN LA RS2, BT D72, FRINEEE S, R A SRy 7371 3k M
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INFRSNDHRETHD, BN LG T I OIS ORI L, BINZEBESITRL, ZibmikE
(RDEERZBAG ST RETHD, T —ZDOERDVAITERFHORRR > T TN AL, Yakik
13, MR AT TR B SV QOB E D 7 —ZFE Y R 23 U ChilT & ThAD,
ETOEROAL TA L DI /] FAIVED RSN ETHD, T —HDEROERVE 1%,
THSHERRD®HD M Jail L, FDEROBHFMAZHUM T DI EARE T, Fe, ZOHRIOBI TR
W EDRAITIT D Y552 JROMERERA Tl C&D, AT ORR > T =T E
ROF A DEIRO R FEL, TS S L TR SIND _ETHD,

Inaccordance with Article 6(1) and (3) of Regulation (EU) 2016/679,a proportionate, limited and predictable framework
at Union level is necessary when providing for the legal basis for the making available of data by data holders, in cases of
exoeptional needs, to public sector bodies, the Commission, the European Central Bank or Union bodies, both to ensure
legal certainty and to minimise the administrative burdens placed on businesses. To that end, data requests from public
sectorbodies, the Commission, the European Central Bank or Union bodies to data holders should be specific, transparent
and proportionate in their scope of content and their granularity. The purpose of the request and the intended use of the
data requested should be specific and clearly explained, while allowing appropriate flexibility for the requesting entity to
carry out its specific tasks in the public interest. The request should also respect the legitimate interests of the data holder to
whom the requeest is made. The burden on data holders should be minimised by obliging requesting entities to respect the
once-only principle, which prevents the same data from being requested more than once by more than one public sector
body or the Commission, the European Central Bank or Union bodies. To ensure transparency, data requests made by
the Commission, the Furopean Central Bank or Union bodies should be made public without undue delay by the entity
requesting the data. The Furopean Central Bank and Union bodies should inform the Commission of their requests. If
the data request has been made by a public sector body, that body should also notify the data coordinator of the Member
State where the public sector body is established. Online public availability of all requests should be ensured. Upon the
receipt of a notification of a data requeest, the competent authority can decide to assess the lawfulness of the request and
exercise its functions in relation to the enforcement and application of this Regulation. Online public availability of all
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requests made by public sector bodies should be ensured by the data coordinator:

%“w&%i’%i@“«%%%%@ H Y, ARREFI Ok, BINZESS, BRIN AP JER T 721 3R 1
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WISIUCIIeD72uy, 727210, ZOZ 4, Bl 927 2% M5 R G T 224 tL
LC, ZORANCIDA TSN =T —2HFI S A B DA SR o — ROk
43 (BU)2019/1024 i FH ATREMEN e U C28% 2 Qe N C, ZOMRIDFRTED S
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OV K DT OT— A I RRE THHZ S, SRS T Uer/av, AR X,
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The objective of the obligation to provide the data is to ensure that public sector bodies, the Commission, the European
Central Bank or Union bodies have the necessary knowledge to respond to, prevent or recover from public emergencies
ortomaintain the capacity to fulfil specific tasks explicitly provided for by law. The data obtained by those entities may be
commercially sensitive. Therefore, neither Regulation (EU) 2022/868 nor Directive (EU) 2019/1024 of the European
Parliamentand of the Council® should apply to data made available under this Regulation and should not be considered
as open data available for reuse by third parties. This however should not affect the applicability of Directive (EU)
2019/1024 to the reuse of official statistics for the production of which data dbtained pursuant to this Regulation was used,
provided the reuse does not include the underlying data. In addition, provided the conditions laid down in this Regulation
are met, the possibility of sharing the data for conducting research or for the development, production and dissemination
of official statistics should not be aftected. Public sector bodies should also be allowed to exchange data obtained pursuant
to this Regulation with other public sector bodies, the Commaission, the European Central Bank or Union bodies in order
to address the exceptional needs for which the data has been requested.

INHOERFI R, BRINEE LS, BRM AP ogie T 37 3 E S O C > T T Bk A4R
MG L ATREME, F21T, R, 730, U IVRDEAITIR T, T —2RAHL, Y%
BLRO PRSI QBB AN BEMEDOMHEORIEIST T, 5 23655 A LIS LT 30 255

HUINIZ, ZOELROEIEZTER T Z A[REMA L D _RETHD, LD/ b &Y, T —2 "

B =T T =L R OPHFRMONE BO —RFI BT DN K OBESE20 20194F 6 3 20 HOFRS
(EU)20191024 (0OJ L 172,26.62019,p.56).
Directive (EU) 2019/1024 of the Furopean Parliament and of the Council of 20 June 2019 on open data and the re-use of public
sector infonmation (OJ L 172,2662019, p. 56).
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Data holders should have the possibility to either decline a request made by a public sector body, the Commission, the
European Central Bank or a Union body or seek its modification without undue delay and, in any event, no later than
withinaperiod of five or 30 working days, depending on the nature of the exceptional need invoked in the request. Where
relevant, the data holder should have this possibility where it does not have control over the data requested, namely where
it does not have immediate access to the data and cannot determine its availability. A valid reason not to make the data
available should exist if it can be shown that the request is similar to a previously submitted request for the same purpose
by another public sector body or the Commission, the European Central Bank or a Union body and the data holder has
not been notified of the erasure of the data pursuant to this Regulation. A data holder declining the request or seeking its
modification should communicate the underlying justification to the public sector body; the Commission, the European
Central Bank ora Union body requesting the data. Where the sui generis database rights under Directive 96/9/EC of the
European Parliament and of the Council® apply in relation to the requested datasets, data holders should exercise their
rights in such a way that does not prevent the public sector body, the Commission, the European Central Bank or Union
body from obtaining the data, or from sharing it, in accordance with this Regulation.
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p.20)

Directive 9/9/EC of the Furopean Parliament and of the Council of 11 March 1996 on the legal protection of databases (OJ L 77,

273.1996,p. 20).
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In the case of an exceptional need related to a public emergency response, public sector bodies should use non-personal
data wherever possible. In the case of requeests on the basis of an exceptional need not related to a public emergency,
personal data cannot be requested. Where personal data fall within the scope of the request, the data holder should
anonymise the data. Where itis strictly necessary to include personal data in the data to be made available toa public sector
body, the Commission, the Furopean Central Bank or a Union body or where anonymisation proves impossible, the
entity requesting the data should demonstrate the strict necessity and the specific and limited purposes for processing. The
applicable rules on personal data protection should be complied with. The making available of the data and their
subsequent use should be accompanied by safeguards for the rights and interests of individuals concemed by those data.
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HESNH~ETHD,

Data made available to public sector bodies, the Commission, the European Central Bank or Union bodies on the basis
of an exceptional need should be used only for the purposes for which they were requested, unless the data holder that
made the data available has expressly agreed for the data to be used for other purposes. The data should be erased once it
is no longer necessary for the purposes stated in the requeest, unless agreed otherwise, and the data holder should be
informed thereof. This Regulation builds on the existing access regimes in the Union and the Member States and does
not change the national law on public access to documents in the context of transparency obligations. Data should be
erased onee it is no longer needed to comply with such transparency obligations.
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‘Whenreusing data provided by data holders, public sector bodlies, the Commission, the European Central Bank or Union
bodies should respect both existing applicable Union or national law and contractual obligations to which the data holder
is subject. They should refiain fiom developing or enhancing a connected product or related service that compete with
the connected product or related service of the data holder as well as from sharing the data with a third perty for those
purposes. They should likewise provide public acknowledgement to the data holders upon their request and should be
responsible for mamtaining the security of the data received. Where the disclosure of trade secrets of the data holder to
public sector bodies, the Commission, the Furopean Central Bank or Union bodies is strictly necessary to fulfil the
purpose for which the data has been requested, confidentiality of such disclosure should be guaranteed prior to the
disclosure of data.
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‘When the safeguarding of a significant public good is at stake, such as responding to public emergencies, the public sector
body, the Commission, the European Central Bank or the Union body concemed should not be expected to compensate
enterprises for the data obtained. Public emergencies are rare events and not all such emergencies require the use of data
held by enterprises. At the same time, the obligation to provide data might constitute a considerable burden on
microenterprises and small enterprises. They should therefore be allowed to claim compensation even in the context of a
public emergency response. The business activities of the data holders are therefore not likely to be negatively affected as
aconsequence of the public sector bodies, the Commission, the European Central Bank or Union bodies having recourse
to this Regulation. However, as cases of an exceptional need, other than cases of responding to public emergencies, might
be more frequent, data holders should in such cases be entitled to a reasonable compensation which should not exceed
the technical and organisational costs incuired in complying with the request and the reasonable margin required for
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making the data available to the public sector body; the Commission, the Furopean Central Bank or the Union body. The
compensation should not be understood as constituting payment for the data itself or as being compulsory. Data holders
should not be able to clim compensation where national law prevents national statistical institutes or other national
authorities responsible for the production of statistics from compensating data holders for making data available. The
public sector body, the Commission, the European Central Bank or the Union body concemed should be able to

challenge the level of compensation requested by the data holder by bringing the matter to the competentauthority of the
Member State where the data holder is established.
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Apublic sector body; the Commission, the European Central Bank ora Union body should be entitled to share the data it
has obtained pursuant to the request with other entities or persons when this is necessary to carry out scientific research
activities or analytical activities it cannot perform itself, provided that those activities are compatible with the purpose for
which the data was requested. It should inform the data holder of such sharing ina timely manner: Such datamay alsobe
shared under the same circumstances with the national statistical institutes and Eurostat for the development, production
and dissemination of official statistics. Such research activities should, however, be compatible with the purpose for which
the data was requested and the data holder should be informed about the further sharing of the data it has provided.
Individuals conducting research or research organisations with whom those data may be shared should acteither onanot-
forprofit basis or in the context of a public-interest mission recognised by the State. Organisations upon which
commercial undertakings have a significant influence, allowing such undertakings to exercise control due to structural
situations which could result in preferential access to the results of the research, should not be considered to be research
organisations for the purposes of this Regulation.
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In order to handle a cross-border public emergency or another exceptional need, data requests may be addressed to data
holders in Member States other than that of the requesting public sector body. In such a case, the requiesting public sector
body should notify the competent authority of the Member State where the data holder is established in order to allow it
to examine the requiest against the criteria established in this Regulation. The same should apply to requests made by the
Commission, the European Central Bank or a Union body. Where personal data are requested, the public sector body
should notify the supervisory authority responsible for monitoring the application of Regulation (EU) 2016/679 in the
Member Statewhere the public sector body isestablished. The competentauthority concemed should beentifled toadvise
the public sector body, the Commission, the Frropean Central Bank or the Union body to cooperate with the public sector
bodies of the Member State in which the data holder is established on the need to ensure a minimised administrative
burden on the data holder. When the competent authority has substantiated objections as regards the compliance of the
request with this Regulation, it should reject the request of the public sector body; the Commission, the European Central
Bank or the Union body, which should take those objections into account before taking any further action, including
resubmitting the request.
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The ability of customers of data processing services, including cloud and edge services, to switch fiom one data
processing service to another while maintaining a minimum finctionality of service and without downtime of services,
ortouse the services of several providers simuttaneousty without undue obstacles and data transfer costs, isakey condition
for a more competitive market with lower entry barriers for new providers of data processing services, and for ensuring
further resilience for the users of those services. Customers benefiting firom free-tier offerings should also benefit from the
provisions for switching that are laid down in this Regulation, so that those offerings do not result in a lock-in situation for
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customers.
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Regulation (EU) 2018/1807 of the European Parliament and of the Council ®? encourages providers of data processing
services to develop and effectively implement self-regulatory codes of conduct covering best practices for, inter alia,
facilitating the switching of providers of data processing services and the porting of data. Given the limited uptake of the
selfregulatory frameworks developed in response, and the general unavailability of open standards and interfaces, it is
necessary to adopt a set of minimum regulatory obligations for providers of data processing services to eliminate pre-
commercial, commercial, technical, contractual and organisational obstacles, which are not limited to reduced speed of
data transfer at the customer’s exit, which hamper effective switching between data processing services.
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£ 11 A 14 BOMHIEU) 20181807 (OJL.303,28.11.2018, p. 59).
Regulation (EU) 2018&/1807 of the Furopean Pardiament and of the Council of 14 November 2018 ona framework for the free flow
of non-personal data inthe European Union (OJL 303,28.11.2018, p. 59).
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Data processing services should cover services that allow ubiquitous and on-demand network access to a configurable,
scalable and elastic shared pool of distributed computing resources. Those computing resources include resources such
as networks, servers or other virtual or physical infrastructure, software, including software development tools, storage,
applications and services. The capability of the customer of the data processing service to unilaterally self-provision
computing capabilities, such as server time or network storage, without any human interaction by the provider of data
processing services could be described as requiring minimal management effort and as entailing minimal interaction
between provider and customer. The term “ubiquitous”is used to describe the computing capabilities provided over the
network and acoessed through mechanisms promoting the use of heterogeneous thin or thick client platforms (from web
browsers to mobile devicesand workstations). The term “scalable’refers to computing resources that are flexibly allocated
by the provider of data processing services, irespective of the geographical location of the resources, in order to handle
fluctuations in demand. The term “elastic”is used to describe those computing resources thatare provisioned andreleased
according to demand in order to rapidly increase or decrease resources available depending on workload. The term
‘shared pool” is used to describe those computing resources that are provided to muiltiple users who share a common
accessto the service, but where the processing is carried out separately for each user; although the service is provided from
the same electronic equipment. The term “distributed” is used to describe those computing resources that are located on
different networked computers or devices and which commumicate and coordinate among themselves by message
passing. The term ‘highly distributed’ is used to describe data processing services that involve data processing closer to
where data are being generated or collected, for instance ina connected data processing device. Edge computing, which
is a form of such highly distributed data processing, is expected to generate new business models and cloud service
delivery models, which should be open and interoperable fiom the outset.
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The generic concept “data processing services’covers asubstantial number of services with a very broad range of different
purposes, finctionalities and technical set-ups. As commonty understood by providers and users and in line with broadly
used standards, data processing services fall into one or more of the following three data processing service delivery
models, namely Infastructure as a Service (IaaS), Platform as a service (PaaS) and Software asa Service (SaaS). Those
service delivery models represent a specific, pre-packaged combination of ICT resources offered by a provider of data
processing service. Those three fimdamental data processing delivery models are firther complemented by emerging
variations, each comprised of a distinct combination of ICT resources, such as Storage as a Service and Database as a
Service. Data processing services can be categorised ina more granular way and divided into a non-exhaustive listof sets
of data processing services that share the same primary objective and main finctionalities as well as the same type of data
processing models, thatare notrelated to the service s operational characteristics (same service type). Services fallingunder
the same service type may share the same data processing service model, however, two databases might appear to share
the same primary objective, but after considering their data processing model, distribution model and the use cases that
they are targeted at, such databases could fall info a more granular subcategory of similar services. Services of the same
service type may have different and competing characteristics such as performance, security, resilience, and quality of
service.
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Undermining the extraction of the exportable data that belongs to the customer from the source provider of data
processing services can impede the restoration of the service functionalities in the infrastructure of the destination provider
of data processing services. In order to facilitate the customer s exit strategy, avoid unnecessary and burdensome tasks and
to ensure that the customer does not lose any of their data as a consequence of the switching process, the source provider
of data processing services should inform the customer in advance of the scope of the data that can be exported once that
customer decides to switch to a different service provided by a different provider of data processing services or to move
to an on-premises ICT infiastructure. The scope of exportable data should include, ata minimum, nput and output data,
including metadata, directly or indirectly generated, or cogenerated, by the customer’s use of the data processing service,
excluding any assets or data of the provider of data processing services or a third party. The exportable data shouldexclude
any assets or data of the provider of data processing services or of the third party thatare protected by ntellectual property
rights or constituting trade secrets of that provider or of that third party, or data related to the integrity and security of the
service, the export of which will expose the providers of data processing services to cybersecurity vulnerabilities. Those
exemptions should not impede or delay the switching process.
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Digital assets refer to elements in digital form for which the customer has the right of use, including applications and
metadata related to the configuration of settings, security, and access and control rights management, and other elements
such as manifestations of virtualisation technologies, including virtual machines and containers. Digital assets can be
transferred where the customer has the right of use independent of the contractual relationship with the data processing
service it intends to switch from. Those other elements are essential for the effective use of the customer’s data and
applications in the environment of the destination provider of data processing services.
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This Regulationaimsto facilitate switching between data processing services, which encompasses conditions and actions
that are necessary for a customer to terminate a contract for a data processing service, to conclude one or more new
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contracts with different providers of data processing services, to port its exportable data and digital assets, and where
applicable, benefit from functional equivalence.
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Switching is a customer-driven operation consisting of several steps, including data extraction, which refers to the
downloading of data from the ecosystem of the source provider of data processing services; transformation, where the
data is structured in a way that does not match the schema of the target location; and the uploading of the data na new
destination location. Ina specific situation outlined in this Regulation, unbundling of a particular service fiom the contract
and moving it o a different provider should also be considered to be switching, The switching process is sometimes
managed on behalf of the customer by a third-party entity. Accordingly, all rights and obligations of the customer
established by this Regulation, including the obligation to cooperate in good faith, should be understood to apply to such
a third-party entity in those circumstances. Providers of data processing services and customers have difterent levels of
responsibilities, depending on the steps of the process referred to. For instance, the source provider of data processing
services is responsible for extracting the data to a machine-readable format, but it is the customer and the destination
provider of data processing services who are to upload the data to the new environment, unless a specific professional
transition service has been obtained. A customer who intends to exercise rights related to switching, which are provided
for in this Regulation, should inform the source provider of data processing services of the decision to either switch toa
different provider of data processing services, switch to an on-premises ICT infiastructure or to delete that customer’s
assetsand erase its exportable data.
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Functional equivalence means re-establishing, on the basis of the customer’s exportable data and digital assets, a
minimum level of finctionality in the environment of a new data processing service of the same service type affer
switching, where the destination data processing service delivers a materially comparable outcome in response to the
same input for shared features supplied to the customer under the contract. Providers of data processing services can only
beexpected to facilitate finctional equivalence for the features that both the source and destination data processing services
offer independently. This Regulation does not constitute an obligation to facilitate fimetional equivalence for providers of
data processing services other than those offering services of the [aaS delivery model.
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Data processing services are used across sectors and vary in complexity and service type. This is an important
consideration with regard to the porting process and timeframes. Nonetheless, an extension of the transitional period on
the grounds of technical unfeasibility to allow the finalisation of the switching process in the given timefiame should be
invoked only in duly justified cases. The burden of proof in that regard should fall fully on the provider of the data
processing service concermed. This is without prejudice to the exclusive right of the customer to extend the transitional
period once for a period that the customer considers to be more appropriate for its own purposes. The customer may
evoke that right to an extension prior to or during the transitional period, taking into account that the contract remains
applicable during the transitional period.
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Switching charges are charges imposed by providers of data processing services on the customers for the switching
process. Typically; those charges are intended to pass on costs which the source provider of data processing services may
ncur because of the switching process to the customer who wishes to switch. Common examples of switching charges
are costs related to the transit of data from one provider of data processing services to another or to an on-premises ICT
mffastructure (data egress charges) or the costs ncurred for specific support actions during the switching process.
Unnecessarily high data egress charges and other unjustified charges unrelated to actual switching costs inhibit customers
from switching, restrict the free flow of data, have the potential to limit competition and cause lock-in effects for the
customers by reducing incentives to choose a different or additional service provider. Switching charges should therefore
be abolished after three years fiom the date of entry into foroe of this Regulation. Providers of data processing services
should be able to impose reduced switching charges up to that date.
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Asource provider of data processing services should be able to outsource certain tasks and compensate third-party entities
n orderto comply with the obligations provided for in this Regulation. A customer should not bear the costs arising from
the outsourcing of services concluded by the source provider of data processing services during the switching process and
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such costs should be considered to be unjustified unless they cover work undertaken by the provider of data processing
services at the customer’s request for additional support in the switching process which goes beyond the switching
obligations of the provider as expressly provided for in this Regulation. Nothing in this Regulation prevents a customer
from compensating third-party entities for support in the migration process or parties fiom agreeing on contracts for data
processing services of a fixed duration, including proportionate earty termination penalties to cover the earty termination
of such contracts, in accordance with Union or national law. In order to foster competition, the gradual withdrawal of the
charges associated with switching between different providers of data processing services should specifically include data
egress charges imposed by a provider of data processing services on a customet. Standard service fees for the provision
of the data processing services themselves are not switching charges. Those standard service fees are not subject to
withdrawal and remain applicable until the contract for the provision of the relevant services ceases to apply. This
Regulation allows the customer to request the provision of additional services that go beyond the provider’s switching
obligations under this Regulation. Those additional services, can be performed and charged for by the provider when they
are performed at the customer’s requiest and the customer agrees to the price of those services in advance.

BT —E RO B EARD U H Dy /A T IR DD, AR EERE AT
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AT DT, AERINC TR AT SR A BRI D72 T OB 0 57 e e e 3 5725D
(BT B PRSI MA AR G5, ISOAEC 199412017 13, FD&H7 37 e 2D 4D
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T EEEANEAEChHD,

An ambitious and nnovation-inspiring regulatory approach to interoperability is needed to overcome vendor lock-in,
which undermines competition and the development of new services. Interoperability between data processing services
mnvolves multiple interfaces and layers of infrastructure and software and is rarely confined to a binary test of being
achievable or not. Instead, the building of such interoperability is subject to a cost-benefit analysis which is necessary to
establish whether it is worthwhile to pursue reasonably predictable results. The ISOAEC 19941:2017 is an important
international standard constituting a reference for the achievement of the objectives of this Regulation, as it contains
technical considerations clarifying the complexity of such a process.

T BB —E 2T TS L, YR R—T 4 ThDH T T M DS H SIS T — S U —
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‘Where providers of data processing services are in tum customers of data processing services provided by a third-party
provider, they will benefit from more effective switching themselves while simultaneously remaining bound by this
Regulation’s obligations regarding their own service offerings.
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Providers of data processing services should be required to offer all the assistance and support within their capacity,
proportionate to their respective obligations, that is required to make the switching process to a service of a different
provider of data processing services suocessful, effective and secure. This Regulation does not require providers of data
processing services to develop new categories of data processing services, including within, or on the basis of, the ICT
mnfrastructure of different providers of data processing services in order to guarantee finctional equivalence in an
environment other than their own systems. A source provider of data processing services does not have access to or
nsights into the environment of the destination provider of data processing services. Functional equivalence should not
be understood to oblige the source provider of data processing services to rebuild the service in question within the
nfrastructure of the destination provider of data processing services. Instead, the source provider of data processing
services should take all reasonable measures within its power to facilitate the process of achieving flnctional equivalence
through the provision of capabilities, adequate information, documentation, technical support and, where appropriate, the
necessary tools.
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Providers of data processing services should also be required to remove existing obstacles and not impose new ones,
including for customers wishing to switch to an on-premises ICT infrastructure. Obstacles can, infer alia, be of a pre-
commercial, commercial, technical, contractual or organisational nature. Providers of data processing services shouldalso
be required to remove obstacles to unbundling a specific individual service from other data processing services provided
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undera contractand make the relevant service available for switching, in the absence of majorand demonstrated technical
obstacles that prevent suchunbundling,
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Throughout the switching process, a high level of security should be maintained. This means that the source provider of
data processing services should extend the level of security to which it committed for the service to all technical
amangements for which such provider is responsble during the switching process, such as network connections or
physical devices. Existing rights relating to the termination of contracts, including those introduced by Regulation
(BU)2016/679 and Directive (EU) 2019/770 of the European Partiament and of the Council®” should not be affected.
This Regulation should notbe understood to prevent a provider of data processing services from providing to customers
new and improved services, features and functionalities or fiom competing with other providers of data processing
services on thatbasis.
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The information to be provided by providers of data processing services to the customer could support the customer s exit
strategy. That information should include procedures for initiating switching fiom the data processing service; the
machine-readable data formats to which the user’s data can be exported; the tools intended to export data, including open
nterfaces as well as information on compatibility with harmonised standards or common specifications based on open
nteroperability specifications; information on known technical restrictions and limitations that could have an impact on

N FHNA T AT VAN RADBED T OFSFI LR E DA BRSO
PR 20194 5 A 20 HOFEHEU)2019/770(0J L 136,22.52019,p. 1).
Directive (EU) 2019/770 of the European Padiament and of the Council of 20 May 2019 on cettain aspects conceming contracts for
the supply of digital contentand digital services (OJ L 136,22.5.2019, p. 1).
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the switching process; and the estimated time necessary to complete the switching process.
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To facilitate interoperability and switching between data processing services, users and providers of data processing
services should consider the use of implementation and compliance tools, in particular those published by the
Commission in the form of an EU Cloud Rulebook and a Guidance on public procurement of data processing services.
In particular, standard contractual clauses are beneficial because they increase confidence in data processing services,
create a more balanced relationship between users and providers of data processing services and improve legal certainty
with regard to the conditions that apply for switching to other data processing services. In that context, users and providers
of data processing services should consider the use of standard contractual clauses or other self-regulatory compliance
tools provided that they fully comply with this Regulation, developed by relevant bodies or expert groups established
under Union law.

T LRI A OY PR Z 2R G 3DT-6D, BRI T — A B — 27 1 A ST
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Inorder to facilitate switching between data processing services, all parties mvolved, including both source and destination
providers of data processing services, should cooperate in good faith to make the switching process effective, enable the
secure and timely transfer of necessary data in a commonly used, machine-readable format, and by means of open
nterfaces, while avoiding service disruptions and maintaining continuity of the service.

YREH—EADEETAERED I 537 Ml 2 DR DR D BRI TR T D7Dl RS-
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Dataprocessing services which concem services of which the majority of main features has been custom-built torespond
to the specific demands of an individual customer or where all components have been developed for the purposes of an
individual customer should be exempted from some of the obligations applicable to data processing service switching,
This should not include services which the provider of data processing services offers ata broad commercial scale via its
service catalogue. It is among the obligations of the provider of data processing services to duly inform prospective
customers of such services, prior to the conclusion of a contract, of the obligations laid down in this Regulation that donot
apply to the relevant services. Nothing prevents the provider of data processing services fiom eventually deploying such
services at scale, in which case that provider would have to comply with all obligations for switching laid down in this
Regulation.
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HEL, U7 0 ADO—E LU THET 5 1 [RIRDOREFE LIRS, e E 8 Chiss
ZEDERSIVCND, ZHUPR, T UBR —E AT v S, ZOBBINDRAD BH 3 4F
BIZBOTh, FHTRIHD BBIDT=DIT, b or-E L T — 2 SR A iR Uist
FHZEINTELREThHD, ZOZEE, BEH, ~ VT 777 Rk A AR I A7 D CHEL
TRz ETD, FIUL, BRITKIL, FEEMMIED®S ICT Hillga 32 cxndolcL, £z, Thud,
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2 ST A iEE A EOREE B DI ONTEIRIEC) No 10602000, FHEIEU) No 6482012,
HIEU)No6002014, HIHIEU)No9092014 & UYHRIEU)2016/1011 Z241E T 2Rk K OBER200 2002 4 12
A 14 BOMAEU)20222554(0J1.333,27.122022,p. 1).
Regulation (EU) 2022/2554 of the Furopean Padiament and of the Council of 14 December 2022 on digital operational resilience
for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 60022014, (EU)No 9092014
and(EU)2016/1011 (OJL333,27.122022,p. 1).
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Inline with the minimum requirement allowing switching between providers of data processing services, this Regulation
also aims to improve interoperability for in-parallel use of muiltiple data processing services with complementary
functionalities. This relates to situations in which customers do not terminate a contract to switch to a different provider of
data processing services, butwhere multiple services of different providers are used in parallel, in an interoperable manner,
to benefit from the complementary fimctionalities of the different services in the set-up of the customer s system. However,
itis recognised that the egress of data from one provider of data processing services to another in order to facilitate the -
parallel use of services can be an ongoing activity, in contrast with the one-off egress required as part of the switching
process. Providers of data processing services should therefore continue to be able to impose data egress charges, not
exceeding the costs incurred, for the purposes of m-parallel use affer three years from the date of entry into force of this
Regulation. This is important, inter alia, for the successful deployment of multi-cloud strategies, which allow customers
to implement future-proof ICT strategies and which decrease dependence on individual providers of data processing
services. Facilitating a multi-cloud approach for customers of data processing services can also contribute to increasing
therr digital operational resilience, as recognised for financial service institutions in Regulation (EU) 2022/2554 of the
European Parfiament and of the Council 2.
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7SO OFH AIERME BT 28 S S Hpir e - SRR ORI 2 25T A2 & o&

B FRPNOREHE( I B35, AFONT, FRERAFES QI6RGEEC K OMHREAHES 93/15EEC WONTFRINEES O
HHSORS MOIEC, F55 M2SEC, 184 9516EC, F845 9723EC, 845 WBAEC, f84 200422EC, 54
2007/23/BC, 545 200923/EC J U4 2009/105EC ZTIEL, BEERIRTE 8705BEC KUV K UPES
D PETE No 16732006/EC ZFE 1T 2N L OBRF00 2012 4F 10 A 25 HOMRIEU) No 10252012 (OJ L
316,14.112012,p. 12).
Regulation (EU) No 1025/2012 of the European Parfiarment and of the Council of 25 October 2012 on European standardisation,
amending Council Directives 89/686/EEC and 93/15/EEC and Directives 949/EC, 94/25/EC, 95/16/EC, 97/23/EC, 98/34/EC,
2004/22/EC, 2007/23/EC, 200923/EC and 2009/105/EC of the European Parfiament and of the Council and repealing Council
Decision 87/95/EEC and Decision No 1673/2006/EC of the European Parliament and ofthe Council (OJL.316, 14.112012, p. 12).
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Open interoperability specifications and standards developed in accordance with Annex Il to Regulation (EU)
No 1025/2012 of the European Parliamentand of the Council®in the field of inferoperability and portability are expected
to enable a multi-vendor cloud environment, which is a key requirement for open innovation in the European data
economy. As the market adoption of identified standards under the cloud standardisation coordination (CSC) initiative
concluded n2016 has been limited, it is also necessary that the Commission relies on parties in the market to develop
relevant open interoperability specifications to keep up with the fast pace of technological development in this industry.
Such open interoperability specifications can then be adopted by the Commission in the form of common specifications.
In addition, where market-criven processes have not demonstrated a capacity to establish common specifications or
standards that facilitate effective cloud interoperability at the PaaS and SaaS levels, the Commission should be able, on the
basis of this Regulation and in accordance with Regulation (EU) No 1025/2012, to request Furopean standardisation
bodies to develop such standards for specific service types where such standards do not yet exist. In addition to this, the
Commission will encourage parties in the market to develop relevant open interoperability specifications. Aferconsulting
stakeholders, the Commission, by means of implementing acts, should be able to mandate the use of harmonised
standards for interoperability or common specifications for specific service types through a reference in a central Union
standards repository for the interoperability of data processing services. Providers of data processing services should
ensure compatibility with those harmonised standards and common specifications based on open interoperability
specifications, which should not have an adverse impact on the security or integrity of data. Harmonised standards for the
nteroperability of data processing services and common specifications based on open interoperability specifications will
be referenced only if they comply with the criteria specified in this Regulation, which have the same meaning as the
requirements inAnnex Il o Regulation (EU) No 1025/2012 and the interoperability facets defined under the intermational
standard ISO/IEC 19941:2017. In addition, standardisation should take info account the needs of SMEs.
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Third countries may adopt laws, regulations and other legal acts that aim to directly transfer or provide governmental
access to norpersonal data located outside their borders, including in the Union. Judgments of courts or tribunals or
decisions of other judicial or administrative authorities, including law enforcement authorities in third countries requiring
such transfer or access to non-personal data should be enforoeable when based on an intemational agreement, such as a
mutual legal assistance treaty; in foroe between the requesting third country and the Union or a Member State. In other
cases, situations may arise where a request o transfer or provide access to non-personal data arising from a third country
law conflicts with an obligation to protect such data under Union law or under the national law of the relevant Member
State, in particular regarding the protection of flndamental rights of the individual, suchas theright to security and the right
to an effective remedy, or the fmdamental interests of a Member State related to national security or defence, as well as
the protection of commercially sensitive data, including the protection of trade secrets, and the protection of intellectual
property rights, including its contractual undertakings regarding confidentiality in accordance with such law. In the
absence of intemational agreements regulating such matters, transfer of or access to non-personal data should be allowed
only if ithas been verified that the third country’s legal system requires the reasons and proportionality of the decision to
be set out, that the court order or the decision is specific in character; and that the reasoned objection of the addressee is
subject to a review by a competent third-country court or tribunal which is empowered to take duly into account the
relevant legal interests of the provider of such data. Wherever possible under the terms of the data access request of the
third country’s authority, the provider of data processing services should be able to inform the customer whose data are
being requested before granting access to those data in order to verify the presence of a potential conflict of 'such access
with Union or national law; such as that on the protection of commercially sensitive data, including the protection of trade
secrets and intellectual property rights and the contractual undertakings regarding confidentiality.
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To foster firther trust in data, it is important that safeguards to ensure control of their data by Union citizens, the public
sector bodies and businesses are implemented to the extent possible. In addition, Union law, values and standards
regarding, inter alia, security; data protection and privacy, and consumer protection should be upheld. In order to prevent
unlawful govemmental access to non-personal data by third-country authorities, providers of data processing services
subject to this Regulation, such as cloud and edge services, should take all reasonable measures to prevent access to
systems on which non-personal data are stored, including, where relevant, through the encryption of data, frequent
submission to audits, verified adherence torelevant security reassurance certification schemes, and by the modification of
corporate policies.
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AN, BRINEERICL S TREISNARETHD, Il Y, A7 TrlBHRRERR T, 7D,
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Standardisation and semantic interoperability should play a key role to provide technical solutions to ensure
mteroperability within and among common European data spaces which are purpose or sector specific or cross-sectoral
mteroperable frameworks for common standards and practices to share or jomntly process data for, nter alia, the
developmentof new productsand services, scientificresearch or civil society mitiatives. This Regulation laysdowncertain
essential requirements for interoperability. Participants in data spaces that offer data or data services to other participants,
which are entities facilitating or engaging in data sharing within common Furopean data spaces, including data holders,
should comply with those requirements insofar as elements under their control are concerned. Compliance with those
rules can be ensured by adhering to the essential requirements laid down in this Regulation, or presumed by complying
with harmonised standards or common specifications via a presumption of conformity. In order to facilitate conformity
with the requirements for interoperability; it is necessary to provide for a presumption of conformity of nteroperability
solutions that meet harmonised standards or parts thereof in accordance with Regulation (EU) No 10252012, which
represents the framework by default to elaborate standards that provide for such presumptions. The Commission should
assess barriers to interoperability and prioritise standardisation needs, on the basis of which it may request one or more
European standardisation organisations, pursuant to Regulation (EU) No 10252012, to draft harmonised standards
which satisfy the essential requirements laid down in this Regulation. Where such requests do not result in harmonised
standards or such harmonised standards are insufficient to ensure conformity with the essential requirements of this
Regulation, the Commission should be able to adopt common specifications in those areas provided that in so doing it
duly respects the ole and finctions of standardisation organisations. Common specification should be adopted only asan
exceptional fallback solution to facilitate compliance with the essential requirements of this Regulation, or when the
standardisation process is blocked, or when there are delays in the establishment of appropriate harmonised standards.
Whereadelay is due to the technical complexity of the standard in quiestion, this should be considered by the Commission
before contemplating the establishment of common specifications. Common specifications should be developed in an
open and inclusive manner and take info account, where relevant, the advice of the European Data Innovation Board
(EDIB) established by Regulation (EU)2022/868. Additionally, common specifications in different sectors could be
adopted, in accordance with Union or national law, on the basis of specific needs of those sectors. Furthermore, the
Commission should be enabled to mandate the development of harmonised standards for the mteroperability of data

(104) F—ZIHEED M-S I T30 — VR & A ) LS50, TEEAAM,
B DT AW F A IT X WH DI DO EEDIEATIETHT 7V r—a OIS
AT p A — N B AV ED B A ED DNV 2 D, DI A~ — NI K%
FEADBLH T AT DR T D1, JHAIIEU) No 10252012 | ZHE> CTREA LS HfriE
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Topromote the mteroperability of tools for the automated execution of data sharing agreements, it isnecessary to lay down
essential requirements for smart contracts which professionals create for others or integrate in applications that support the
implementation of agreements for data sharing, In order to facilitate the conformity of such smart contracts with those
essential requirements, it is necessary to provide for a presumption of conformity of smart contracts that meet harmonised
standards or parts thereof in accordance with Regulation (EU) No 1025/22012. The notion of ‘smart contract” in this
Regulation is technologically neutral. Smart contracts can, forexample, be connected to an electronic ledger: The essential
requirements should apply only to the vendors of smart contracts, although not where they develop smart contracts in-
house exclusively for internal use. The essential requirement to ensure that smart contracts can be interrupted and
terminated implies mutual consent by the parties to the data sharing agreement. The applicability of the relevant rules of
civil,contractual and consumer protection law to data sharing agreements remains or should remain unaffected by the use
of smart contracts for the automated execution of such agreements.
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Todemonstrate fulfilment of the essential requirements of this Regulation, the vendor of a smart contract, or inthe absence
thereof, the person whose trade, business or profession involves the deployment of smart contracts for others in the context
of executing an agreement or part of it, to make data available in the context of this Regulation, should perform a
conformity assessment and issiie an EU declaration of conformity. Such a conformity assessment should be subject to
the general principles st out in Regulation (EC) No 765/2008 of the European Parliament and of the Council®® and
Decision No 768/2008/EC of the Furopean Parfiament and of the Council .,

# SRE DEY e FED DM OWIHIEEC) No 33993 22 I 2R e MO0 2008 £F- 7 1 9 AODBIHI
(EC)No 7652008 (OJ L. 218, 13.832008, p. 30).
Regulation (EC) No 7652008 of the European Pariament and of the Council of 9 July 2008 setting out the requirements for
accreditation and repealing Regulation (EEC) No 33993 (OJ L 218, 13.82008, p. 30).
3 UL~ —rT 17 DIEEIHETH BET DM OBRSRIRTE 9BM6SEEC AR I3 2N e OV
D 200847 A 9 HDHTE No 7682008 EC (OJL218, 13.82008,p. 82).
DecisionNo 768/2008/EC ofthe Furopean Parliament and of the Council of 9 July 2008 ona common framework forthe marketing
of products, and repealing Council Decision 93/465/EEC (OJL.218, 13.82008, p. 82).
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Besides the obligation on professional developers of smart contracts to comply with essential requirements, it is also
important to encourage those participants within data spaces that offer data or data-based services to other participants
within and across common Furopean data spaces to support interoperability of tools for data sharing including smart
contracts.
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ZOHIRINOE A LRS54 TORMBIZRL, B iEHRREL T X Thd, 7 —FiiiE
U EHRESR S, BISHEROGHS Y [T, ZOMAD P2\ T —Z Y /oL
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In order to ensure the application and enforcement of this Regulation, Member States should designate one or more
competent authorities. If a Member State designates more than one competent authority, it should also designate fiom
among them a data coordinator. Competent authorities should cooperate with each other: Through the exercise of their
powers of nvestigation in accordance with applicable national procedures, competentauthorities should be able to search
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for and obtain information, in particular in relation to the activities of entities within their competence and, including in the
context of joint investigations, with due regard to the fact that oversight and enforoement measures conceming an entity
under the competence of another Member State should be adopted by the competent authority of that other Member
State, where relevant, in accordance with the procedures relating to cross-border cooperation. Competent authorities
should assist each other in a timely manner, in particular when a competent authority in a Member State holds relevant
mformation for an mvestigation carried out by the competent authorities in other Member States, or is able to gather such
mformation to which the competent authorities in the Member State where the entity is established do not have access.
Competentauthorities and data coordinators should be identified ina public register maintained by the Commission. The
data coordinator could be an additional means for facilitating cooperation in cross-border situations, such as when a
competent authority fiom a given Member State does not know which authority it should approach in the data
coordinator’s Member State, for example where the case is related to more than one competent authority or sector: The
data coordinator should act, infer alia, as a single point of contact for all issues related to the application of this Regulation.
‘Where no data coordinator has been designated, the competent authority should assume the tasks assigned to the data
coordinator under this Regulation. The authorities responsible for the supervision of compliance with data protection law
and competent authorities designated under Union or national law should be responsible for the application of this
Regulation in their areas of competence. In order to avoid contlicts of interest, the competent authorities responsible for
the application and enforcement of this Regulation in the area of making data available following arequest on the basis of
an exoeptional need should notbenefit from the right to submit such a request.

(108) ZOHIRND NI D Y% DF OMEREATHET H7-80, BIRAROVENT, FHEERNTAZHTE
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In order to enforce their rights under this Regulation, natural and legal persons should be entitled to seek redress for
nfringements of their rights under this Regulation by lodging complaints. The data coordinator should, upon request,
provide all the necessary information to natural and legal persons for the lodging of their complaints with the appropriate

* BRSO BT ZBEL TR 2 BOIEN Y SRR I B2 S OBIAIIEC) No 200612004 ZBE 1L T2
MRS M O 220D 20174 12 A 12 HOBHIEU)2017/23%(0T1.345,27.122017,p. 1).
Regulation (EU)2017/2394 ofthe Furopean Partiament and of the Council of 12 December 2017 on cooperation between national
authorities responsible for the enforcement of consumer protection laws and repealing Regulation (EC) No 200622004 (QJ L 345,
27.122017,p.1).
T HEE ORI RSORSEDT-OOARFFRIN BT DM OYE T 200922/BC 2B 132k M e O
200 20204F 11 A 25 HO$E4(EU)2020/1828 (OT1.409,4.122020,p. 1).
Directive (EU) 2020/1828 of the European Parliament and of the Council of 25 November 2020 on representative actions for the
protection of the collective interests of consumers and repealing Directive 2009/2/EC (OJ L409,4.12.2020,p. 1).
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competent authority. Those authorities should be obliged to cooperate to ensure a complaint is appropriately handled and
resolved effectively and in a timely manner: In order to make use of the consumer protection cooperation network
mechanism and to enable representative actions, this Regulation amends the Annexes to Regulation (EU) 20172394 of
the Furopean Parliament and of the Council ® and Directive (EU) 2020/1828 of the European Partiament and of the
Council®.
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Competent authorities should ensure that infringements of the obligations laid down in this Regulation are subject to
penalties. Such penalties could include financial penalties, wamings, reprimands or orders to bring business practices into
compliance with the obligations imposed by this Regulation. Penalties established by the Member States should be
effective, proportionate and dissuasive, and should take into account the recommendations of the EDIB, thus contributing
toachieving the greatest possible level of consistency in the establishment and application of penalties. Where appropriate,
competent authorities should make use of interim measures to limit the effects of an alleged infriingement while the
investigation of that infiingement is ongoing. In so doing, they should take into account, inter alia the nature, gravity; scale
and duration of the infringement in view of the public interest at stake, the scope and kind of activities carried out, and the
economic capacity of the infinging party. They should also take into account whether the inffinging party systematically
or recurrently fails to comply with its obligations under this Regulation. In order to ensure that the principle of re bis in
idem is respected, and in particular to avoid that the same infringement of the obligations laid down in this Regulation is
penalised more than once, a Member State that intends to exercise its competence in relation to an infringing party that is
not established and has not designated a legal representative in the Union should, without undue delay, inform all data
coordinators as well as the Commission.
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The EDIB should advise and assist the Commission in coordinating national practices and policies on the topics covered
by this Regulation as well as in delivering on its objectives in relation to technical standardisation to enhance
nteroperability. It should also play a key role in facilitating comprehensive discussions between competent authorities
conceming the application and enforcement of this Regulation. That exchange of information is designed to increase
effective acoess to justice as well as enforcement and judicial cooperation across the Union. Among other functions, the
competent authorities should make use of the EDIB as a platform to evaluate, coordinate and adopt recommendations
onthe setting of penalties for infringements of this Regulation. It shouldallow for competentauthorities, with the assistance
of the Commission, to coordinate the optimal approach to determining and imposing such penalties. That approach
prevents fragmentation while allowing for Member State’s flexibility and should lead to effective recommendations that
support the consistent application of this Regulation. The EDIB should also have an advisory role in the standardisation
processes and the adoption of common specifications by means of implementing acts, in the adoption of delegated acts
to establish a monitoring mechanism for switching charges, imposed by providers of data processing services and to
further specify the essential requirements for the interoperability of data, of data sharing mechanisms and services, aswell
asof the common European data spaces. It should also advise and assist the Commission in the adoption of the guidelines
laying down interoperability specifications for the fimctioning of the common European data spaces.
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Inorderto helpenterprises to draftand negotiate contracts, the Commission should develop and recommend non-binding
model contractual terms for business-to-business data sharing contracts, where necessary taking into account the
conditions inspecific sectors and the existing practioes with voluntary data sharing mechanisims. Those model contractual
terms should be primerily a practical tool to help in particular SMEs to conclude a contract. When used widely and
mtegrally, those model confractual terms should also have the beneficial effect of influencing the design of contracts
regarding access to and the use of data. and therefore lead more broadly towards fairer contractual relations whenaccessing

andsharing date.
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In order to eliminate the risk that holders of data in databases obtained or generated by means of physical components,
such as sensors, of a connected product and a related service or other machine-generated data, claim the su4 generis right
under Article 7 of Directive 96/9/EC, and in so doing hinder, in particular, the effective exercise of the right of users to
acoess and use data and the right to share data with third parties under this Regulation, it should be clarified that the su4
generis right does not apply to such databases. That does not affect the possible application of the sui gereris right under
Atticle 7 of Directive 9%6/9/EC to databases containing data falling outside the scope of this Regulation, provided that the
requirements for protection pursuant to paragraph 1 of that Article are fulfilled.
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B 0JL123,1252016,p. 1.
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In orderto take account of technical aspects of data processing services, the power to adopt acts inaccordance with Article
290 TFEU should be delegated to the Commission in respect of supplementing this Regulation in order to establish a
monitoring mechanism on switching charges imposed by providers of data processing services on the market, and to
further specify the essential requirements in respect of interoperability for participants in data spaces that offer data or data
services to other participants. It is of particular importance that the Commission carry outappropriate consultations during
its preparatory work, including at expert level, and that those consultations be conducted inaccordance with the principles
laid down in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making®. In particular, to ensure equal
participation in the preparation of delegated acts, the Furopean Partiament and the Council receive all documents at the
same time as Member States’ experts, and their experts systermatically have access to meetings of Commission expert
groups dealing with the preparation of delegated acts.
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In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should be
conferred on the Commaission in respect of the adoption of common specifications to ensure the inferoperability of data,
of data sharing mechanisms and services, as well as of common Furopean data spaces, common specifications on the
interoperability of data processing services, and common specifications on the interoperability of smart contracts.
Implementing powers should also be conferred on the Commission for the purpose of publishing the references of
harmonised standards and common specifications for the interoperability of data processing services in a central Union
standards repository for the interoperability of data processing services. Those powers should be exercised in accordance
with Regulation (EU) No 1822011 of the Furopean Partiament and of the Council®.
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Regulation (EU) No 1822011 of the European Parliamentand of the Council of 16 February 2011 laying down the rules and general
principles conceming mechanisms for control by the Member States of the Commission’s exercise of implementing powers (OJ L
55,282.2011,p. 13).
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— A B DOMERN X3 BHIE, 203, SRS LT A S—tF 207 EOEEED
B2 UTy FOBEHDLAR, T —HA~DT 7B ORI AR DRI 27455, Z0D
AT E, BN @7 —2Z2BOBIR OB BT, 203, oMo CEDHN-E
FABRIMCARLC, BARRLE EOFEEHIZED H DT T —H ~DT 7 A& D TRVZEDT
— DR EHEBRHEHDEL QANBIERMEATE R ONENTAI 230 T, KRB R ER £ 0
ZEAF ISR,

This Regulation should be without prejudice to rules addressing needs specific to individual sectors or areas of public
mterest. Such ules may include additional requirements on the technical aspects of data access, such as interfaces for data
access, or how data access could be provided, for example directly from the product or via data intermediation services.
Such rules may also include limits on the rights of data holders to access or use user data, or other aspects beyond data
access and use, such as govemance aspects or security requirements, including cybersecurity requirements. This
Regulation should also be without prejudice to more specific rules in the context of the development of common
European data spaces or, subject to the exceptions provided for in this Regulation, to Union and national law providing
for access to and authorising the use of data for scientific research purposes.

(116) ZOMANT, BEFOEDIEM, 0T, TFEU O 101 S 0% 102 Sl s8% 5.2 C
137257020, ZORAIDOHFCEDLN-TFBI L, TFEU (IR D8R TRt AR 5701 FIH
SIVTUT 20,

This Regulation should not affect the application of the rules of competition, in particular Articles 101 and 102 TFEU.
The measures provided for in this Regulation should notbe used torestrict competition in amanner contrary to the TFEU.

(117) ZO#IRNoE FHEIFRNIZ8 A T 28 D3 ZOBIRIDO HCRED AT/ HEITEIGL, 230, 2
BLI2BHAT EOFSL TEATOZEN TELINTT D72, FHHOBIEIL, 2025 49 A 12 H)
SN &ETHD,

In order toallow actors within the scope of this Regulation to adapt to the new tules provided for herein, and to make the
necessary technical anrangements, those rules should apply from 12 September 2025.

(118) FRINT —H LR By e ORI T — AR BT, FRAIEU) 20181725 D5 42 5565 1 KON
2 T CHE> T RBEIASZ1T, 2002 4F 5 A 4 BITERMNT — 25 B e e OV T — it
EEASOEREAEH U,

The European Data Protection Supervisor and the Furopean Data Protection Board were consulted in accordance with
Aticle42(1) and (2) of Regulation (EU) 2018/1725 and delivered their opinion on 4 May 2022.

(119) ZOHRAIND B, F7006, T —HRK0O1T 2538 DHINZISITHT — 2D DAEDEL 3 DN TES
TR D R OST —Z DT OO EIEDIN TSR T H 4 ﬁr’%‘éﬁ DITT—H~DNIE
2T 7 RAET —AORIHE BT 58 L, #EEIC L A SE#ESIUG T, 2 OIEEID
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BURE TR N OEE AR 57— ORI DRI, FRINEEL VU TIDR#RL
13507C, BINHEETE, BNBEGAHIDE 5 RO TEDHIVATEHEDIFRINIE , HiEAHE
RTED, [FZROPTEDLIHBIMEDIFRNIAE N, ZOMRNE, ZOBIRID B e #3757
DI TILBELIRDEZ AR DT EDTR,

Since the objectives of this Regulation, namely ensuring faimess in the allocation of value from data among actors in the
data economy and fostering fair access to and use of data in order to contribute o establishing a genuine ntemal market
for data, cannot be sufficiently achieved by the Member States but can rather, by reason of the scale or effects of the action
and cross-border use of data, be better achieved at Union level, the Union may adopt measures, in accordance with the
principle of subsidiarity as set out in Article 5 of the Treaty on Furopean Union. In accordance with the principle of
proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order to achieve those
objectives,

LI EDLI0THADT, ZOHBIEEART%:

HAVE ADOPTED THIS REGULATION:
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FIE RARVISEIA
ChapterI General Provisions

8 1% MNSEERUERRER
Atticle1 Subject matter and scope

L.

ZORANE, Bhrh, LUFOREFEI RS R A LS UER B0 %:

This Regulation lays down harmonised rules, inter alia, on:

@

®)

©

@

©

®

2RI T R F IR —E 2OFHF TR U TR 7 — 2 R OB — e 27— 5%
A CEDIDNTTDIE;

the making available of product data and related service data to the user of the connected product or related service;
T —HZHEETH L, T —ARAEI LS T2 AR CEDITT DL,

the making available of data by data holders to data recipients;

INFRORIERIZ IV N CIHRSIVAAEB OIS O TOT DI 7% T — 2Tk B M
BEPAET D5, NSHSETHORMRE, RNZE L, RN PSR TR O M A DRk
WL, T —HRAEI LS T —2 AR TEAITT 5L,

the making available of data by data holders to public sector bodies, the Commission, the European Central Bank
and Union bodies, where there is an exceptional need for those data for the performance of a specific task caried
out in the public interest;

TSR ARRDYPRR ARG T DL

HAENT —Z DV — R S—=T A OETT B AR S DR R RN T DT8O

el
introducing safeguards againstunlawful third-party access to non-personal data; and
T IRASI, ARSI ORIHSIS T —2 07O DR FEHIMEOBARIEEDRIE,

the development of interoperability standards for data to be accessed, transferred and used.
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ZOHANE, L FOSARIBNT, UL FOZAT DT —4%E0, [HNT—4 R OHE AT —HIZ
SUCEASNS:

This Regulation covers personal and non-personal data, including the following types of data, in the following contexts:

@

©)

©

@

©

®

FIES, WADOHBHBRINOS LS GEIRE, 27 ML L OB —e2aotsE, R
MOBMEERIR T 57 — AT U TS,

Chapter IT applies to data, with the exception of content, conceming the performance, use and environment of
cornected products and related services;

5B EL D, HlEE LT —IEERB AR T DRERIPIO T =AU Clflsh,;
Chapter [l applies to any private sector data that is subject o statutory data sharing obligations;

5 IV BIE, EROSKE L T 7 AR ORI SO R D7 —2 2L
THEMS;

Chapter IV applies to any private sector data acoessed and used on the basis of contract between enterprises;
9V EL, FEE AT A A TR O T —2 e U Gl S ;
Chapter V applies to any private sector data with a focus on non-personal data;

BVIEY, T2 —E 27 0 M Z | s BRSNS T —Z O —E A S Ui
S

Chapter VI applies to any data and services processed by providers of data processing services;

EVIEL, T2 —E 270 S 2 2o TRMNE S P TIB CRRA SV T VA IEE
AT LTRSS,

Chapter VIl applies to any non-personal data held in the Union by providers of data processing services.

ZOBANT, LIFOFISHLTEMSNS:

This Regulation applies to:

@

UREREEE M O 0 M Z DY DT HOL T, BRNESNO TSI E) =1y
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T RSO RLES K OBhE—E 2D 7 1A 47

manufacturers of connected products placed on the market in the Union and providers of related services,
trrespective of the place of establishment of those manufacturers and providers;

@ T T NS IR ADR N & ORI
users in the Union of connected products or related services as referred to in point (2);

Y%7 — R EORRDGININOL S, MNEENOT —AZ B T LT —2%
A TERINTT 27—

data holders, irespective of their place of establishment, that make data available to data recipients in the Union,
YBEDEITH U TT =2 CEDINTSITRIIMNE A ND T —F5 5
datarecipients in the Union to whom data are made available;

INHEDOFRFIZIY TR VAR ORRFS DR TOT O 3% T — 2 Tt HF N
BN ES DSl W TT — R FI TR T —FAAI I CELIDNTT HTEAZDR
FRNHFIORR, KINEEZ, BN REYT R OBRIMEESORHRK; 1O, £0dors
BERIISC YT —2 2R i 27 — 2G4

public sector bodies, the Commission, the European Central Bank and Union bodies that request data holders to
make data available where there is an exceptional need for those data for the performance of a specific task carried
out in the public interest and to the data holders that provide those data inresponse to such request;

YT — P — 27 0 A Z DL OB OS S, BRINEENOBEI L TE
DI e —EREARMA BT —ZUER—E 2T 1 K

providers of data processing services, irespective of their place of establishment, providing such services to
customers in the Union;

T —HZERIDSNIE e A~ — I NS T TV r— a DU WS4 DFE D
5|, FEEEIBEEDS, AEOIATOM I Y CIE DI DD A~—NEKID Bzt
FELTNDHE,

participants in data spaces and vendors of applications using smart contracts and persons whose trade, business or
profession nvolves the deployment of smart contracts for others in the context of executing an agreement.
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ZORAD =R T NS E A IERE — 2 B DL, ZOIIRBIT, UrkdET
G NRAFI T R FT BT — B AL DR TROVED DRI T, (BT S 25 M
Aol bERS D,

Where this Regulation refers to connected products or related services, such references are also understood to include
virtual assistants insofar as they interact with a connected product or related service.

ZORIAN, BECY ROMERR M OMREHEIR M O —& EAROMERE G, NT—X 58, 7
TA 2 — KON E DR O TR AR R D 52 AN B AR B A L ONEINIE T
ZHUSDORRIMNEAYE L ONEPED EPT EVDIF, HRIIBU) 2016679 K OFHAIBU) 20181725 AR
\ZHE 200258/BC DHCEDHAIVTY VORER K USSHED BRI IV THBES A AT —XIZ
KU GHEASNOIESZIT 720, FIFENT =X FRTHARIZRB YT, ZOMRIDE T #=D
HCEDHIVCBHERNIE, FHEIEU) 2016679 DE 15 SO 20 00 FIZBITHT—HERIC
L7 7B ARDMER J O —4 T EOMER e Atlie 75, ZORAIEE AT —2H LU T4 3
— IR BT RN AR T DI BRINEATE I > THRS I ENNEE DR T
BfNVETBEA, AT —Z T T4 3 — DA B3 Ak 7 R NS E A 7= X EN

EDMES R 72D,

This Regulation is without prejudice to Union and national law on the protection of personal data, privacy and
confidentiality of communications and integrity of terminal equipment, which shall apply to personal data processed in
connection with the rights and obligations laid down herein, in particular Regulations (EU) 2016/679 and (EU)
2018/1725 and Directive 2002/58/EC, including the powers and competences of supervisory authorities and the rights of
data subjects. Insofar as users are data subjects, the rights laid down in Chapter 11 of this Regulation shall complement the
rights of access by data subjects and rights to data portability under Articles 15 and 20 of Regulation (EU) 2016/679. In
the event of a conflict between this Regulation and Union law on the protection of personal data or privacy, or national
legislation adopted in accordance with such Union law;, the relevant Union or national law on the protection of personal

data or privacy shall prevail.

ORI, ERIOETARE AN EEIR DRI TS DD T O OATLEDEGRDITHL, &
VLT, T A DT OATE DO BRI R ST E 2 T AU E L,

This Regulation does not apply to or pre-empt voluntary arrangements for the exchange of data between private and
public entities, in particular voluntary arrangements for data sharing,

ZORKRAIN, JEFRATADBLIL, B, B LIZERBE I IFIEIOE 70 HIDTb D F =13
B OSEFAD HIDTb DT —2 DA, T —2~DT 7 BA R T —ZOF | HZED TR
INES O TAEATEPNE T, L0, HHHIEU)2021/784, HRIEU) 20222065 & OHHHIEU)
2023/1543 M ONZHE 3 (BU)2023/1544 71 IR0 8 SR DIERSAY e lih N Cx U CRE % 5.2 700,
ZORANT, FHIEU) 2015847 K OFER(EU) 2015849 O FBITHT —H DL, T —X DA,

F BT I RAEATT —HORFNRU T, SR, ZORRIE, RS5O
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JHEHAM D5 R U TSI, 730, HERREIDMHEREL DRI IV N THERLIE Sl
B Il DI EDOFTALEZ T TAEEIRDOAAT DRNFIHOL T, W IVeb AU Th, /Ait
DURZ, ERGEITEF LR BT DR EORERBI L C, 20, EFROME L FoFE
MR DL MO EERF A HERT T D a5, A2, ERiE I il%%ééf%ﬁau%
DORERRE D W ZEMEREA T DT 5D DR RIEIDMEREI SR TR A 5.2 700\, ZORIAI, BIRl
K OSBRI TR A I RO 2 TR DA R E OMEREL XL TR A B2 700,

This Regulation does notaffect Union or national legal acts providing for the sharing of; access to and the use of data for
the purpose of the prevention, investigation, detection or prosecution of criminal offences or for the execution of criminal
penalties, or for customs and taxation purposes, in particular Regulations (EU) 2021/784, (EU) 20222065 and (EU)
2023/1543 and Directive (EU) 2023/1544, or international cooperation in that area. This Regulation does notapply tothe
collection or sharing of, access to or the use of data under Regulation (EU) 2015/847 and Directive (EU) 2015/849. This
Regulation does not apply to areas that fall outside the scope of Union law and in any event does not affect the
competences of the Member States conceming public security, defence or national security, regardless of the type of entity
entrusted by the Member States to carry out tasks in relation to those competences, or their power to safeguard other
essential State functions, including ensuring the territorial integrity of the State and the maintenance of law and order: This
Regulation does not affect the competences of the Member States conceming customs and tax administration or the
health and safety of citizens.

ZORANE, 77T ROYPRZ B DRI ATRE 235 2 AN A 828~ C, BIAIED)
2018/1807 D H C IO 7 o —F 5555,

This Regulation complements the self-regulatory approach of Regulation (EU) 2018/1807 by adding generally
applicable obligations on cloud switching,

ZOIRAIN, A EHEOARE A T 6O VAN A DS T4 K OVE N T4, L0, F84
200129/EC, 545 200448/EC } OV (EU) 2019790 ZAh1T 720 N,

This Regulation is without prejudice to Union and national legal acts providing for the protection of mtellectual property
rights, in particular Directives 2001/29/EC, 2004/48/EC and (EU) 2019/790.

ZORANT, HEE ORI ESEDZE R OB A~ L OV B A R i D S OV
EBEHOREE, 72k ORFEIRIS 2R #E T DN ST ARN AL, S0blT, 154
93/13/BEC, 54 200529/EC }2 U¥ES 201183/EU ZAiH5EL, 1>, FAUamhF7au,

This Regulation complements and is without prejudice to Union law which aims to promote the interests of consumers
and ensure a high level of consumer protection, and to protect their health, safety and economic interests, in particular
Directives 93/13/EEC, 200529EC and 2011/83/EU.

ZORANT, ARRTHERESN ORI G, RO 2T — ATl C, ZOHAID
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I CIEDLI B AT I IO R0
This Regulation does not preclude the conclusion of voluntary lawfil data sharing contracts, including contracts
concluded on areciprocal basis, which comply with the requirements laid down in this Regulation.
B2k ER
Atticle2 Definitions
ZOHRIND BRIDTZDIZ, LLFDEFRDSHEHSIS:
For the purposes of this Regulation, the following definitions apply:

) [F=2143, T8, R E SR ORI DS a0, 172, FIREUIN
W OEDII TRy, FHREAE f*?&@ﬁ%%@T/%l/i‘%fﬁ@: g=USOR

‘data’ means any digital representation of acts, facts or information and any compilation of such acts, facts or
nformation, including in the form of sound, visual or audio-visual recording;

Q TAET—2 YT, YT X OR R F AR RGN T DT — A DNE F IR O
BSOS ERL ;

‘metadata’means a structured description of the contents or the use of data facilitating the discovery or use of that
data;

@) MEAT—2 143, FRIEU)2016679 O 4 5555 1 SO CERSIVAHAT —2D L%,
L,

“personal data’means personal data as defined in Article 4, point (1), of Regulation (EU) 2016/679;

@  BEHEAT—2183, BAT—ZLSNDT =2 DL EIRL
“non-personal datameans data other than personal data;

O [=2RITREL AT, SeBEhORH F 3BREELER 357 — 22115, ERlidT e
L, 730, EBET—E X, Wi 3 L7 2 AU T T — 2
ETEDML Tl C, TDORAHI RN, FIHIE LA DS FE DT — S 250k
TRAFL, WL SR T DL TR NBDDZLEER T 5,

‘connected product’ means an item that obtains, generates or collects data conceming its use or environmentand
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that is able to commumnicate product data via an electronic communications service, physical connection or on-
device acoess, and whose primary function is not the storing, processing or transmission of data on behalf of any
party other than the user;

[BR#Y—b R U3, Y7 =T %50, B EE T —EAUSNDT VAN —E AT T,
BN, BHEE/2T) — 2D ICIBNT, ZDOT V2 NA—E 20 TUE, Si%ar TR
BUENZORERD 1 BT A T T DM DA I/ 27k CSas il
PN abo, Fa3, FHRANS, BEEDL LI —R ST o TG xR
DESRERATINL, 77" 7 —hUb LI TS D7D 3 i L S S Db DD L5 .
L ;

‘related service” means a digital service, other than an electronic communications service, including software,
which is connected with the product at the time of the purchase, rent or lease in such a way that its absence would
prevent the connected product from performing one or more of its fimetions, or which is subsequently connected
to the productby the manufacturer or a third party to add to, update or adapt the fnctions of the connected product;

R 1%, BB ST - TRBI LA BN T, IE, 208k, TRtE, HERY, SCORRAE,
EIELLIIZERE, Mgk, 2, i, HEICIDB0R, B, F203, 2hbbisto, 5 —4%,
LIFT =20y MR CEDINTT H TR, BHIB LTS, HilFR, 1S LI
DI, T—HEATT —E D NTH L GEITSNA RS TH TS 1D ' hd
ZEEEMRL,

‘processing” means any operation or set of operations which is performed on data or on sets of data, whether ornot

by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination, or other means of making them available,
alignment or combination, restriction, erasure or destruction;

[T — U —E 2 | L1, BRI U CRRIESA, o, SR b, kL F-idm s
YRR MBS DR FTRE CHY, JERATRE CHD O DS LN 2T 1 T
BEOIHAFENT =T —NADAEFHRACTHA LT~ RO NT— 7 7B A% FEHLATREICL,
T HRIEZAUSBHOTHY, 130, Fy NI EE O TH LT —E 27 A& LD
NEN LD TV —ASNDT VHNAP—EADI L EIRL

‘ data processing service”means a digital service thatis provided to a customer and thatenables ubiquitous and on-
demand network access toa shared pool of configurable, scalable and elastic computing resources of a centralised,
distributed or highly distributed nature that can be rapidly provisioned and released with minimal management
effort or service provider interaction;

[ —EAZAT | L, [Al—DETDRR, T — A — 2T/ O AE
AT DT — AR —EAD B NOZ LA EIRL ;
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‘same service type’ means a set of data processing services that share the same primary objective, data processing
service model and main functionalities;

[T =2 —E 2 L1, HIHIEBU) 2022868 D5 2 5255 11 5D CREFRSIV=T — 2
P—EADZLEEIRL;

‘ data intermediation service’ means data intermediation service as defined in Article 2, point (11), of Regulation
(EU)2022/368;

[ —2 K143, FRIEU)2016679 0% 4 5485 | SATR T —Z BROZ LA 8L,
“ data subject’ means data subject as referred to in Article 4, point (1), of Regulation (EU) 2016/679;

TR 140, 277 R AARAA UL L33 R Ol v 7 R AR 375
72O DS HER DR R A2 T2 BAR AN F A HEA T ISE Y —E 252 A HARA
HLLITEADZ LA ERL ;

“user’ means a natural or legal person that owns a connected product or to whom temporary rights to use that
connected product have been contractually transferred, or that receives related services;

7 =20 143, OB, B ATRERRNNE G TE S TRRMEGIE > THRIRSh
TEPALAEITE , T ECHESITODLXIT, BhE—E ADfRILDMIS7%DE D
SEF TR T —F FIBE Y — e 2T — 245, 724 FILL ORI
TEDINT DR F I H b O BIRNFATEANDZEETIRL

‘data holder’ means a natural or legal person that has the right or obligation, in accordance with this Regulation,
applicable Union law or national legislation adopted in accordance with Union law to useand make available data,
including, where contractually agreed, product data or related service datawhich ithas retrieved or generated during
the provision of a related service;

(7 =% 88 | L3, RIREDST =R E T BRI — R/ =T FE 3K
PNIEETES LI IR NIE SIE > THIRSHIZEINNLED P2 HIER EOFHITHE
IV —b =T % T, 2T LTI IERES —EZORH LSO, L%DH DI
G, FE, TaSEBCEL B30 HIOTOIATEIL, MEZOFITH L T — %A H
TSR CEDINTT D ARANFATEADZLZ FIRL

‘ datarecipient’means anatural or legal person, acting for purposes which are related to that persons trade, business,
craft or profession, other than the user of'a connected product or related service, to whom the data holder makes
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dataavailable, including a third party followinga request by the user to the data holderor in accordance with a legal
obligation under Union law or national legislation adopted in acoordance with Union law;

M7 —2 | 43, TNk E 3, BEEE A0, FIE, 72 REE F3—F
=TI TEFBET—E X, WBRY s S 3 LOT 72U Tidah
FDINBEEE DS BGE T T M ORI > TSNS T —# DT EATIRL

“product data’ means data generated by the use of a connected product that the manufacturer designed to be
retrievable, via an electronic communications service, physical connection or on-device access, by a user, data
holder or a third party, including, where relevant, the manufacturer;

R —E 27 —% |13, FIREOITEIOT VUL a7 RSB E- 5 sk
FOT A ERBTHT—2Th>C, Uiz AFI I CRXMIRE RSN, F20T,
B —E 2O O ORI FHE O TEIORIFEMIE L T S Z I > TUERR S AL D
DZEEEMRL;

‘related service data’ means data representing the digitisation of user actions or of events related to the connected

product, recorded intentionally by the user or generated as a by-product of the user’s action during the provision of
arelated service by the provider;

[BECRI RIREL 2> QST —H | M, R B A2 DB I3 ) 17aLU, =
FIT R FT - B 2 ST — A B DA A T T S rTRE R
BT —2 K OB —E 2T — 2D A IR

‘readily available data’ means product data and related service data that a data holder lawfully obtains or can
lawfully obtain from the connected product or related service, without disproportionate effort going beyond a
simple operation;

e SRR | 11, FRBEU) 2016943 D 2 5555 1 5 DOH CIEFRSIVE SERR DT A Bk
L;

‘trade secret”means trade secretas defined in Article 2, point (1), of Directive (EU) 2016/943;

[ SRR U, FEHEU) 2016943 O 2 2455 2 B0 ClEZeS = S A
FBDOZIEERL;

‘“trade secret holder"means a trade secret holder as defined in Article 2, point (2), of Directive (EU) 2016/943;

(T a7 A7) 4%, BANEU)2016679 D 4 5555 4 5O CRERSN- T 177 AV 7D
ZEAEIRL,
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“profiling’ means profiling as defined in Article 4, point (4), of Regulation (EU) 2016/679;

TEAZIW TR CEDINNTT 2 ) 4T, stz RaDET DR Chhon va il T, pozk
THENOIRARD HU DR NS O T I T A, {EE F 3RO D=7 il
ShOHSEDZEEEIRL ;

‘making available on the market’ means any supply of a connected product for distribution, consumption or use
on the Union market in the course of a commercial activity, whether in retum for payment or free of charge;

MFHCEL | M, BRSO T B Cmr T R AR I R CEA I 52,
BREIRL;

“placing on the market” means the first making available of'a connected product on the Union market;

[THEE |, MEZOBEDEE |, 3, TISHAIIREDOINTGD HRIDT- DA TEIL T
AHESRNDZ LA EIEL ;

‘consumer’ means any natural person who is acting for purposes which are outside that person’s trade, business,
craft or profession;

{2 1T, ZOHAINC > TEESN AR L OEREORHRIZINT, Si%nE DRG],
Y T IBCELRRE T2 HOT- DI TEI A BARAN T A TEADZ LA ERL ;

‘enterprise means a natural or legal person that, in relation to contracts and practices covered by this Regulation, is
acting for purposes which are related to that person’s trade, business, craft or profession;

IMEEE U0, B 2003/361/EC DRI 2 5526 2 THO T CEFESIV  IMBSEDZ Lo E
L

‘small enterprise’ means a small enterprise as defined in Article 2(2) of the Annex to Recommendation
2003361/EC;

1 7adeZE M3, B 2003361/EC DOBIFROE 2 5555 3 THOHF CEFIV o~ A7
DZEEERL;

‘microenterprise” means a microenterprise as defined in Article 2(3) of the Annex to Recommendation
2003361/EC;
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(R NREL AR | %, BRI SR, TFEU 72 300N - 1AL T S50 Sats e L
ARSI T AN I T T DA T 2l T GRESHT BRI A OFERE, 5 R)
K ORI LB L

‘Union bodies’ means the Union bodies, offices and agencies setup by or pursuant to acts adopted on the basis of
the Tieaty on European Union, the TFEU or the Treaty establishing the European Atomic Energy Community;,

[NFIERRAOORERR ) S, FERREIDEINY R, fEIY Ja 37 35 2 Ja M OMERRIE DA
Fo TSN AR E T 1 BULLITHEEOF DI Y fFE 1T 1 bR DOF DI
HHRR Lo GRS A RO Z AL ;

“public sector body’ means national, regional or local authorities of the Member States and bodies govemed by
public law of the Member States, or associations formed by one or more such authorities or one or more such
bodies;

[ALOBRRERE | M, AN OB GRS, ARISE) AT DR GEE, 1 v—t
X U7 FOREIRA T A ED, NENZE S CEASNT - RKERSEED L7, BRIME
B FATEBH LT BOMERED N 2 1T U TRADER 5., AESIFEEIREHD
LETENE, RO ZEEME T U CRAD » DA 2R 2 S E T~ WUAY o JRR
H UL I RS AR ENORBIE FED K& ORI b WA A&, B ]
FIDBHDHIMNTT DRI TIH-TC, BRINEEVE T FENIED PS50k TR e~ T
PESNFATARITESSNALDDZEZ ERL;

“public emergency’ means an exceptional situation, limited in time, such as a public health emergency, an
emergency resulting from natural disasters, a human-induced major disaster; including a major cybersecurity
incident, negatively affecting the population of the Union or the whole or part of a Member State, with a risk of
serious and lasting repercussions for living conditions or economic stability, financial stability, or the substantial and
immediate degradation of economic assets in the Union or the relevant Member State and which is determined or
officially declared in accordance with the relevant procedures under Union or national law;

REZ L%, T —ZRE— 27 A EORNCBNT, | F A3 o7 — 25—
v AR5 HAYEL > TR AAST-HSRNAE A TEADZ L AEERL ;

‘customer” means a natural or legal person that has entered info a contractual relationship with a provider of data
processing services with the objective of using one or more data processing services;

BT AN B, FEE, EmICIANT), P EEITEEA S L 92 20K, fHFE
ITEREED, R, (A F A TE AR CEDY 7N =T, RO, ZHOER, 3 E
TATERIZ ERSE LT, oY —E 2~DT I 22 Foi 3o xR ORSRER &
PRI DY TN =T DI SR
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‘virtual assistants’ means software that can process demands, tasks or questions including those based on audio,
written input, gestures or motions, and that, based on those demands, tasks or questions, provides access to other
services or controls the functions of conmected products;

[ FOBNVERE AT, TV r—ar kG, T8NV DIRED S ClooC, TR
L, MR E D UIER JHOEL QST —Z U —E AL D RIDEK I BRI IR
\Z, BEDFIHOHER b SbODZ L2 FIRL ;

‘ digital assets means elements in digital form, including applications, for which the customer has the right of use,
independently from the contractual relationship with the data processing service it intends to switch from;

[BEHDliskND ICT A2 77 143, BRI TURA S, BESNF AT —2EN, Y%
R B DT =AY AA—PNIALEL, 73, UediE F AT —R =T > GEAS
NADICT AL 7T RO =T (T EFEDT 5 ERL ;

‘onpremises ICT infrastructure’ means ICT infiastructure and computing resources owned, rented or leased by
the customer; located in the data centre of the customer itselfand operated by the customer or by a third-party;

W S, BiliioeT — AR —E 27 (| 72— 2RORE, KON, £
NDSERE R, BRI T — R — A7 0 M F i a7 a v A ThHhH>C, D
TaRRLSTC, T—HEN T8, BT AR Oy R AL EED, T—
SRFR—ERDRAEN, 5T —HA B —E 2AF 352 bR 057 — SR —
E AT B DA RSN B —E 2EA T DD T —Z LR —E 2 L350
—E AR DL T HEDODZEF AT H FONiRND ICT A2 7T ~EEF 47
HODZEETEIRL;

‘switching’ means the process involving a source provider of data processing services, a customer of a data
processing service and, where relevant, a destination provider of data processing services, whereby the customer
of a data processing service changes from using one data processing service to using another data processing
service of the same service type, or other service, offered by a different provider of data processing services, or to
anonpremises ICT infiastructure, including through extracting, transforming and uploading the data;

[F—Z L 2B | M, T —ZUBE—E 2 S E D ICT A 7758257 134
B DUAT LECTEATHFDREEND ICT A2 77ET, FyhNT—0280 CYiidR DT
—Z AN ATl RN o L GIRESIND T — RSB O - LBk

‘ data egress charges’ means data transfer foes charged to customers for extracting their data through the network

from the ICT infiastructure of a provider of data processing services to the system of a different provider or to on-
premises ICT infiastructure;
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‘switching charges’ means charges, other than standard service fees or early termination penalties, imposed by a
provider of data processing services ona customer for the actions mandated by this Regulation for switching to the
system of a different provider or to on-premises ICT infrastructure, including data egress charges;

[KERE FOEEE | L, BRSET — 2B —E 27 1 2908, FL0D T8 TR
KU THHESD I SHBEREDT=DIZ, RIC A NSRS CHREMIZ RSOOSR
THGEANTRNT, BEDTI AR—Na[RET —X LT U VE FER T L C, Uz 7 m
TADIKI G —EAZA T DFT 72T — AR —E ADBREENIZ B Y (R=~v e
~ULORENA P T DT LA B

“finctional equivalence’ means re-establishing on the basis of the customer’s exportable data and digital assets, a

minimum level of fimctionality in the environment of a new data processing service of the same service type affer
the switching process, where the destination data processing service delivers a materially comparable outcome in
response to the same input for shared features supplied to the customer under the contract;

[T AR—NRIRET —4 LT, 55 2B 5720 LA 31 S O%E 35 500 BINIODT=IZ, T —4 40
B —E AT 0 M E TR =T ORI RERE Tl RS 1 e
MRS DRPERIT — 52 RE, AT =550, TS —E 2D OR L
STEFEFIMBA ARRSNF AL T S A A B O DT —2 DL,
L,

‘exportable data’, for the purpose of Articles 23 to 31 and Articke 35, means the input and output data, including

metadata, directly or indirectly generated, or cogenerated, by the customer’s use of the data processing service,
excluding any assets or data protected by intellectual property rights, or constituting a trade secret, of providers of
data processing services or third parties;

(Ae— D L1, AT EO—H0 ABY LS IATOIDIEASD, BT —
KRRl R FAV N CE DR D 5E MM OV DR ORERFNBD IEMEN EA e R
AN —H T T T DA ERL

‘smart confract’ means a computer program used for the automated execution of an agreement or part thereof,
using a sequence of electronic data records and ensuring their integrity and the accuracy of their chronological
ordering;

DRHACEFIME S, BT —22SMF A LEE RN —2, VAT b, ax 77 RE, 77
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‘interoperability” means the ability of two or more data spaces or communication networks, systems, connected
products, applications, data processing services or components to exchange and use data in order to perform their
functions;

@) A=A ERMEOAAR L3, HHEE LA EH IR 2Ed AR TH->T, 7
U5 1 bl 1 R S PRV AR = ) e N b o B 1 [ 25 g i i =R G 2 %41 ST
TEARERL,

open interoperability specification’ means a technical specification in the field of information and communication
technologies which is performance oriented towards achieving interoperability between data processing setvices;

@) [HasiER 2T, ZOBRID P8 TED IV —ED B K U 0735720
TR DHIN Vo — ol A a5 DEAEELISN O S D T LA IR L

‘common specifications’ means a document, other than a standard, containing technical solutions providing a
means to comply with certain requirements and obligations established under this Regulation;

@3) A SN HAEERE) 413, FHIEU) No 10252012 DF 25555 1 B0 DH CEFRSI-3E
AAESII A D L BT,

‘harmonised standard’ means a harmonised standard as defined in Article 2, point (1)(c), of Regulation (EU) No
10252012
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Chapter II Business to Consumer and Business to Business Data Sharing

B 3§ HRTARUVEES—ERTHEFREICHL T 7 EXRIRE T RERHE
Article3 Obligation to make product data and related service data accessible to the user

L.

MG T — A AR ORI S A7 20O SN B 2 A 2 AR T — S 2 s, BT — 2 R OB
—BERT =N, TTANVNT, FIHEICEST, BHIT, LU, JEEFT, GG T, sk,
— Nt F S > OB AT RE 27 A— NI, 70, A& Tl B IRIH 7]
BEARLEIT, [ERACT /AR BERRERE T, s T RIS L Obdsh, $2, Bd—t
ADRF SIS OFREEND,

Connected products shall be designed and manufactured, and related services shall be designed and provided, in such a
manner thatproduct data and related service data, including the relevant metadata necessary to interpretand use those data,
are, by default, easily; securely, fiee of charge, in a comprehensive, structured, commonty used and machine-readable
format, and, where relevant and technically feasible, directly accessible to the user:

a7 RGO, B 5-F23)— 203K ks T 2R, BEE ChHSEE, S5
FTV—2F L, FIRAEITKL, 72K EL L FOIE#E, BIfED 537009\ iERR TRt~
5

Before concluding a contract for the purchase, rent or lease of'a connected product, the seller, rentor or lessor, whichmay
be the manufacturer, shall provide at least the following information to the user, in a clear and comprehensible manner:

@ FOaRITREGVERT DI AR T —2DXA T, Tr—< N OTRISNS
I,

the type, formatand estimated volume of product data which the connected product is capable of generating;
(b) ZORIT RN, MG T T NAA LN CT —H AT D ATRENE D>,
whether the connected product is capable of generating data continuously and in real-time;

© ThHSEAFREREEE, THISHOIRRHRZ W, €O=xr77 NS, #és BT
(TVF— I — S T AR AT DTN ATHENNE DD,

whether the connected product is capable of storing data on-device or on a remote server, including, where
applicable, the intended duration of retention,;

)  FOINTT DO EOTFEAF NZZ ORISR O —E AD S E 58, FIH
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how the user may access, retrieve or, where relevant, erase the data, including the technical means to do so, as well
as their terms of use and quality of service.

BEhEEH—E ORI DTS A A G T DR, ZDII72BhE—E 207 v 203, FIFEITE
L, e EBLUFONEEE, B> 009 B TR 5:

Before concludinga contract for the provision of arelated service, the provider of such related service shall provide at least
the following information to the user; ina clear and comprehensible manner:

@

®)

©

@

T U B FIABE DS DL FAAFI QOB T —2OME, FRISIA 5B OIY
SEHARE, WONS, ZHWDSHEE /XY, TR E RiABE DT — XD etsd AT ORRD
OREFOHIEZ G0, RIHE N EDII 0T =T 7B AT AT ZAVERTET DD DEL
D

the nature, estimated volume and collection frequency of product data that the prospective data holder is expected
to obtainand, where relevant, the arrangements for the user to access or retrieve such data, including the prospective
dataholder’s data storage arrangements and the duration of retention;

HERRSN A B —E AT — 2 OV K ONTRISIVS i, WS, T—# A5 JaAE D
T A DRCERRAF ORI K OREF ORI A 2, FIFE D EDIH72T =T 7 8AL
FATENVERRTRS DT ODER;

the nature and estimated volume of related service data to be generated, as well as the arrangements for the user to
access or retrieve such data, including the prospective data holder’s data storage anrangements and the duration of
retention;

T2 AE DRI TREL 2o QT — 22N B RaRIIT52La TETD
DEDBNET —FAFIESID B, NS, T—2REHE RIAED, 1 Fal3E ooy
—R =TT, FIAFE LD CEELIZARIDTOICE DT — 2RI DT AT
LIDELTDEDD

whether the prospective data holder expects to use readily available data itself'and the purposes for which those
data are to be used, and whether it intends to allow one or more third parties to use the data for purposes agreed
uponwith the user;

P DI T =5 RIAE ORI K O DT —2 A3 RIAE DL Ab DI
HHERT, WONT, ZNDNERTRLET, ZOMMDT S RD 2 FHE O 4
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the identity of the prospective data holder, such as its trading name and the geographical address at which it is
established and, where applicable, of other data processing perties;

TR RIAE ERR GHR A LD LA TTRRICL, 10, MikT —HIREELDRITR)
RN TBET DL TR BEE TR,

the means of commumication which make it possible to contact the prospective data holder quickly and
commumnicate with that data holder efficiently;

FIHED, —R =1 DT —40 RSN A28, KO, ZhasiEH alRelal &,
T HHF T TSHDI LA EDINTUTELRUSDD;

how the user can requeest that the data are shared with a third party and, where applicable, end the data sharing;

AREEDU NS I DFIADER TR T 37 SRl THEESHTIRIGSHENRDEH D M Rl
il L COT ORI IR ORER;

the user’s right to lodge a complaint alleging an infringement of any of the provisions of this Chapter with the
competentauthority designated pursuant to Article 37;

T—RAE RIAEDS, 20T NS T 7B AR T — 2 £ TR — R ofR
DA SNDT —FDHNTE EN TN E ERERAE THLIEDD, N, T7—
PR RIAEDNE SRR CII7RNEE T, BRI B ORI ;

whether a prospective data holder is the holder of trade secrets contained in the data that is accessible from the
connected product or generated during the provision of a related service, and, where the prospective data holder is
not the trade secret holder; the identity of the trade secret holder;

HIFE L7 —2 AT RIATE LORRIDSEID I K O DIS72 58 Ak | SEDTDDHR
R,

the duration of the contract between the user and the prospective data holder; as well as the amrangements for
terminating such a confract.
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H4E WRTARUVEES—ERTHNDTIER, ZOFARUEIEFATESSIITT S
LLRBET HRAERUT HRAEDEFIRUSH

Article4 Therights and obligations of users and data holders with regard to access, use and making available product
data and related service data

1. =277 R IR — ) OE R R B Cds T — 2R T 7 B AS USRI,
T—AREEN, R e, MBI, 20T —2RaEE e R e b DL
[FICAEOBE R ATREE 2> QDT —4 B O 5% T — A 2R K ORI 572D S gE L7
DAFETZ AR T %, W, BRI, TRFC, fET, ik, — Bl fShw ok
MRAEEL ATREZ R A—/NZID), H>, JEikE THDH > AN R rTaE el &3, Mkl ool
TIWHAALNT, TIRARGERLOIZT 5, ZOZEE, FHNEAHI R rTRE b & 3E TR T
BB T, BBk E L T Thid,

‘Where data cannotbe directly accessed by the user fiom the connected product orrelated service, data holders shall make
readily available data, as well as the relevant metadata necessary to nterpret and use those data, accessible to the user
without undue delay, of the same quality as is available to the data holder, easily, securely, fiee of charge, in a
comprehensive, structured, commonly used and machine-readable format and, where relevant and technically feasible,
continuously and in real-ime. This shall be done on the basis of a simple request through electronic means where
technically feasible.

2. FIHEROT —HEAENL, TOI7 BN E S EE I IEPNEC I TEDHI T OVDE
VAT RO B2 VT B AR, HIRADRERE, 2 3B T LU CTERRAD
LGRSO AN, T AT 7R THTE, T—2A R AT AT EN LML
HIHZE%, T LT, HIRRE 3L C&D, MBI YRS, FIRE R OT —2RAH I
L, ZOSURZINNT, Hiffi EOBPHRRASREE CE D, AGRITKD, T—HRAEDT 2
FTAHLEEAELTHEXT, EOT—ARAFEIL 6 37 SR THRESTIREHE R DS Y J)
R CEREIT D,

Users and data holders may contractually restrict or prohibit acoessing, using or further sharing data, if such processing
could undermine securrity requirements of the connected product, as laid down by Union or national law; resulting in a
serious adverse effect on the health, safety or security of natural persons. Sectoral authorities may provide users and data
holders with technical expertise in that context. Where the data holder refuses to share data pursuant to this Article, it shall

notify the competent authority designated pursuant to Article 37.

3. UW)VRDERPE ZIS\ NCABRRIEI O ER AT - R R Y CRGE AR O AR B OVER A3 T 5
ZE7, R, 56 2 TR T3 EORIBR I 32 I B35 7 — 2 B LDk e
OBRIZIBT:

Without prejudice to the user s right to seek rediress atany stage before a courtor tribunal ofa Member State, the user may,
mnrelation toany dispute with the data holderconceming the contractual restrictions or prohibitions referred to in paragraph
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lodge, in acoordance with Article 37(5), point (b), a complant with the competent authority; or

® F 10K VIO, £DOT—HRAELDOM T, LD PRI TR0 et
HTED,

agree with the data holder to refer the matter to a dispute settlement body in accordance with Aticle 10(1).

T2 RAETE, RIS CIRPAIAY iRk CR A DI D56, S73, il
WREDTVINAT 2 ARBLLITZD ORI, BT, HREL LI EOREA LT,
FEDBEHE, TR LITRRE G ST LB UIHE T 228 d 6% 50, Fl
BN IDAZRD T DR IHER DA Tl AN IE SR C L Clavesran

Data holders shall not make the exercise of choices or rights under this Aticle by the user unduly difficult, ncluding by
offering choices to the user in a non-neutral manner or by subverting or impairing the autonomy, decision-making or
choices of the user via the structure, design, fimetion or manner of operation of a user digital interface or a part thereof.

HARNFATEADE 1 THD BT TRIFFE LU CORNT A D)) e RREd 2 B D7
DI, T—HRAEENL, BEDOFITHRIL, ME el AritBz TiEia it 2 A Z0RU T
DI, T—AREEY, FIFEOT 7 ERERO B2 SATODWNTT —2 770 &F%
2T M OMERFE BT DI B2 b 2 A5 2 C, RSN =T — Ak BB O T 7' A
\ZREDIEHR, L0bl), 0/ T =SB U720,

For the purpose of verifying whether a natural or legal person qualifies as a user for the purposes of paragraph 1, a data
holder shall not require that person to provide any information beyond what is necessary. Data holders shall not keep any
information, in particular log data, on the user’s access to the data requested beyond what is necessary for the sound
execution of the user’s access requeest and for the securrity and maintenance of the data infiastructure.

EEWEL, IRERSI, 730, ZOBIROFNS, 7 —#RAHEFIIED, 00—k =74
RS DT — S AT LRI OB 2 R DT OV L2 A CD T R A LD Y B IR,
PRRSND, 7= A, T3, T RAHE L EERERE DR —OH TUIRNEE,
BRI RAEL, WA T —2OICHLbDEED, B LU RESND T — 2 &
BIL, 730, LODIS, —R =T LDBURITINT, BT VKIS, IR R, 72
T RAFNE, BAREEE R O TEERIOREHDIO72, I SNST —2 DR IR 27250
(BT DB Bl b K USRI LD CEET %,

Trade secrets shall be preserved and shall be disclosed only where the data holder and the user take all necessary meastres
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prior to the disclosure to preserve their confidentiality in particular regarding third parties. The data holder or, where they
are not the same person, the trade secret holder shall identify the data which are protected as trade secrets, including in the
relevant metadata, and shall agree with the user proportionate technical and organisational meastires necessary to preserve
the confidentiality of the shared data, nparticular nrelation to third parties, suchas model contractual tenms, confidentiality
agreements, strict access protocols, technical standards and the application of codes of conduct.

B 6 TR WL 2D TR BT DB BEIMFELRNEE, T3, FIHEDS, & 6 IV AR
SN FEE RN EEH LT E B ORI QOB EXT, T2 RAET, 3
LU GRBISNI=T —2 0% IEL, F3, FRIZIY, B TE5, T —2RaE DM
TENY, BIERILSTIHNEEDEL, D30, AN, XD, FIFE U TRk
B, ZDIIGEITENT, ZOT—2RAE1L, 5 37 I THEESNIBEHERREDSHS
YIHNKRIL, EOT —RAE DT —2HGE I F M L2 s A aL, o, &
DIFRNEBSI 2D AT B UL TFESIV R Ty, B, FHSlkk7el X3, EoE S
BEDVED B R DN ARG D RFE T RETHD,

Where there is no agreement on the necessary measures referred to in paragraph 6, or if the user fails to implement the
meastres agreed pursuant to paragraph 6 or undermines the confidentiality of the trade secrets, the data holder may
withhold or, as the case may be, suspend the sharing of data identified as trade secrets. The decision of the data holder shall
be duly substantiated and provided in writing to the user without undue delay. In such cases, the data holder shall notify
the competentauthority designated pursuant to Article 37 that it has withheld or suspended data sharingand identify which
meastres have not been agreed or implemented and, where relevant, which trade secrets have had their confidentiality
undermined.

BIIMETRIRIUZINNT, AL 6 T2, FIIFFI S Tt BT R R Ok B s
RTHIOS T, EHEMEOB R L TEKRMREH AR AL BT D&% SR
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#%m@r—&m@77~tx@£jz7&%ﬁff%é ZORMANE, BEIYRESR, Lo, B-ENIC

B E ERERAEDOBI T TRENE, BEREN =T — X OREMEOMEE L~V R U377 R
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In exceptional circumstances, where the data holder who is a trade secret holder is able to demonstrate that it is highly
likely to suffer serious economic damage firom the disclosure of trade secrets, despite the technical and organisational
measures taken by the user pursuant to paragraph 6 of this Article, that data holder may refuise on a case-by-case basis a
request for acoess to the specific data in question. That demonstration shall be duly substantiated on the basis of objective
elements, in particular the enforceability of trade secrets protection in third countries, the nature and level of confidentiality
of the data requested, and the uniqueness and novelty of the connected product, and shall be provided in writing to the
user without undue delay. Where the data holder refuses o share data pursuant to this paragraph, it shall notify the

competent authority designated pursuant to Article 37.
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Without prejudice toa user s right to seek redress atany stage beforea court or tribunal of a Member State, a user wishing
to challenge a data holder’s decision torefuse or to withhold or suspend data sharing pursuant to paragraphs 7 and 8 may:

@ 3755 SO, TREHERDS®H DM il i 2 BN CHZENTX, T ORESHERD
BT, REYIZNER L, TG EBREL LIRS T2 EIM K O DAt
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lodge, in accordance with Article 37(5), point (b), a complaint with the competent authority, which shall, without
undue delay; decide whether and under which conditions data sharing is to start or resume; ot

® FI0KE GO, £OT—HRAELDOM T, LM PRI oL et
HTED,

agree with the data holder to refer the matter to a dispute settlement body in accordance with Article 10(1).
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The user shall not use the data obtained pursuant to a request referred to in paragraph 1 to develop a connected product
that competes with the connected product from which the data originate, nor share the data with a third perty with that
ntent and shall not use such data to derive insights about the economic situation, assets and production methods of the
manufacturer or, where applicable the data holder:

FIFEL, T2 ~DT 7RSS DI-OI, 58I FBAAAL Qs -, 74
AR DO RSV QST — 2B B OB AL 77D Iz A AT L Cidrasrs
v,

The user shall not use coercive means or abuse gaps in the technical infastructure of a data holder which is designed to
protect the data in order to obtain access to data.

RIS, BHEOFEOENT —HINERSIVQOND T —F BRI, a7 R,
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Where the user is not the data subject whose personal data is requested, any personal data generated by the use of a
connected product or related service shall be made available by the data holder to the user only where there isa valid legal
basis for processing under Article 6 of Regulation (EU) 2016/679 and, where relevant, the conditions of Article 9 of that
Regulationand of Article 5(3) of Directive 2002/S8/EC are fulfilled.

T—HREENL, FIRHE LOMOTSEFREE T DA TO R, IHE AT —H THHREC
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A data holder shall only use any readily available data that is non-personal data on the basis of a contract with the user. A
data holder shall not use such data to derive insights about the economic situation, assets and production methods of, or
theuse by, theuser in any other manner that could undermine the commercial position of thatuseron the markets inwhich
theuserisactive.

T ARV, FIHELOMOT —2 -G OF =3 G LISNOrE3E B I E7-1 3304
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Data holders shall not make available non-personal product data to third parties for commercial or non-commercial
purposes other than the fulfilment of their contract with the user. Where relevant, data holders shall contractually bind third
parties not to firther share data received from them.

B 5E I —TAETHERE T H-HDOF REDIEF
Article 5 Right of the user to share data with third parties
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Uponrequest by a user; or by a party acting on behalf of a user, the data holder shall make available readily available data,
aswell as the relevant metadata necessary to interpret and use those data, to athird party without undue delay, of the same
quality as is available to the data holder; easily, securely, fiee of charge to the user; in a comprehensive, structured,
commontyusedand machine-readable formatand, where relevantand technically feasible, continuously and inreal-time.
The data shall be made available by the data holder to the third party in accordance with Articles 8 and 9.

01, YRR RIRES 2o TS T —H D — R S—T (AR TR Sh
TUBFAERRE, FEHBHIED U VRUWHT s xR, MY H 137 o 20itRod
R I N T, BECHIF ATREL 72> QU DT —2 6 L G L T 375720,

Paragraph 1 shall notapply to readily available data in the context of the testing of new connected produicts, substances or
processes that are not yet placed on the market unless their use by a third party is contractually permitted.

FRAIBU) 2022/1925 O 3 55> T — e S—=L U THRESN-F AT, ASD Pk
Y —R =T DOHN > IR5 T, FAUudR

Anyundertaking designated asa gatekeeper, pursuant to Aticle 3 of Regulation (EU) 2022/1925, shallnot be an eligible
third party under this Article and therefore shall not:

@ A5 1D NIBIAERICL > TRIREDES U T — 2D FEEHEDO—EAD
W THDDTZDITFH CEDIANTTDING, S F A IENLISNDOFMEEARETT DK
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EE
solicit or commercially incentivise a user in any mannet, including by providing monetary or any other
compensation, to make data available to one of its services that the user has obtained pursuant to a request under
Article4(T);

b) THRAEIKLT, AL 1 > TEOFEEDY—E 2D T ND DD T —
HERI CEDINTT HTLA TR DI, FINBEZRRE LS Ipaseiye e 747
G2 AT,

solicit or commercially incentivise a user to request the data holder to make data available to one of its services
pursuant to paragraph 1 of this Auticle;

© FASE 1HD MBI ERIC IS CYRER B D ES U7 — 2R A D 8L T
EvASAAN

receive data fromauser that the user has obtained pursuant to a requiest under Article 4(1).
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For the purpose of verifying whether a natural or legal person qualifies as a user or as a third party for the purposes of
paragraph 1, the user or the third perty shall not be required to provide any nformation beyond what is necessary. Data
holders shall not keep any information on the third party’s access to the data requested beyond what is necessary for the
sound execution of the third party’s access request and for the security and maintenance of the data infrastructure.

P—RX—T AL, T —H~DT I BAESEGT DD, EHIR 2 FEARHL Q35T F7-,
TR T DI DI ERGHSIVCQNDT — RGO 77O oI AR L T
TR,

The third party shall notuse coercive means or abuse gaps in the technical infrastructure ofa data holderwhich is designed
to protect the data in order to obtain access to data.

T—ARAENE, SRR S =T A DI RIS DR 5 A THETHY, 70,
D ThLT DR AL IR CE LB ATRENAL DG EAIRE, Y—R =T DRGFRTE,
EREL I FAEPE AT BT DIRE E T2 DO — R =T A BT 2ilgas X 9
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FAFDI7R {7 DRBNOTERET, BRI RIREL 2> TS T = A AL TI7ab7any,

Adataholder shall notuse any readily available data to derive insights about the economic situation, assets and production
methods of; or the use by, the third party in any other manner that could undermine the commercial position of the third
party on the markets in which the third party is active, unless the third party has given penmission to such use and has the
technical possibility to easily withdraw that permission at any time.

FIFHED, BEOFDBNT —2INERSIVQOND T —F BRI, a7 R,
73R —E 2R Lo CAERSHTAE A T —213, HRIEU) 2016679 D 6 500 FIZEs
I DRBRDAE SR ER LA MFAET DA TBRY, KON, EruhsiaselX, RFRRIOS 9 5%
OYED 2002/58/EC DE 5 5555 3 D S0 NT- S QDA TIRY, TR~ T—
RAN=T AU TR TELIOIZS NS,

Where the user is not the data subject whose personal data is requested, any personal data generated by the use of a
connected product or related service shall be made available by the data holder to the third party only where there is a valid
legal basis for processing under Article 6 of Regulation (EU) 2016/679 and, where relevant, the conditions of Article 9 of
that Regulation and of Article 5(3) of Directive 2002/58/EC are fullfilled.
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T =B DOEEDTDDOEGRDIZEIL, TR E S OV —RS—=7 DI BV TARE LN
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Any failure on the part of the data holder and the third party to agree on amrangements for transmitting the data shall not
hinder, prevent or interfere with the exercise of the rights of the data subject under Regulation (EU) 2016/679 and, in
particular; with the right to data portability under Article 20 of that Regulation.

IR, BREESH, 20, FIIRE L —R =T LD CAESNZ AAT =720
DII72BIRDNFHFN B LG FINIZ IR, —R =TT U CBRanG, T—# A A1,
F1L, TR E LSRR DIF—DF TR, HEERAE L, BkR7A
LT RO LD E D, BRI CRESND T — 5 L, 030, 7 VISR,
B EE, W77 7 BATFIE, SR O TEERIOE A OIS 7, SFEns7T —4D
AR R DT DI L7202 CO MBI AT B OS5 Ra—R/—7 1k
DOECEET D,

Trade secrets shall be preserved and shall be disclosed to third parties only to the extent that such disclosure is strictly
necessary to fulfil the purpose agreed between the user and the third party. The data holder or, where they are not the same
person, the trade secretholder shall identify the data which are protected as trade secrets, including in the relevant metadata,
and shall agree with the third party all proportionate technical and organisational measures necessary to preserve the
confidentiality of the shared data, such as model contractual terms, confidentiality agreements, strict access protocols,
technical standards and the application of codes of conduct.

AR 9 T ORTWBEL D TRICBET D EBIMFAELRNEE, T, h—R =718, R
9 I KVATESN TR E U E & LT RS ORI AR QO D&, T —
SFAENE, BB LU GRS =T — 2O Z UL, T3, FRIID, (5BIETED, 7
—HFHEOPENT, TE L STHNEHDLL, 730, ANEbrRER e, EHEcky, —K
P—T AU TSN D, ZOIG AT, ZOT—AMEEHEL, 8370/~ THEE
SHRREHEBROSHD Y RN IR, EDT —REE DT —F G e Rk -2 e F 35 1R LT
TEEEIL, D30, EOSTEMNEESI) T b LITFEES I ) 720, O, F00Hk
TplET, ORI DR OB ARSI ) R E T & THD,

Where there is no agreement on the necessary measures referred to in paragraph 9 of this Article or if the third party fails
to implement the measures agreed pursuant to paragraph 9 of this Article or undermines the confidentiality of the trade
secrets, the data holder may withhold or; as the case may be, suspend the sharing of data identified as trade secrets. The
decision of the data holder shall be duly substantiated and provided in writing to the third party without undue delay. In
such cases, the data holder shall notify the competent authority designated pursuant to Article 37 that it has withheld or
suspended data sharing and identify which measures have not been agreed or implemented and, where relevant, which
trade secrets have had their confidentiality undermined.
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T, YORFEDT —H~DT TR ADEREARS TED, ZOMIIL, RV ER, Lobl), 5
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In exceptional circumstances, where the data holder who is a trade secret holder is able to demonstrate that it is highly
likely to suffer serious economic damage firom the disclosure of trade secrets, despite the technical and organisational
meastres taken by the third party pursuant to paragraph 9 of this Article, that data holder may refuse on a case-by-case
basis a request for acoess to the specific data in question. That demonstration shall be duly substantiated on the basis of
objective elements, in particular the enforceability of trade secrets protection in third countries, the nature and level of
confidentiality of the data requested, and the uniqueness and novelty of the cornected product, and shall be provided in
writing to the third party without undue delay. Where the data holder refuses to share data pursuant to this paragraph, it

shall notify the competentauthority designated pursuant to Article 37.

U N R B T N TR E DO ECHFT 71 HE R Y CROA A RO D — R/ X—T 4 DR
HHFHZEI, B 10 RO 11 T > T =2 G = 3 b L 5 k57—
SR B DOPRTEI KU TR "B LB ot —R ~—7 1%

Without prejudice to the third party’s right to seek redress atany stage before a court or tribunal of a Member State, a third

party wishing to challenge a data holder’s decision torefuise or to withhold or suspend data sharing pursuant to paragraphs
10and 11 may:

@ 5375 5 HOITHE, BSHEROGD Y SR G2 FNL THZLNNTE, ZOMHHERD
HHYJRIT, NETVLRER, TG RAGEb LTS T2 L9 B OE DS
O CHAED LI TEBASE LD L ; 723

lodge, in accordance with Article 37(5), point (b), a complaint with the competent authority, which shall, without
undue delay; decide whether and under which conditions the data sharing is to start or resume; or

b) B 105E | TN, TOT —EEE DT, TOMZER SRR cE D a5
BT&D,

agree with the data holder to refer the matter to a dispute settlement body in accordance with Article 10(1).

5 1 BRI HERNE, AT —2 O BT 20 TREZ M A5 M OV ENER 57—
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S EARDMERN L TR 52 U720,

The right referred to in paragraph 1 shall not adversely affect the rights of data subjects pursuant to the applicable Union
and national law on the protection of personal data.

% 6% FIAEDERDOPNTHERET 50—/ —T1DRH
Article 6 Obligations of third parties receiving data at the request of the user

L.

PR =713, FIHELOM CHEESNIZ BRIDTZOIDIr, 7320, FIFIELOM THEESI
TEARAED FIZIBNTDR, 730, ENT =D BRI LR, 7 —F FROHEREE0, HAT—
SO B DRNMESE L OENIAITAR T D5 B8 TR, 5 5 R/TI > TYE—F
R=T AU TR CELIN SN =T — 52T D, P —R =T 113, FHENT—Z LD
TR THIE LOM THIRICE B U HEEIRE, ARSI BRIDIZDIZTDT —2h5W,
BRIl &S, T—H2HETD,

Athird party shall process the datamade available to it pursuant to Article 5 only for the purposes andunder the conditions
agreed with the user and subject to Union and national law on the protection of personal data including the rights of the
data subject insofar as personal data are concemed. The third party shall erase the data when they are no longer necessary
for the agreed purpose, unless otherwise agreed with the user in relation to non-personal data.

A A (S
The third party shall not:

@ FIHBSHU OGRS CRINE AR5 U IS5 A T IRA IS U TR
#4228, BRI DZEOLIIRIE RN ET D UG A Z G0, Fad, FIEDT
CENAET 2 ARBLKITEDO— e FERL T DG a a0, FIE O BN, HITEZR
LIHBRAGHMESELZEB LIHREF 28I o062 80, FIIEICEDE 5 &K
[0)25 SRR SIPPAES /N Sl v 1Y e ST S NES) - Al By @ Ao I

make the exercise of choices or rights under Article 5 and this Article by the user unduly difficult, including by
offering choices to the user in a non-neutral manner, or by coercing, deceiving or manipulating the user, or by
subverting or impairing the autonomy, decision-making or choices of the user; including by means of a user digital
nterface or a part thereof;

(b) HAKEU)2016/679 DF 22 555 2 @) N ZFin T, FIIFHEDSELRS - h—E 2% 42

BT BT DI B E IR, b —R ST Dl LT =T — X a7 a7 7 A7 D
T=OITRFHL IS,
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notwithstanding Article 22(2), points (a) and (c), of Regulation (EU) 2016/679, use the data it receives for the
profiling, unless it is necessary to provide the service requested by the user;

R LOMIDEL e B U T — 2 DRI CEAIDNISINDY 5 TN, ho, Yi%fthod
PR/ R—=T D, TR LS55 — R =T DR CABIN = B EsR O M E
AR T AT NBEL 2D C DT e b DL b A s, Ykt —RoS—F
ADNZRALUT =T — S AMDY—R S—T A S U TR CEAIDI LU 3en 7,

make the data itreceives available to another third party, unless the data is made available on the basis of a contract
with the user; and provided that the other third party takes all necessary measures agreed between the data holder
and the third party to preserve the confidentiality of trade secrets;

FIHI(EU) 202211925 D 3 HRIE T — e S—LUTHRESHU 3B oL, Mgt
—RAS—=TADEAA =T — 22 CEDIDNL U257

make the data it receives available to an undertaking designated as a gatekeeper pursuant to Article 3 of Regulation
(EU)2022/1925;

TIBASNAT —Z DRI Cooax T Rt A DB WA IR 57D 435
—R =T UIZRE =T — 2R AU Q5T T3, O BMDT-DIZEDT —4%
BIDOT—R/ =7 LORICHAL AT —R =713, T REEORAIREE,
BRELUIIAEE TR ONEAS X720, F203, 72 A E I DFIRICEE T
Bl S & T 72017, Yikth—R =7 U TR CE DIl csiv-FE-E N LT
—HF IR AT A AR T LT

use the data it receives to develop a product that competes with the connected product from which the accessed
data originate or share the data with another third party for that purpose; third parties shall also not use any non-
personal product data or related service data made available to themto derive insights about the economic situation,
assets and production methods of;, or use by, the data holder;

27T NS IS EY —E RO 2IT AN TH LU TROEZL DR T, Lkt —F
=T AW T =AML T,

use the data it receives in a manner that has an adverse impact on the security of the connected product or related
service;

55 9T > T — A E L O CH AT B A B L O CEEL- 8~ D
FREBRL QI3 1o, BB OB AR Q35T

disregard the specific measures agreed with a data holder or with the trade secrets holder pursuant to Article 5(9)
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andundermine the confidentiality of trade secrets;

()  EIEHEREL T D G0, IWEE CTHORINED, SidfINE Do T — 2 %Athod
YHEHITHU TR TEDINTT DTEAIT U2y,

prevent the user that is a consumer; including on the basis of a contract, fiom making the data it receives available
to other parties.

B 7 ERENHERARUERENEREOT RIS A
Article’7 Scope of business-to-consumer and business-to-business data sharing obligations

L.
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The obligations of this Chapter shall notapply to data generated through the use of connected products manufactured or
designed orrelated services provided by a microenterprise ora small enterprise, provided that thatenterprise does not have
apartner enterprise ora linked enterprise within the meaning of Article 3 of the Annex to Recommendation 2003/361/EC
that does not qualify as a microenterprise or a small enterprise and where the microenterprise and small enterprise is not
subcontracted to manufacture or design a connected product or to provide a related service.

TR, B 2003361/EC DRI 2 5200 NIZIU THHRESEL L Coasiv-ZElc
Fo TREESN - x T R ST C O o7 ) D= B -—e 2o f FZ 8 T
ARSI T =AU TR VA0, $2, a7 RIS QPR EE LT
W7 RE ST @ = B 1R, RICZEDNEHSIS,

The same shall apply to data generated through the use of connected products manufactured by or related services
provided by an enterprise that has qualified as a mediumssized enterprise under Article 2 of the Annex o
Recommendation 2003/361/EC for less than one year and to connected products for one year after the date on which
they were placed on the market by a medium-sized enterprise.

HMIFRECAFRRIS, AFED PRI OMERIOBEZSERL, COMRMZBE IR ML &
TAFEDMERNDINRE TR HTHIZAHT, PR FIRL T3,

Any contractual termwhich, to the detriment of the user; excludes the application of, derogates fiom or varies the effect of
theuser’s rights under this Chapter shall not be binding on the user:
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BME BRMESEKIBETTHEFATESLIITRET HREEDES
Chapter III' Obligations for Data Holders Obliged to Make Data Available pursuant to Union Law

B 8F THREENT HREEIHLTTHEFATESLIIT 54
Atticle8 Conditions under which data holders make data available to data recipients
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‘Where, in business-to-business relations, a data holder is obliged to make data available to a data recipientunder Article 5
orunder other applicable Union law or national legislation adopted in accordance with Union law, it shall agree with a
datarecipient the arrangements for making the data available and shall do sounder fair, reasonable and non-discriminatory
terms and conditions and in a transparent manner in accordance with this Chapter and Chapter TV.

T =L DT I EAR T —F ORI E 37— 5 LB D3 OESU T DI R DY
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A contractual term conceming access toand the use of data, or liability and remedies for the breach or termination of data-
related obligations, shall not be binding if it constitutes an unfair contractual term within the meaning of Article 13 or if, to
the detriment of the uiser; itexcludes the application of, derogates from or varies the effect of the user s rightsunder Chapter
IL

T—RAHEL, TR CEDINT BROT — AR E D/ — e i
Kz, [FEOATA)OT A8 CF — 2RI TEDINTT D72 DERDIZBL T
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Adataholder shall not discriminate regarding the arrangements for making data available between comparable categories
of data recipients, including partner enterprises or linked enterprises of the data holder whenmaking data available. Where
a data recipient considers that the conditions under which data has been made available to it are discriminatory; the data
holder shall without undue delay provide the datarecipient, upon its reasonedrequeest, with information showing that there
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has been no discrimination.

T—2EEHEL, 1 FEO PR CRIHAED S EDINTT D EDOERE ST 555 FRE,
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A data holder shall not make data available to a data recipient, ncluding on an exclusive basis, unless requested to do so
by the userunder Chapter I1.

T—HRAE R OT 250088, T —F e CEDIDNTT DI A B SIS
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Data holders and data recipients shall not be required to provide any information beyond what is necessary to verify
compliance with the contractual terms agreed for making data available or with their obligations under this Regulation or
other applicable Union law or national legislation adopted in accordance with Union law.

ZOHRINDE 45555 6 T OV 5 5555 9 TA G, BRINEETED T, Fa03, BRMNEETEIIHE
STERESNZ BN AL THIRIZEO S QOB EIRE, T — X288 LT —4%
R CEDINTT _EFTIH L, BRI OB AR Y CUIR5720,

Unless otherwise provided for in Union law, including Article 4(6) and Article 5(9) of this Regulation, or by national
legislation adopted in accordance with Union law, an obligation to make data available to a data recipient shall not oblige
the disclosure of trade secrets.

FEIF THEFFTESLIITHIODFE
Atticle9 Compensation for making data available
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Any compensation agreed upon between a data holder and a data recipient for making data available in business-to-
business relations shall be non discriminatory and reasonable and may include a margin.

FMENZRIL CAETDRS, T RAE MO —2Z 58813, 0T, L FOSFHEAZZEIZAN
5

‘Whenagreeing on any compensation, the data holder and the data recipient shall take into account in particular:
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costs ncurred in making the data available, including, in particular, the costs necessary for the formatting of data,
dissemination via electronic means and storage;

O  TIHEMATREZREEE, UOT —FEFTHIE, AR DL FATUEET DI UL
T GHEHDERRL TOEDEB RN BT, 7—AEER UDRbE~ DR,

mvestments in the collection and production of data, where applicable, taking into account whether other parties
contributed to obtaining, generating or collecting the data in question.
VIR TIMEDL, 72008, 74—~y N OMEIZ S > TR,

The compensation referred to in paragraph 1 may also depend on the volume, format and nature of the data.

T —HZHEEDY SMEs DU T U F I EERIOTHAEMT SR Chora K OEDL 8T —4
ZREEDY SMEs EL QU IESHUR VI — {3 T T SA U T A, BESnD
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Where the datarecipient isan SME or a not-for-profit research organisation and where such a data recipient doesnothave
partner enterprises or linked enterprises that do not qualify as SMEs, any compensation agreed shall not exceed the costs
referred to in paragraph 2, point (a).

BROINZEE R, BHRNTRITEINT =R B2 (BDIB) OB S B B AN BT, &
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The Commission shall adopt guidelines on the calculation of reasonable compensation, taking into account the advice of
the European Data Innovation Board (EDIB) referred to in Article 42.

ARGRIT, ADERINIEEEE F 2 TR S T THIRSHZEINALIED, 7 —2 2R T&%
JONTF Db DI MEZE RN DL E A IINEFAD FHMEZ ED DT LR TS0y,

This Article shall not preclude other Union law or national legislation adopted in accordance with Union law from
excluding compensation for making data available or providing for lower compensation.

T—ARAEL, T AZEEITRL, B 1RO U 4 HO B IEA L QO e T —4
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The data holder shall provide the data recipient with information setting out the basis for the calculation of the
compensation in sufficient detail so that the data recipient can assess whether the requirements of paragraphs 1 to 4 are
met.

F10E HFRR
Atticke 10 Dispute settlement
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Users, data holders and data recipients shall have access to a dispute setflement body; certified in accordance with
paragraph 5 of this Article, to settle disputes pursuant to Article 4(3) and (9) and Article 5(12) as well as disputes relating to
the fair, reasonable and non-discriminatory terms and conditions for, and transparent manner of, making data available in
accordance with this Chapter and Chapter [V.

PRSI, TR EREL, 3, Ui FA D WSRO DRN B FH T
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Dispute settlement bodies shall make the fees, or the mechanisms used to determine the fees, known to the parties
concermed before those parties request a decision.
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For disputes referred to a dispute setflement body pursuant to Article 4(3) and (9) and Article 5(12), where the dispute
setflementbody decidesa dispute in favour of the user or of the data recipient, the data holder shall bearall the fees charged
by the dispute settlement body and shall reimburse that user or that data recipient for any other reasonable expenses that it
hasincurred inrelation to the dispute setlerment. Ifthe dispute setlement body decides a dispute in favour of the data holder,
the user or the data recipient shall not be required to reimburse any fees or other expenses that the data holder paid or is to
pay in relation to the dispute setflement, unless the dispute setflement body finds that the user or the data recipient
manifestly acted in bad faith.
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BT SRS~ T 72 A%,

Customersand providers of data processing services shall have access toa dispute settlement body; certified in accordance
with paragraph 5 of this Article, to settle disputes relating to breaches of the rights of customers and the obligations of
providers of data processing services, in accordance with Articles 23 to 31.

IR LS D ORERIEN T, YRR ERD DIUT, %IRRT D4 TSN
AL QDI LA RIS, A RERE T 2:

The Member State where the dispute setflement body is established shall, at the request of that body, certify that body
where ithas demonstrated that it meets all of the following conditions:

@

®)

©

@

LR NN CTHVMNLL T VDZE, KUY, TR NHHETHY, RZERITHODRN
IEZeFHReHAN > TEORRRDOHIEZA TOZL

it is impartial and independent, and it is to issue its decisions in accordance with clear, non-discriminatory and fair
rules of procedure;

ZORREDS, L0, FMEZE D, INETHY, BRI ChHON DO ARZRORIREDBHRIZ

BOTR OB LRERE TT — 24 F I TEDIDNTTHZLITBL, ORI 47%K)
BRE RN W CELIZT DB RS DL ;

ithasthenecessary expertise, in particular in relation to fair; reasonable and non-discriminatory terms and conditions,
including compensation, and on making data available i a transparent manne; allowing the body to effectively
determine those terms and conditions;

ZORDS, BB EEIFABE TR 7 EARRECThHHTL

itis easily accessible through electronic communication technology;

ZOREDS, HOH TN, ZRATTDHD OB HXIIRODORERRT, 722, D7l M|
HEDRHFEOWTNDNILY, ZORRROHEATR TEDL,

itis capable of adopting its decisions in a swift, efficient and cost-eftective manner in at least one official language
of the Union.

FERENS, BRINEBESITHIL, 5 5 TACHE> GRaELTor Pskiika @95, BNEE ST,
HEHD Web At TEIVSDRIFROVANE AR L, DD, FDVANE BRI OBDI LR,
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Member States shall notify to the Commission the dispute settlement bodies certified in accordance with paragraph 5.
The Commission shall publish a list of those bodies on a dedicated website and keep itupdated.

PRSBSOS Zo\ T 7l IR EI OIS LI WEE TR VTS
B I PASRRS D EOEER AR L2 RS T,

A dispute settlement body shall refuse to deal with a request to resolve a dispute that has already been brought before
another dispute settlerment body or before a court or tribunal ofa Member State.

PRI, MFEITHL, AERVRHIHPNG, YUR%U A7) SRR S BT ATI R
L, MR FE DR AR DT OO 5.2 %, ZOMFRITIT, P55 45513, fit
T FHEOTRK OFMZ I > U TON SRt MRS D, Y5813, T ERE OB
WL, BRARAND ATREMZ G265,

Adispute settlerment body shall grant parties the possibility, within a reasonable period of time, to express their points of
view on the matters those parties have brought before that body. In that context, each party to a dispute shall be provided

with the submissions of the other party to their dispute and any statements made by experts. The parties shall be given the
possibility to comment on those submissions and statements.

KYPRRISERR T, 55 1 TN OV 4 THICKABLROZ ) 90 HLAINIZ, Zhbiv-{HIBEL, %
DRI ORIEZETAN T2, Z2OHIEIL, EMmIZIVE I IMANEOHABRIZIAHDEL, 23D,
HHO SIS T onsb0ET 25,

Adispute settlement body shall adopt its decision on a matter referred to it within 90 days of receipt of a requeest pursuant

to paragraphs 1 and 4. That decision shall be in writing or on a durable medium and shall be supported by a statement of
1easons.

I RPN T, FOISERRE BAAERRL, 730, ARIFIH CEDIINTT D, ZOIIFIRIE
RS, L0, LU FO—kielfieas:

Dispute setflement bodies shall draw up and make publicly available annual activity reports. Such annual reports shall
include, in particular; the following general information:

@ MFOREROER;
anaggregation of the outcomes of disputes;
0)  MFERFIRADIODNIIR];

the average time taken to resolve disputes;
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© Eb VSO,
the most common reasons for disputes.

TEREONANT T I T ARSI GN T DT80, PRI L, £ DI RIS mhEE
SIVFAIRRSIUFONNTEAL, 5 10 RN EEDOTN B EL R DDIELIRE TED,

In order to facilitate the exchange of information and best practices, a dispute setflement body may decide to include
recommendations in the report referred to in paragraph 10 as to how problems can be avoided or resolved.

I EFRISREROHITENY, TOYFEN, TOMFIRERTRHOBIEIOLANT, TOHEDHHT)
OB R CRIBLIZHAIIIRY, 20 Y =E kDR A,

The decision of a dispute settlement body shall be binding on the parties only if the parties have explicitly consented to its
binding nature prior to the start of the dispute settlement proceedings.

AZRT, HERREI DT E 2 TEE 3V TSI 2R 2R 5 4 S35 OMERI e LU TR
B HZIR0N,

This Article does notaffect the right of parties to seek an effective remedy before a court or tribunal of a Member State.

8 1§ TAOEIEROFIFAE (SRR 5B LD REA %R
Atticle 11 Technical protection measures on the unauthorised use or disclosure of data

1.

T—PREENL, AT R, TR ~DIHBROT e A& ST B0 L USE 455, 5 5
25, B 655, 5 8 SRILONES 9 SROES TN ST — AR CEAIN T DI DB TESNT-HK)
SN DA D120, A~— NI O oA ba 5D, 8 EORE T Ra A<
&D, TDOIIeHAT ORI R, T— %A CARIL Qb T, 7—X0EH
WG BI0, T2 B, FIF B0 L3 T =T 72510, 555
VZE TR =T L CT — #4272 ORI FHE OMER | E7 21 3R AED LT
R A > CEARSITZENNLIED R DV —R =T ORER AR Qe , F
HF, =R _R—=T R OT—HZ 0851, T — A E L TRIESIVROBRY, 2015704,
Wi O R TR AITREL QIS

A data holder may apply appropriate technical protection measures, inchuding smart contracts and encryption, to prevent
unauthorised access to data, including metadata, and to ensure compliance with Articles 4, 5, 6, 8 and 9, as well as with
the agreed contractual terms for making data available. Such technical protection measures shall not discriminate between
datarecipients or hinderauser sright to obtainacopy of; refrieve, use or access data, to provide data to third parties pursuant
to Article 5 or any right of a third party under Union law or national legislation adopted in accordance with Union law.
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Users, third perties and data recipients shall not alter or remove such technical protection measures unless agreed by the
dataholder:

03 ISR TIRIUIBWT, —R 8= F 3T — #2881, UL F OO0, ANEd)
TR, TR EOER, KON, FNEH rTRE CHD T USDE IR —DFH TR
WEENT, A S S IR EOESRI ST

In the circumstances referred to in paragraph 3, the third party or data recipient shall comply, without undue delay, with
the requeests of the data holder and, where applicable and where they are not the same person, the trade secret holder or the
user:

@ THRAEII S TR CERIN SN =T — 2 e O DRI A 3572
to erase the data made available by the data holder and any copies thereof;

b  FXSOT—HOESBRIRAN, T—AREE, EEBERAEDLITHAEICHU TR
EIMERREE LS D LT R DI WEKIRUAIDMFAET DHEEE, F0E, ZDOII72075HNS,
T AR, EEWERAE D LI AE OF RIS U TR Tl B ol s
TR LHBITR T, TDLI0T —H %80 S kA S U CibESh
AmORI, IRAET—2F 3R 20%EE, #rE IR Bz LA T35
7260, £, A, i E 1 3E D B RIDT-ODZE SO, i 521 AR
TI5720, KO (REYSEARE T 520,

to end the production, offering or placing on the market or use of goods, derivative data or services produced on
the basis of knowledge obtained through such data, or the importation, export or storage of infringing goods for
those purposes, and destroy any infiinging goods, where there is a serious risk that the unlawful use of those data
will cause significant harm to the data holder, the trade secret holder or the user or where such ameasure would not
be disproportionate in light of the interests of the data holder; the trade secretholder or the user;,

© FIHEITHL, T —FOBEERORI F 3B R a8 D720 K OF —Z DEHEROF|
FEAIBRRE LD BT DI ENA TR AEHE S D120

to inform the user of the unauthorised use or disclosure of the data and of the measures taken to put an end to the
unauthorised use or disclosure of the data;

@ FOIINEETT 7 EASNE LIRS =T — 2 O E 3B R Lo T RS T
T T U TOMET D720,

to compensate the party suffering firom the misuse or disclosure of such unlawfuilly accessed orused data.
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W, PP =T FAIT —FZEE DA T O U A TS S:

Paragraph 2 shall apply where a third party or a data recipient has:

@ TR DAL, TR EI U TR B fe L, BB
TRV FRAREL, F3, 72T DIl RG I Sh T — 2R A D
HAL 7 ZNOER AR LT ;

for the purposes of obtaining data, provided false information to a data holder, deployed deceptive or coercive
means or abused gaps in the technical infrastructire of the data holder designed to protect the data;

b) 655 2 H@DEMRIIRITAB G T 51T R OB A &8, HEHERD B 7=
(TR CEDINCESNT=T 2% R,

used the data made available for unauthorised purposes, including the development of a competing connected
product within the meaning of Article 6(2), point (€);

© MOLFZITHL, T—HEER BRI
unlawfully disclosed data toanother party;

@ 5B 5EF Ao THESNHN ORI OSERE b R MERAEER L) T2 %
7

notmaintained the technical and organisational measures agreed pursuant to Aticle 59); or

© THRAEDRER, ALKE 1 YT =28 > TS Bl Lot
IR EAIREU,

altered or removed technical protection measures applied by the data holder pursuant to paragraph 1 of this Article
without the agreement of the data holder.

F R F T TSI H5 ﬁi@f%:%ﬁ%fﬁl FEDVEELLIIRET DS, T,
F— AT L DD SR AARF T DT DETE, T, T — B L R A
IRl DF TIIRNEET, BRI L OO B3 A AR 52O DA B O THIH
TN Lo TERNAHEANT S OSBRI B DHERFL 2V MEGAITIB T, KUY Z0#
QIODERA T A I TEORIFED ST — 5% F8 U2 OO LOBIRIZI YT, 55 2 TS
HHSND,

Paragraph 2 shall also apply where a user alters or removes technical protection measures applied by the data holder or
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does not maintain the technical and organisational measures taken by the user inagreement with the data holder or, where
they are not the same person, the trade secrets holder, in order to preserve trade secrets, as well as in respect of any other
party that receives the data from the user by means of an infringement of this Regulation.

TSR 6 K 2 T @) F I ION B HEET, FIHHAL, AKH 2O FITRIT57T
—HRAE LU TOMRILRCHERZ S,

Where the data recipient infringes Article 6(2), point (a) or (b), users shall have the same rights as data holders under
paragtaph 2 of this Article.

B 2F BMESKIL o TEHTToN TS T AREED T HEFIATESSIITRESH
OEFEEE
Atticle 12 Scope of obligations for data holders obliged pursuant to Union law to make data available

L.

KRB, SR ORI T, F—r A ED, 5 5 40 FITi TR S e
TR LM A TR o ARSI NS T30\ YT, F— S ot
L CF— 4 CE DI T B A SN A TS,

This Chapter shall apply where, in business-to-business relations, a data holder is obliged under Article 5 or under
applicable Union law or national legislation adopted in accordance with Union law, to make data available to a data
recipient.

— OB EEIIARRRS, T, TN aTRe/elE, FIRB ARG, AEOwH 2
HEBRL, ABEDBEHIBRIN L A IAREDRNREIER 57 — AT B R P OTHKISAHT, LY
FHAH LU TR 12> Tebrany,

A contractual term in a data sharing agreement which, to the defriment of one party; or, where applicable, to the detriment
of the user; excludes the application of this Chapter; derogates from it, or varies its effect, shall notbe binding on that perty.
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FIVE BXEDT—HE~DTIEARUZDF FALEET SR AL
Chapter IV Unfair Contractual Terms related to Data Access and Use between Enterprises

B BE HHOEE HLT—ARITREIN AN
Atticle 13 Unfair contractual terms unilaterally imposed on another enterprise

L.

T —BDT I EAR T — ORI EI 37— LBE 23 OB DU R OROE
TIEDFHOE T LR T DRI TloC, —HOMEEN B DORITKIL T
RENT=bDIT, ZOFHIGHPIRRNIETLEZT, BB TR L > U0y,

A contractual term concerning access to and the use of data or liability and remedies for the breach or the termination of

data related obligations, which has been unilaterally imposed by an enterprise on another enterprise, shall not be binding
on the latter enferprise if it is unfair:

RRNEE £ TR RSP 7l T ARG % B L) T35 BTl S S
DRI ATEDSIA AR DAL, NAIETHLEHMSI TR0,

A contractual term which reflects mandatory provisions of Union law; or provisions of Union law which would apply if
the contractual terms did not regulate the matter; shall not be considered to be unfait

TGN, ZDTFIGEADRIN, ABFEHREK OVAIEZZPIR NI LT, 7= ~DT /A
K OT—=2ORIHITD BRI DR EIWI T DL MEH Db DO ThoEEIE, ANAIE

A contractual term is unfair if it is of such a nature that its use grossly deviates from good commercial practice in data
access and use, contrary to good faith and fair dealing,

LV, RIS, ZOFRIGTADMREI IR T O ThhEEE, 5 3 HOHIY
DIIDITANAIETSD:

Inparticular; a contractual tenm shall be unfair for the purposes of paragraph 3, if its object or effect is to:

@ UM RGERUT S R OBEA T2 I T A R L OTE R A R 32
(PR 272D ;

exclude or limit the liability of the party that unilaterally imposed the term for intentional acts or gross negligence;

b I LEOFFORNEITOSEITIT, Uikdeiny— SRS -2 51 TR CRI
ATREZ SR BRIN T 27200, FAY, MREEHBOERDTZAITRNT, Mk
ARLT Y R DIERIEEERN T D720 ;
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exclude the remedies available o the party upon whom the term has been unilaterally imposed in the case of non-
performance of contractual obligations, or the liability of the party that unilaterally imposed the term in the case of
abreach of those obligations;

YRGS S L, ST =208 Tl E L Qg
DVETE S 278D FT o IERISTREARRR S 27D O SR Ve 52 5720,

give the party that unilaterally imposed the term the exclusive right to detenmine whether the data supplied are n
conformity with the contract or to interpret any contractual term.

TRIGAHT, GRS B HI I IRRDLL T DT ThHHEEIT, 55 3 D RRIDTIZDIT
NRIETHHHEESND:

A contractual term shall be presumed to be unfair for the purposes of paragraph 3 if its object or effect is to:

@
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©

TR EDFH DRI TOT AT DR LUK _EDOFHE OB DA 51k
P EA BN 2720, Faid, SREADs— TSRS DS EE
PERI D120,

appropriately limit remedies in the case of non-performance of contractual obligations or liability in the case ofa
breach of those obligations, or extend the liability of the enterprise upon whom the term has been wnilaterally

imposed;

WSEHHISAM A — NGRS S50, Lo, 2D 78T —2 053 Eoiso T
2% G ) CODEG A T EERED LTI EHE C > TS U QOB AR
T, BRI FE O IR 47 R BRI C > CRESAFIRS R BERR Cith 3K S O T —
T I RALKL OFDOT 45 CEDINTT 520,

allow the party that unilaterally imposed the term to access and use the data of the other contracting party in a
manner that is significantly detrimental to the legitimate inferests of the other contracting party, in particular when
such data contain commercially sensitive data or are protected by trade secrets or by intellectual property rights;

MEEAZ— NGRS Y 803, SISy FE > TRt
ST 2 AR D2 D126, Fiax, TDIo7e7 —4#%FIFHL, #ItEL, %
DI e T =T IR AL F AT DI 57— %G DHER D2 EEICE T, DL
V2T —HORNEHIRT 27280, HLIE, REYVREERR CEDL72T —X DOffifiEa i
ERA PR

prevent the party upon whom the term has been unilaterally imposed from using the data provided or generated
by that party during the period of the contract, orto limit the use of such data to the extent that that party is not entitled
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touse, capture, access or control siich data or exploit the value of such data in an adequate manner;

WA — TSRS Y4 )S, SR HIRINIC A B A T S22 51
0

prevent the party upon whom the term has been unilaterally imposed from termmating the agreement within a
reasonable period;

WU — NGRS S A7), RIS 43O TR OSBRI
HARIPIG, M HE I o TR SN LR SN - T — 2 ORI S92 - L)
T

prevent the party upon whom the tenm has been unilaterally imposed from obtaining a copy of the data provided
or generated by that party during the period of the contract or within a reasonable period affer the termination
thereof;

ZDINTTHDZED BRI FET DA EIRE, R DRFO—EATEEE
ZDTOD 7% TT U HFE DA PR rTREME M O DI04 TIZE > TET 280972
ARESEBREICAN EC, Mkda— AU 5875, GBI E DR
FNTE LRSI EAE T SBAFDI2D;

enable the party that unilaterally imposed the term to terminate the contract atunreasonably short notice, taking into
consideration any reasonable possibility of the other contracting party to switch to an altemative and comparable
service and the financial detrimentcaused by such termination, except where there are serious grounds for so doing;

WD CED IR IS EANEDSILTUVDSEATISVT, AL, 730, il
J7 U EE LI ZAL T SEOMERIALT R, Mk — AR
D3, BEZFHIDOH TED DIV NMAIHEE FTEAN A TS, Fold, HSNHT —2DH:
H, 7r—<h, iWEBLITS EEEHET DM LSNONE OS2 FTERN A RS
HHT-8,

enable the party thatunilaterally imposed the term to substantially change the price specified in the contract orany
other substantive condition related to the nature, format, quality or quantity of the data to be shared, where no valid
reasonandnorightofthe other party toterminate the contract in the case of sucha change is specified in the contract.

EDII7 58— IR I L DT DH LGN BRI RIED QDT L, Mt o — iR
U HE DS, ZOL7 2 P ESI- B O AEY Sl A 55 4 F8 et Ui 922k
IRELRENDZE, KO, EEOEAITIT, BRI CUREEHIA TS5 B ha 55404
FEDOOTEERFELT, H 1 BIEEDQ)E, WA DR NI 2 — TR ZE 3 2R
EARATT AT DFIH TR T 5.2 T2,
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Point (g) of the first subparagraph shall notaffect terms by which the party that unilaterally imposed the term reserves the
right tounilaterally change the terms of a contract of an indeterminate duration, provided that the contract specified a valid
reason for such unilateral changes, that the party that unilaterally imposed the term is required to provide the other
contracting party with reasonable notice of any such intended change, and that the other contracting party is free to
terminate the contract atno cost in the case of a change.

TRIZAHT, ZDOTRKIGDS— T OEH L FEDDRIESNIZDTDHY, 7>, TRINEAELW
FTLORIMNIOHIOL T, MITESK G FE D, SRINRI T KT T LD TE D or &3
AREDFIRITINT— NGRSV QDL BT, MrERKISI A R LT 224 é%‘%
MRS — BN GRS =D TN LR O B T4 D, F‘ﬁ%&:&té%’%f’]*@%ﬁ%ﬁb
TG, GE TN AIE IR THOT LA TR TR0,

A contractual term shall be considered to be unilaterally imposed within the meaning of this Article if it has been supplied
by one contracting party and the other contracting party has not been able to influence its content despite an attempt to
negotiate it. The contracting party that supplied the contractual term bears the burden of proving that that term has not been
unilaterally imposed. The contracting party that supplied the contested contractual term may not argue that the term is an
unfair contractual term.

ANRIERTFRIGA DR OIS D53 HERTRE THDOLET, THBDFRDIKAHE, FIRT)
b,

Where the unfair contractual term is severable from the remaining terms of the contract, those remaining terms shall be
binding.

AET, ZOFRIDTT MG HF I TERT DRI T, Fad, Thesslfidasn
L7 =2 ORI IS OBE EMH LT, BHSIVR Y,

This Article does notapply to contractual tenms defining the main subject matter of the contract or to the adequacy of the
price, as against the data supplied in exchange.

B 1 TSN L F31 T, AR FZBERL, ARZROiE AR LU 3AS0%)
BRAIEZ TAIH720,

The parties toa contract covered by paragraph 1 shall notexclude the application of this Article, derogate from it, or vary
its effects.
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B VE POMICLERITERARELTOMEMFIOER, RONERS, BN-PREFTRURMES D

R L TT—ERRATESLIITTHL
Chapter V. Making Data Available to Public Sector Bodies, the Commission, the European Central Bank and
Union Bodies on the Basis of an Exceptional Need

B 145 P ESEERE T 5T SEFIRTESLSI T RERH
Atticle 14 Obligation to make data available on the basis of an exceptional need

INEFERPROORERR, PRINZEE 2, RN G T 37 JRRME S OREREDS, IR BRI i E
5 bR a TS DI, Ui%T — A DR ORI OO BT 2 2 A T —
D, % 15 RO TEDLN - EDT— 24T DEP MR B AR 9~ L&, 2T
DREELISNDTENTEY, M%7 —2a AL Qo7 —2 G813, BEICHBZ LI EERIC
JEUT, M%7 —2 A CELIDNTT 2,

Where a public sector body, the Commission, the Furopean Central Bank or a Union body demonstrates an exceptional
need, as set out in Article 15, to use certain data, including the relevant metadata necessary to interpret and use those data,
to camry out its statutory duties in the public interest, data holders that are legal persons, other than public sectors bodies,
which hold those data shall make them available upon a duly reasoned requeest.

F 155 THERRTHHNNYILENE
Atticle 15 Exceptional need to use data

L.

AREDFRIZIBTS o EDT =M DHB N2, JIH K O I I\ Tl
BREAL, 730, U RIS A DTMHAES D5 E B, Bt mRe Cnd:

Anexceptional need to use certain data within the meaning of this Chapter shall be limited in time and scope and shall be
considered to exist only inany of the following circumstances:

@ AEOBREFRIHGNT DO L/ 25T — A NERESINDEGETHY, 1>, AHIES
FHORERE, RONZEE LS, BN i T 7~ 3RS RS, (R AT,
BT 25D TV i) » O N B CE D070 T — A A S CEIWGA T
iop v N

where the data requested is necessary to respond to a public emergency and the public sector body, the
Commission, the Furopean Central Bank or the Union body is unable to obtain such data by alterative means in
atimely and effective manner under equivalent conditions;

(b)  @IZEHESIVR RBUZIRBNT, 5o, FEHENT —2DBHRL QUOBIRY, LU FDOEAETHS
&
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in circumstances not covered by point () and only insofar as non-personal data is concemed, where:

() AHTEPHORERE, PRINZE 2, BN HR e 77 3R S fERkDS, BRINEETE
FAFENEL ERELUTTEILTIBY, 7o, ARG IOV E I ILDB A ke
DFEFIL L IAIL OB EAFRE) SOEIADII, ZFDTFT —4)NVKANd 5L, 0Dk
IRINEE L > TR CED DI AFEORIREI IV Y CIRESAVDAE B O A7
FEEWH T BIEBND T 285 LT 5D

apublic sector body, the Commission, the Furopean Central Bank or a Union body is acting on the basis of
Union or national law and has identified specific data, the lack of which prevents it from fulfilling a specific
task carried out in the public interest, that has been explicitty provided for by law, such as the production of
official statistics or the mitigation of or recovery fioma public emergency; and

(i) TR I AL LLIET — 22 CEDIDNTT _EBUY TOFHI AL
DI DT BT DIEENT —ZDHEN, T —H O v T EZAREELASS
BTN EOBRZ G, ZHRRFAORRE, KoNZE LS, BN rhshgid 7372130k
INESORRRDS, Z DI 0T —2 AT DT ODZDIETRD B T TEAM
DETOTFEIRE,

the public sector body, the Commission, the European Central Bank or the Union body has exhausted all
other means at its disposal to obtain such data, including purchase of non-personal data on the market by
offering market rates, or by relying on existing obligations to make data available or the adoption of new
legislative measures which could guarantee the timely availability of the data.

B TEON T, ~ A7 3N OVIMEE UGl Czasrauy,

Paragraph 1, point (b), shall not apply to microenterprises and small enterprises.

NP ORERAS, TSI CL LT — A E AT DU LI U IFHE N T — 225 T
T2 Z Y’ _REFIEIT, A IEORGRI I ISR ORI DN ARHTR FOVERL CH
DEFE TN, o, ZDIH7e T —2OEE ADEPNE S UIFFESIU T VR AR T,
WAL T3R50,

The obligation to demonstrate that the public sector body was unable to obtain non-personal data by purchasing themon

the market shall not apply where the specific task carried out in the public interest is the production of official statistics and
where the purchase of such data is notallowed by national law.
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Atticke 16 Relationship with other obligations to make data available to public sector bodies, the Commission, the
European Central Bank and Union bodies

L.

AFL, T DI, fFRADT 7 e RODERE T DT LS TEAE FORFEORTE
AR ZEBLIRGET DT EE ) H DT ORI e AR S ENIED HrCEw bR
B G2 AT,

This Chapter shall notaffect the obligations laid down in Union or national law for the purposes of reporting, complying
with requests for acoess to information or demonstrating or verifying compliance with legal obligations.

I T2 UL TBL EOERA T4 DR Ik, AT, B L IERE F o IHEIDBE 772D DNE
Ba ST DT O, FINZEEZ, BRI’ TH L3R E A ORI oo U TdE
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TRRRMEATE L OVEPATH LT, Fa3, BRSO LTS Rl LT, 28 % 52700,

This Chapter shall not apply to public sector bodies, the Commission, the European Central Bank or Union bodies
camrying out activities for the prevention, nvestigation, detection or prosecution of criminal or administrative offences or
theexecution of criminal penalties, or to customs or taxation administration. This Chapter does notaffect applicable Union
and national law on the prevention, investigation, detection or prosecution of criminal or administrative offences or the
execution of criminal or administrative penalties, or for customs or taxation administration.

F1R TN FIATESSIIENEEERDHER
Atticle 17 Requests for data to be made available

1.

P #
%%

Lctof T —SE BRI DR, ARFRORRE, RONZEBZ, RN R T - I
When requesting data pursuant to Atticle 14, a public sector body, the Commission, the Furopean Central Bank or a
Union body shall:

@ Ui%T —HEMR ORI AT D OB L 2 Bk T e A T — S % ah, BRSND T —H
ZHEEL;

specify the data required, including the relevant metadata necessary o interpret and use those data;

b  FOT—EDERIAD HIIOTDIZH 15 GRS BN EM D DT DI EE
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TR A L QWA AR,

demonstrate that the conditions necessary for the existence of an exceptional need as referred to in Article 15 forthe
purpose of which the data are requested are met;

RO i, THASHR TR AL, ARG 4 I HoT = Db % D, ToRS
NI=F—4DTESRI, SRIONIE, RO, TAASERARLET, 2070
B DI 2L BHE SIS BT A ARB0h L

explain the purpose of the request, the intended use of the data requested, including, where applicable, by a third
party in accordance with paragraph 4 of this Article, the duration of that use, and, where relevant, how the
processing of personal data is to address the exceptional need;

FRSAIREZREENE, ZOT—H3, M%7 — AT 7 BAL A TO S FH LT Ol
FESNDRIATIHIERL,

specity, if possible, when the data are expected to be erased by all parties that have access to them;
Justify the choice of data holder to which the request is addressed;

BERSNDT =D URAE TR SN DL RIA N MO ARSI ORRRE E/ 2 JERINZE
B2, WRIN PR TH LIRS S O O — A2 EL;

specify any other public sector bodies or the Commission, Furopean Central Bank or Union bodies and the third
parties with which the data requested is expected to be shared with;

BT —HNERESNDIE, IRAALDI 72, T —ARGEDFANF I K OMABE 2 e e
I AT O LB Lo A FEAFI e i oS KOS FooSE, IONT, M%7 —
ZERI CEAINTT AN ST — AR E | o CEL b SE SIS 2D 9 kL

where personal data are requested, specify any technical and organisational measures necessary and proportionate
to implement data protection principles and necessary safeguards, such as pseudonymisation, and whether
anonymisation can be applied by the data holder before making the data available;

ZERTTTHLNHFERIIOMRE, MNZEZ, BN TR T I IRNE S ORI AL T,

MW g2 L 2o Ok R A EOFIRE TV Y CE S UA R OB 4] 24
TQODIER: OGN,
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state the legal provision allocating o the requesting public sector body; the Commission, the Furopean Central
Bank or the Union body the specific task carried out in the public interest relevant for requesting the data;

Y%7 — DRI TELIN SN EHIR K OT — AR B D LA R AR R UAGD &
TTEDEEASRDIGHH 18 5555 2 U™ HIRA RL;

specify the deadline by which the data are to be made available and the deadline referred to in Article 18(2) by
which the data holder may decline or seek modification of the request;

() T HEROBETHRNEETE E A IEPNEOERI T D7 — AR A B OIE RS
JiE S DB T AT D DD S 1 RST,
makeits bestefforts toavoid compliance with the data requeest resulting in the data holders’ liability for mfringement
of Union or national law

A VI TON ST — 2 DEERIT:

Arequest for data made pursuant to paragraph 1 of this Article shall:

@

®)

©

@

B IVITON, DD, T—2RAAZ e TEMIE TR eI RE, BfiEh LG e S350
B,

be made in writing and expressed in clear; concise and plain language understandable to the data holder;

BRSBTS 0SB THIESIITIN, 50, UERORICIL 7R
HHDE A DT — AL CIY;

be specific regarding the type of data requested and comrespond to data which the data holder has control overat the
time of the requeest;

BISNPT 2B L LU TISY, D, TRESIDT —X DS R OV Bl INZEER SIS
F—H~DT I EAOBEIZEAL, 124 ThAZEDEIEI RS

be proportionate to the exceptional need and duly justified, regarding the granularity and volume of the data
requested and frequency of access of the data requeested;

5519 555 3 AT SRR OB R 3 D LB %7 — 2 IR E Ol 1
W, ROT =22 R CEDINTT DT DI RSN OB O )y L

respect the legitimate aims of the data holder, committing to ensuring the protection of trade secrets in accordance
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with Article 19(3), and the cost and effort required to make the data available;

1T —HZBAL, 23, 55 15 5545 1 TN CTT —X 2R A0 A 2 B2 6
ST DTN 53 THDZENRSICQOBIGAIIRY, g b= LA AT —
BEGIRL, H 0, UihT —L AR T DI OIS oo E K Ok B
AT

concemn non-personal data, and only if this is demonstrated to be insufficient to respond to the exceptional need to
use data, inaccordance with Article 15(1), point (), request personal data in pseudonymised formand establish the
technical and organisational measures that are to be taken to protect the data;

T —HRAEITKIL, BEROANETFOSAIZINT, 5 37 RICL > HEESIISHERR
DI TN TEATH 40 SR TIRRESN D~ EHIFEAEREL

inform the data holder of the penalties that are to be imposed pursuant to Article 40 by the competent authority
designated pursuant to Article 37 in the event of non-compliance with the requiest;

INHIEBPIORHRR Z > TESRIM TONDS &, 2ERIT CHLARIER MO LR AH >
HERRIEIDS 37 TR 7T — Y SRS U TRESH, M%7 —FEEA L, £k
VRINRDY DR AT DY A % DT LD ThoL T —F R JR T2 IR
0, TEGV RS, FEAN R AT FA TR TEDIINIL

where the request is made by a public sector body; be transmitted to the data coordinator referred to in Article 37 of
the Member State where the requesting public sector body is established, who shall make the request publicly
available online withoutundue delay unless the data coordinator considers that such publication would create arisk
for public security;

RRINZEEZS, BRI HRi T 37 JERMEL S ORI Z Joo CTERRAM TN A G, Aib7s
BT, AT TRIATTERIICEN,;

where the request is made by the Commission, the Furopean Central Bank or a Union body, be made available
online without undue delay;

TENT —2NEERSNDA, TV, Gz R FH ORI s 2t SRRk E]
W ZBWWTHRAIEU) 2016679 O AR 35 B U 2 A O B ERSEA L, 1Sy
60

where personal data are requested, be notified without undue delay to the supervisory authority responsible for
monitoring the application of Regulation (EU) 2016/679 in the Member State where the public sector body is
established.
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RN G T R OWRIN S OREARRI L, RN ZRE AT, ZHUDOTE RO EREEHE T2,
The Buropean Central Bank and Union bodies shall inform the Commission of their requests.

INEIERPH OO/, RIONZRE 2, WO i T 37 3R SO/ 3, BRI TS

F—H4%, FRIEU) 2022/868 D5 2 4555 2 5736 (EU) 20191024 05 2 555 11 SO TE

TSN A ORI TEAIDNTL TUTZ2B720, HHIEU) 2022868 [ OME 4

20191024 13, AF LTSS, ARFEHORRR > TRA SN T — 2o LGS
T2,

A public sector body, the Commission, the European Central Bank or a Union body shall not make data obtained
pursuant to this Chapter available for reuse as defined in Article 2, point (2), of Regulation (EU) 2022/868 or Article 2,
point(11),of Directive (EU) 2019/1024. Regulation (EU) 2022/868 and Directive (EU) 2019/1024 shall notapply to the
dataheld by public sector bodies obtained pursuant to this Chapter:

ARG 3 T, AUERRIORERS, BRMNZE S, BRI RG] T2 3R NS ORERRAS, AR
SRS =T 5%, AL 1 T TEROFPCHRESNINS, 5 15RO
BSEHT BT, BRIk 7= 3R’k Ha’w 2, RN gy T ﬂﬁ/_ FERIREES DB
FHREEDRICAHET BT, 2, ARDFIH FTRE R ARSI CYRAE RN Y545 —F 1
KU CTHAN LD F - nLIINOHERE %éﬁu‘_%:% IR, T—HERIHCELINNTT
DTEEHBRLIR N, 55 19 SR I DAMRMPIORR ARSI DFRES, L0, B3O %
T%ﬁ#ét&mﬁéﬁﬁf% I, ZDI78EE = FN TR THE SIS, AT, BINZES
22, RN HP g T IERNE A ORI ATAD R IRV CHEL AT — 2R T&5 L
ﬂ”éi;ﬂ%}, FOVEEMRT, BrhDED ST —HDZHESNDT —HREEITHL, NEvlE
W7, WETT D,

Paragraph 3 ofthis Article does notpreclude a public sector body; the Commission, the European Central Bank ora Union
body to exchange data obtained pursuant to this Chapter with another public sector body or the Commission, the
FEuropean Central Bank ora Union body in view of completing the tasks referred to in Article 15, as specified in the requiest
naccordance withparagraph 1, point (f), of this Article or to make the data available toa third party where it has delegated,
by means of a publicly available agreement, technical inspections or other finctions to that third party. The obligations on
public sector bodies pursuant to Article 19, in particular safeguards to preserve the confidentiality of trade secrets, shall
apply also to such third parties. Where a public sector body, the Commission, the European Central Bank or a Union
body transmits or makes data available under this paragraph, it shall notify the data holder from whom the data was
received withoutundue delay.

T—BREEDN, RKED T T —RAEOHRINEEE T — 24 R CEDITT S

ZUTSTURESN LW DL, £OT —HRAHIL, ZOT A RAEDHLEZL O
FRIEIDH; 37 SR> THIE ST IREHERODL SR T, 12 ST,
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Where the data holder considers that its rights under this Chapter have been inftinged by the transmission or making
available of data, it may lodge a complaint with the competent authority designated pursuant to Article 37 of the Member
State where the data holder is established.

RRMNZE AT, ARSI DELROTDDET VHRAE R ET D,

The Commission shall develop a model temiplate for requests pursuant to this Article.

B 18F T—HERDLERDIGHE
Atticle 18 Compliance with requests for data

L.

KRED NIRRT —ZaF I TCEDINTT DI EDEREZT QDT —ARAHES, MBS
DH L, M R OVER LD RAZBICANIZ T, MBI, ZERITTTHHAR
FRROORER, RONZREZ, BRINSREYTEIRRMESOMRI I, 7 2RI TS0
EEAS

A dataholder receiving a request to make data available under this Chapter shall make the data available to the requesting
public sector body, the Commission, the Furopean Central Bank or a Union body without undue delay, taking into
account necessary technical, organisational and legal measures.

MM AL XENIED HF CEFESN =T —4 O a] FtE LR E- B DM B AT DL
7, TAREE, REIEZRERTRS, 730, UV AR THATEOBR 2 RE TR
FAIDI ML 0BT —FDEROZ RN OIS 5 AN, F, 7 2O n[ A
T AAERNOVENELERT D55 LIAAO BN T B DA TIV T, ANE IEARER72,
D32, ZDIHRBEROZAE)HEECES 30 HHEHNIZ, LU FOROWT I DE, KFED
BN TT 22 CEAIN T D EREFE S LU E A TEDE FARDIES:

Without prejudice to specific needs regarding the availability of data defined in Union or national law; a data holder may
decline or seek the modification of a request to make data available under this Chapter without undue delay and, in any

event, no later than five working days after the receipt ofa request for the data necessary to respond to a public emergency
and withoutundue delay and, in any event, no later than 30 working days after the receipt of such a request in other cases
ofan exceptional need, on any of the following grounds:

@ FOT—HREED, BRSNIT —A TR Cdabiau,
the data holder does not have control over the data requested;

®) R BRIDT OB EER AN LSOO 72 T 2 2, W i T
ETINE SO SIERM ARSI, 730, DT —HRAED, % 1955 1
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(NI D T —2DIEEDBRE ST 20T

a similar request for the same purpose has been previously submitted by another public sector body or the
Commission, the European Central Bank or a Union body and the data holder has not been notified of the erasure
of the data pursuant to Article 19(1), point (c);

© TOERD, %17 586 1EKOE 2 O CEDLNTAIHIEE L TY VR,
the request does not meet the conditions laid down in Article 17(1) and (2).

T—AREED, F 2 O TEREARS DL FATZ DERDEIEASRO DL ZRTE
TG, ZOT —2RAEL, [Fl—0 HIOTDDERZAERT TAR— U A oOfHi ==
FERMNZEEZ, BN R T 372 3R M S ORERR DB 23~ 72,

Ifthe data holder decides to decline the request or to seek its modification inaccordance with paragraph 2, pomt (b), it shall
indicate the identity of the public sector body or the Commission, the Furopean Central Bank or the Union body that
previousty submitted a request for the same purpose.

BERSNT=T —IMANT —2aa el &T, T—2RAEE, AWFTOMEE, MONEES, R

PN FRTRER T 71 FER NI A ORI R T — AR CEDIN T DEEROES AN T —
BOBITEERL QOBEAETRE, TOT 2B LD, ZOI7 s ik
WO, TR, T2 R TD,

Where the data requested includes personal data, the data holder shall properly anonymise the data, unless the compliance
with the request to make data available to a public sector body, the Commission, the Furopean Central Bank ora Union
body requires the disclosure of personal data. In such cases, the data holder shall pseudonymise the data.

PRSI e T — 2 EAR M DO T — 2 RAF ORI XU TARSRIHORRE, BINEEZ,
PRI B T 72 TR A DR B a ik D LA ST o, FHA0E, BRI LT —4
RABEDEGFZNARDZ LTI, 7130, ZOMHDMSFLE RO AME FI I TR TE
EXE, O, Yk —ARAEDMLE AL ORERREDR 37 R[S THEESH IS HER
DHLY R FERSND,

Where the public sector body; the Commission, the Furopean Central Bank or the Union body wishes to challenge a data
holder’s refisal to provide the data requested, or where the data holder wishes to challenge the request and the matter
cannot be resolved by an appropriate modification of the request, the matter shall be referred to the competent authority
designated pursuant to Article 37 of the Member State where the data holder is established.
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%195 ARTFIDMERE FUNER R, RN RIBTRUBES DRSNS
Atticke 19 Obligations of public sector bodies, the Commission, the European Central Bank and Union bodies

L.

B 14 20 FIZBW T TV ELRIZE > CF — #2583 DRI DR, IMNZEES, PR
PN PR T 7 R B S R

Apublic sector body, the Commiission, the European Central Bank or a Union body receiving data pursuant to a request
made under Article 14 shall:

@ LT ADERSNCHEEG LR BB CE DT —24 AL TUIRST
notuse the data ina manner incompatible with the purpose for which they were requested;

b EERSNWT—4, Lo, AT =2 O OF — B HRD & AR
L, Fo, T =X EROMERIE B TR EORTE N O LOREZIZESY

have implemented technical and organisational measures that preserve the confidentiality and integrity of the

requested data and the security of the data transfers, in particular personal data, and safeguard the rights and
freedoms of data subjects;

© FIMEEBOSURIIINT, SCE~DBRDT 7B A BT 2RNESTE R HENIEC
W TT =& 7 —IAT N ERSN DB EIRE, b~ A IO Y747 —4
DILBEIRIR TR TERNNTE DT —HZAHEL, Do, ZOT—ARAE KU 21
F VI TEDT =22 ALTAA NS TR et L, NIRRT, Mi%7—
HHINHESNIZ L2853 %,

erase the data as soon as they are no longer necessary for the stated purpose and inform the data holder and
individuals or organisations that received the data pursuant to Article 21(1) without undue delay that the data have
been erased, unless archiving of the data is required in accordance with Union or national law on public access to
documents in the context of transparency obligations.

ARFED IR CTT —H a8 2R ORI, KONZEES, BRINFPRERST, ERMNE A
b E Ty =

A public sector body; the Commission, the European Central Bank, a Union body or a third party receiving data under

this Chapter shall not:

@ U7 AR EOARST NS IR E YRGB AT o1 T N o A
P ADREEFIATILR T D7D, T —ARA B DOREFIREE, EPER OVEFETFIEE-
I HERTHECBE T 57 —F FARREAFIH L Q6T
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use the data or insights about the economic situation, assets and production or operation methods of the data holder
to develop orenhance a connected product or related service that competes with the connected product or related
service of the data holder;

b @R HEIDOWT D DT, BT =F DM T —2 23U TAIbe,
share the data with another third perty for any of the purposes refenred to inpoint ().

INEFERFHORRE, BRINZEE S, MR g T 372 BRI S ORI T30 B e OB N,
55 15 520D FIZDHEERD B 8Ya 3§ DT DI R S P IR, BERS D, 20085
BGEIZRNT, T—2EHT, T3, T—AREE LEERERAE DR DF TR0
EET, EHEWBRAEL, WA T =S ORNZDObDE G0, B LU TSNS T
— SRS o, NEIIIORER, IRMZREZ, WM SRER T =7 I S OREREI L, “E Rk
FEOBPREVBANS, Lo, BT /VERKIZT, BAHEEOR | L O TEERIOE A &0,
YL E TR OB A AR D7D DA CO ML) O 2 Bty FORSE K O FooHy
[ AR

Disclosure of trade secrets to a public sector body;, the Commission, the European Central Bank ora Union body shall be
required only to the extent that it is strictly necessary to achieve the purpose of a requeest under Atticle 15. In such a case,
the data holder or, where they are not the same person, the trade secret holder shall identify the data which are protected as
trade secrets, including in the relevant metadata. The public sector body, the Commission, the European Central Bank or
the Union body shall, prior to the disclosure of trade secrets, take all necessary and appropriate technical and organisational
meastires to preserve the confidentiality of the trade secrets, including, as appropriate, the use of model contractual tenms,
technical standards and the application of codes of conduct.

ISR PROORERR, ERINZEE LS, BRI TRl T2 R A ORI Y, MUk A2 8d5
TR DM BT EE A,

Apublic sector body, the Commission, the European Central Bank ora Union body shall be responsible for the security
of the data it receives.

FE205 MV EEDESIBITHIME
Article20 Compensation in cases of an exceptional need

L.

~ AR OVIMEZEDSND T —HRA L, 515 5568 | LA aERE~Dxf
JEDT=ODRTEET 22T %, TR CHIF C&DINTT D, DT — %2 fB T ATRRFI O
ik, WONZEZ, RN i T2 IR A ORI L, T —Za EDEsRESNI- LT, 7
—HRAAENHL, AN R A5,
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Dataholders other than microenterprises and small enterprises shall make available data necessary to respond toa public
emergency pursuant to Article 15(1), point (), fiee of charge. The public sector body, the Commission, the Furopean
Central Bank or the Union body that has received data shall provide public acknowledgement to the data holder if
requested by the data holder:

TR, 5 15 55 1 O I TN BER AL T — 244l C&pdolcizzs
(RS DIRIER I MBS T MRS D, TOIIRFMET, ThNEH rIReZesd, AL, (X
A, BRI OHINEVYLAEIEDF AT, UigEERITET DTN o7 EoE A &
OSH 02 I ONC A BRI SRR 2 Lo, ZNASETFIDRERE, FRMNZE S, RN TRt T 72
(TS ORRROEZRITIEC T, 7= A HE1L, B R OGBS OF RO A 2B
FOEHATRALT D,

The data holder shall be entitled to fair compensation for making data available in compliance with a request made
pursuant to Article 15(1), point (b). Such compensation shall cover the technical and organisational costs incurred to
comply with the request including, where applicable, the costs of anonymisation, pseudonymisation, aggregation and of
technical adaptation, and a reasonable margin. Upon request of the public sector body, the Commission, the European
Central Bank or the Union body, the data holder shall provide information on the basis for the calculation of the costs and
the reasonable margin.

5 2 TS, <A/ OV IMESED T — e M CEDIN T D U oA R 5%
BlTbEHShD,

Paragraph?2 shall also apply wherea microenterprise and small enterprise claims compensation for making dataavailable.

INFEOFIRE I N TSNS ORES )N ARG OVERR CHDATHY, 1>, T—4D
HEADSEINIE ZI s UTFFAESIV U VRV GEIZR T, 7 —#RA81, 5 15555 1 TAb)IC
I TN ER AT T —2 %R CEDIN T BT DA/ e FMEZ 52 T DM &
Ho U2, NEHFHOVERR DT DT — 2 DI ADEPNE LS TERASIU T VRN
A, HRENS, RINEBAITHL, @5,

Data holders shall not be entitled to compensation for making data available in compliance with a request made pursuant
to Article 15(1), point (b), where the specific task carried out in the public interest is the production of official statistics and
where the purchase of data is not allowed by national law. Member States shall notify the Commission where the
purchase of data for the production of official statistics is not allowed by national law.

NHIERFHORERE, FRINZEB 2, BRI TR JBRNES RS, 72 RAED RS
MIFHBEDL A~V ATRGE LIRS, ZHLDETRD, Ui%T — B DR Zb O AKE
OE 37 Rl s THRE SRR DG D Y SR e U TR IS E T2,

‘Where the public sector body; the Commission, the European Central Bank or the Union body disagrees with the level
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of compensation requested by the data holder, they may lodge a complaint with the competent authority designated
pursuant to Article 37 of the Member State where the data holder is established.

8215 VNI EM OB CEEIN - TS OREMTERE - I HERS OO AR
Atticle 21 Sharing of data obtained in the context of an exceptional need with research organisations or statistical
bodies

L AEFERPOORRE, BONZE S, BRINS RS T = IRINE S ORI T, LU FOFEDRIZR
T, RED NIV TCHHU T — 227 T 5 2t 0!

Apublicsector body, the Commission, the Furopean Central Bank ora Union body shall be entitled to share data received
under this Chapter:

@ Y%7 —HELRESN- BISE S5 BB TR B F A I AR B e S T
THILEZEELU BT, EAB UL R 0%

with individuals or organisations in view of carrying out scientific research oranatytics compatible with the purpose
for which the data was requested; or

b)  AFHEOVEREDT-ODIE PR K O Burostat,
with national statistical institutes and Eurostat for the production of official statistics.

2. B HICE S T =A% 0T AMEN A SRR L, FEERIS—2T, 72038, BOES LI
EPNIED TR IR RSO O I\ T T8I 5, AU E TRk L,
(e A RPE = =y E D AT & L /N S Rt - A a2 i3 1| B ad YWY 7 o S
FHRRA D TR,

Individuals or organisations receiving the data pursuant to paragraph 1 shall act on a not-for-profit basis or in the context
of a public-interest mission recognised in Union or national law. They shall not include organisations upon which
commercial undertakings have a significant influence which is likely to result in preferential access to the results of the
research.

3. AL VIS > CF 2228 AE AT TR L, 55 17 5455 3 RO 19 S/l Tan
AFESFHOORERE, RN ZE B2, BN i T 371 IR NS OB Zoet U O P AT RE 2 38755 [
CFEHa 879,

Individuals or organisations receiving the data pursuant to paragraph 1 of this Article shall comply with the same
obligations that are applicable to the public sector bodies, the Commission, the Furopean Central Bank or Union bodies
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pursuant to Articke 17(3) and Article 19.

519 556 1 THO b, RS 1 I CF — 428 HIE N 2 B X, 2055
DR, WINZE L, BRI FP g T M OV S ORI 1D 3% 7T — 2 DI E#% 6 2H £ T,
U — SR BTN, ST — SR T,

Notwithstanding Atticle 19(1), pont (c), individuals or organisations receiving the data pursuant to paragraph 1 of this
Atticlemay keep the datareceived for the purpose forwhich the data was requested for up to six months following erasure
of the data by the public sector bodies, the Commission, the Furopean Central Bank and Union bodies.

INAARERPAOORERE, RINZRE S, Mot Ry T3/ TS DR, ASE 1 THD Mz
TCHELIDELFATT —FEMA TELINTLIOETDEET, ZFOWETINT, ANEE RS
s BREDENSZDT —HHZESNI=T —ARABITHIL, ZOT =223 58 DRk F %
1R N8R 140 M OV e, DT —2 DM EATT AR TELIDNTTHIED AN, £
DT —ZHFIRSNOIIN, SN, AT —F ETEEMENEENTDGEa a0, il
SIVHEART LM O LD ERTEZEINT D, TOT —ARAENT — ARG HAIT =%
MATELINTT HTUTFE L RS, AR, RMNEEZ, BN REGTH IS
BRI ORI, Ui%T —AIRAE DML A OHEKEDS 37 I THESTUEHE
FRODEZ M JRl SR CTANIRE N TR,

‘Where a public sector body, the Commission, the European Central Bank or a Union body intends to transmit or make
data available under paragraph 1 of this Article, it shall notify without undue delay the data holder from whom the data
was received, stating the identity and contact details of the organisation or the individual receiving the data, the purpose of
the transmission or making available of the data, the period for which the data is to be used and the technical protection
and organisational measuires taken, including where personal data or trade secrets are involved. Where the data holder
disagrees with the transmission or making available of data, it may lodge a complamnt with the competent authority
designated pursuant to Article 37 of the Member State where the data holder is established.

2 & HERBRVEREZEA S5
Article22 Mutual assistance and cross-border cooperation

1.

INHIERPHORARE, BROMNZE 2, BRIN TR T R OVRINE S ORI L, —BPEDSHLRBRR TR
ZILET DI, WL, Do, FRHEITHHBIT 2,

Public sector bodies, the Commission, the Furopean Central Bank and Union bodies shall cooperate and assist one
another, to implement this Chapter in a consistent manner.

EEESIVARBIOMFE TS O | IS > TSN D T — 213, 2O ERESZ
HILEE LR B CRIRIS TIasauy,
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Any data exchanged in the context of assistance requested and provided pursuant to paragraph 1 shall not be used ina
manner incompatible with the purpose for which they were requested.

INHREFHOREREDS, BUORERENI LR A2 S >7 — A RAEITH L T — 22 BRI & 5L
3, JelT, ORI T, SRAERIEDSR 37 RTI > THHRESH G HER DD Y
JANTHL, D FEEIBET D, ZOBHT, FRINZEZ, W iR T K OWR) Mg & oOREREI -
FHERITHL THEMISN D, TOEEKIT, YikT —IRAE DML EHORERRIEID S 37 2521
S THRESHU IRIEHENRD &L 2 R I TSNS,

‘Where a public sector body intends to request data from a data holder established in another Member State, it shall first
notify the competentauthority designated pursuant to Article 37 in that Member State of that intention. This requirement
shall also apply to requests by the Commission, the Furopean Central Bank and Union bodies. The request shall be
examined by the competent authority of the Member State where the data holder is established.

55 17 RO CREDLITZEYH RO CURLESRAWVIES A%, W IS HERODL Y R,
ANHEEVSERTRL, LR O Tala&%:

After having examined the request in light of the requirements laid down in Axticle 17, the relevant competent authority
shall, without undue delay; take one of the following actions:

@ FOFEREYET —HRAEITHEL, 230, TIDSEH TR REENT, YikER AT
% ECOY%T — AR OATB OB HERER T DT L2 LT, ERITTHHAH)
HEMORHRE, BRMNZEE S, BRIN PR T E I IRIMNE S OB ZRIL, HLEITHIUS,
WLT — AR DILR b AERRIEID NI ORRRE 9 2 B B 5975

transmit the requiest to the data holder and, ifapplicable, advise the requesting public sector body; the Commission,
the Furopean Central Bank or the Union body of the need, if any, to cooperate with public sector bodies of the
Member State in which the data holder is established with the aim of reducing the administrative burden on the
data holder in complying with the request;

b))  AEIE THIEI AR IRIUIEDE, ZOEREHTFI7%,
reject the request on duly substantiated grounds inaccordance with this Chapter.
BERITTHLNIRIORAE, RONZEES, BN RS T R OWINE S O/ERR T, Z4usiEH]

AIREAREENE, COEROPHRHDIDILHEILZATE R EHRNT, 5 1 RIS Dk 85 HER oD
OLYJRDBIE M O Y i SRS ARNAZ B I AND,

The requesting public sector body; the Commission, the European Central Bank and the Union body shall take into
account the advice of and the grounds provided by the relevant competent authority pursuant to the first subparagraph
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before taking any firther action such as resubmitting the request, ifapplicable.
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BVIE 7TH0EY—EREOTER
Chapter VI Switching between Data Processing Services

5§ BE SSHRTUIEELITORRRORE
Atticke23 Removing obstacles to effective switching

T—SAERE—E 2T T B, RS, BT —Z B —E 27 A 2 )RS A R —
P —eREA T H G T e T —ZUEE—E A LT B H DfitisxND ICT A2 7 A YREZ CTEHIHNT
THID, FolE, DS/ 2L ET, RIRRHE O T — B —E 27 o M 2 A TEDL
NTT DI, 55255, 552655, 5527 5%, 5 29 OV 30 SO CIED I kA LD, LD
i, T—HUER—E 2T 0 H S, BRI CUL FOZ a2 423 VAT, 2L, Bt
b, B RO EORERSARRL T3, 7o, FNHERETS:

Providers of data processing services shall take the measures provided for in Axticles 25, 26, 27, 29 and 30 to enable
customers to switch toa data processing service, covering the same service type, which is provided by a different provider
of data processing services, or to on-premises ICT infrastructure, or, where relevant, to use several providers of data
processing services at the same time. In particular; providers of data processing services shall not impose and shall remove
pre-commercial, commercial, technical, contractual and organisational obstacles, which inhibit customers from:

@ FAROEFEARE OUPRZ 7 0B ADORIHEDTE TO%, 5 25 ZRITHE, Z0OT —H L]
P RDEH AL TS DL

terminating, after the maximum notice period and the successful completion of the switching process, in
accordance with Article 25, the contract of the data processing service;

b [V RIA T BT DR 2D T — AR — AT T S X LD T 7255 A
fETHZL;

concluding new contracts with a different provider of data processing services covering the same service type;

© IERFIIMDSZAS T DS GG, BohT — AR — 27 0 A Z TR T, &
723, AR OREEANDICT A 7ATKUT, BEDTIAR—IRET —2 LT 2NV Gt
BErHzs;

porting the customer’s exportable data and digital assets, to a different provider of data processing services or toan
on-premises ICT infrastructure, including after having benefited froma fiee-tier offering;

@ 524 RGeS, Rl —E 2P A T 5 HE S DRI T — 2R —E 27 0 S 2 D ICT B
BN ISI DT 07— SR —E 2RI IO H ORE_ LD EA 3524
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inaccordance with Article 24, achieving finctional equivalence in the use of the new data processing service inthe
ICT environment of a different provider of data processing services covering the same service type;

@ FNDEIRHIRIR TRgelEls, 7Bt —e 27 m 2 o ThfikEn oo 7
— SRR —E AN 305555 | U 7 — AP —E 25 5 AL,

unbundling, where technically feasible, data processing services referred to n Axticle 30(1) from other data
processing services provided by the provider of data processing services.

B 2uE Bt EOBFBOEREE
Atticle24  Scope of the technical obligations

BBA, B A B ISR, H0RKOE A ROPTEDONIT — B — 27 1 (%
DEHT, BlHTT — AU —E 27 M S TR O —E R, SRE3pa%E bo
FH L T SIS,

The responsibilities of providers of data processing services laid down in Articles 23, 25, 29, 30 and 34 shall apply only to
the services, contracts or commercial practices provided by the source provider of data processing services.

BB 255 YIBAICEETHMEN
Atticle25 Contractual terms concerning switching

1.

T AEI—E 2T A TOYEER L, F203, ThaNEf TR R & T, B EONEREPNOICT
AL 7T ~DYPEZ EOBMR T DRAE DM [y O — B —E X7 0 M X DFEI Y, &
M LTI O T SR A~_OND, T — B —E 27 0 M 1L, ZOFHIE B TD
ANZ, ZOFIEZFIERRAA T R ORI CEL 7L T, BRI, M EEFH TEa401C
T4,

Therights of the customerand the obligations of the provider of data processing services in relation to switching between
providers of such services or, where applicable, to an on-premises ICT infiastructure shall be clearly set out in a written
contract. The provider of data processing services shall make that contract available to the customer prior to signing the
contract ina way thatallows the customer to store and reproduce the contract.

BH(EU) 2019770 25T 52872, AL 1 TR N, Db LU F O D5

Without prejudice to Directive (EU) 2019/770, the contract referred to in paragraph 1 of this Article shall include at least
the following:
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FERDBHIUE, REIEZREERRS, 230, UIDRDEEIZRN TS, 30 B B OFEHE07 K
BATHIRIZRRE D2 872K, BEEDS, EOHIMORIIEH—E 225005 H St 175> o%
OHIIDORNTT —AUERS—E 27 7 S L T OENATEN AN~ I R
ORGER \ ZBtESID, B2hT — AR — B 27 T/ A DN R SIVD T — X AL
—E 2L TEAIONCL, T, B TCOTIAR—R[RET —Z /T VK R
H B DOREXND ICT A2 77 B CEAINTTH LS

clauses allowing the customer, upon request, to switch to a data processing service offered by a different provider
of data processing services or o port all exportable data and digital assets to an on-premises ICT infrastructure,
without undue delay and in any event not after the mandatory maximum transitional period of 30 calendar days,
to be mitiated affer the maximum notice period referred to in point (d), during which the service contract remains
applicable and during which the provider of data processing services shall:

@

(ii)

(i)

()

LD R OGVER 7 e AD T CEDRE N MR G2 AT — R S=T41T%f
L, GBI bt itL ;

provide reasonable assistance to the customer and third parties authorised by the customer in the switching
jprocess;

i

=

R EAHERRL, 1>, TOEHID NI AR FT -1 3 —E A $ Ak
FAIDOIEIE I E B A A>T TEIL ;

act with due care to maintain business continuity, and continue the provision of the flnctions or services
under the contract;

Bl o7 — A —E 27t S Z O—ERO_ TR RE F o T — e ik
ORBITENE D6 DO YA Z B DI e At it

provide clear information concerming known risks to continuity in the provision of the flnctions or services
on the part of the source provider of data processing services;

Yz 7 e iU, EEOER 2Ty, L0, i ATREA RN A A E]
PIEIZHEV, Yi%T —ZOBIDOMICIT 5T —2 D)7 4 LN T Frdk
MO RBIT DT —Z DG e VT A D SHERFS VD LA T,

ensure thata high level of security is maintained throughout the switching process, in particular the security
of the data during their transfer and the continued security of the data during the retrieval period specified in
point(g), naccordance with applicable Union or national law;

ETORRTRIEHREARMET D LIS EE G, TSN —E AL Tk
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D AR SR HNE T — PR — 27 1 M E DFHS,
an obligation of the provider of data processing services to stpport the customer’s exit strategy relevant o the
contracted services, including by providing all relevant mformation;

PUFOUWT I DEEIZINT, FHNE T L n LI SN AT 8 L O DREE R Z D4
T ARSI AZ LR T IR S

aclause specifying that the contract shall be considered to be terminated and the customer shall be notified of the
termination, in one of the following cases:

()  TIDSEH TR LT, YPERR T e ADORIOTE T O ;
where applicable, upon the successful completion of the switching process;

() TG A LA T VRO NE Y —E AR TRICE OO/ AR — bl
T—HROT VR HEINEESNAZ LA BT 6, AR RRE HHRD
TR,

atthe end of the maximum notice period referred to in paragraph (d), where the customer does not wish to
switch but fo erase its exportable data and digital assets upon service termination;

27 AR DI EDTE LN, YREA 7 R ADBRARDT DD R ;
amaximum notice period for initiation of the switching process, which shall notexceed two months;

= LADEDELT, BCHOITIAR—RNA[RET —4%5%, Uz 7 ADMICBEISN
BAETOHITANDT—H I OTIR VR FEONEGEA Y 2 RE;

anexhaustive specification of all categories of data and digital assets that can be ported during the switching process,
including, ata minimum, all exportable data;

EDT O MY O EZEREDNRZEDV AT DMFIET D AT, DL 23
LOFTEDHN- IR 7 o A% L E U F A TEESE72N I EESRIFE LT, ARTEHEeD
DT AR—NA[RET — XN ORI SN REZE DT — X B—E 27 1 S DN
SRR R O T — 2 DT AV DORERE Y o T4

anexhaustive specification of categories of data specific to the infemal finctioning of the provider’s data processing
service that are to be exempted firom the exportable data under point (€) of this paragraph where arisk of breach of
trade secrets of the provider exists, provided that such exemptions do not impede or delay the switching process
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provided for in Article 23;

AI @M O 4T, ZORE M OT — A — 27 0 X O CEESN B
ITHIRIORE TIRIZBIAG T, D7aKEd 3018 A D=~ v/ 7 — 2l i ;

a minimum period for data retrieval of at least 30 calendar days, starting after the termination of the transitional
period thatwasagreed between the customer and the provider of data processing services, inaccordance with point
(@) of this paragraph and paragraph 4;

YRR 7 e AN 258 T LT 2 825U T, (U T RREBHIONG T4, F213,
@I R IO T H K0HE B CAESI RO T#0O, O
VLo THEBAT ARSIV F A I ORI LEHABHEL QOO TOTI AR —NA[RET —4
K OT AV HED RS EEARRET DS

a cluse guaranteeing full erasure of all exportable data and digital assets generated directly by the customer; or
relating to the customer directly, after the expiry of the retrieval period referred to in point (g) or after the expiry of
an altemative agreed period at a date later than the date of expiry of the retrieval period refenred to in point (g),
provided that the switching process has been completed successfully;

£ 29 R o TF — AR —E AT 0 M Lo GRESTUSDUIE A B,

switching charges, that may be imposed by providers of data processing services in accordance with Article 29.

BRI, RN, T —ER—E 27 0 2L, 5 2 AN I RS 51
MR 714, LU D 1 F 3O T8 a2 T3 DT b D DG DY T CEL LA TED
LU EEEDD:

The contract referred to in paragraph 1 shall include clauses providing that the customer may notify the provider of data
processing services of its decision to perform one or more of the following actions upon termination of the maximum
notice period referred to in paragraph 2, point (d):

@

®)

FIp T — B —E AT 0 M ~DOYPEZ, EOHEITBWTE, BT, 4% N
AKX DOWBET TR,

switch to a different provider of data processing services, in which case the customer shall provide the necessary
details of that provider;

H B DR ICT A2 77 ~DYPEZ
switch to an on-premises ICT infiastructure;
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© TIAR—IARET MO D VEFEDIHE,
erase its exportable data and digital assets.

4. 5 2 B CEDOI IV 2RI THIRI AR C&RneE L, 7208k
—ERT AL, RIS, YRR A THZEOERNS 14 53 A LINIGEEIL, 2>, $ff
BNTFIFARATRE CHAZLDNEY THAZEAIEITIN, 730, THH A T MY 2%
1T, 85 1 BRSO, (BB THIRIAEL C, h—E ke SRS D,

‘Where the mandatory maximum transitional period as provided for in paragraph 2, point (a) is technically unfeasible, the
provider of data processing services shall notify the customer within 14 working days of the making of the switching
request, and shall duly justify the technical unfeasibility and indicate an altemative transitional period, which shall not
exceed seven months. In accordance with paragraph 1, service continuity shall be ensured throughout the altermative
transitional period.

5. BB ATERITAZL, F 1 TEORTEEL, RS, ORI E 5D BRI F OREH
T ChHDEB Z DRI THIR A —RRER 3 DHER AL DL ED D L E 5D D,

Without prejudice to paragraph 4, the contractreferred to in paragraph 1 shall include clauses providing the customer with
the right to extend the transitional period once for a period that the customer considers more appropriate for its own

PUIposes.

265 TAEY—ERT O/ 15 OISR SR
Article26 Information obligation of providers of data processing services

TSR — AT T M, BRI, LU IO ST 2.
The provider of data processing services shall provide the customer with:

@ FIHIFTREZRIVEZ K OBEIDTHER 74—~y NENTZE DT — AU —E 27
AL TR ChLOBE L K O LDIRR B35 a 5, BIRR R O — 2408
TR 11 A DT —LREENDT DI R T FTREZ R Foel B2

information onavailable procedures for switchingand porting to the data processing service, including information
on available switching and porting methods and formats as well as restrictions and technical limitations which are
known to the provider of data processing services;

b FTOT—HPR—E A7 A F LS TRANSIVTEY, 5 25 5555 2 (IR TETO
THAR—NRIRET —2 DRI RTRE Tl T — S e O — 47—~ NI ON ik 70k
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AR N OA—7 A BE IO AR FEE OB DI DA T A KT D%
a8
areference fo an up-to-date online register hosted by the provider of data processing services, with details of all the
data structures and data formats as well as the relevant standards and open interoperability specifications, inwhich
the exportable data referred to n Article 25(2), point (€), are available.

B27E EEWROEH
Atticle27 Obligation of good faith

BRI T — 2B —E 27 M H e ah, Bl RTOYEEL, YR 7 o2z 3
IZL, T —Z DR O R FHLAFEIZL, 2D, T —HAFRY— 2D AR A7,
WIS D,

Allparties involved, including destination providers of data processing services, shall cooperate in good faith to make the
switching process effective, enable the timely transfer of data and maintain the continuiity of the data processing service.

58 285 EREYET VAR U BT SR L OB
Atticle28 Contractual transparency obligations on international access and transfer

L.

T —HRER—E AT T AT, ST T E D Web YA ETTLL RO #EF I TEAI0
L, 2>, WehiFE B OLDIARD:

Providers of data processing services shall make the following information available on their websites, and keep that
information up to date:

@ U ML DN R D ADT—ZREROTDITIESIVT VD ICT A 77558
JOHHVEE;
the jurisdiction to which the ICT infiastructure deployed for data processing of their individual services is subject;

b)  ZDIIRT AT IR RN AT E T w7 A E O EIPNIES - S<
JREITIBNT, BRIMEAS IS YRR SIV QOB T — S ~DEE Y 2 BORF T
JYAEATE DT —Z OB 13D DI DT —HFR—E 27 A H 2 5o T
LENLEAIT BT, HHfk IR M O LD 7RO eqol,

a general description of the technical, organisational and contractual measures adopted by the provider of data
processing services in order to prevent intemational govermmental access to or transfer of non-personal dataheld in
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the Union where such access or transfer would create a conflict with Union law or the national law of the relevant
Member State.

%H 1 HTRT Web M NT, 7R —E 27 0 M2 LTRSS ETOT— AL
PRI DEIOT TH IS,

The websites referred to in paragraph 1 shall be listed in contracts for all data processing services offered by providers of

8205 UEBANEORRERYIERIE
Atticle29 Gradual withdrawal of switching charges

L.

202741 A 12 BHw, T XU —E 27 10 "M &%, YUYz 7 AT JgEEA TR LT
VANA ) ol ST oYL S X DA e AN AT

From 12 January 2027, providers of data processing services shall not impose any switching charges on the custormer for
the switching process.

2004451 A 11 B 20741 A 12 HET, 72— 27 0\ 203, Uz 7 a2
72OV R U CIBES U2 B a i e LS D,

From 11 January 2024 to 12 January 2027, providers of data processing services may impose reduced switching charges
on the customer for the switching process.

BT R RS- U R B L, T2 —E X 1 S T o T Tl > R
R AU 7 AL ERA SR OMHTIONADOZ IR L T 37as780

The reduced switching charges referred to in paragraph 2 shall not exceed the costs incurred by the provider of data
processing services that are directly linked to the switching process concemed.

JREE L DRI CHEHNCADRING, T —FBE—E 27 A2, BEE FAE TR, S vs
DFFEHEAN 2 — AT OV 1350 SR e e Rl DN 2 BRI R 3 iR
PIZIW CARSHSDIBERSH U S Bk Z B DI e AR 32,

Before entering into a contract with a customer, providers of data processing services shall provide the prospective
customer with clear information on the standard service fees and early termination penalties that might be imposed, as
wellas on the reduced switching charges that might be imposed during the timeframe referred to in paragraph 2.

LIRS REES, T — 27 0 2T, BRI, @ AR 3 o)

162



L IEEMEEE 10485 (20254 10 H)

WOUVEA A o7 — MBI — AR DI, F2L, 77—, TUVERELLII—E
AT —=FT I F e ~DRERFUIRUTHIER DL Re/e U B Dl E a2,

Whererelevant, providers of data processing services shall provide mformation to a customer on data processing services
that mvolve highly comiplex or costly switching or for which it is impossible to switch without significant interference in
the data, digital assets or service architecture.

FHDSE AR REEY, 7 AP —E 27 0 M2, 3T 0 AE D Web AR
I BT, AL, FRUSNOBE T Ve AR 75T, 55 4TER O STE O
TR TRILUTAK T D,

‘Where applicable, providers of data processing services shall make the information referred to in paragraphs 4 and 5
publicly available to customers via a dedicated section of their website or inany other easily accessible way.

RRMZRE RN, ARG 1 TR OV 2 TSI DUV BB ORE LE K ONBEERDS, EAUSDIAD T CE
DSV AE > TSN OZ LM R T D7D g s \“CT~5’LE¥*)‘~I: AT A
HN Lo RSN AR Z AR T DT DD ZE B DT DRRDA A Z TR T DT

Fo TTOHRAIEATTET 212D, 55 45 R TRESNAA f%’%?ﬂﬂ*ﬁé*@ﬁﬁ%ﬁzfomo

The Commission is empowered to adopt delegated acts in accordance with Article 45 to supplement this Regulation by
establishing a monitoring mechanism for the Commission to monitor switching charges, imposed by providers of data
processing services on the market to ensure that the withdrawal and reduction of switching charges, pursuant to
paragraphs 1 and 2 of this Article are to be attained in accordance with the deadlines laid down in those paragraphs.

F 305 UIBAOBRY A
Article30 Technical aspects of switching

1.

AL T TR E DT DI EEL 125X, X/ NT—7 K OMBARETRO I 7024 77 &I
MR ESHVAHEIE ATHE Tl A DA 2 —T (TGRS EHR LTV, M%7
TR HCBOGHRR TSN, TSNS S F AT ESNAER A, Y7 =T
K OT IV r—2 g ~DT IR AEARELIRNT — 2P —E X7 T2, 5 27 SRITHE,
[l —ERHA T BT D ADYIEX %, YiliEDS, Blsde T — 2B —e 2
113 A2 ORI 3T H4RE DR S A D LRI Z T BT b DXL T 1 A X OFERE
WIZHDETOR BN TR LD, BilirotT —Z R —E 2721, FEHIRES], @Y7
THR, SCE, Bt aAR—h, KO, st &L, wsey— a4t g2 280, Uz
TaRAEEHTT D,

Providers of data processing services that concem scalable and elastic computing resources limited to infrastructural
elements such as servers, networks and the virtual resources necessary for operating the infrastructure, but that do not
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provide access to the operating services, software and applications that are stored, otherwise processed, or deployed on
those infiastructural elements, shall, in accordance with Article 27, take all reasonable measures in their power to facilitate
that the customer; affer switching to a service covering the same service type, achieves finctional equivalence in the use
of the destination data processing service. The source provider of data processing services shall facilitate the switching
process by providing capabilities, adequate information, documentation, technical support and, where appropriate, the
necessary tools.

% 1 O T — AR — 2T\ Z DSNDO T —FUER T — 2T 2, Uz T E
TRERGN T DI, D70 ME DA CORRE M OB T AR LT — AR —e 2o
P ABNTKIL, BERFC, BEeH i T —7 L A AA T = A ZE R CEDINTT D, ELDAH
T AR, T XA O ASEINED BRIDT=0IZ, Sh—EREDDIBEDT-80 7~
=T BT CEDIDNTT D00, BRI D —E AT 5 07plEla 55,

Providers of data processing services, other than those referred to in paragraph 1, shall make open interfaces available to
anequal extent to all their customers and the concemed destination providers of data processing services free of charge to
facilitate the switching process. Those interfaces shall include sufficient information on the service concermed to enable
the development of software to commumicate with the services, for the purposes of data portability and interoperability.

AL | TR T T — 2B —E AN T —UER—E R BT, 72—
AT SE VL, AT 2 DT T 23 35 5588 8 B THE-C BU B L CVRSIV A%, 77—
AERH—E AOFH FE D7D OISR T R A LS - B TEEYE D Z BN T — A LB
T —E RO BIERIMEDT- DO E S HA AR EHR VAR NN CARSIZ DD ES 12
DA, FEESERVEDT D DAL 7ol FIE VAR S I A b ST B ez JEs s
JHHEAREL D AR5,

For dataprocessing services other than those referred to in paragraph 1 of this Article, providers of data processing services
shall ensure compatibility with common specifications based on open interoperability specifications or harmonised
standards for interoperability at least 12 months after the references to those common specifications or harmonised
standards for interoperability of data processing services were published in the central Union standards repository for the
nteroperability of data processing services following the publication of the underlying implementing acts in the Official
Journal of the European Union in accordance with Axticle 35(8).

ARG DR 7 — A — 27 1 M F LSO T — A — 2T 7 M2, R

3 IO RIS M5 A E DA, 5 26 FONTT A T AT T 7 T — 1
‘j—‘éo

Providers of data processing services other than those referred to in paragraph 1 of this Article shall update the online
register referred to in Article 26, point (b) in accordance with their obligations under paragraph 3 of this Article.

ARG 3 ORIV OIL@ AR IS ST BANEIEN S 35 255 8 TH
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Ve TF—Z AR —1 RO A& IO T3 DR A B A LR NN TAFRS
IV otz [l = 2ZA T DOY—E ARIOYPEZ OFE BT L, T — 2B —E A
TaAFE, BEOERDBHEXT, S LS, — A S R AT R 27 4
—yNZIID, BETCOTIAR—NA[RET —4% T AR—R 35,

Inthe case of switching between services of the same service type, for which common specifications or the harmonised
standards for interoperability referred to in paragraph 3 of this Article have not been published in the central Union
standards repository for the nteroperability of data processing services in accordance with Axticle 35(8), the provider of
data processing services shall, at the request of the customer, export all exportable data in a structured, commonly used
and machine-readable format.

T — 2T M E L, TN LIT T —E 2B T O L, BRI F2 T
R DT — S — 2T 1 M SN U TR PEME C o CTIRES NS T VB PERT 1T
BRI 57T VB PEA BRI LIIREA T D2, Fad, BEOEF=2U7 LU
T AE DO 2YT A O =AD" L ERENU TR,

Providers of data processing services shall not be required to develop new technologies or services, or disclose or transfer
digital assets that are protected by intellectual property rights or that constitute a trade secret, toa customer or toa different
provider of data processing services or compromise the customer’s or provider s security and infegrity of service.

B3 —ROTHANEY—E RIS DRI DHIE
Atticle31  Specific regime for certain data processing services

1.

95 2355d), 55 20 SIONTHES 305555 1 T O 3 THD TP CEDLIVZFRIL, Yagth—E 20 E
T PHERBD IR 73 D ME A DR AR O TR T DT OV RS =T — 2 —E A
WU T, F23, % OREZD B HIDT-DIZ 4 TH R—F U NSRS MBI BT
1%, WS, T —FUEE—E 27 0 M FPEDOY—E A Z 07 % Uiz B
THRT DY 0 \ME DT — AR —E A RSNAD TRV AR YT, mAHL
TF B2,

The obligations laid down in Article 23, point (d), Article 29 and Article 30(1) and (3) shall not apply to data processing
services of which the majority of main features has been custom-built to accommodate the specific needs of an individual
customer orwhereall components have been developed for the purposes ofan individual customer; and where those data
processing services are not offered at broad commercial scale via the service catalogue of the provider of data processing
services.

KEOTTEDOIFHL, 7S OFHTED B HID720OIZ, 5>, IRESHIIFANIZT, 3E
BYRREL TSN DT —F R —E A TR Rl TUesrany,
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The obligations laid down in this Chapter shall notapply to data processing services provided asanon-production version
for testing and evaluation purposes and for a limited period of time.

ALK TRT T — AR —E ZADOF B2 DR ORI, ZOT —2 i —Ee 271
P HE, B FAABN TR, REDFHS Tl Gl SV WO ERE T 5,

Priorto the conclusion of a contract on the provision of the data processing services referred to in this Article, the provider
of data processing services shall inform the prospective customer of the obligations of this Chapter that do not apply.
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FEVIE BN T EOEETERREBIT7 7t A R UL
Chapter VII Unlawful International Governmental Access and Transfer of non-Personal Data

B & EREBIRT VR RUBER
Atticle32 International governmental access and transfer

L.

T—SRER— X BT, B 2 SEE IR 3 AR DL, DI E AT
TR ETEE T ABR E D EPELA E- ST I35 8136 T, Mg S
IR SIVCOODIEN T —Z DEIBRAYRBUR 7 7 B A R ORI DN 5 = [E B T 722 K
OBHRa 132728, S560aaD, EComlatiih b, Mk bR OVERE EOTTRELD,

Providers of data processing services shall take all adequate technical, organisational and legal measures, including
contracts, in order to prevent international and third-country governmental access and transfer of non-personal data held
n the Union where such transfer or access would create a conflict with Union law or with the national law of the relevant
Member State, without prejudice to paragraph 2 or 3.

TSR — AT 1 AR L TR A P U CIRA ST ORI A
PINCDBIEENT =2l B L EATTOIENT —Z~DT I 25 52 DT L 55
= EOHAIFTE A TEEOURE AT RO = [FEOATERRBIOIES, 185 EOAH AAHY)
WD XH72, BRI = EMKMEA LORICIO ORIV AR A B F Bk = A
R ORI B2 DL A HREL S BIER DS AR, ARSI LT ATRE T,

Any decision or judgment of a third-country court or tribunal and any decision of a third-country administrative authority
requiringa provider of data processing services to transfer or give access to non-personal data falling within the scope of
this Regulation held in the Union shall be recognised or enforoeable in any manner only if based on an interational
agreement, such as a mutual legal assistance treaty, in foroe between the requesting third country and the Union, or any
such agreement between the requeesting third country and a Member State.

% 2 HOR T EBEEENAELR ERITRBWT, TR —E 27 0 273, FolE S
P\ TR SV TRV OIR RO FEFEPN CH D IREN T — 2 OBEE 1 32 DT —4~
DT 7 BADT DD = E DR LU TEEDOTES LI R HRR 35 —E o TEUREE DT
TEDBFENTEY, 1>, TOUPTEDESFHN Y7245 NI MBS F o k7 R E ORERL
EREEOIARKAE CEL LV WIARZEAELSEDL 70 &S, LLTFOGEIZIRY, 55— [Eo 5
XN DEDII 2T — B ORBARF I = E DY N LD DI 2T —F~DT I ADHEED:

Inthe absence of an intermational agreement as referred to in paragraph 2, where a provider of data processing services is
the addressee of a decision or judgment of a third-country court or tribunal or a decision of a third-country administrative
authority to transfer or give acoess to non-personal data falling within the scope of this Regulation held in the Union and
compliance with such a decision would risk putting the addressee in contlict with Union law or with the national law of
the relevant Member State, transfer to oracoess to such data by that third-country authority shall take place onty where:
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@ HRZEE —EOHRIEEDS, ZDII7RTE FATHIROBEH L O FIMA R~ A EIR
L, 30, BIRIE, —TEDOEREE FATERA TR LD+ 72 BE M E DL Id- T,
FDIITRRTE FIA TR DI IV CERH Y 2 b ThHZ LA ZERL THsY ;

the third-country system requires the reasons and proportionality of such a decision or judgment to be set outand
requires sucha decision or judgment to be specific in character, for instance by establishing a sufficient link to certain
suspected persons or infiingements;

(b) A5 NDBH AU ) 4% — EORESHERR OB E P E - TEEI I A A
ELUAZARL ;0>

the reasoned objection of the addressee is subject to a review by a competent third-country court or tribunal; and

© HRERELLITHIRAETE TS E A TBIEBIOURE D RIE L& 7% Y% 5 —[E DRk He
BROBDEHIFTEIATIEIED, Y%H —EOEHD FIZRUWT, BRINESTEE TR
HERIEIDIEIPEIC L > TIRGESIL TS Y% T — 7 AL T A 5 OOk 723 DRI
ZBEINNDIDDOHERE 52T,

the competent third-country court or tribunal issuing the decision or judgment or reviewing the decision of an
administrative authority is empowered under the law of that third country to take duly into account the relevant
legal interests of the provider of the data protected by Union law or by the national law of the relevant Member
State.

MHRE AT O 58 NE, 5 1 BIFEO I CEDSNTEAHTE AL QD) Ik
D128, L0V, EOPTENNE SR K OISO ORI T — I OV PERE
(Lo TRFESNU QD T R L CUOVAD B LI, 20T, 23 S M LA
DL LAVRNEY 5S4 58 NS HINT D85 51236\ T, AR D EIRS ) CBAL Tt
RO D7 PR F7 - FEN 2 ST, B CED, Tk 2 E P 7 S EPN Y
Jld, BRINZEESITHRIL, BRARDID, YiRE E LR W A o T2 ORERIE D
EF 2 b F 3 ERG_ ORI G HEZ2 50 b LR 455458 ANOSEIF 58 &1, 0
£5a Ni%, BERENT-T —2DWRINE A H 2 3 ORRE EDEF 2045 _EF- 13 ERS_EoF]
IREBRL QDN A KT D78, TSR PR 72 KEIN M SRR L, R A RDD,
WS ND 1 ) H ISR A S BU e - T-E X1, T3, 0I5 8 b LIS /s
R 1 BADH CEDLI-ZHTEA LW SR O Q% EET, TOAZENE, TS
DIHUTEESE, FHEN T —Z ORI I DT—H~DT 72 KD D YR AR T
2

The addressee of the decision or judgment may ask the opinion of the relevant national body or authority competent for
international cooperation in legal matters, in order to determine whether the conditions laid down in the first subparagraph
are met, in particular when it considers that the decision may relate to trade secrets and other commercially sensitive data
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as well as to content protected by intellectual property rights or the transfer may lead to re-identification. The relevant
national body or authority may consult the Commission. If the addressee considers that the decision or judgment may
impinge on the national security or defence interests of the Union or its Member States, it shall ask the opinion of the
relevant national body or authority in order to determine whether the data requested concemns national security or defence
mterests of the Union or its Member States. If the addressee has not received a reply within one month, or if the opinion
of suchbody or authority concludes that the conditions laid down in the first subparagraph are not met, the addressee may
reject the request for transfer or access, o non-personal data, on those ground.

AR STRT EDIBIE, AESS 1 BIFEO I CEDHIV-SAH AL TV ADED DR 2 B4
HEFFEHOREIZRT, BMNEESI U TS L) BN R E 2% A5,

The EDIB referred to in Article 42 shall advise and assist the Commiission in developing guidelines on the assessment of
whether the conditions laid down in the first subperagraph of this paragraph are met.

2 HF AL SO CEDHLI AR E ST DHEETL, T —XUPR—E 2T (71T, &
DTSN AT 3 TEE 2 BIE 3wk 2= PR L HEIN Y ol 2o e ik
DEFRR IR ZFREL L C, BRI BT 1JRE S =~ 2D DT — 2 a4k
T,

Ifthe conditions laid down in paragraph 2 or 3 are met, the provider of data processing services shall provide the minimum
amount of data permissible in response to a requiest, on the basis of the reasonable interpretation of that request by the
provider or relevant national body or authority referred to in paragraph 3, second subparagraph.

T2 0 B L, BEEEERONER TO B ICE 50D T, 730, ZDik
B THREND I AAREF 570l SN LRI C I DI B4 RE, YiZEsRIOsT
BN, BRITKIL, FOREDT—H DT I EADT- 0 E = E DY RO BRI ET D&
WZBEAL, 9D,

The provider of data processing services shall inform the customer about the existence of a request of a third-country

authority toaccess its data before complying with that requiest, except where the requeest serves law enforcement purposes
and foras long as this is necessary to preserve the effectiveness of the law enforcement activity.
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% VIIE HEERAE
Chapter VIII Interoperability

B B F THOHELERY, TAHEOREARUY—EROHEEERMTUI BRI HHET—
AR O EERE LS AN

Atticle33 Essential requirements regarding interoperability of data, of data sharing mechanisms and services, as well
as of common European data spaces

L.

OB T DT — X F AT —H PRI RT DT — XL ~DOBNEL, 7 —43
AOHFHAIE—E 2T —HOFE AN EAAAE T D7D DAY ONTghHT7 728
F O —E2B8%, HIRRE EOFHEMFEE 3T RSO ADT- DT — 2% G55
7o F TIPS BT D DHABRDOEAATIE K ONFEHE5DT=6> D BRI LI TR 7= 3
PRI 7k H S PO ER A T 2RI N i T — A 220D 7 — A OFR FE At 357
DOYEEN %, DL OERBISEFT5:

Participants in data spaces that offer data or data services to other participants shall comply with the following essential
requirements to facilitate the interoperability of data, of data sharing mechanisims and services, as well as of common
European data spaces which are purpose- or sector=specific or cross-sectoral interoperable frameworks for common
standards and practices to share or jointly process data for, inter alia, the development of new products and services,
scientific research or civil society initiatives:

@ EAANEH TR RL X, BRI AT RER 7 +—~ Y INT, AN T —HaFE L, T
(ZT 7 RALRL O =22 CEDIONTT D720, 72ty bR, FIFHIR, 74,
T—HOWEETFE, T —F DB M OIS o0 ZRidsh,;

the dataset content, use restrictions, licences, data collection methodology, data quality and uncertainty shall be
sufficiently described, where applicable, inamachine-readable format, to allow the recipient to find, access and use
the data;

b  TIHFI AR, SRR FTRE T >—BEIOHORERR T, T —218ik, 7
—HT7F—~oh, B, FEAN—L, SPAEE—ROYANSRRS;

the data structures, data formats, vocabularies, classification schemes, taxonomies and code lists, where available,
shallbe described in a publicly available and consistent manner;

© ENDHAHUNRIHATRE ) > T KL D B2k a BRE L X1, ke
B>, LT TR m— R AEF AT T VLA LT, BB AT RE 7 4 —~ Nk
DY, YREMNCRBT T —20 BEN Y27 78 AR QSR A S8 rTREI 375720,
T IV r—a T T2 A BT 2 AADII R, TR T 7R HIbOHGT EDF
Bt WONZ, ZHSDTFEORI S M O —E AD S E D -3 SRtiab &t ;
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the technical means to access the data, such as application programming interfaces, and their terms of use and
quality of service shall be sufficiently described to enable automatic access and transmission of data between parties,
including continuously, in bulk download or in real-time in a machine-readable format where that is technically
feasible and does nothamper the good fimctioning of the cormected product;

@ ENDEM AR REET, A~ —NEKIDLII, T ERDF TR AE LT 5200
=)V M SR DT O DTSN,

where applicable, the means o enable the interoperability of tools for automating the execution of data sharing
agreements, such as smart contracts shall be provided.

T, thORRNE AR IENUE AT DB R EOF AR A AN CE B AN,
— AV LMEEZRE IG5, FAE, RO ERRLS S,

The requirements can have a generic nature or concern specific sectors, while taking fully into account the interrelation
with requirements arising fiom other Union or national law.

BRMZEE AT, TOARE L, BRINESOWFRSIDOIEIT2OH THIA 23IRED AT VRV R
VAR A T CEIR ARG 1 DO TIED IV A LDBIRTIUNT, AN,
Fedfr LK OGO R IR RS 572D, [RUZHEEOM A 2R IRED D4 2d-
TCORRANEAGET 2725, ZORRIDE 45 - TRESTVATRAZTRIT DHERE G2 b
2o

The Commission is empowered to adopt delegated acts, in accordance with Article 45 of this Regulation to supplement
this Regulation by further specifying the essential requirements laid down in paragraph 1 of this Article, inrelation tothose
requirements that, by their nature, cannot produce the intended effect unless they are firther specified in binding Union
legal acts and in order to properly reflect technological and market developments.

BRINZR RIS, ZAESHOITREPRHRT DB, 255 424Nl > CEDIBOBI S 25 RIS AN,

The Commission shall whenadopting delegated acts take into account the advice of the EDIB in accordance with Article
42, point (c)(ii).

T =B ZERNORMO SN T —F 3T — 2 Aa A" 357 — 2 4RSI T
oo T, BASNIHIAFHEF A IZO—NIEEL, ZOZMN EU B ECAORSIT D
bOIL, URLLIAZL DI EA ST HFAE ST 3T DI e ESIU TP
PIZIRUNT, 55 1 FHDOH CED AT VHEH AL QODEHEESID,

The participants in data spaces that offer data or data services to other participants in data spaces which meet the
harmonised standards or parts thereof, the references of whichare published in the Official Journal of the Evropean Union,
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shall be presumed to be in conformity with the essential requirements laid down in paragraph 1 to the extent that those
requirements are covered by such harmonised standards or parts thereof.

MINZE ST, FHHIEU) No 10252012 D 10 2R3, 1 72135 ORRMNOEER LARRR 2R,
AL 1 O TSN VBB A - B A LS - B A L 9D 2 LA R,

The Commuission shall, pursuant to Axticle 10 of Regulation (EU) No 1025/2012, request one or more European
standardisation organisations to draft harmonised standards that satisfy the essential requirements laid down in paragraph
1 of this Article.

RRMNZR T, LT ORMEDMISIEEE, FEFTHITIY, 5 1 HOF CEDOI A
(RO g/ 3 el e e ) B S el A PG ZAT

The Commission may, by means of implementing acts, adopt common specifications coveringany orall of the essential
requirements laid down in paragraph 1 where the following conditions have been fulfilled:

@ RRINEESA, HHIEU) No 10252012 O 10 5555 1 THIZEY, 1 F723 8RO NoOREHE L,
FERRIZRIL, ARGREE 1 HOH CEDHIV B AT -3 HE A LS B Al
JHIEE BRI
the Commission has requested, pursuant to Article 10(1) of Regulation (EU) No 1025/2012, one or more
European standardisation organisations to draft a harmonised standard that satisfies the essential requirements laid
down inparagraph 1 of this Article and:

() EDOERIZHESIRD T,
the request has notbeen accepted;

(i)  HIHIBEU)No 10252012 %5 10 5855 1 B HES TEDSIVHIBRMIZ, URZEERITHIS
FOREE S HIHRERED M RIESIUTU VR F

the harmonised standards addressing that request are not delivered within the deadline set in accordance
with Article 10(1) of Regulation (EU) No 1025/2012; or

(i) FESCSITHAITELEDS, EOFREBFLU T VY ;7D
the harmonised standards do not comply with the requiest; and

b  AEKE | HOP CEDOIV S 2 B 2 e i DR G b SN BRI EO S I,
FHHIBU) No 10252012 (ZE>T BU B L CARSIVTERS T, 70, AR ARINIZE

172



L IEEMEEE 10485 (20254 10 H)

DIDBRB RN TREND FIAIDIRN,

noreference to harmonised standards covering the relevant essential requirements laid down in paragraph 1 of this
Article is published i the Official Jowrnal of the European Union 1 accordance with Regulation (EU) No
1025/2012 and no such reference is expected to be published within a reasonable period.

COFEATRT, 5 46 55 2 IR 8% el il THERSI D,
Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 46(2).

ARG 5 TR T S TRAZAYER TR, BUNZEERT, BHIEU) No 10252012 05 22 5
\ORTRERTHL, AR 5 HOSDN- ST N B0 QDL A0S 2,

Before preparing a draft implementing act referred to in paragraph 5 of this Article, the Commission shall inform the
committee referred to in Article 22 of Regulation (EU) No 10252012 that it considers that the conditions in paragraph 5
of this Article have been fulfilled.

5 5 T I TR S YE R DI, BRINZR 21T, EDIB O8I E K OCH LIRSS
FIATHRT N—T DRIFZEE I, 730, 2 CORME 7R EBRE D DB IE R U
B2,

‘When preparing the draft implementing act referred to in paragraph 5, the Commission shall take into account the advice
of the EDIB and views of other relevant bodies or expert groups and shall duly consult all relevant stakeholders.

F—ZZEENOMD BN L T —H F o FT —F P —E e~ 5T — 228 B hnE ¢
HoC B 5 ORI T4 TEDLN B I IF O IOE A 581, Y
W ZEEINE DI EBHAR I A 32 O—ER > TEHESIU QU BRI T, 55 110
DR TEDSIAZEEH AL TOAEHEESIA,

The participants in data spaces that offer data or data services to other participants in data spaces that meet the common
specifications established by implementing acts referred to in paragraph 5 or parts thereof shall be presumed to be in
conformity with the essential requirements laid down in paragraph 1 to the extent that those requirements are covered by
such common specifications or parts thereof.

RPN ORSEHES Lk C o TRE B LS HAHREED ERIRS A, 70, BU Bl L CEOSIEA
IRT 5 HIIDTDIZERINE BRI TR TRESNAEEIE, BINZEERIE, FAIEU) No 10252012
T8, ZOREA SN - BRI HEA I 2, BEA LSBT EDOS IS EU B TR
IRSNDEENT, BRINEERIT, AL STIORT IR TA T ATZO—HTh-C, LAl
SHVTHAHTE Lo CoES I B LRI U R B At E T D0 D% BE I35,
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‘Where a hatmmonised standard is adopted by a Furopean standardisation organisation and proposed to the Commission
for the purpose of publishing its reference in the Official Journal of the Eviropean Union, the Commission shall assess the
harmonised standard in accordance with Regulation (EU) No 1025/2012. Where the reference of a harmonised standard
is published in the Official Journal of the Evropean Union, the Commission shall repeal the implementing acts referred
to in paragraph 5 of this Article, or parts thereof which cover the same essential requirements as those covered by that
harmonised standard.

b 1RO 1RO H CRED DI MRE 2 e R DT L0 VR OSSR ED ST D&,
ZOMRRENT, INZEERITHIL, S EAAR 0L s TEDZEadH S5, Kol
ZERT, YRGS 200, 730, ZHSEEIREEE, BoI@iakcE
DT NVFRL TRAYAETED,

‘When a Member State considers that a common specification does not entirely satisfy the essential requirements laid
down inparagraph 1, itshall inform the Commission thereof by submitting a detailed explanation. The Commission shall
assess that detailed explanation and may, if appropriate, amend the implementing act establishing the common
specification in question.

MRINZEE AT, RN e T — 222 DRG0 =D DI BRODHHEHE Ky OVSEHSOOFE FLE D
Vst 22O HHIHIEU) 2022/868 05 30 S5(h) it T, EDIB OF5A E &I ANVOE T EE %
FHR &S,

The Commission mayadopt guidelines taking into account the proposal of the EDIB inaccordance with Article 30, point
(h), of Regulation (EU) 2022/868 laying down interoperable frameworks for common standards and practices for the
functioning of common European data spaces.

8 UE THANEY—EZADOBHTRYSFIFAD BRI T-hDOEEERAE
Atticle34  Interoperability for the purposes of in-parallel use of data processing services

1.

F—BRFR—EZDHHTHI R H B9 7= OF BE ARt 5750, 5 23 45, & 4
2k, B 25 5555 2 TG, (@)iv), (@M ONONETNTER 305556 2 TR LA S TADH CEO LIV ZY:
1L, T B —E 2T T UCh, L GESID,

The requirements laid down in Article 23, Article 24, Article 25(2), points (a)ii), (a)iv), (¢) and (f) and Article 30(2) to (5)
shall also apply mutatis mutandis to providers of data processing services to facilitate interoperability for the purposes of
in-parallel use of data processing services.

BHBHT — 2 —E ZAM O T —ZFE—E AL TR RIS QAL EE, 205 —X
MR —E 270 A, T —H T VAR CEDN, D ol-T/ VA a5
ZE7e<, DT VR ARG BT DI D F, 74T,
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Where a data processing service is being used in parallel with another data processing service, the providers of data
processing services may impose data egress charges, but only for the purpose of passing on egress costs incurred, without
exceeding such costs.

HF3E THANES—EROEEERY
Atticle35 Interoperability of data processing services

L.

T — AR — 2OFE B EFNEIZ B4 — " 7ok B B R AR K O S kS e
w3

Open interoperability specifications and harmonised standards for the interoperability of data processing services shall:

@ FYEATHNRIA AT e XS, Rl —ERZA T 2 B3 D 80 b7 — AU —E
AROOFA A FAM AL

achieve, where technically feasible, interoperability between different data processing services that cover the same
service type;

b) [ RIA T HOE T DI DT — AP A DT VG FED IR AR
L;

enhance portability of digjtal assets between different data processing services that cover the same service type;

© BN IR LR, 7)Yt 2817 % 525 30 4 | R 8
B I ABOMHE L OB RIL;

facilitate, where technically feasible, fimctional equivalence between different data processing services refenred to
mArticle 30(1) that cover the same service type;

@ TR AR OT —H DL R OGERI TR 5D ST
not have an adverse impact on the security and integrity of data processing services and data;

@ 7Y —E AT DES W)X OSHT7RE L BT S8 oD A rTREL 704D
I CRRR IS,

be designed in sucha way soas to allow for technical advances and the inclusion of new functions and innovation
in data processing services.
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TSR —E AOE AIEAWEIZ BRS04 — 7 L 7oA BRI AR M U A LS4
H3, DL FOHFRA RG5!

Open interoperability specifications and harmonised standards for the nteroperability of data processing services shall
adequately address:

() s EOMAEIERNME, #C EOMATERNM:, Buge LoT—XOMAIERMY:, SoF0 1
OFEHE M L OSEA T8+ FOFEESETIM: L W7 T ROFE HE ORI ;

the cloud mteroperability aspects of transport interoperability, syntactic interoperability, semantic data
interoperability, behavioural interoperability and policy interoperability;

b T XL ORI, T 2O EMSR O RN O — 2O HA T E EO ATk ES
VWO ITIROT A0 ARG ;

the cloud data portability aspects of data syntactic portability, data semantic portability and data policy portability;

© TV a ORESC EORINE, TV ar s EO RN, TV a DA
BF RO A, TV — g DSHEN FORHRE R T 7V A r— ar DR T8
_LORHRES WITTROT IV r— 2 DAl

the cloud application aspects of application syntactic portability, application instruction portability, application
metadata portability, application behaviour portability and application policy portability.

F—T LT ESERIMEAAR L, BIHIEU)No 10252012 ORI Il 218735,

Open interoperability specifications shall comply with Annex 11 to Regulation (EU) No 1025/2012.

AR B B YE K OBKIN OB ON S H SRR BHAAE Z I AT, RN
ZEAT, FHAIEU)No 10252012 DF 10 2545 1 TEITHE S, 1 721 38E0MR N o LRk k)
L, ARG 1 ROV 2 TED H CiEsh S A i S b S - i Ate t4%
ZEEELRTED,

After taking into account relevant infemational and Furopean standards and self-regulatory initiatives, the Commission
may, inaccordance with Article 10(1) of Regulation (EU) No 10252012, request one or more European standardisation
organisations to draftharmonised standards that satisfy the essential requirements laid down in paragraphs 1 and 2 of this
Aticle.

RRINZERIE, FEATAITID, 5 1 LU 2 HOP CED DI COVAEN 2RI
AT A B IE IR A TR DI AR A BIR TED,
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The Commission may, by means of implementing acts, adopt common specifications based on open interoperability
specifications covering all of the essential requirements laid down in paragraphs 1 and 2.

6. ARG ST I TR ZAYE R OIR, BUNERR T, 55 37 588 5 THW) O3 0720
MERRODE 2 Jr) S NSNS B Tl Z R N —T D R BRI AN, 5o, 4
TR EBHRE 7 O IE B R 5,

‘When preparing the draft implementing act referred to in paragraph 5 of this Article, the Commission shall take into
account the views of the relevant competent authorities referred to in Atticle 37(S), pont (h) and other relevant bodies or
expert groups and shall duly consult all relevant stakeholders.

7. @R 1 TR OV 2 TEOH CEO DIV H I 2 e T2 U Vb AR R S
THEXE, ZOMERIENT, BNZERITHIL, S s AR5 2 U s TED T AE
#6972, RINEERL, Uit eiiilEZE23 -l 2008, H o, ZhsEbliel X, Yotk
AR ED QDI TAZIETED,

‘When a Member State considers that a common specification does not entirely satisfy the essential requirements laid
down in paragraphs 1 and 2, it shall inform the Commission thereof by submitting a defailed explanation. The
Commission shall assess that detailed explanation and may, if appropriate, amend the implementing act establishing the
common specification in question.

8. 5530555 3 D HINODIZDIZ, INEBRIT, FEATAIIIY, 72— 2O ALEH]
PEDT=DDERINESBHAEREFRVARCNNT, 7 —F P —E 2O AR M B3 2%
BACSHT BRI R OSE ERRO S KT D,

For the purpose of Article 30(3), the Commission shall, by means of implementing acts, publish the references of
harmonised standards and common specifications for the interoperability of data processing services in a central Union
standards repository for the interoperability of data processing services.

9. ARNITRIFEATHIL, 55 46 558 2RI H R THd e TSNS,
The implementing acts referred to in this Article shall be adopted in accordance with the examination procedure referred
to inArticle 46(2).

H365 THARBERERTTS-HDRT—LHLEBES S AR

Atticle36 Essential requirements regarding smart contracts for executing data sharing agreements

1. A~—NEKERNET IV r—ar DK, FAE, FORMFEDLENT, SiZDOFEDEF|, %
SEFATEEN, T XA CEAINTT HEE T ATEDO— DI TOMRER R\ TthiE D
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TsODA—IEID Bz tHEL TODETT, UagA~—NERIDLL R OB A8 57
LR D,

The vendor of an application using smart contracts or, in the absence thereof, the person whose trade, business or
profession nvolves the deployment of smart contracts for others in the context of executing an agreement or part of it, o
make data available shall ensure that those smart contracts comply with the following essential requirements of:

@

®)

©

@

©

MEHE E DT —2RE T AT M OV =B S AEME T AT D7 72 RS B A
OSERI T\ EREE DB A3 AT DI ZF DA~ — NS S5 D Th A L
ZHE R DIDD, BYEEVE N O 7 RSB,

robustness and access control, to ensure that the smart contract has been designed to offer access control
mechanisms anda very high degree of robustness toavoid fimctional errors and to withstand manipulation by third
parties;

RN EDDHKIGEH R IATaAE T DT ODHIAIMFET DL, KU, EAEAEIEFX
278D, LT, FEROIEFERVRIATRET D12, TRKIEV B EAIRRTED
PRV EREAE DA~ — KIS G A QD ZE AR R DT20D, L2704 T KO,

safe termination and interruption, to ensure that a mechanism exists to tenminate the continued execution of
transactionsand that the smart contract includes intemal finctions which can reset or instruct the contract to stop or
terrupt the operation, in particular to avoid future accidental executions;

A=K T ST AU 2B 20 R E I IAREB LSTVRATAUTZ25720 MRBU S
BT, WBEITRYYTT =AU T L O TS B BRI A PR 2720 DD LD
DT =4, Az — IOFRIEa— a7 — A7 T 2 ATReMMAE T 528 (B mTReM:)
R DIDD, T—2DT—IIA T LR

data archiving and continuity; to ensure, in circumstances in which a smart contract must be terminated or
deactivated, there isa possibility to archive the transactional data, smart contract logic and code in order to keep the
record of operations performed on the data in the past (auditability);

FIBDOLAY L OA~—NERIDLAYIZIBNT, k&7 T 72 AEHOHFEAE LU TA
—NERIDMRESND LA MR DT D, T/ RS ONT

access control, to ensure that a smart contract is protected through rigorous access control mechanisms at the
govemance and smart contract layers; and

WA — NI FA T o7 — A G BRI e D—BMAER D200, —EiE,
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corsistency, to ensure consistency with the terms of the data sharing agreement that the smart contract executes.

A —NERIDANT, FAL, EORGIEDEEY, YiZDOFEDOEE |, FEFITNED, 7—
SERIH CEAINTTHE B I AT EDEED—EDOFATOMR I NTE DI bDA~—h
IO By B LU QOB ETE, 5B 1 TAD I TED IV VOMZEEA A=\ LS D,
WEMERHIAZATL, 730, Uik A OFE I EE D%, BUMEETEE 55431175,

The vendor of a smart contract or, in the absence thereof; the person whose trade, business or profession involves the
deploymentof smart contracts for others in the context of executing an agreement or part of it, to make data available shall
performaconformity assessment with a view to fulfilling the essential requirements laid down in paragraph 1 and, on the
fulfilment of those requirements, issue an EU declaration of conformity.

EU A E SEEERT D8I, A~v—NEE DT 7V r—rar DU, F403,
FEORFAEDEEE, MiLEOBEDIG |, FEEFITEED, T—22FH CEAINTHEET -
I TEDEBD—ERDFELTOMFR I\ NTHAE DT DA~ —REKID Bz 8L QA ETT,
55 1 FHOH CRED DAV AE ORI Z B CETA R,

By drawing up the EU declaration of conformity; the vendor of an application using smart contracts or; in the absence
thereof, the person whose trade, business or profession involves the deployment of smart contracts for others in the context
of executing an agreement or part of it, to make data available shall be responsible for compliance with the essential
requirements laid down in paragraph 1.

A ST B EE & 2 TOBIEED I SHA L QU ODA~— NI ThH- T, £
DBIAY BU BB TSI TSSO, YRAUEEDZ DI LSt
TIZDO—ERCHESIUCOVBEIFANIZ RT3 1 THOH CEDLIMZAEHTEA LT
LEfEESND,

A smart contract that meets the harmonised standards or the relevant parts thereof; the references of which are published
inthe Official Journal of the Furopean Union, shall be presumed to be in conformity with the essential requirements laid
down in paragraph 1 to the extent that those requirements are covered by such harmonised standards or parts thereof.

MINZE 2, BRIEU) No 10252012 DF 10 20280, 1 721385 NOREHE LRI 2L,
ARG 1 O CED I BB il = HE A LS H e A B D e TR T,

The Commission shall, pursuant to Atticle 10 of Regulation (EU) No 1025/2012, request one or more European
standardisation organisations to draft harmonised standards that satisfyy the essential requirements laid down in paragraph
1 of this Article.

RRMNZEE R, LUFOSFNT-SI-EET, FEATRITID, 25 1 HOT TED DIV
PN N T e R T DB RRA PRI TE 2!
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The Commission may, by means of implementing acts, adopt common specifications covering any or all of the essential
requirements laid down in paragraph 1 where the following conditions have been fulfilled:

@

®)

ERINZZE A3, FHHIEU) No 10252012 D 10 2556 1 HEIZIY, 1 F3HEEORRINOREERE L,
IR L, AN | O DL B AT H S b S - A i
THZEEERLTDN:

the Commission has requested, pursuant to Article 10(1) of Regulation (EU) No 1025/2012, one or more
European standardisation organisations to draft a harmonised standard that satisfies the essential requirements laid
down inparagraph 1 of this Article and:
() EDOERIZAESIVRD DT,

the request has notbeen accepted;

(i)  HHIEU)No 10252012 D55 10 555 1 B TAE TEDHIVABRINIZ, URZEERITHS
J A ST EDMREESIUTU VRV F

the harmonised standards addressing that request are not delivered within the deadline set in accordance
with Article 10(1) of Regulation (EU) No 10252012; or

(i) FEEASNIBIHEIED, TOERZEFLTU VR 03D
the harmonised standards do not comply with the requiest; and

AREHE 1 O CIED IV EAS T B 2 B 2 A ST BT R ED RIS,
HAIBU) No 10252012 124E-C BU B - CAVRSIV TS, 7o, AF eIz
DI EBIBDNATSIND FIABATLN,

noreference to harmonised standards covering the relevant essential requirements laid down in paragraph 1 of this
Article is published in the Official Journal of the European Union in accordance with Regulation (EU) No
1025/2012 and no such reference is expected to be published within a reasonable period.

COFLLTRE, 5546 55 2 IR Tk o THRIRS NS,

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Aticle 46(2).

AR 6 IR T I T AT 2R, BINEBAIE, FHAIEU) No 10252012 DF; 22 5
(R RBEITKHIL, ARG 6 THOSMDN - S HRINE B S HIMIL QDT L& T2,
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Before preparing a draft implementing act referred to in paragraph 6 of this Article, the Commission shall inform the
committee referred to in Article 22 of Regulation (EU) No 10252012 that it considers that the conditions in paragraph 6
of this Article have been fulfilled.

5 6 THI 9 F2 TR S E D1, BRINER 2T, EDIB D8E KOTSRS
FIATHMZET N—T" DR fREE BN, 130, ECOME7 A ER A7) O 1 R
i e

‘When preparing the draft implementing act referred to in paragraph 6, the Commission shall take into account the advice
of the EDIB and views of other relevant bodies or expert groups and shall duly consultall relevant stakeholders.

A= ERIDBNE, FAT, TONMFEDEET, BREDEDIG |, FEEAIER, 7—
HEA I CEDIINTT HEEEFATEDEED—HOFATOMFE I\ THIE D7D DA~—F
ZKITI>TH 6 TR T FL TR E > TEO NS F I T2 DO—EE T 500
DBz L CQODENL, SR E DI B R E A T 0— eSS
HPAPIZIONT, 55 1 O TED DIV HEH T G L TODEHEESID,

The vendor of a smart contract or; in the absence thereof, the person whose trade, business or profession involves the
deployment of smart contracts for others in the context of executing an agreement or part of it, to make data available that
meet the common specifications established by implementing acts referred to in paragraph 6 or perts thereof shall be
presumed to be in conformity with the essential requirements laid down i paragraph 1 to the extent that those
requirements are covered by such common specifications or parts thereof.

R NOREAEA AR Z o CREA LSBT ED SRS, 770, BU Bl ECEDOS A A
R D EIDTDITRMNE BT U THRRESNAEE L, BINZEE S, HHIEU) No 10252012
(2P, ZOHREAALSHTHAHEER T ~5, A LSBT EOS I BU Bl oA
RENAEET, BRINEE AT, ARG 6 IR T S TR T T ThoTC, Yikdkab
STV BT Lo CE SV B LR U R B At E T D0 D& BE T4,

‘Where a harmonised standard is adopted by a Furopean standardisation organisation and proposed to the Commission
for the purpose of publishing its reference in the Official Journal of the Eviropean Union, the Commission shall assess the
harmonised standard in accordance with Regulation (EU) No 1025/2012. Where the reference of a harmonised standard
is published in the Official Journal of the Eviopean Union, the Commission shall repeal the implementing acts referred
to in paragraph 6 of this Article, or parts thereof which cover the same essential requirements as those covered by that
harmonised standard.

S 1R 1O CREO DIV e A DT L Q0 VRS ED T 541,
ZORRENT, FINEBRTHL, SIS 2R 02U s TED T EaE#HE 7%, K
ZERNT, Bk AE LRl obDLL, 730, ThNET L&, UOBHRREE
O TNVFEL TRZYAETED,
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‘When a Member State considers that a common specification does not entirely satisfy the essential requirements laid
down inparagraph 1, itshall inform the Commission thereof by submitting a detailed explanation. The Commission shall
assess that detailed explanation and may, if appropriate, amend the implementing act establishing the common
specification in question.
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FIXE RERUBIT
Chapter IX Implementation and Enforcement

5 37 & BHEROHLIUBRUT LB
Atticle37 Competent authorities and data coordinators

L.

BAERIENL, ZOMROm K OSE B TSR A& 1| FATERORGSHENRDH S
J7 (BBHETR DI D Y ) e, REREIS, | o3 oE-7o4 maa s, -3, B
DY UKL TED,

Each Member State shall designate one or more competent authorities to be responsible for the application and
enforcement of this Regulation (competent authorities). Member States may establish one or morenew authorities or rely
onexisting authorities.

HERRIEDMEE OGS HEIROD L Y JR e FRE T DL, ZOMRENS, WHsHERODS 4 RO
W 1A SN T DD ONZ Z ORI K O T RS2 42 COOFHAILZBIL TZOREAID
RPN C DD EAREATI 5120, ZAUSDIFEHERDG Y RDT7)% 1 D07 —45H
B SR ARIE T %, WHSHMERDHDY RN, 55 5 D FIZIRUVTLRES RIS L TR Thii-
TRk K OSHERROA TAEL IR, FRELL T )92,

‘Where a Member State designates more than one competent authority, it shall designate a data coordinator from among
them to facilitate cooperation between the competent authorities and to assist entities within the scope of this Regulation
onallmattersrelated to its applicationand enforoement. Competentauthorities shall, in the exercise of the tasks and powers
assigned to them under paragraph 5, cooperate with each other.

FRHIBU)2016/679 Dz AR A7 MBI TRk A B REREREN S, 8T —2Of5E) B
L CQUWAEIPHENT, ZORAIOw AR 45 SR8 DikE 220, FHRIEU) 2016679 D5 VI
TN O VILEN S, 2L GESN S,

The supervisory authorities responsible for monitoring the application of Regulation (EU) 2016/679 shall be responsible
for monitoring the application of this Regulation insofar as the protection of personal data is concemed. Chapters VI and
VI of Regulation (EU) 2016/679 shall apply rmutatis nutands.

RN T — AR BB, ZORRRINOE D WRINZ B2, RN H R 7 71 IR e S DRk
LEARL QUVDEEHINC, ZORAIDBE AR D2 X B OIS A 8D, AR 7RE &,
FHAIEU) 2018/1725 % 62 S-S /1L G fS S,

The European Data Protection Supervisor shall be responsible for monitoring the application of this Regulation insofar as
itconcems the Commission, the European Central Bank or Union bodies. Where relevant, Article 62 of Regulation (EU)
2018/1725 shall apply nuatis mutandis.
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IR R E BTG K OMERR T, 8N 7 —Z DA B TIPS,

The tasks and powers of the supervisory authorities referred to in this paragraph shall be exercised with regard to the
processing of personal data.

ARG VIBAGTHZ L7

Without prejudice to paragraph 1 of this Article:

@  ZOHRNDmEHERE I & OEFIRIDT—4T 7 AR O —4FIH EOREIZELT
13, EFHRY SRR HERR ) S B S A

for specific sectoral data access and use issues related to the application of this Regulation, the competence of
sectoral authorities shall be respected;

® 5 2B 572U 31 RN 34 SR O%F 35 SeOiH K O T2 BAL O£ k%S
MEROBLY RN, T2 M A5 —E 2D B B E H Ob DL 5,

the competentauthority responsible for the application and enforcement of Articles 23 to 31 and Articles 34 and 35
shall have experience in the field of data and electronic communications services.

HERRIEN S, THGESHERROD G2 JRI0ONRS M OMERR Sl DEFESIUTIRY, 730, LU FDZEa 50
TV LR RS %

Member States shall ensure that the tasks and powers of the competent authorities are clearly defined and include:

@ T XTI ORI FEFEN AR E L ONEEAO IR 520
D FIZHHMER | R OFSH5 078 T ESE DL

promoting data literacy and awareness among users and entities falling within the scope of this Regulation of the
rights and obligations under this Regulation;

b EERELOBRE D, RSN ZOBRNDER T2 ST D e ilio 28, Wk
(2, TOVLHIHN T, EHEOMREHET DL, KUY, EPNIEICHE Tk Thos
13, L0, DA F o It ONBHHEIRODSH D X R OO FHEE W2 L X, AR
RIS Z O OEPRIRDUL OER A w E S SR U CEIINI S G408

handling complaints arising from alleged infiingements of this Regulation, including in relation to trade secrets,
andinvestigating, to the extent appropriate, the subject matter of complamts and regularly informing complainants,
where relevant in accordance with national law; of the progress and the outcome of the nvestigation within a
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reasomable period, in particular if fiwther investigation or coordination with another competent authority is
necessary;

HORFEHENRDE % 24 Ry Il I TR BN S AL AF A HREL o0 D5, T
ORI RE S D FRDFA A TOZL

conducting investigations into matters that concem the application of this Regulation, including on the basis of
mformation received from another competent authority or other public authority;

I, LB THO > HIEN DL BERRIHIEAE R 2L, ToflEd, EHiHEk
BN OB RINDEDF A T2 ENNTE, F3, flEEERT 72003 O T4 5
S RN

imposing effective, proportionate and dissuasive financial penalties which may include periodic penalties and
penalties with retroactive effect, or initiating legal proceedings for the imposition of fines;

F— A AR CEAINTT B OT—HOF L i T HE 2B ORI N ONEkS 7
P FORIBA AR DIL,

monitoring technological and relevant commercial developments of relevance for the making available and use
of data;

AR 10 THEOBBEA G, B AR FEI TR C, AN <, A COmkE e
DI, ZORRND—BMED D7) > SRRV 2 RS 2126012, MOREKIED
TRBHMERDBDL Y JRk, KUY, EHANERREEE, BINZEESE AT EDIB LI /14528 ;

cooperating with competent authorities of other Member States and, where relevant, with the Commission or the
EDIB, to ensure the consistent and efficient application of this Regulation, ncluding the exchange of all relevant
information by electronic means, without undue delay, including regarding paragraph 10 of this Article;

F B J B ABE Y —E 2D BHZ B TS HERRD B0 4 J LDt 1, FHAIEU)
2016679 DiE A AT 22 B T A A OBTEREBIL D /1, F213, ook MES
B OENIEEO—B A > CTTORAIDSE TSNAD Al 3270 OERFARI4 JRk
D I1%ED, MOBRMNEATES T2 E - XENE TAOFEE B OS2 A0S 725
BHESRDBHDY R 13528,

cooperating with the relevant competent authorities responsible for the implementation of other Union or national
legal acts, including with authorities competent in the field of data and electronic commumnication services, with the
supervisory authority responsible for monitoring the application of Regulation (EU) 2016/679 or with sectoral
authorities to ensure that this Regulation is enforoed consistently with other Union and national law;
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T FRPRY— AT T M Z S U ATREZM ORI E SIE A OV E D —E
PEESTHE 23 S0 U 31 SRIEONTER 34 SRR UNE 5 R0 TSN LR 2750
DTS IBFSHE RO BRI T DL s

cooperating with the relevant competent authorities to ensure that Articles 23 to 31 and Articles 34 and 35 are
enforoed consistently with other Union law and self-regulation applicable to providers of data processing services;

55 29 RINES TV BB BE LS AT LA AR D285
ensuring that switching charges are withdrawn in accordance with Article 29;
BV EI LS U TN o T — 2 RODEREFAT DL,

examining the requests for data made pursuant to Chapter V.

fREShZLEE, 7 XS R, % 1 BIEEOE), @ XOWMTR I HIEAESIIL, 7, X
AL RIOEEHZID, TEHERDE% 4 JRya At s 2.

Where designated, the data coordinator shall facilitate the cooperation referred to in ponts (f), (g) and (h) of the first
subparagraph and shall assist the competent authorities upon their request.

DI IHGHMEROE S BJRHNEESI LT, 7 —FFEEL R

The data coordinator, where such competent authority has been designated, shall:

@

®)

©

CORBN D FHER T 24 COREIZRIL TH—ATERB RS L T TEIL;

actas the single point of contact for all issues related to the application of this Regulation;

5V ED FIZHABIINA BN ED S A 38 YA RTHORMR CJo> T Thohe 7 —4
ERIHCEDIDNTT DZEDTRDOAL TAL DIFOD R FAEZREIRL, 7>, AT
KT —ARAELOMOEEDOT =2 G EATEL

ensure the online public availability of requeests to make data available made by public sector bodies in the case of
exceptional need under Chapter V and promote vohuntary data sharing agreements between public sector bodies
and data holders;

RRINZEESITHRIL, AT, 85 4 588 2 TR U 8 FERIEON TS 5 4955 11 T RT3V VTl
S AR T892,
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nform the Commaission, on an annual basis, of the refusals notified under Aticle 4(2) and (8) and Article 5(11).

HERKIEN T, BN ZEESTHRIL, BESHERRDGD Y JROA TS O 0 JR OIS EAERR, AN,
ZIHE REREET, T —FE A ROA I8R5, MINZEE R, Thon Y JRo%s
SRR MERPE R D,

Member States shall notify the Commission of the names of the competent authorities and of their tasks and powers and,
where applicable, the name of the data coordinator. The Commission shall maintain a public register of those authorities.

ZORANIIES TE LY RO %120 TU M ORSR% M SR OMERRAA THE 28, TasHERRODES Y
JAE, ISERHERRL, Do, EREFIIREORIZRID T, SN SOREEZ T, Fz,

{82 DFAHEAL, Mo AHIERE A TR SH L TaRe RO UIeb T, Then biarig
ST TEH B0,

‘When canrying out their tasks and exercising their powers inaccordance with this Regulation, competent authorities shall
remainimpartial and free fromany external influence, whether director indirect, and shall neither seek nor take instructions
for individual cases from any other public authority or any private party.

HEREN T, BESHEROG D1 JRj73, ZOBHNIIE > TYR% Y RO & S S T 78D
o7 NE B O BB ON SRS 2 B RO S D LA e RS2,

Member States shall ensure that the competent authorities are provided with sufficient human and technical resources and
relevant expertise toeffectively cary out their tasks inaccordance with this Regulation.

ZORBNORE AR CDOIETAD, SRAETARORLS DO AR EDEZR LHE IR T2, 14
TARDMEEEORERIEN R A OEENL, TOETNT, MAEERI DA b ORERKE,
FIR0L, MEAETADR, ZOGHG IR B N O E L ORI B TSh DY
AL RO G BT R A SN FE b DM REDIER THED FHOE s,

Entities flling within the scope of this Regulation shall be subject o the competence of the Member State where the entity
is established. Where the entity is established in more than one Memiber State, it shall be considered o be under the
competence of the Member State in which it has ifs main establishment, that is, where the entity has its head office o
registered office from which the principal financial finctions and operational control are exercised.

ZOMRRINOE AN CHOIETIR CTH- T, BOMESNIZIB T 7 RELAFIHTE AL
NZLF AT Y —E AR TERY, 730, BOMNE SISO VETAE, VW ho
FERENZIBUNT, I EORBEAfRET 5,

Any entity falling within the scope of this Regulation that makes connected products available or offers services in the
Union, and which is not established in the Union, shall designate a legal representative in one of the Member States.

187



12.

13.

14.

L IEEMEEE 10485 (20254 10 H)

CORBRNOIEF2AER T2 B BIDT2OIZ, VEFE RO T, ZOBIRIOEHEIPHNICHHIET
KT T, FRINMEEPIZINW T T MR AR CEDIDN L F I — e 2 e R §
DIEEMDD, Uik RN THEATLREELARORON, BRAETEAEEHETH2TO
R ZBIL TSRO D2 R oA 5 NESM DT L ZHESND, 1A EORBEET, ZoH8
ROy 2AE R 327200, TRGHERROS DX JRE#H L, 530, ZDYRITHL, ZORRIDEH
HIPFANIZDDIE TR TH- T, FINESPIZI T 7 R EA I CEDIDN L Fo T i
YRR HIE RIS TELNIATEN R O DIE LR I > TR, B5K
(BT, e,

For the purpose of ensuring compliance with this Regulation, a legal representative shall be mandated by anentity falling
within the scope of this Regulation thatmakes connected products available or offers services in the Union to beaddressed
maddition toor instead of it by competent authorities with regard toall issues related to that entity. That legal representative
shall cooperate with and comprehensively demonstrate to the competent authorities, upon request, the actions taken and
provisions put in place by the entity falling within the scope of this Regulation that makes connected products available or
offers services in the Union to ensure compliance with this Regulation.

ZORBRNDBEAFIHAN D DIETAR T, BRINESPIZI T 77 MG AR T8
NILFAIDEY —E 2RI DIETMNT, URAETEROIER EONRBEDFEL T
FRIEIDEZR THED DL HISID, ZOIIXETIDER EONRBEOREL, 0
JTRETEARDIERI BN O DI R E TR TS5 LTRSS AG D iR T2 Tl
B2, ARSI THERE EORBEAZIETARDMNEE DI £ T, TR, ZOHHI
DN B O TR 2 B BIODT23DIT, 23 T ReZRe &3, 2 COREREIDIEZR FHED
THLLDES D, BRAETRD, [F—OFFRIZEIL, BIOTHHERDGHS Y JFIIDZDOBIRID
TR D TFU RS 2N L a5 LU T, GRS DM Rl T, S Tan, LT
SOH AL OBLHIE AT Z U IG5, LD ROMFHERAA T T2,

An entity falling within the scope of this Regulation that makes connected products available or offers services in the
Union, shall be considered to be under the competence of the Member State in which its legal representative is located.
The designation of a legal representative by such an entity shall be without prejudice to the liability of, and any legal action
that could be nitiated against, such an entity. Until such time as an entity designates a legal representative in accordance
with this Article, it shall be under the competence of all Member States, where applicable, for the purposes of ensuring the
application and enforcement of this Regulation. Any competent authority may exercise its competence, including by
imposing effective, proportionate and dissuasive penalties, provided that the entity is not subject to enforoement
proceedings under this Regulation regarding the same facts by another competent authority.

TS HERDEDD Y RN, R, SeEDBEOMREDEZR THD T2 7T —RAHHLIT
TS EATENDDEOE EORBE L, ZOBINDES 2R 2T DI

L1 E CONEHRE LR MR, TEBRHEOERIT, T 2RI S 2RO TL
HABIRTHLDEDEL, 732, BEHAMISD,
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Competent authorities shall have the power to request fiom users, data holders, or data recipients, or their legal
representatives, falling under the competence of their Member State all information necessary to verify compliance with
this Regulation. Any request for information shall be proportionate to the performance of the underlying task and shall be
reasoned.

SR E ORREHEIR DG X4 SR N ORERRIE DRSFSMEIRDE 2 Rl 6 U T B E F7=
(T TORBELZSRSE 256, M%), BERAN USSR 0, WHEsEROSHL Y
a3, EDIIREEEEOZ R, NEYVRER K, LONTATIE IELN LT EDITEIOF
MR~ EZ A2,

Where a competent authority in one Member State requests assistance or enforcement measures from a competent
authority inanother Member State, it shall submit a reasoned request. A competent authority shall, upon receiving such a
request, provide a response, detailing the actions that have been taken or which are intended to be taken, without undue
delay.

THaSHERR DD Y R, HEEMEDIF RN ONTHEE ORI K ONs3E EORRE D) HIZ 2L,
30, BMEAVEFTAIEPE ES TN T —2 2R 35, ARSRIZID, il RODEEED
IEFRN RO TSN ORI DG S, SRR L CEOER ELR S FH LD
BHERIZI T A, FIHSNS,

Competent authorities shall respect the principles of confidentiality and of professional and commercial secrecy and shall
protect personal data in accordance with Union or national law. Any information exchanged in the context of a request
for assistance and provided pursuant to this Article shall be used only in respect of the matter for which it was requested.

58 38K HIGERILTHIETFI
Article38 Rightto lodge a complaint

1.

DA TEL EORGE F-1 L5 RE EORGE AT HZE72<, BIANKOVENZ, ZOHAID Fizdhs
BHDFEOHRIIMEESN LM GEDENEZ HEET, MiEDHE DR, BT E-1x
PO EINOREHESESHENROSD 4 RN, BB, F20E, Thusisselss, £,
HAE & N COMERIAL D, T4 R, ZoRIISUT, ARAKLONENTHIL, #E7k
TSHERROE DM S 43D D2 B NI AT DI TR o A2 CON AR5,

Without prejudice to any other administrative or judicial remedy, natural and legal persons shall have the right to lodge a
complaint, individually or, where relevant, collectively, with the relevant competent authority inthe Member State of their
habitual residence, place of work or establishment if they consider that their rights under this Regulation have been
nfiinged. The data coordinator shall, upon request, provide all the necessary information to natural and legal persons for
the lodging of their complaints with the appropriate competent authority.
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B HSL COIVIRRBHEROG DX R, EIPHEICHE, SHFHRSLAISHL, FHedtERRR
KOS TONT R EZEHET D,

The competent authority with which the complaint has been lodged shall inform the complainant, in accordance with
national law, of the progress of the proceedings and of the decision taken.

TRESHERRO G562 Jail L, Rt a7, B8 e B > T TS A 2c a7
HZULI G E, TN ik DRERE CHEli A B o> RS 57 DIt /1372,
ZOWIE, HANEU) 2016679 D VI FE K O VI E L CIFONTHRIEU) 2017/23%4 1 28~ T
BSOS FREEDFA AT IR0,

Competent authorities shall cooperate to handle and resolve complaints effectively and in a timely manner, including by
exchanging all relevant information by electronic means, without undue delay. This cooperation shall not affect the
cooperation mechanisms provided for by Chapters VIand VII of Regulation (EU) 2016/679 and by Regulation (EU)
201723%4.

5395 SERYERLE LOBIFDIER
Atticle39 Right to an effective judicial remedy

L.

TTBC DR F 3w E OB TINOL T, BT T- BRI ONENS, T
MERRODEZ S T Z o T TR TIER R A 1 D8 HIRTENZ B2 SR W IE DR OHER]
b,

Notwithstanding any administrative or other non-judicial remedy, any affected natural and legal person shall have the right
to an effective judicial remedy with regard to legally binding decisions taken by competent authorities.

TRISHMEIRODGD L R I CBL T T2 LW E &3, e T B AR VAN,
PEITHE S, SEIHI7Rm1E BB OMERN F72 JE e R R PR Do ik 280 RIEL
DT T BADMHERIEt D,

‘Where a competent authority fails to act on a complamt, any affected natural and legal person shall, in accordance with
national law; either have the right to an effective judicial remedy or access to review by an impartial body with the
appropriate expertise.

ARIDFRUL, 1 FAIBEDO BRNFIATEANDRBEE LT, ERIS, Fa3, ThaviE
Fe7plZ 3, SRR, 20 RENE LOBAED KOOI IR 4 RO E OB £
TAREE B TS,

Proceedings pursuant to this Article shall be brought before the courts or tribunals of the Member State of the competent
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authority against which the judicial remedy is sought individually or, where relevant, collectively by the representatives of
one or more natural or legal persons.

A FlE
Atticke40 Penalties

L HERKENS, ZORBIDERA TR U TR ATREZRHIEI ZBE S DEZED, 70, THHOHL
TENNFEESNDT L2MER S DT DI\ B2 2 CORS BT 5, TEOLNATIEN T, FHT
&Y, HBIETTHOD> I DBHLEDET S,

Member States shall lay down the rules on penalties applicable to nfringerments of this Regulation and shall take all
meastres necessary to ensure that they are implemented. The penalties provided for shall be effective, proportionate and
dissuasive.

2. HERRIEN, 20254E9 7 12 HETIS, BONEBRITHL, ThoOIER OFFEZ@EIIL, 2>, KK
MEBRITHL, B, THBOBIE R OB 58 5-2 22 DR OUAEABATS 2, RN
ZERT, TNODIEEDRGTT 7B ARRE/ ka2 NN 77— N R OSERHE B
—ﬁ—‘éo
Member States shall by 12 September 2025 notify the Commission of those rules and measures and shall notify itwithout

delay of any subsequent amendment affecting them. The Commission shall regularly update and maintain an easilty
accessible public register of those measures.

3. FERKENZ, EDIB Of)E K OLL FOERBVDZOHIRIODERI T A L CHIERA R 7= 03
FREH 2 BRI AN D

Member States shall take into account the recommendations of the EDIB and the following non-exhaustive criteria for
the imposition of penalties for infiingements of this Regulation:

@ ELATAOME, B, B ORI
the nature, gravity, scale and duration of the infringement;

b) HHEATAICL S TR EA R E 2 I T 57Ol GENA T AF I T T
74T,

any action taken by the infinging party to mitigate or remedy the damage caused by the infringement;
© URAESATAE I DUERTOERA T
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any previous infiingements by the infringing party;

@ ZDIIREEETHRIDMERW D > THEESTUTOIRY, UaBERA T2 R0 21508
1T 2RI TN AN FT o kR T OBk

the financial benefits gained or losses avoided by the infriinging party due to the nfiingement, insofar as such
benefits or losses can be reliably established;

© URZERMFOREEFB UGl rTREZR ERCLAS MO NNE SRR S TSR
any other aggravating or mitigating factor applicable to the circumstances of the case;

6 HRINEEPNORIEFHER IS D& T2 B OFE b,
nfiinging party’s annual tumover in the preceding financial year in the Union.

4. ZOHAIOE &, 5 M ELOE V EZEOH CEDOIFREOER I TAIZBL T, HAIEBU)
2016679 i AAR T HZ LB Tk A EORTERSEAE, 43RO EHERROFEFANIC
BT, HHIEBU) 2016679 DF5 835-ITHE Y, 730, RIRAINODES 835455 5 5§ %84 HIRELTC,
B DR AAR 2 TED,

For infiingements of the obligations laid down in Chapter I, Il and V of this Regulation, the supervisory authorities
responsible for monitoring the application of Regulation (EU) 2016/679 may within their scope of competence impose
administrative fines inaccordance with Article 83 of Regulation (EU) 2016/679 andup tothe amount referred to in Article
83(5) of that Regulation.

5. ZORAIDE V BEDH CTED LI FH OB T2 BEU T, BN T —2 RSB e, B
TSR E ORSHESHEBRORFANI ZH\ YT, FAIEU) 2018/1725 DF 66 SRIHE, 5>, [F]
HIRNOE 66 5555 3 TR 9484 FRRELUT, 178 FORIEESA R 203 T& 2,

For infringements of the obligations laid down in Chapter V of this Regulation, the European Data Protection Supervisor
may impose within its scope of competence administrative fines in accordance with Article 66 of Regulation (EU)
2018/1725 up to the amount referred to in Article 66(3) of that Regulation.

B4 TR USRS
Article4]1 Model contractual terms and standard contractual clauses

MRINZEBZE, ANIETHY, SFHTTHN R AR 2 S35 EOMER | M U855 5 b OO Rk
K OSBRIV CY B 2357260, 2025429 H 12 HIVBAEINZ, SE7ME K OVE 3504
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BRI BT AL, T —2~DT 7 EA N T —ZOF RSB 72 Ve
NVEIEIE Ny O T IR TN =T ERHI DT DI D72\ EUEISTE AR E L O
595,

The Commission, before 12 September 2025, shall develop and recommend non-binding model contractual terms on
data access and use, including terms on reasonable compensation and the protection of trade secrets, and non-binding
standard contractual clauses for cloud computing contracts to assist parties in drafting and negotiating contracts with far,
reasonable and non-discriminatory contractual rights and obligations.

£ 0% EDIBORE!
Articke42 Role of the EDIB

FRAIEU)2022/868 755 29 261 2B HAZ 7 N —7 LU TERINE B R IRk ESH, TOHITIs0
TRISHEBR OB Y /i M EEIS EDIB I, LA FDZH I, ZoMAID—EMod oA
*z25:

The EDIB established by the Commission as an expert group pursuant to Article 29 of Regulation (EU) 2022/868, in
which competent authorities shall be represented, shall support the consistent application of this Regulation by:

@ I, 5 E 5V EKOE VI EOR T DREHHEROHS S JRn—BIEDHS
FHOFBIL, FRINZEERTHL TS 2L R OWMNEEREAIET 2L,

advising and assisting the Commission with regard to developing consistent practice of competent authorities in
the enforcement of Chapters II, 111, V and VII;

(b) BENOREE R ONEIROAZHU LD, 0o, HlEORRELREET 5 a &0, [Efiaiiz
HHEBBITHHE N E, 5 M EROF V ED FIDOHER K O3S0 3 TR 280
B HRATHAD IO DTFAEAANT DI TC, BOSHERRDGH S RO W 1A R G2
T2,

facilitating cooperation between competent authorities through capacity-building and the exchange of information,
in particular by establishing methods for the efficient exchange of information relating to the enforcement of the
rights and obligations under Chapters II, Il and V in cross-border cases, including coordination with regard to the
setting of penalties;

© UUTOMFHEIZEL, BINEBRITHU IS T2 R UOWIINZEE A it 22k

advising and assisting the Commission with regard to:
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55 335555 4 TH, 5 35 550 4 TR ONE 36 5550 STAIO 3 A LS HiieeiEa it
BB LA EERTDEID,

whether to request the drafting of harmonised standards referred to in Article 33(4), Article 35(4) and Article
36(5);

05 33 55050 5T, 55 35 5 5 TE N O 8 TENIONTER 36 598 6 TR S TADUE
I

the preparation of the implementing acts referred to in Article 33(5), Article 35(5) and (8) and Article 36(6);
55 29 555 TN O 33 55585 2 TAL U ZHAESHUA T2 DU MEON T
the preparation of the delegated acts referred to in Article 29(7) and Article 33(2); and

55 33 55585 11 B R RNl 7 — 2 22D RN DT 2O D ISR E K OG5
OFH ATE IOV 22 D DI R EHOBRIR,

the adoption of the guidelines laying down interoperable frameworks for common standards and practices
for the fimctioning of common European data spaces referred to in Article 33(11).
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EXE 15F 9%6YEC DTIHHIHEDHEF]
Chapter X Suigeneris Right under Directive 969/EC

FBE —EOTHEEATNET—HR—R
Atticke43 Databases containing certain data

F&5 969/BC DF 7 50O CRD LI H KRN L, T —4703, E0olT, ZOBRIDE 455K )0
% 5 SREOBHRITIT, ZoHHImE NI D= 3o 7 R S FRhE - —e )i
BENFATFNSITI S TERSNDSAITE, BAL IS0,

The sui generistightprovided for n Article 7 of Directive 9%6/9/EC shall notapply when data is obtained from or generated

by a connected product or related service falling within the scope of this Regulation, in particular in relation to Articles 4
and 5 thereof.
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FXIE SR
Chapter XI  Final Provisions

BUg TEOTIEARUFRAIEET AR RUERHERUA T SRNES DDA TA
Atticle44  Other Union legal acts governing rights and obligations on data access and use

L.

2024 4F 1 A 11 H LRI ZFERNLTFRNIE G DIUE T2 M OO TR LI DT LS A T2 &
TAIFAT RO TN T, FHEE LIHEH R R OGP — 2D FHE LRI O
TS ERIN I CEDINTT HAERINDFH L, SR TR EFL T2,

The specific obligations for the making available of data between businesses, between businesses and consumers, and on
exceptional basis between businesses and public bodies, in Union legal acts thatentered into force on orbefore 11 January
2024, and delegated or implementing acts pursuant thereto, shall remain unaffected.

ZORAINE, R, KNI — 222 T TAILDOF RSO ST EFOMENE T IRG LT, &b,
LUFOFEIZBEL, BIOBHZED TODERMMESIEZAI T 720

This Regulation is without prejudice to Union law specifying, in light of the needs of a sector; a common Furopean data
space, or an area of public interest, flrther requirements, in particular in relation to:

@ T —H DT IRADOEGT EORIE
technical aspects of data access;

HADHER iﬁéﬁﬁl B

limits on the rights of data holders toaccess or use certain data provided by users;
© T—HDTIEARORIHEBA Ll
aspects going beyond dataacoess and use.

WV BEARRX, ZOBAN, BIRES EOFTESED B DT80 T —H~DT IR AR OZFD
T —H ORI AGEZ TESD VDR A M ONEPNIEA AT 720,

This Regulation, with the exception of Chapter V is without prejudice to Union and national law providing for acoess to
and authorising the use of data for scientific research purposes.
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B4a45Ek FREDEAT
Article45 Exercise of the delegation

L.

FAESNDAT R R T DRI T, AZRD T TEDLIVIGAHTARL T, RMNZEBRITHL TS
AHND,

The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this Article.

5 29 5085 T TE RO 32 5545 2 TN O TSN TAZEAR-TAMERI L, 20044E 1 A 11 A
OAEHC, BOINEERIZHLUTHZ N5,

The power to adopt delegated acts referred to in Article 29(7) and Article 33(2) shall be conferred on the Commission for
an indeterminate period of time from 11 January 2024.

05 29 555 T TH R O 32 5955 2 T TR I MERROZAT S, FONES F-3EAI - Q0o Th
BOWHSNED, BUEOEL, Ui E D ORSIVAEIROZATARL TS5, TOWET,
EU B B ZRBIAZDOPIED RO H F A TSR E DT ORSNIZ% O BIZ3E 92, <
DOUGENS, BRI TU QODZATSNAATAD AT U TG 52 T 37ayau,

The delegation of power referred to in Article 29(7) and Atrticle 33(2) may be revoked at any time by the European
Partiament or by the Council. A decisiontorevoke shall putanend to the delegation of the power specified in that decision.
It shall take effect the day following the publication of the decision in the Official Jovrnal of the European Union or ata
later date specified therein. It shall notaffect the validity of any delegated acts already in force.

FAESNAATAEEART RN, BONEEST, KRV WAEICESFT 5 201645 4 A 13 H O
BEOHTEDLIZHAFRNHE S, FAERED DF R E ST AZ) SR B2,

Before adopting a delegated act, the Commission shall consult experts designated by each Member State in accordance
with the principles laid down in the Interinstitutional Agreement of 13 April 2016 on Better Law-Making,

FAESHVAT AN BB ZDRIRUTEZITEHIZ, FINEERIT, BONGES M ORI
L, [RIRH IS,

As soonas itadopts a delegated act, the Commission shall notify it simultaneously to the Furopean Pariamentand tothe
Council.

9529 550 7 THEATEE 32 555 2 T LI CERIRS N - TSNS T840 L, BRONGES KOS e
VX2 M3 TADIBEN D 3 2 H LINICR NGRS T 3R a0 Bt e ol L X,

FlE, ZOHMOREERT I T, BRI &k DRSO DR ZEE T LT
FERDIRARNZ LA S LT XY, Fahd 2, ZOWIIE, RS F I3 ER0REIC
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FV 3P H EFEERSNS,

A delegated act adopted pursuant to Article 29(7) or Article 33(2) shall enter into force only if no objection has been
expressed either by the Furopean Partiament or by the Council within a period of three months of notification of that act
to the European Partiament and to the Council or if; before the expiry of that period, the European Partiament and the
Council have both informed the Commission that they will not object. That period shall be extended by three months at
the mnitiative of the Furopean Partiament or of the Council

B 4Fx EREDFH
Atticle46 Committee procedure

L.

RRINZEE SIS, BIHIEU) 2022/868 | 1o G IESH=ZE B it 5, [RIZEERIE, HA
(EU)No 1822011 DEMIZHRITAZEES ThD

The Commission shall be assisted by the Committee established by Regulation (EU) 2022/868. That committee shall be
acommittee within the meaning of Regulation (EU) No 182/2011.

AT A2 MM TN HEES, HHIBU)No 1822011 D 5 505D,

Where reference is made to this paragraph, Article 5 of Regulation (EU) No 1822011 shall apply.

8 475 FHAIEU) 20172394 DBE
Atticle47 Amendment to Regulation (EU) 2017/2394

FRAI(EU) 2017/23% ORI ZIS YT, LLFOBAISnG:

129, 7 =2 DNERT 7 BAK ORI N BT 28 A SV BUE I BE3 23 NS RIED)
2017/23% &L OFET(EU) 2020/1828 AL 2Rk Mg M U200 2003 4F 12 A 13 HOB
HI(EU) 20232854 (7 —41£) (OJL, 20232854,22.122023) 1,

Inthe Annex to Regulation (EU) 2017/23% the following point is added:

29.  Regulation(EU) 20232854 of the Furopean Parliament and of the Council of 13 December 2023 on harmonised

rules on fair acoess to and use of data and amending Regulation (EU) 2017/23%4 and Directive (EU) 2020/1828
(Data Act) (OJ L, 2023/2854,22.122023, ELI: hitp:/data.europa.cwelireg/2023/2854/0j).
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& 485 HaR(EU)20201828 DIE
Article48 Amendment to Directive (EU) 2020/1828

FEH(EU)2020/1828 DRIFEIZISU VT, LLFOEAMHInSG:
InAnnex I to Directive (EU) 2020/1828 the following point is added:

(69) T —X DN T 72 AR ORI B3 28 A LS -8 2B 923 DN B RIEU)
20172394 K OFE(EU) 20201828 AL 1E TR Nt M OFEF00 2023 4F 12 A 13 HOML
HIBU) 20232854 (7—41£) (OJ 1, 2023/2854,22.122023) .,

(69) Regulation(EU)2023/2854 of the Furopean Parliamentand of the Council of 13 December 2023 on harmonised
rules on fair access to and use of data and amending Regulation (EU) 20172394 and Directive (EU) 2020/1828
(DataAct) (OJ L, 2023/2854,22.122023, ELL http:/data.curopa.cwelireg2023/2854/0j).”

FHE FEERFREL
Article49 Evaluation and review

1. 202849 H 12 BETIZ, BINEERE, ZOHRIOFHMIEIATL, 7>, BRNMNGES MOBEE
ONZRPNFA L EZRBRTHL, BINEB SO TR AN B9 280E B4t 375, TORE
i, E0ioid, LUFOHEATHE 5!

By 12 September 2028, the Commuission shall canry out an evaluation of this Regulation and submita reporton its main
findings to the Furopean Partiament and to the Council, and to the Furopean Economic and Social Committee. That
evaluation shall assess, in particular:

@ ZOHRIDE 1550 BRIDT SO OB R BN EOIRDU LD RS IVOIRDL, N,
FHIBTDZORANDE V O, E0ioit, ZAFRBFIORE, MONEES, B H
FRAT K OVRME S ORI A0 BRI V Bl 18 S HE R D& H Y
JADSEESNT-bOE LT, ZORRIOE V EOm IR 555 18 458 STHD Ficdhd
TSHERR DD 24 Rl e U CHEE ST e DB O T iR~ D T 7 A SR DR
DT B DT80 R A EFT A IEPED FCEOHINT-_EREUNDZEE DR,
FRHIBEU) 2022868 1D NI ZI3W N CROHINT =T — X FIh =8O RR 23~ Gl %WJ—&

HEDHADII 72, ATEOT —2HEDHHAOZOHRINDE vV O HIOmEETE
KBRS, 747 S — RO VA G, ZORRINOH 15 %&@yﬂmmw
Bl NT—ZDEE;

situations to be considered to be situations of exceptional need for the purpose of Article 15 of this Regulation and
theapplication of Chapter V of this Regulation in practice, in particular the experience in the application of Chapter
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V of this Regulation by public sector bodies, the Commission, the European Central Bank and Union bodlies; the
number and outcome of the proceedings brought to the competent authority under Article 18(5) on the application

of Chapter V of this Regulation, asreported by the competent authorities; the impact of other obligations laid down
n Union or national law for the purposes of complying with requests for access to information; the impact of
voluntary data-sharing mechanisims, such as those put in place by data altruism organisations recognised under
Regulation (EU) 2022/868, on meeting the objectives of Chapter V of this Regulation, and the role of personal
data in the context of Article 15 of this Regulation, including the evolution of privacy-enhancing technologies;

TS DBAEFN S DR T, I D7T —2 ORI, T—20IE kD5
B O — A —E A S ol N N i@ 7 — 222N sl o 7 — 2 A 1 ot
BRSO SE7

the impact of this Regulation on the use of data in the economy; including on data innovation, data monetisation
practices and data intermediation services, as well as on data sharing within the common European data spaces;

RIAU R OPAT DT =5 DT 72 VT4 S OFIH;

the accessibility and use of different categories and types of data;

B 5 SR FITRIT D328 L L CO—ERERI DAY
the exclusion of certain categories of enterprises as beneficiaries under Article 5;
HFAPEME LU VIV

the absence of any impact on intellectual property rights;

SRR OER 2 IERS, R R OSBRI DI B350 0a 50, BT
L AFONT, FEAS(EU) 2016943 O R LA AIRERFROEEIC AN EC, 55 4 4556 8 IH
KOS S5 11 TAD FIZRI BRI B OB RE T — AL DA CE DA AR,

the impacton trade secrets, including on the protection against theirunlawfuil acquisition, use and disclosure, as well
as the impact of the mechanismallowing the data holder to refuse the user’s request under Article 4(8) and Article
5(11), taking info account, to the extent possible, any revision of Directive (EU) 2016/943;

W7 BRI TR OGS TIROB IO LT, 5 13 SRR T RAT 5502
DYVANRIT T T = SHUTNDINEID;

whether the list of unfair contractual terms referred to in Article 13 is up-to-date in light of new business practices
and the rapid pace of market innovation,
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(h) T —HUER—E AT 0 E DERIER T DI e O DS TN 25 k0507058
SFETHRELQODIEID;

changes in the contractual practices of providers of data processing services and whether this results in sufficient
compliance with Article 25;

() 5 29 I BB 2 BRI IRSL, UL 7 e A R L (o — 2L —
ERT 0 LIRSV KB DIREE;

the diminution of charges imposed by providers of data processing services for the switching process, in line with
the gradual withdrawal of switching charges pursuant to Article 29;

() ZOBBRIMRMNESOMDIL T AEDORDT 2 > Clgks el HAEH;
the inferplay of this Regulation with other Union legal acts of relevance to the data economy;
®  FHEANT =TS B BT 7 B AL
the prevention of unlawful govemmental access to non-personal data;
() 53750 PR CTELRSNO B TR,
the efficacy of the enforcement regime required under Article 37;
(m) FATEHOIHD SMEs DREINZEIL T, WNZ, BRIMEESNOFHFIZES>TOT—H 4L

PR —E R0 A] FM: K O =7 53858 F9 2 LA FRIZBEL €, SMEs 12X 220

the impact of this Regulation on SMEs with regard to their capacity to innovate and to the availability of data
processing services for users in the Union and the burden of complying with new obligations.

202849 A 12 HETIZ, BINEERIT, ZORRIDOFHIZZETL, 2>, BRINGE M OBl
NIRINREA AT E ST, BONE B SO TN B i EaEH 75, TDRE
i, 0T, FHZ SME O7 0 AR ZE Y TT, BYNES PR TR RSID T —2 4L
P —EZDMMERE S ORI ZREL, 57 23 472V U 31 SRIFONTES 34 SR MOV 35 5052
BT 5,

By 12 September 2028, the Commuission shall carry out an evaluation of this Regulation and submita report on its main
findings to the Furopean Parliament and to the Council, and to the Furopean Economic and Social Committee. That
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evaluation shall assess the impact of Articles 23 to 31 and Articles 34 and 35, in particular regarding pricing and the
diversity of data processing services oftered within the Union, with a special focus on SME providers.

3. MERENE, WONEESITRIL, 55 1 LU 2 BRSSO HEHOT DI LB e D a1
92,

Member States shall provide the Commission with the information necessary for the preparation of the reports referred
to inparagraphs 1 and 2.

4. BB1HE O 2N EEEL T, BUNEBRT, Thasiiiaexd, N OB
FRITHL, ZORAIEYIET DI DDSLEEGAAR N TED,

Onthebasisof the reports referred to in paragraphs 1 and 2, the Commissionmay, where appropriate, submita legislative
proposal to the European Parfiament and to the Council to amend this Regulation.

B 0E FEMRUER

Atticle50 Entry into force and application
ZORIANE, BU B EZRITHEDAR0 20 ARSI 2,

This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of the
Euvropean Union.

ZOHHENL, 225429 H 12 A b1,

Itshallapply from 12 September 2025.

S5 1 TED B2, 202649 A 12 HX0B I TE) AT RELL K ORY
;/;@% hEERE A —E R L SN,

The obligation resulting fiom Article 3(1) shall apply to connected products and the services related to them placed on the
marketaffer 12 September 2026.

55 M2 X, WM AE S 3R MEE A > CHHARSNAENANETH>T 2549 H 12 H
FOBRITFRTHHDOD PR CT 4R CEDINTT DB EOBIRIIB Gl S
50

Chapter Il shall apply in relation to obligations to meke data available under Union law or national legislation adopted in
accordance with Union law; which enters into force after 12 Septermber 2025.
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HIVEL 225459 H 12 HIWH&ITRERESN AL ClEfSS,

Chapter IV shall apply to contracts concluded after 12 September 2025.
IV EIY, LGN FOLIB0 THHZEASAELT, 2254F-9 H 12 H LIRSS

FUTRIL, 2274E9 H 12 An s SN S:

Chapter IV shall apply from 12 September 2027 to contracts concluded on or before 12 September 2025 provided that

theyare:
@ HIFEEDRNEK F X

of mdefinite duration; or

(b 202441 1 11 ADHEKES 10 4 TRAIT 258K,

due to expire at least 10 years from 11 January 2024.

ZORBANZ, ZOERANTHIRI A, 7>, ETORRKE W TER RSN,

This Regulation shall be binding in its entirety and directly applicable in all Member States.

2083 4 12 A 13 HIZARNZ AT —/ /U I T T,
Done at Strasbourg, 13 December 2023.

HFE=EL T
For the European Partiament

£ RMETSOLA
The President R.METSOLA
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BESLLT
For the Council

£ PNAVARRORIOS
The President P.NAVARRO RiOS






2025 Printed in Japan

ISSN 2432-6089

LGRS 5510858 5 (BEE 69 5) (55 1 i)

The Law and Information Magazine vol.10 no.8 (consecutive no.69 part 1)

2025 4510 A 5 BR&AT

2025 4 10 A 12 HRAGLEE ERRIEAT

FITHE BHEA

FATHT ESERIIES (RE EHEAN)
FORAR TR XA B A 11
FRAENINER AR




