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Directive 2006/24/EC of the European Partiament and of the Council of 15 March 2006
on the retention of data generated or processed in connection with the provision of publicly available electronic
communications services or of public commumications networks and amending Directive 2002/58/EC
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THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Tieaty establishing the Furopean Community, and in particular Article 95 thereof,
Having regard to the proposal from the Commission,

Having regard to the Opinion of the European Economic and Social Committee )

Acting in accordance with the procedure laid down in Article 251 of the Treaty®,

M
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Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the fiee movement of such data®requires Member States to protect
the rights and fireedoms of natural persons with regard to the processing of personal data, and in particular their right to
privacy, inorder to ensure the free flow of personal data in the Community.
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Opinion delivered on 19 January 2006 (not yet published in the Official Journal),

2 BRI 200547 12 1 14 AAESLE (B HoRAE) OS2 2006 4F-2 J1 21 BAFRGE,

Opinion of the Furopean Parfiament of 14 December 2005 (not yet published in the Official Joumal) and Council Decision of 21
February 2006.

3 OJL.281,23.11.1995, p31. HHIIEC) No 18822003 (OJL.284, 31.102003, p. 1 )l ZI AU E& DR 4.

OJL281,23.11.1995, p. 31. Directiveas amended by Regulation (EC) No 188272003 (OJ L. 284, 31102003, p. 1)
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Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 conceming the processing of
personal data and the protection of privacy in the electronic commumnications sector (Directive on privacy and electronic
communications) translates the principles set out in Directive 9546/EC into specific rules for the electronic
commumnications sector:
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Atticles 5,6 and 9 of Directive 2002/58/EC lay down the rules applicable to the processing by network and service
providers of traffic and location data generated by using electronic commumnications services. Such data must be erased or
made anonymous when no longer needed for the purpose of the transmission of a communication, except for the data
necessary for billing or inferconnection payments. Subject to consent, certain data may also be processed for marketing
purposes and the provision of value-added services.
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Atticle 15(1) of Directive 2002/58/EC sets out the conditions under which Member States may restrict the scope of the
rights and obligations provided for in Article 5, Atticle 6, Article §(1), (2), (3) and (4), and Article 9 of that Directive. Any
such restrictions must be necessary, appropriate and proportionate within a democratic society for specific public order
purposes, ie. to safeguard national security (i.e. State security), defence, public security or the prevention, mvestigation,
detection and prosecution of criminal offences or of unauthorised use of the electronic commumnications systems.

G)  HEODDOERIENT, JLTATRO/LL, A, Bk OFFRBOIDIT— 27 2L 5T
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Several Member States have adopted legislation providing for the retention of data by service providers for the prevention,

4 QJL201,31.72002,p.37.
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investigation, detection, and prosecution of criminal offences. Those national provisions vary considerably.
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The legal and technical differences between national provisions conceming the refention of data for the purpose of
prevention, investigation, detection and prosecution of criminal offences present obstacles to the intemal market for
electronic communications, since service providers are faced with different requirements regarding the types of trafficand
location data to be retained and the conditions and periods of retention.
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The Conclusions of the Justice and Home Affairs Council of 19 December 2002 underline that, because of the significant
growth in the possibilities afforded by electronic commumications, data relating to the use of electronic commumnications
are particularly important and therefore a valuable tool in the prevention, nvestigation, detection and prosecution of
criminal offences, in particular organised crime.

2004 4F 3 7 25 AITHRMNEEFA > CRRSI =7 b O BT 2 E 51, BEERAITHIL,
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The Declaration on Combating Terrorism adopted by the European Council on 25 March 2004 instructed the Council
to examine measures for establishing rules on the retention of commumnications traffic data by service providers.
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Under Article 8 of the European Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR),
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everyone has the right to respect for his private life and his correspondence. Public authorities may interfere with the
exercise of thatright only in accordance with the law and where necessary ina democratic society; interalia, in the inferests
of national security or public safety, for the prevention of disorder or crime, or for the protection of the rights and fieedoms
of others. Because retention of data has proved to be such a necessary and effective investigative tool for law enforcement
n several Member States, and in particular conceming serious matters such as organised crime and terrorismy, it is
necessary toensure that retained data are made available to law enforoement authorities for a certain period, subject to the
conditions provided for in this Directive. The adoption of an instrument on data retention that complies with the
requirements of Article 8 of the ECHR is therefore a necessary measure.

2005467 H 13 B, I AT AT A e A T S0 T, FIEAT, @EF—4
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On 13 July 2005, the Council reaffirmed in its declaration condemning the terroristattacks on London the need to adopt
common meastres on the refention of telecommunications data as soon as possible.
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Given the importance of traffic and location data for the investigation, detection, and prosecution of criminal offences, as
demonstrated by research and the practical experience of several Member States, there is a need to ensure at Furopean
level that data that are generated or processed, in the course of the supply of communications services, by providers of
publicly available electronic communications services or of a public communications network are refained for a certain
period, subject to the conditions provided for in this Directive.

ABNONERR RS 57 —2 %51, ZOFSEO TR TRAZEDRSILTEL T, Eiudx,
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Atticle 15(1) of Directive 2002/58/EC continues to apply to data, including data relating to unsuccessful call attempts, the
retention of which is not specifically required under this Directive and which therefore fall outside the scope thereof, and
to retention for purposes, including judicial purposes, other than those covered by this Directive.
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This Directive relates only to data generated or processed as a consequence of a commumnication or a communication
service and does not relate to data that are the content of the information communicated. Data should be retained in such
awayastoavoid their being retained more than once. Data generated or processed when supplying the commumnications
services concermed refers to data which are accessible. In particular, as regards the retention of data relating to Intemet e-
mail and Internet telephony, the obligation to retain data may apply only in respect of data from the providers' or the
network providers' own services.

B TIE(E ERRE DHIN 3, ST bl T, Fe, WHSHERRDEGD X Jai) oD IE 7R BER)
T DBV, BIS 20720, KUY, THOOFRCRIT AN T T A ZADRHRO3L
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Technologies relating to electronic commumnications are changing rapidly and the legitimate requirements of the
competent authorities may evolve. In order to obtain advice and encourage the sharing of experience of best practioe in
these matters, the Commission intends fo establish a group composed of Member States' law enforcement authorities,
associations of the electronic commumnications industry, representatives of the Furopean Parliament and data protection

authorities, including the European Data Protection Supervisor.

FE4 95U6/EC K UNES 2002/58/EC 1%, ZOFEBI e TIRFFSNAT —X Tk Camri i
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Directive 9546/EC and Directive 2002/58/EC are fully applicable to the data retained in accordance with this Directive.
Atticle 30(1)c) of Directive 95/46/ECrequires the consultation of the Working Party on the Protection of Individuals with
regard to the Processing of Personal Data established under Article 29 of that Directive.

FE 9SU6EC DFE 6 SRICHKT 27 — X DB E MR T DT ODOHE L BIfR L CHh—F
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The obligations incumbent on service providers conceming measures to ensure data quality, which derive from Article 6
of Directive 9546/EC, and their obligations concerning measures to ensure confidentiality and security of processing of
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data, which derive from Articles 16 and 17 of that Directive, apply in fuill to data being retained within the meaning of this
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Itis essential that Member States adopt legislative measures to ensure that data retained under this Directive are provided
to the competent national authorities only in accordance with national legislation in full respect of the fimdamental rights
of the persons concemed.

ZORZIBNT, FES 9SM6EC DF 24 Fa13, HERREICHT L, FFEHIC L - THHRE
T SEDERA TN T DR 2 D H_REFEE L T)D, F5H 200258 EC D55
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In this context, Article 24 of Directive 95/46/EC imposes an obligation on Member States to lay down sanctions for
nfiingements of the provisions adopted pursuant to that Directive. Article 15(2) of Directive 2002/58/EC imposes the
same requirement in relation to national provisions adopted pursuant to Directive 2002/58/EC. Council Framework
Decision 2005/222/JHA 0f 24 February 2005 onattacks against informationsystems provides thatthe intentional illegal
access to information systems, including o data retained therein, is to be made punishable as a criminal offence.

B S F- 1385 9546/EC 12> CEIRSH-ENSIESEA LR \?ﬁ%@fﬁ*%&bf
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The right of any person who has suffered damage as a result of an unlawful processing operation or of any act
incompatible with national provisions adopted pursuant to Directive 95/46/EC to receive compensation, which derives
from Article 23 of that Directive, applies also in relation to the unlawful processing of any personal data pursuant to this

PRINFTREED 2001 H-DHA7 USRS B OWRMETRRRD 1981 HEOfE AT —4 0 BB AL
P BRI A ANDIFEDT- O DS b, ZOIRFOEKRICEBO TR S QAT —4(1Z
*U G SIS,

3 OJL69, 1632003,p67.
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The 2001 Council of Europe Convention on Cybercrime and the 1981 Council of Europe Convention for the Protection
of Individuals with Regard to Automatic Processing of Personal Data also cover data being retained within the meaning
of this Directive.
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Since the objectives of this Directive, namely to harmonise the obligations on providers toretain certain data. and to ensure
that those data are available for the purpose of the investigation, detection and prosecution of serious crime, as defined by
each Member State inits national law, cannotbe sufficiently achieved by the Member States and can therefore, by reason
of the scale and effects of this Directive, be better achieved at Community level, the Commumity may adopt measures, in
accordance with the principle of subsidiarity as set out in Article 5 of the Treaty. In accordance with the principle of
proportionality, as set out in that Article, this Directive does not go beyond what is necessary in order to achieve those
objectives.

RS, FARTAMEREREEL, 7, L0blT, BRMEADFEAREE T > GROHI -
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This Directive respects the findamental rights and observes the principles recognised, in particular; by the Charter of
Fundamental Rights of the Furopean Union. In particulay; this Directive, together with Directive 2002/S8/EC, seeks to
ensure full compliance with citizens' flmdamental rights to respect for private life and communications and to the
protection of their personal data, as enshrined in Articles 7 and 8 of the Charter:

AR EY—E AD T T Z DFH I CTIHHREZ LI, ZOFST, Uik (%7
DIEY—E 2GR B\ O CER SV E I SN A L7 T — 2 [, 77
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_REFHTHD,

Given that the obligations on providers of electronic communications services should be proportionate, this Directive
requires that they retain only such data as are generated or processed in the process of supplying their communications
services. Tothe extent that such data are not generated or processed by those providers, there isno obligation toretain them.
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This Directive is not intended to harmonise the technology for retaining data, the choice of which isa matter tobe resolved
atnational level.

F Y BUNIHAZ BT DB AR O 34 THHE ), MKES, B, 2, KHNLFE
ROFREDI=OIZ, ZDfam & EPWELOHTE & ORIOXHIGRRE FTREZR IR Y 7~ T-Z
ORERER T ORZEE L, TORELAEKTDZ EHERIND,

In accordance with paragraph 34 of the Interinstitutional agreement on better law-making®, Member States are
encouraged to draw up, for themselves and in the interests of the Community, their own tables illustrating, as faras possible,
the conrelation between this Directive and the transposition meastres, and to make them public.

OB, SiEAIE I THESNZEN Y RNCE DT —2 DT 7R AD K OT —H DF|
FOHEFNZBAL O IEABAR T D7 O ORERKIEI OMERRAISIT 720\, $5745 95/46/BC D5 3555
DI 1 YRSV QAL IEBIDT-DD, ZOH S it~ RS AT — 2Tk 2ENY
NI AT 7 EAORRENE, BRNIERANEOE RO DD, 72721, ERkIES, EWNEE-
[ RIS SGHIER 6 3K DI TR IRATD, EDIRIEAEI T T4, HERE D HHED
T LG SOIRRETED, 7>, BCHR [Zdo TIRARSIL T VEEDEL TR S HEF
AN CEELATIUTA720 N, RN AMER AN 2> TSN AHDEL T ECHR D 8
SO FIZRNT, T T4 —OHERN 32 TBAEBIO N AL, B N OO EH
HWEURTIUIZRET, v, THudZ, FFESH, BRno1E472 BRI T5H0THY, 7
2, ZOIAD BIEOBHRI I CHEYICaHY, ks ChHh > I CIrey B Cf TSV
T es7au,

This Directive is without prejudice to the power of Member States to adopt legislative measures conceming the right of
access to, and use of, data by national authorities, as designated by them. Issues of access to data retained pursuant to this
Directive by national authorities for such activities asare referred to in the firstindent of Article 3(2) of Directive 95/46/EC
fall outside the scope of Community law. However, they may be subject to national law or action pursuant to Title VI of
the Treaty on European Union. Such laws or action must filly respect flmdamental rights as they result from the common
constitutional traditions of the Member States and as guaranteed by the ECHR. Under Atticle 8 of the ECHR, as
nterpreted by the European Court of Human Rights, interference by public authorities with privacy rights mustmeet the
requirements of necessity and proportionality and must therefore serve specified, explicit and legitimate purposes and be
exercised inamanner that isadequate, relevant and not excessive in relation to the purpose of the interference,

L EDEROTHLDT, Zofema 53R 45:

HAVEADOPTED THIS DIRECTIVE:

6 QrC321,31.122003,p.1.
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8 1% MNEEERVERREH
Atticke 1 Subject matter and scope

L.

COFEIE, BAERIEN Lo TEORRIEIDEPEDO I CERSN O EAIUIROMA, Hom kOt
FRBDIDDITT — %A CEDZLaMER T 128D, INRDFI vl ReZ R Pl —E 207
R B E 3 YiﬂbLﬁ*/I\U»ﬁ@?’ﬂ/ W 4l :J:o“(élzﬁkéiifbit TSNS —EDT—H
DERFFEDBIRITINNT, R FI AR E A 18(E T —E2D 7 1 M2 TR dE b
T—I DT M E DFEHS k&?fﬁ?‘é%ﬁkl@ SRR DA T2,

This Directive aims to harmonise Member States' provisions conceming the obligations of the providers of publicly
available electronic communications services or of public communications networks with respect to the retention of
certain data which are generated or processed by them, in order fo ensure that the data are available for the purpose of the
mvestigation, detection and prosecution of serious crime, as defined by each Member State in its national law:

BIE, AR BERANTEDNT 7 4907 =2 K OGHET — AN TIMAE Fi 3
Kexea Bl E i Gllg et sl E&t@é@?—& LGS IS, ZOFERIE, ElEr
VNI =% TR EOSNIAE#E G, T FEBEOPNAITH L CEAIL TIeb7au,

This Directive shall apply to traffic and location data on both legal entities and natural persons and to the related data
necessary to identify the subscriber or registered user: It shall not apply to the content of electronic communications,
including information consulted using an electronic commumications network.

Eoxk ER
Article2 Definitions

ZOFESFOHBIDTDIZ, F845 95A6EC, FE{H(E TR NT—2 K O —E 2D iDL
VB9 AR NS M OB 20D 2002 4 3 H 7 HOFES 200221EC (A6 T M OFe S
2002/58/BC DHIZBH D EFeN N SILD,

For the purpose of this Directive, the definitions in Directive 9546/EC, in Directive 200221/EC of the Furopean
Parliament and of the Council of 7 March 2002 on a common regulatory framework for electronic communications
networks and services (Framework Directive) ”, and in Directive 2002/58/EC shall apply.

ZOFREOHRIDTD

For the purpose of this Directive:

7 OJL108,2442002,p.33.
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(=2 8%, N7 40007 =5 R ORLE T — 2 NN F 2 3R 2805195720
(B BT — 2D LA B ;
‘ data’means traffic data and location data and the related data necessary to identify the subscriber or user;

R 143, FEYe BRYETFEE Lo ARIDTDIZ, Sigth—EA~DIIAZZE L
TURDHI A ATRE B S —E 2 I DI AT I BIRANDZEATIRL ;

“user’ means any legal entity or natural person using a publicly available electronic communications service, for
private or business purposes, without necessarily having subscribed to that setrvice;

[FERE—E R LT, (B, RAAAL, Bt O T — 2852 50) W, (ELrps
R OWHAEA 5 ?5?’)) IR 2 —E A N A= 7 RO Ca—h Ay r— o —E

A, YEEAT AT P —E AR O VT AT AT —E A% G 80) VT AT AT —EAD %
R

‘telephone service means calls (including voice, voicemail and conference and data calls), supplementary services
(including call forwarding and call transfer) and messaging and multi-media services (including short message
services, enhanced media services and mult-media services);

FIHE DISE, MiZDE DA A—FNT T A —E AF 3 A —F NEE—E
AVHIIANE TR T DI, T OFATH U TE Y TN =—27585 7 DZLAERL

“user ID’ means a unique identifier allocated to persons when they subscribe to or register with an Infemet access
service or Intemet commumications service;,

(5T DA, B MVERREDIEIFOFER oD 5T H 35615 SeD i O R 75D
ZEIRL;

“cell ID’ means the identity of the cell fiom which a mobile telephony call originated or inwhich it terminated;

(RO R M, BEGOEMEOBEGH I IEEN LI TNE D, FORED 2D -T35A,
FL, R NI EEE DI ANDST S B OB E D LA BN 5,

“‘unsuccessful call atiempt’ means a communication where a telephone call has been successfully connected but
notanswered or there has been a network management intervention.
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FIF THEEHOEE
Attick3 Obligation to retain data

L.

F A 2002/58/EC D5 5545, 55 6 MUV 9 SRDFFHIINZEY, AkENT, BRI DilfE—t 2zl
Ko DR 236V T, ABRRIEID EIZ THEN (T DA I rIRER R FIlfE T — 2D 7 m 3
HEAN IS E R NT— DT 0 PN Lo CEhT —H DV E RS F o IS AN
T, ZORGOH 5 RO Tl HAVEDLN =T —FDRIGROFIA N TIRFFSN O Lk
FHTDODIEZRRT D,

By way of derogation from Articles 5, 6 and 9 of Directive 2002/58/EC, Member States shall adopt measures to ensure
that the data specified in Article 5 of this Directive are retaned in accordance with the provisions thereof, to the extent that
those data are generated or processed by providers of publicly available electronic communications services or of a public
commumnications network within their jurisdiction in the process of supplying the communications services concemed.

B3 20i( 5 — A a0 sV YCRIERA S ORRIEIDIEZR FAENIZH L AR F
M ATRE/S B E h—EAD T 1 ME FTNBE R N — I DT 0 MH LT, Fhs
DT —ZHPVERRSNF TSN, KUY, @7 —AZBL T S E a3 (2 —
TN =AU U BRSNS, 8 1 O CEDHIV-T 2RO, Ak
NOORA: B CTE 5 DTl B SEOLIV =T — 2 DIRFFa 8605 . ZOFET, Hfies
AT PR 57 — S MRS D ZEA BRI,

The obligation toretain data provided for in paragraph 1 shall include the retention of the data specified in Article 5 relating
tounsuccessfull call attempts where those data are generated or processed, and stored (as regards telephony data) or logged
(as regards Intermet data), by providers of publicly available electronic communications services or of a public
communications network within the jurisdiction of the Member State concemed in the process of supplying the
communication services concemed. This Directive shall not require data relating to uncornected calls to be retained.

FEAE TAHANDTIEX
Article4 Access to data

RERRENT, ZOFE I ThEs TIRFESND T —223, THBID LIV T DENIEICHE , kS
MDA EN Y S L COIRRES DT LA DT D DI E AR5, D%
D& T o OB O BIMED BRI O TR RS =T — X T3 57 78 2% 4557
DI -SND_EGME, BHREICI ST, BONE AR E A IER AL/ 2ZE , IO
(2, B0, BRI AMEERHIFT X THRIRS =60 E LT BCHR ICARLC, RS EDEN
EOHF CEFRIND,

Member States shall adopt measures to ensure that data refained in accordance with this Directive are provided only to
the competent national authorities in specific cases and in accordance with national law. The procedures to be followed
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and the conditions to be fillfilled in order to gain access to retained data in accordance with necessity and proportionality
requirements shall be defined by each Member State in its national law, subject to the relevant provisions of European
Union law or public international law, and in particular the ECHR as interpreted by the European Courtof Human Righs.

B SE REFENIETHDER
Attick5 Categories of data to be retained

L HERKENS, LA OO T —23ZDFE0 FIZBW TSN AT LA d %!
Member States shall ensure that the following categories of data are retainedunder this Directive:
@ BEOIRIEHAEPI K ORI D7 DI B e 7 —4

data necessary to trace and identify the source of a communication:
() [EEEFER O M VEREREL -
concemning fixed network telephony and mobile telephony:
Q) EPHOEEE S
the calling telephone number;
(i) INAGE FA TG LT HE D4 R OERT;
the name and address of the subscriber or registered user;
Q  AA=FINT IR, A= FINEA AV O A= MR CBEL -
concemning Infemet access, Intermete-mail and Infemet telephony:
O FLETHEHAIE D;
theuser ID(s) allocated;
(i) RN AL EITEI G TOIVAIHE ID K OEREE

the user ID and telephone number allocated to any communication entering the public telephone
network;
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(i) SO A A —FAAT BNV (P) TRV A, FIFIH ID 37135 B4k

0 TRV AR TR DA OERT

the name and address of the subscriber or registered user to whom an Intemet Protocol (IP) address,
user ID or telephone number was allocated at the time of the commiumication;

SRS OB I 7O\ B T4

datanecessary o identify the destination of a communication:

)

@

[l FE R & OV /LA AT ZREL -

conceming fixed network telephony and mobile telephony:

@

(i)

A NS (PO SN-ERRRS), MO, MRS F7 - IR DL
LB 2 — B 2% 5 A CUODEG R, ORI ThHE & 1385k
D,

the number(s) dialled (the telephone number(s) called), and, in cases involving supplementary
services such as call forwarding or call transfer; the mumber or numbers to which the call is routed;

NN H IR B DA BT OMEFT;

the name(s) and address(es) of the subscriber(s) or registered user(s);

AR —FINEA AV O A —F o NBERI L -

conceming Intemet e-mail and Intemet telephony:

@

(i)

A A2y NEEIHHLOZAETEB OMIMHE ID F o IEw% 5
theuser ID or telephone number of the intended recipient(s) of an Intemet telephony call,

IIAE FT2I U T=F D44 BT M OMERTE ONZZE DG O T EZ D
FIHH ID;

the name(s) and address(es) of the subscriber(s) or registered user(s) and user ID of the mtended
recipient of the communication;

WED R, Rl K Oz st 3ol B e 7 —4:
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data necessary to identify the date, time and duration of a comnumication:

M

@)

[l A N OV MV RS CBEL BB OBRAR K ONE T 00 H KON
conceming fixed network telephony and mobile telephony, the date and time of the start and end of the

AL B—=INT IR, A —FINEA AV RO 2= MR BEL -

conceming Intemet access, Internet e-mail and Intemet telephony:

@

(i)

—TEDHALS = EHFELLUC, AL H—FNT 7 EA—E2ROu A A
7 A70 A KO, W, A F =R T 7R —EADT 0 A Z 128 o
CEREDTOIZEN S THON-EIF X E SR e P 7TRVAR ONIAE £
B -AIHZE ORI ID;

the date and time of the log-in and log-off of the Internet access service, based ona certain time zone,
together with the IP address, whether dynamic or static, allocated by the Intemet access service
provider to acommunication, and the user ID of the subscriber or registered user;

—TEDIAL —H AL LT, Ao A —R o NEA AN —E RE T A A —
T NEFR—E 2O AL T AT D H O

the date and time of the log-in and log-off of the Intermet e-mail service or Intemet telephony service,
based ona certain time zone;

@ BEOIAT LR T DI DB 2T —4

data necessary o identify the type of commumnication:

M

@)

AR U A/ GBI RS R

conceming fixed network telephony and mobile telephony: the telephone service used;

A LB = NEA A= O A= NEEERIZBEL RS A A —F M—E

A3

concemning Intemet e-mail and Intemet telephony: the Intemet service used;

© FIHEOBEHEERE IR HE OB E DL e b0 Tl on ailin 3 5T O\ o BEle T
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—x.
data necessary to identify users' communication equipment or what purports to be their equipment:
() [EEEEE R OB 5 K OW O SN BR 5 G s
conceming fixed network telephony, the calling and called telephone numbers;
Q@ EBVERRCEEL:
conceming mobile telephony:
0 FAEOEER B OO SN - B &
the calling and called telephone numbers;
(@) EFHAIOEDERE MV 5 (IMS) ;
the International Mobile Subscriber Identity (IMSI) of the calling party;
(i)  ECFHRIDEDIERE M /VALERR = (IMED ;
the International Mobile Equipment Identity (IMEI) of the calling party;
(iv) PFFOHSITARIOFED IMSI,
the IMSI of the called party;
V) FFOHEHARIOED IMEL,
the IMEI of the called party;

V)  FUARDEA P —EZADG AT, £O—E 2088 KBTAGD H K&
OFFZINE NS DY —E 2D REEN LSBT~V (547 D) ;

n the case of pre-paid anonymous services, the date and time of the initial activation of the service
and the location label (Cell ID) from which the service was activated;

Q) AF—RINT IR, (AR NEF AV OA =Ty NERRZBIL -
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conceming Intemetacoess, Infemete-mail and Intemetelephony:
W)  FAYNT T TIRADI-DOMNE D B R
the calling elephone number for dial-up access;
i) WEOREEOTVHNVANAEER(DSL) FaIENLISNOb AR LR ;
the digital subscriber line (DSL) or other end point of the origmator of the communication;
() B MVIBEREIRONEARRR S D7Dl B T —4
data necessary to identify the location of mobile communication equipment:
() WEBIGOBRDOALEZ L (T ID)
the location label (Cell ID) atthe start of the communication;

Q) BET IS QORI CZE O AR ONE 7L (HEHs D) 2509
B U o TR RO W Y i 57 —4,

data identifying the geographic location of cells by reference to their location labels (Cell ID) during the
period for which commumications data are retained.

2. IBEOWNEEAGINTT DO HVRHT—2b, ZOR I UIRFRSTR Y,
No data revealing the content of the communication may be retained pursuant to this Directive.

FoF RO

Atticle6 Periods of retention

HERKENT, 56 5 ST Gl EDNED LI T — 573, /D7t 6 AT, 2o, iBEDH
135 QAR A TR ], PRRFSIV DT L2 RS D,

Member States shall ensure that the categories of data specified in Article 5 are retained for periods of not less than six
months and not more than two years from the date of the communication.
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B1& THOREEVTEDEFX )T
Atticke7 Data protection and data security

e

95M4G/EC KOS 2002/58EC | 2l THARSN-SBAIHT B2 870, BhERkENL, A%

I ATRE R A EE ) —E AD T 0 M E H TSR ER NT— I DT BN, ZOFHESIT
P TR FSNAT — 2 LR T ALL T OF —2 2 )7 FOFEARFHIEZI =~ L08DELT
LN g N (2L S oY

Without prejudice to the provisions adopted pursuant to Directive 9546/EC and Directive 2002/58/EC, each Member
State shall ensure that providers of publicly available electronic communications services or of a public communications
network respect, asa minimum, the following data security principles with respect to data retained in accordance with this
Directive:

@

®)

©

@

PREISNAT =21, BigT —H 03 NI —7 O35 —H LRICEYE DT —Z T, />
2, FNEFIL BT LB TARL ;

the retained data shall be of the same quality and subject to the same security and protection as those data on the
network;

T3, FHUIDH U DEE M, S0 LI TUE F T ROBLL
(TEE LR, B, 77 EABLIIBIRITHIL T —2 25§ o O e bidft
FOORSE K OSHHERR_EORREIZARL ;

the data shall be subject to appropriate technical and organisational measures to protect the data against accidental
or unlawful destruction, accidental loss or alteration, or unauthorised or unlawful storage, processing, access or
disclosure;

T =213, BN KRS B DI LS TEDT —FWNT B ASTUS D LAl 27
SOOIV LHAT EOFHE K OSfE -ORHEITIRL ;

the data shall be subject to appropriate technical and organisational measures to ensure that they can be accessed
by specially authorised personnel only;

IR®)
and

TIRASIIZT =4 R OMRESNIT — 2%, 73, (RFEFOHIRIO TR RO
gsns,
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the data, except those that have been acoessed and preserved, shall be destroyed at the end of the period of retention.

B 8% REFShI-THDEHREFEN
Atticle8 Storage requirements for retained data

HERKEN T, TESHERRDE DY JRDEERITIRE T, ANEEVREZRS, RS- —2 R O%EDX
V2T =5 LBE S HMOM BT IFBASKESIUGDINTTDHIET, ZORBITHESTH 5%
DO THER ANED SN =T — 2 DRSO Z A el R T2,

Member States shall ensure that the data specified in Article 5 are retained in acoordance with this Directive in sucha way
that the data retained and any other necessary information relating to such data can be transmitted upon request to the
competentauthorities without undue delay.

S oF EEEES
Atticle9 Supervisory authority

L.

BAERIENT, (RFFESN=T —2DeX 207 AU T 7 SRCIRERIEN > CRR SN - 59H
DFORERREIDRE P38 B AR A - LIZ B AE AR 1 F 30 TEg &R
TS5, FORERERIE, F545 9SUEEC D 28 SR THEET LEICHERT ThnE5,

Each Member State shall designate one or more public authorities to be responsible for monitoring the application within
its territory of the provisions adopted by the Member States pursuant to Article 7 regarding the security of the stored data.
Those authorities may be the same authorities as those referred to in Article 28 of Directive 95/46/EC.

55 1 ORI RS, RS A G901, 5ol NI T2,

Theauthorities referred to in paragraph 1 shall act with complete independence in carrying out the monitoring referred to
inthat paragraph.

105 #at
Atticke 10 Statistics

RERKIEN T, BRINEB RS, FRRT, SR IR/ el 5 ) —E AT T Al 5 o by
— VORI EEHRL T ERR SIS SN D T — 2 ORFH B DftE et it o 22 fi
9%, ZOIIHENT, LR OSEE Z0%:

Member States shall ensure that the Commission is provided on a yearly basis with statistics on the refention of data
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generated or processed in connection with the provision of publicly available electronic communications services or a
public commumnications network. Such statistics shall include:
- ATEEREIPNE TG TIESHERR DS 2 R e U ClE iR MRS 34,

the cases in which information was provided to the competent authorities in accordance with applicable national
law,

- TR AD SRR DESD Y RS DT — 2 OiR(EAELR U H £ TORNIC
75 )75 )Of:E#FEﬁ)

the time elapsed between the date on which the data were retained and the date on which the competent authority
requested the transmission of the data,

- T RERDLERD N SH VR TR,
the cases where requests for data could notbe met.
2. ZOIIHENT, AT =20 TR,
Such statistics shall not contain personal data.
BuF 5% 200258EC DHIE
Atticle 11  Amendment of Directive 2002/S8/EC
B4 200258 EC D% 15 5TV T, LLFOIERMFASHS:
The following paragraph shall be inserted in Article 15 of Directive 2002/58/EC:
Ma 55 1 B, AROFIH wIRe 8l E th—E AR E 2 IS @ E o N — 7 DRt
FRU CAERSHU T BRI T — X DIRFH Z BT 2R s S OB 0D 2006 423 A 15 H
DFRF 200624 ECHTL > TR RDSH, [FHEROH 1 555 1 TR HRIODT-OI RFESh
D7 —HTHLUTUE, BHL TR0,
“OJL 105, 1342006, p.54.]
‘la. Paragraph 1 shall notapply to data specifically required by Directive 2006/24/EC of the European Parliament and

of the Council of 15 March 2006 on the retention of data generated or processed in connection with the provision of
publicly available electronic communications services or of public communications networks® to be retained for the
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purposes referred to in Article 1(1) of that Directive,

“OJL105,1342006,p.54°

FRFE BROHE
Aricle 12 Future measures

L 5 6 RN R RARRRIHRO BRI RALE &9 BEH L7 RE DR DU TR L T VORERE
(3, BT EATRCATD, MREEAKENT, EHIT, RGO MRV GEELHHEARINZE S
SANTUTHEAL K OO REN G U TEREL, 730, TORFEAEN T ARZIR D,

AMember State facing particular circumstances that warrant an extension for a imited period of the maximum retention
period referred to in Article 6 may take the necessary measures. That Member State shall immediately notify the
Commission and inform the other Member States of the measures taken under this Article and shall state the grounds for
introducing them.

2. FRMEERL, 56 | TR T@HMOE 62> ORI, BIR - DEPNHE D ERORS |
DAL 727N FT AT F L2 RIFRO T O, KO, UiAENHEE ) SN RO
Bathl T ARERS AR T DD S VEASERLT 4%, ZOENHHEZ ARG E 3%, ZOHIHA

WM Z B SDPED R NEEE, TOEPEES, ARRSIcbDEALESID,

The Commission shall, withina period of six months after the notification referred to in paragraph 1, approve or reject the
national measures concermed, after having examined whether they are a means of arbitrary discrimination or a disguised
restriction of trade between Member States and whether they constitute an obstacle to the finctioning of the intemal
market. Inthe absence ofa decision by the Commission within that period the national measures shall be deemed to have
beenapproved.

3. H2IEICEY, ZOFRSDOSEN ORI AAE R E D EPNHEED VRIS AE XL, BONEES
I3, 2R OUNEZARGET 207 e Hlr C&D,

‘Where, pursuant to paragraph 2, the national measures ofa Member State derogating from the provisions of this Directive
are approved, the Commission may consider whether to propose an amendment to this Directive.

F 13 MFE ENRERUHR
Article 13 Remedies, liability and penalties

1. BRERRIEND, 155 EORG, AR L OMIEE DA T 9SU6EC D 3 BEASEET2EN
HAEINZOFE DD FIZBITDT — 2 OUEREBEhE L CR I RSN A L e e D7D
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LB T D,

Each Member State shall take the necessary measures to ensure that the national measures implementing Chapter 11 of
Directive 9546/EC providing for judicial remedies, liability and sanctions are fully implemented with respect to the
processing of data under this Directive.

2. FHERKENE, EobiT, ZORBIHE S RIS T — A~ DB T R A ATFOT—4
DO T C, ZOHRIZ IS TEHRSZENED FICRBOGFERSIVRA SO, 1TE ED
T I I E R 5D, RATCHY, HBIIH0SIIE OB H I E > TR %
Sy RV D N e T K I IR

EachMember State shall, in particular; take the necessary measures to ensure that any intentional access to, or transfer of,
data retained in accordance with this Directive that is not permitted under national law adopted pursuant to this Directive
is punishable by penalties, including administrative or criminal penalties, that are effective, proportionate and dissuasive.

58 145 BT
Article 14 Evaluation

L. 2010%F-9 A 15 HETIZ, BINZEEAIE, BRONGEES K OFEHRITHIL, Eoblt, 5 55607 —4D
VARG O 6 SO CEDLITARFRARICESHEL CC OB OFTAAUIET DI ENLENED
DVEIRTETDE BN, B TEBEHHMCIBTDEERDRE R O 10 SR> TRINEE S
(U TR SN DA B IBIC AN LT, ZOFRSOmEH I O IS | A 6
HZDFRB ORI BT A HliEAAR 5, TOANEY, AFRIND,

No later than 15 September 2010, the Commission shall submit to the European Parliament and the Council an
evaluation of the application of this Directive and its impact on economic operators and consumers, taking into account
further developments in electronic commiumnications technology and the statistics provided to the Commission pursiant
to Article 10witha view to determining whether it is necessary toamend the provisions of this Directive, in particular with
regard to the list of data in Article 5 and the periods of retention provided for in Article 6. The results of the evaluation shall
bemade public.

2. FOHWIDIDIZ, BINEERNE, HRRED S H-13FES 9546/EC D 20 550 FIZIBU Y CRES
TN EEAED SR T E N U CRENSIN -2 T E HASRT 5,

To thatend, the Commission shall examine all observations communicated to it by the Member States or by the Working
Party established under Article 29 of Directive 9546/EC.
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E 155 EREL
Article 15 Transposition

L.

’f%}ﬁzl 3, 2007 4F 9 H 15 HETIS, ZORREREST§ D7Dl B2 01, FRI O TE -
FRIALFENSED, WERKENT, BNEERITHL, EHIZ, TOZEEEET D, HRIEDZ S
?ﬂ%%%?ﬂ?‘ék% L, FNOOIEY, ZORBTOSREETbOLL, Fald, ZHHDHE
DUTRDBIZE DTGB WA DES 2, ZDIIRBIREATI TR, MEIC > TEDD
gVaN

Member States shall bring into force the laws, regulations and administrative provisions necessary to comply with this
Directive by no later than 15 September 2007. They shall forthwith inform the Commission thereof. When Member
States adopt those measures, they shall contain a reference to this Directive or shall be accompanied by such reference on
the occasion of their official publication. The methods of making such reference shall be laid down by Member States.

HERKENT, PRINZZEE TR, 2R RS SIS0 136V YCEORERED SR T 2IENTE
DT GFAD IE AR 72,

Member States shall communicate to the Commission the text of the main provisions of national law which they adopt
n the field covered by this Directive.

20094F-3 A 15 HETIZ, FAERKENT, A2 —obhT 78R, A —FNERER O A —F vk

A VR ET HB(E T — X DOIRFR TR A2 DS Ol HZERC& %, ARTEZ IV HE
TORRRENT, —OFF S OBIROEE, HES K OWINEERITHL, EEDOHIEI-TEOE
AR, %@ =13, BUEH L ARSI,

Until 15 March 2009, each Member State may postpone application of this Directive to the retention of communications
data relating to Intemet Access, Intemet telephony and Intemet e-mail. Any Member State that intends to make use of this
paragraph shall, upon adoption of this Directive, notify the Council and the Commission to that effect by way of a
declaration. The declaration shall be published in the Official Journal of the Evropean Union.

E16F R
Article 16 Entry into force

ZOfEmE, BUER EZRITHEDLRD 20 BIAIZH 035,

This Directive shall enter into force on the twentieth day following that of its publication in the Official Journal of the
European Union.
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F17E RBH
Article 17 Addressees

OB, HERREREI SN,

This Directive is addressed to the Member States.

200643 A 15 HIZAN AT —/ U TR U T,
Done at Strasbourg, 15 March 2006.

BN L LT
Forthe Furopean Parfiament

£ J BORRELLFONTELLES
The President J. BORRELLFONTELLES
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For the Council

£ HWINKLER
The President H.WINKLER
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